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FOREWORD

Over a decade ago, the Committee of Sponsoring Organizations of the Treadway Commission
(COSO,) issued Internal Control — Integrated Framework to help businesses and other entities
assess and enhance their internal control systems. That framework has since been
incorporated into policy, rule, and regulation, and used by thousands of enterprises to better
control their activities in moving toward achievement of their established objectives.

Recent years have seen heightened concern and focus on risk management, and it became
increasingly clear that a need exists for a robust framework to effectively identify, assess, and
manage risk. In 2001, COSO initiated a project, and engaged PricewaterhouseCoopers, to
develop a framework that would be readily usable by managements to evaluate and improve
their organizations’ enterprise risk management.

The period of the framework’s development was marked by a series of high-profile.business
scandals and failures where investors, company personnel, and other stakeheldetrsisuffered
tremendous loss. In the aftermath were calls for enhanced corporate governancerand risk
management, with new law, regulation, and listing standards. The need foran enterprise risk
management framework, providing key principles and concepts, a gomimon languagenand clear
direction and guidance, became even more compelling. COSO believes this Enterprise Risk
Management — Integrated Framework fills this need, and expécts.it will become widely accepted
by companies and other organizations and indeed all stakeholdexs and interested parties.

Among the outgrowths in the United States is the Sarbanes-Oxley A¢t 0f 2002, and similar
legislation has been enacted or is being considered’in other countries., This law extends the
long-standing requirement for public companies todmaintain systéms of internal control,
requiring management to certify and the independent auditor to attest to the effectiveness of
those systems. Internal Control — Integrated Framework;which continues to stand the test of
time, serves as the broadly accepted standard for satisfying those reporting requirements.

This Enterprise Risk Managemeut — Integrated Framework expands on internal control,
providing a more robust and extensive focus ‘on the broader subject of enterprise risk
management. While it is neot ifitended to aid 'does not replace the internal control framework,
but rather incorporates the,internal controhframework within it, companies may decide to
look to this enterprise/risk management framework both to satisfy their internal control needs
and to move toward a fuller risk management process.

Among the miost critical chaltenges for managements is determining how much risk the entity
is preparedito‘and does accept-as it strives to create value. This report will better enable them
to meet this challenge.

John J. Flaherty Tony Maki
Chair, COSO Chair, COSO Advisory Council
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Executive Summary

EXECUTIVE SUMMARY

The underlying premise of enterprise risk management is that every entity exists to provide
value for its stakeholders. All entities face uncertainty, and the challenge for management is
to determine how much uncertainty to accept as it strives to grow stakeholder value.
Uncertainty presents both risk and opportunity, with the potential to erode or enhance value.
Enterprise risk management enables management to effectively deal with uncertainty and
associated risk and opportunity, enhancing the capacity to build value.

Value is maximized when management sets strategy and objectives to strike an optimal
balance between growth and return goals and related risks, and efficiently and effectively
deploys resources in pursuit of the entity’s objectives. Enterprise risk management
encompasses:

o Aligning risk appetite and strategy — Management considers the entity’s risk appetite
in evaluating strategic alternatives, setting related objectives, and developing
mechanisms to manage related risks.

o Enhancing risk response decisions — Enterprise risk management providesstherigor to
identify and select among alternative risk responses —#isk aveidance, rfeduetion,
sharing, and acceptance.

o Reducing operational surprises and losses — Entities,gain enhaniced Capability to
identify potential events and establish responSessteducing sutprises and associated
costs or losses.

o Identifying and managing multiple and cresstenterprise'isks — Every enterprise faces
a myriad of risks affecting different parts/0f the organization, and enterprise risk
management facilitates effectiye.résponse to«thé intetrelated impacts, and integrated
responses to multiple risks.

° Seizing opportunities — By, considering a full tange of potential events, management is
positioned to identify @and-proactively, realize opportunities.

o Improving deployinent of capital* Obtaining robust risk information allows
management to effectively assess overall capital needs and enhance capital allocation.

These capabilitieS mherent in enterprise risk management help management achieve the
entity’s performance and profitability targets and prevent loss of resources. Enterprise risk
management helps ensure effective reporting and compliance with laws and regulations, and
helps‘avoid damage to_the'entity’s reputation and associated consequences. In sum, enterprise
riskimanagement helps‘an entity get to where it wants to go and avoid pitfalls and surprises
along the ways
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Events — Risks and Opportunities

Events can have negative impact, positive impact, or both. Events with a negative impact
represent risks, which can prevent value creation or erode existing value. Events with
positive impact may offset negative impacts or represent opportunities. Opportunities are the
possibility that an event will occur and positively affect the achievement of objectives,
supporting value creation or preservation. Management channels opportunities back to its
strategy or objective-setting processes, formulating plans to seize the opportunities.

Enterprise Risk Management Defined

Enterprise risk management deals with risks and opportunities affecting value creation or
preservation, defined as follows:

Enterprise risk management is a process, effected by an entity’s board of directors,
management and other personnel, applied in strategy setting and across'the
enterprise, designed to identify potential events that may affect the entityl and manage
risk to be within its risk appetite, to provide reasonable assurance regarding the
achievement of entity objectives.

The definition reflects certain fundamental concepts. Enterprisedisk.management,is:

° A process, ongoing and flowing through an entity

° Effected by people at every level of an organization

° Applied in strategy setting

° Applied across the enterprise, at everydevel and unit, and includes taking an entity-
level portfolio view of risk

° Designed to identify potential events'that, if they ‘eceur, will affect the entity and to
manage risk within its risk appétite

° Able to provide reasonabl€ assurance te an entity’s management and board of
directors

° Geared to achievement,of objectiv€s.in‘one or more separate but overlapping
categories

This definition i§ purposefully bread. It captures key concepts fundamental to how
companies and other organizatiens manage risk, providing a basis for application across
organizatignsyindustries, andssectors. It focuses directly on achievement of objectives
established by a particulatjentity and provides a basis for defining enterprise risk management
effectiveness.



Executive Summary

Achievement of Objectives

Within the context of an entity’s established mission or vision, management establishes
strategic objectives, selects strategy, and sets aligned objectives cascading through the
enterprise. This enterprise risk management framework is geared to achieving an entity’s
objectives, set forth in four categories:

L Strategic — high-level goals, aligned with and supporting its mission
o Operations — effective and efficient use of its resources

° Reporting — reliability of reporting

° Compliance — compliance with applicable laws and regulations

This categorization of entity objectives allows a focus on separate aspects of enterprise risk
management. These distinct but overlapping categories — a particular objective can fall into
more than one category — address different entity needs and may be the ditect reSponsibility of
different executives. This categorization also allows distinctions between what can‘be
expected from each category of objectives. Another category, safeguarding of resources, used
by some entities, also is described.

Because objectives relating to reliability of reporting and’eompliance with laws and
regulations are within the entity’s control, enterprise riskymanagement can‘be expected to
provide reasonable assurance of achieving those objectives. AchigVement of strategic
objectives and operations objectives, however, is subject to extérhal€vents not always within
the entity’s control; accordingly, for these objectiyes, enterprise tisk management can provide
reasonable assurance that management, and the'board in_its oversight role, are made aware, in
a timely manner, of the extent to which theéentity is moying toward achievement of the
objectives.

Components of Enterprise Risk.-Management

Enterprise risk managemeént/Consists of eight.interrelated components. These are derived
from the way management runs an,éaterprise and are integrated with the management
process. These components are:

° Internal Environment — The internal environment encompasses the tone of an
organization, andssets the basis for how risk is viewed and addressed by an entity’s
people, including.risk management philosophy and risk appetite, integrity and ethical
values, and‘the-environment in which they operate.

o Objective Sétting — Objectives must exist before management can identify potential
events affecting their achievement. Enterprise risk management ensures that
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management has in place a process to set objectives and that the chosen objectives
support and align with the entity’s mission and are consistent with its risk appetite.

° Event Identification — Internal and external events affecting achievement of an entity’s
objectives must be identified, distinguishing between risks and opportunities.
Opportunities are channeled back to management’s strategy or objective-setting
processes.

o Risk Assessment — Risks are analyzed, considering likelihood and impact, as a basis
for determining how they should be managed. Risks are assessed on an inherent and a
residual basis.

o Risk Response — Management selects risk responses — avoiding, accepting, reducing,
or sharing risk — developing a set of actions to align risks with the entity’s risk
tolerances and risk appetite.

o Control Activities — Policies and procedures are established and implemented teshelp
ensure the risk responses are effectively carried out.

o Information and Communication — Relevant information is identifiedycaptared, and
communicated in a form and timeframe that enable people to carey out their
responsibilities. Effective communication also occurs in a broader sense, flowing
down, across, and up the entity.

o Monitoring — The entirety of enterprise risk management iS\monitored ‘and
modifications made as necessary. Monitoring is acComplished thretigh‘ongoing
management activities, separate evaluations, or beth.

Enterprise risk management is not strictly a serial precess, where one component affects only
the next. It is a multidirectional, iterative processiin/which almost any component can and
does influence another.

Relationship of Objectives and Components

There is a direct relationship betveen objectives, which are what an entity strives to achieve,
and enterprise risk managemént,components, which represent what is needed to achieve them.
The relationship is depictedyinia three-dimicnsional matrix, in the form of a cube.
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. . . . =< S = e‘ﬁl
The four objectives categories — strategic, = &£ &£ =
operations, reporting, and compliance — are == == &£ <&
represented by the vertical columns, the eight ﬂ

components by horizontal rows, and an entity’s
units by the third dimension. This depiction
portrays the ability to focus on the entirety of an
entity’s enterprise risk management, or by
objectives category, component, entity unit, or
any subset thereof.

| | ofrations fommuniion

Determining whether an entity’s enterprise risk
management is “effective” is a judgment resulting from an assessment of whether the eight
components are present and functioning effectively. Thus, the components aréalso Criteria
for effective enterprise risk management. For the components to be present and functioning
properly there can be no material weaknesses, and risk needs to have been‘brotght within the
entity’s risk appetite.

When enterprise risk management is determined to be effective in.each of the fourcategories
of objectives, respectively, the board of directors and management have reasonable assurance
that they understand the extent to which the entity’s strategic and operations'objectives are
being achieved, and that the entity’s reporting is reliable.and applicable laws and regulations
are being complied with.

The eight components will not function identieally in every entity: Application in small and
mid-size entities, for example, may be less formal and l€ss structured. Nonetheless, small
entities still can have effective enterprise tisk mandgement, as long as each of the components
is present and functioning propetly.

Limitations

While enterprise risk management proyvidessamportant benefits, limitations exist. In addition
to factors discussed above;imitationsiresult from the realities that human judgment in
decision making can be faulty, decisions on responding to risk and establishing controls need
to consider the relative costs and benefits, breakdowns can occur because of human failures
such as simple‘erpors or mistakes, controls can be circumvented by collusion of two or more
people, and managementhas the ability to override enterprise risk management decisions.
These limitations préclude a board and management from having absolute assurance as to
achievement of the eritity’s objectives.
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Encompasses Internal Control

Internal control is an integral part of enterprise risk management. This enterprise risk
management framework encompasses internal control, forming a more robust
conceptualization and tool for management. Internal control is defined and described in
Internal Control — Integrated Framework. Because that framework has stood the test of time
and is the basis for existing rules, regulations, and laws, that document remains in place as the
definition of and framework for internal control. While only portions of the text of Internal
Control — Integrated Framework are reproduced in this framework, the entirety of that
framework is incorporated by reference into this one.

Roles and Responsibilities

Everyone in an entity has some responsibility for enterprise risk management. The chief
executive officer is ultimately responsible and should assume ownership. Other managers
support the entity’s risk management philosophy, promote compliance with its/fisk appetite,
and manage risks within their spheres of responsibility consistent with risk teleéfances. A risk
officer, financial officer, internal auditor, and others usually have key support responsibilities.
Other entity personnel are responsible for executing enterprise risk management in
accordance with established directives and protocols. The board of'ditectors provides
important oversight to enterprise risk management, and is aware of‘and concurs with the
entity’s risk appetite. A number of external parties, such as.€ustomers, vendors,'business
partners, external auditors, regulators, and financial analysts often providé.information useful
in effecting enterprise risk management, but they are not'tesponsible for the effectiveness of,
nor are they a part of, the entity’s enterprise risk management.

Organization of This Report

This report is in two volumes. The firstFolume contains,the Framework as well as this
Executive Summary. The Framework-defines enterprise'risk management and describes
principles and concepts, providing diréction forall-levels of management in businesses and
other organizations to use in eyaluating and enhaneing the effectiveness of enterprise risk
management. This Executive Stimmary is a‘high-level overview directed to chief executives,
other senior executives, board members, andiregulators. The second volume, Application
Techniques, provides,illustrations of techniques useful in applying elements of the framework.

Use of This Report

Suggested actions‘that might be taken as a result of this report depend on position and role of
the parti€s involved:

° Board of Directors — The board should discuss with senior management the state of
the entity s.enterprise risk management and provide oversight as needed. The board
shotild ensure it is apprised of the most significant risks, along with actions
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management is taking and how it is ensuring effective enterprise risk management.
The board should consider seeking input from internal auditors, external auditors, and
others.

o Senior Management — This study suggests that the chief executive assess the
organization’s enterprise risk management capabilities. In one approach, the chief
executive brings together business unit heads and key functional staff to discuss an
initial assessment of enterprise risk management capabilities and effectiveness.
Whatever its form, an initial assessment should determine whether there is a need for,
and how to proceed with, a broader, more in-depth evaluation.

° Other Entity Personnel — Managers and other personnel should consider how theysate
conducting their responsibilities in light of this framework and discuss with mete-
senior personnel ideas for strengthening enterprise risk management. Internal auditors
should consider the breadth of their focus on enterprise risk management;

° Regulators — This framework can promote a shared view of enterprise risk
management, including what it can do and its limitations. Regulators may refer to this
framework in establishing expectations, whether by rule or guidance'or in conducting
examinations, for entities they oversee.

° Professional Organizations — Rule-making and other pfofessional organizations
providing guidance on financial management, auditing, and related topies should
consider their standards and guidance in light of this frameworke T ovthe extent
diversity in concepts and terminology is eliminated, all partie§ benefit.

L Educators — This framework might be the‘subjcet of academii¢ research and analysis,
to see where future enhancements canbexmade. With the presumption that this report
becomes accepted as a common ground, for understanding; its concepts and terms
should find their way into univerSity-eurricula.

With this foundation for mutual ynderstanding, all parties will be able to speak a common
language and communicate more effectively.“Business executives will be positioned to assess
their company’s enterprisg/tisk management process against a standard, and strengthen the
process and move their.entérprise toward éstablished goals. Future research can be leveraged
off an established base./Iregislators and-wregulators will be able to gain an increased
understanding of enterptise risk management, including its benefits and limitations. With all
parties utilizing a common enterprise risk management framework, these benefits will be
realized.
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Definition

1. DEFINITION

Chapter Summary: All entities face uncertainty, and the challenge for management is to
determine how much uncertainty it is prepared to accept as it strives to grow stakeholder
value. Enterprise risk management enables management to identify, assess, and manage risks
in the face of uncertainty, and is integral to value creation and preservation. Enterprise risk
management is a process, effected by an entity’s board of directors, management and other
personnel, applied in strategy setting and across the enterprise. It is designed to identify
potential events that may affect the entity, and manage risk to be within the entity’s risk
appetite, to provide reasonable assurance regarding the achievement of entity objectives. It
consists of eight interrelated components, which are integral to the way management runs-the
enterprise. The components are linked and serve as criteria for determining whether
enterprise risk management is effective.

A key objective of this framework is to help managements of businesses and othet entities
better deal with risk in achieving an entity’s objectives. But enterprise risk mandgement
means different things to different people, with a wide variety of labels and ‘meanings
preventing a common understanding. An important goal, then, is 16 integrate various tisk
management concepts into a framework in which a common definition‘is established,
components are identified, and key concepts are described. This framework‘accemmodates
most viewpoints and provides a starting point for individual entities’ asseSsment and
enhancement of enterprise risk management, for future initiatives of mile-making bodies, and
for education.

Uncertainty and Value

An underlying premise of enterprise riskamanagément is-that ¢very entity, whether for-profit,
not-for-profit, or a governmental body’, €xists to provide.value for its stakeholders. All
entities face uncertainty, and the challenge for management is to determine how much
uncertainty the entity is preparedte‘accept as it-strives to grow stakeholder value. Uncertainty
presents both risk and opportunityy with the potential to erode or enhance value. Enterprise
risk management enablesémahagement to‘effectively deal with uncertainty and associated risk
and opportunity and therebysénhance the“entity’s capacity to build value.

Enterprises operaté in environments-where factors such as globalization, technology,
restructurings, changing markets, competition, and regulation create uncertainty. Uncertainty
emanates from,an inability to-precisely determine the likelihood that events will occur and the
associatedwmpacts. Ungértainty also is presented and created by the entity’s strategic choices.
For example, an entity has a growth strategy based on expanding operations to another
country: This chesen strategy presents risks and opportunities associated with the stability of
theveountry’s*political environment, resources, markets, channels, workforce capabilities, and
costs.

13
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Value is created, preserved, or eroded by management decisions in all activities, from strategy
setting to operating the enterprise day-to-day. Value creation occurs through deploying
resources, including people, capital, technology, and brand, where the benefit derived is
greater than resources used. Value preservation occurs where created value is sustained
through, among other things, superior product quality, production capacity, and customer
satisfaction. Value can be eroded where these goals are not achieved due to poor strategy or
execution. Inherent in decisions is recognition of risk and opportunity, requiring that
management consider information about internal and external environments, deploy precious
resources, and recalibrate activities to changing circumstances.

Value is maximized when management sets strategy and objectives to strike an optimal
balance between growth and return goals and related risks, and efficiently and effectively
deploys resources in pursuit of the entity’s objectives. Enterprise risk management
encompasses:

o Aligning risk appetite and strategy — Management considers the entity?s 1Sk appetite
first in evaluating strategic alternatives, then in setting objectiveSaligned with the
selected strategy and in developing mechanisms to manage the r€lated risks~For
example, a pharmaceutical company has a low risk appetite relative to its‘brand value.
Accordingly, to protect its brand, it maintains extensiye protocols to enisure product
safety and regularly invests significant resources in ‘eatly-stage res¢archrand
development to support brand value creation.

o Enhancing risk response decisions — Enterprisestisk managemeént provides the rigor to
identify and select among alternative risk’tesponSes — risk ayoidance, reduction,
sharing, and acceptance. For example,'management of a,company that uses company-
owned and operated vehicles recognizes Tisks inhefent in its delivery process,
including vehicle damage and personal injury ¢ésts, “Available alternatives include
reducing the risk through efféctiveédriver reeruiting and training, avoiding the risk by
outsourcing delivery, sharing the risk viainsurance, or simply accepting the risk.
Enterprise risk management provides inethodologies and techniques for making these
decisions.

o Reducing operational surprises,and-losses — Entities gain enhanced capability to
identify potential events, assess.risk, and establish responses, thereby reducing the
occurrenet of surprises and,related costs or losses. For example, a manufacturing
companytracks production parts and equipment failure rates and deviation around
averages. The condpany assesses the impact of failures using multiple criteria,
including time to.repair, inability to meet customer demand, employee safety, and cost
ef'scheduled versus unscheduled repairs, and responds by setting maintenance
scheduleg’accordingly.

14
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Identifying and managing cross-enterprise risks — Every entity faces a myriad of risks
affecting different parts of the organization. Management needs to not only manage
individual risks, but also understand interrelated impacts. For example, a bank faces a
variety of risks in trading activities across the enterprise, and management developed
an information system that analyzes transaction and market data from other internal
systems, which, together with relevant externally generated information, provides an
aggregate view of risks across all trading activities. The information system allows
drilldown capability to department, customer or counterparty, trader, and transaction
levels, and quantifies the risks relative to risk tolerances in established categories. The
system enables the bank to bring together previously disparate data to respond more
effectively to risks using aggregated as well as targeted views.

Providing integrated responses to multiple risks — Business processes carry many
inherent risks, and enterprise risk management enables integrated solutions for
managing the risks. For instance, a wholesale distributor faces risks ofover--and
under-supply positions, tenuous supply sources, and unnecessarily fugh purchase
prices. Management identified and assessed risk in the context 6f the ' eompany’s
strategy, objectives, and alternative responses, and developeda-fat-reaching-inventory
control system. The system integrates with suppliers, shafing sales and inyentory
information and enabling strategic partnering, and avoiding stock-outs‘and-tinneeded
carrying costs, with longer-term sourcing contractsrand enhanced pficing. Suppliers
take responsibility for replenishing stock, generating further cost'reductions.

Seizing opportunities — By considering a fulltange,of potential events, rather than just
risks, management identifies events representing opportunitics. For example, a food
company considered potential events likely to affect its'sustainable revenue growth
objective. In evaluating the events,‘ management détermined that the company’s
primary consumers are increasingly health conscious and changing their dietary
preferences, indicating a decline in future detnand for the company’s current products.
In determining its responge, mandgementidentified ways to apply its existing
capabilities to developifig new products, énabling the company not only to preserve
revenue from existifig customers, biit also to create additional revenue by appealing to
a broader consumenbase.

Improving deploymtent of capital Obtaining robust information on risk allows
management to effectively assess overall capital needs and enhance capital allocation.
For exampley a financial,institution became subject to new regulatory rules that would
increast capital requirements unless management calculated credit and operational risk
levels and relatgd’capital needs with greater specificity. The company assessed the
risk in terms(ofsystem development cost versus additional capital costs, and made an
informedideeiSion. With existing, readily modifiable software, the institution
developed the more precise calculations, avoiding a need for additional capital
soufcing.

15
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These capabilities are inherent in enterprise risk management, which helps management
achieve the entity’s performance and profitability targets and prevent loss of resources.
Enterprise risk management helps ensure effective reporting. And it helps ensure that the
entity complies with laws and regulations, avoiding damage to its reputation and associated
consequences. In sum, enterprise risk management helps an entity get to where it wants to go
and avoid pitfalls and surprises along the way.

Events — Risks and Opportunities

An event is an incident or occurrence from internal or external sources that affects
achievement of objectives. Events can have negative impact, positive impact, or both. Events
with negative impact represent risks. Accordingly, risk is defined as follows:

Risk is the possibility that an event will occur and adversely affect the achievement of
objectives.

Events with adverse impact prevent value creation or erode existing value.{Examples include
plant machinery breakdowns, fire, and credit losses. Events with an advetse\impact can
derive from seemingly positive conditions, such as where customer demand for product
exceeds production capacity, causing failure to meet buyer demand, eroded custoinérloyalty,
and decline in future orders.

Events with positive impact may offset negative impacts.or represent opportunities.
Opportunity is defined as follows:

Opportunity is the possibility that an event will occur and positively affect the
achievement of objectives.

Opportunities support value creation ot preservation. “Management channels opportunities
back to its strategy or objective-setting processes,so that actions can be formulated to seize
the opportunities.

Definition of Enterprise’Risk Management

Enterprise risk management deals with risks and opportunities to create or preserve value. It
is defined as follows:

Enterprisewrisk management is a process, effected by an entity’s board of directors,
mamagement and. other personnel, applied in strategy setting and across the
enferprise, designed to identify potential events that may affect the entity, and manage
risk to be withinvits risk appetite, to provide reasonable assurance regarding the
dchievement of entity objectives.

16
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This definition reflects certain fundamental concepts. Enterprise risk management is:

° A process, ongoing and flowing through an entity

o Effected by people at every level of an organization

o Applied in strategy setting

° Applied across the enterprise, at every level and unit, and includes taking an entity-

level portfolio view of risk

o Designed to identify potential events affecting the entity and manage risk within its
risk appetite

o Able to provide reasonable assurance to an entity’s management and board

o Geared to the achievement of objectives in one or more separate but overlapping

categories — it is a means to an end, not an end in itself

This definition is purposefully broad for several reasons. It captures key, conceépts
fundamental to how companies and other organizations manage risk, previding a basis for
application across types of organizations, industries, and sectors. ‘Itfocuses directly on
achievement of objectives established by a particular entity. And,.the¢ definition provides a
basis for defining enterprise risk management effectiveness, diseussed later'in this chapter.
The fundamental concepts outlined above are discussed in the following paragraphs.

A Process

Enterprise risk management is not static, but rathet.a €ontinuous or iterative interplay of
actions that permeate an entity. These actians,are pervasivesand inherent in the way
management runs the business.

Enterprise risk management is different from the perspective of some observers who view it
as something added on to an entity’s activitiess~That is not to say effective enterprise risk
management does not requirewincremental effort;“as it may. In considering credit and
currency risks, for exampleysincremental‘effort may be required to develop needed models and
make necessary analySes and’calculationis) However, these enterprise risk management
mechanisms are intertwined with an entity’s operating activities and exist for fundamental
business reasons=Enterprise risk management is most effective when these mechanisms are
built into the entity’s infrastfueture and are part of the essence of the enterprise. By building
in enterprise risk' management; an entity can directly affect its ability to implement its strategy
and achieveHits mission.

Building in enterprise risk management has important implications for cost containment,
espccially in the highly competitive marketplaces many companies face. Adding new
proceduresi$eparate from existing ones adds costs. By focusing on existing operations and
their'gontribution to effective enterprise risk management, and integrating risk management
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into basic operating activities, an enterprise can avoid unnecessary procedures and costs.
And, a practice of building enterprise risk management into the fabric of operations helps
identify new opportunities for management to seize in growing the business.

Effected by People

Enterprise risk management is effected by an entity’s board of directors, management and
other personnel. It is accomplished by the people of an organization, by what they do and
say. People establish the entity’s mission, strategy, and objectives, and put enterprise risk
management mechanisms in place.

Similarly, enterprise risk management affects people’s actions. Enterprise risk management
recognizes that people do not always understand, communicate, or perform consistently.
Each individual brings to the workplace a unique background and technical ability, afid has
different needs and priorities.

These realities affect, and are affected by, enterprise risk management. Each,pérseh has a
unique point of reference, which influences how he or she identifies, assesses, and responds to
risk. Enterprise risk management provides the mechanisms needed te’help people understand
risk in the context of the entity’s objectives. People must know the€ir responsibilities’and
limits of authority. Accordingly, a clear and close linkage needs te exist between people’s
duties and the way in which they are carried out, as well as with the entity’s(stsategy and
objectives.

An organization’s people include the board of directors, managemént and other personnel.
Although directors primarily provide oversight,theyalso provide ditection and approve
strategy and certain transactions and policies._As such, boards of directors are an important
element of enterprise risk management.

Applied in Setting Strategy

An entity sets out its mission or ¥isientand establishes strategic objectives, which are the
high-level goals that align with and.support,its,mission or vision. An entity establishes a
strategy for achieving its stratégic objectives, Mt also sets related objectives it wants to
achieve, flowing from thestrategy, cascading to entity business units, divisions, and
processes.

Enterprise risk management is‘applied in strategy setting, in which management considers
risks relative.to\alternative strategies. For instance, one alternative may be to acquire other
companiesiin order to grow Market share. Another may be to cut sourcing costs in order to
realize higher grossumargin percentage. Each of these strategic choices poses a number of
rsks’JIf management selects the first strategy, it may have to expand into new and unfamiliar
markets, competitors may be able to gain share in the company’s existing markets, or the
company'mightnot have the capabilities to effectively implement the strategy. With the
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second, risks include having to use new technologies or suppliers, or form new alliances.
Enterprise risk management techniques are applied at this level to assist management in
evaluating and selecting the entity’s strategy and related objectives.

Applied Across the Enterprise

In applying enterprise risk management, an entity should consider its entire scope of
activities. Enterprise risk management considers activities at all levels of the organization,
from enterprise-level activities such as strategic planning and resource allocation, to business
unit activities such as marketing and human resources, to business processes such as
production and new customer credit review. Enterprise risk management also applies to
special projects and new initiatives that might not yet have a designated place in the entity’s
hierarchy or organization chart.

Enterprise risk management requires an entity to take a portfolio view of risk. Thissmight
involve each manager responsible for a business unit, function, process, or other activity
developing an assessment of risk for the activity. The assessment may bégquantitative or
qualitative. With a composite view at each succeeding level of the organization, sehior
management is positioned to make a determination whether the entity’s overall risk,portfolio
is commensurate with its risk appetite.

Management considers interrelated risks from an entity-lével portfolio perspective. Risks for
individual units of the entity may be within the units’ risk tolerances,dbut taken together may
exceed the risk appetite of the entity as a whole. Ot, cenversely, pOtential events may
represent an otherwise unacceptable risk in one business unit, btitywith an offsetting effect in
another. Interrelated risks need to be identified and acted on so that the entirety of risk is
consistent with the entity’s risk appetite.

Risk Appetite

Risk appetite is the amount of risk, on a broad level,jan entity is willing to accept in pursuit of
value. It reflects the entity’s fiskamanagement,philosophy, and in turn influences the entity’s
culture and operating style! Many entities‘consider risk appetite qualitatively, with such
categories as high, moderate, or low, whilcothers take a quantitative approach, reflecting and
balancing goals for grewth;return,and risk. A company with a higher risk appetite may be
willing to allocate'a large portion of its capital to such high-risk areas as newly emerging
markets. In contrast, a company with a low risk appetite might limit its short-term risk of
large losses of capital by investing only in mature, stable markets.

Riskéappetite is dire€tly, t€lated to an entity’s strategy. It is considered in strategy setting, as
different strategies expose an entity to different risks. Enterprise risk management helps
management select a strategy that aligns anticipated value creation with the entity’s risk
appetite.
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Risk appetite guides resource allocation. Management allocates resources among business
units and initiatives with consideration of the entity’s risk appetite and the unit’s plan for
generating desired return on invested resources. Management considers its risk appetite as it
aligns its organization, people, and processes, and designs infrastructure necessary to
effectively respond to and monitor risks.

Risk tolerances relate to the entity’s objectives. Risk tolerance is the acceptable level of
variation relative to achievement of a specific objective, and often is best measured in the
same units as those used to measure the related objective.

In setting risk tolerance, management considers the relative importance of the related
objective and aligns risk tolerances with risk appetite. Operating within risk tolerances helps
ensure that the entity remains within its risk appetite and, in turn, that the entity will achieve
its objectives.

Provides Reasonable Assurance

Well-designed and operated enterprise risk management can provide management and‘the
board of directors reasonable assurance regarding achievement of an€ntity’S objectives.
Reasonable assurance reflects the notion that uncertainty and risk.relate to the future] which
no one can predict with precision.

Reasonable assurance does not imply that enterprise risk management frequently will fail.
Many factors, individually and collectively, reinforcesthéwconcept of réasonable assurance.
The cumulative effect of risk responses that satisfy multiple objectives-and the multipurpose
nature of internal controls reduce the risk that afi entity may not achieve its objectives.
Furthermore, the normal everyday operating.activitics and responsibilities of people
functioning at various levels of an organization are directed at achieving the entity’s
objectives. Indeed, among a cross-section of well-contrelled entities, it is likely that most will
be apprised regularly of movement toward their strategic and operations objectives, will
achieve compliance objectives régularly, and censistently will produce — period after period,
year after year — reliable reports: Howeveryanwuncontrollable event, a mistake, or an
improper reporting incidefitican.dccur.« I other words, even effective enterprise risk
management can experience a failure~"Reasonable assurance is not absolute assurance.

Achievement of Objectives

Within the context of the established mission, management establishes strategic objectives,
selects strategy, and establishes other objectives cascading through the enterprise and aligned
with and linked to the stratcgy. Although many objectives are specific to a particular entity,
some are widely shared, For example, objectives common to virtually all entities are
achiéving and mdintaining a positive reputation within the business and consumer
communities,/providing reliable reporting to stakeholders, and operating in compliance with
laws and‘ségulations.
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This framework establishes four categories of entity objectives:

o Strategic — relating to high-level goals, aligned with and supporting the entity’s
mission

o Operations — relating to effective and efficient use of the entity’s resources

o Reporting — relating to the reliability of the entity’s reporting

° Compliance — relating to the entity’s compliance with applicable laws and regulations

This categorization of entity objectives allows a focus on separate aspects of enterprise risk
management. These distinct but overlapping categories — a particular objective can fall under
more than one category — address different entity needs and may be the direct responsibility of
different executives. This categorization also allows distinctions between what cah be
expected from each category of objectives.

Some entities use another category of objectives, “safeguarding of resourees;’ sometimes
referred to as “safeguarding of assets.” Viewed broadly, these deal withpreventiomof loss of
an entity’s assets or resources, whether through theft, waste, ineffi¢iency, or what turns out to
be simply bad business decisions — such as selling product at tooylow a’price,failihg to retain
key employees or prevent patent infringement, or incurring unfereseen liabilities: These are
primarily operations objectives, although certain aspects/o0f safeguarding(can ‘fall under other
categories. Where legal or regulatory requirements apply, these become compliance issues.
When considered in conjunction with public reportingy a narrower/definition of safeguarding
of assets often is used, dealing with prevention ortimely detection of unauthorized
acquisition, use, or disposition of an entity’s@ssets that could have a material effect on the
financial statements.

Enterprise risk management can be.expected to pravide'reasonable assurance of achieving
objectives relating to the reliability of reporting, and compliance with laws and regulations.
Achievement of those categofies-of'objectivesiis within the entity’s control and depends on
how well the entity’s related.activities ate performed.

However, achievement(of strategic-objectives, such as attaining a specified market share, and
operations objectives, such as successfully launching a new product line, is not always within
the entity’s control. “Enterprise tisk management cannot prevent bad judgments or decisions,
or external‘evénts'that can cause a business to fail to achieve operations goals. It does,
however;"enhance the likelihood that management will make better decisions. For these
objettivesyenterpriserisk management can provide reasonable assurance that management,
and the'board ints oversight role, are made aware, in a timely manner, of the extent to which
thewentity is moving toward achievement of the objectives.
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Components of Enterprise Risk Management

Enterprise risk management consists of eight interrelated components. These are derived
from the way management runs a business and are integrated with the management process.
These components are:

L Internal Environment — Management sets a philosophy regarding risk and establishes a
risk appetite. The internal environment sets the basis for how risk and control are
viewed and addressed by an entity’s people. The core of any business is its people —
their individual attributes, including integrity, ethical values, and competence — and
the environment in which they operate.

o Objective Setting — Objectives must exist before management can identify potential
events affecting their achievement. Enterprise risk management ensures that
management has in place a process to set objectives and that the chosen objectivies
support and align with the entity’s mission and are consistent with its risk appetite.

° Event Identification — Potential events that might have an impact on the‘entity must be
identified. Event identification involves identifying potential eventsifrom internal or
external sources affecting achievement of objectives. It includessdistinguishing
between events that represent risks, those representing oppoOrtunities, andytheSe that
may be both. Opportunities are channeled back to management’s strategy ot
objective-setting processes.

L Risk Assessment — Identified risks are analyzed in.order to form< basis for
determining how they should be managed. Risks are associated with objectives that
may be affected. Risks are assessed on both an inherent and a residual basis, with the
assessment considering both risk likelihoed and impagct:

° Risk Response — Personnel identify afidevaluate pessible responses to risks, which
include avoiding, accepting, reddcing, and shating,risk. Management selects a set of
actions to align risks with the’entity’$ risk tolerances and risk appetite.

° Control Activities — Poligies and procedures are established and executed to help
ensure the risk responses management selects are effectively carried out.

o Information and Communication < Relévant information is identified, captured, and
communicated in‘a‘form and timeframe that enable people to carry out their
responsibilities. Information is.aceded at all levels of an entity for identifying,
assessing; and responding to risk. Effective communication also occurs in a broader
sense, flowing down, across, and up the entity. Personnel receive clear
cortmunications régatding their role and responsibilities.

° Monitoring — Theéntirety of enterprise risk management is monitored, and
modificationis made as necessary. In this way, it can react dynamically, changing as
conditions warrant. Monitoring is accomplished through ongoing management
activitieSyseparate evaluations of enterprise risk management, or a combination of the
two.
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Enterprise risk management is a dynamic process. For example, the assessment of risks
drives risk response and may influence control activities and highlight a need to reconsider
information and communication needs or the entity’s monitoring activities. Thus, enterprise
risk management is not strictly a serial process, where one component affects only the next. It
is a multidirectional, iterative process in which almost any component can and will influence
another.

No two entities will, or should, apply enterprise risk management in the same way.
Companies and their enterprise risk management capabilities and needs differ dramatically by
industry and size, and by management philosophy and culture. Thus, while all entities should
have each of the components in place and operating effectively, one company’s applicationof
enterprise risk management — including the tools and techniques employed and the
assignment of roles and responsibilities — often will look very different from another’s.

Relationship of Objectives and Components

There is a direct relationship between objectives, which are what an entity ‘strives to achieve,
and the enterprise risk management components, which represent whatsis needed torachieve
them. The relationship is depicted in a three-dimensional matrix, in/the shape of acube,
shown in Exhibit 1.1.

Exhibit 1.1
s< = = =
= — < =
< =2 =2 <
. . . 4‘4- 4«, 49 os
L The four objectives categories — < o = <

strategic, operations, reporting,
and compliance — are represented
by the vertical columns

° The eight components are
represented by horizontal tows

° The entity and its‘units are
depicted by the third‘dimension
of the cube
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Each component row “cuts across” and applies to all four objectives categories. For example,
financial and non-financial data generated from internal and external sources, which is part of
the information and communication component, is needed to set strategy, effectively manage
business operations, report effectively, and determine that the entity is complying with
applicable laws.

Similarly, looking at the objectives categories, all eight components are relevant to each.
Taking one category, effectiveness and efficiency of operations, for example, all eight
components are applicable and important to its achievement.

Enterprise risk management is relevant to an entire enterprise or to any of its individual units.
This relationship is depicted by the third dimension, which represents subsidiaries, divisions,
and other business units. Accordingly, one could focus on any one of the matrix’s cells. For
instance, one could consider the top right back cell, representing the internal enviconnient as it
relates to compliance objectives of a particular subsidiary.

It should be recognized that the four columns represent categories of an<entity’s objectives,
not parts or units of the entity. Accordingly, when considering the cdtegory of objectives
related to reporting, for example, knowledge of a wide array of information about the.entity’s
operations is needed. But in that case, focus is on the right-middl&.column of the.niodel — the
reporting objectives — rather than the operations objectives €ategory.

Effectiveness

While enterprise risk management is a process, itS'effectiveness iS\a state or condition at a
point in time. Determining whether enterprisevrisk management,is “effective” is a judgment
resulting from an assessment of whether the €ight.componéhtsare present and functioning
effectively. Thus, the components are also criteria forjeffective enterprise risk management.
For the components to be present and funetioning properly there can be no material
weaknesses, and risk needs to have béen brought/Wwithin the entity’s risk appetite.

When enterprise risk management is determined to be effective in each of the four categories
of objectives, respectively,the board efditectors and management have reasonable assurance
that:

° They understand the extent to which the entity’s strategic objectives are being
achieyed

L They.understand.the extent to which the entity’s operations objectives are being
achieved

o The entity’s reporting is reliable

° Applicable laws and regulations are being complied with
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While in order for enterprise risk management to be deemed effective all eight components
must be present and functioning properly — applying the principles described in the following
chapters — some trade-offs may exist between components. Because enterprise risk
management techniques can serve a variety of purposes, techniques applied relative to one
component might serve the purpose of techniques normally present in another. Additionally,
risk responses can differ in the degree to which they address a particular risk, so that
complementary risk responses and controls, each with limited effect, together may be
satisfactory.

The concepts discussed here apply to all entities, regardless of size. While some small and
mid-size entities may implement component factors differently than large ones, they still.can
have effective enterprise risk management. The methodology for each component is likely to
be less formal and less structured in smaller entities than in larger ones, but the basic concepts
should be present in every entity.

Enterprise risk management usually is considered in the context of an enterpris€ as a whole,
which involves considering its application in significant business units, Thete may,however,
be circumstances where the effectiveness of enterprise risk managément is to be evaluated
separately for a particular business unit. In such circumstancesin order to conclude that
enterprise risk management for the unit is effective all eight components mustbe present and
functioning effectively in the unit. Thus, for example, bécause having a-board of directors
with specified attributes is part of the internal environment, enterpris€ risk management for a
particular business unit may be judged effective only when the unithas in place an
appropriately functioning board of directors or.similar’body (ot the entity-level board of
directors applies requisite oversight directly te, the business-unit).s, Similarly, because the risk
response component describes taking a pestfolio view ofirisk, for enterprise risk management
to be judged effective there must be a’portfolio view, of sisk for that business unit.

Encompasses Internal Control

Internal control is an integral part,of enterpfise rfisk management. This enterprise risk
management framework encompasses internal control, forming a more robust
conceptualization and tool.for management. Internal control is defined and described in
Internal Control <Integrated Framework. Because Internal Control — Integrated Framework
is the basis for. €xisting rules, régulations, and laws, and has stood the test of time, that
document teémains in place as the definition of and framework for internal control. While
only portions of the text-ef /nternal Control — Integrated Framework are reproduced in this
framework, the entirety‘of Internal Control — Integrated Framework is incorporated by
referenice into this framework. Appendix C describes the relationship between enterprise risk
management and iaternal control.
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Enterprise Risk Management and the Management Process

Because enterprise risk management is part of the management process, the enterprise risk
management framework components are discussed in the context of what management does
in running a business or other entity. But not everything management does is a part of
enterprise risk management. Many judgments applied in management’s decision making and
related management actions, while part of the management process, are not part of enterprise
risk management. For example:

° Ensuring there is an appropriate process for objective setting is a critical component of
enterprise risk management, but the particular objectives selected by management aré
not part of enterprise risk management.

L Responding to risks, based on an appropriate assessment of the risks, is a part‘of
enterprise risk management, but the specific risk responses selected and the associated
allocation of entity resources are not.

° Establishing and executing control activities to help ensure the riskaesponses
management selects are effectively carried out is a part of enterprise risk management,
but the particular control activities chosen are not.

In general, enterprise risk management involves those elements of the management process
that enable management to make informed risk-based decigions, but the patticular decisions
selected from an array of appropriate choices do not determine whether‘enterprise risk
management is effective. However, while the specific ebjectives, risktésponses, and control
activities selected are a matter of management judgment] the choices must result in reducing
risk to an acceptable level, as determined by risk‘appetite and/feasonable assurance regarding
achievement of entity objectives.
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2. INTERNAL ENVIRONMENT

Chapter ~ Summary: The internal  environment
encompasses the tone of an organization, influencing = <  F
the risk consciousness of its people, and is the basis for
all other components of enterprise risk management,
providing  discipline and  structure. Internal
environment  factors include an entity’s risk
management philosophy; its risk appetite; oversight by

the board of directors; the integrity, ethical values, and -m
competence of the entity’s people; and the way mm

management assigns authority and responsibility, and -m

organizes and develops its people.

The internal environment is the basis for all other components of enterprise fisk'management,
providing discipline and structure. It influences how strategies and objectives are €stablished,
business activities are structured, and risks are identified, assesseds and acted upon., And it
influences the design and functioning of control activities, information’and commtunication
systems, and monitoring activities.

The internal environment is influenced by an entity’s history*and culture. Tt comprises many
elements, including the entity’s ethical values, competence and devélopment of personnel,
management’s philosophy for managing risk, andhowrit assignS authority and responsibility.
A board of directors is a critical part of the internal environment'dnd significantly influences
other internal environment elements.

Although all elements are important, the extent to which each is addressed will vary with the
entity. For example, the chief executive of a company with a small workforce and centralized
operations might not establish foermal lines of responsibility and detailed operating policies.
Nevertheless, the company could’have antinternal environment that provides an appropriate
foundation for enterpriSerisksmanageinent.

Risk Management Philosophy

An entity’s risk‘management philosophy is the set of shared beliefs and attitudes
characterizing how the entityConsiders risk in everything it does, from strategy development
and implententation to itS.day-to-day activities. Its risk management philosophy reflects the
entity’$ values, influéneing its culture and operating style, and affects how enterprise risk
management components are applied, including how risks are identified, the kinds of risks
accepted, and how they are managed.
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A company that has been successful accepting significant risks is likely to have a different
outlook on enterprise risk management than one that has faced harsh economic or regulatory
consequences as a result of venturing into dangerous territory. While some entities may work
to achieve effective enterprise risk management to satisfy requirements of an external
stakeholder, such as a parent company or regulator, more often it is because management
recognizes that effective risk management helps the entity create and preserve value.

When the risk management philosophy is well developed, understood, and embraced by its
personnel, the entity is positioned to effectively recognize and manage risk. Otherwise, there
can be unacceptably uneven application of enterprise risk management across business units,
functions, or departments. But even when an entity’s philosophy is well developed, there
nonetheless may be cultural differences among its units, resulting in variation in enterprise
risk management application. Managers of some units may be prepared to take more tisk,
while others are more conservative. For example, an aggressive selling functionanay focus its
attention on making a sale, without careful attention to regulatory compliancedmatters, while
the contracting unit’s personnel focus significant attention on ensuring compliance with all
relevant internal and external policies and regulations. Separately, these.different subcultures
could adversely affect the entity. But by working well together the ufiits’ can appropriately
reflect the entity’s risk management philosophy.

The enterprise’s risk management philosophy is reflected in' virtually everything management
does in running the entity. It is captured in policy statements, oral and written
communications, and decision making. Whether management emphdsizes written policies,
standards of behavior, performance indicators, and.exception reperts)or operates more
informally largely through face-to-face contact with key managers, of critical importance is
that management reinforces the philosophymet.only with werds but also with everyday
actions.

Risk Appetite

Risk appetite is the amount ofriskK, on a broadfevel, an entity is willing to accept in pursuit of
value. It reflects the enterprise’s risk management philosophy, and in turn influences the
entity’s culture and operating.style.

Risk appetite is cofiStdered in strategy setting, where the desired return from a strategy should
be aligned with'th€ entity’s risk appetite. Different strategies will expose the entity to
different leyels\of'risk, and-enterprise risk management, applied in strategy setting, helps
management sclect a stratégy consistent with the entity’s risk appetite.

Entities consider risk'appetite qualitatively, with such categories as high, moderate, or low, or
tak€a quantitative,approach, reflecting and balancing goals for growth and return with risk.
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Board of Directors

An entity’s board of directors is a critical part of the internal environment and significantly
influences its elements. The board’s independence from management, experience and stature
of its members, extent of its involvement and scrutiny of activities, and appropriateness of its
actions all play a role. Other factors include the degree to which difficult questions are raised
and pursued with management regarding strategy, plans, and performance, and interaction the
board or audit committee has with internal and external auditors.

An active and involved board of directors, board of trustees, or comparable body should
possess an appropriate degree of management, technical, and other expertise, coupled with=the
mind-set necessary to perform its oversight responsibilities. This is critical to an effective
enterprise risk management environment. And, because the board must be prepared to
question and scrutinize management’s activities, present alternative views, and det.in the face
of wrongdoing, the board must include outside directors.

Members of top management may be effective board members, bringing,their'deep
knowledge of the company. But there must be a sufficient number/6f independent Outside
directors not only to provide sound advice, counsel, and direction, but also to sefveé.as a
necessary check and balance on management. For the internal environmentito be effective,
the board must have at least a majority of independent outSide directors.

Effective boards of directors ensure that managementimaintains effective risk management.
Although an enterprise historically might have nét stiffered losses 'dand have no obvious
significant risk exposure, the board does not sicéumb to the mythical notion that events with
seriously adverse consequences “couldn’t happen‘here.” It recognizes that while a company
may have a sound strategy, competent employees, sound business processes, and reliable
technology, it, like every entity, is vulnerable to riskj and an effectively functioning risk
management process is needed.

Integrity and Ethical Values

An entity’s strategy and*objectives and the Way they are implemented are based on
preferences, value judgiments, and management styles. Management’s integrity and
commitment to_ethical values influence these preferences and judgments, which are translated
into standards’of behavior. Because an entity’s good reputation is so valuable, the standards
of behaviorymustgo beyondumere compliance with law. Managers of well-run enterprises
increasingly have accepted the view that ethics pays and ethical behavior is good business.

Management integrity 1s a prerequisite for ethical behavior in all aspects of an entity’s
activities. The effectiveness of enterprise risk management cannot rise above the integrity
and ethical yalues of the people who create, administer, and monitor entity activities.
Integrity and ethical values are essential elements of an entity’s internal environment,
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affecting the design, administration, and monitoring of other enterprise risk management
components.

Establishing ethical values often is difficult because of the need to consider the concerns of
several parties. Management values must balance the concerns of the enterprise, employees,
suppliers, customers, competitors, and the public. Balancing these concerns can be complex
and frustrating because interests are often at odds. For example, providing an essential
product (petroleum, lumber, or food) may cause environmental concerns.

Ethical behavior and management integrity are by-products of the corporate culture, which
encompasses ethical and behavioral standards and how they are communicated and
reinforced. Official policies specify what the board and management want to happen.
Corporate culture determines what actually happens, and which rules are obeyed, bent, or
ignored. Top management — starting with the CEO — plays a key role in determining the
corporate culture. As the dominant personality in an entity, the CEO often set§ the ethical
tone.

Certain organizational factors also can influence the likelihood of fratidulent and questionable
financial reporting practices. Those same factors are likely to influenceethical behdyior as
well. Individuals may engage in dishonest, illegal, or unethical acts simply because the entity
gives them strong incentives or temptations to do so. Undu€ emphasis on pesults, particularly
in the short term, can foster an inappropriate internal environment. Focusing solely on short-
term results can hurt even in the short term. Concentration on the boftem line — sales or profit
at any cost — often evokes unsought actions and reactions” High-pressure sales tactics,
ruthlessness in negotiations, or implicit offers ofikickbacks, forinstance, may evoke reactions
that can have immediate (as well as lasting)weffeets:

Other incentives for engaging in fraudulent or questionable reporting practices and, by
extension, other forms of unethical behavior may include rewards highly dependent on
reported financial and non-finaneial informatieh, particularly for short-term results.

Removing or reducing ipappropfiate incentives and temptations goes a long way toward
eliminating undesirable behavior. As'suggested, this can be achieved by following sound and
profitable business-practices. Forgexample, performance incentives — accompanied by
appropriate controls — can be astiseful management technique as long as the performance
targets are realistics/” Setting realistic targets is a sound motivational practice, reducing
counterproductive stress.as‘well as the incentive for fraudulent reporting. Similarly, a well-
controlled réporting system can serve as a safeguard against temptation to misstate
performance.

Anether cause©f questionable practices is ignorance. Ethical values must be not only
communicated but also accompanied by explicit guidance regarding what is right and wrong.
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Formal codes of corporate conduct are important to and the foundation of an effective ethics
program. Codes address a variety of behavioral issues, such as integrity and ethics, conflicts
of interest, illegal or otherwise improper payments, and anticompetitive arrangements.
Upward communications channels where employees feel comfortable bringing relevant
information also are important.

Existence of a written code of conduct, documentation that employees received and
understand it, and an appropriate communications channel by themselves do not ensure the
code is being followed. Also important to compliance are resulting penalties to employees
who violate the code, mechanisms that encourage employee reporting of suspected violationsy
and disciplinary actions against employees who knowingly fail to report violations. But
compliance with ethical standards, whether or not embodied in a written code, is equally if not
more effectively ensured by top management’s actions and the examples they set. Employees
are likely to develop the same attitudes about right and wrong — and about risks and~controls —
as those shown by top management. Messages sent by management’s actighs.quickly become
embodied in the corporate culture. And, knowledge that the CEO has “done thé right thing”
ethically when faced with a tough business decision, sends a powerful.message throughout the
entity.

Commitment to Competence

Competence reflects the knowledge and skills needed to perform assigned, tasks.
Management decides how well these tasks need to be;accomplished, weighing the entity’s
strategy and objectives against plans for their implementation and‘aChievement. A trade-off
often exists between competence and cost — it/iS'Tnotmecessary; for instance, to hire an
electrical engineer to change a light bulb.

Management specifies the competengy levels for partieular jobs and translates those levels
into requisite knowledge and skill§. } The‘hecessary knowledge and skills in turn may depend
on individuals’ intelligence, training, and experience. Factors considered in developing
knowledge and skill levelsincludg the natuteand degree of judgment to be applied to a
specific job. Often a trade-0ff.can be made between the extent of supervision and the
requisite competencedeyel.of the indiyvidual.

Organizational*Structure

An entity’s\organizational structure provides the framework to plan, execute, control, and
monitorits activities. A relevant organizational structure includes defining key areas of
authgrity.and responSibility and establishing appropriate lines of reporting. For example, an
internal,audit functieri’should be structured in a manner that achieves organizational
objectivity and permits unrestricted access to top management and the audit committee of the
board, andsthe chief audit executive should report to a level within the organization that
allows\theunternal audit activity to fulfill its responsibilities.
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An entity develops an organizational structure suited to its needs. Some are centralized,
others decentralized. Some have direct reporting relationships, while others are more of a
matrix organization. Some entities are organized by industry or product line, by geographical
location or by a particular distribution or marketing network. Other entities, including many
state and local governmental units and not-for-profit institutions, are organized by function.

The appropriateness of an entity’s organizational structure depends, in part, on its size and the
nature of its activities. A highly structured organization with formal reporting lines and
responsibilities may be appropriate for a large entity that has numerous operating divisions,
including foreign operations. However, such a structure could impede the necessary flow of
information in a small company. Whatever the structure, an entity should be organized to
enable effective enterprise risk management and to carry out its activities so as to achieve its
objectives.

Assignment of Authority and Responsibility

Assignment of authority and responsibility involves the degree to which individuals and
teams are authorized and encouraged to use initiative to address issuessand.solve problems, as
well as limits to their authority. It includes establishing reporting relationships and
authorization protocols, as well as policies that describe appropriate’business practices,
knowledge and experience of key personnel, and resources provided for carrying'eut duties.

Some entities have pushed authority downward to bringidecision making, cleser to front-line
personnel. A company may take this tack to become morésmarket-driven or quality-focused —
perhaps to eliminate defects, reduce cycle time, of‘incredse customer satisfaction. Alignment
of authority and accountability often is designed to encourageindividual initiatives, within
limits. Delegation of authority means surrendermg centralControl of certain business
decisions to lower echelons — to the individuals who ate elosest to everyday business
transactions. This may involve empowerment to sell products at discount prices; negotiate
long-term supply contracts, licenses, r patents;'ot énter alliances or joint ventures.

A critical challenge is to delegate only to the'extent required to achieve objectives. This
means ensuring that decision.amaking s ®ased on sound practices for risk identification and
assessment, including sizing risks and weighing potential losses versus gains in determining
which risks to aceépt-and how they are to be managed.

Another challengevis ensuring that all personnel understand the entity’s objectives. It is
essentialthat individuals-khow how their actions are related to one another and contribute to
achievement of the objectives.

Ineteased delegation sometimes is intentionally accompanied by or the result of streamlining

or “flattening’*the organizational structure. Purposeful structural change to encourage

32



Internal Environment

creativity, taking initiative, and faster response times can enhance competitiveness and
customer satisfaction. This increased delegation may carry an implicit requirement for a
higher level of employee competence, as well as greater accountability. It also requires
effective procedures for management to monitor results so that decisions can be overruled or
accepted as necessary. Along with better, market-driven decisions, delegation may increase
the number of undesirable or unanticipated decisions. For example, if a district sales manager
decides that authorization to sell at 35% off list price justifies a temporary 45% discount to
gain market share, management may need to know so that it can overrule or accept such
decisions going forward.

The internal environment is greatly influenced by the extent to which individuals recognize
that they will be held accountable. This holds true all the way to the chief executive, who,
with board oversight, has ultimate responsibility for all activities within an entity.

Additional principles related to roles and responsibilities by parties integral'toeffective
enterprise risk management are set forth in the Roles and Responsibilitieschapter.

Human Resource Standards

Human resource practices pertaining to hiring, orientation, training, évaluating; ceunseling,
promoting, compensating, and taking remedial actions send messages to employees regarding
expected levels of integrity, ethical behavior, and compétence. For example, standards for
hiring the most qualified individuals, with emphasisen-educational background, prior work
experience, past accomplishments, and evidence©f intégrity and ethi¢al behavior,
demonstrate an entity’s commitment to competent and trustworthy people. The same is true
when recruiting practices include formal, insdepth employmient interviews and training in the
entity’s history, culture, and operating style:

Training policies can reinforce expeeted-evels of performance and behavior by
communicating prospective roles and responisibiliti€s and by including such practices as
training schools and seminars;Simulated casesstudies, and role-playing exercises. Transfers
and promotions driven bypériodic performance appraisals demonstrate the entity’s
commitment to advancement of qualifiecd/employees. Competitive compensation programs
that include bonuslincentives serve toymotivate and reinforce outstanding performance —
although reward"systems should be structured, and controls in place, to avoid undue
temptation to, miistepresent feported results. Disciplinary actions send a message that
violations of expected behavior will not be tolerated.

It is\essential that émployees be equipped to tackle new challenges as issues and risks
throughout the entity change and become more complex — driven in part by rapidly changing
téchnologies,and increasing competition. Education and training, whether classroom
instruction,‘self-study, or on-the-job training, must help personnel keep pace and deal
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effectively with the evolving environment. Hiring competent people and providing one-time
training are not enough. The education process is ongoing.

Implications

It is difficult to overstate the importance of an entity’s internal environment and the impact —
positive or negative — it can have on other enterprise risk management components. The
impact of an ineffective internal environment can be far-reaching, possibly resulting in
financial loss, a tarnished public image, or a business failure.

An energy company generally was thought to have effective enterprise risk management sinee
it had high-powered and respected senior managers, a prestigious board of directors, an
innovative strategy, well-designed information systems and control activities, extensive policy
manuals prescribing risk and control functions, and comprehensive reconciling and
supervisory routines. Its internal environment, however, was significantly flawed:
Management participated in highly questionable business practices, and the béard turned a
“blind-eye.” The company was found to have misreported financial results,and saffered a loss
of shareholder confidence, a liquidity crisis, and destruction of entity yalue. \Ultimately‘the
company went into one of the largest bankruptcies in history.

The attitude and concern of top management for effective enterprise risk management must be

definitive and clear, and permeate the organization. It is not sufficient to say,the right words.
An attitude of “do as I say, not as I do” will only bring abeutian ineffective ‘environment.
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3. OBJECTIVE SETTING
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Objective setting is a precondition to event identification, risk assessment, and risk response.
There must first be objectives before management can identify and asses$\isksto their
achievement and take necessary actions to manage the risks.

Strategic Objectives

An entity’s mission sets out in broad terms what the entity aspifes to achieve.\Whatever term
is used, such as “mission,” “vision,” or “purpose,” it is important that management — with
board oversight — explicitly establish the entity’s broad-based reason{fonbeing. From this,
management sets strategic objectives, formulates strategy, and establishes related operations,
compliance, and reporting objectives for the organization. While an entity’s mission and
strategic objectives are generally stable, itsstrategy and many related objectives are more
dynamic and adjusted for changing internal.and external¢onditions. As they change, strategy

and related objectives are realigned with'strategic objectives.

Strategic objectives are high-levehgoals, aligned\with and supporting the entity’s
mission/vision. Strategic objeetives reflect.anagement’s choice as to how the entity will
seek to create value for it§ stakeholders.

In considering alternative ways to@chieve its strategic objectives, management identifies risks
associated with-a.tange of strategy choices and considers their implications. Various event
identification and risk assessment techniques, discussed below and in later chapters, can be
used in the strategy-setting process. In this way, enterprise risk management techniques are
used imsetting strategy'and objectives.
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Related Objectives

Establishing the right objectives that support and are aligned with the selected strategy,
relative to all entity activities, is critical to success. By focusing first on strategic objectives
and strategy, an entity is positioned to develop related objectives at an entity level,
achievement of which will create and preserve value. Entity-level objectives are linked to and
integrated with more specific objectives that cascade through the organization to sub-
objectives established for various activities, such as sales, production, and engineering, and
infrastructure functions.

By setting objectives at the entity and activity levels, an entity can identify critical success
factors. These are key things that must go right if goals are to be attained. Critical success
factors exist for an entity, a business unit, a function, a department, or an individual. By
setting objectives, management can identify measurement criteria for performance twith a
focus on critical success factors.

Where objectives are consistent with prior practice and performance, the linkage ‘among
activities is known. However, where objectives depart from an entity’§ past.practices
management must address the linkages or run increased risks. In such«ases, theredsaneven
greater need for business unit objectives or sub-objectives that afe consistentwith'the new
direction.

Objectives need to be readily understood and measurablé:Enterprise risk management
requires that personnel at all levels have a requisite tinderstanding of the'entity’s objectives as
they relate to the individual’s sphere of influence. All'employees must have a mutual
understanding of what is to be accomplished and ameans ofneasuring what is being
accomplished.

Categories of Related Objectives

Despite the diversity of objectivesactoss entitiés{ certain broad categories are established:

° Operations Objectives— These pertainnto the effectiveness and efficiency of the
entity’s operationsneluding performance and profitability goals and safeguarding
resources against loss. They vary based on management’s choices about structure and

performance.

° Reporting Objectives —These pertain to the reliability of reporting. They include
intétnal'and external'teporting and may involve financial and non-financial
information.

° Compliance"Objectives — These pertain to adherence to relevant laws and regulations.

They are'dependent on external factors and tend to be similar across all entities in
some ¢ases and across an industry in others.
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Certain objectives follow from the business an entity is in. Some companies, for example,
submit information to environmental agencies, and publicly traded companies file information
with securities regulators. These externally imposed requirements are established by law or
regulation, and fall into the reporting or compliance categories or, in these examples, both.

Conversely, operations objectives, as well as those for internal management reporting, are
based more on preferences, judgments, and management style. They vary widely among
entities simply because informed, competent, and honest people may select different
objectives. Regarding product development, for example, one entity chooses to be an early
adapter, another a quick follower, and yet another a slow lagger. These choices affect the
structure, skills, staffing, and controls of the research and development function.
Consequently, no one formulation of objectives is optimal for all entities.

Operations Objectives

Operations objectives relate to the effectiveness and efficiency of the entity’s opérations.
They include related sub-objectives for operations, directed at enhancing‘epérating
effectiveness and efficiency in moving the enterprise toward its ultimate ‘goal.

Operations objectives need to reflect the particular business, industry,and economic
environments in which the entity functions. The objectives need, for example, to'be relevant
to competitive pressures for quality, reduced cycle timesse bring products ‘to ‘market, or
changes in technology. Management must ensure that objectives reflectreality and the
demands of the marketplace, and are expressed interms that alloweaningful performance
measurements. A clear set of operations objectives; linked to sub=objectives, is fundamental
to success. Operations objectives provide a focal point for directing allocated resources; if an
entity’s operations objectives are not clear orwell conceived, its resources may be
misdirected.

Reporting Objectives

Reliable reporting provides managément accutate and complete information appropriate for
its intended purpose. It supportsamnanagenient®s decision making and monitoring of the
entity’s activities and petformance. . Examples of such reports include results of marketing
programs, daily sales flash*reports, production quality, and employee and customer
satisfaction results. Reporting alsowurelates to reports prepared for external dissemination, such
as financial statements and footnote disclosures, management’s discussion and analysis, and
reports filed with.regulatorysagencies.

Compliance-Objectives

Entities must conduct-their activities, and often must take specific actions, in accordance with
relevant laws and regulations. These requirements may relate to markets, pricing, taxes, the
environmentyemployee welfare, and international trade. Applicable laws and regulations
establish'minimum standards of behavior, which the entity integrates into its compliance
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objectives. For example, occupational health and safety regulations cause one company to
define its objective as, “Package and label all chemicals in accordance with regulations.” In
this case, policies and procedures deal with communication programs, site inspections, and
training. An entity’s compliance record can significantly — either positively or negatively —
affect its reputation in the community and marketplace.

Subcategories

The categories of objectives are part of the common language established by this framework,
facilitating understanding and communication. An entity may, however, find it useful to
discuss a subset of one or more objectives categories, to facilitate communication, internally
or externally, on a narrower topic. A company might, for instance, decide to communicate the
effectiveness of a part of the reporting category, say, enterprise risk management over
external reporting, or perhaps over only external financial reporting. Doing so enablées the
communication to stay within the context of this enterprise risk management framework,
while allowing communications on specific subsets of categories.

Overlap of Objectives

An objective in one category may overlap or support an objective in afothér: The catégory in
which an objective falls sometimes depends on circumstances. Fomexample, providing
reliable information to business unit management to manage and‘control production.activities
may serve to achieve both operations and reporting objectives. And, to the extcnt the
information is used for reporting environmental data to thé&government, it'setves compliance
objectives.

Some entities use another category of objectives; “safeguarding of'sesources,” sometimes
referred to as “safeguarding of assets,” which overlaps with the other categories of objectives.
Viewed broadly, safeguarding of assets deals'with prevention of loss of an entity’s assets or
resources, whether through theft, waste, inefficiency, onwhat turns out to be simply bad
business decisions — such as sellinggproduct at too low aprice, failing to retain key employees
or prevent patent infringement, @t incusring unforeséen liabilities. These are primarily
operations objectives, although certain aspects,of'safeguarding can fall under the other
categories. Where legal ortegulatory requirements apply, these become compliance
objectives. On the otherthdand; properly reflecting asset losses in the entity’s financial
statements represents|a reporting objective.

When considered in.conjunction with public reporting, a narrower definition of safeguarding
of assets often is used, dealing with prevention or timely detection of unauthorized
acquisition,.use, or disposition of an entity’s assets. For further discussion of this category of
objectiviesyreference shotld be made to Internal Control — Integrated Framework, including
the Addendum to'Reporting to External Parties module.
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Achievement of Objectives

An appropriate process for objective setting is a critical component of enterprise risk
management. Although objectives provide the measurable targets toward which the entity
moves in conducting its activities, they have differing degrees of importance and priority.
Accordingly, while an entity should have reasonable assurance that certain objectives are
achieved, that may not be the case for all objectives.

Effective enterprise risk management provides reasonable assurance that an entity’s reporting
objectives are being achieved. Similarly, there should be reasonable assurance that
compliance objectives are being achieved. Achieving reporting and compliance objectives-is
largely within the entity’s control. That is, once the objectives have been determined,the
entity has control over its ability to do what is needed to meet them.

But there is a difference when it comes to strategic and operations objectives; because their
achievement is not solely within the entity’s control. An entity may performsas intended, yet
be outperformed by a competitor. It is subject to external events — such as a,change in
government, poor weather, and the like — where an occurrence is beyondits control” It may
even have considered some of these events in its objective-setting process and treated them as
having a low likelihood, with a contingency plan in case they‘océusred. However, such a plan
only mitigates the impact of external events. It does not efisure that the objcetives will be
achieved.

Enterprise risk management over operations focuses'primarily on developing consistency of
objectives and goals throughout the organizationjyidentifying key.success factors and risks;
assessing the risks and making informed responses; implementing appropriate risk responses
and establishing needed controls; and timely Teporting 0f petformance and expectations. For
strategic and operations objectives, enterprise risk management can provide reasonable
assurance that management and,dn its oversight tolg; the board are made aware, in a timely
manner, of the extent to which the entity isimoving toward achievement of these objectives.

Selected Objectives

As part of enterprise risk managementymanagement not only selects objectives and considers
how they support the entity’s missien, but also ensures that they align with the entity’s risk
appetite. Misalignment could.result in not accepting enough risk to achieve the objectives or,
converselyjaccepting too much risk. Effective enterprise risk management does not dictate
which objectives management should choose, but that management has a process that aligns
stratégic-ebjectives wath the entity’s mission and that ensures the chosen strategic and related
objeetives are comsistent with the entity’s risk appetite.
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Risk Appetite

Risk appetite, established by management with oversight of the board of directors, is a
guidepost in strategy setting. Companies may express risk appetite as the acceptable balance
of growth, risk, and return, or as risk-adjusted shareholder value-added measures. Some
entities, such as not-for-profit organizations, express risk appetite as the level of risk they will
accept in providing value to their stakeholders.

There is a relationship between an entity’s risk appetite and its strategy. Usually any of a
number of different strategies can be designed to achieve desired growth and return goals,
each having different risks. Enterprise risk management, applied in strategy setting, helps
management select a strategy consistent with its risk appetite. If the risk associated witha
strategy is inconsistent with the entity’s risk appetite, the strategy is revised. This may ocCeus
where management initially formulates a strategy that exceeds the entity’s risk appetite, or
where the strategy does not embrace sufficient risk to allow the entity to achieve its.strategic
objectives and mission.

The entity’s risk appetite is reflected in entity strategy, which in turn gtiidés-tesource
allocation. Management allocates resources across business units, with consideration of the
entity’s risk appetite and individual business units’ strategic plans, to-generate ‘adesifed return
on invested resources. Management looks to align the organizationy people processes, and
infrastructure to facilitate successful strategy implementation and enable the'entity to stay
within its risk appetite.

Risk Tolerances

Risk tolerances are the acceptable levels of yariation relative'to the achievement of objectives.
Risk tolerances can be measured, and oftemsare best measured in the same units as the related
objectives.

Performance measures are used fo_helprensure that actual results will be within established
risk tolerances. For example{ a,company targets on-time delivery at 98%, with acceptable
variation in the range of 97%—100% of the timg; it targets training with a pass rate of 90%,
with acceptable performance of at least.75%; and it expects staff to respond to all customer
complaints within 24 ‘hours, but accepts-that up to 25% of complaints may receive a response
within 24-36 hotrs.

In setting riskatolerances, management considers the relative importance of the related
objectivessand aligns riskitolerances with risk appetite. Operating within risk tolerances
proyides management greater assurance that the entity remains within its risk appetite, which,
mturngprovidesia higher degree of comfort that the entity will achieve its objectives.
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4. EVENT IDENTIFICATION

Chapter Summary: Management identifies potential <
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determines whether they represent opportunities or
whether they might adversely affect the entity’s ability
to successfully implement strategy and achieve
objectives. Events with negative impact represent risks,
which require management’s assessment and response.
Events with positive impact represent opportunities,
which management channels back into the strategy and
objective-setting processes. When identifying events,
management considers a variety of internal and
external factors that may give rise to risks and opportunities, in the context of thewfull scope
of the organization.

Events

An event is an incident or occurrence emanating from internal or €xternal sources.that affects
implementation of strategy or achievement of objectives. Events'may’have positive or
negative impact, or both.

In event identification, management recognizes that uncéstainties exist, but does not know
whether an event will occur, or when, or its precisé impact should{it'occur. Management
initially considers a range of potential events =stethming from/both internal and external
sources — without necessarily focusing on whether the impaet is positive or negative. In this
way management identifies not only potentialievents with hegative impact, but also those
representing opportunities to be pursued.

Events range from the obvious.to'thie obscure, and'the effects from the inconsequential to the
highly significant. To avoid ewv€rlooking releyant events, identification is best made apart
from the assessment of the likelihood of the‘event occurring and its impact, which is the topic
of Risk Assessment. Howevet, practicallimitations exist, and it is often difficult to know
where to draw thedine."\But even ¢vents with a relatively low possibility of occurrence should
not be ignored ifithe impact onsachieving an important objective is great.

Influencing Factors

A myfiad of external-and.internal factors drive events that affect strategy implementation and
achievement of objectives. As part of enterprise risk management, management recognizes
the importance of understanding these external and internal factors and the type of events that
can emanate-therefrom. External factors, along with examples of related events and their
implicatienssinclude:
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o Economic — Related events include price movements, capital availability, or lower
barriers to competitive entry, resulting in higher or lower cost of capital and new
competitors.

o Natural environment — Events include flood, fire, or earthquake, resulting in damage

to plant or buildings, restricted access to raw materials, or loss of human capital.

° Political — Events include election of government officials with new political agendas,
and new laws and regulations, resulting, for example, in newly open or restricted
access to foreign markets, or higher or lower taxes.

° Social — Events include changing demographics, social mores, family structures, and
work/life priorities, and terrorism activity, resulting in changing demand for products
and services, new buying venues and human resource issues, and production
stoppages.

° Technological — Events include new means of electronic commerce, resulting*in
expanded availability of data, reductions in infrastructure costs, and inefeaséd:demand
for technology-based services.

Events also stem from choices management makes about how it willfunction. An enfity’s
capability and capacity reflect previous choices, influence future eVents,and affeet
management decisions. Internal factors, along with examples,of related events and'their
implications, include:

° Infrastructure — Events include increasing capital allocation topreventive maintenance
and to call center support, reducing equipment.dewntime,and improving customer
satisfaction.

o Personnel — Events include workplace aeeidents, fraudulent activities, and expiration

of labor agreements, resulting inflossof available‘pérSonnel, monetary or reputational
damage, and production stoppages:

° Process — Events include’process modification without adequate change management
protocols, process execution.errors,;and outsourcing customer delivery with
inadequate oversight, tesulting in Joss'ef market share, inefficiency, and customer
dissatisfaction and doss-of repcat business.

o Technology — Events include iereasing resources to handle volume volatility, security
breachess and petential systems downtime, resulting in backlog reduction, fraudulent
transaétions,/and inabilityto continue business operations.

Identifying €xternal and-internal factors that influence events is useful to effective event
identification. Onc@éthe major contributing factors are identified, management can consider
their, significance,and focus on events that can affect achievement of objectives.
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A manufacturer and importer of footwear, for example, established a vision of being an
industry leader in high-quality men’s shoes. To achieve this, it set out to manufacture
products combining style, comfort, and durability, using the most advanced techniques,
together with highly selective import sourcing. The company reviewed its external operating
environment and identified social factors and related events such as changing age of its
primary consumer market and changing trends in work attire. Events from economic factors
included foreign currency fluctuations and interest rate movements. Internal technology
factors pointed to an outdated distribution management system, and personnel factors, to
inadequate marketing training.

In addition to identifying events at the entity level, events also should be identified at the
activity level. This helps focus risk assessment (the subject of the next chapter) on major
business units or functions, such as sales, production, marketing, technology development,
and research and development.

Event Identification Techniques

An entity’s event identification methodology may comprise a combination of techniques,
together with supporting tools. For instance, management may uSe ifiteractive group
workshops as part of its event identification methodology, with afacilitatoriemploeying any of
a variety of technology-based tools to assist participants.

Event identification techniques look to both the pastand.the future. Techniques that focus on
past events and trends consider such matters as payment default higtotries, changes in
commodity prices, and lost-time accidents. TeChniques that focus on future exposures
consider such matters as shifting demographics, new markét\conditions, and competitor
actions.

Techniques vary widely in level of sophistication. While many of the more sophisticated
techniques are industry-specifie; most are derived ffom a common approach. For example,
both the financial services and*health and safetyindustries use loss event tracking techniques.
These techniques start with/a focus on common historical events — where the more basic
approaches look at events.based on,intetnal staff perceptions, while more advanced
techniques are based on'factual sources of observable events — and then feed the data into
sophisticated pfojection model§. Companies more advanced in enterprise risk management
typically emipley a combination of techniques that consider both past and potential future
events.

Tethniques also vary«n where they are used within an entity. Some focus on detailed data

analysis and create«a bottom-up view of events, while others focus top down. Exhibit 4.1
provides examples of event identification techniques.
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Exhibit 4.1

° Event inventories — These are detailed listings of potential events common to
companies within a particular industry, or to a particular process or activity common
across industries. Software products can generate relevant lists of generic potential
events, which some entities use as a starting point for event identification. For
example, a company undertaking a software development project draws on an
inventory detailing generic events related to software development projects.

° Internal analysis — This may be done as part of a routine business planning cycle
process, typically via a business unit’s staff meetings. Internal analysis sometimes
utilizes information from other stakeholders (customers, suppliers, other business
units) or subject matter expertise outside the unit (internal or external functional
experts or internal audit staff). For example, a company considering introduction of a
new product utilizes its own historical experience, along with external market
research identifying events that have affected the success of competitors’ products.

° Escalation or threshold triggers — These triggers alert management to areas of
concern by comparing current transactions, or events, with predefined criteria. Once
triggered, an event may require further assessment or an immediate response. For
example, a company’s management monitors sales volume in markets targeted for new
marketing or advertising programs and redirects resources based on results. Another
company’s management tracks competitors’ pricing structures and considers changes
in its own prices when a specified threshold is met.

° Facilitated workshops and interviews — These techniques identify events by drawing
on accumulated knowledge and experience of management, staff, and other
stakeholders through structured discussions. The facilitator leads a discussion about
events that may affect achievement of entity or unit objectives. For example, a
financial controller conducts a workshop with members of the accounting team to
identify events that have an impact on the entity’s external financial reporting
objectives. By combining the knowledge and experience of team members, important
events are identified that otherwise might be missed.

° Process flow analysis — This technique considers the combination of inputs, tasks,
responsibilities, and outputs that combine to form a process. By considering the
internal and external factors that affect inputs to or activities within a process, an
entity identifies events that could affect achievement of process objectives. For
example, a medical laboratory maps its processes for receipt and testing of blood
samples. Using process maps, it considers the range of factors that could affect
inputs, tasks, and responsibilities, identifying risks related to sample labeling,
handolffs within the process, and personnel shift changes.
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° Leading event indicators — By monitoring data correlated to events, entities identify
the existence of conditions that could give rise to an event. For example, financial
institutions have long recognized the correlation between late loan payments and
eventual loan default, and the positive effect of early intervention. Monitoring
payment patterns enables the potential for default to be mitigated by timely action.

° Loss event data methodologies — Repositories of data on past individual loss events
are a useful source of information for identifying trends and root causes. Once a root
cause has been identified, management may find that it is more effective to assess and
treat it than to address individual events. For example, a company operating a large
fleet of automobiles maintains a database of accident claims and through analysis
finds that a disproportionate percentage of accidents, in number and monetary
amount, are linked to staff drivers in particular units, geographies, and age bracket.
This analysis equips management to identify root causes of events and take action.

Depth, breadth, timing, and discipline in event identification vary among‘entities.
Management selects techniques that fit its risk management philosophy and ensuresithat the
entity develops needed event identification capabilities and that supperting tools are invplace.
Overall, event identification needs to be robust, as it forms the basis.for the risk'assessment
and risk response components.

Interdependencies

Events often do not occur in isolation. One event/Can trigger anothery and events can occur
concurrently. In event identification, management‘should undérstand how events relate to one
another. By assessing the relationships, one ¢an determine-whereirisk management efforts are
best directed. For example, a change in azeentral bank interest rate affects foreign exchange
rates relevant to a company’s currency transaction gains.and losses. A decision to curtail
capital investment defers an upgrade te. distributiofinmanagement systems, causing additional
downtime and increased operating€osts. A decision to expand marketing training may
improve sales capability and sefviece quality, sesulting in an increase in frequency and volume
of repeat customer orders., A decision to'enter a new line of business, with significant
incentives tied to repefted pefformancesCan increase risks of error in application of
accounting principles and of fraudtilentreporting.

Event Categories

It may be useful to groupypotential events into categories. By aggregating events horizontally
acros$ an entity and wertieally within operating units, management develops an understanding
of telationships between events, gaining enhanced information as a basis for risk assessment.
By grouping similar events, management can better determine opportunities and risks.
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Event categorization also allows management to consider the completeness of its event
identification efforts. For instance, a company may have categorized events related to
creditor collections into a single category called creditor defaults. By examining the events in
this category, management can gauge whether it has identified all significant potential events
related to creditor defaults.

Some companies develop event categories based on categorization of their objectives, using a
hierarchy that begins with high-level objectives and then cascades down to objectives relevant
to organizational units, functions, or business processes.

Exhibit 4.2 illustrates one approach used in establishing event categories within the context-of
broad internal and external factors.

Exhibit 4.2

Event Categories

External Factors Internal Factors
Economic Infrastructure
o Capital availability o Availability of assets
o Credit issuance, default e Capability of assets
e (Concentration e Access to capital
e Liquidity o Complexity
° I(}’manczlal markets Personnel
® “nemp oy ment o Employee capability
* Competition . o Fraudulent activity
e Mergers/acquisitions o Health and safety
Natural Environment Process
e Emissions and waste o Capacity
o Ly e Design

e Natural disaster
o Sustainable development

e FExecution
o Suppliers/dependencies

Political Technology
o Governmental changes e Data integrity
. Legzs.latlor.t e Data and system availability
e Public ROIle o System selection
e Regulation e Development
e Deployment
e Maintenance
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Event Categories

External Factors

Internal Factors

Social

e Demographics
e Consumer behavior
e Corporate citizenship
e Privacy

e Terrorism
Technological

e [nterruptions

e FElectronic commerce
o FExternal data

o Emerging technology

Distinguishing Risks and Opportunities

Events, if they occur, have a negative impact, a positive impact, orboth.“Events with a
negative impact represent risks, which require management’s assessment and,zesponse.
Accordingly, risk is the possibility that an event will occur and\adversely affect'the

achievement of objectives.

Events with a positive impact represent opportunities,.or offset thernegative impact of risks.
Opportunity is the possibility that an event will oectir and positively-affect the achievement of
objectives and creation of value. Events representing opportuniti€s are channeled back to
management’s strategy or objective-setting proeesses, so that'actions can be formulated to
seize the opportunities. Events offsetting the negative impact of risks are considered in
management’s risk assessment and response.
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S. RISK ASSESSMENT

Chapter Summary: Risk assessment allows an entity to L S
consider the extent to which potential events have an = = 5 =
< & = f

impact on achievement of objectives. Management
assesses events from two perspectives — likelihood and
impact — and normally uses a combination of qualitative
and quantitative methods. The positive and negative
impacts of potential events should be examined,
individually or by category, across the entity. Risks are
assessed on both an inherent and a residual basis.

Context for Risk Assessment

External and internal factors influence which events may occur and to what extent the events
will affect an entity’s objectives. Although some factors are commofrto companies-in an
industry, the resulting events often are unique to a particular entity, beécause of its-established
objectives and past choices. In risk assessment management gonsiders the miX ofpotential
future events relevant to the entity and its activities in the context of matters,that shape the
entity’s risk profile, such as entity size, complexity of gperations, and degree of regulation
over its activities.

In assessing risk, management considers expeeted ‘and unexpected events. Many events are
routine and recurring, and are already addressed in management programs and operating
budgets, while others are unexpected. Management assesses the risk of unexpected potential
events and, if it has not already done o, expected events-that can have a significant impact on
the entity.

Although the term “risk assessment” sometimesrhas been used in connection with a one-time
activity, in the context of'enterprise risk management the risk assessment component is a
continuous and iterative interplay of actions that take place throughout the entity.

Inherent and Residual Risk

Managemerit,considers both inherent and residual risk. Inherent risk is the risk to an entity in
the absence ‘of any actions management might take to alter either the risk’s likelihood or
impact. /Residual rigk’is'the risk that remains after management’s response to the risk. Risk
assessment is applied«first to inherent risks. Once risk responses have been developed,
management then eonsiders residual risk.
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Estimating Likelihood and Impact

Uncertainty of potential events is evaluated from two perspectives — likelihood and impact.
Likelihood represents the possibility that a given event will occur, while impact represents its
effect. Likelihood and impact are commonly used terms, although some entities use terms
such as probability, and severity, seriousness, or consequence. Sometimes the words take on
more specific connotations, with “likelihood” indicating the possibility that a given event will
occur in qualitative terms such as high, medium, and low, or other judgmental scales, and
with “probability” indicating a quantitative measure such as a percentage, frequency of
occurrence, or other numerical metric.

Determining how much attention should be given to assessing the array of risks an entity,
faces is difficult and challenging. Management recognizes that a risk with a low likelihood.of
occurrence and little potential impact generally does not warrant further consideration.\,On
the other hand, a risk with high likelihood of occurrence and significant potential impact
demands considerable attention. Circumstances in between these extremes usuallyrequire
difficult judgments. It is important that the analysis be rational and careful:

The time horizon used to assess risks should be consistent with the.timé herizon, ofithe, related
strategy and objectives. Because many entities’ strategy and objectives focus on shoft to mid-
term time horizons, management naturally focuses on risks agsociated with those time frames.
However, some aspects of strategic direction and objectives extend to thedonger term. As a
result, management needs to be cognizant of the longer timeframes and not ignore risks that
might be further out.

For example, a company operating in California may considef the risk of an earthquake
disrupting its business operations. Without asspecified risk assessment time horizon, the
likelihood of an earthquake exceeding 6.0 on the Richteér scale is high, perhaps virtually
certain. On the other hand, the likelihood ©of such an easthquake occurring within two years is
substantially lower. By establishing atime horizon,the entity gains greater insight into the
relative importance of the risk’and. an enhanced ability to compare multiple risks.

Management often uses ‘performance measures in determining the extent to which objectives
are being achieved and normally uses\the same, or congruent, unit of measure when
considering the potential impact 6f a risk on the achievement of a specified objective. A
company, for example, with anobjective of maintaining a specified level of customer service
will have deyised a rating otother measure for that objective — such as a customer satisfaction
index, ntimber of compldints; or measure of repeat business. When assessing the impact of a
risk that might affect customer service — such as the possibility that the company’s website
might be unavailable for a time period — impact is best determined using the same measures.
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Data Sources

Estimates of risk likelihood and impact often are determined using data from past observable
events, which provide a more objective basis than entirely subjective estimates. Internally
generated data based on an entity’s own experience may reflect less subjective personal bias
and provide better results than data from external sources. However, even where internally
generated data is a primary input, external data can be useful as a checkpoint or to enhance
the analysis. For example, a company’s management assessing the risk of production
stoppages because of equipment failure looks first at frequency and impact of previous
failures of its own manufacturing equipment. It then supplements that data with industry
benchmarks. This allows a more precise estimate of likelihood and impact of failure,
enabling more effective preventive maintenance scheduling. Caution should be exercised
when using past events to make predictions about the future, as factors influencing events
may change over time.

Perspective

Managers often make subjective judgments about uncertainty, and in doing,sosthey should
recognize inherent limitations. Findings in psychology research indiCate that decision makers
in a variety of capacities, including business managers, are overconfident in their-estimation
abilities and do not recognize the amount of uncertainty that actuallyexists, Studies show a
marked “overconfidence bias,” leading to inappropriately marrow, confidence intervals around
estimated amounts or likelihoods as applied, for example, in value-at-riSk.methodologies.
This tendency toward overconfidence in estimating uncertainty can be minimized by effective
use of internally or externally generated empirical’ data’ In the absence of such data, a keen
awareness of the pervasiveness of the bias canshelpumitigate the effects of overconfidence.

Human tendencies around decision makifigrare exhibitedin‘another way, where it is not
uncommon for personnel to make different ehoicesyin‘pursuit of gains versus avoiding losses.
By recognizing these human tendetigies;smanagers ean’frame information to reinforce the risk
appetite and behavior througheut the entity, “HoW information is presented or “framed” can
significantly affect how therinformation is interpteted and how the associated risks or
opportunities are viewed,as’highlighted.in, Exhibit 5.1.

Exhibit 5.1

Individuals have different responses to potential losses compared with potential gains. How a
risk is framed — focusing on the upside (a potential gain) or downside (a potential loss) —
often will influence the response. Prospect theory, which explores human decision making,
says that individuals are not risk neutral; rather, a response to loss tends to be more extreme
than a response to gain. And with this comes a tendency to misinterpret probabilities and
best solution reactions. To illustrate, an individual is confronted with two sets of choices:
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1. A sure gain of $240, or
a 25% chance to gain $1,000 and a 75% chance to gain nothing.

2. A sure loss of $750, or
a 75% chance to lose $1,000 and a 25% chance to lose nothing.

In the first set of choices, most people select a “sure gain of $240,” due to tendencies to be
risk averse concerning gain and positively framed questions. In contrast, most people select a
“75% chance to lose 31,000, due to a tendency to be risk seeking concerning losses and
negatively framed questions. Prospect theory holds that people do not want to put at risk
what they already have or think they can have, but they will have higher risk tolerances when
they think they can minimize losses.

Assessment Techniques

An entity’s risk assessment methodology comprises a combination of qualitative and
quantitative techniques. Management often uses qualitative assessment techniques where
risks do not lend themselves to quantification or when either sufficient’crédible data required
for quantitative assessments is not practically available or obtaining or@analyzing data isnot
cost-effective. Quantitative techniques typically bring more preéision-and are used ifi more
complex and sophisticated activities to supplement qualitatiy€ techniques.

Quantitative assessment techniques usually require a higher-degree of.effort and rigor,
sometimes using mathematical models. Quantitative teChniques are highly dependent on the
quality of the supporting data and assumptions, and‘aresmost relevant for exposures that have
a known history and frequency of variability and allow reliable forecasting. Exhibit 5.2
provides examples of quantitative risk assessment techniquies:

Exhibit 5.2

° Benchmarking — A collaborative process among a group of entities, benchmarking
focuses on specific events or processes, compares measures and results using common
metrics, and identifies improvement opportunities. Data on events, processes, and
measures are developed to compare performance. Some companies use benchmarking
to assess the likelihood and impact of potential events across an industry.

° Probabilistic Models — Probabilistic models associate a range of events and the
resulting impact with the likelihood of those events based on certain assumptions.
Likelihood and impact are assessed based on historical data or simulated outcomes
reflecting assumptions of future behavior. Examples of probabilistic models include
value at risk, cash flow at risk, earnings at risk, and development of credit and
operational loss distributions. Probabilistic models may be used with different time
horizons to estimate such outcomes as the range of values of financial instruments
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over time. Probabilistic models also may be used to assess expected or average
outcomes versus extreme or unexpected impacts.

° Non-probabilistic Models — Non-probabilistic models use subjective assumptions in
estimating the impact of events without quantifying an associated likelihood.
Assessing the impact of events is based on historical or simulated data and
assumptions of future behavior. Examples of non-probabilistic models include
sensitivity measures, stress tests, and scenario analyses.

To gain consensus on likelihood and impact using qualitative assessment techniques, entities
may employ the same approach they use in identifying events, such as interviews and
workshops. A risk self-assessment process captures participants’ views on the potential
likelihood and impact of future events, using either descriptive or numerical scales.

An entity need not use common assessment techniques across all business untits:~Rather, the
choice of techniques should reflect the need for precision and the culture«f'the business unit.
In one company, for example, in identifying and assessing risk at a process level, one business
unit uses self-assessment questionnaires while another uses workshops. “The risks are
assessed on an inherent and a residual basis, and then organized-and gréuped by risk
categories and objectives for both business units. Although different methods ate used, they
provide sufficient consistency to facilitate assessment of risks across the entity.

Management is able to derive an entity-wide quantitativeimpact measure of an event when all
of the individual risk assessments for that event are€xpressed in~quantitative terms. For
example, the impact on gross margin of a chahge'in‘€nergy prices’is computed across business
units and an entity-wide impact is determined. “Where thete 1s.a blend of qualitative and
quantitative measures, management develops a qualitativejassessment across both the
qualitative and quantitative measures, with the resulting composite assessment expressed in
qualitative terms. Establishing common likelihoed and impact terms across an entity and
common risk categories for qaalitative measutes facilitates these composite assessments of
risk.

Relationships betwéen/Events

Where potential.events are not gelated, management assesses them individually. For example,
a company with,business units, with exposure to different price fluctuations — such as pulp and
foreign curteney/~ would assess the risks separately relative to market movements. But where
correlationexists betweenevents, or events combine and interact to create significantly
différentprobabilities’0r impacts, management assesses them together. While the impact of a
single event might be slight, the impact of a sequence or combination of events might be more
significant.
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For example, a defective valve on a propane tank in a distribution warehouse allows propane
to leak; the warehouse doors are kept closed to retain heat in adjoining offices; the driver of
an approaching truck activates a remote control device to open the warehouse doors.
Together, the presence of propane gas and spark caused by the garage-door motor results in
an explosion. These distinct events interact and result in a significant risk. In another
example, a company enters a foreign market with new locally hired managers, untested
reporting systems, and little basis for central management to judge relative performance, with
a resulting significant risk of erroneous or fraudulent reporting.

Where risks are likely to affect multiple business units, management may group them into
common event categories, and consider them first by unit and then together on an entity-wide
basis. For example, a financial services company’s business units are subject to risk of a
change in government interest rates, and its management assesses the risk not only on‘each
individual business unit but also on a combined, entity-wide basis. A manufacturing Company
has multiple business units, each with exposure to gold price fluctuations; management
aggregates the risk of potential shifts in the price of gold into a single measure shewing the
net effect of a $1/ounce shift on its total gold inventory.

The nature of events, and whether they are related, may affect ass€ssment techniques.ised.
For example, in assessing the impact of events that could have extfeme impact, management
may use stress testing, whereas in assessing the effects of multiple events, management might
find simulations or scenario analysis more useful.

Looking at interrelationships of risk likelihood and.mpact is an important management
responsibility. Effective enterprise risk managementirequires,that risk assessment be done
both with respect to inherent risk and also fellewing risk response, as discussed in the next
chapter.
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6. RISK RESPONSE

Chapter Summary: Having assessed relevant risks,
management determines how it will respond. & &£ =
Responses include risk avoidance, reduction, sharing,
and acceptance. In considering its response,
management assesses the effect on risk likelihood and
impact, as well as costs and benefits, selecting a
response that brings residual risk within desired risk
tolerances. Management identifies any opportunities
that might be available, and takes an entity-wide, or
portfolio, view of risk, determining whether overall
residual risk is within the entity’s risk appetite.

“mﬁ.@‘

Risk responses fall within the following categories:

° Avoidance — Exiting the activities giving rise to risk. Risk{ayeidance may.inyolve
exiting a product line, declining expansion to a new geogtaphi€al marketyor selling a
division.

° Reduction — Action is taken to reduce risk likelihood or impact,/0r both. This typically

involves any of a myriad of everyday business.deeisions.

o Sharing — Reducing risk likelihood or impact bystransferring or otherwise sharing a
portion of the risk. Common techniqués‘inclide purchasing insurance products,
engaging in hedging transactions, of\outseurcing an activity.

° Acceptance — No action is taken.tovatfect risk likelihood or impact.

Exhibit 6.1 provides examples ofthow these risk responses are applied.

Exhibit 6.1

Avoidance — A not-for-profit organization identified and assessed risks of providing direct
medical services to its members and decided not to accept the associated risks. It decided
instead to provide a referral service.

Reduction — A stock-clearing corporation identified and assessed the risk of its systems not
being available for more than three hours and concluded that it would not accept the impact
of such an occurrence. The company invested in technology with enhanced failure self-
detecting and back-up systems to reduce the likelihood of system unavailability.
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Sharing — A university identified and assessed the risk associated with managing its student
dormitories and concluded it did not have the requisite in-house capabilities to effectively
manage these large residential properties. The university outsourced the dorm management
to a property management company better able to reduce the impact and likelihood of
property-related risks.

Acceptance — A government agency identified and assessed the risks of fire to its
infrastructure across diverse geographical regions and assessed the cost of sharing the
impact of its risk through insurance coverage. It concluded that the incremental cost of
insurance and related deductibles exceeded the likely cost of replacement and decided to
accept this risk.

The avoidance response suggests that no response option was identified that would reduce-the
impact and likelihood to an acceptable level. Reduction and sharing responses redtice
residual risk to a level aligned with desired risk tolerances, while an acceptance’response
suggests that inherent risk already is within risk tolerances.

For many risks, appropriate response options are obvious and well aceepteds For instdnce, for
the risk of losing computing availability, a typical response option.is implémentatién‘of a
business continuity plan. For other risks, available options mightinotbe readilytapparent,
requiring investigation and analysis. For example, responseptions relevantto'mitigating the
effect of competitor activities on brand value might require,market research and analysis.

In determining risk response, management should consider such things.as:

° Effects of potential responses on riskalikelihood and.impact — and which response
options align with the entity’s risk*telérances

° Costs versus benefits of potential'responses

° Possible opportunities tochieve entity objectives going beyond dealing with the

specific risk

For significant risks, an entity“typically, censiders potential responses from a range of
response options. This gives depth touresponse selection and challenges the “status quo.”

Evaluating Possible;Responses

Inherent risks«are analyzed.and responses evaluated with the intent of achieving a residual risk
level aligned=with the eéntity’s risk tolerances. Often, any of several responses will bring
residualrisk in line Wwith risk tolerances, and sometimes a combination of responses provides
the optimum result. Conversely, sometimes one response will affect multiple risks, in which
case‘management may decide that additional actions to address a particular risk are not
needed.
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Evaluating Effect on Risk Likelihood and Impact

In evaluating response options, management considers the effect on both risk likelihood and
impact, recognizing that a response might affect likelihood and impact differently. For
example, a company with a computer center located in a region with heavy storm activity
establishes a business continuity plan, which, while having no effect on likelihood of a storm,
mitigates the impact of building damage or personnel being unable to get to work. On the
other hand, the choice to move the computer center to another region will not reduce the
impact of a comparable storm, but does reduce the likelihood of a storm occurring in the first
place.

In analyzing responses, management may consider past events and trends, and potential fatuze
scenarios. In evaluating alternative responses, management typically determines their
potential effect using the same, or congruent, units of measure as those used forthe ‘related
objective.

Assessing Costs versus Benefits

Resources always have constraints, and entities must consider the relative costs and-benefits
of alternative risk response options. Cost and benefit measurements/for implementing risk
responses are made with varying levels of precision. Generally, it is*€asier to'dealwith the
cost side of the equation, which, in many cases, can be quantified fairly preeisely. All direct
costs associated with instituting a response, and indirect'costs where practically measurable,
usually are considered. Some entities also include opportunity costs‘associated with use of
resources.

In some cases, however, it is difficult to quantify costs of visk response. Challenges in
quantification arise in estimating time and effort associated'with a particular response, as may
be the case, for example, in capturing matket intelligénce-on evolving customer preferences,
competitors’ activities, or other extéinally generated information.

The benefit side often involves'even more subjéctive valuation. For example, benefits of
effective training programs/isually are apparent, but difficult to quantify. In many cases,
however, the benefit of arisk respenseCan be evaluated in the context of the benefit
associated with achievement of th¢ related objective.

When considerihg cost—benefit relationships, looking at risks as interrelated allows
management tovpool the.entity’s risk reduction and risk sharing responses. For instance, when
sharing risk'via insuranée, it may be beneficial to combine risks under one policy since
pricing usually is reduced when combined exposures are insured under one financing
argrangement.
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Opportunities in Response Options

The event identification chapter describes how management identifies potential events
affecting achievement of entity objectives, either positively or negatively. Events with
positive impacts represent opportunities and are channeled back to the strategy or objective-
setting processes.

Similarly, opportunities may be identified when considering risk response. Risk response
considerations should not be limited solely to reducing identified risks, but also should
include consideration of new opportunities for the entity. Management may identify
innovative responses, which, while fitting within the response categories described earlier in
this chapter, may be entirely new to the entity or even an industry. Such opportunities may
surface when existing risk response options are reaching the limit of effectiveness, and when
further refinements likely will provide only marginal changes to a risk impact or likelihood.
An example is the creative response by an automobile insurance company to the high number
of accidents at certain road intersections — it decided to fund enhancements to traffic signal
lights, reducing accident claims and improving margins.

Selected Responses

Once the effects of alternative risk responses have been evaluated,/management.déeides how
it intends to manage the risk, selecting a response or combindtion of respons€s,designed to
bring risk likelihood and impact within risk tolerances. The response need not necessarily
result in the least amount of residual risk. But where a risk Tesponse would result in residual
risk exceeding risk tolerance, management revisits and'revises therespense accordingly or, in
certain instances, reconsiders the established risk tolerance. Accordingly, the balancing of
risk and risk tolerance may involve an iterative proeess.

Evaluating alternative responses to inhetent risk requires consideration of additional risks that
might result from a response. This alse may promptaniterative process whereby before
management finalizes a decision; it.eonsiders these additional risks, including any that might
not be immediately evident.

Once management selects@ réSponse, it may need to develop an implementation plan to
execute the response.| A critical part of.an implementation plan is establishing control
activities (discusSed in‘the next.chapter) to ensure the risk response is carried out.

Managementaecognizes that some level of residual risk will always exist, not only because

resources are.Jimited, but-alSo because of future uncertainty and limitations inherent in all
activities.
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Portfolio View

Enterprise risk management requires that risk be considered from an entity-wide, or portfolio,
perspective. Management typically takes an approach in which risk first is considered for
each business unit, department, or function, with the responsible manager developing a
composite assessment of risks for the unit reflecting the unit’s residual risk profile relative to
its objectives and risk tolerances.

With a view of risk for individual units, an enterprise’s senior management is well positioned
to take a portfolio view, to determine whether the entity’s residual risk profile is
commensurate with its overall risk appetite relative to its objectives. Risks in different units
may be within the risk tolerances of the individual units, but, taken together, risks might
exceed the risk appetite of the entity as a whole, in which case additional or different risk
response is needed to bring risk within the entity’s risk appetite. Conversely, risks may
naturally offset across the entity where, for example, some individual units have.higher risk
while others are relatively risk averse, such that overall risk is within the entity’s risk appetite,
obviating the need for a different risk response.

A portfolio view of risk can be depicted in any of a variety of ways¢ Asportfolio view may be
gained by focusing on major risks or event categories across business units,r on tisk for the
company as a whole, using such metrics as risk-adjusted eé@pital or capitalat«isk. Such
composite measures are particularly useful when measuring'isk against objectives stated in
terms of earnings, growth, and other performance méasures, sometimes relative to allocated or
available capital. Such portfolio view measures €an/provide information useful in reallocating
capital across business units and modifying stfategie/direction.

One example is a manufacturing companythat'takes,a portfolio view of risk in the context of
its operating earnings objective. Management uses’‘€ommon event categories to capture risks
across its business units. It thendevelops a graph showing, by category and business unit, the
risk likelihood in terms of frequency on a time horizon, and the relative impacts on earnings.
The result is a composite, or portfolio, view ofirisk the company faces, with management and
the board positioned to.con§ider the natureydikelihood, and relative size of risks, and how they
may affect the company’s-earnings:

Another example i\ financial'institution that calls on business units to establish objectives,
risk tolerances{ and performance measures all in terms of risk-adjusted return on capital. This
consistently‘applied mettic facilitates management’s rolling up units’ combined risk
assesSments into a pottfolio view of risk for the institution as a whole, enabling management
to censider the units’ risks, by objective, and determine whether the entity is within its risk
appetite.
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When looking at risk from a portfolio perspective, management is positioned to consider
whether it remains with the established risk appetite. Further, it can reevaluate the nature and
type of risk it wishes to take. In cases where the portfolio view shows risks significantly less
than the entity’s risk appetite, management may decide to motivate individual business unit
managers to accept greater risk in targeted areas, striving to enhance the entity’s overall
growth and return.
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7. CONTROL ACTIVITIES

Chapter Summary: Control activities are the policies <
and procedures that help ensure that management’s
risk responses are carried out. Control activities occur
throughout the organization, at all levels and in all
functions. They include a range of activities — as
diverse as approvals, authorizations, verifications,
reconciliations, reviews of operating performance,

security of assets, and segregation of duties. -m
I e e

Control activities are policies and procedures, which are the actions of people‘te implement
the policies, directly or through application of technology, to help ensure that/management’s
risk responses are carried out. Control activities can be categorized baséd ‘en ‘the nature of the
entity’s objectives to which they relate: strategic, operations, reportifigs.and compliance.

Although some control activities relate solely to one categoryy'there often is,overlap.
Depending on circumstances, a particular control activity eould help satisfyrentity objectives
in more than one of the categories. For example, certail operations controlstalso can help
ensure reliable reporting, reporting control activitiessean.serve to efféct compliance, and so
on.

Integration with Risk Response

Having selected risk responses, management identifies(control activities needed to help ensure
that the risk responses are carried out properly and ifi astimely manner.

Linkage of objectives, risk responses, and eontrol activities is illustrated in the following
example: A company sets/an objective to meet or exceed sales targets, identifying as a risk
failing to have sufficient knowledge of-external factors such as current and potential
customers’ needs. Toweduee the likelihood of occurrence and impact of the risk, management
establishes buying histories of existing customers and undertakes new market research
initiatives. These risk responses serve as focal points for the establishment of control
activities, including tracking progress of development of customer buying histories against
established timetables, anid taking steps to ensure the accuracy of reported data. In this sense,
control activities are’built’directly into the management process.

Invselecting control”activities, management considers how control activities are related to one

another. Im"Seme instances, a single control activity addresses multiple risk responses. In
other instanees, multiple control activities are needed for one risk response. In still others,
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management might find that existing control activities are sufficient to ensure that new risk
responses are executed effectively.

While control activities generally are established to ensure risk responses are appropriately
carried out, with respect to certain objectives, control activities themselves are the risk
response. For instance, for an objective to ensure specified transactions are properly
authorized, the response will likely be control activities such as segregation of duties and
approvals by supervisory personnel.

Just as selection of risk responses considers their appropriateness and remaining, or residual,
risk, selection or review of control activities should include consideration of their relevance
and appropriateness to the risk response and related objective. This may be accomplished by
separate consideration of the propriety of the control activities, or by considering residual risk
in the context of both the risk response and related control activities.

Control activities are an important part of the process by which an enterprise'strives to
achieve its business objectives. Control activities are not performed simply for their own sake
or because it seems to be the “right or proper” thing to do. In the example above,
management needs to take steps to ensure that sales targets are met. »Control activities serve
as mechanisms for managing the achievement of that objective.

Types of Control Activities

Many different descriptions of types of control activities have been put forth, including
preventive, detective, manual, computer, and management controls. Control activities also
can be typed by specified control objectives, suchyas/ensuring'Cempleteness and accuracy of
data processing.

Exhibit 7.1 describes commonly used control activitiesy, These are just a few among many
procedures commonly performedsby personnel at'various organizational levels that serve to
enforce adherence to established dction plans.and,to keep entities on track toward achieving
their objectives. They are presénted to illustrate the range and variety of control activities, not
to suggest any particular_categorization:

Exhibit 7.1

o Top-level reviews — Senior management reviews actual performance versus budgets,
forecasts, prior periods, and competitors. Major initiatives are tracked — such as
marketing thrusts, improved production processes, and cost containment or reduction
programs — to measure the extent to which targets are being reached. Implementation
of plans is monitored for new product development, joint ventures, or financing.

o Direct functional or activity management — Managers running functions or activities
review performance reports. A manager responsible for a bank’s consumer loans
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reviews reports by branch, region, and loan (collateral) type, checking
summarizations and identifying trends, and relating results to economic statistics and
targets. In turn, branch managers receive data on new business by loan-officer and
local-customer segment. Branch managers also focus on compliance issues,
reviewing reports required by regulators on new deposits over specified amounts.
Reconciliations are made of daily cash flows, with net positions reported centrally for
overnight transfer and investment.

Information processing — A variety of controls are performed to check accuracy,
completeness, and authorization of transactions. Data entered are subject to on-line
edit checks or matching to approved control files. A customer’s order, for example, is
accepted only after reference to an approved customer file and credit limit.
Numerical sequences of transactions are accounted for, with exceptions followed up
and reported to supervisors. Development of new systems and changes to existing
ones are controlled, as is access to data, files, and programs.

Physical controls — Equipment, inventories, securities, cash, and other assets are
physically secured and periodically counted and compared with amounts shown on
control records.

Performance indicators — Relating different sets of data — operating or financial — to
one another, together with analyses of the relationships and investigative and
corrective actions, serves as a control activity. Performance indicators include, for
example, staff turnover rates by unit. By investigating unexpected results or unusual
trends, management identifies circumstances where an insufficient capacity to
complete key processes may mean that objectives have a lower likelihood of being
achieved. How managers use this information — for operating decisions only, or also
to follow up on unexpected results in reporting systems — determines whether analysis
of performance indicators serves operational purposes alone or reporting control
purposes as well.

Segregation of duties — Duties are divided, or segregated, among different people to
reduce the risk of error or fraud. For instance, responsibilities for authorizing
transactions, recording them, and handling the related asset are divided. A manager
authorizing credit sales would not be responsible for maintaining accounts receivable
records or handling cash receipts. Similarly, salespersons would not have the ability
to modify product price files or commission rates.

Often, a.combination of-eontrols is implemented to deal with related risk responses. For
example, a company’s management sets transaction limits to manage risks related to an
investment portfolie, and establishes control activities designed to help ensure the trading
limits are not exceeded. Control activities include preventive controls to stop certain
transactions-before execution, and detective controls to identify other transactions on a timely
basis. The control activities combine computer and manual controls, including automated
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controls to ensure all information is correctly captured, and routing procedures enabling
responsible individuals to authorize or approve investment decisions.

Policies and Procedures

Control activities usually involve two elements: a policy establishing what should be done and
procedures to effect the policy. For example, a policy might call for review of customer
trading activities by a securities dealer’s retail branch manager. The procedure is the review
itself, performed in a timely manner and with attention to factors set forth in the policy, such
as the nature and volume of securities traded and their relation to customer net worth and age.

Many times, policies are communicated orally. Unwritten policies can be effective wherg'the
policy is a long-standing and well-understood practice, and in smaller organizations where
communications channels involve few management layers and close interaction with and
supervision of personnel. But regardless whether it’s written, a policy must be implemented
thoughtfully, conscientiously, and consistently. A procedure will not be usefdl if performed
mechanically and without a sharp, continuing focus on conditions to whichithe pelicy is
directed. Further, it is essential that conditions identified as a result of:thesprocedure be
investigated and appropriate corrective actions taken. Follow-up actienS might vary
depending on the size and organizational structure of an enterprise. /They could.range from
formal reporting processes in a large company — where business units state why, targets were
not met and what actions are being taken to prevent recurrenceé,— to an owfieg-manager of a
small business walking down the hall to speak with theplantimanager about what went wrong
and what needs to be done.

Controls over Information Systems

With widespread reliance on information.systems to operdte an enterprise and meet reporting
and compliance objectives, controls are needed over significant systems. Two broad
groupings of information systems c@ntrol activities eanjbe used. The first is general controls,
which apply to many if not all application systems and help ensure their continued, proper
operation. The second is application’contrels; which include computerized steps within
application software to control th¢ processing»General and application controls, combined
with manual process controls*where necessaty, work together to ensure completeness,
accuracy, and validity of information:

General Controls

General coatrols imclude centrols over information technology management, information
technolegy infrastructure, security management, and software acquisition, development, and
mainténance. They applyto all systems — from mainframe to client/server to desktop and
portable computer environments. Exhibit 7.2 provides examples of common controls within
these categories:
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Exhibit 7.2

Information technology management — A steering committee provides oversight,
monitoring, and reporting of information technology activities and improvement
initiatives.

Information technology infrastructure — Controls apply to system definition,
acquisition, installation, configuration, integration, and maintenance. Controls may
include service-level agreements that establish and reinforce system performance,
business continuity planning that maintains system availability, tracking network
performance for operational failures, and scheduling computer operations. The
system software component of information technology infrastructure may include such
controls as management or steering committee review and approval of significant new
acquisitions, restricting access to system configuration and operating system software,
automated reconciliations of data accessed through middleware software, and parity
bit detection for communications errors. System software controls also include
incident tracking, system logging, and review of reports detailing usage of data-
altering utilities.

Security management — Logical access controls such as secure passwords restrict
access at the network, database, and application levels. User accounts and related
access privilege controls help restrict authorized users to only applications or
application functions needed to do their jobs. Internet firewalls and virtual private
networks protect data from unauthorized external access.

Software acquisition, development, and maintenance — Controls over software
acquisition and implementation are incorporated into an established process for
managing change, including documentation requirements, user acceptance testing,
stress testing, and project risk assessments. Access to source codes is controlled via
code library. Software developers work only in segregated development/test
environments and do not have access to the production environment. Controls over
system changes include required authorization of change requests, review of the
changes, approvals, documentation, testing, implications of changes for other
information technology components, stress testing results, and implementation
protocols.

Application Controls

Application«€ontrols focus directly on completeness, accuracy, authorization, and validity of
data capture and’processing. “They help ensure data are captured or generated when needed,
supporting applicationsidre available, and interface errors are detected quickly.

An important objective of application controls is to prevent errors from entering the system,
as well as to. detect and correct errors once they are present. To do this, application controls
often inyolve computerized edit checks consisting of format, existence, reasonableness, and
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other data checks built into applications during development. When properly designed, they
can provide control over data entering the system.

Exhibit 7.3 provides examples of application controls. These are just a few among a myriad
of controls performed every day, through calculation and comparison, that serve to prevent
and detect inaccurate, incomplete, inconsistent, or improper data capture and processing.

Exhibit 7.3

° Balancing control activities — Detect data capture errors by reconciling amounts
entered, either manually or automatically, to a control total. A company
automatically balances the total number of transactions processed and passed from its
on-line order entry system to the number of transactions received in its billing system.

° Check digits — Validate data by calculations. A company’s part numbers contain a
check digit to detect and correct inaccurate ordering from its suppliers.

° Predefined data listings — Provide the user with predefined lists of acceptable data. A
company'’s intranet site includes drop-down lists of products available for purchase.

° Data reasonableness tests — Compare data captured with a present or learned pattern
of reasonableness. An order to a supplier by a home renovation retail store for an
unusually large number of board feet of lumber triggers a review.

° Logic tests — Include use of range limits or value or alphanumeric tests. A
government agency detects potential errors in social security numbers by checking
whether all entered numbers contain nine digits.

Entity Specific

Because each entity has its own set of objectives and implementation approaches, there will
be differences in risk responses and related control activities. Even if two entities had
identical objectives and made similar decisions on howjthey should be achieved, the control
activities likely would be differefit. Each entity, is managed by different people who use
individual judgments in effecting control. Maoreowver, controls reflect the environment and
industry in which an entity=opérat€s, as well as«the size and complexity of its organization,
nature and scope of its activities, its historyy“and its culture.

Large, complex etrganizations with, diverse activities may face more difficult control issues
than small, simplé€ organizations with less varied activities. An entity with decentralized
operations;sand\an emphasiS’on local autonomy and innovation, presents different control
circumstances than a highly-Centralized one. Other factors that influence an entity’s
complexity, and therefore the nature of its controls, include location and geographical
dispersion, extensiveness and sophistication of operations, and information processing
methods.
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8. INFORMATION AND COMMUNICATION

Chapter Summary: Pertinent information is identified, P S
captured, and communicated in a form and timeframe = = == £
=3 S < <=

that enable people to carry out their responsibilities.
Information systems use internally generated data, and
information  from  external sources, providing
information for managing risks and making informed
decisions  relative  to  objectives. Effective
communication also occurs, flowing down, across, and -mm
up the organization. All personnel receive a clear -m
message from top management that enterprise risk

management responsibilities must be taken seriously. -
They understand their own role in enterprise risk management, as well as_hoyw~individual
activities relate to the work of others. They must have a means of communicating significant
information upstream. There is also effective communication with exterunal parties, such as
customers, suppliers, regulators, and shareholders.

Every enterprise identifies and captures a wide range of informatiot, relating\to‘external as
well as internal events and activities, relevant to managing,the entity. Thissinformation is
delivered to personnel in a form and timeframe that enable them to carry out their enterprise
risk management and other responsibilities.

Information

Information is needed at all levels of an erganization toidentify, assess, and respond to risks,
and to otherwise run the entity and achievie'its objectives.~An array of information is used,
relevant to one or more objectivesseategories.

Operating information from intétnal and ext@tnal sources, both financial and non-financial, is
relevant to multiple busingss’objectives. “Einancial information, for instance, is used in
developing financial gtatements for tepetting purposes, and also for operating decisions, such
as monitoring performance and allocating resources. Reliable financial information is
fundamental toplanning, budgeting, pricing, evaluating vendor performance, assessing joint
ventures and/alliances, and atange of other management activities.

Similarly, operating infermation is essential for developing financial and other reports. This
includes the routine = purchases, sales, and other transactions — as well as information on
eompetitors’ product releases or economic conditions, which can affect inventory and
reccivables yaluations. And information needed for compliance purposes, such as
information‘on airborne particle emissions or personnel data, also may serve financial
repotting objectives.
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Information comes from many sources — internal and external, and in quantitative and
qualitative forms — and facilitates responses to changing conditions. A challenge for
management is to process and refine large volumes of data into actionable information. This
challenge is met by establishing an information systems infrastructure to source, capture,
process, analyze, and report relevant information. These information systems — usually
computerized but also involving manual inputs or interfaces — often are viewed in the context
of processing internally generated data. But information systems have a much broader
application. They also deal with information about external events, for example, market- or
industry-specific economic data that signals changes in demand for a company’s products or
services, data on goods and services for production processes, market intelligence on evolving
customer preferences or demands, information on competitors’ product development
activities, and legislative or regulatory initiatives.

Information systems can be formal or informal. Conversations with customers, suppliets,
regulators, and entity personnel often provide critical information needed to idéntify risks and
opportunities. Similarly, attendance at professional or industry seminars andunemberships in
trade and other associations can provide valuable information.

Keeping information consistent with needs is particularly important when an entityfaces
fundamental industry changes, highly innovative and quick-moving competitots;.or
significant customer demand shifts. Information systems change as needed'to support new
objectives. They identify and capture needed financial and non-financial information, and
also process and report this information in a timeframie and way that are useful in controlling
the entity’s activities.

Strategic and Integrated Systems

As enterprises have become more collaberative and intégrated with customers, suppliers, and
business partners, the division between an entity’s information systems architecture and that
of external parties is increasingly blurred. As a result, data processing and data management
often become a shared responsibilitysof multiple entities. In such cases, an organization’s
information systems architeeture muist be stifficiently flexible and agile to effectively integrate
with affiliated external pafties.

The design of an information systems architecture and acquisition of technology are important
aspects of entity’strategy, and cheiees regarding technology can be critical to achieving
objectives. Decisions about technology selection and implementation depend on many
factors, including organizational goals, marketplace needs, and competitive requirements.
While infermation systems are fundamental to effective enterprise risk management, risk
management techniques can assist in making technology decisions.

Information systems have long been designed and used to support business strategy. This role
becomes critical as business needs change and technology creates new opportunities for
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strategic advantage. In some cases, changes in technology have reduced the advantage gained
in initial deployment, driving new strategic direction. For instance, airline reservation
systems that gave travel agents easy access to flight information later moved to customer-
facing Internet reservation systems, significantly reducing or eliminating involvement of the
traditional travel agent.

Integration with Operations

Information systems often are fully integrated into most aspects of operations. Web and web-
based systems are common, with many companies having enterprise-wide information
systems such as enterprise resource planning. These applications facilitate access to
information previously trapped in functional or departmental silos, making it available for
widespread management use. Transactions are recorded and tracked in real time, enabling
managers to immediately access financial and operating information more effectively to
control business activities. For example, a construction company dealing in multiple large-
scale projects uses an integrated, extranet-based system to meet marketplace and efficiency
expectations. The system provides information that helps managers trackicustomer-supplied
inventory and parts, identify over- or short-supply material at multiple job sites, obtain cost
savings with suppliers of common materials or combine with similar organizations'to obtain
volume discounts, and oversee the subcontractors’ activities. It"also,allows employees to
seamlessly share current drawings with architects and engineets, customers, subeontractors,
and regulators, while maintaining drawing version contrel, Additionally{ the'system
encompasses knowledge management capabilities that allow‘company employees to share
innovative solutions throughout the organization.

To support effective enterprise risk management, an entity captutes and uses historical and
present data. Historical data allows the entitytortrack actuial performance against targets,
plans, and expectations. They provideringights into how the entity performed under varying
conditions, allowing management to identify correlations and trends, and to forecast future
performance. Historical data alse,can provide early warning of potential events that warrant
management attention.

Present or current-state”data,allows anfentity to determine whether it is remaining within
established risk tolerances. Such data‘allows management to take a real-time view of existing
risks within a process, function, or'unit, and to identify variations from expectations.

Developments.in/information.systems have improved the ability of many organizations to
measure andimonitor performance and present analytical information at an enterprise level.
System‘complexity andyintegration continue, with organizations utilizing new technology
capabilities as they eémerge. However, the growing reliance on information systems at the
strateégic and Qperational level brings about new risks — such as information security breaches
or cyber-ctunes — that must be integrated into the entity’s enterprise risk management.
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Depth and Timeliness of Information

The information infrastructure sources and captures data in a timeframe and at a depth
consistent with an entity’s need to identify, assess, and respond to risk, and remain within its
risk tolerances. Timeliness of information flow needs to be consistent with the rate of change
in the entity’s internal and external environments.

The importance of depth of data is illustrated by looking at different events affecting a
brokerage firm located in a city susceptible to floods. For business continuity planning,
management maintains a general awareness of potential flood conditions and is positioned to
advise personnel when to move to back-up facilities. Information captured at this high level
is sufficient to allow the firm to adequately manage the risk. In contrast, as a broker, the firm
sources and continuously captures changes in stock, bond, and commodity prices to several
decimal points. This level of data timeliness and detail is consistent with the firm’swced to
respond immediately to price changes that may precipitate risks, such as an overexpgosure to a
particular market sector or security inconsistent with the firm’s risk appetite,

The information infrastructure converts raw data into relevant information-that assists
personnel in carrying out their enterprise risk management and other reSponsibilities,
Information is provided in a form and timeframe that are actionablesseadily usable, and
linked to defined accountabilities.

Advances in data collection, processing, and storage havie'resulted in exponential growth in
data volume. With more data available — often in real time&— to morepeople in an
organization, the challenge is to avoid “information‘evefload” by ensuring flow of the right
information, in the right form, at the right levehofidetail, to the right people, at the right time.
In developing the knowledge and information ififrastructure, ‘¢onsideration should be given to
the distinct information requirements oflindividual users and departments, and to summary-
level information needed by different levels of management.

Information Quality

With increasing dependence on sophisticatediinformation systems and data-driven automated
decision systems and processes, data seliability is critical. Inaccurate data can result in
unidentified risks or poor assessment§ and bad management decisions.

The quality of infermation includes‘ascertaining whether:

° Content,is appropriate — Is it at the right level of detail?

L Information is timely — Is it there when required?

o Information‘is current — Is it the latest available?

° Informatien is accurate — Is the data correct?

° Information is accessible — Is it easy to obtain by those who need it?
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To drive data quality, entities establish enterprise-wide data management programs,
encompassing acquisition, maintenance, and distribution of relevant information. Without
such programs, information systems might not provide the information that management and
other personnel require.

Challenges are many: Conflicting functional needs, system constraints, and non-integrated
processes can inhibit data acquisition and its effective use. To meet these challenges,
management establishes a strategic plan with clear accountability and responsibilities for data
integrity, and performs regular data quality assessments.

Having the right information, on time and at the right place, is essential to effecting enterprise
risk management. That is why information systems, while a component of enterprise tisk
management, also must be controlled.

Communication

Communication is inherent in information systems. As discussed abové, information systems
must provide information to appropriate personnel so that they can earry. out their operating,
reporting, and compliance responsibilities. But communication also/must take plaec+in a
broader sense, dealing with expectations, responsibilities of individuals andigreups, and other
important matters.

Internal

Management provides specific and directed commtunication that addresses behavioral
expectations and the responsibilities of personnel. “This includés a clear statement of the
entity’s risk management philosophy and approach and a clear delegation of authority.
Communication about processes and proeedutes should-align with, and underpin, the desired
culture.

Communication should effectivelyConvey:

° The importance andielevance of efféctive enterprise risk management

° The entity’s objectives

° The entity’s risk appetite and.risk tolerances

° A common risk language

° The'roles’and responsibilities of personnel in effecting and supporting the components

of eénterprise risk'management

All personnel,, particularly those with important operating or financial management
responsibilities, need to receive a clear message from top management that enterprise risk
management.must be taken seriously. Both the clarity of the message and effectiveness with
whichiitis communicated are important.
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Personnel also need to know how their activities relate to the work of others. This knowledge
is necessary to recognize a problem or determine its cause and corrective action. And, they
need to know what is deemed acceptable and unacceptable behavior. There have been well-
publicized instances of fraudulent reporting in which managers, under pressure to meet
budgets, misrepresented operating results. In a number of these instances, no one had told
these individuals that such misreporting could be illegal or otherwise improper. This
underscores the critical nature of how messages are communicated within an organization. A
manager who instructs subordinates, “Meet the budget — I don’t care how you do it, just do
it,” unwittingly can send the wrong message.

Front-line employees who deal with critical operating issues every day are often in the best
position to recognize problems as they arise, and communications channels should ensure
personnel can communicate risk-based information across business units, processes, Ot
functional silos, as well as upstream. For example, sales representatives or account managers
may learn of important customer product design needs, production personnel may become
aware of costly process deficiencies, and purchasing personnel may be confrented’with
improper incentives from suppliers. Communication breakdowns can oecuriwhen individuals
or units are discouraged from providing information important to oth€rssor do not have.a
vehicle to provide it. Personnel may be aware of significant risks{ but unwillingioranable to
report them.

For such information to be reported, there must be open.channels of conimunication and a
clear-cut willingness to listen. Personnel must beliey€ their superiors truly want to know
about problems and will deal with them effectively., Most managérs tecognize intellectually
that they should avoid “shooting the messenger.”, But when caught up in everyday pressures,
they can be unreceptive to people bringing them'legitimateproblems. Personnel are quick to
pick up on spoken or unspoken signals that a superior.doesn’t have the time or interest to deal
with problems they have uncovered. ,€ompounding such.problems, the unreceptive manager
is the last to know that the communieations channel has been effectively shut down.

In most cases, normal reporting’lin€s in an organization are the appropriate channels of
communication. In some’circumstances, however, separate lines of communication are
needed to serve as a fail-safe mechaniSm in case normal channels are inoperative. Many
companies providesand make employces aware of, a channel directly to the chief internal
auditor or legal€ounsel or other'senior officer having access to the board of directors, along
with board or audit/Committee oversight, and laws and regulations increasingly call on
companiesyto establish thes€ mechanisms. Because of its importance, effective enterprise risk
managemeént tequiresssuCh an alternative communications channel. Without both open
communications channels and a willingness to listen, the upward flow of information might
be blocked.
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It is important that personnel understand that there will be no reprisals for reporting relevant
information. A clear message is sent by the existence of mechanisms that encourage
employees to report suspected violations of an entity’s code of conduct and by the treatment
of reporting personnel.

A relevant and comprehensive code of conduct, coupled with employee training sessions, and
ongoing corporate communications and feedback mechanisms, along with the right example
set by the actions of senior management, can reinforce these important messages.

Among the most critical communications channels is that between top management and the
board of directors. Management must keep the board up-to-date on performance, risk, and'the
functioning of enterprise risk management, and other relevant events or issues. The better the
communications, the more effective a board will be in carrying out its oversight
responsibilities — acting as a sounding board for management on critical issues, monitoring its
activities, and providing advice, counsel, and direction. By the same token the board should
communicate its information needs to management and provide feedback ‘and,direction.

External

There needs to be appropriate communication not only within the entity, but with/the outside
as well. With open external communications channels, customets and suppliersi¢an provide
highly significant input on the design or quality of produéts or services, ¢nabling a company
to address evolving customer demands or preferences. Eor example, eustomer or supplier
complaints or inquiries about shipments, receipts, billings, or other-activities often point to
operating problems, and possibly to fraudulent or'ether impropetpractices. Management
should be ready to recognize implications of‘Such|circumstanceswand investigate and take
necessary corrective actions, focusing on.theumpact on fihancial reporting and compliance as
well as operations objectives.

Open communication about the éntity’s risk appetite and risk tolerances is important,
particularly for entities linked wath others in«supply chains or e-business enterprises. In such
instances, management cohsiders’how itsgrisk appetite and risk tolerances align with those of
its business partners, ensuring’it does notsinadvertently accept too much risk through its
partners.

Communication to stakeholdersy regulators, financial analysts, and other external parties
provides inforination relevant.to their needs, so they can understand readily the circumstances
and risks'the entity fac€s: Such communication should be meaningful, pertinent, and timely,
and conferm to legal.and regulatory requirements.

Management’s commitment to communication with external parties — whether open and

forthcomingrand serious in follow-up, or otherwise — also sends messages throughout the
organization.
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Means of Communication

Communication can take such forms as policy manuals, memoranda, e-mails, bulletin board
notices, webcasts, and videotaped messages. Where messages are transmitted orally — in
large groups, smaller meetings, or one-on-one sessions — tone of voice and body language
emphasize what is being said.

The way management deals with personnel can communicate a powerful message. Managers
should remember that actions speak louder than words. Their actions are, in turn, influenced
by the entity’s history and culture, drawing on past observations of how their mentors dealt
with similar situations.

An entity with a history of operating with integrity, and whose culture is well understood'by,
people throughout the organization, will likely find little difficulty communicating its
message. An entity without such a tradition will need to put more effort into the way.
messages are communicated.
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9. MONITORING

Chapter Summary.: Enterprise risk management is &~ :o;’ =~ égv
monitored — assessing the presence and functioning of = & &£ £

its components over time. This is accomplished
through ongoing monitoring activities, separate
evaluations, or a combination of the two. Ongoing
monitoring occurs in the normal course of management
activities.  The scope and frequency of separate

evaluations will depend primarily on an assessment of -mm
risks and the effectiveness of ongoing monitoring -m
procedures. Enterprise risk management deficiencies m
are reported upstream, with serious matters reported to -mm

top management and the board.

Internal Environment
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An entity’s enterprise risk management changes over time. Risk responses that wete once
effective may become irrelevant; control activities may become less effective, or ng longer be
performed; or entity objectives may change. This can be due tethcarrival ofinew personnel,
changes in entity structure or direction, or the introduction of new processes.\Inthe face of
such changes, management needs to determine whether the functioning of enterprise risk
management continues to be effective.

Monitoring can be done in two ways: through ongeingractivitig§ or'separate evaluations.
Enterprise risk management mechanisms usually are structured te@ monitor themselves on an
ongoing basis, at least to some degree. The greater the dégree and effectiveness of ongoing
monitoring, the less need for separate.evaluations. Thefrequency of separate evaluations
necessary for management to have.reasonable assurance about the effectiveness of enterprise
risk management is a matter of management’s judgment. In making that determination,
consideration is given to the fiature and degreewof changes occurring and their associated risks,
the competence and experienceof the pérsonnel implementing risk responses and related
controls, and the results"of engoing menitoring. Usually, some combination of ongoing
monitoring and separat€ evaluatiopsswill ensure that enterprise risk management maintains its
effectiveness oyer time.

Ongoing menitoring is builtunto the normal, recurring operating activities of an entity.
Ongoing monitoring is(performed on a real-time basis, reacts dynamically to changing
conditions; and is ingrained in the entity. As a result, it is more effective than separate
evaluations. Sinee separate evaluations take place after the fact, problems often will be
identitied mote quickly by ongoing monitoring routines. Many entities with sound ongoing
monitoring activities nonetheless conduct separate evaluations of enterprise risk management
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periodically. An entity that perceives a need for frequent separate evaluations should focus on
enhancing ongoing monitoring activities.

Ongoing Monitoring Activities

Many activities serve to monitor the effectiveness of enterprise risk management in the
ordinary course of running the business. These stem from regular management activities,
which might involve variance analysis, comparisons of information from disparate sources,
and dealing with unexpected occurrences.

Ongoing monitoring activities generally are performed by line operating or functional support
managers, giving thoughtful consideration to implications of information they receive. By
focusing on relationships, inconsistencies, or other relevant implications, they raise issues,and
follow up with other personnel as necessary to determine whether corrective or other action is
called for. Ongoing monitoring activities are differentiated from activities performed as
required by policy in business processes. For example, approvals of transactions;
reconciliations of account balances, and verifying the accuracy of changes to ‘master files,
performed as required steps in information systems or accounting processes,\are best defined
as control activities.

Exhibit 9.1 includes examples of ongoing monitoring activities.

Exhibit 9.1

o Managers reviewing operating reports, used to manage operations on an ongoing
basis, may spot inaccuracies or exceptions to anticipated results. For example,
managers of sales, purchasing, and production at divisional, subsidiary, and
corporate levels who are in touch with operations can question reports that differ
significantly from their knowledge of operations. Timely and complete reporting and
resolution of these exceptions enhance effectiveness of the process.

° Changes in information reported in value-at-risk models used to evaluate the impacts
of potential market movements on an entity’s financial position are related to reported
financial transactions, focusing on expected relationships.

° Communications from external parties corroborate internally generated information
or indicate problems. Customers implicitly corroborate billing data by paying their
invoices. Conversely, customer complaints about billings could indicate system
deficiencies in the processing of sales transactions. Similarly, reports from investment
managers on securities gains, losses, and income can corroborate or signal problems
with the entity’s (or the manager’s) records. An insurance company’s review of safety
policies and practices provides information on operational safety and compliance
performance.
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° Regulators communicate with management on compliance or other matters that reflect
on the functioning of enterprise risk management.

L Internal and external auditors and advisors regularly provide recommendations to
strengthen enterprise risk management. Auditors may focus considerable attention on
key risks and related responses and design of control activities. Potential weaknesses
may be identified, and alternative actions recommended to management, accompanied
by information useful in making cost-benefit determinations. Internal auditors or
personnel performing similar review functions can be particularly effective in
monitoring an entity’s activities.

® Training seminars, planning sessions, and other meetings provide important feedback
to management on whether enterprise risk management is effective. In addition to
particular problems that may indicate risk issues, participants’ risk and control
consciousness often becomes apparent.

° Managers in the normal course of running the business discuss with personnel such
matters as their understanding of the entity’s code of conduct, how they identify risks,
and issues arising in connection with the operation of control activities. These
discussions confirm proper functioning of elements of enterprise risk management or
surface matters needing attention.

Separate Evaluations

While ongoing monitoring procedures usually provide.important feedback on the
effectiveness of other enterprise risk management’‘components, it may be useful to take a fresh
look from time to time, focusing directly on enterprise risk management effectiveness. This
also provides an opportunity to consider the coentinued effeetiveness of the ongoing
monitoring procedures.

Scope and Frequency

Evaluations of enterprise risk management vagy-innscope and frequency, depending on the
significance of risks and impaortatice of the riskwesponses and related controls in managing the
risks. Higher-priority risk area$ and respénses tend to be evaluated more often. Evaluation of
the entirety of enterpriSe risksmanagement — which generally will be needed less frequently
than the assessment of'§pecific papts'—may be prompted by a number of reasons: major
strategy or manageément change, acquisitions or dispositions, changes in economic or political
conditions, of changes in operations or methods of processing information. When a decision
is made to undertake a comprehensive evaluation of an entity’s enterprise risk management,
attentien Should be dirécted to addressing its application in strategy setting as well as with
respect'torsignificant-dactivities. The evaluation scope also will depend on which objectives
categories — strategi¢, operations, reporting, and compliance — are to be addressed.
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Who Evaluates

Often, evaluations take the form of self-assessments, where persons responsible for a
particular unit or function determine the effectiveness of enterprise risk management for their
activities. For example, the chief executive of a division directs the evaluation of its
enterprise risk management activities. He or she personally assesses the risk management
activities associated with strategic choices and high-level objectives as well as the internal
environment component, and individuals in charge of the division’s various operating
activities assess the effectiveness of enterprise risk management components relative to their
spheres of responsibility. Line managers focus on operations and compliance objectives, and
the divisional controller focuses on reporting objectives. The division’s assessments are then
considered by senior management, along with evaluations of the company’s other divisiofis.

Internal auditors normally perform evaluations as part of their regular duties, or at the specific
request of senior management, the board, or subsidiary or divisional executivess Similarly,
management may utilize input from external auditors in considering the effectivéness of
enterprise risk management. A combination of efforts may be used in conducting whatever
evaluative procedures management deems necessary.

The Evaluation Process

Evaluating enterprise risk management is a process in itself. While,approaches,owtechniques
vary, a discipline should be brought to the process, with ceftain basics inhetent'in it.

The evaluator must understand each of the entity’s a€tiyities and each.0f the components of
enterprise risk management being addressed. It may beaiseful tofocus first on how enterprise
risk management purportedly functions — sometimes referred to,as the system or process
design.

The evaluator must determine how th€ system actuallysworks. Procedures designed to operate
in a particular way may be modified oyer time, to/Operate differently or may no longer be
performed. Sometimes new procedures are established but are not known to those who
described the process and are,not included.imvayailable documentation. A determination as to
actual functioning can b¢ accomplishedby holding discussions with personnel who perform
or are affected by enterprise risk management, by examining records on performance, or a
combination of procedures.

The evaluator analyzes the.enterprise risk management process design and the results of tests
performed’) The analysis is‘.conducted against the backdrop of management’s established
standagdstfor each component, with the ultimate goal of determining whether the process
providesreasonable assurance with respect to the stated objectives.
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Methodology

A variety of evaluation methodologies and tools are available, including checklists,
questionnaires, and flowcharting techniques. As part of their evaluation methodology, some
companies compare or benchmark their enterprise risk management process against those of
other entities. An entity may, for example, measure its enterprise risk management against
those companies with reputations for having particularly good enterprise risk management.
Comparisons might be done directly with another company or under the auspices of trade or
industry associations. Other organizations may provide comparative information, and peer
review functions in some industries can help a company evaluate its enterprise risk
management against its peers. A word of caution is needed. When conducting comparisens,
consideration must be given to differences that always exist in objectives, facts, and
circumstances. And all eight enterprise risk management components, as well as the inherent
limitations of enterprise risk management, need to be kept in mind.

Documentation

The extent of documentation of an entity’s enterprise risk management varieswith the entity’s
size, complexity, and similar factors. Larger organizations usually have written poliey
manuals, formal organization charts, written job descriptions, operating, instructions;
information system flowcharts, and so forth. Smaller entitiesgypically have considerably less
documentation. Many aspects of enterprise risk management are informal andwundocumented,
yet are regularly performed and highly effective. These‘activities may betested in the same
ways as documented activities. The fact that elements.of'enterprise fisk‘'management are not
documented does not mean that they are not effeetive ox that they ‘cannot be evaluated.
However, an appropriate level of documentationsusually makes, evaluations more effective
and efficient.

The evaluator may decide to document the evaluatien'precess itself. He or she usually will
draw on existing documentation of théwentity’s enterprise risk management. Typically, this
will be supplemented with additional documentation, along with descriptions of the tests and
analyses performed in the evaldation.

Where management ifitends to makea statement to external parties regarding enterprise risk
management effectiveness, it should eonsider developing and retaining documentation to
support the statément. Such documentation may be useful if the statement subsequently is
challenged,

Reporting Deficiencies

Deficiencies in an éntity’s enterprise risk management may surface from many sources,
ineluding the entity’s ongoing monitoring procedures, separate evaluations, and external
parties. Adefieiency is a condition within enterprise risk management worthy of attention
that may représent a perceived, potential, or real shortcoming, or an opportunity to strengthen
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enterprise risk management to increase the likelihood that the entity’s objectives will be
achieved.

Sources of Information

One of the best sources of information on enterprise risk management deficiencies is
enterprise risk management itself. Ongoing monitoring activities of an enterprise, including
managerial activities and everyday supervision of employees, generate insights from those
who are directly involved in the entity’s activities. These insights are gained in real time and
can provide quick identification of deficiencies. Other sources of deficiencies are the separate
evaluations of enterprise risk management. Evaluations performed by management, internal
auditors, or other functions can highlight areas in need of improvement.

External parties frequently provide important information on the functioning of an entity’s
enterprise risk management. These include customers, vendors and others doing busingss

with the entity, external auditors, and regulators. Reports from external source$ should be
carefully considered for their implications for enterprise risk management, andapptopriate
corrective actions should be taken.

What Is Reported

What should be reported? Although a universal answer is not possibley certain‘parameters can
be drawn.

All identified enterprise risk management deficiencies that affect an entity’s ability to develop
and implement its strategy and to set and achieve itS\objectives should:be reported to those
positioned to take necessary action. The nature©f mattérs to be communicated will vary
depending on individuals’ authority to deal with,citeumstances that arise and on the oversight
activities of superiors. In considering whatneeds to bescommunicated, it is necessary to look
at the implications of findings. It is essential not only, thata particular transaction or event be
reported, but also that related potentially faulty procedures be reevaluated.

It can be argued that no problém is.s6 insignificant as to make investigation of its implications
unwarranted. An employee,taking a few dollars from a petty cash fund for personal use, for
example, would not be significant in terms*of that particular event, and probably not in terms
of the amount of the eéntire petty cash'fund. Thus, investigating it might not be worthwhile.
However, such apparent condoning of personal use of the entity’s money might send the
wrong message t0 employees.

In addition‘to deficienciesy identified opportunities to increase the likelihood that the entity’s
objectiveswill be achieved also should be reported.
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To Whom to Report

Information generated in the course of operating activities usually is reported through normal
channels to immediate superiors. They in turn may communicate upstream or laterally in the
organization, so that the information ends up with personnel who can and should act on it.
Alternative communications channels also should exist for reporting sensitive information
such as illegal or improper acts. Findings of enterprise risk management deficiencies usually
should be reported not only to the individual responsible for the function or activity involved,
but also to at least one level of management above that person. This higher level of
management provides needed support or oversight for taking corrective action and is
positioned to communicate with others in the organization whose activities may be affected:
Where findings cut across organizational boundaries, the reporting should cross over as well
and be directed to a sufficiently high level to ensure appropriate action.

Reporting Directives

Providing needed information on enterprise risk management deficiencies 40 the right party is
critical. Protocols should be established to identify what information is‘nceded at a particular
level for effective decision making.

Such protocols reflect the general rule that a manager should r€ceiveinformation-that affects
actions or behavior of personnel within his or her responsibilityas well as infoermation
needed to achieve specific objectives. A chief executiveé normally wouldywant to be apprised,
for example, of serious infractions of policies and precedures. He or'shévalso would want
supporting information on matters that could have significant finan€ial impacts or strategic
implications or that could affect the entity’s reputation.

Senior managers should be apprised of risk-managementand control deficiencies affecting
their units. Examples include circumStanges whereyassets'with a specified monetary value are
not adequately protected, where the'competence of'employees is lacking, or where important
financial reconciliations are netspetformed corféetly. Managers should be informed of
deficiencies in their units i increasing levelsiofdetail, as one moves down the organizational
structure.

Supervisors define reporting protocols for subordinates. The degree of specificity will vary,
usually increagifig-at lower lev€ls in the organization. While reporting protocols can inhibit
effective reporting if too nafrowly defined, they can enhance reporting if sufficient flexibility
is provided.

Partics to whom deficiencies are to be communicated sometimes provide specific directives
regarding what sheuld be reported. A board of directors or audit committee, for example,
may ask management or internal or external auditors to communicate only those deficiencies
meeting.a,specified threshold of seriousness or importance.
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10. ROLES AND RESPONSIBILITIES

Chapter Summary: Everyone in an entity has some responsibility for enterprise risk
management. The chief executive officer is ultimately responsible and should assume
“ownership.” Other managers support the risk management philosophy, promote compliance
with the risk appetite, and manage risks within their spheres of responsibility consistent with
risk tolerances. Other personnel are responsible for executing enterprise risk management in
accordance with established directives and protocols. The board of directors provides
important oversight to enterprise risk management. A number of external parties often
provide information useful in effecting enterprise risk management, but they are not
responsible for the effectiveness of the entity’s enterprise risk management.

Enterprise risk management is effected by a number of parties, each with important
responsibilities. The board of directors (directly or through its committees), management,
internal auditors, and other personnel all make important contributions to risk management.
Other parties, such as external auditors and regulatory bodies, are sometimes.associated with
risk assessments and internal control. However, a distinction exists betweenrthose who are
part of an entity’s enterprise risk management process and those who,are not, but whose
actions nonetheless can affect the process or otherwise help theentity dchieve its/Objectives.
Directly or indirectly helping an entity achieve its objectives, hewevVer, does notsmake an
external party a part of or responsible for the entity’s entetprise risk management.

Entity Personnel

The board of directors, management, risk officets, financial officers, internal auditors, and
indeed every individual within an entity contributg to effective enterprise risk management.

Board of Directors

Management is accountable to the.board of directors‘er trustees, which provides monitoring,
guidance, and direction. By seleeting management,.the board has a major role in defining
what it expects in integrity and.ethical valugs, and through its oversight activities can
determine whether its exp€ctations are being met. Similarly, by reserving authority in certain
key decisions, the board'plays’a role in_setting strategy, formulating high-level objectives, and
broad-based resource allocation.

The board prévides oversightswith regard to enterprise risk management by:

o Knowing the extént to which management has established effective enterprise risk
managementin the organization

o Being aware'of and concurring with the entity’s risk appetite

° Reyiewing the entity’s portfolio view of risk and considering it against the entity’s risk
appetite
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o Being apprised of the most significant risks and whether management is responding
appropriately

The board is part of the internal environment component and must have the requisite
composition and focus for enterprise risk management to be effective.

Effective board members are objective, capable, and inquisitive. They have a working
knowledge of the entity’s activities and environment and commit the time necessary to fulfill
their board responsibilities. They utilize resources as needed to conduct special investigations
and have open and unrestricted communications with internal auditors, external auditors, and
legal counsel.

Boards of directors may use board committees in carrying out certain of their duties, The use
and focus of committees vary from one entity to another, although common committees are
nominating/governance, compensation, and audit committees, with each focusing attention on
elements of enterprise risk management. The nominating committee, for example, identifies
and considers qualifications of prospective board members, and the conipensation committee
considers the appropriateness of reward systems, balancing healthy motivational pregrams
with the need to avoid unnecessary temptation to manipulate comipensation driyers. ‘Fhe audit
committee has a direct role in the reliability of external reporting, and must reGognize key
risks relative to reliable financial reporting. As such, the board and its committees are an
important part of enterprise risk management.

Management

Management is directly responsible for all activities of an entity, including enterprise risk
management. Naturally, management at different levels has.different enterprise risk
management responsibilities. These vany, often considerably, depending on the entity’s
characteristics.

In any entity, the chief executive.officer has ultimate ownership responsibility for enterprise
risk management. One of the€ ntost important aspects of this responsibility is ensuring the
presence of a positive intérnal environment. IMore than any other individual or function, the
CEO sets the tone at the top that inflyénees internal environmental factors and other
components of enterprise risk mampagement. A CEO also can influence the board of directors,
through whatevér influence hetshe has on identifying new members, and in setting an
example and serving to attract, or'deter, candidates for the board. Increasingly, candidates for
board seats, [ook closely attop management’s integrity and ethical values in determining
whether'to accept a nemination. Potential directors also focus on whether the entity’s
enterprise risk management has the necessary critical underpinnings of integrity and ethical
Values'to enable'its effectiveness.
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The chief executive’s responsibilities include seeing that all components of enterprise risk
management are in place. The CEO generally fulfills this duty by:

o Providing leadership and direction to senior managers. Together with them, the CEO
shapes the values, principles, and major operating policies that form the foundation of
the entity’s enterprise risk management. The CEO and key senior managers set
strategic objectives, strategy, and related high-level objectives. They also set broad-
based policies and develop the entity’s risk management philosophy, risk appetite, and
culture. They take actions concerning the entity’s organizational structure, content
and communication of key policies, and the type of planning and reporting systems the
entity will use.

° Meeting periodically with senior managers responsible for major functional areas ~#
sales, marketing, production, procurement, finance, human resources — te-«teview their
responsibilities, including how they manage risk. The CEO gains knewledge of risks
inherent in operations, risk responses, and control improvements réquired, and the
status of efforts under way. To discharge this responsibility, the'\CEO ‘must clearly
define the information he or she needs.

With this knowledge, the CEO is positioned to monitor activities and risks inirélation to the
entity’s risk appetite. Where evolving circumstances, em€rging risks, strategy
implementation, or anticipated actions indicate potentidlmisalignment‘with risk appetite, the
CEO will take necessary action to reestablish alignment, or discuss-with the board of directors
further action to be taken or whether the entity’sTisk appetite sheuldbe adjusted.

Senior managers in charge of organizational'units have responsibility for managing risks
related to their units’ objectives. They-conyert strategy into operations, identify events and
assess risks, and effect risk responses, Managers guidéwapplication of enterprise risk
management components withindheir spheres of'tesponsibility, ensuring application is
consistent with risk toleranceg$. Ia this sense, a cascading responsibility exists, where each
executive is effectively a €EO for his onher sphere of responsibility.

Senior managers usually assign responsibility for specific enterprise risk management
procedures to managers in specificiprocesses, functions, or departments. Accordingly, these
managers usudlly play a more hands-on role in devising and executing particular risk
proceduresithat address unitiobjectives, such as techniques for event identification and risk
assessment, and in deteforining responses, such as developing protocols for purchasing raw
matefials.or acceptidgmnew customers. They also make recommendations on related control
activities, moniter their application, and meet with upper-level managers to report on the
control activities’ functioning.
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This may involve investigating external events or conditions, data entry errors, or transactions
appearing on exception reports, looking into reasons for departmental expense budget
variances and following up on customer back orders or product inventory positions.
Significant matters, whether pertaining to a particular transaction or an indication of a larger
concern, are communicated upward in the organization.

Staff functions, such as human resources, compliance, or legal, also have important
supporting roles in designing or shaping effective enterprise risk management components.
The human resources function may design and help implement training programs on the
entity’s code of conduct and other broad policy issues, often rolled out with business unit
leadership. The legal function provides information to line managers on new laws and
regulations that affect operating policies, and it or compliance officers provide critical
information on whether planned transactions or protocols conform to legal and ethical
requirements.

Managers’ responsibilities should entail both authority and accountability. {Bach,manager
should be accountable to the next higher level for his or her portion of enterprise risk
management, with the CEO ultimately accountable to the board. Althowgh different
management levels have distinct enterprise risk responsibilities and funetions, their@actions
should coalesce in the entity’s enterprise risk management.

Risk Officer

Some companies have established a centralized coordinating point tofacilitate enterprise risk
management. A risk officer — referred to in some organizations as'thechief risk officer or risk
manager — works with other managers in establishing effective risk'thanagement in their areas
of responsibility. Established by and under direet atispices ofithe chief executive, the risk
officer has the resources to help effect enterprise risk mianagement across subsidiaries,
businesses, departments, functions, and activities. The tisk officer may have responsibility
for monitoring progress and for assisting other managers in reporting relevant risk
information up, down, and across the,entity. The'tisk officer also may serve as a
supplementary reporting chafinel.

Some companies assign this role to another senior officer, such as chief financial officer,
general counsel, chief audit executiveor chief compliance officer; others have found that the
importance and/breadth of scope«of.this function require separate assignment and resources.

Companies have found thistele most successful when set up with clarity around its
responsibility-as a staffifanction — providing support and facilitation to line management. For
enterprise risk management to be effective, line managers must assume primary responsibility
and have accountability for managing risk within their respective areas.
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Responsibilities of a risk officer may include:

° Establishing enterprise risk management policies, including defining roles and
responsibilities and participating in setting goals for implementation

o Framing authority and accountability for enterprise risk management in business units

o Promoting an enterprise risk management competence throughout the entity, including

facilitating development of technical enterprise risk management expertise and helping
managers align risk responses with the entity’s risk tolerances and developing
appropriate controls

° Guiding integration of enterprise risk management with other business planning and
management activities

o Establishing a common risk management language that includes common measures
around likelihood and impact, and common risk categories

° Facilitating managers’ developing of reporting protocols, includingiquéntitative and
qualitative thresholds, and monitoring the reporting process

o Reporting to the chief executive on progress and outliers and réeemmending action as
needed

Financial Executives

Of particular significance to enterprise risk management,activities are finance and
controllership executives and their staffs, whose activati€s cut across; up, and down all
operating and business units. These financial exeecutives often are mvolved in developing
entity-wide budgets and plans, and they track’andianalyze performance, often from an
operations, compliance, and reporting perspective. These‘activities are usually part of an
entity’s central or “corporate” organization, but commonly they also have “dotted line”
responsibility for monitoring division, subsidiary, orother unit activities. As such, the chief
financial officer, chief accounting officer, controller;*and others in the financial function are
central to the way management exercises efiterprise risk management. They play an
important role in preventing and-detecting fraudulent reporting, and as a member of top
management, the chieffinancial officer helps set the tone of the organization’s ethical
conduct; has a major respofisibility-fonthe financial statements, and influences the design,
implementation, and monitoring ofithe company’s reporting systems.

When lookinglat.the components of enterprise risk management, it is clear that the chief
financial*efficer and hi§ ot her staff play critical roles. This person is a key player when
objectives.are established, strategies decided, risks analyzed, and decisions made on how
changes affecting the entity will be managed. He or she provides valuable input and direction
and.is positioded to focus on monitoring and following up on the actions decided.
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As such, the chief financial officer should come to the table an equal partner with the other
functional heads. Any attempt by management to have him or her more narrowly focused —
limited to principally areas of financial reporting and treasury, for example — could severely
limit the entity’s ability to succeed.

Internal Auditors

Internal auditors play a key role in evaluating the effectiveness of — and recommending
improvements to — enterprise risk management. Standards established by the Institute of
Internal Auditors specify that the scope of internal auditing should encompass risk
management and control systems. This includes evaluating the reliability of reporting,
effectiveness and efficiency of operations, and compliance with laws and regulations. In
carrying out their responsibilities, internal auditors assist management and the board of
directors or audit committee by examining, evaluating, reporting on, and recommending
improvements to the adequacy and effectiveness of the entity’s enterprise risk management.

The Institute of Internal Auditors standards also address what roles are appropriate’for internal
audit, making clear that internal auditors should be objective with regard to the'activities they
audit. This objectivity should be reflected by their position and authetity within the entity and
appropriate internal auditor staff assignments. Organizational positioniand autherity ifivolve
such matters as a reporting line to an individual who has sufficient@uthority to ensure
appropriate audit coverage, consideration, and response; seléction and dismissal‘of the chief
audit executive only with concurrence of the board of directors or audit committee; access to
the board or audit committee; and authority to follow,tip ‘en findings afid recommendations.

Other Entity Personnel

Enterprise risk management is, to some degree,\thesesponsibility: of everyone in an entity and
therefore should be an explicit or implicit-part,of everyoné’s job description. This is true from
two perspectives:

o Virtually all personnel playsseme role in effecting risk management. They may
produce informationdised in“identifying, or assessing risks, or take other actions
needed to effect enterpris€ riskandnagement. The care with which those activities are
performed directlyaffects the effectiveness of an entity’s enterprise risk management.

° All personnel.are responsible ot supporting information and communication flows
inherent‘inenterprise riskimanagement. This includes communicating to a higher
organizatienal level any'ptoblems in operations, non-compliance with the code of
conduct, or other violations of policy or illegal actions. Enterprise risk management
relicson checks-and balances, including segregation of duties, and on personnel not
“looking the'ether way.” Personnel should understand the need to resist pressure from
Superiorsto participate in improper activities, and channels outside of normal
reporting/lines should be available to permit reporting of such circumstances.
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Enterprise risk management is everyone’s business, and roles and responsibilities of all
personnel should be well defined and effectively communicated.

External Parties

A number of external parties can contribute to achievement of an entity’s objectives,
sometimes by actions that parallel those taken within the entity. In other cases, external
parties may provide information useful to the entity in its enterprise risk management
activities.

External Auditors

External auditors provide management and the board of directors a unique, independentsand
objective view that can contribute to an entity’s achievement of its external financial reporting
objectives, as well as other objectives.

In a financial statement audit, the auditor expresses an opinion on the fairn€ss/of the financial
statements in conformity with generally accepted accounting principlesgthereby contributing
to the entity’s external financial reporting objectives. The auditor conducting a financial
statement audit may contribute further to those objectives, by providing informatien.useful to
management in carrying out its risk management-related respofisibilities. Such mformation
includes:

° Audit findings, analytical information, and reeemmendations‘foractions necessary to
achieve established objectives

° Findings regarding deficiencies in risk'management andicontrol that come to the
auditor’s attention, and recommendations/for improvement

This information frequently will relate not only to reporting but to strategic, operations, and
compliance activities as well, and can make impOrtant contributions to an entity’s
achievement of its objectives(in.each of these areas. The information is reported to
management and, dependifig.on«its significance, to the board of directors or audit committee.

It is important to recognizethat a financial statement audit, by itself, normally does not
include a significant focus on enterprise risk management, and in any event does not result in
the auditor forming‘an opinion en the entity’s enterprise risk management. Where, however,
law or regulation/equires the auditor to evaluate a company’s assertions related to internal
control Over financial réporting and the supporting basis for those assertions, the scope of the
work directed at thoSe-areas will be extensive, and additional information and assurance will
be gained.
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Legislators and Regulators

Legislators and regulators affect the enterprise risk management of many entities, either
through requirements to establish risk management mechanisms or internal controls or
through examinations of particular entities. Many of the relevant laws and regulations deal
primarily with financial reporting risks and controls. Some, however — particularly those that
apply to government organizations — also can deal with operations and compliance objectives.
Many entities have long been subject to legal requirements for internal control. For example,
U.S. public companies have been required to establish and maintain internal accounting
control systems that satisfy specified objectives. More-recent legislation requires that senior
executives of publicly listed companies certify to the effectiveness of the companies’ internal
control over financial reporting, together with auditor attestation.

Several regulatory agencies directly examine entities for which they have oversight
responsibility. For example, federal and state bank examiners conduct examinations\of banks
and often focus on aspects of the banks’ risk management and internal controlisystems. These
agencies make recommendations and take enforcement action.

Therefore, legislators and regulators affect entities’ enterprise risk management in two, ways:
They establish rules that provide the impetus for management to‘€nsuse that risk management
and control systems meet minimum statutory and regulatory #equiréments. And, pursuant to
examination of a particular entity, they provide information useful to the entity in applying
enterprise risk management, and recommendations and‘Sometimes directives to management
regarding needed improvements.

Parties Interacting with the Entity

Customers, vendors, business partners, and ‘6thers. who conduct business with an entity are an
important source of information used infentetprise riskinanagement activities. Information
can be as varied as emerging demandfor'new product'erservice, shipment or billing
discrepancies, quality issues, or aetionis by personnel outside integrity and ethical boundaries.
This input can be extremely impoftant to the entity*in achieving its strategic, operations,
reporting, and compliance objectives. The.entity must have mechanisms in place to receive
such information and tofake.appropriate action. Needed action includes not only addressing
the particular situation reported, but dlsojnvestigating the underlying source of the problem
and fixing it.

In addition,to custemers and vendors, other parties, such as creditors, can provide oversight
regarding achiévement of an.entity’s objectives. A bank, for example, may request reports on
an entity’s compliance with certain debt covenants. It also may recommend performance
indieators or other desired targets or controls.

90



Roles and Responsibilities

Outsource Service Providers

Many organizations outsource business functions, delegating their day-to-day management to
outside providers. Administrative, finance, and internal operations sometimes are outsourced,
with the objective of obtaining access to enhanced capabilities and lower cost of services. A
financial institution may outsource its loan review process to a third party; a technology
company may outsource the operation and maintenance of its information technology
processing; and a retail company may outsource its internal audit function. While these
external parties execute activities for or on behalf of the entity, management cannot abdicate
its responsibility to manage the associated risks and should implement a program to monitox
those activities.

Financial Analysts, Bond Rating Agencies, News Media

Financial analysts and bond rating agencies consider many factors relevant to an.entity’s
worthiness as an investment. They analyze management’s strategy and objectives, historical
financial statements and prospective financial information, actions taken iniresponse to
conditions in the economy and marketplace, potential for success in the‘shoert'and long term,
and industry performance and peer group comparisons. The print and*broadcast media,
particularly financial journalists, also may undertake similar analyses.

The investigative and monitoring activities of these partiesrcan provide insightsron how others
perceive the entity’s performance, industry and economic risks the entity faces, innovative
operating or financing strategies that may improve performance, and‘industry trends. This
information sometimes is provided in face-to-face meectings between the parties and
management, or indirectly in analyses for investersy pOtential tavestors, and the public. In
either case, management should consider the observationsand insights of financial analysts,
bond rating agencies, and the news mediathatimay enhaneeéienterprise risk management.
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11. LIMITATIONS OF ENTERPRISE RISK MANAGEMENT

Chapter Summary: Effective enterprise risk management, no matter how well designed and
operated, provides only reasonable assurance to management and the board of directors
regarding achievement of an entity’s objectives. Achievement of objectives is affected by
limitations inherent in all management processes. These include the realities that human
Jjudgment in decision making can be faulty and that breakdowns can occur because of such
human failures as simple error or mistake. Additionally, controls can be circumvented by the
collusion of two or more people, and management has the ability to override the enterprise
risk management process, including risk response decisions and control activities. Another
limiting factor is the need to consider the relative costs and benefits of risk responses.

To some observers, enterprise risk management, with embedded internal control, eénsures-that
an entity will not fail — that is, the entity will always achieve its objectives. This\view is
misguided.

In considering limitations of enterprise risk management, three distinct concepts must be
recognized:

o First, risk relates to the future, which is inherently uncettain.

° Second, enterprise risk management — even effective enterprisefisk management —
operates at different levels with respect to different objectives, Fer strategic and
operations objectives, enterprise risk management can help.€nsure that management,
and the board in its oversight role, is awate,ina timely'manner, only of the extent to
which the entity is moving toward achievement of these objectives. But it cannot
provide even reasonable assuranc¢e thatithe objectives themselves will be achieved.

o Third, enterprise risk management cannot provide absolute assurance with respect to
any of the objective categories.

The first limitation acknowledges'that ne.one ean predict the future with certainty. The
second acknowledges that'€ertdin eyentS.are simply outside management’s control. The third
has to do with the reality that no precesswill always do what it is intended to do.

Reasonable assuranee does notimply that enterprise risk management frequently will fail.
Many factorsydindividually and’collectively, reinforce the concept of reasonable assurance.
The cumulative effect ofrisk responses that satisfy multiple objectives and the multipurpose
nature of.internal controls reduce the risk that an entity may not achieve its objectives.
Furthermore, the,nowmal everyday operating activities and responsibilities of people
functioning at’various levels of an organization are directed at achieving the entity’s
objectives/ Indeed, among a cross-section of well-controlled entities, it is likely that most will
be apprised regularly of movement toward their strategic and operations objectives, will
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achieve compliance objectives regularly, and consistently will produce — period after period,
year after year — reliable reports. However, an uncontrollable event, a mistake, or an
improper reporting incident can occur. In other words, even effective enterprise risk
management can experience a failure. Reasonable assurance is not absolute assurance.

Judgment

The effectiveness of enterprise risk management is limited by the realities of human frailty in
making business decisions. Decisions must be made with human judgment in the time
available, based on information at hand, and under the pressures of the conduct of business.
With the clairvoyance of hindsight, some decisions later may be found to produce less than
desirable results and may need to be changed.

Breakdowns

Well-designed enterprise risk management can break down. Personnel may misunderstand
instructions. They may make judgment mistakes. Or, they may commit errersidueto
carelessness, distraction, or fatigue. An accounting department supervisor responsible,for
investigating exceptions simply might forget to follow up or fail to purSuethe investigation
far enough to be able to make appropriate corrections. Temporarypersonnel executing
control duties for vacationing or sick employees might not perfotm/correctly. System
changes may be implemented before personnel have been trained to'react appropriately to
signs of incorrect functioning.

Collusion

The collusive activities of two or more individuals can result in entefprise risk management
failures. Individuals acting collectively to perpetrate and coneeal an action from detection
often can alter financial data or other mamagement infotmation in a manner that cannot be
identified by the enterprise risk management process.« Feor example, there may be collusion
between an employee performing afhyimportant contrel function and a customer, a supplier, or
another employee. On a different level, severah]ayers of sales or divisional management
might collude in circumventihg,controls so‘that reported results meet budgets or incentive
targets.

Costs versus Benefits

As discussed inthe Risk Assessiient chapter, there are always resource constraints, and
entities must consider the relative costs and benefits of decisions, including those related to
risk respense and control activities.

In determining whether a particular action should be taken or control established, the risk of

failure and the potential effect on the entity are considered along with the related costs. For
example, it.may not pay for a company to install sophisticated inventory controls to monitor
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levels of raw material if the cost of the raw material used in a production process is low, the
material is not perishable, ready supply sources exist, and storage space is readily available.

Costs and benefits of implementing event identification and risk assessment capabilities and
related response and control activities are measured with different levels of precision, often
varying depending on the nature of the entity. The challenge is to find the right balance. Just
as limited resources should not be allocated to less than significant risks, excessive control is
costly and counterproductive. Customers placing telephone orders will not tolerate order
acceptance procedures that are too cumbersome or time-consuming. A bank that makes
creditworthy potential borrowers “jump through hoops” will not book many new loans. Too
little control, on the other hand, presents undue risk of bad debts. An appropriate balanee, 1s
needed in a highly competitive environment. And, despite the difficulties, cost-benefit
decisions will continue to be made.

Management Override

Enterprise risk management can be only as effective as the people who are'tesponsible for its
functioning. Even in effectively managed and controlled entities —those with generally high
levels of integrity and risk and control consciousness, alternative eommunicatiopS)channels,
and an active and informed board with an appropriate governance.process —a manager still
might be able to override enterprise risk management. No/management or, ¢ontrol system is
infallible, and those with criminal intent will seek to break systems. However, effective
enterprise risk management will improve the entity’sieapacity to prevent'and detect override
activities.

The term “management override” is used herc'to mean ovetruling'prescribed policies or
procedures for illegitimate purposes — suchas personalgainior an enhanced presentation of an
entity’s financial condition or complianceistatus. Aynanager of a division or unit, or a
member of top management, might override enterpris€ risk management for many reasons: to
increase reported revenue to ceverfan unanticipated decrease in market share; to enhance
reported earnings to meet unrealistic budgets;\toboost the market value of the entity prior to a
public offering or sale; to'meetssales or.earnings projections to bolster bonus pay-outs tied to
performance or valuefofistock optiens; to/appear to cover violations of debt covenant
agreements; or to hide lack of comipliance with legal requirements. Override practices include
deliberate misgépresentations t0 bankers, lawyers, auditors, and vendors, and intentionally
issuing fals¢'deCuments such as purchase orders and sales invoices.

Management override should not be confused with management intervention, which
represents management’s actions to depart from prescribed policies or procedures for
legitimate purposess Management intervention is necessary to deal with non-recurring and
fion-standard, transactions or events that otherwise might be handled inappropriately.
Provision,formanagement intervention is necessary because no process can be designed to
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anticipate every risk and every condition. Management’s actions to intervene are generally
overt and commonly documented or otherwise disclosed to appropriate personnel. Actions to
override usually are not documented or disclosed, with an intent to cover up the actions.



What to Do

12. WHAT TO DO

Actions that might be taken as a result of this report depend on the position and role of the
parties involved.

° Board Members — Members of the board of directors should discuss with senior
management the state of the entity’s enterprise risk management and provide oversight
as needed. The board also should ensure that the entity’s enterprise risk management
mechanisms provide it with an assessment of the most significant risks relative to
strategy and objectives, including what actions management is taking and how it is
engaged in monitoring enterprise risk management. The board should seek input.frem
the internal auditors, external auditors, and advisors.

° Senior Management — This study suggests that the chief executive should assess the
entity’s enterprise risk management capabilities. Using this frameworks, a\CEO,
together with key operating and financial executives, can focus attefition where
needed. Under one approach, the chief executive brings togethet businéss unit heads
and key functional staff to discuss an initial assessment of enterprise risk management
capabilities and effectiveness. Whatever its form, an initial as§sessment should
determine whether there is a need for, and how to prog€ed with, a broaderymore in-
depth evaluation. It also should ensure that ongoing monitoring proeesses are in place.
Time spent in evaluating enterprise risk management represents/an investment, but
one capable of providing a high return.

o Other Entity Personnel — Managers and other personnel sheuld consider how their
enterprise risk management responsibilities ‘are being conducted in light of this
framework and discuss with more sénior personnelideas for strengthening enterprise
risk management. Internal auditors Should consider the breadth of their focus on
enterprise risk management.

o Regulators — Expectation$ for enterprise tiskimanagement vary widely with regard to
what it can accomplish, andvabout what the “reasonable assurance” concept means and
how it should be applied.~This framework can promote a shared view of enterprise
risk management, imcluding what.it'ean do and its limitations. Regulators may refer to
this framework it establishing\expectations, whether by rule or guidance, or in
conducting examinations, fer.entities they oversee.

° Professional’\Organizations — Rule-making and other professional organizations
providing’guidance on.financial management, auditing, and related topics should
consider their standards and guidance in light of this framework. To the extent
diversity in ¢oneept and terminology is eliminated, all parties will benefit.

° Educatorsi—This framework should be the subject of academic research and analysis,
to se¢'where future enhancements can be made. With the presumption that this report
becemes accepted as a common ground for understanding, its concepts and terms
should find their way into university curricula.
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We believe this report offers a number of benefits. With this foundation for mutual
understanding, all parties will be able to speak a common language and communicate more
effectively. Business executives will be positioned to assess enterprise risk management
processes against a standard, and strengthen the process and move their enterprises toward
established goals. Future research can be leveraged off an established base. Legislators and
regulators will be able to gain an increased understanding of enterprise risk management, its
benefits, and its limitations. With all parties utilizing a common enterprise risk management
framework, these collective and reinforcing benefits will be realized.
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A. OBJECTIVES AND METHODOLOGY

In Fall 2001, the Committee of Sponsoring Organizations of the Treadway Commission
(COSO) initiated a study designed to help organizations manage risk. Despite an abundance
of literature on the subject, COSO concluded there was a need for this study to design and
build a framework and related application techniques. PricewaterhouseCoopers was engaged
to conduct this project, resulting in this report, Enterprise Risk Management — Integrated
Framework.

The Framework volume defines risk and enterprise risk management, and provides
foundational definitions, concepts, objectives categories, components, and principles of a
comprehensive enterprise risk management framework. It provides direction for companiés
and other organizations in determining how to enhance their enterprise risk management;
providing context for and facilitating application in the real world. This document-also is
designed to provide a basis for entities’ use in determining whether their enterprise risk
management is effective and, if not, what is needed to make it so.

The Application Techniques volume links directly to the Framework,, It provides illustrations
of risk management techniques that can be applied by companiesyand other organizations at
various levels — enterprise, line of business, and individual proeéss or funétion ~and in
support of incremental or transformational enhancement;

Because of readers’ diverse needs, input was obtainedufrom corporate executives of
organizations of varying sizes, including public and private compani€s in different industries,
and government organizations. The executives in¢luded corporaté chief executives, chief
financial officers, chief risk officers, controllersyinternal auditors, legislators, regulators,
lawyers, external auditors, consultants;-academician$, and others.

Throughout the project, the projéetteam receivedradvice and counsel from an Advisory
Council to the COSO Board. ( The,Advisory Coeuncil, composed of individuals in senior
financial management, int€rnaland extetnalaudit, and academia, met periodically with the
project team and members ofthe COSO-Board to review the project plan, progress, and drafts
of the framework, and'to take up related matters. At important project milestones, the
Advisory Council and the project team communicated with the COSO Board.

The methodology employeduin‘this study was designed to produce a report meeting the stated
objectives=.The project consisted of five phases:

I. Assessment
The project.team assessed the current state of risk management models through
literatuce review, survey, and workshops, for the purpose of capturing relevant
infofmation across the full spectrum of risk management. This phase encompassed
analyzing the information, comparing and contrasting conceptual and practical risk
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I1.

I11.

IV.

management philosophies and protocols, understanding user needs, and identifying
critical issues and concerns.

Envisioning

The team created a working enterprise risk management framework conceptual model
and developed a preliminary inventory of tools as a basis for the application
techniques. Using customized input solicitation techniques, the team tested the
concepts with key user and stakeholder groups and, based on feedback, refined the
conceptual model.

Building and Designing

Using the refined conceptual model as a blueprint, the team developed the frameworks
including definitions, objectives categories, components, principles, infrastructurg, and
management context, along with related discussion. This phase also encompassed
designing the organization and approach to developing the application techniques.
Both the draft framework and application techniques design were reviewedwith key
user and stakeholder groups, and reactions and suggestions for enhancement obtained.

Preparation for Public Exposure

In this phase the team refined the framework and further developed ‘the application
techniques, and reviewed them with executives from several,compénies whoprovided
feedback on their value and utility.

Finalization

This phase encompassed issuing the Framework volume' for publiciexposure for a 90-
day comment period and field testing the fram€work with sel¢ct’companies. Upon
receipt of comments, the project team reviewed and analyzedithem, and identified
needed modifications. The team finalizéd the Framework and Application Techniques
volumes and provided the final manuscriptsto the COSO*Advisory Council and
COSO Board for review and acceptance.

As part of this process, the project team gave carefulconsideration to all information
received, including other frameworks already in existence. A listing of some of the published
sources referenced is included in Appendix'D = Selected Bibliography. As one might expect,
many different and sometifaes contradictorysopinions were expressed on fundamental issues —
within a project phase anddbetween phases.” The project team, with COSO Advisory Council
and Board oversight, carefully considered the merits of the positions put forth, both
individually and‘in the‘eontext of related issues, embracing those that facilitated development
of a relevant, logical{ and internally consistent framework. The Advisory Council and COSO
Board are.entirely supportiyeof, and have approved, the framework resulting from this
process:
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B. SUMMARY OF KEY PRINCIPLES

The following highlights key principles inherent in the eight enterprise risk management
components. This appendix purports neither to precisely or fully describe the principles set
forth in the Framework, nor to represent a complete list of principles.

Internal Environment

Risk Management Philosophy

° The entity’s risk management philosophy represents the shared beliefs and attitudes
characterizing how the entity considers risk in all activities

o It reflects the entity’s values, influencing its culture and operating style

o It affects how enterprise risk management components are applied, including how
events are identified, the kinds of risks accepted, and how they are managed

o It is well developed, understood, and embraced by the entity’s persehnel

° It is captured in policy statements, oral and written communications, and decision
making

o Management reinforces the philosophy not only with words but also with-everyday
actions

Risk Appetite

L The entity’s risk appetite reflects the entity’s riskumanagement philosophy and
influences the culture and operating style

o It is considered in strategy setting, with.strategy aligned with risk appetite

Board of Directors

° The board is active and possesS€sian,appropriate. dégree of management, technical,
and other expertise, coupled, with the mind<set necessary to perform its oversight
responsibilities

o It is prepared to questionrand scrutinizéymanagement’s activities, present alternative
views, and act in the face“of wrohgdeing

o It has at least a'majority of indépendent outside directors

L It provides,oversight to ent€rprise risk management and is aware of and concurs with

the entity’s risk appetite
Integrity and Ethical Values

° JThe.entity’s standards of behavior reflect integrity and ethical values

° Ethical valuesnot only are communicated but also accompanied by explicit guidance
regardingwhat is right and wrong

Integrity and ethical values are communicated through a formal code of conduct

o Upward communications channels exist where employees feel comfortable bringing
relevant information
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° Penalties are applied to employees who violate the code, mechanisms encourage
employee reporting of suspected violations, and disciplinary actions are taken against
employees who knowingly fail to report violations

o Integrity and ethical values are communicated through management actions and the
examples they set

Commitment to Competence

° Competence of the entity’s people reflects the knowledge and skills needed to perform
assigned tasks

o Management aligns competence and cost

Organizational Structure

The organizational structure defines key areas of responsibility and accountability
It establishes lines of reporting
It is developed in consideration of the entity’s size and nature of activities

It enables effective enterprise risk management
Assignment of Authority and Responsibility

° Assignment of authority and responsibility establishes the’degree’to which, individuals
and teams are authorized and encouraged to use initiative to,address issues,and solve
problems, and provides limits to authority

° The assignments establish reporting relationships.and authorization‘protocols

o Policies describe appropriate business practicesyknowledge and experience of key
personnel, and associated resources

° Individuals know how their actions interrelate and contribute'to achievement of
objectives

Human Resource Standards

o Standards address hiring, orientation, training=€valuating, counseling, promoting,
compensation, and remedial actions, driving‘expected levels of integrity, ethical
behavior, and competence

° Disciplinary actighs/send the niessage that violations of expected behavior will not be
tolerated
Objective Setting

Strategic Qbjectives

° The-entity’s strategic objectives establish high-level goals that align with and support
its ‘'mission/vision

o They reflect management’s strategic choices as to how the entity will seek to create
value for its stakeholders
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° Management identifies risks associated with strategy choices and considers their
implications

Related Objectives

o Related objectives support and are aligned with selected strategy, relative to all entity
activities

° Each level of objectives is linked to more specific objectives that cascade through the
organization

° The objectives are readily understood and measurable

° They align with risk appetite

Selected Objectives

° Management has a process that aligns strategic objectives with the entity’s mission
and ensures the strategic and related objectives are consistent with theentity®s risk
appetite

Risk Appetite

° The entity’s risk appetite is a guidepost in strategy setting

° It guides resource allocation

o It aligns organization, people, processes, and infrastructure

Risk Tolerances

° Risk tolerances are measurable, preferably/in the same units-as the related objectives
o They align with risk appetite

Event Identification

Events

° Management identifiespotential events-atfecting strategy implementation or
achievement of objectives - those that may have positive or negative impacts, or both

L Even events with rélatively low possibility of occurrence are considered if the
impact on achieving'an important objective is great

Influencing Factors

° Management recognizes‘the importance of understanding external and internal factors

and'the,type of events.that can emanate therefrom
° Events are identifiéd both at the entity and activity levels

Event ldentification Fechniques

[ Techniques used look to both the past and future

o Management selects techniques that fit its risk management philosophy and ensures
the‘entity develops needed event identification capabilities
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° Event identification is robust, forming a basis for risk assessment and risk response
components

Interdependencies

o Management understands how events relate to one another

Distinguishing Risks and Opportunities

° Events with negative impact represent risks, which management assesses and responds
to
° Events representing opportunities are channeled back to management’s strategy or

objective-setting processes

Risk Assessment
o In assessing risk, management considers expected and unexpected events

Inherent and Residual Risk

° Management assesses inherent risks
o Once risk responses have been developed, management considers residual risk

Estimating Likelihood and Impact

L Potential events are evaluated from two perspectives'= likelihood and fmpact

° In assessing impact, management normally uses.the‘'same, or corgruent, unit of
measure as used for the objective

° The time horizon used to assess risks should be consistent'with the time horizon of the
related strategy and objectives

Assessment Techniques

L Management uses a combinatien‘of qualitative,and ‘quantitative techniques
° The techniques support development ofa composite assessment of risk

Relationships between Events

° Where correlation’exists/between ‘events, or events combine and interact, management
assesses them together

Risk Response

° In responding to risky management considers among risk avoidance, reduction,
sharing, and acceptance

Evaluating Possible Responses

L) Responsesiare evaluated with the intent of achieving residual risk aligned with the
entity 's.risk tolerances
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° In evaluating risk responses, management considers their effects on likelihood and
impact

° Management considers their costs versus benefits, as well as new opportunities

Selected Responses

L Responses chosen by management are designed to bring anticipated risk likelihood

and impact within risk tolerances
o Management considers additional risks that might result from a response

Portfolio View

° Management considers risk from an entity-wide, or portfolio, perspective

o Management determines whether the entity’s residual risk profile is commensurate
with its overall risk appetite

Control Activities
Integration with Risk Response

L Management identifies control activities needed to help enSuré that risk respenses are
carried out properly and in a timely manner

° Selection or review of control activities includes consideration of theirwelevance and
appropriateness to the risk response and related ebjective

° In selecting control activities, management censiders how control activities interrelate
Types of Control Activities

° Management selects from a variety of'types of contrel activities, including preventive,
detective, manual, computer, andsmanagement controls

Policies and Procedures

° Policies are implemented thoughtfully,.eonseientiously, and consistently

o Procedures are carriedvotitwith shagpy,centinuing focus on conditions to which the
policy is directed

° Conditions identified-as a result-6f the procedure are investigated and appropriate
corrective actions taken

Controls overdnformation Systems

o Appropridte general and application controls are implemented
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Information and Communication

Information

Relevant information is obtained from internal and external sources

° The entity captures and uses historical and present data as needed to support effective
enterprise risk management

° The information infrastructure converts raw data into relevant information that assists
personnel in carrying out their enterprise risk management and other responsibilities;
information is provided at a depth and in a form and timeframe that are actionable,
readily usable, and linked to defined accountabilities — including the need to identify,
assess, and respond to risk

o Source data and information are reliable, and provided on time at the right place to
enable effective decision making

° Timeliness of information flow is consistent with the rate of change in the entity’s
internal and external environments

° Information systems change as needed to support new objectives

Communication

° Management provides specific and directed communicatioh addressing behavioral
expectations and responsibilities of personnel, including a‘¢lear staterhent of the
entity’s risk management philosophy and approach and clear delegation of authority

° Communication about processes and procedures aligns with, and'underpins, the
desired culture

L All personnel receive a clear message from.top management that enterprise risk
management must be taken seriously

o Personnel know how their activitiesaelate to the work of others, enabling them to
recognize problems, determine catise, and take certective action

° Personnel know what is deemed acceptable arid tmacceptable behavior

o There are open channels of.communicatiofitand’a willingness to listen, and personnel
believe their superiors truly"want to knew about problems and will deal with them
effectively

° Communications/channels outside-iormal reporting lines exist, and personnel
understand there will be no reprisals for reporting relevant information

L An open comimunications,channel exists between top management and the board of
directors, with appropridte,information communicated on a timely basis

o Open external communications channels exist, where customers and suppliers can
proyidessignificantinput

[

The entity communicates relevant information to regulators, financial analysts, and
other externalparties
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Monitoring

° Management determines, through ongoing monitoring activities or separate
evaluations, or a combination, whether the functioning of enterprise risk management
continues to be effective

Ongoing Monitoring Activities

o Monitoring activities are built into the entity’s normal, recurring operations,
performed in the ordinary course of running the business

° They are performed on a real-time basis and react dynamically to changing conditions

Separate Evaluations

° Separate evaluations focus directly on enterprise risk management effectiveness and

provide an opportunity to consider the continued effectiveness of the ongoing
monitoring activities

° The evaluator understands each of the entity activities and each enterpfise risk
management component being addressed

° The evaluator analyzes enterprise risk management design and'the results of tests
performed, against the backdrop of management’s established standardsdetermining
whether enterprise risk management provides reasonable assutance with respect to the
stated objectives

Reporting Deficiencies

o Deficiencies reported from both internal and external sources are carefully considered
for their implications for enterprise risk.anafagément, afd‘appropriate corrective
actions are taken

L All identified deficiencies that affect.the‘entity’s-ability to develop and implement its
strategy and to achieve its established objectives,are reported to those positioned to
take necessary action

° Not only are reported transactions or.eyents.investigated and corrected, but potentially
faulty underlying procedures also arereevaluated

L Protocols are establishedto identify what information is needed at a particular level
for effective deCisionsmaking

Roles and Responsibilities

Board of Ditectors

o The board knows/the extent to which management has established effective risk
management/in«the organization

L] It is aware of\and concurs with the entity's risk appetite

° It reviews the portfolio view of risk and considers it against the risk appetite

° Is apprised of the most significant risks and whether management is responding
appropriately
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Management

° The chief executive has ultimate responsibility for enterprise risk management

° He/she ensures the presence of a positive internal environment, and that all enterprise
risk management components are in place

° Senior managers in charge of organizational units have responsibility for managing
risks related to their unit's objectives

o They guide application of enterprise risk management, ensuring application is
consistent with risk tolerances

° Each manager is accountable to the next higher level, for his/her portion of enterprise
risk management, with the CEO ultimately accountable to the board

Other Entity Personnel

o Enterprise risk management is an explicit or implicit part of everyone's job description

° Personnel understand the need to resist pressure from superiors to partieipate-in
improper activities, and channels outside normal reporting lines are ayailable to permit
reporting such circumstances

[

The enterprise risk management roles and responsibilities of all perSonnel are well
defined and effectively communicated

Parties Interacting with the Entity

Mechanisms are in place to receive relevant information,from partiesvinteracting with
the entity and take appropriate action

Action includes not only addressing the particular situationseported, but also
investigating the underlying source of the'problem and fixing/it

For outsourced activities, management hassumplemented‘a program to monitor those
activities

Management considers the obsetyations and insights of financial analysts, bond rating
agencies and the news medid that may enhance enterprise risk management
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C. RELATIONSHIP BETWEEN ENTERPRISE RISK MANAGEMENT
— INTEGRATED FRAMEWORK AND INTERNAL CONTROL —
INTEGRATED FRAMEWORK

In 1992, the Committee of Sponsoring Organizations of the Treadway Commission issued
Internal Control — Integrated Framework, which establishes a framework for internal control
and provides evaluation tools that business and other entities can use to evaluate their control
systems. The framework identifies and describes five interrelated components necessary for
effective internal control.

Internal Control — Integrated Framework defines internal control as a process, effected by.an
entity’s board of directors, management and other personnel, designed to provide reasonable
assurance regarding the achievement of objectives in the following categories:

° Effectiveness and efficiency of operations
° Reliability of financial reporting
L Compliance with applicable laws and regulations

This appendix outlines the relationship between the internal contrel-frameworkiand the
enterprise risk management framework.

Broader than Internal Control

Internal control is encompassed within and an integralspart of enterprise risk management.
Enterprise risk management is broader than iaiternal control, expahding and elaborating on
internal control to form a more robust conceptualization focusing more fully on risk. Internal
Control — Integrated Framework remains, in place for, entities and others looking at internal
control by itself.

Categories of Objectives

Internal Control — Integrated Frameworfkspecifies three categories of objectives — operations,
financial reporting, and compliance? Enterprise risk management specifies three similar
objectives categories — @perations{Teporting, and compliance. The reporting category in the
internal control<framework is defined as relating to the reliability of published financial
statements. dn the enterprise tisk management framework, the reporting category is
significantly expanded, to cover all reports developed by an entity, disseminated both
internally and externally! These include reports used internally by management and those
issueddo external parties, including regulatory filings and reports to other stakeholders. And,
the scope expands,from financial statements to cover not just financial information more
broadly, but nen-financial information as well.
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Enterprise Risk Management — Integrated Framework adds another category of objectives,
namely, strategic objectives, which operate at a higher level than the others. Strategic
objectives flow from an entity’s mission or vision, and the operations, reporting, and
compliance objectives should be aligned with them. Enterprise risk management is applied in
strategy setting, as well as in working toward achievement of objectives in the other three
categories.

The enterprise risk management framework introduces the concepts of risk appetite and risk
tolerance. Risk appetite is the broad-based amount of risk an entity is willing to accept in
pursuit of its mission/vision. It serves as a guidepost in strategy setting and selection of
related objectives. Risk tolerances are the acceptable levels of variation relative to
achievement of objectives. In setting risk tolerances, management considers the relative
importance of the related objectives and aligns risk tolerances with risk appetite. Opetating
within risk tolerances provides management greater assurance that the entity remains within
its risk appetite, which, in turn, provides a higher degree of comfort that the entity will
achieve its objectives.

Portfolio View

A concept not contemplated in the internal control framework isé@ portfolio view ef risk. In
addition to focusing on risk in considering achievement of entity objectives ontanvndividual
basis, it is necessary to consider composite risks from a “portfelio” perspective:

Components

With the enhanced focus on risk, the enterprise fisk management framework expands the
internal control framework’s risk assessment compenent, creéating four components —
objective setting (which is a prerequisite tosinternal control), event identification, risk
assessment, and risk response.

Internal Environment

In discussing the environmefit gomponent, the enterprise risk management framework
discusses an entity’s risk/imanagément philoSophy, which is the set of shared beliefs and
attitudes characterizing how an entity’Considers risks, reflecting its values and influencing its
culture and operating style. As described above, the framework encompasses the concept of
an entity’s riskdppetite, whichdsssupported by more specific risk tolerances.

Because of the-critical importance of the board of directors and its composition, the enterprise
risk management framework expands on the internal control framework’s call for at least a
critical mass of independent directors — that is, normally at least two independent directors —
stating“that for enterprise risk management to be effective, the board must have at least a
majority of indépendent outside directors.
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Event Identification

The enterprise risk management and internal control frameworks both acknowledge that risks
occur at every level of the entity and result from a variety of internal and external factors.
And, both frameworks consider risk identification in the context of the potential impact on the
achievement of objectives.

The enterprise risk management framework discusses the concept of potential events, defining
an event as an incident or occurrence emanating from internal or external sources that affect
strategy implementation or achievement of objectives. Potential events with positive impact
represent opportunities, while those with negative impact represent risks. Enterprise risk
management involves identifying potential events using a combination of techniques that
consider both past as well as emerging trends, and what triggers the events.

Risk Assessment

While both the internal control and enterprise risk management framewotks'call’for
assessment of risk in terms of the likelihood that a given risk will occur and'its potential
impact, the enterprise risk management framework suggests viewing risk“assessment through
a sharper lens. Risks are considered on an inherent and a residuwal basis, preferablyexpressed
in the same unit of measure established for the objectives to which'the risks relate. Time
horizons should be consistent with an entity’s strategies anhd objectives, and, where possible,
observable data. The enterprise risk management framéwork also calls\attention to
interrelated risks, describing how a single event may ereate multipleyrisks.

As noted, enterprise risk management encompasses the need for'management to develop an
entity-level portfolio view. With managers responsible for, business unit, function, process, or
other activities having developed a composite assessment of risk for individual units, entity-
level management considers risk from a “portfolio’ perspective.

Risk Response

The enterprise risk management framewotkidentifies four categories of risk response — avoid,
reduce, share, and aceépt. As part, of ent€rprise risk management, management considers
potential responses from these categories and considers these responses with the intent of
achieving a residual risk level aligned with the entity’s risk tolerances. Having considered
responses todisk on an indiyidual or a group basis, management considers the aggregate effect
of its risk résponSes across the’entity.
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Control Activities

Both frameworks present control activities as helping ensure that management’s risk
responses are carried out. The enterprise risk management framework explicitly makes the
point that in some instances control activities themselves serve as a risk response.

Information and Communication

The enterprise risk management framework expands on the information and communication
component of internal control, highlighting consideration of data derived from past, present,
and potential future events. Historical data allows the entity to track actual performance
against targets, plans, and expectations, and provides insights into how the entity performed m
past periods under varying conditions. Present or current-state data provides important
additional information, and data on potential future events and underlying factors completes
the information analysis. The information infrastructure sources and captures data ia
timeframe and at a depth of detail consistent with the entity’s need to identify gventsiand
assess and respond to risks and remain within its risk appetite.

The discussion around existence of an alternative communications channel, outside normal
reporting lines, in the internal control framework has greater emphasisinsthe enterprise risk
management framework, which states that effective risk management fequires, such-a channel.

Roles and Responsibilities

Both frameworks focus attention on the roles and responsibilities of yarious parties that are a
part of, or provide important information to, internal €ontfol and entérprise risk management.
The enterprise risk management framework describes the role-and responsibilities of risk
officers and expands on the role of an entity’s-board of direetors.
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E. CONSIDERATION OF COMMENT LETTERS

As noted in Appendix A, a draft of this Framework document was exposed for public
comment. The 78 response letters received contain hundreds of individual comments on a
wide variety of matters. Each comment was considered in formulating revisions to the final
document. This appendix summarizes the more significant issues and resulting modifications
reflected in this final report. It also provides perspective on why certain views were accepted
over others.

Definition of Enterprise Risk Management
Realizing Value for Stakeholders

The exposure draft described how enterprise risk management enables an organizationto
realize value for its stakeholders, although the concept of value was not explicitly.reflected in
the definition of enterprise risk management. Some respondents suggested the'definition
should make such explicit reference.

It was concluded that the definition as presented should be retaineds The.definition’explicitly
states that enterprise risk management involves providing assuranceregarding achievement of
entity objectives, which inherently provides value. Further, the text.surrounding the definition
describes how enterprise risk management provides valuefor stakeholders, ‘Because of this
existing linkage to and description around value, and to,avoid an unreasonably long definition
(as suggested by other respondents), the definition has been retained.

Opportunities

The exposure draft described how enterprise risk managemeént involves identifying and
addressing potential events that have negative'impact on"an‘entity, called risks, and events
with positive impact, referred to as opportunities. Semerespondents said because of the
importance of identifying opportuniticsythe definition of risk should be broadened to include
that concept. Some argued thatnot including,6ppottunities in the definition of risk can lead a
reader not to see opportunities as part of entetprise risk management, thereby undermining the
framework’s relevance. On‘the other hand, Some respondents suggested that all reference to
opportunities be eliminated, from the«imal report.

It was concludedthat because €f the importance of identifying and seizing opportunities, the
framework’s,diScussion of ¢ppertunities should be retained and enhanced, and the final report
expands,the\discussion on identifying and reacting to opportunities as an integral part of
enterptise risk management. Discussions in the component chapters of the final report further
deseribe the process by which management considers both the negative and positive — or
opportunity side —effects of potential events in managing risk. As to the definition of risk, it
was concludedithat adding the concept of opportunity would cloud the concepts and make
communication more difficult. Maintaining the distinction between a negative event and a
positive'ene brings clarity to the enterprise risk management language.
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A Process

The exposure draft defined enterprise risk management as a process and set forth components
that can be viewed as elements of a process. Some respondents said the term “process”
inappropriately implies carrying out predefined, sequential steps or tasks.

The report has been revised to reinforce the concept that enterprise risk management is not
necessarily conducted sequentially, but rather is a continuous and iterative interplay of actions
conducted throughout an entity.

Applied in Strategy Setting

The exposure draft described how objectives must be set and clearly communicated before
risks to their achievement can be identified and addressed. It also stated that enterprise risk
management techniques are applied in strategy setting to assist management in evaluating and
selecting the entity’s strategy, and linking to related objectives. Some respondents
commented that risk management is secondary to management’s development of‘entity
strategy, and that the framework places undue focus on risk rather than objectivésetting.

It was concluded that it is not necessary, or useful, to portray one coficept, strategy setting, as
necessarily more important than another, managing risk. Both ar€ important andinhetent in
enterprise risk management. The final document does, howeyer, contain enhahced discussion
of the strategy and objective-setting process in effecting enterprise risk mafiagement.

Risk Appetite and Tolerance

The exposure draft discussed the concepts of risk.appétite and risk tolerance. Some
respondents suggested that additional information should be previded, including guidance on
how to express and measure risk appetite. @thers stated thereis little difference in these two
concepts and that they should be combinéd.

The final report retains the distinctiondbetween tisksappetite and risk tolerance, where risk
appetite pertains at a high level to-the entity as;awhole, while risk tolerance relates to specific
objectives. The ApplicationtTeéhniques volume illustrates application of these concepts.

Provides Reasonable Assurance

Some respondents_suggested the concept of reasonable assurance should be more precisely
defined.

It was concluded that the discussion surrounding the term “reasonable assurance” is
appropfiate;-and furthetprecision in its definition is beyond the scope of this project.
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Categories of Objectives

Some respondents said that setting forth categories of entity objectives is not helpful and
unnecessarily complicates the framework.

The final document retains the categories of entity objectives, on the basis that the
categorization allows a focus on separate aspects of enterprise risk management, facilitates
distinguishing between what can be expected from each category of objectives, and supports
use of a common language for enterprise risk management.

Achievement of Objectives

Some respondents questioned why reasonable assurance applies only to the extent to whieh
strategic and operations objectives are being achieved, rather than to their actual achieyement.

It was concluded that the distinction between what can be expected of enterprise tisk
management regarding achievement of strategic and operations objectivessrelative to
reporting and compliance objectives, continues to be appropriate for the\reasons set forth in
the document, centered on whether achievement is within or outside an.entity’s contrel.

Effectiveness

Several respondents stated that enterprise risk management effectivenessshould be defined
relative to results attained, measured in terms of outcomes the process«is intended to achieve,
rather than as a subjective judgment of whether the, ¢ight<¢omponentstare present and
functioning properly.

The criteria for effectiveness — the presence'and effectivefunctioning of each component —
remain in the final document. It was concluded that.th¢ principle developed in the internal
control framework, and carried forward to the enterprise risk management framework, is
logical and best serves users’ needs = that when the eight components are deemed present and
functioning effectively (and n6 material weaknesses exist), the result or outcome is that
management and the board’gain reasonable assurance regarding achievement of the stated
objectives. The final decument retainssthat.principle, and also highlights that bringing risk
within the entity’s risk appetite is anecessary element of effective enterprise risk
management. The concept of a subjective judgment as to the presence and functioning of the
eight components has been removed, on the grounds that the judgment can be objective, based
on the pringiplés in this framework.

Encompasses Internal Control

The‘exposure draft contained some but not all of the text of /nternal Control — Integrated
Framework, stating that the entirety of the internal control document was incorporated by
reference ifuthe enterprise risk management framework. The exposure draft included an
appendix comparing and contrasting the two frameworks.
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Some respondents suggested that the final report should identify more prominently those
portions carried forward from Internal Control — Integrated Framework. Some recommended
that the entirety of Internal Control — Integrated Framework be included as an attachment,
with a detailed reconciliation of differences between the two documents, while others
suggested that the document describe in detail in what way Internal Control — Integrated
Framework is expanded on in the enterprise risk management framework. And some
respondents suggested that the document highlight and clarify the intended audience and
purpose of each framework.

It was concluded that the description of differences between the frameworks is at the
appropriate level. Appendix C highlights the key differences and identifies which concepts-in
the enterprise risk management framework are incorporated directly from Internal Control —
Integrated Framework, which concepts taken from the internal control framework are
expanded on, and which are new. It was deemed unnecessary to include the internal, control
framework as an attachment, as it is readily available to users. And, the purpeseandintended
audiences of each of the frameworks already are described in sufficient depths

Enterprise Risk Management and the Management Process

Some respondents suggested that the exhibit comparing management-activitiesywith,€nterprise
risk management activities provided little useful information@nd could cause.confusion to
readers. Some said setting forth management activities as\distinct from entetrprise risk
management activities could reduce — rather than reinforce='the notion of embedding risk
management within business and management activities.

The exhibit in the exposure draft has not been ¢artied forward toithe final report; instead,
relevant messages are presented in the text,
Information and Communication

Some respondents commented oh the importanecof/a communications channel outside
normal reporting lines, suggeSting«that suchya ehannel is a necessary element of enterprise risk
management.

The final report reflects this view, stating that for enterprise risk management to be effective,
an entity is requited to ‘maintainp-stich a communications channel.
Roles and Responsibilities

Someqespondents suggested that there is need for greater clarity regarding the different
accountabilities for enterprise risk management of the board of directors, management, other
entity personnel;‘and external parties.
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The final report expands the discussion and clarifies the respective roles and responsibilities
of these parties.

Other Considerations

Form and Presentation

Some respondents commented on the length, format, and style of the exposure draft, and
expressed a variety of views on how the report could be reorganized and streamlined.

It was concluded that the report should be reorganized and streamlined to enhance readability,
and clarity and reduce redundancy. The exposure draft’s “Executive Summary” has been
replaced by a shorter summary. Chapter 1 of the exposure draft, “Relevance of Enterprise
Risk Management,” has been eliminated, with the more important concepts incorperateéd-into
the final report’s “Definition” chapter. Redundancies have been reduced, less impertant
discussions deleted or shortened, and the report wording streamlined.

Relationship between Enterprise Risk Management — Integrated Frameweork and Other
Reports and Legislation

Some respondents said it would be useful to have a discussion of relationships between the
enterprise risk management framework and the Sarbanes-Oxley Aet-of 20024 the Basel
Committee on Banking Supervision’s New Basel Capital Accord; and risksmanagement
legislation in Australia, Canada, Germany, Japan, the United, Kingdom; ahd other countries.
Some respondents recommended that the document state-clearly that futernal Control —
Integrated Framework continues to be an acceptable’ framework-{ot compliance with Section
404 the Sarbanes-Oxley Act of 2002 and thatdssuanee of Enterprise Risk Management —
Integrated Framework does not require companies to useit for purposes of Section 404
compliance.

It was concluded that reconciling'Enterprise Risk Management — Integrated Framework with
other documents is beyond the Scope of this project. With regard to complying with
Sarbanes-Oxley Section 404 requirements; COSO is communicating, via the Foreword to this
report, that Internal Contrel —dntegrated Framework remains in place and is appropriately
looked to as a basis for seporting under eertain legislative requirements such as the Sarbanes-
Oxley Act of 2002,

Application Guidance

Some respondents recommended inclusion of specified content for the application guidance
volumie) Some suggestéd-that one or more comprehensive case studies be included in order to
help, otganizations‘ef various sizes implement the framework. Others suggested that the
Framework document and application guidance contain cross-reference linkages.
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It was concluded that the application guidance volume should contain certain suggested
content, including illustrations of how entities may apply specific concepts described in the
Framework document. The final report contains that information, although it was decided
that it is not practicable to identify or develop one case study illustrating application of all of
the framework’s concepts, and doing so is beyond the scope of this project. With the
sharpened focus of the content of this volume, it was decided that a more appropriate title is
Application Techniques, and the name has been revised accordingly. Also, directional
linkages from the Application Techniques to the Framework document have been included.
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F. GLOSSARY

Application Controls — Programmed procedures in application software, and related manual
procedures, designed to help ensure the completeness and accuracy of information processing.
Examples include computerized edit checks of input data, numerical sequence checks, and
manual procedures to follow up on items listed in exception reports.

Compliance — Used with “objectives”: having to do with conforming with laws and
regulations applicable to an entity.

Component — There are eight enterprise risk management components: the entity’s internal
environment, objective setting, event identification, risk assessment, risk response, control
activities, information and communication, and monitoring.

Control — 1. A noun, denoting an item, e.g., existence of a control — a poliey or procedure
that is part of internal control. A control can exist within any of the eighticompénents. 2. A
noun, denoting a state or condition, e.g., to effect control — the result.of policies and
procedures designed to control; this result may or may not be effeetive internal control> 3. A
verb, e.g., to control — to regulate; to establish or implement a policy, that effects.control.

Criteria — A set of standards against which enterprise riskymanagement €an be measured in
determining effectiveness. The eight enterprise risk management compenents, taken in the
context of inherent limitations of enterprise risk management, repr€sent criteria for enterprise
risk management effectiveness for each of the foug/Objectives categoties.

Deficiency — A condition within enterprise risk' thanagement worthy of attention that may
represent a perceived, potential, or real'shortcoming; of,an/opportunity to strengthen
enterprise risk management to proyide a greater likelihood that the entity’s objectives will be
achieved.

Design — 1. Intent. As used.n‘the definition, énterprise risk management is intended to
identify potential eventSthat may affec¢t.the entity, and manage risk to be within its risk
appetite, to provide reasonable assurance as to achievement of objectives. 2. Plan; the way a
process is supposed to work, contrasted with how it actually works.

Effected —Usedwith enterprise risk management: devised and maintained.

Enterprise Risk Management Process — A synonym for enterprise risk management applied
in an\entity.
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Entity — An organization of any size established for a particular purpose. An entity, for
example, may be a business enterprise, not-for-profit organization, government body, or
academic institution. Terms used as synonyms include organization and enterprise.

Event — An incident or occurrence, from sources internal or external to an entity, that affects
achievement of objectives.

General Controls — Policies and procedures that help ensure the continued, proper operation
of computer information systems. They include controls over information technology
management, information technology infrastructure, security management, and software
acquisition, development, and maintenance. General controls support the functioning of
programmed application controls. Other terms sometimes used to describe general controls
are general computer controls and information technology controls.

Impact — Result or effect of an event. There may be a range of possible impactsassociated
with an event. The impact of an event can be positive or negative relative to'theientity’s
related objectives.

Inherent Limitations — Those limitations of enterprise risk management. The limitations
relate to the limits of human judgment; resource constraints, and the need to censider the cost
of controls in relation to expected benefits; the reality that bréakdowns can-occur; and the
possibility of management override and collusion.

Inherent Risk — The risk to an entity in the absenee of anly action$ management might take to
alter either the risk’s likelihood or impact.

Integrity — The quality or state of being/of sound mornal prineiple; uprightness, honesty, and
sincerity; the desire to do the right thing,\to_profess and live up to a set of values and
expectations.

Internal Control — A process,€ffccted by an éntity’s board of directors, management and
other personnel, designed to provide reasondble assurance regarding the achievement of
objectives in the following,categories:

e Effectivéness and effici€ney»of operations

e Reliability,of financial reporting

e Comphance with applicable laws and regulations.

Internal,Control System — A synonym for internal control applied in an entity.
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Likelihood — The possibility that a given event will occur. Terms sometimes take on more
specific connotations, with “likelihood” indicating the possibility that a given event will occur
in qualitative terms such as high, medium, and low, or other judgmental scales, and
“probability” indicating a quantitative measure such as a percentage, frequency of occurrence,
or other numerical metric.

Management Intervention — Management’s actions to overrule prescribed policies or
procedures for legitimate purposes; management intervention is usually necessary to deal with
non-recurring and non-standard transactions or events that otherwise might be handled
inappropriately by the system (contrast this term with Management Override).

Management Override — Management’s overruling of prescribed policies or procedures for
illegitimate purposes with the intent of personal gain or an improperly enhanced presentation
of an entity’s financial condition or compliance status (contrast this term withJVlanagement
Intervention).

Management Process — The series of actions taken by management 4o run an entity:
Enterprise risk management is a part of and integrated with the mdnagement progcess.

Manual Controls — Controls performed manually, not by computer.

Objectives Category — One of four categories of entity objectives —§trategic, effectiveness
and efficiency of operations, reliability of reporting, and compliance with applicable laws and
regulations. The categories overlap, so that a partiCular objective'might fall into more than
one category.

Operations — Used with “objectives’s haying to do with.the effectiveness and efficiency of an
entity’s activities, including performance/and profitability goals, and safeguarding resources

against loss.

Opportunity — The possibility that an eventwill occur and positively affect the achievement
of objectives.

Policy — Management’s dictaterof what should be done to effect control. A policy serves as
the basis forgprocedures fordtsymplementation.

Procedureé= An actionthat implements a policy.
Reasonable Assurance — The concept that enterprise risk management, no matter how well

designed and‘eperated, cannot provide a guarantee regarding achievement of an entity’s
objectives.(This is because of Inherent Limitations in enterprise risk management.
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Reporting — Used with “objectives”: having to do with the reliability of the entity’s reporting,
including both internal and external reporting of financial and non-financial information.

Residual Risk — The remaining risk after management has taken action to alter the risk’s
likelihood or impact.

Risk — The possibility that an event will occur and adversely affect the achievement of
objectives.

Risk Appetite — The broad-based amount of risk a company or other entity is willing to
accept in pursuit of its mission (or vision).

Risk Tolerance — The acceptable variation relative to the achievement of an objective,

Stakeholders — Parties that are affected by the entity, such as shareholders, thé communities
in which the entity operates, employees, customers, and suppliers.

Strategic — Used with “objectives”: having to do with high-level goals that are aligned.with
and support the entity’s mission (or vision).

Uncertainty — Inability to know in advance the exact likelihoed or impact.@f future events.
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