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1. Overview

ESET Secure Authentication (ESA) adds Two Factor Authentication (2FA) to Microsoft Active Directory domains, thatis, an one-time
password (OTP) is generated and has to be supplied along the generally required username and password. The ESA product
consists of the following components:

® The ESA Web Application plug-in provides 2FA to various Microsoft Web Applications.

® The ESA Remote Desktop plug-in provides 2FA for the Remote Desktop Protocol.

The ESA RADIUS Server adds 2FA to VPN authentication.

The ESA Authentication Service includes a REST-based APl that can be used to add 2FA to custom applications.

ESA Management Tools:

o ESA User Management plug-in for Active Directory Users and Computers (ADUC) is used to manage users.

o ESA Management Console, titled as ESET Secure Authentication Settings, is used to configure ESA.

ESArequires Active Directory infrastructure, since it stores data in the Active Directory data store. This means that thereis no

need for additional backup policies, since ESA data is automatically included in your Active Directory backups.

2. Requirements

An Active Directory domain is required to Install ESET Secure Authentication. The minimum supported functional level for an
Active Directory domain is Windows 2000 Native.

The installer automatically selects the Authentication Service and Management Tools components. Should the user select a
component that cannot beinstalled, the installer will inform them of the exact prerequisites that are outstanding.

2.1 Supported Operating Systems

ESET Secure Authentication Services and Management Tools have been tested and are supported on the following operating
systems:

Server operating systems (SOS)

® Windows Server 2003

® Windows Server 2003 R2

® Windows Server 2008

® Windows Server 2008 R2

® Windows Server 2012

® Windows Server 2012 R2

® Windows Small Business Server 2008
® Windows Small Business Server 2011
® Windows Server 2012 Essentials

e \Windows Server 2012 R2 Essentials

Client operating systems (COS)
® Windows 7

°* Windows 8

* Windows 8.1

e Windows 10



The Management Tools are also supported on client operating systems from Windows 7.

NOTE: When you install a RADIUS Server on Windows Small Business Server 2008 or 2011, the default NPS port must be changed
from 1812 to 1645. Verify that there are no processes listening on port 1812 before installing ESA by running the following
command: C:\> netstat -a -p udp | more

2.2 Supported Web Applications

ESET Secure Authentication provides 2FA for the following Microsoft products:
® Microsoft Exchange 2007
o Outlook Web Access - Exchange Client Access Server (CAS)
® Microsoft Exchange 2010
o Outlook Web App - Exchange Client Access Server (CAS)
o Exchange Control Panel
® Microsoft Exchange 2013
o Outlook Web App - Exchange Client Access Server (CAS)
o Exchange Admin Center
® Microsoft Dynamics CRM 2011
® Microsoft Dynamics CRM 2013
® Microsoft Dynamics CRM 2015
® Microsoft SharePoint 2010 *
® Microsoft SharePoint 2013 *
® Microsoft Remote Desktop Web Access
® Microsoft Terminal Services Web Access

® Microsoft Remote Web Access

* Foundation version is not supported

2.3 Supported Mobile Phone Operating Systems

The ESET Secure Authentication Mobile app is compatible with the following mobile phone operating systems:
® iPhonei0S4.3t0i0S9

® Android™ 2.1 to Android M

® Windows Phone 7 to Windows Phone 10

® Windows Mobile 6

® BlackBerry® 43t07.1

® BlackBerry® 10

® Symbian® - all supporting J2ME

e All J2ME enabled phones



2.4 Installation Requirements

Secureinstallation requires outbound connectivity to esa.eset.com on TCP port 443. The installer must be run by a member of the
"Domain Administrators" security group. Another requirement for running the installer is .NET Framework Version 4 (Full Install).
The installer will automatically attempt to install .NET 4 ifitis notalready installed.

ESA supports the installation of components in a distributed environment, with all components installed on computers thatare
joined to the same Windows domain.

Windows Firewall exceptions essential for the proper function of ESET Secure Authentication will be added automatically as part
of installation. If you use a different firewall solution, see Firewall exceptions for information about important exceptions that
you will need to create.

The prerequisites for the installation of each componentare:
e Authentication Service:
o Windows 2003 Server SP2 or later SOS in the list of Supported Operating Systems

o Theinstaller must be run as a user who is a member of the "Schema Admins" security group the first time an Authentication
Serviceis installed on the domain.

® Management Tools:

o Windows7 or later COS in the list of Supported Operating Systems, Windows 2003 Server SP2 or later SOS in the list of
Supported Operating Systems

o .NET Framework version 3.5
o Windows Remote Server Administration Tools, Active Directory Domain Services component (RSAT AD DS)

o NOTE: RSAT was previously known as the Remote Administration Pack (adminpack) and is downloadable from Microsoft. In
Windows Server 2008 and later, this component may be installed from the “Add Feature” wizard in the Server Manager. All
Domain Controllers already have these components installed.

e RADIUS Server:
o Windows 2003 Server SP2 or later SOS in the list of Supported Operating Systems
® Web App Plug-in for Microsoft Exchange Server:

o Microsoft Exchange Server 2007 or later (64-bit only), with the Client Access role (Outlook Web App / Outlook Web Access)
installed

o .NET Framework version 3.5
o Internet Information Services 7 (11S7) or later
® Web App Plug-in for Microsoft SharePoint Server:
o Microsoft SharePoint Server 2010 or 2013 (64-bit only)
o .NET Framework version 3.5
® Web App Plug-in for Microsoft Dynamics CRM:
o Microsoft Dynamics CRM 2011, 2013 or 2015
o .NET Framework version 3.5
e Web App Plug-in for Microsoft Terminal Services Web Access:
o The Terminal Services role with the Terminal Services role service installed on Windows Server 2008
o .NET Framework version 3.5
e Web App Plug-in for Microsoft Remote Desktop Services Web Access:

o The Remote Desktop Services role with the Remote Desktop Web Access role service installed on Windows Server 2008 R2 and
later SOS in the list of Supported Operating Systems

o .NET Framework version 3.5

® Web App Plug-in for Microsoft Remote Web Access:



o The Remote Web Access role service installed on Windows SBS 2008 whereiitis called Remote Web Access, Windows SBS
2011, Windows Server 2012 Essentials and Windows Server 2012 Essentials R2

o .NET Framework version 3.5
e Remote Desktop Protection:
o Windows Server 2008 R2 or later SOS in the list of Supported Operating Systems
o Microsoft Windows 7 or later COS in the list of Supported Operating Systems
o Only 64-bit operating systems are supported
® Windows login protection:
o Windows Server 2008 R2 or later SOS in the list of Supported Operating Systems
o Windows 7 or later COS in the list of Supported Operating Systems
® ADFS 3.0 protection:
o Windows Server 2012 R2

.NET Requirements:
® All components:.NET 4 or 4.5 Full Install

® CoreServer: .NET 4 or 4.5 Full Install

RADIUS Server: .NET 4 or 4.5 Full Install

® Management Tools: .NET 3.5 (4 on Windows Server 2012)

Web App Plugin: .NET 3.5

NOTE: The Authentication Service and RADIUS Server components are compatible with Windows7 and later COS in the list of
Supported Operating Systems, but will not be supported on these client operating systems.

2.5 Supported Active Directory Environments

ESET Secure Authentication supports either single domain or multiple domain Active Directory environments. The differences
between these environments and their installation requirements are detailed below.

Single Domain, Single Forest

This is the simplest configuration, and the installer may be run as any Domain Admin. ESET Secure Authentication is available to
all users within the domain.

Multiple Domain, Single Forest

In this deployment, a parent domain such as example.corp has multiple sub-domains such as branchl.example.corp and
branch2.example.corp. ESET Secure Authentication may be deployed on any of the domains in the forest, but there is no cross-
communication between the installations. Each installation will requireit's own ESET Secure Authentication license.

In order to install ESET Secure Authentication on a sub-domain, the installer must be launched as a Domain Admin user from the
top level domain.

For example, using the example domains defined previously:

To install ESET Secure Authentication on server01.branchl.example.corp, logonto server01l as the example.corp
\Administrator user (or any other Admin from example.corp). After installation, ESET Secure Authentication will be available
to any user within the branchi.example.corp domain.

Multiple Domain, Multiple Forest

This is identical to the previous environment, in that ESET Secure Authentication installations on separate forests are not aware of
each other.



2.6 Firewall exceptions

Windows Firewall exceptions essential for the proper function of ESET Secure Authentication will be added automatically as part
of installation. If you use a different firewall, the following exceptions must be defined in that firewall manually:

Exception Name: ESET Secure Authentication Core Service
Scope: Any

Protocol: TCP

Local Port: 8000

Remote Ports: All

Exception Name: ESET Secure Authentication API
Scope: Any

Protocol: TCP

Local Port: 8001

Remote Ports: All

Exception Name: ESET Secure Authentication RADIUS Service
Scope: Any

Protocol: UDP

Local Port: 1812

Remote Ports: All

Exception Name: ESET Secure Authentication RADIUS Service (Alternative Port)
Scope: Any

Protocol: UDP

Local Port: 1645

Remote Ports: All

2.7 Policies

Duringinstallation ESAadds ESA_<computer name> user to the Log on as a service entity found at Local Security Policies > Local
Policies > User Rights Assignments, while the <computer name> is replaced with the the name of the computer where ESAis being
installed. This is essential to run the ESET Secure Authentication Service service thatis started automatically when the operating
system starts.

If you use Group Policy and you have the Log on as service defined there (Group Policy Management > <Forest>>Domains >
<domain> > Default Domain Policy > Settings > Computer Configuration > Policies > Windows Settins > Security Settings > Local
Policies), then you must add the ESA_<computer name> user to the Log on as a service entity there or not have the Log on as a
service defined there at all.

To find the name of the computer where you are installing ESA:

-
o Press the Windows key L] and E simultaneously so that the File Explorer shows up
o Inthe right pane right-click This PC or Computer and select Properties.

Awindow will display the Computer name and the name of the particular computer.
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3. Installation

All of the following components are required for your first ESAinstallation:

® Atleastoneinstance of the Authentication Server
e Atleastoneinstance of the Management Tools
e Atleastone of the authentication endpoints (APl, Web Application, Remote Desktop, or RADIUS)

All the components may be installed on a single machine, or they may be installed across multiple machines in a distributed
environment. As is the case with distributed systems, there are many possibleinstallation scenarios.

The example below illustrates a generic installation scenario; however, this example can serve as a basic guide for other
deployment scenarios. The example installation consists of two sequences —after completing both, your deployment will
correspond with the figure below.

ESA Authentication Server

Domain

Controller
See Step 1

See Step 2

Web App Server VPN Appliance

(e.g. SharePoint) (e.g. Microsoft
RRAS Server)



3.1 Installation of the Core components

Run the supplied .exe file to startinstallation on the machine hosting the ESA Authentication Service. The .NET Framework version
4.0 will beinstalled automatically ifitis not detected.

11



=m ESET Secure Authentication Setup !EI E |

Microsoft .NET Framework required
for ESET Secure Authentication
setup

Click the "Accept and Install” button to accept the Microsoft MET Framework license
terms.

Accept and Install Decline

A number of prerequisite checks will be performed to ensure that the domain is healthy and that ESA can be installed. Any failures
must be corrected before installation can proceed. Installation will continue when all prerequisites are successfully completed.

SECURE
AUTHENTICATION

Mapping installation environment
Perform startup checks Active Directory membership
Domain Admin privileges
Installer is elevated
System connectivity
AD Containers location

Determining installable components

Determining installable components

The .Net Framework Version 4.0 Full Install
Active Directory DNS
Domain functional level

Schema Admin orivileoes

If the Next button is not available for more than 5 seconds, scroll down to see which requirements are still being checked.
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When prompted, make sure that the "Management Tools", "Authentication Server" and "RADIUS Server for VPN Protection"
components are selected, as per the figure below.

SECURE
AUTHENTICATION

Core Components
Management Tools
Authentication Server

Select components Local Login Protection

[] Windows Login

Remote Legin Protection
RADIUS Server for VPN Protection
[] Remaote Desktop

Web Application Protection
[ ] Microsoft Excha nge Server 2013, 2010 or 2007
[] Microsoft SharePoint Server 2012 or 2010
[] Remote Desktop Web Access
[ ] Microsoft Dynamics CRM 2015, 2013 or 2011
[ ] Remote Web Access

Active Directory Federation Services (AD FS) Protection
[]ADFS3

Go through the remainder of the steps as prompted by the installer and close the installer when complete.

13



3.2 Installation of the Remote Desktop plugin

From the Remote Desktop Access machine thatis to be protected, run the supplied .exe file to start the installation. The installer
will run a number of prerequisite checks as was done during the Installation of the Core components.

The figure below shows the component selection for the installation of the Remote Desktop plugin.

SECURE
AUTHENTICATION

Core Components

Management Tools
Authentication Server

Select components Local Login Protection
[] Windows Login

]

Remote Login Protection
[] RADIUS Server for VPN Protection
Remote Desktop

Web Application Protection
[] Microsoft Excha nge Server 2013, 2010 or 2007
[ ] Microsoft SharePoint Server 2012 or 2010
[] Remaote Desktop Web Access
[ ] Microsoft Dynamics CRM 2015, 2013 or 2011
[] Remote Web Access

Active Directory Federation Services (AD F5) Protection
CJADFS 3

Prerequisite checks will be run to ensure that the ESA Remote Desktop plugin can be installed. Any failures must be corrected
before the installation can proceed. Go through the remainder of the steps as prompted by the installer and close the installer
when complete.
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3.3 Installation of the Web App plugin

From the machine running the Web App thatis to be protected, run the supplied .exe file to start the installation. The installer will
run a number of prerequisite checks as was done during the Installation of the Core components.

When prompted, make sure that the component for the appropriate Web App is selected. The figure below shows the component
selection for the installation of the SharePoint Server plugin.

SECURE
AUTHENTICATION

Core Components
Management Tools
Authentication Server

Select components Local Login Protection

[] Windows Login

Remote Login Protection
[] RADIUS Server for VPN Protection
[] Remote Desktop

Web Application Protection
[] Microsoft Excha nge Server 2013, 2010 or 2007
Microsoft SharePoint Server 2013 or 2010
[] Remaote Desktop Web Access
[ ] Microsoft Dynamics CRM 2015, 2012 or 2011
[ ] Remaote Web Access

Active Directory Federation Services (AD F5) Protection
L]ADFs3

]

Prerequisite checks will be run to ensure that the Web App is running on the server and that the ESA Web App plugin can be
installed. Any failures must be corrected before the installation can proceed.

Go through the remainder of the steps as prompted by the installer and close the installer when complete.

15



3.4 Installation of Windows Login plugin

When installing ESA on the Windows machine you want to secure with 2FA, make sure you select the Windows Login componentin
the Select components page of installation wizard.

SECURE
AUTHENTICATION

]

Select components

Core Components
[] Management Tools
[ ] Authentication Server
Local Login Protection
Windows Login
Remote Login Protection
[ ] RADIUS Server for VPN Protection
[] Remote Desktop
Web Application Protection
[ ] Microsaft Excha nge Server 2013, 2010 or 2007
[ ] Microsoft SharePoint Server 2013 or 2010
[ ] Remote Desktop Web Access
[ ] Microsaft Chynamics CRM 2015, 2013 or 2001
[ ] Remaote Web Access
Active Directory Federation Services (AD F5) Protection
[JADFS3

NOTE: There is no need to install the Management Tools component on each computer you want to protect with 2FA (this
component is only required on your primary ESA Server). Windows Login protection works only in a domain environment, which
means both the the particular computer and the user account must belong to a domain established by Active Directory Domain

Services.
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3.5 Basic Configuration

Onceyou haveinstalled the required components, some basic configuration is necessary. All configuration of the ESA system is
performed via the ESA Management Console. The ESA Management Console is added as a Snap-In to the standard MMC console.

The ESA Management Console may be accessed under Administrative Tools, as per the figure below.

T » Control Panel » System and Security » Administrative Tools
<% Favorites MName - Date modified Type Size
Bl Desktop 1. Remote Desktop Services 2013-11-1902:40 ... File folder

i Downloads [#] Active Directory Administrative Center 2012-07-2510:19 .. Shortcut 2 KB
(E"-_'q_ Recent places @ Active Directory Domains and Trusts 2012-07-251%19...  Shortcut 2 KB
E_ﬂ'Active Directory Module for Windows Po..,  2012-07-25 1079 ... Shortcut 2 KB
=i Libraries [#F Active Directory Sites and Services 2012-07-25 10619 .. Shortcut 2 KB
@ Documents [l Active Directory Users and Computers 2012-07-2510:19 ... Shortcut 2 KB
J!! Music @ ADSI Edit 2012-07-2510:19 ... Shortcut 2 KB
[ Pictures [#* Component Services 2012-07-2510:22 ... Shortcut 2KB
B videos (&% Computer Management 2012-07-2510:19 ... Shortcut 2 KB
(7 Defragment and Optimize Drives 2012-07-2510:18 ... Shortcut 2 KB
1% Computer desktop.ini 2013-11-1901:04 ...  Configuration sett... 3KB
E‘h DMS 2012-07-2510:19 ...  Shortcut 2 KB
“! Metwork |_ ESET Secure Authentication 2013-11-280%12 ...  Shortcut 3 KB
{7l Event Viewer 2012-07-2510:20 ...  Shortcut 2KB
[#4 Group Pelicy Management 2012-07-2510:21 ... Shortcut 2KB
% Internet Information Services (I15) Manager  2012-07-23 10015 .. Shortcut 2KB
@, iSC5 Initiator 2012-07-2510:22 ...  Shortcut 2 KB
@ Local Security Policy 2012-07-2510:19 ... Shortcut 2KB
QODBC Data Sources (32-bit) 2012-07-2510:29 ... Shortcut 2 KB
QDBC Data Sources (64-bit) 2012-07-25 1025 ...  Shortcut 2 KB
@ Performance Monitor 2012-07-25 1017 ...  Shortcut 2 KB
@ Resource Monitor 2012-07-25 1017 ...  Shortcut 2 KB
|§g Security Configuration Wizard 2012-07-2510:30 ...  Shortcut 2 KB
Eﬁ Server Manager 2012-07-251%19...  Shortcut 2 KB
@p} Services 2012-07-251%19...  Shortcut 2 KB
@ Systern Configuration 2012-07-25 1018 ... Shortcut 2 KB
@ Systern Information 2012-07-25 1018 ... Shortcut 2 KB
@Task Scheduler 2012-07-2510:20 ...  Shortcut 2 KB

First, you must activate your ESA system using an ESA license. This license can be obtained from your ESET distributor, or the demo

license (in License.txt) shipped with the installer can be used.

To activate your ESA Server:

1. Launch the ESA Management Console.

2. Navigate to your domain node.

3. Enter the Username and Password for your ESA license.

4. The ESA Server will obtain its license automatically and display the current license information.

Oncevyour licenseis active, configure your token name under Basic Settings. This is your company's token name that will display

in the Mobile Application on user's phones.

If you wish to configure a Web Application, jump to the Web Application Protection chapter. For configuring 2FA on your VPN, go

to the VPN Protection chapter. To configure 2FA for Remote Desktop, see the Remote Desktop Protection chapter.
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4. User Management - Provisioning

All user management is done via the Active Directory Users and Computers management interface. All ESA users must have valid
mobile phone numbers in the Mobile field of the Telephones tab.

Provisioning a new Mobile App:
1. Open the normal ADUC user view.
2. Right-click a User and select Properties.

3. Type the user’s mobile phone number into the Mobile field.

Member Of | Dialin | Envionment | Sessions | Remote control
Remote Deskiop Services Profile | COM+ | ESET Secure Authentication
General | Address | Account | Profle | Telephones | Organization

Telephone numbers

Home: | | |

Pager: | | |

Mobile:  [421387654321| | |

Fan: | | |

IP phone: | | |

MNaotes:

NOTE: Mobile numbers must consist entirely of digits (for example, they must be in the format 421987654321, where 4 is the
country code and 21 is the area code).

Click the ESET Secure Authentication tab to manage ESET Secure Authentication settings for a specific user.
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Member Of | DiialHn | Environment | Sessions I Remote control
General | Address | Accournt | Profile | Telephones | Organization
Remote Desktop Services Profile | COM+ | ESET Secure Authentication

Two-factor authentication (2FA) is not activated

Erabled Token Types

[ ] 5MS-based OTPs Send Application
[w] Mobile Application
[ ] Hard Token Unlock 2FA

Hard Token Management

Assigned Token: W |

Authertication Events
Last successful login: 1232015 9:57-47 AM
Last failed login: 1/23/72015 10:00:33 AM
Consecutive failed logins: 0

Enabling soft-token OTPs for a specific user:

1. Make sure that the check box next to Mobile Application is selected.

2. Click Send Application.

3. The user will receive an SMS message containing a link that can be used to install the application.

Instructions on installing and using the mobile application (click the desired mobile OS to be redirected to the corresponding
article):

® Android
e BlackBerry
® iPhone

e Windows Phone
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5. Custom delivery options

The default delivery options of OTP (sms, mobile app) work perfect for most users, ESA can accommodate custom delivery options
as well.

Open the ESA Management Console on your main computer, navigate to your domain node (in our example acswin2012.com), click
Advanced Settings and then click Delivery Options.

@ File Action View Window

&=
[7] ESET Secure Authentication
4 [ acswin2012.com
[ Basic Settings SECURE
b [ RADIUS Servers AUTHENTICATION
[ 7] Advanced Settings Mew Window from Here
7] Windows Login Settings || ¥ APl
[7] Remote Desktop Settings v Default Mobile Number Field
" API Credentials H Hep
] Hard Tokens ~ Hard Tokens

@ Refresh

~  Delivery Options

Prowisioning by

@ ESET servers
) Use custom application

Sending OTF by
() ESET servers
® Use custom application

C:workiTEST bat [Common-Name] [OTP] parameter1 [+ [ ]

Cancel||

Here you can specify the path to your custom script (or look up the custom script by clicking the I:l button) by which you wish to

handle provisioning or delivery of OTP. Click EI to view a list of parameters you can use to be passed to your custom script. For
example, in order to deliver the OTP you must use the [OTP] parameter. You can also specify a custom string to be passed to your
script (see parameterl in the screenshot above).

Sample scenario - delivering OTP via e-mail

Prerequisite:
® know the SMTP details of the email gateway we wish to use for sending the email message containing the OTP
® havea custom script for sending email messages

® have a custom .bat script we define the path to itin ESA Management Console as shown in the screenshot above, while this .bat
scriptis goingto call our custom script thatis supposed to send the email message
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® every 2FA-enabled user that receives OTP passwords via e-mail must have their e-mail address defined in the E-mail field of the
General tab when viewing their details through the Active Directory Users and Computers management interface.

Sample python script for sending email - we name the file as sendmail.py:

import sys, smtplib

server = smtplib.SMTP ('smtpserver:port')

server.starttls ()

server.login ('username', 'password’)

server.sendmail (sys.argv[l] , sys.argv[l], 'Subject: OTP is '+sys.argv[2])
server.quit ()

NOTE: In the sample python script above the smtpserver:port, username and password are supposed to be replaced with the
corresponding SMTP details.

Sample .bat script for calling the sendmail.py script while passing the essential parameters to it - we name the file as
CustomMail.bat:

c:\Python\python.exe c:\work\sendmail.py %1 %2

NOTE: This sample scenario assumes the python library is installed in your main computer where the ESA Core component is
installed and you know the path to the python.exe file.

In the Sending OTP by field we define the path leading to our CustomMail.bat script, select the essential parameters such as [E-
mail-Addresses] and [OTP] and then click Save
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@ File Action View Window Help

&= 7
[ | ESET Secure Authentication

Actions
4 [ ] acswin2012.com
[ ] Basic Settings SECURE _
b ] RADIUS Servers AUTHENTICATION View g
[ ] Advanced Settings Mew Window from Here
g Windows Login Settirjgs v AP Refresh
Remnote Desktop Settings |f ., nopaul Mobile Number Field
(] API Credentials [l rep
[ | Hard Tokens v+ Hard Tokens

~  Delivery Options

Provisioning by

(@ ESET servers
1 Use custom application

Sending OTF by
1 ESET servers
@ Use custom application

ClhworkiCustomMail bat [E-mail-Addresses] [OTF]

Cancel||

Provisioning (delivery of the mobile application) can be customized the same way using the essential parameters [PHONE] and
[URL).

NOTE: Compared to SMS delivery (or usage of provisioned mobile application), the use of email as the means of OTP distribution
is slightly less secure because the email message can be read on any device the user possesses. This method does not confirm
that the intended recipientis in possession of the registered phone (phone number).




6. Windows Login protection

ESA features local login protection for Windows in a domain environment established by Active Directory Domain Services. To
utilize this feature, itis essential to install the Windows Login component during installation of ESA. Once installation is finished,
open the ESA Management Console on your main computer, navigate to your domain node (in our example acswin2012.com) and
click Windows Login Settings.

G File Action View Window Help

&= 77 B

[ ] ESET Secure Authentication

4 [ acswin2012.com

[7] Basic Settings SECURE

b [ RADIUS Servers AUTHENTICATION
[7] Advanced Settings ) Mew Window from He..,
[ ] Windows Login Settings ~ Global Settings
[] Remote Desktop Settings
[7] API Credentials [] Protect access with 2FA in Safe Mode E Hep
[ Hard Tokens

@ Refresh

| Protect access with 2FA on Windows Lock screen
] Pratect UAC access with 2F4

Offline Authentication server behaviour

® Enable offline mode

Allow access without 2FA for SMS users when offline
1 Allow access without 2FA when offline
1 Do not allow access when offline

~  Windows Login Machines
ACSWINSRV2012

] Protect \Windows Login on this machine with 2FA
Users without 2FA enabled may =till log in

ACSWINE-X64
Protect \Windows Login on this machine with 2F4
] Users without 2FA enabled may =till log in

From this screen you can see various options to apply 2FA, including the option to apply 2FA protection for Safe Mode, Windows
lock screen and User Account Control (UAC). You can also view the list of computers where the Windows Login component of ESA
is installed.

If the machine where the Windows Login component of ESAis installed, must be offline part of the time and you have users who
have SMS authentication enabled, you can enable Allow access without 2FA for SMS users when offline.

If a user using SMS delivery for OTP wants to have an OTP re-sent, they can close the window requiring OTP and after 30 seconds
enter their AD username and password again to receive a new OTP.

2FA protection cannot be bypassed by any attacker even if the attacker knew the AD username and password, thus providing better
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protection of sensitive data. Of course, we assume the hard drive is not accessible by the attacker or the content of the driveis
encrypted.

NOTE: If 2FA protection is enabled for offline mode, all users whose accounts are secured by 2FA and who want to use a 2FA-
protected PC must log in to that PC for the very first time while the PC is online. By 'online' we mean that the main computer
where Core Components of ESA are installed and the ESET Secure Authentication Service service is running and can be pinged
from the 2FA-secured computer.

If the Windows Login component is installed on the same computer where ESA Core Components are installed and 2FA protection
for Safe Mode is enabled on that computer while offline mode is disabled (Do not allow access when offline is selected), then the
user will be allowed to log in to Safe Mode (without networking) without OTP.

Windows 8 login secured by ESA - after entering a valid AD username and password, users will be prompted for their OTP :

ACSWIN2012\Administrator

a4

Enter OTF:

SECURE
AUTHENTICATION

ECEE

Windo

Important updates are available, Go to

6.1 Master recovery key

A master recovery key (MRK) is an alternative OTP that can be used to log in to a Windows machine protected by 2FAin situations
where the user can not enter a valid OTP. For example, the user lost his phone where the ESA Mobile Application was installed. An
MRK is unique to a user and computer, meaning, Userl and User2 would have a different MRK for PC1. Access via MRK is
available even in online and offline mode. Offline use of MRK is available only if the offline mode for given computer is enabled
in ESA Management Console in the section of Windows Login Settings. If offline mode is enabled, MRK is also stored locally on the
computer in the encrypted and protected cache.

To use MRK for authentication:
1. The user cannot obtain an OTP, so he calls the administrator.

2. The administrator opens the ADUC, navigates to the corresponding Active Directory domain name (in our example
acswin2012.com) > Users > double-clicks the particular user > ESET Secure Authentication tab > clicks the Show MRK button >
selects the particular computer from the Choose computer list-box and clicks Show MRK. At this pointa MRK is generated.
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Active Directory Users and Computers
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Member Of ] Diialin I Erwvironment | Sessions | Flemate control

General | Address | Account | Profle | Telephones ization
Remote Deskiop Services Profile | COM+ ESET Secure Authentication
r 2FA is activated with a Mobile Application
Enabled Token Types
Send Application
[w| Mobile Application
[] Hard Token

Master Recovery Key

Choose computer: | ACSWINSRV2012
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[ ] (2)
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1)

OK || Cancel oo Help

ccess remote access properties
Read-Only Domain Controller:
of the schema
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3. The administrator provides the obtained MRK to the user and the user can log in entering the MRK instead of OTP.

While the computer is in offline mode, an MRK may be used multiple times.

After first successful connection to ESA core the previously generated MRK is invalidated and can not be used anymore, even if it
was not used at all.

7. VPN Protection

ESA ships with a standalone RADIUS server thatis used to authenticate VPN connections. After installing the ESA RADIUS server
component, the service will start automatically. Ensure thatitis running by checkingits status in the Windows Services console.

7.1 Configuration

To configure 2FA for your VPN, you must first add your VPN appliance as a RADIUS client. To do so, follow the steps shown below:

1

2.

6.

. From the ESA Management Console, right-click the RADIUS server and select Add Client.

Select the new client and select Properties from the list of available actions.

. Give the RADIUS client a memorable name for easy reference.

. Configure the IP Address and Shared Secret for the Client so that they correspond to the configuration of your VPN appliance.
The IP address is the internal IP address of your appliance. The shared secret is the RADIUS shared secret for the external
authenticator that you will configure on your appliance.

. Select "Mobile Application" as an authentication method. The optimal authentication method depends on your VPN appliance
make and model. See the appropriate ESA VPN Integration Guide for details. VPN integration guides are available on the ESET

Knowledgebase.

Optionally, you can allow any non-2FA users to use the VPN.

NOTE: Allowing non-2FA users to log in to the VPN without restricting access to a security group will allow all users in the domain
to login via the VPN. Using such a configuration is not recommended.
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7. Optionally restrict VPN access to an existing Active Directory security group.
8. Once you are finished making changes, click OK.
9. Re-start the RADIUS server.

a. Locate the ESA RADIUS Service in the Windows Services (under Control Panel - Administrative Tools - View Local
Services).

b. Right-click the ESA Radius Service and select Restart from the context menu.

RADIUS Client Corfiguration |

Ideniification
Name: VPN Appliance
IP Address:  10.20.30.40
Shared Secret  mysharedsecrst
VPN Type:

Authentication Methods:
[] SMS-based OTPs
[] On-demand SMS OTPs
Mabile Application
[] Compound Authentication (passwordOTP)
[] Hard Token OTPs
[] Compound Authentication (passwordOTP)
[] Active Directory passwords without OTPs

Access Control:
[[] Restrict access to: |

‘wiarning (Mobile): Mobile Application PINs are not currently
enfarced. A user could log in without entering a password ar PIN.

The following VPN Type options are available:
® VPN does not validate AD user name and password
® VPN validates AD user name and password

® Use Access-Challenge feature of RADIUS

The following RADIUS clients support the RADIUS Access-Challenge feature:
= Junos Pulse (VPN)

= Linux PAM module

The following RADIUS clients should not be used with the Access-Challenge feature:

= Microsoft RRAS -This appliance handles Access-Challange as Access-Accept and does not prompt for an OTP, meaning, AD
username and password are sufficient to log in.
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7.2 Usage

Once you have configured your RADIUS client, it is recommended that you verify RADIUS connectivity using a testing utility such
as NTRadPing before reconfiguring your VPN appliance. After verifying RADIUS connectivity, you may configure your appliance to
use the ESA RADIUS server as an external authenticator for your VPN users.

Since both the optimal authentication method and usage are dependent on your appliance make and model, see the relevant ESET
Secure Authentication VPN integration guide, available on the ESET Knowledgebase.

7.3 RADIUS PAM modules on Linux/Mac

Linux/Mac machines can use ESA for 2FA by implementing a Pluggable Authentication Module (PAM), which will serve as a RADIUS
client communicating with the ESA RADIUS server.

PAM is a set of C dynamic libraries (.so) used for adding custom layers to the authentication process. They may perform
additional checks and subsequently allow/deny access. In this case, we use a PAM module to ask the user for an OTP on a Linux
or Mac computer joined to an Active Directory domain and verify it against an ESA RADIUS server.

The PAM Authentication and Accounting module by FreeRADIUS is used in this guide. Other RADIUS PAM clients can be used as
well.

Basic configuration described here will use the Access-Challenge feature of RADIUS thatis supported by both ESA RADIUS server
and the used RADIUS PAM client. There are other options that do not use the Access-Challenge method briefly described in Other
RADIUS configurations section of this manual.

First, configure the Linux/Mac RADIUS client in ESA Management Console. Type the IP address of your Linux/Mac computer in the
IP Address field. Select Use Access-Challenge feature of RADIUS from the VPN Type drop-down menu.

Once you complete these steps, configuration your Linux or Mac computer based on the instructions in the following sub-
chapters.

7.3.1 Mac OS - configuration
The steps below were performed on OS X - Yosemite 10.10.5.

Note: If you enable 2FA protection using the instructions in this guide, then by default local users who do not belong to your AD
domain will not be able to log in. To allow local users to log in even if 2FA protection is enabled, please follow the additional steps
described in the topic of Other RADIUS configurations - see Non-2FA users (user accounts not using 2FA).

To deploy 2FA protection on your Mac computer, make sure your computer is joined to the Active Directory domain. You can
configure it under System Preferences... > Users & Groups > Login Options. Click Join... next to Network Account Server by entering
your Active Directory credentials.

PAM Authentication Module
1. Download PAM RADIUS tar.gz from http://freeradius.org/pam_radius_auth

2. Build the .so library by executing the following commands in a terminal window:

./configure
make

3. Copy the built library to the PAM modules

cp pam_radius_auth.so /usr/lib/pam

On OS X El Capitan and later, this location is protected by System Integrity Protection. To use it, you have to disable it for the copy
command.

4. Create a server configuration file named server at /etc/raddb/. In it, enter the details of the RADIUS server in the following form:
<radius server>:<port> <shared secret> <timeout in seconds>

For example:
1.1.1.1 test 30

See INSTALL for security recommendations for the configuration file and USAGE for parameters that can be passed to the library.
For example you can use the 'debug' parameter to identify potential problems.
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Incorporating the PAM module

PAM modules may be incorporated into various login types, for example, login, sshd, su, sudo and so on. The list of login types
availableis located at /et¢/pam.d/ .

Modify the appropriate file in /etc/pam.d/ to incorporate the RADIUS PAM module to specific login types.

Incorporating the PAM module into SSH
To incorporate the PAM module into SSH, edit /etc/pam.d/sshd and add the following line at the end of the file:

auth required /usr/lib/pam/pam radius auth.so

Next, enable SSH in OS X. Under System Preferences... > Sharing, enable Remote Login.

Below is an example of SSH login via ESA (PAM module incorporated in /etc/pam.d/sshd):

#2 10.1.172.22 - PuTTY

Below is an example of sudo login via ESA (PAM module incorporated in /etc/pam.d/sudo):

] & 5% administrator — bash — 80x24

bash +
ondrejs-mac:~ administrator% sudo wvim =]
Password:

0TP: 123456

Sorry, try again.

Password:

0TP: 775279

ondrejs-mac:~ administrators

Incorporating the PAM module into Desktop Logins

For Desktop login, we cannot use RADIUS Accept-Challenge like the VPN Type when configuring the RADIUS client in the ESA
Management Tool. The RADIUS client configuration should be as shown in the VPN Type - VPN does not validate AD username and
password section of the Other RADIUS configurations topic and the PAM module would be incorporated in the /etc/pam.d/
authorization file.

Using these settings:

® OTPis delivered via SMS - at the first password prompt a user must enter their AD password. At the second password prompt,
they must enter their OTP.
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okj\administrator okj\administrator

iiitii-l """l

e QOther type of OTP (compound authentication) - enter both the AD password and OTP at once as ADpasswordOTP. For example if
your AD password is Test and the received OTP is 123456, you would enter Test123456.

a okpadministrator

LA L AL L LR

7.3.2 Linux - configuration

The steps described here were accomplished on OpenSUSE Leap 42.1.

Note: If you enable 2FA protection using the instructions in this guide, then by default local users who do not belong to your AD
domain will not be able to log in. To allow local users to log in even if 2FA protection is enabled. please follow the additional steps
described in the topic of Other RADIUS configurations - see Non-2FA users (user accounts not using 2FA).

Make sure your Linux computer is joined to the Active Directory domain. Navigate to YaST > Hardware > Network Settings >
Hostname/DNS and enter the IP address of the Domain Controller (DC) machine and the Active Directory domain name. Next,
navigate to YaST > Network Services > Windows Domain Membership. Enter the AD domain name you want your Linux computer to

join in the Domain or Workgroup field and click OK. You will be prompted to enter the domain administrator's username and
password.

NOTE: The process of joining a domain will differ across Linux distributions.
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PAM Authentication Module
1. Download PAM RADIUS tar.gz from http://freeradius.org/pam radius auth/

2. Build the .so library by executing the following commands in a terminal window:

./configure
make

Depending on the output of the configure command, dependencies might have to be installed.

sudo zypper install gcc make pam-devel

3. Copy the built library to the PAM modules

sudo cp pam radius auth.so /lib/security/

4. Create a server configuration file at /etc/raddb/ named server. In that file, enter the details of the RADIUS server in the following
form:
<radius server>:<port> <shared secret> <timeout in seconds>

For example:
1.1.1.1 test 30

See INSTALL for security recommendations for the configuration file and USAGE for parameters that can be passed to the library.
For example you can use the 'debug' parameter to identify potential problems.

Incorporating the PAM module

PAM modules may vary across Linux distributions. The incorporation scenarios also depend on the Desktop environment used on
the particular Linux machine. In this example, Xfce was used on an OpenSUSE machine, therefore the PAM module was
incorporated into /etc/pam.d/xdm (see examples below). Itis possible that some modules may not prompt for a second factor as
shown in the example below.

Incorporation of the PAM module into SSH in Linux is done similarly to the the way itis donein Mac OS - see Incorporating the
PAM module into SSH in the Mac OS - configuration topic. However, the line of code to be added to the /etc/pam.d/sshd fileis
different:

auth required /lib/security/pam radius_auth.so

Incorporating the PAM module into console login

In order to incorporate the PAM module into console login, edit /etc/pam.d/login and add the following line at the end of the file:
auth required /lib/security/pam radius_ auth.so

Below is an example of console login while secured via ESA :

2.552437]1 =d 0:0:0:0: [=dal Assuming drive cache: write through
B8.9223901 piix4_smbus OOOD:00:07.3: SMBus Host Controller not enabled!?

Uelcome to open3USE Leap 42.1 - Kernel 4.1.13-5-default (ttyll.

linwe—uwn?a login: ok jradministrator
Passuord:

OTP: 421219

Last login: Mon Jan 18 ©09:34:43 from console
Have a lot of fun...
OKJwadministrator@linuc—uu?a:™> _
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Incorporating the PAM module into Xfce desktop login

To incorporate the PAM module into Xfce desktop login, we have to edit /etc/pam.d/xdm and add the following line at the end of

thefile:
auth required /lib/security/pam radius_auth.so

Below is an example of Xfce desktop login while secured via ESA:

linux-uu7a

Administrator

OTP: | 94334

Xfce Session = English - USA

TG
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7.3.3 Other RADIUS configurations

VPN Type - VPN does not validate AD username and password

If you set VPN Type to VPN does not validate AD username and password when configuring a RADIUS client in ESA Management
Tool, both factors (AD username and password as first factor, and OTP as second factor) are verified by ESA:

RADIUS Client Corfiguration

Identification
Mame: UnocPAM
IF Address:  10.1.172.22
Shared Secret  test
VPN Type:

VPN does not validate AD user name and password
Aurthentication Methods:

5M5-based OTPs

[ ] On-demand SMS OTPs
Maobile Application

Compound Authentication (password0TF)
Hard Token OTPs

Compound Authentication (passwordDTR)
[ ] Active Directory passwords without OTPs

Access Control:
[ ] Restrict access to: |

Afterward, in /etc/pam.d/sshd (or other integration), add the following line:
auth required /usr/lib/pam/pam radius auth.so
and comment (place a #tag at the beginning) all the other auth lines.

NOTE: The domain administrator must verify whether this scenario- specifically disabling all other modules - is suitable for their
deployment.

In this case a SSH login process would look like this:

e SMS delivery of OTP - at the first password attempt, the user is prompted for an AD password. At the second password attempt,
they enter their OTP.
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22 10.1.172.22 - PuTTY

® Other type of OTP (compound authentication) - the user must enter both the AD password and OTP at the same time as
ADpasswordOTP. For example if your AD password is Test and the received OTP is 123456, you would enter Test123456.

_ioi x|

VPN Type - VPN validates AD username and password

if you set VPN Type to VPN validates AD username and password when configuring a RADIUS client in ESA Management Tool, then
the first factor (AD username and password) is validated by the other PAM module:
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RADIUS Client Corfiguration

Identification
Mame: UnPAM
IP Address:  10.1.172.22
Shared Secret  test
VPN Type:

Authenbcation Methods:

5M5-bazed OTFs

On-demand 5MS OTPs
Maobile Application

[] Compound Authentication (passwordOTF)
Hard Token OTPs

[] Compound Authentication (passwordOTF)
[] Active Directory passwords without OTPs

Access Control:
[] Restrict access to: | |v|

Warning (5MS): & user may be able to log in without entering &
password if this setting i1z used incomectly. Consult the relevant
integration guide.

Wwarning (Mobile): Mobile Application PINs are not currently
enforced. & user could bog in without entening a password or PIN.
Wwarning (Hard Token): & user may be able to log in without entening
a password if the RADIUS client does not check the credentials by
itzelf. Consult the relevant integration guide.

[ ok [[ Caned [

When configuring RADIUS in this manner, add the following line in /etc/pam.d/sshd (or the appropriate integration):

auth required /usr/lib/pam/pam radius auth.so force prompt prompt=RADIUS

In this case a SSH login process would look like this:

e prompts that start with the string Password: are handled by other PAM modules. Prompts that begin with the string RADIUS: are
handled by our PAM module. See the argument 'prompt=RADIUS' in the sample code above

e SMS - at the first prompt, a user must enter their AD password. At the second prompt, they must enter the text 'sms' (without
apostrophes). At the third prompt, they must enter their AD password. At the fourth prompt, they must enter the received OTP



#® 10.1.172.22 - PuTTY

e QOther type of OTP (OTP received via mobile application or a hard token) - enter the AD password at the first attempt. At the
second attempt enter the OTP.

# 10.1.172.22 - PuTTY

Non-2FA users (user accounts not using 2FA)

When configuring the PAM module for ESA, remember to consider the experience for non-2FA users - for example local Linux/Mac
users as opposed to domain users.

Linux:

Using this configuration, a RADIUS server would fail authentication for local users unless the following code (or appropriate for
your system) is added in /etc/pam.d/sshd (or the appropriate file for your PAM module):

auth sufficient pam unix.so try first pass

This edit makes standard Unix authentication sufficient to login, so any local user will be allowed after entering a local
password. To allow domain users whose accounts are not secured with 2FA, enable Active Directory Passwords without OTPs
when configuring the RADIUS client in ESA Management Console.

Mac:

Thereis no default PAM module to authenticate local users as on Linux (see above). To achieve this, another PAM module must be
used. In this guide, we chose to download a collection of modules for PAM and then build the module by running the following
commands in a terminal window:

./configure --disable-pgsgl --disable-mysgl --disable-ldaphome
make
make install

The next steps depend on whether 2FA integration is intended for use with desktop logins or non-desktop logins (for example ssh).

Mac non-desktop login integration:
¢ intheintegration-specific /etc/pam.d/ file, add the following line before pam_radius_auth.so:

auth sufficient /usr/local/lib/security/pam regex.so sense=allow regex="users$

where user is a local username that we want to be allowed without the requirement of an OTP.
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® make sure the default Mac modules (not added by us) are defined as "required" or "requisite", so that this added "sufficient"
module does not cause a success if the first factor failed

® modules other than pam_regex from the collection of Modules for PAM may be used also. For example you could use
pam_groupmember to allow groups of users instead of single users to login.

Mac desktop login integration:

e change the /etc/pam.d/authorization file so it looks like this:

# authorization: auth account

auth sufficient /usr/lib/pam/pam radius_ auth.so

auth requisite /usr/local/lib/security/pam regex.so sense=allow regex="users$
auth optional pam_krb5.so use first pass use kcminit

auth optional pam _ntlm.so use first pass

auth required pam_opendirectory.so use_ first pass nullok

account required pam opendirectory.so

Those changes ensure that:
1. our RADIUS PAM moduleis listed first as 'sufficient'
2. our regex PAM module is the second as 'requisite’

3. other modules that were in the file before follow later

8. Web Application Protection

The ESA Web Application Protection module automatically adds 2FA into the authentication process of all supported Web
Applications. The module will be loaded the next time the protected Web Application is accessed after ESA has been installed.

Users will login using the normal authentication process of the Web Application. After being authenticated by the Web
Application, the user will be redirected to an ESA web page and prompted for an OTP. The user will only be allowed access to the
Web Application if a valid OTP is entered.

The user's 2FA session will remain active until they log out of the Web Application or close their browser.

8.1 Configuration

The Web Application integration can be configured from the Basic Settings page of your domain in the ESET Secure Authentication
management console.

The settings for the Exchange Server plugins, Outlook Web App and Exchange Control Panel, are global to the domain. The settings
for all other Web Application plugins are per server.

The 2FA protection can be enabled or disabled for each Web Application. The 2FA protection is enabled by default after
installation. The World Wide Web Publishing service will need to be restarted on all servers hosting the Web Application for
changes to this configuration option to be reloaded.
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8.1.1 Allowing Non-2FA Users

The module can be configured to either allow or to prohibit users that do not have 2FA enabled from accessing the Web
Application through the "Users without 2FA enabled may still login" configuration option.

This scenario occurs if the user is configured for neither SMS-based OTPs nor the Mobile Application and the Web Application
configuration option to allow non-2FA users to login is enabled. The configuration option to allow non-2FA users defaults to
being enabled after installation.

In this configuration, a user can log into the Web Application with their Active Directory password.

If the configuration option to allow non-2FA users is disabled, then the user will not be able to log into the Web Application.

8.2 Usage

The same 2FA process is followed for all supported Web Apps.
The operation of the Web Application Protection module can be verified as follows:

1. Auser that has ESA 2FA enabled in the ADUC management tool is required for testing. The user must also be allowed to access
the Web App.

2. Open the Web App in a desktop browser and authenticate as normal using the Active Directory credentials of the test user.

3. The ESA authentication page should now appear, as per the figure below. The Remote Desktop Web Access plugin on Windows
Server 2008 and the Microsoft Dynamics CRM 2011 plugin will not display the "Cancel" button.

4. The ESA authentication page should now appear, as per the figure below. The Remote Desktop Web Access plugin on Windows
Server 2008 and the Microsoft Dynamics CRM plugins will not display the "Cancel" button.

CEer

ESE T SECURE AUTHENTICATION

Your One-Time Password (OTP):

£ 1992 - 2013 ESET, spol. s r.o. All rights reserved. Trademarks user therein are trademarks or registed trademarks of ESET, spol. s r.o. or ESET Marth America. All other names
and brands are registered trademarks of their respective companies,

(es[=}

a. If the user is enabled for SMS OTPs, an SMS will be sent containing an OTP that may be entered to authenticate.

b. If the user has installed the ESA mobile application on their phone, it may be used to generate an OTP to authenticate. OTPs

aredisplayed in the mobile application with a space between the 3rd and 4th digits in order to improve readability. The Web

Application Protection module strips whitespace, so a user may include or exclude whitespace when entering an OTP
without affecting authentication.

5. If a valid OTP is entered, then the user will be redirected to the page they originally requested. The user will then be able to
interact with the Web App.

6. Ifaninvalid OTP is entered, then an error message will be displayed and the user will not be allowed access to the web
application, as per the figure below.
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ESET SECURE AUTHENTICATION

The OTP you entered could not be authenticated. Please try again.

Your One-Time Password (OTP): 281953

£ 1992 - 2013 ESET, spol. s r.o. All rights reserved. Trademarks user therein are trademarks or registed trademarks of ESET, spol. s r.o. or ESET Morth America. All other names

and brands are registered trademarks of their respective companies,
eT

9. Remote Desktop Protection

The ESA Remote Desktop Protection module adds 2FA into the authentication process of Remote Desktop users. The module will be
loaded the next time a 2FA-enabled user attempts to use Remote Desktop to login to a remote computer on which the ESA
Credential Provider has been installed.

Users will login using the normal authentication process of Remote Desktop. After being authenticated by Remote Desktop, the
user will be prompted for an OTP. The user will only be allowed access to his or her computer if a valid OTP is entered.

The user's 2FA session will remain active until they log out or disconnect from the Remote Desktop session.

NOTE: ESA cannot protect RDP clients that do not provide username and password, meaning, if there is an RDP client that does not
have the username and password configured and it does not even request a username and password, then no OTP is going to be
requested either.

9.1 Configuration

To configure Remote Desktop 2FA for ADUC users, you must enable 2FA for the desired user(s). They must also be allowed Remote
Desktop users.

In order to use Remote Desktop protection, RD Session Host must be configured to use SSL (TLS 1.0) or Negotiate.
To modify the settings on Windows Server 2008 or earlier, follow these steps:

1. Go to the Start menu > Administrative Tools > Remote Desktop Services > Remote Desktop Session Host Configuration
2. In the Connections section, open RDP-Tcp

3. Click the General tab

4. In the Security section, the Security Layer setting must be set to SSL (TLS 1.0) or Negotiate

To modify the settings on Windows Server 2012, follow these steps:

1. Open Server Manager

2. Click Remote Desktop Services from the left pane

3. Open the Collections properties

4. In the Security section, the Security Layer setting must be set to SSL (TLS 1.0) or Negotiate



Server Manager

@ ¥« (Collections * QuickSessionCollection

Manage  Tools

— PROPERTIES CONNECTIONS
[EH Overview D Properties of the collection Last refreshed on 10-lun-15 14:25:56 | All connections | 1 total
_i Servers - Collection Type Sessionr 7 : : | | o \E‘:‘ - )
| [ Collections | IF& QuickSessionCollection Properties l;li-
Iyl ) ) Session State  Log On Time
2 Session Collection _
. Frator Active 10-Jun-15 14:21:18
N b Show Al
3] General + Configure security settings
ie User Groups +
Sassion + Specify the security settings from the client to the RD Session Host servers in the session

Load Balancing +
Client Settings +
User Profile Disks ~ +

collection.

Security Layen:

Negotiate X
RDP Security Layer

Negotiate

SSL(TLS 1.0)

EFCFYETIONT LEVET

| Client Compatible | - |

All data sent between the client and the server is protected by encryption based on the
maximum key strength supported by the client.

Allow connections only from computers running Remote Desktop with Network Level
Authentication

0K | | Cancel Apply

ETVET Name  Type

DC1 RD Session Host IN/A True

VITIUGl LRESKTOR! AW NEW LONNECTIonN:

9.1.1 Allowing Non-2FA Users

The module can be configured to either allow or to prohibit users that do not have 2FA enabled from logging in to remote
computers with Remote Desktop Protocol through the "Users without 2FA enabled may still login" configuration option.

This scenario occurs if the user is configured for neither SMS-based OTPs nor the Mobile Application and the Remote Desktop
configuration option to allow non-2FA users to login is enabled. The configuration option to allow non-2FA users defaults to

being enabled after installation.

In this configuration, a user can log into the remote computer with their Active Directory password.

If the configuration option to allow non-2FA users is disabled, then the user will not be able to log into remote computers with

Remote Desktop Protocol.
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9.2 Usage

The operation of the Remote Desktop Protection module can be verified as follows:

1. Adomain user that has ESA 2FA enabled in the ADUC management tool is required for testing. This user must be added as an
allowed Remote Desktop user on the remote computer.

2. A computer that has Remote Desktop Access enabled is also required.

3. Connect to the remote computer using a Remote Desktop client, and authenticate as normal using the Active Directory
credentials of the test user.

4. The OTP prompt screen should now appear, as per the figure below.

Enter Your One-Time Password (OTP):

rdp2008r2.esa.loc\alice

Enter OTP

a. Iftheuseris enabled for SMS OTPs, an SMS will be sent containing an OTP that may be entered to authenticate.

b. If the user has installed the ESA mobile application on their phone, it may be used to generate an OTP to authenticate.
OTPs are displayed in the mobile application with a space between the 3rd and 4th digits in order to improve
readability. The Remote Desktop Protection module strips whitespace, so a user may include or exclude whitespace
when entering an OTP without affecting authentication.

5. Ifavalid OTP is entered, then the user will be granted access to the computer they attempted to connect to.

6. Ifaninvalid OTP is entered, then an error message will be displayed and the user will not be allowed access to the remote
computer.

9.3 Remote Desktop Web Access

If you utilize 2FA protection of RDP on your server where Remote Desktop Web Access (RDWA) is hosted, default settings require
2FA authentication for the launch of applications available in your RDWA.

This means, if a user tries to access your RDWA web site, the user is prompted for an OTP. Once the user provides a valid OTP,
logs in and tries to launch an application available in your web site, the user will be prompted again to provide an OTP.

If you do not want an authenticated user (used a valid OTP to enter your RDWA web site) to be prompted for an OTP when
launching an application in your web site, take the following steps:

1. In the ESA Management Console navigate to ESET Secure Authentication > <domain> > Basic Settings > Trusted Networks
2. Click the |IP_ Whitelisting row

3. Enter the localhost IP address: 127.0.1.0,::1 in the text box

4. Select the check-box next to RDP
5

. Click Save.
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10. IP address whitelisting

If there are certain users for whom you want to grant access to Remote Desktop or Supported Web Applications secured by 2FA
without the need to enter an OTP, you can whitelist their IP addresses. To do so, open the ESA Management Console in the ESET
Secure Authentication Settings application and navigate to ESET Secure Authentication > <domain> > Basic Settings > Trusted
Networks.

@ File Action View Window Help

&= 2= =

] ESET Secure Authentication

4 ] acswin2012.com

SECURE
i [2] RADIUS Servers AUTHENTICATION

(5] Advanced Settings Mew Window from Here
[7] Windows Login Settings v Mobile Application

Refresh
[ Remote Desktop Settings v Web Anplication Protect ] res
[ API Credentials [ Hep

] Hard Tokens Active Directory Federation Services (AD F3) Protection
RADIUS

IP Whitelisting

Allow access without OTF from IP Whitehsting:

10117, 10:21.0724

Enter a list of IF addresses, IP ranges or CIDRs. ESA wall nat require
(OTF for connections originating from specified addresses. fFOTP is
required by RADIUS related GUI, leave the field empty or use word
"none”. Also be sure to comectly set the "WFN validates usermame and
password” checkbox in RADIUS settings.

Example: 10.1.1.7,10.2.1.0/24, 10.1.1.20-10.1.1.50,
fdaac213:5d3a:8306:/64

| Enable for Outlook Web App

[] Enable far Exchange Control Fanel

[] Enable for SharePoint

[] Enable for Remote \Web Access

O Enable for Dynamics CRM

] Enable for Remote Deskiop Web Access
Enable for RDP

[] Enable for RADIUS

[] Enable for AD FS 3

Select the check box next to Allow access without OTP from trusted networks, define the desired IP addresses, select the services
to whitlest and click Save.

NOTE:

When analyzing RDP connections to find out if the user (IP address) is whitelisted or not, we review IP addresses that connect
through the RDP port. This may present an issue if multiple RDP connections arein place at one time, because we cannot identify
the IP address of users who are already connected as opposed to trying to connect. To eliminate the OTP prompt, all connecting IP
addresses must be whitelisted. Therefore, if a non-whitelisted user is already connected and a whitelisted user is establishing a
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connection, the whitelisted user will be asked to enter an OTP.

If your VPN is secured by 2FA utilizing and you want the users whose IP addresses you whitelisted to be able to access your VPN
without an OTP, the following criteria must be met:

= in the configuration of RADIUS client select the check boxes next to VPN validates username and password and Active Directory
passwords without OTPs

= make sure the user the whitelisted IP address belongs to does not have any 2FA options enabled - see user management

If these criteria are met, the user can access the VPN without entering a password or using the word none as password

Do not confuse Remote Web Access with Remote Desktop Web Access.

11. Hard Tokens

Ahard token is a device that generates an OTP and can be used in conjunction with a password as an electronic key to access
something. Hard tokens come in many different device types, it could be a key fob which can be clipped onto a keyring orin a
credit card form which can be stored in a wallet.

ESA supports all OATH compliant HOTP hard tokens but ESET does not supply them. The hard token HOTPs can be used in the same
way as the OTPs generated by the mobile app or sent to the user via SMS. Scenarios where this may be useful is to support legacy
token migration, for compliance or if it fits with the company policy. Note that OATH TOTPs (time-based OTPs) are not supported.

11.1 Hard Token Management

This section describes how to enable hard tokens and manage them using the ESA Management Console.
This mainly consists of three functions:

1. Importing the hard tokens into the system

2. Deleting hard tokens

3. Resynchronizing hard tokens
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11.1.1 Enable

Hard tokens are disabled by default and must be enabled before use. Once enabled, hard tokens will need to be imported before
the full functionality is available.

Hard tokens can be enabled as follows:
1. Launch the ESET Secure Authentication Management Console and navigate to the “Advanced Settings” node for your domain.
2. Expand the “Hard Tokens” section and check the “Hard tokens are enabled” check box. Save the changes.

3. If successful a "Hard Tokens" node will appear. Hard token management can be done here.

G File Action View Window

&= 2@ B
[ | ESET Secure Authentication
4[] acswin2012.com
[7] Basic Settings SECURE
B[] RADIUS Servers AUTHENTICATION
|3 Advanced Setlingsl Mew Window from Here
[7] Windows Login Settings v APl
7] Remote Desktop Settings v Default Mobile Number Field
" API Credentials [ Hep
] Hard Tokens ~ Hard Tokens

@ Refresh

Hard tokens are enabled

~ Delvery Opbons

11.1.2 Import

To fully utilize hard token functionality, hard tokens need to be imported. Once done these hard tokens will be available to assign
to users.

Tokens can be imported as follows:
1. Launch the ESET Secure Authentication Management Console and navigate to the "Hard Tokens" node for your domain.
2. Click the "Import Tokens" action.

3. Select the file to import. This should be an XML file in the PSKC format. NOTE: If such a file was not received from the hard token
vendor, please contact ESA support.

4. Click the Import tokens button.
5. Aresult window will pop up indicating how many hard tokens were imported.

6. On clicking OK the windows will close and the imported hard tokens will be displayed.
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11.1.3 Delete

It may be necessary to delete a token from the system.

Tokens can be deleted as follows:
1. Launch the ESET Secure Authentication Management Console and navigate to the "Hard Tokens" node for your domain.

2. Select the hard token to delete.

3. Click the Delete action for that hard token.

4, Click the "Yes" button on the confirmation box.

=
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View Window

Help
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4 || htqaoutlook.esaloc
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[ RADIUS Servers
| Advanced Settings
| Remote Desktop Settings
| Hard Tokens

Serial Number Start Date Expiry Date
[ TESTOO0001000 111172014 1171172024
[ TESTO0001001 1171172014 1171172024
[ TESTOODD1002 1171172004 1171172024
[ TESTOOO01003 111172014 1171172024
[ TESTOODD1005 1171172014 1171172024
Confirm delete \i‘
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New Window from Here
|4 Refresh
|i=b Export List...
ﬂ Help

TEST0D0001000
Revoke Token
Resynchronize Token
Delete

Refresh

Properties

Help

BOo X

Deletes the current selection.

11.1.4 Resynchronize

Thereis a possibility that a hard token becomes out of sync with the system. This can happen if a user generates many new OTPs

in a short space of time. In this scenario a resynchronization will be required.

Atoken can be resynchronized as follows:

1. Launch the ESET Secure Authentication Management Console and navigate to the "Hard Tokens" node for your domain.

2. Select the hard token to resynchronize.

3. Click the "Resynchronize Token" action for that hard token.

4. This opens the Hard Token Resync window.

5. Generate and enter two consecutive OTPs using the selected hard token.

6. Click the Resync button.

7. Asuccessful message should display.
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11.2 Hard Token User Management

This section deals with the user management of hard tokens. For this functionality to work hard tokens need to be enabled on the
system and hard tokens need to have been imported.

User management takes place through the ESET Secure Authentication tab in the ADUC tool.

There are two functions available:

1. Enable hard token authentication for a user and assign a hard token.

2. Revoke a hard token

linked to a user.

11.2.1 Enable and Assign

When hard tokens are enabled for a user a hard token needs to be assigned before proceeding.

Enable and assign as follows:

1. Open the user's profile from the ADUC.

2. Navigate to the ESET Secure Authentication tab.

3. Enable the Hard Token token type.

4. In the Hard Token Management group select a token to assign.

5. Click the Apply button. The hard token is now assigned to the user.
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Published Certfiicates | Member Of | Password Replication | Dialin | Object

Security | Environment | Sessions | Remote control

Remote Desktop Services Profile | COM+

General | Address | Account | Profle | Telephones | Organization

Attribute Editor | ESET Secure Authertication

Twofactor authentication (2FA) is not activated

Enabled Token Types

[[] SMSbased OTPs Send Application
[ ] Mobile Application
[ Hard Token Unlock 2FA

Hard Token Management
Assigned Token: | | (v | Revaoke

Mot assigned
I e e A TESTO0001000
TESTODDO1001
Last sucecessful lon TESTDOOO1002
) . TESTOODD1003
Last failed login: TESTO0001005
Consecutive failed logins: 0
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Published Certfiicates | Member Of | Password Replication | Dialin | Object
Security | Environment | Sessions | Remote control
Remote Desktop Services Profile | COM+
General | Address | Account I Profile | Telephones | Croganization
Mtribute Editor | ESET Secure Authentication

2FA i= activated with hard token OTPs enabled

Enabled Token Types

(] sussasedOTes

[ ] Mobile Application

[+] Hard Taoken Unlock 2FA

Hard Token Management
Assigned Token: |TESTOOD001000

Authertication Events
Last successful login: MNever
Last failed login: MNever
Consecutive failed logins: 0

11.2.2 Revoke

Revoking a hard token for a user will also disable that user for hard token authentication.
A hard token can be revoked as follows:

1. Open the user's profile from the ADUC tool.

2. Navigate to the ESET Secure Authentication tab.

3. Click the Revoke button.

12. API

The ESA APl is a REST-based web service that can be used to easily add 2FA to existing applications.

In most web-based applications users are authenticated before being granted access to protected resources. By asking for an
additional authentication factor during the logon process, such applications can be made more resilient to attack.

The full APl documentation for developers is availablein the APl User Guide.


http://download.eset.com/manuals/eset_esa_authentication_api_user_guide_enu.pdf
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12.1 Integration Overview

The API consists of two endpoints , which are both called by POSTing JSON-formatted text to the relevant APl URLs. All responses
arealso encoded as JSON-formatted text, containing the method result and any applicable error messages. The first endpoint (the
Authentication API) is for user authentication and the second endpoint (the User Management API) is for user management.

The APl is available on all servers where the Authentication Core componentis installed and runs over the secure HTTPS protocol
on port 8001.

The Authentication APl is available on URLs of the form https://127.0.0.1:8001/auth/v1/ and the User Management APl is
available on URLs of the form https://127.0.0.1:8001/manage/users/v1/. Both endpoints are protected from unauthorized access
via standard HTTP Basic Authentication, requiring a valid set of APl Credentials before processing any request.

The ESET Secure Authentication installer automatically uses an appropriate SSLsecurity certificate installed on the machine, or
generates a new self-signed certificate if another cannot be found.

12.2 Configuration

The APl is disabled by default and must be enabled before use. Once enabled, API credentials must be created to authorize
requests:

[uny

. Launch the ESET Secure Authentication Management Console and navigate to the “Advanced Settings” node for your domain.
2. Expand the “API” section and check the “API is enabled” check box. Save the changes.

3. Open the standard Windows Services Console and restart the ESET Secure Authentication Core service for the change to take
effect.

4. Navigate to the newly visible “API Credentials” node for your domain.

5. Click the “Add Credentials” action to create a new set of credentials.

6. Double-click on the newly created credentials to get the username and password that are to be used for APl authentication.
7. Check the "Enabled for Auth API" check box, the "Enabled for User Management API" check box or both.

Many sets of API credentials may be created. Itis recommended to create different sets for each application being protected, as
well as for testing.

If the APl is enabled, all servers with the Authentication Core componentinstalled will respond to authorized API requests after
they arerestarted. There is no need to restart the Authentication Core service when credentials are created or deleted.

12.3 Replacing the SSL Certificate

The API utilizes an SSL certificate to secure APl communications from eavesdropping. The installer automatically selects an
appropriate certificate installed on the machine, or generates a new self-signed certificate if another cannot be found.

This section explains how to replace the certificate with another of your choosing. It will first help you to import your new
certificate into Windows, and then use it for ESA.

12.3.1 Prerequisites

In order to follow this guide you will need:
e All operating systems:
o Aninstallation of the ESET Secure Authentication Core component
o Administrator access to the computer where ESET Secure Authentication is installed
o The SSL certificate you wish to use in PKCS12 format (.pfx or .p12)
= The certificate file needs to contain a copy of the private key as well as the public key
® Windows 2003 only:

o The httpcfg.exe tool from the Windows Support Tools pack (either on the installation CD or downloadable from http://
www.microsoft.com/en-us/download/details.aspx?id=18546)

NOTE: The ESA Authentication APl does not have to be enabled in order to replace the certificate.


https://127.0.0.1:8001/auth/v1/
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12.3.2 Importing the New Certificate

The new certificate needs to be placed in the Local Machine\Personal store before it can be used.

1.

2.

Launch the Microsoft Management Console (MMC):
o Windows Server 2003: Start -> Run -> Type “mmc.exe” and press the “Enter” key
o Windows Server 2008+: Start -> Type “mmc.exe” and press the “Enter” key
Add the Certificates snap-in:
o Windows Server 2003:
= Click “File” -> “Add/Remove Snap-in” -> “Add” button
= Select “Certificates” from the list
= Click the “Add” button
= Select “Computer account”
= Click “Next”
= Select “Local computer”
= Click “Finish”
= Click “Close”
= Click “OK”
o Windows Server 2008+:
= Click “File” -> “Add/Remove Snap-in”
= Select “Certificates” from the left-hand column
= Click the “Add >” button
= Select “Computer account”
= Click “Next”
= Select “Local computer”
= Click “Finish”

= Click “OK”

. Optionally save the snap-in for future use (“File” -> “Save”)

. Select the “Certificates (Local Computer)” -> “Personal” node in the tree

. Right-click -> “All tasks” -> “Import”

. Follow the Import Wizard, taking care to place the certificate in the “Personal” certificate store location

. Double-click the certificate and make sure the line “You have a private key that corresponds to this certificate” is displayed

12.3.3 Replacing the ESA Certificate

NOTE: The ESA Core Authentication service will not start up without a certificate configured. If you remove the certificate, you must
add another before the Core service will run correctly.

Determine the correct certificate to use:

1.
2.
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Open the MMC Certificates Manager using the steps above

Find the certificate you wish to use in the “Personal” folder and double-click it

. Make sure you see “You have a private key that corresponds to this certificate” on the “General” tab
. On the “Details” tab, select the “Thumbprint” field

. The certificate thumbprintis displayed in the bottom pane (sets of two hex digits separated by spaces)



Windows Server 2003:

1

2.

7.
8.

Click “Start” -> “All Programs” -> “Windows Support Tools” -> “Command Prompt”

Type “httpcfg query ssl -i 0.0.0.0:8001” and press the “Enter” key

. Copy and paste the “Hash” field somewhere safe, in case you want to re-add the existing certificate
. Type “httpcfg delete ss| —i 0.0.0.0:8001” and press the “Enter” key
. You should see “HttpDeleteServiceConfiguration completed with 0.”

. Type “httpcfg set ssl —i 0.0.0.0:8001 —g {BA5393F7-AEB1-4AC6-B759-1D824E61E442} —h <THUMBPRINT>", replacing

<THUMBPRINT> with the values from the certificate thumbprint without any spaces and press the “Enter” key
You should see “HttpSetServiceConfiguration completed with 0”

Restart the ESET Secure Authentication Core service for the new certificate to take effect

Windows Server 2008+

Click “Start” -> Type “cmd.exe”

In the list of programs, right-click the “cmd.exe” item and select “Run as administrator”

Type “netsh http show sslcertipport=0.0.0.0:8001” and press the “Enter” key

Copy and paste the “Certificate Hash” field somewhere safe, in case you want to re-add the existing certificate
Type “netsh http delete sslcert ipport=0.0.0.0:8001” and press the “Enter” key

You should see “SSL Certificate successfully deleted”

Type “netsh http add sslcertipport=0.0.0.0:8001 appid={BA5393F7-AEB1-4AC6-B759-1D824E61E442}
certhash=<THUMBPRINT>", replacing <THUMBPRINT> with the values from the certificate thumbprint without any spaces and
press the “Enter” key

You should see “SSL Certificate successfully added”

Restart the ESET Secure Authentication Core service for the new certificate to take effect

13. Advanced User Management

The ESET Secure Authentication tab for a user in the ADUC is divided into four sections:

User State (indicated by a colored flag for quick reference)
Enabled Token Types (check boxes)
Administrator Actions (buttons)

Auditing Data (text data indicating authentication events)
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13.1 User States

Auser may bein various states during regular operation. Before enabling a user for 2FA, they arein an uninitialized state:

52

Member Of | Dialin | Envionment | Sessions | Remote control

General | Address | Account | Profle | Telephones | Organization

Remote Desktop Services Profile | COMs | ESET Secure Authertication

Twofactor authentication {2FA) is not activated

Erabled Token Types

] SMbased OTPs

[ ] Mobile Application
[ ] Hard Token Unlock 2FA

Hard Token Management

Assigned Token: Revaoke

Authertication Events
Last successful login:
Last failed login:
Consecutive failed logins:




A user may then be enabled for either SMS-based OTPs, Mobile Application OTPs, or both. If they are enabled for both, they arein
whatis known as the transitioning state:

Member Of | Dialin | Envionment | Sessions | Remote control
General | Address | Account | Profle | Telephones | Organization
Remote Deskiop Services Profile | COM+ | ESET Secure Authentication

2FA i= activated: user will transition to a Mobile
Application once app is sent

Erabled Token Types

[«] SM5-based OTPs
[w] Mobile Application
[ ] Hard Token Unlock 2FA

Hard Token Management

Assigned Token: Revaoke

Authertication Events
Last successful login:
Last failed login:
Consecutive failed logins:
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In this state, a user will receive SMS OTPs when authentication attempts are initiated, but as soon as a valid mobile OTP is used
for authentication, SMS OTPs will be disabled, and the user will only be able to authenticate using mobile OTPs. When a user has
successfully authenticated using a mobile app OTP, a green flagis displayed:

General | Address | Accourt | Profie | Telephones | Organization
Member Of | Dialin | Envionment | Sessions | Remote control
Remote Deskiop Services Profile | COM+ | ESET Secure Authentication

2FA is activated with a Mobile Application

Enabled Token Types

[ ] 5M5based OTFPs Send Application
[+] Mobile Application
[ ] Hard Token Unlock 2FA

Hard Token Management

Assigned Token: (¥ | Revole

Authentication Events
Last successful login: 12372015 9:57:47 AM
Last failed login: 1/23/2015 5:58:05 AM
Consecutive failed logins: 1




When authenticating OTPs, a user has 10 opportunities to enter an incorrect OTP. On the 11th failed OTP, a user's 2FA gets locked.

This is to prevent brute force guessing of OTPs. When a user's 2FAis locked, a red flagis displayed:

Member Of I DiiglHn | Environment I Sessions | Remote control
General | Address | Accourt I Profile I Telephones I Organization
Remote Deskiop Services Profile | COM+ | ESET Secure Authentication

2FA is locked out due to too many incomect login
attempt=

Enabled Token Types

[ ] 5M5based OTPs

[+] Mobile Application

(] Herd Token

Hard Token Management

Assigned Token: W |

Authentication Events
Last successful login: 12372015 9:57:47 AM
Last failed login: 1/23/2015 10:00:33 AM
Consecutive failed logins: 11

If it has been confirmed that the user's identity is not under attack, clicking on the Unlock 2FA button will unlock the user's 2FA.
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If Hard Token OTPs have been enabled in the MMC, then the Hard Token check-box will become available. There are then more
states in which the user may potentially find him or herself. The user can be enabled for any combination of the three OTP types,
including a transitioning state. The different possibilities are listed below.

The user may bein a Hard Token OTP only state:

User Properties 2] x

Publizhed Certificates | b ember OF | Pazsword Replication I Dial-in | Object
Security | Ervironment | Seszsionz | Femote control
Femaote Desktop Services Prafile I COkR+
General | Address | Account I Prafile | T elephones | Organization
Attribute Editar | ESET Secure Authentication

2FA iz activated with Hard Token OTPs enabled

Enabled Token Types

[] 5M5-bazed OTPs
[] mMobile Application
Hard Token

Hard Token Management
Assigned Token: | TESTOOO01000

Authentication Events
Last successful loagin: Mewver
Last failed login: M ewer

Consecutive falled logine: 0

] | | Cancel Apply Help

56



Or the user may bein a transitioning state where all three OTP types are enabled. In this state, a user will receive SMS OTPs when
authentication attempts are initiated, but as soon as a valid mobile OTP is used for authentication, SMS OTPs will be disabled,

and the user will only be able to authenticate using mobile or Hard Token OTPs:

lUser Properties 2] x

Published Certificates | tember OF | Pazzword Replication I Diakin | Ohbject
Security | Erviranment | Seszsionz | Remote control
Femaote Deskiop Services Profile I O+
General | Address | Aocount I Prafile | T elephones | Organization
Attibute E ditor | ESET Secure Authentication

,,'f 2FA activated: uszer transitioning from SM5-bazed
OTPs to a Mobile App: Hard Token OTPs enabled

Enabled Token Types

3M3-based OTP: Cend Application
kdobile Application
Hard Token

Hard Token Management

Agzigned Token: | TESTOOOC0T000 Fevoke

Authentication Events
Lasgt successiul login: M ever
Last failed login: M ever

Congecutive failed loging: 0

] | | Cancel Apply Help
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In the following state the user is enabled for both Hard Token and mobile OTPs:

lser Properties 2] x

Publizhed Certificates | b ember OF | Pazsword Replication I Dial-in | Object
Security | E nvironmet Sesziohg | Femote contral
Femaote Dezktop Services Prafile I COkR+
General | Address | Account I Prafile | T elephones | Organization
Attribute Editar | ESET Secure Authentication

..f
L

2FA 1z enabled; application must be sent to user;
Hard Token OTPz are enabled

Enabled Token Types

[] SMS-based OTPs Send Application

kobile Application
Hard Taken

Hard Token Management
Assigned Token: | TESTOOO01000

Authentication Ewvents
Last succezsful login: Mewver
Last failed login: M ewver

Conzecutive failed logine: 0

] | | Cancel Apply Help




If the Mobile Application has been sent but not yet installed, the user will be in the following state:

lser Properties 2] x

Publizhed Certificates | b ember OF | Pazsword Replication I Dial-in | Object
Security | E nvironmet Sesziohg | Femote contral
Femaote Dezktop Services Prafile I COkR+
General | Address | Account I Prafile | T elephones | Organization
Attribute Editar | ESET Secure Authentication

,:f 2FA 1z enabled; waiting for uzer to install the
Mobile Application: Hard Token OTPs are enabled

Enabled Token Types

[] SMS-based OTPs Send Application

kobile Application
Hard Taken

Hard Token Management

Assigned Token: | TESTOOO01000

Authentication Ewvents
Last succezsful login: Mewver
Last failed login: M ewver

Conzecutive failed logine: 0

] | | Cancel Apply Help




The user can also bein the state where both SMS and Hard Token OTPs are allowed:

lser Properties 2] x

Publizhed Certificates | b ember OF | Pazsword Replication I Dial-in | Object
Security | E nvironmet Sesziohg | Femote contral
Femaote Dezktop Services Prafile I COkR+
General | Address | Account I Prafile | T elephones | Organization
Attribute Editar | ESET Secure Authentication

2FA 1z achivated with 5SM5-baszed and Hard Token
[ OTP:

Enabled Token Types

Sh5-based OTP:
[] Mohile Application
Hard Taken

Hard Token Management
Assigned Token: | TESTOOO01000

Authentication Ewvents
Last succezsful login: Mewver
Last failed login: M ewver

Conzecutive failed logine: 0

] | | Cancel Apply Help




13.2 Provisioning Multiple Phones

You can distribute the ESET Secure Authentication mobile app or SMS text messaging service to multiple mobile phones using the
ADUC. For provisioning to multiple phones to be successful, all users must have a valid mobile phone number entered in User
Properties under 'Mobile' (see the section User Management for instructions on how to enter a user's mobile phone number into
User Properties).

1. Open the normal ADUC user view.
2. Hold CTRL and click to select the users you want to provision.

3. Right-click the group of users that you want to provision and select Properties from the context menu.

File Action View Help
e nE 4 XE BE PaETEh

3 Active Directory Users and Comn
B [0 Saved Queries
4 'j’ﬂ sam.eset.com
B[] Builtin
L Computers
i (2] Domain Controllers
b -] ForeignSecurityPrincipal
b 5] Managed Service Accour

7] Users

Mame
ﬁDnsAdmins
ﬂ, DnsUpdateP...
& domadmin
ﬁDomain Ad...
ﬁDomain Co..,
g[}omain Con...
g[}omain Gue...
a[}omain Users

Description
DM5 Administrators Gro...
DMS clients who are per...

Type
Security Group...
Security Group...
User

Security Group...
) Add to a group...
Security Group...

Security Group...
Security Group...

Security Group...

Disable Account
Enable Account

Mowve...

g Enterprise A..

g Enterprise R...
82 ESA Admins

2, Group Paolic...
&..Guat

82 RAS and 145 ...
2 Read-only D...

2 Schemna Ad...

2 WinRMRem...

Security Group...
Security Group...
Security Group...
Security Group...
User

Security Group...
Security Group...
Security Group...

Security Group...

Open Home Page
Send Mail

All Tasks

Cut
Delete

Properties

Help

Members of this group ...

Opens the properties dialeg box for the current selection.

4. In the Properties for Multiple ltems window, click the ESET Secure Authentication Tab.

5. Select the check boxes next to Update Enabled Token Types and Mobile Application (leave the check box next to SMS-based OTPs

deselected).




6. Click Send Application. Your client phones will receive a text message containing a link to the ESA mobile app download page.

General | | Addess | Profile
{Organization ESET Secure Authertication

Usemame  2FA Locked 2FA Maode Last Login  Failur
[] User Mo Mabile App 2013-11-28... 0
[] User? Mo SMSOTP Mever 0
[+] Userd Mo Mabile App Mever 0
[] Userd Mo Maobile App, SMS-0OTP Mever 0

<

With selected users:
[+] Update Enabled Token Types

| >
[] SMSbased OTPs
(4} Mobie Applicaton

Instructions on installing and using the mobile application (click the desired mobile OS to be redirected to the corresponding
article):

® Android
e BlackBerry
® iPhone

e Windows Phone
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http://support.eset.com/kb3297/?viewlocale=en-US
http://support.eset.com/kb3298/?viewlocale=en-US
http://support.eset.com/kb3283/?viewlocale=en-US
http://support.eset.com/kb5703/?viewlocale=en-US

13.3 Override Mobile Number Field

You can specify the Active Directory field from which a user's mobile number is loaded. The "Mobile" field is used by default.
To change the mobile number field:

1. Launch the ESA Management Console.

2. Expand the node for your domain.

3. Navigate to the Advanced Settings node.

4. Expand the Default Mobile Number Field panel.

@ File Action View Window Help

=z B
7] ESET Secure Authentication
4 [ htgacutlock.esa.loc
[ 7] Basic Settings SECURE
B[] RADIUS Servers AUTHENTICATION

[ ] Advanced Settings API Mew Window from Here
W

E Help

Default Mobile Number Field

Mobile numbers are currently stored in the 'mobile’ attribute.
Only show recommended atiributes
Hame Display Name Type
mobile Phone-Mobile-Primary DirectoryString
pager Phone-Pager-Primary DirectoryString

v+ Hard Tokens

5. You will be able to select a different field to be used for loading a user's mobile number.
6. After you have selected a different field to use, click on Save.
7. Restart the ESET Secure Authentication Core Authentication Service:

a. Locate the ESET Secure Authentication Core Service in the Windows Services (under Control Panel - Administrative Tools
- View Local Services).

b. Right Click on the ESET Secure Authentication Radius Service and select Restart.

13.4 Groups Based User Management

Keeping track of which users in your domain are activated for two-factor authentication becomes hard in large domains. To solve
this problem, ESET Secure Authentication provides automatic bookkeeping for your 2FA users by means of Active Directory groups
membership.

Concretely, three active directory groups are created atinstallation time:
® ESA Users

The ESA Users group does not contain any users directly, but contains the ESA SMS Users and ESA Mobile App Users group.
Transitive Group Membership may therefore be used to locate all 2FA users in your domain using this group.

® ESASMS Users



The ESA SMS Users group contains all users in your domain that have been enabled for SMS OTPs
® ESA Mobile App Users
The ESA Mobile App Users group contains all users that have been enabled for mobile application OTPs.

Group membership is updated in real-time when users are configured in the ADUC. Finding all users that have been enabled for
SMS OTPs (for example), is simple:

1. Launch the ADUC
2. Right-click on your domain node, and select Find
3. Typein "ESA SMS" and hit Enter - the group will be displayed in the Search Result section

4. Double click on the group and select the Members tab to view all users in your domain that have been enabled for SMS OTPs.

14. Advanced VPN Topics

This chapter contains the detail of all the options available when configuring two factor authentication for your VPN.

14.1 VPN Authentication Options

This section contains the detail of the options available when configuring a RADIUS client using the ESA Management Console.

14.1.1 SMS-based OTPs

This scenario occurs if the user is configured to use only SMS-Based OTPs and the RADIUS client is configured to use SMS-based
OTP authentication.

In this configuration, a user logs in with their Active Directory password. The first authentication attempt by the VPN client will
fail to authenticate and the user will be prompted to enter their password again. At the same time, the user will receive an SMS
with their OTP. The user then logs in with the OTP contained in the SMS. The second authentication attempt will grant access if the
OTP is correct.

This sequence is depicted in Figure 1: RADIUS SMS OTP Authentication.

Supported authentication protocols: PAP, MSCHAPv2.

VPN Client ESA Server
reject

:> Send SMS OTP
oTP

accept

i




14.1.2 On-demand SMS-based OTPs

ESET Secure Authentication supports "On-demand SMS OTPs" for certain systems that support primary authentication against
Active Directory and secondary authentication againsta RADIUS server. In this scenario, users that have already been
authenticated against Active Directory have to type the letters 'sms' (without apostrophes) into the ESA OTP field to receive a One
Time Password via SMS.

NOTE: This feature should only be used when instructed to do so by an official ESET Secure Authentication Integration Guide, as it
may allow users to authenticate with only an OTP if used incorrectly.

14.1.3 Mobile Application

This scenario occurs if the user is configured to use only the Mobile Application and the RADIUS client is configured to use Mobile
Application-based OTP authentication.

The user logs in with an OTP generated by the Mobile Application. Note that PIN enforcement is strongly recommended in this
configuration to provide a second authentication factor.

Supported PPTP Protocols: PAP, MSCHAPv2.

NOTE: If the Mobile Application has PIN protection enabled, it will allow a user to login using an incorrect PIN code to protect the
correct PIN code from brute-force attacks. For example, if an attacker attempts to log into the Mobile Application using an
incorrect PIN code, they might be granted access, but no OTP will work. After entering several wrong OTPs, the 2FA of the user
account (which the Mobile Application belongs to) will be automatically locked. This represents a minor issue for a general user:
If the user happens to log into the Mobile Application using an incorrect PIN code, then changes the PIN code to a new one, all the
tokens included in the Mobile Application will become unusable. There is no way to repair such tokens—the only solution is to re-
provision tokens to the Mobile Application. Therefore, we advise users to try an OTP before changing their PIN code—if the OTP
works, itis safe to change the PIN code.

Compound Authentication Enforced

This scenario occurs if the RADIUS client is configured to use Compound Authentication. This authentication method is restricted
to users who are configured to use the Mobile Application.

In this scenario, a user logs into the VPN by entering their Active Directory (AD) password concatenated with an OTP generated by
the Mobile Application. For example, given an AD password of 'password' and an OTP of '123456', the user enters
'password123456' into the password field of their VPN client.

Supported authentication protocols: PAP.

14.1.4 Hard Tokens
This scenario occurs if both the user and the RADIUS client are configured to use Hard Token OTPs.

Based on the configuration of your VPN client, you can either use single Hard Token authentication or compound Hard Token
authentication.

When using compound Hard Token authentication a user logs into the VPN by entering their Active Directory (AD) password
concatenated with an OTP generated by their Hard Token. For example, given an AD password of 'password' and an OTP of
'123456', the user enters 'password123456' into the password field of their VPN client.

Supported authentication protocols: PAP.

14.1.5 Migration from SMS-Based OTPs to Mobile Application

This scenario occurs if the user is configured to use both SMS-based OTPs and the Mobile Application, and the RADIUS clientis
configured to use OTP authentication.

In this configuration, the user may use either the SMS-based OTP or Mobile Application OTP scenarios (as described above) to log
in.

If the user logs in with an OTP generated with their Mobile Application, SMS OTP authentication will automatically be disabled.
On subsequent attempts, SMS based OTPs will not be accepted as log-in credentials.

Supported authentication protocols: PAP, MSCHAPv2.
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14.1.6 Non-2FA Pass-through

This scenario occurs if the user is not configured for SMS-, Mobile Application- or Hard Token-based OTPs, and the RADIUS client
configuration option to allow Active Directory passwords without OTPs is selected.

In this configuration the user logs in with their Active Directory password.
Supported authentication protocols: PAP, MSCHAPv2.

NOTE: For Microsoft Routing & Remote Access Server (RRAS) PPTP VPNs, encryption of the VPN connection is not performed when
the PAP authentication protocol is used, and is therefore not recommended. Most other VPN providers encrypt the connection
regardless of the authentication protocol in use.

14.1.7 Access Control Using Group Membership

ESA supports the ability to only allow members of a specific AD security group to login to the VPN using 2FA. This is configured on
a per RADIUS client basis under the Access Control heading.

14.2 OTPs and Whitespace

OTPs are displayed in the mobile application with a space between the 3rd and 4th digits in order to improve readability. All
authentication methods except MS-CHAPV2 strip whitespace from the provided credentials, so a user may include or exclude
whitespace without affecting authentication.

14.3 ESA Authentication Methods and PPP Compatibility

This section explains which PPP authentication methods are compatible with which ESA authentication methods. The VPN server
must be configured to allow all protocols that clients might want to use. End-user VPN clients need only be configured for a single
protocol.

Whenever more than one protocol is supported, VPN clients should be configured to use MS-CHAPv2 with 128-bit MPPE. This
means that PAP is only recommended for Compound Authentication.

Authentication Method PAP MS-CHAPv2 MS-CHAPv2 with MPPE
SMS-Based OTPs Supported Supported Supported

On-demand SMS-Based OTPs  Supported Not supported Not supported
Mobile-Application (OTP Only) Supported Supported Supported

Mobile Application (Compound

Authentication) Supported Not supported Not supported

Hard Token OTPs Supported Not supported Not supported

Active Directory passwords Supported Supported Supported

without OTPs
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15. AD FS 3

ESAis a great choice for security if you are using Active Directory Federation Services (AD FS) 3 and want to secure it with 2FA.

During the installation of ESA on the computer running AD FS 3, select the AD FS 3 component and complete the installation.

SECURE
AUTHENTICATION

Core Components

Management Tools
Authentication Server

Select components Local Login Protection
[] Windows Login

B

Remote Login Protection
[ ] RADIUS Server for VPN Protection
[] Remote Desktop

Web Application Protection
[ ] Microsaft Excha nge Server 2013, 2010 or 2007
[ ] Microsoft SharePoint Server 2013 or 2010
[ ] Remote Desktop Web Access
[ ] Microsaft Chynamics CRM 2015, 2013 or 2001
[ ] Remaote Web Access

Active Directory Federation Services (AD F5) Protection
ADF53

During the installation of AD FS configuration is modified - the ESET Secure Authentication authentication method is added and if
no location is specified both Intranet and Extranet locations will be included. The image below shows the configuration changes
with the Intranet location selected prior to installation of the AD FS 3 component of ESA.
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https://msdn.microsoft.com/en-us/library/bb897402.aspx
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4 [ Trust Relatianships
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] Relying Party Trusts
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Conligre mulifachor sthertication (FA) petlings.

Users Groups
MFA is required for the: following users and proups:

peoe ridyired oty Reusl.

Add...
I Bemave |
e Ir muthantizabion. You
MFA i mequired for the: following devices:
T Uneagistersd devices
| Regetersd devices &
Lecationg
MFA i requined when acoessing applicatiors fom the folowing locasions:
) Exirarst
[ Irtranet Manags
aiberlicaton melhods. You musl seledt ol easl ore of the g =elhods
‘u.u.dm.md
reqiramenis.

B

SEIEY

Edit Glebal Prirnany Authentication...
Edit Global Multi-factor Authemtication...
View
Mews Window from Here

| Refresh

H Heip

Oncetheinstallation is complete, open the ESA Management Console, navigate to Basic Settings, expand Active Directory
Federation Services (AD FS) Protection and you will see the Protect AD FS 3 on this machine with 2FA and Users without 2FA
enabled may still log in options enabled.
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|
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[#] Pretect AD F5 3 on s maches with 2FA
[#] Uners wathout 2F A enstled mary 8ol log in

W RADILES

& Trusted Netaorks

[ Aillcaw aocess without OTF from tusted networks

101172162

Enter a list of IP addresses, IP mnges or CIDRs. ESA will not requise OTP for connections Ingfmm
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If a website requiring authentication verifies the identity against AD FS 3, and 2FA protection through ESAis applied to the
particular AD FS 3, you will be prompted to enter an OTP upon successful verification of identity:

=5E T SECURE AUTHENTICATION

Enter OTP: ‘ TP ‘

16. Auditing and Licensing

16.1 Auditing

ESA records audit entries in the Windows event logs - specifically the Application log in the Windows Logs section. The Windows
Event Viewer can be used to view the audit entries.

Audit entries fall into the following categories:
® User auditing

o Successful and failed authentication attempts

o Changes to 2FA state, for example, when a user account becomes locked
e System auditing

o Changes to ESA settings

o When ESA services are started or stopped
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The use of the standard Windows event logging architecture facilitates the use of third-party aggregation and reporting tools such
as LogAnalyzer.

16.2 Licensing

16.2.1 Overview

Your ESA license has three parameters:
e User Total

® Expiry Date

® SMS Credits

The details of the license are obtained from the ESET Licensing system, and the ESA system automatically checks for license
validity.

The ESA Provisioning server may perform license enforcement by limiting SMS OTPs and user provisioning. In addition, the ESA
authentication server performs license enforcement by limiting user management actions and (in extreme cases) disabling user
authentication.

16.2.2 Warnings

Warnings are communicated to the ESA Administrator in the User Management plugin in the ADUC console and in the ESA
Management Console.

During User Management

When the licenseis notin the normal state, a warning message will be displayed in the ADUC (user management) interface. This
warning indicates the severity of the problem, but not the details, due to limited space.

During System Administration

The full license stateis displayed in the system management interface. This will include the overall state of the license as well as
the details of usage (user numbers, remaining SMS credits, remaining license days).

16.2.3 License States

The license of an ESA server can be in one of the following six possible states:

1. OK: all license parameters are within the prescribed limits

2. Warning: At least one license parameter is close to the allowed limit

3. SMS Credits Expired: SMS credits have run out and no OTP or Provisioning SMSes will be sent.

4. Violation (full functionality): One of the licensed parameters has exceeded allowed limits, but no enforcementis imposed

5. Violation (limited functionality): A license parameter has been exceeded for more than 7 days, certain user management
functions are disabled

6. ESA Disabled: The ESA license expiry date has passed more than 30 days ago and authentication is disabled. In this case all
authentication calls will fail, will lock out all authentication until ESAis uninstalled, disabled by the admin or re-licensed.

Details of License States

The following table summarizes how each of the license parameters may cause the license to be in one of the warning or error
states listed above.

SMS Credits Violation (full Violation (limited

Warni ESA Disabl
arning depleted functionality) functionality) SA Disabled
0 more than the
. . less than 30 days before license expiry date more than 7 days after more than 30 days
License Expiry L N/A L S
expiration more than/equals 7  expiration after expiration
days
5 -
User Numbers less than 10% or 10 N/A Active users exceed more than 7 days after Never

seats available, licensed users active users exceed license

70



whichever is lowest

less than 10 SMS credits 0 SMS credits
SMS Credits  remaining (Onboarding + Never Never e

Top-up) remain

16.2.4 License Enforcement

The following table describes how license enforcement is performed on the ESA authentication server. In all cases, an
administrator will be able to disable ESA authentication for a subset of the users (by disabling 2FA for those users) or for all
users (by means of system configuration or uninstalling the product).

OK Warning SMS Credits Violation (full Violation (limited ESA Disabled
depleted functionality) functionality)

Enable Users for Allowed Allowed Allowed Allowed Disabled Disabled
2FA
Provision Users Allowed  Allowed Disabled Allowed Disabled Disabled
Authenticate with Allowed Allowed Disabled Allowed Allowed Disabled
SMS OTP
Authenticate with Allowed Allowed Allowed Allowed Allowed Disabled
mobile app
Authenticate with Allowed Allowed Allowed Allowed Allowed Disabled
hard token
Manage system  Allowed Allowed Allowed Allowed Allowed Allowed
configuration
Disable Users for Allowed Allowed Allowed Allowed Allowed Allowed

2FA

17. High Availability View

All installed servers are displayed in the “servers” panel of the ESA management console. When more than one core serviceis
detected on the network, all servers are displayed. Online and active servers are shown in green , and offline servers are shown in
red.

~ Servers

EONOBGSER4V ETOQQFO0JOH
| |
Online — Active

Endpoint  elnlbg5erdv.smokelir? esa loc:B8000( | Endpoint  Stoggfoljoh smoke08r2 esa loc:5000
Version: 2.0.735.0619c21 Version: 2.0.735.0619c21

Each ESA Authentication Service that gets installed on the domain registers itself in AD DNS using an SRV record (as
_esetsecauth._tcp). When an endpoint (such as a web application or a VPN appliance) begins authentication, it first checks its
internal list of known servers. If the listis empty, it performs an SRV lookup. The SRV lookup will return all Authentication Servers
on the domain. The endpoint then chooses an Authentication Server to connect to. If the connection fails, it selects another server
from the list and attempts to connect again.

If network redundancy is a concern when protecting your VPN with ESA, itis recommended to configure primary and secondary
RADIUS authenticators on your VPN appliance. You should then install two ESA RADIUS servers on your network, and configure
them accordingly.

71



18. Glossary

ADUC - Active Directory Users and Computers management interface

COS - Client operating system

ESA - ESET Secure Authentication

ESA core - Authentication Server that verifies the validity of an entered OTP.

MRK - Master recovery key

Online (Online mode) - A machine where the core components of ESA (at least the Authentication Server) are installed and the ESET
Secure Authentication Service service is running. Available via TCP/IP connection.

Offline (Offline mode)- A machine where the core components of ESA are installed, the ESET Secure Authentication Service service
is not running on that machine, or connection via TCP/IP is not available.

OTP - an one time password with limited time validity

RDP - Remote Desktop Protocol. A proprietary protocol developed by Microsoft which provides a user with a graphical interface to
connect to another computer over a network connection.

SOS - Server operating system
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