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Note the following details of the code protection feature on Microchip devices:

. Microchip products meet the specification contained in their particular Microchip Data Sheet.

. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the

intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not

mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device
applications and the like is provided only for your convenience
and may be superseded by updates. It is your responsibility to
ensure that your application meets with your specifications.
MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR
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INCLUDING BUT NOT LIMITED TO ITS CONDITION,
QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability
arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at
the buyer’s risk, and the buyer agrees to defend, indemnify and
hold harmless Microchip from any and all damages, claims,
suits, or expenses resulting from such use. No licenses are
conveyed, implicity or otherwise, under any Microchip
intellectual property rights unless otherwise stated.
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Object of Declaration: LoRaWAN™ Library Plug-in for MPLAB® Code Configurator

EU Declaration of Conformity

This declaration of conformity is issued by the manufacturer.

The development/evaluation tool is designed to be used for research and development in a laboratory environment. This
development/evaluation tool is not a Finished Appliance, nor is it intended for incorporation into Finished Appliances that are
made commercially available as single functional units to end users under EU EMC Directive 2004/108/EC and as supported by
the European Commission's Guide for the EMC Directive 2004/108/EC (8th February 2010).

This development/evaluation tool complies with EU RoHS2 Directive 2011/65/EU.

This development/evaluation tool, when incorporating wireless and radio-telecom functionality, is in compliance with the
essential requirement and other relevant provisions of the R&TTE Directive 1999/5/EC and the FCC rules as stated in the
declaration of conformity provided in the module datasheet and the module product page available at www.microchip.com.
For information regarding the exclusive, limited warranties applicable to Microchip products, please see Microchip’s standard
terms and conditions of sale, which are printed on our sales documentation and available at www.microchip.com.

Signed for and on behalf of Microchip Technology Inc. at Chandler, Arizona, USA.

/1= JOU -1
Derek Carlson Date
VP Development Tools

© 2017 Microchip Technology Inc. DS40001864B-page 3



LoRaWAN™ Library Plug-In for MPLAB® Code Configurator User’s Guide

NOTES:

DS40001864B-page 4 © 2017 Microchip Technology Inc.



LoRaWAN™ LIBRARY PLUG-IN FOR MPLAB®
MICROCHIP CODE CONFIGURATOR USER'’S GUIDE

Table of Contents

=] = T = PSSO 9
Chapter 1. Overview
I Vo) o o [ o 1o TSRS 13
1.2 Add LoRaWAN Library Plug-in t0 MCC ........coiiiiiiiiiecc e 14
Chapter 2. LoRaWAN™ Library Plug-in
2.1 LoRaWAN BasiC CONfIQUIALION ........coeiiiiiiiiiiiiiiieee et e e 17
2.1.1 LORAWAN EASY SEIUP ..eeevviiiiiiiiiiiiie ettt e e aeneaes 18
2.1.1.1 TiMer SElECHON ....coiiiiiiiiiiiiiieeee e 18
2.1.1.2 Radio Module Selection ...........ccccveeeiiiiiiiiiiiieeeee e 19
2.1.1.3 SPI Module SeleCtion ......ccc.eeeiiiiiieeeiiiiiieeee e 19
2.1.1.4 ISM Band SelecCtion ........cccuueiiiiiiieeeii e 20
2.1.1.5 Default LoRaWAN Class Selection ...........ccccccceveeeiiniiiiiiiininneen. 20
2.1.2 LORAWAN AdVaANCEd SELUP ...ccvvieieeeeeeeeiieiiiiisesees e e e s e s e e e e e e e eaaaaaaeeeeeeaananes 21
2.1.2.1 Europe 433 MHz Advanced Settings ......ccccccceeeveveveeeeeeeieieeeeee, 21
2.1.2.2 Europe 868 MHz Advanced Settings ..........cccccevvivrereiniiieeeeennn 26
2.1.2.3 North America 915 MHz Advanced Settings ..........cccoeccveeeennnn 30
Chapter 3. LoRaWAN™ Library Plug-in Running on RN2XX3 Modules
B T R O YT Y= PSS 33
3.2 LoRAWAN Configuration on RN2XX3 ModUles ............cccovivieieiiniiiiiieieenn. 33
3.2.1 LORAWAN Project Creation ..........coeoiiieiieriiiie et 33
3.2.2 LORAWAN Basic Configuration ..........ccccceeeeieieieiieeieeeeeeeeeceee e 37
3.2.3 LoORaWAN RN2XX3 Configuration ..........ccccoeeeieieeeeeeiieieieieeeeeeieveivinn 40
3.2.3.1 OVEIVIBW ...ttt ettt e et e e e e e e e e e 40
3.2.3.2 Adding Needed Resources to Project ...........ccccvcviveeiininneeennnn. 41
3.2.3.3 LoRaWAN RN2903 System Module Configuration ................... 43
3.2.3.4 LoRaWAN RN2903 TMR1 Module Configuration ..................... 44
3.2.3.5 LoRaWAN RN2903 MSSP2 Module Configuration ................... 45
3.2.3.6 LoRaWAN RN2903 DIO PINS Configuration ..........cccccvvvvvvvnnnes 46
3.2.3.7 LoRaWAN RN2903 PIN Module Configuration ............ccccvevveees 47
3.3 LoraWAN™ Stack Generation for the RN2XX3 Modules .......cccccvvvvveveeeneeee. 49
Chapter 4. LoRaWAN™ Stack API
R O Y Y= PP 51
4.2 LORAWAN AFChITECIUIE .vvee it 51
4.2.1 LORAWAN ProjeCt Creation ......cccccoeiiiiieeie e a e 51
4.2.2 File SHUCIUIE ...ttt e e e eeeeeas 52
4.3 Application Programming INtErfaces .........cccooiiiiiiiieiiiiiiiiiiee e 54
A.3.1 OVEIVIEW ..ot e e e e et e e e e e e e e e e e et e bbb e a e e e s e e e e aaaaaaeans 54
4.3.2 LORAWAN APIS .ottt e e e et e e aees 54
4.3.2.1 LORAWAN NIt otiiiiiiiiiiiiiiiis et 54
4.3.2.2 LORAWAN _JOIN Loutitiiiiiis ettt 54

© 2017 Microchip Technology Inc. DS40001864B-page 5



LoRaWAN™ Library Plug-in for MPLAB® Code Configurator User’'s Guide

4.3.2.3 LORAWAN_SENA ..ottt 55
4.3.2.4 LORAWAN_SEetDEVICEEUI ...ccevvieiiiiiiiiiiiiiiiiieee e 55
4.3.2.5 LORAWAN_GEetDEVICEEUI .....cvvvveeiiiiiiiiiiiiiiieeeeee e 55
4.3.2.6 LORAWAN_SetApplicatiONEUI ......ccvvvveeiiiiiieee e 56
4.3.2.7 LORAWAN_GetApplicatioNEUI ......ccevveiiiiiiieiiieee e 56
4.3.2.8 LORAWAN_SetDeVviceAddress .......coocvveeieieieeieeeiee e 56
4.3.2.9 LORAWAN_GetDeVIiCEAddreSS .......cuvvvrriiniiiinininieeeeeeeaeeeaaneaeaens 57
4.3.2.10 LORAWAN_SetNetworkSessionKey .......cccccccveieeeeeiiieieieneennn, 57
4.3.2.11 LORAWAN_GetNetworkSessSionKeY .......cccccvvvieiieeeeiiieienennnnnn, 58
4.3.2.12 LORAWAN_SetApplicationSessionKey ........cccccveviiierenennne. 58
4.3.2.13 LORAWAN_GetApplicationSessionKey ........cccccceevvivirennnnnen. 59
4.3.2.14 LORAWAN_SetApplicationKey .........cccooeieieiiiiiiiieinieee e 59
4.3.2.15 LORAWAN_GetApplicationKey ......ccccoeeevieiiiiiiiiiiiiiiiiiiieieeiienas 60
4.3.2.16 LORAWAN_SEAAr ...ttt 60
4.3.2.17 LORAWAN_GEIAAI ...ttt 61
4.3.2.18 LORAWAN_GetCurrentDataRate ...........ccccceeiviiiiiieiiiiieieaenieees 61
4.3.2.19 LORAWAN_SEetTXPOWET ....ccoiiiiiiiiiiiiiiiiie e 62
4.3.2.20 LORAWAN_GEtTXPOWET ....ccoviiiiiiiiiiiiiiiiiiiiarre e 62
4.3.2.21 LORAWAN_SEetSYNCWOId ....cocoeiiiiiiiiiiiiiiieeeee e 62
4.3.2.22 LORAWAN_GEetSYNCWOrd .......ccovviiiiiiiiiiiiieiieee e 63
4.3.2.23 LORAWAN_SetUplinkCoUNter ...........uvvviiiiiieiiieiee e, 63
4.3.2.24 LORAWAN_GetUplinkCounter .........cccooccieieiiniiiiie e 63
4.3.2.25 LORAWAN_SetDownlinKCouNter .........cccccveeeeeeiiiiiiiiiiieeeeeeenn. 64
4.3.2.26 LORAWAN_GetDownlinkKCounter .........ccccccvevveeeiniiiiiiiieeeeennn 64
4.3.2.27 LORAWAN_SetReceiveDelayl ...........ccccoveiiiiiiiiiiiniiiieieee, 64
4.3.2.28 LORAWAN_GetReceiveDelayl ..........cccccooeeeiiiiiniiiiiiiieceeenn. 65
4.3.2.29 LORAWAN_GetReceiveDelay?2 ...........ccccooeeiiiiiiniiiiiiiiieeeee. 65
4.3.2.30 LORAWAN_SetJoinAcceptDelayl ........cccooeeeviiiiieiiiiiieeenene, 66
4.3.2.31 LORAWAN_GetJoinAcceptDelayl ........cccoceeviiieereiiiiiienenennnne. 66
4.3.2.32 LORAWAN_SetJoinAcceptDelay2 .........cccoceevviieeieiniiiieen e, 67
4.3.2.33 LORAWAN_GetJoinAcceptDelay2 .......cccccceevviiiieiiiiiiieeeeeeeee, 67
4.3.2.34 LORAWAN_SetMaxFcntGap .......cooovcvvvriiiiiiiieeeiee e 68
4.3.2.35 LORAWAN_GetMaxFcntGap ........ccoccvevieeeieiieeeine e 68
4.3.2.36 LORAWAN_SetAdrACKLIMIt ......cooviiiiiiiiieee e 69
4.3.2.37 LORAWAN_GetAdrACKLIMIt ......oooviiiiiiiee e 69
4.3.2.38 LORAWAN_SetAdrAckDelay .........ccoccoueiiiieiiiieiiiiiiiieceeeen 70
4.3.2.39 LORAWAN_GetAdrAckDelay ...........cccooviiiiiiiieiiniiiiiiiceeeeen 70
4.3.2.40 LORAWAN_SetACKTIMEOUL .....ccovviiiiiiiiiiiieeeee e 71
4.3.2.41 LORAWAN_GetACKTIMEOUL ....cceeiiiiiiiiiiiieecee e 71
4.3.2.42 LORAWAN_SetNumberOfRetransmissions ................ccccc....... 71
4.3.2.43 LORAWAN_GetNumberOfRetransmissions ...............cccccce..... 72
4.3.2.44 LORAWAN_SetReceiveWindow2Parameters ......................... 72
4.3.2.45 LORAWAN_GetReceiveWindow2Parameters ................cc...... 73
4.3.2.46 LORAWAN_SEetBAtery ...t 73
4.3.2.47 LORAWAN_GetPrescaler .......cccccoeiiiiiiiiiiieiiee e 74
4.3.2.48 LORAWAN_SetAutomaticREPIY ........ccooeviiieiiiiiiiieiiieee e 74
4.3.2.49 LORAWAN_GetAutomaticREPIY ........coocvveeeriiiiiiieiriiieee e, 75
4.3.2.50 LORAWAN_GELSTALUS ....ovviiiiiieeeeiiiiiiiiiiiiiee et 75
4.3.2.51 LORAWAN_GetLinkCheckMargin .........ccccceeeviiiiiiiiiiieeeeeeeeenenn, 76
4.3.2.52 LORAWAN_GetLinkCheckGWCNLt ........ccceevveiiieiiiiiiiiiiieeeeen 76
4.3.2.53 LORAWAN_GEtFIreqUENCY .....ccoevviiiiiiiiiiiiieiee e 77

DS40001864B-page 6

© 2017 Microchip Technology Inc.



4.3.2.54 LORAWAN_SetDataRange ...........ccccvveeriieieieiiiiiieieeceeeenn 77

4.3.2.55 LORAWAN_GetDataRange ........cccooevvieiiiiiniiiiiiiiiiieeeeeeiiinn e 78

4.3.2.56 LORAWAN_SetChannellDStatus .........ccccovcvvveeeiiiiieeeesiiiieeene 78

4.3.2.57 LORAWAN_GetChannellDStatus ........ccccoocvveeeiviiiieeeesiiiieeene 78

4.3.2.58 LORAWAN _PAUSE ....ooiiiiiiiiiiieeeeee e 79

4.3.2.59 LORAWAN_RESUME ....uiiiiiiiiii e 79

4.3.2.60 LORAWAN_LINKCheckConfigure .........ccccovuvveeeinniieeeeniiiieeee 80

4.3.2.61 LORAWAN_ForceEnable ............ccccoeoiiiiiiiiii, 80

4.3.2.62 LORAWAN_Reset (for EU433/EU868 ISM bands) ................. 80

4.3.2.63 LORAWAN_Reset (for NA915 ISM band) ........ccccceveeiiineenenne 81

4.3.2.64 LORAWAN_SetFrequency (only for EU433/EU86S) ............... 81

4.3.2.65 LORAWAN_SetDutyCycle (only for EU433/EU868) ............... 82

4.3.2.66 LORAWAN_GetDutyCycle (only for EU433/EU868) ............... 82

4.3.2.67 LORAWAN_GetISMBand (only for EU433/EU8ES) ................. 83

4.3.2.68 LORAWAN_MaINIOOP ...covvvviieeiiiiiiie st ee e siieee e 83

4.3.2.69 LORAWAN_SEtCIaSS ..eetiiieeeiiiiiiiiiiiieiee et 83

4.3.2.70 LORAWAN_GEetCIaSS ...evvieeeeiiiiiiiiiiieeei et e e e e 84

4.3.2.71 LORAWAN_SetMCASL ....cvuuiieiiiiiiiiiieeciiicis e e e e e 84

4.3.2.72 LORAWAN_GEtMCASt  ...evvviieiiiiiiiei it 84

4.3.2.73 LORAWAN_SetMcastApplicationSessionKey ..........ccccvvvennes 85

4.3.2.74 LORAWAN_GetMcastApplicationSessionKey ..........cccccvuveees 85

4.3.2.75 LORAWAN_SetMcastNetworkSessionKey ........ccccceevvveeeeenne 86

4.3.2.76 LORAWAN_GetMcastNetworkSessionKey .........ccccccvvvveeeenne 86

4.3.2.77 LORAWAN_SetMcastDeviceAddress ........ocoeccvvvveeeieneeenennnnne 87

4.3.2.78 LORAWAN_GetMcastDeviceAddress .........cccccvvvvevevvvvvnvnnnnnnns 87

4.3.2.79 LORAWAN_SetMcastDownCounter .........coeeevviiieeeiiiiiinnnennns 87

4.3.2.80 LORAWAN_GetMcastDownCounter .........cccevvviiieeiiiiiinnnnnnns 88

4.3.2.81 LORAWAN_GEtState ....cvvvvveiiiiiiieiiiiiieeecsiiree s ssveee e snaneee s 88

Chapter 5. Building a LoRaWAN-Based Application

LT R @ Y=Y oY= PR 89
5.2 Basic LORAWAN Class A Stack Operation .........cccccceveviieeiieviiiiiiiineneeeeeeeinnns 89
5.2, 1 OVEIVIEW .ttt ettt e e e e e e e e ettt e e et e e e e e e e e e s et besaeeeeeaaeens 89

5.2.2 INItIALIZALION ... 89

5.2.2.1 Payload Reception Indication (Payload Reception Callback) .... 90

5.2.2.2 Activation Indication ReSPONSE .........ccceeveeeeeeeiiiiieieeeeeeeviiiiees 91

5.2.3 Configuration for activation ............ccccceeiiiiiiieiiiee e 91

5.2.3.1 Configuration for Activation-by-Personalization ......................... 91

5.2.3.2 Configuration for Over-the-Air Activation ...........ccccccceeiiiiiiinnnnee 93

5.2.4 ACHIVALION ...ttt e e e e e e e e e e e e eae s 94

5.2.4.1 Activation-By-Personalization ............cccccceeeiiiieeeeeiieiiieceeeeeiieens 94

5.2.4.2 Over-the-Air ACHIVAION ........c..uuiiiiiiiiiiieee e 94

5.2.5 COMMUNICALION ..eeiiiiiiiiieeiie ittt e e e e e e e 94

5.3 Basic LoRaWAN Class C Stack Operation ..........ccccceevvirirmrreeeeennnsiiieeeeeens 95
5.3 L OVEIVIEW .ttt ettt e e bbbttt e e e e e e e e e bbb reeeeaeaeeas 95

LI T O - TS O = T 1 95

5.3.3 Class C ContiNUOUS RECEIVE ........couiiiiiiiiiiiiiiiiiiiiiee e 96

5.4 Build a Custom LoRaWAN-Based AppPliCation ..........cccoccuvivrrieeeriiiiiiieeeeenn. 96
Bi4 L OVEIVIEW .ttt ettt e e et bbb ettt e e e e e e e e e bbb rreeeeeeaeeas 96

5.4.2 Interrupts ENADIE ......ccooriiiiieeeee e 96

5.4.3 LoORaWAN Mainloop FUNCLON ........uuuuiiiiiiisieieie e 96

© 2017 Microchip Technology Inc. DS40001864B-page 7



LoRaWAN™ Library Plug-in for MPLAB® Code Configurator User’'s Guide

5.5 LORAWAN Stack ENCIYPLON ........ovviiiiiiiiiiiiiie e 97
5.6 LoRaWAN-Based Custom Application Example ........cccccoeeeviiiiiiiiiiiiiiiinnnen, 98
Worldwide Sales and SEIVICE .......ouuuuiiiiiiiieee e 101

DS40001864B-page 8 © 2017 Microchip Technology Inc.



LoRaWAN™ LIBRARY PLUG-IN FOR MPLAB®

MICROCHIP CODE CONFIGURATOR USER’S GUIDE

Preface

NOTICE TO CUSTOMERS

document.

All documentation becomes dated, and this manual is no exception. Microchip tools and
documentation are constantly evolving to meet customer needs, so some actual dialogs
and/or tool descriptions may differ from those in this document. Refer to our website
(www.microchip.com) to obtain the latest documentation available.

Documents are identified with a “DS” number. This number is located on the bottom of each
page, in front of the page number. The numbering convention for the DS number is
“DSXXXXXA”, where “XXXXX" is the document number and “A” is the revision level of the

For the most up-to-date information on development tools, see the MPLAB® IDE online help.
Select the Help menu, and then Topics to open a list of available online help files.

INTRODUCTION

This chapter contains general information that will be useful to know before using the
MCC LoRaWANT™ Library Plug-in. Iltems discussed in this chapter include:

Document Layout

Conventions Used in this Guide

Recommended Reading

The Microchip Website

Development Systems Customer Change Notification Service
Customer Support

Revision History

DOCUMENT LAYOUT

This document describes how to use the MCC LoRaWAN Library Plug-in as a
development tool to emulate and debug firmware on a target board. The document is
organized as follows:

Chapter 1. “Overview” — introduces the user to the LoRaWAN Library Plug-in for
the MPLAB Code Configuration and presents an overview of the library features.
Chapter 2. “LoRaWAN™ Library Plug-in” — describes the LoRaWAN Library
basic and advanced configuration.

Chapter 3. “LoRaWAN™ Library Plug-in Running on RN2XX3 Modules” -
gives details on the LoRaWAN configuration on the RN2XX3 modules.

Chapter 4. “LoRaWAN™ Stack API” — describes the APIs available to the user,
provided by the LoRaWAN stack.

Chapter 5.“Building a LoRaWAN-Based Application” — describes the
LoRaWAN basic operation and offers an example of a custom LoRaWAN-based
application.

© 2017 Microchip Technology Inc. DS40001864B-page 9



LoRaWAN™ Library Plug-in for MPLAB® Code Configurator User’s Guide

CONVENTIONS USED IN THIS GUIDE

This manual uses the following documentation conventions:

DOCUMENT CONVENTIONS

Description

Represents

Examples

Arial font:

Italic characters

Referenced books

MPLAB IDE User’s Guide

Emphasized text

...Is the only compiler...

Initial caps A window the Output window
A dialog the Settings dialog
A menu selection select Enable Programmer
Quotes A field name in a window or | “Save project before build”
dialog
Underlined, italic text with A menu path File>Save
right angle bracket
Bold characters A dialog button Click OK

Atab

Click the Power tab

N‘Rnnnn

A number in verilog format,
where N is the total number of
digits, Ris the radix and nis a
digit.

40010, 2'hF1

Text in angle brackets < >

A key on the keyboard

Press <Enter>, <F1>

Courier New font:

Plain Courier New

Sample source code

#defi ne START

Filenames nmain. c

File paths c:\nmccl8\h

Keywords _asm _endasm static
Command-line options - Opa+, -Opa-

Bit values 0, 1

Constants OxFF, ‘A

Italic Courier New

A variable argument

file.o,wherefil e canbe
any valid filename

Square brackets [ ]

Optional arguments

nccl8 [options] file
[ opti ons]

Curly brackets and pipe
character: { |}

Choice of mutually exclusive
arguments; an OR selection

errorlevel {01}

Ellipses...

Replaces repeated text

var_nane [,
var _nane. . .|

Represents code supplied by
user

void main (void)
{
}

DS40001864B-page 10
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Preface

RECOMMENDED READING

This user’s guide describes how to use the MCC LoRaWAN Library Plug-in. For the
latest information on using other tools, refer to the MPLAB® X IDE home page:
www.microchip.com/mplabx/. This resource page contains updated documentation,
downloads and links to other MPLAB X compatible tools, plug-ins and much more.

Another recommended reading is the LoRaWAN Specification 1.0. This specification
describes the LoRaWAN protocol and it is provided by LoRa® Alliance at
http://www.lora-alliance.org.

THE MICROCHIP WEBSITE

Microchip provides online support via our website at www.microchip.com. This website
is used as a means to make files and information easily available to customers.
Accessible by using your favorite Internet browser, the website contains the following
information:

* Product Support — Data sheets and errata, application notes, sample programs
and labs, design resources, user’s guides and hardware support documents,
latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical
support requests, online discussion groups, Microchip consultant program
member listing

« Business of Microchip — Product selector and ordering guides, latest Microchip
press releases, listing of seminars and events, listings of Microchip sales offices,
distributors and factory representatives

DEVELOPMENT SYSTEMS CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer notification service helps keep customers current on Microchip
products. Subscribers will receive e-mail notification whenever there are changes,
updates, revisions or errata related to a specified product family or development tool of
interest. To register, access the Microchip website at www.microchip.com, click on
Customer Change Notification and follow the registration instructions.

The Development Systems product group categories are:

e Compilers — The latest information on Microchip C compilers, assemblers, linkers
and other language tools. These include all MPLAB C compilers; all MPLAB
assemblers (including MPASM™ assembler); all MPLAB linkers (including
MPLINK™ object linker); and all MPLAB librarians (including MPLIB™ object
librarian).

« Emulators — The latest information on Microchip in-circuit emulators.This
includes the MPLAB REAL ICE™ and MPLAB ICE 2000 in-circuit emulators.

* In-Circuit Debuggers — The latest information on the Microchip in-circuit
debuggers. This includes MPLAB ICD 3 in-circuit debuggers and PICkit™ 3
debug express.

« MPLAB IDE - The latest information on Microchip MPLAB IDE, the windows®
Integrated Development Environment for development systems tools. This list is
focused on the MPLAB IDE, MPLAB IDE Project Manager, MPLAB Editor and
MPLAB SIM simulator, as well as general editing and debugging features.

¢ Programmers — The latest information on Microchip programmers. These include
production programmers such as MPLAB REAL ICE in-circuit emulator, MPLAB
ICD 3 in-circuit debugger and MPLAB PM3 device programmers. Also included
are nonproduction development programmers such as PICSTART® Plus and
PICkit 2 and 3.
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CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:
« Distributor or Representative

 Local Sales Office

« Field Application Engineer (FAE)

 Technical Support

Customers should contact their distributor, representative or field application engineer
(FAE) for support. Local sales offices are also available to help customers.

Technical support is available through the website at:
www.microchip.com/support.

REVISION HISTORY

Revision A (November 2016)

Initial release of this document.

Revision B (January 2017)

Minor updates in chapters 2 and 3.

Added new features to Section Chapter 4. “LoRaWAN™ Stack API”.
Added Section 5.3 “Basic LoRaWAN Class C Stack Operation”.
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LoRaWAN™ LIBRARY PLUG-IN FOR MPLAB®
MICROCHIP CODE CONFIGURATOR USER’S GUIDE

Chapter 1. Overview

1.1 INTRODUCTION

The LoRaWAN™ Library Plug-in for the MPLAB® Code Configurator allows for quick
and easy C code generation of Microchip’s LoRaWAN stack solution for LoRa®
Technology end devices.

The LoRaWAN Library Plug-in comes as a Java™ Archive file (. j ar file extension)
and must be added to MPLAB Code Configurator.

LoRaWAN stack currently supports only 8-bit PIC® devices. The minimum
requirements for the PIC device to be capable of running LoRaWAN stack are the
following:

» 32 kB of Flash memory

* 3 kB of RAM memory

* 1 xSPI

* 6 x GPIOs (three of the GPIOs must be interrupt-capable). If the PIC device has
Peripheral Pin Select support, then an additional GPIO is required for the Chip
Select of the SPI communication.

This library plug-in uses a Graphical User Interface (GUI) to accomplish the following:

» Select the requirements for the LoRaWAN stack from the device resources
(modules present on the device)

« Define the communication channels for the EU 433/868 MHz ISM band

« Enable/Disable communication channels for the NA 915 MHz ISM band

e Adjust various parameters of the LoRaWAN stack in regards to the
communication with the server

¢ Generate the necessary C code to program a PIC® microcontroller
The following chapters of this user’s guide cover each component of the LoRaWAN
library plug-in and describe the steps to set up a basic LoORaWAN project. For any

additional information needed or any queries, contact your local LoRaWAN
representative.

© 2017 Microchip Technology Inc. DS40001864B-page 13
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1.2 ADD LoRaWAN LIBRARY PLUG-IN TO MCC

To add the LoRaWAN Library Plug-in, the user must open MPLAB X IDE and click on
Tools -> Options (see Figure 1-1). The Options window will open.

FIGURE 1-1: ADD LoRaWAN™ LIBRARY PLUG-IN TO MCC

MPLAB X IDE v3

File Edit View Mavigate Source Refactor Run Debug Team Window Help

™ ¥ % H & Embedded :‘, % -9

Licenses -
=3 Projects ﬁ| [=]
= Templates
2 p
Ty DTDs and XML S5chemas
8 Plugins
E Plugins Download
% Options

Inside the Options window, click on the Plug-ins tab, and then press Add Library
button (see Figure 1-2).

FIGURE 1-2: ADD LoRaWAN™ LIBRARY PLUG-IN TO MCC — OPTIONS WINDOW

b

General Editor Fonts & Colors Keymap Embedded Team Appearance |Flugins | Miscellanecus

MPLAB® Code Configurator 3.x |

File Handling Remove unused files from the project

Delete unused files from the disk
Generated Line Endings | DOS (CRLF) v |

Editor Behavior Always ask before removing a module
[] Always ask before removing a pin
Update Notifications [] Check for updates on all new libraries, even if not currently installed

[] Ignere core compatibility

Add Library ] ’ Open Library Folder

Export... ” Impart...
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Browse to the location of the LoRaWAN Library Plug-in, select it and click on Open to
add it to MCC (see Figure 1-3).

FIGURE 1-3: ADD LoRaWAN™ LIBRARY PLUG-IN TO MCC - BROWSE
AND OPEN
[ || Open lﬁﬂ
Look in: |l LoRaWAN Library Plugin 01.10.00_beta v: & e E]v
,
<5
Recent Items
Desktop
I
My Documents
Computer
QI_.\ File pame: LoRaWAN_v01.10.00_beta jar
Netwark Files of type: :.jar files (*.jar) hd

Note: If the LoORaWAN™ Library Plug-in has already been added to MCC, a
message will pop up, asking the user to confirm the overwrite of the old file.

© 2017 Microchip Technology Inc. DS40001864B-page 15



LoRaWAN™ Library Plug-in for MPLAB® Code Configurator User’s Guide

NOTES:
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Chapter 2. LoRaWAN™ Library Plug-in

The LoRaWAN Library Plug-in has a wizard menu depicted below in Figure 2-1:

« It provides the minimum setting requirements for basic users

« It offers an Advanced Settings option to access more settings of the LoRaWAN
stack

FIGURE 2-1: LoRaWAN™ LIBRARY PLUG-IN
LORAWAN

Easy Setup || /¥ Motifications: 3

Library Settings

Base Timer TMR1 b
Radio Module | 5X1276 b
SPT Module M5SP1 -
ISM Band Eurocpe 433 -
Default dass A b

Advanced Settings

2.1 LoRaWAN BASIC CONFIGURATION

There are five minimum selections that the user must make in order to get a functional
LoRaWAN stack. These selections must reflect the LoRaWAN end-device hardware
that is used (e.g., the radio transceiver, the MSSP pins of the microcontroller etc.):
Base Timer

Radio Module

SPI Module

ISM Band

Default Class

o~ wDdhPRE

Each of these settings act as a selection from a list of options which is generated
according to the microcontroller resources, supported radio modules, or the region of
the LoRaWAN stack usage.

© 2017 Microchip Technology Inc. DS40001864B-page 17
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21.1 LoRaWAN Easy Setup

2.1.1.1 TIMER SELECTION

A timer, which will be used by the LoRaWAN stack, must be selected out of the list of
timers available on the microcontroller, as shown in Figure 2-2. The user has to check
and ensure a 16-bit timer has been chosen, since this is the specific requirement for
the LoRaWAN library.

FIGURE 2-2: LoRaWAN™ BASE TIMER SELECTION
LORAWAN

:f:} Easy Setup || /¥ Motifications : 3

Library Settings

Base Timer TMRE1 | -

TMRZ
%P Module

TMR3S
I5M Band

TMRE4

Default class TMRE

TMRE

Note: LoRaWAN stack currently supports only 16-bit timers. The clock source for
the timer must be external, running at 32.768 kHz. For more details, see
Timer configuration for LoRaWAN stack in Section 3.2.3.4 “LoRaWAN
RN2903 TMR1 Module Configuration”.

DS40001864B-page 18
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2112 RADIO MODULE SELECTION

Currently, the LoRaWAN stack supports two radio transceivers: Semtech SX1272 and
Semtech SX1276. The user must select the one present on the end device, as
displayed in Figure 2-3.

Note: SX1272 does not support 433 MHz frequency band.

FIGURE 2-3: LoRaWAN™ RADIO MODULE SELECTION

LORAWAN

404 Easy Setup | M\ Notifications : 3

Library Seitings

Base Timer TMR1 i

Radio Module | 5X1276 -

SPIModule | S¥1272

Default class A -

Advanced Settings

2.1.1.3 SPI MODULE SELECTION

The end device is formed of one PIC device and one radio transceiver. There is a SPI
communication needed between these two, where the PIC device is the master and the
radio transceiver is the slave. The user must select the MSSP module which will be
used for the SPI communication between the PIC microcontroller and the radio (see
Figure 2-4).

The selected MSSP module must be configured as Mode 0 (SPI Master).

FIGURE 2-4: LoRaWAN™ SPI MODULE SELECTION

LORAWAN

507 Easy Setup | A3y Motifications: 3

Library Seitings

Base Timer TMR1 i

Radio Module | 5X1276& -

SPIModule | MSSP1 | -
swsns [

M55P2
[ |

Default class

Advanced Settings
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2.1.1.4 ISM BAND SELECTION

There are two regions which are currently supported by the LoRaWAN stack: Europe
and North America, with the following specifications:

« Europe is available on 433 and 868 MHz frequency bands
« North America is available on the 915 MHz frequency band

The user must select the desired ISM band (Figure 2-5).

FIGURE 2-5: LoRaWAN™ |[SM BAND SELECTION
LORAWAN
403 Easy Setup | M\ Notifications : 3
Library Seitings
Base Timer TMR1 b
Radio Module | SX1276 -
SPI Module MS5P1 bt
I5M Band Europe 433 b
Europe B6&
Meorth America

2.1.15 DEFAULT LoRaWAN CLASS SELECTION

Microchip LoRaWAN stack supports both Class A and Class C. The Default class
drop-down menu enables user to select which of the two classes shall be active at
startup. Changing the class can be made also during runtime by using the
class-change API:

» Class A - device shall be initialized at startup as Class A and shall operate as a
Class A device

» Class C - device shall be initialized at startup as Class C and shall operate as a
Class C device

Changing the operation Class can be made during runtime, by using the API provided
by the LoRaWAN stack (for more details, see Chapter 4. “LoRaWAN™ Stack API").
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2.1.2 LoRaWAN Advanced Setup

The advanced settings of the LoRaWAN stack can be accessed by clicking the
Advanced Settings button, as shown in Figure 2-6. This will take the user to a wizard
menu, which allows adding or removing channels for EU 433/868, disable and enable
channels for NA 915 and also make various adjustments to the LoRaWAN stack.

FIGURE 2-6: LoRaWAN™ ADVANCED SETTINGS
LORAWAN

éﬁ'} Easy Setup | /% Notifications: 3

Library Settings

Base Timer TMR1 -
Radio Module | 5X1276 b
SFI Module M55P1 b
I5M Band Europe 433 -
Default dass A -

Advanced Settings

2.1.2.1 EUROPE 433 MHz ADVANCED SETTINGS

By clicking the Advanced Settings button for the EU 433 ISM band, the Library
Settings tab appears. The first tab of the wizard menu for the Advanced Settings
displays the EU 433 Channels table (Figure 2-7). The table contains the following rows:
¢ Channel Number

¢ Frequency

« Data Rate Minimum

« Data Rate Maximum

¢ Duty Cycle

© 2017 Microchip Technology Inc. DS40001864B-page 21
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The rows described above represent configurable parameters for each channel. The
table already contains the first three default channels. These default channels and their
settings are stated in the LoORaWAN Specification V1.0 document. The Frequency for
the default channels is fixed and cannot be changed. The minimum and maximum Data
Rate Range can be tuned, and the values accepted range between 0 and 7 (Data Rate
Maximum must be greater than Data Rate Minimum).

The Duty Cycle needs to be adjusted every time a new channel is created or deleted
in order to follow the strict restrictions imposed by the European Telecommunications
Standards Institute (ETSI).

FIGURE 2-7: EU 433 ADVANCED SETTINGS
LORAWAN
=:::= Easy Setup | /M Motifications : 3
Library Settings
EU433 Channels
Channel No. Frequency [MHz] | Data Rate Min. Data Rate Max. Duty Cycle [%:]
Channel 0 433.175 H 5 0.33
Channel 1 433.375 0 5 033
Channel 2 433,575 H 5 0.33
Rerove Channe Add Chanrnel
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New channels can be added to the channels table by clicking the Add Channel button
(Figure 2-8). A maximum number of 13 channels can be added (the maximum number
accepted is 16 channels, including the default ones, according to LoRaWAN
Specification V1.0). A new entry can be added to the table with the following
configurable parameters:

» Frequency — by default, the initial value is 433.175 MHz. The accepted range for
the EU 433 ISM band is between 433.175 MHz — 434.665 MHz. If the user inserts
a value which is not in this range, the cell rejects and signals the invalid value,
flashing on a red background.

« Data Rate represents the radio parameters used for communication. It is a
number from O to 7 which corresponds to physical bit rates between
250 bit/s — 50000 bhit/s (for more details, refer to the LoRaWAN Specification V1.0
document). Minimum and maximum values can be provided,; if the user inserts a
value which is not in the range (or if the minimum is greater than the maximum),
the cell rejects and signals the invalid value, flashing on a red background.

« Duty Cycle represents the time-on-air. E.g.: A 1% duty cycle means that for a one
hundred-second period, the end device can transmit for one second and for the
rest of 99 seconds it remains on Standby. The accepted range for the duty cycle is
between 0 — 100%. If the user inserts a value which is not in this range, the cell
rejects and signals the invalid value, flashing on a red background.

FIGURE 2-8: ADD NEW CHANNEL FOR EUROPE 433 MHz
LORAWAN
=:= Easy Setup || /8 Notifications : 3
Library Settings
EU433 Channels
Channel No. Frequency [MHz] | Data Rate Min. Data Rate Max. Duty Cycle [%]
Channel 0 433.173 0 5 0.33
Channel 1 433.375 0 5 0.33
Channel 2 433,575 0 5 0.33
Channel 3 433,675 2 3 1
Remowve Channel Add Channel
Back Mext

For more details on the channels and data rates, see LoRaWAN Specification V1.0
document.
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Any channel which was previously inserted can be removed from the table by selecting
it and clicking the Remove Channel button (Figure 2-9). The first three default
channels cannot be removed.

FIGURE 2-9: REMOVE ADDED CHANNEL FOR EUROPE 433 MHz
LORAWAN
£0% Easy Setup || /& Notifications : 3
Library Settings
EU433 Channels
Channel No. Frequency [MHz] | Data Rate Min. Data Rate Max. Duty Cycle [%]
Channel 0 433175 0 5 0.33
Channel 1 433.375 0 5 0.33
Channel 2 433,575 0 5 0.33
Channel 3 433,675 2 3 1
Remove Channel Add Channel
Back Mext

For more details on the channels and data rates, see LoRaWAN Specification V1.0
document.
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FIGURE 2-10:

The second tab of the EU433 Advanced Settings can be accessed by clicking the Next
button. This tab allows the user to configure the LoRaWAN stack parameters such as
receive delays, join accept delays or acknowledge time out. The parameters have

already been loaded with the default values.

ISM PROTOCOL PARAMETERS

LORAWAN

LORAWAN

=:= Easy Setup | /M Motifications: 3

=:= Easy Setup || /% Mofifications : 3

Library Settings

Library Settings

EU433 Channels

Channel No.

Frequency [MHz]

Data Rate Min. Data Rate Max. Duty Cycle [%]

Channel 0

433175

=]

5 0.33

Channel 1

433.375

=

[
=]
i
w

Channel 2

433.575

=]

[
=]
i
w

Channel 3

433.675

ISM Protocol Parameters

Receive delay 1 [ms]

Receive delay 2 [ms]

Join accept delay 1 [ms]

Join accept delay 2 [ms]

Max frame control gap

ACR Acknowledge Limit

ADR Acknowledge Delay

1000

2000

5000

6000

16384

&4

32

Acknowledge Timeout [s] | 2

Back

Back

Remove Channel Add Channel

MNext

Note:

Any change of these values should only be made by users with advanced
knowledge of LoRa® Technology. Setting incorrect values to these
parameters may result into a non-functional LoRaWAN™ stack.

As soon as the ISM Protocol Parameters setting is complete, the Back button can be
pressed, taking the user to the previous tab — EU433 Channels. By pressing the Back
button again, the user returns to the Easy Setup view of the LoRaWAN Library.

© 2017 Microchip Technology Inc.

DS40001864B-page 25



LoRaWAN™ Library Plug-in for MPLAB® Code Configurator User’s Guide

2.1.2.2 EUROPE 868 MHz ADVANCED SETTINGS

By clicking the Advanced Settings button for EU868 ISM band, the Library Settings
tab appears. The first tab of the wizard menu for the Advanced Settings shows the
EUB868 channels table, which can be seen in Figure 2-11. The table is formed of the
following rows:

e Channel Number

» Frequency

« Data Rate Minimum

« Data Rate Maximum

« Duty Cycle

There are configurable parameters for each channel. The table already contains the
first three default channels. These default channels and their settings are stated in the
LoRaWAN Specification V1.0 document. The Frequency for the default channels is
fixed and cannot be changed. The Data Rate Range Minimum and Maximum can be

tuned and the values accepted range between 0 and 7 (Data Rate Maximum must be
greater than Data Rate Minimum).

The Duty Cycle needs to be adjusted every time a new channel is created or deleted
in order to follow the strict restrictions imposed by the European Telecommunications
Standards Institute (ETSI).

FIGURE 2-11: EUROPE 868 MHz ADVANCED SETTINGS
LORAWAN
=:= Easy Setup | /¥ Motifications : 3
Library Settings
EU868 Channels
Channel No. Frequency [MHz] | Data Rate Min. Data Rate Max. Duty Cycle [%]
Channel 0 868.1 ] 5 0.33
Channel 1 B6B.3 0 5 0.33
Channel 2 B6B.5 ] 5 0.33
Remove Channe Add Channel
Back Mext
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New channels can be added to the channels table by clicking the Add Channel button
(Figure 2-12). A maximum number of 13 channels can be added (the maximum
number accepted is 16 channels, including the default ones, according to LoORaWAN
Specification V1.0). A new entry can be added to the table with the following
configurable parameters:

» Frequency - by default, the initial value is 863.0 MHz. The accepted range for the
EU 868 ISM band is between 863.0 MHz — 870.0 MHz. If the user inserts a value
which is not in this range, the cell rejects and signals the invalid value, flashing on
a red background.

» Data Rate represents the radio parameters used for communication. It is a
number from O to 7 which corresponds to physical bit rates between
250 bit/s — 50000 bit/s (for more details, refer to the LoRaWAN Specification V1.0
document). Minimum and maximum values can be provided,; if the user inserts a
value which is not in the range (or if the minimum is greater than the maximum),
the cell rejects and signals the invalid value, flashing on a red background.

« Duty Cycle represents the time on air. E.g.: A 1% duty cycle means that for a one
hundred-second period, the end device can transmit for one second and for the
rest of 99 seconds it remains on Standby. The accepted range for the duty cycle is
between 0 — 100%. If the user inserts a value which is not in this range, the cell
rejects and signals the invalid value, flashing on a red background.

FIGURE 2-12: ADD NEW CHANNEL FOR EUROPE 868 MHz
LORAWAN
£0% Easy Setup | A\ Notifications : 3
Library Settings
EU868 Channels
Channel No. Frequency [MHz] | Data Rate Min. Data Rate Max. Duty Cycle [%]
Channel 0 8681 0 5 0.33
Channel 1 8683 0 5 0.33
Channel 2 B68.5 0 5 0.33
Channel 3 8363.0 1 4 0.1
Remove Channel Add Channel
Back Mext

© 2017 Microchip Technology Inc. DS40001864B-page 27



LoRaWAN™ Library Plug-in for MPLAB® Code Configurator User’s Guide

For more details on the channels and data rates, see LoRaWAN Specification V1.0
document.

Any channel which was previously inserted can be removed from the table by selecting
it and clicking the Remove Channel button, as displayed in Figure 2-13. The first three
default channels cannot be removed.

FIGURE 2-13: REMOVE ADDED CHANNEL FOR EUROPE 868 MHz
LORAWAN
€03 Easy Setup || /M Notifications : 3
Library Settings
EUE68 Channels
Channel No. Frequency [MHz] | Data Rate Min. Data Rate Max. Duty Cycle [%]
Channel 0 863.1 0 5 0.33
Channel 1 868.3 0 5 0.33
Channel 2 B68.5 0 5 0.33
Channel 3 863.0 1 4 0.1
Remaowe Channel Add Channel
Back Mext

For more details on the channels and data rates, see LoRaWAN Specification V1.0
document.
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The second tab of the EU868 Advanced Settings can be accessed by clicking the Next
button. This tab allows the user to configure the LoRaWAN stack parameters such as
receive delays, join accept delays or acknowledge time out. The parameters have
already been loaded with the default values.

FIGURE 2-14: ISM PROTOCOL PARAMETERS
LORAWAN LORAWAN
‘\.:3 Easy Setup || /% Motifications : 3 E:E Easy Setup | /&) Notifications : 3
Library Settings Library Settings
EU86E Channels ISM Protocol Parameters
Channel No. Frequency [MHz] | Data Rate Min. Data Rate Max. Duty Cycle [%]
Channel 0 868.1 0 5 033 Receive delay 1 [ms] 1000
SremEl IEE ! z LEE Receive delay 2 [ms] 2000
Channel 2 868.5 0 5 0.33
Joi t delay 1 5000
Channel 3 B63.0 1 4 01 oin accept delay 1 [ms]
Join accept delay 2 [ms] 6000
Max frame control gap 16384
ADR Acknowledge Limit E4
ACR Acknowledge Delay | 32
Acknowledge Timeout [5] | 2 | -
Back
Remove Channel Add Channel
Back Next

Note: Any change of these values should only be made by users with advanced
knowledge of LoRa® Technology. Setting incorrect values to these
parameters may result into a non-functional LoRaWAN™ stack.

As soon as the ISM Protocol Parameters setting is complete, the Back button can be
pressed, taking the user to the previous tab — EU868 Channels. By pressing the Back
button again, the user returns to the Easy Setup view of the LoRaWAN Library.
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2.1.2.3 NORTH AMERICA 915 MHz ADVANCED SETTINGS

For North America 915 MHz, there are 72 channels, split into two categories: 0 to 63
and 64 to 71. The frequency for all the channels is stated into the LoRaWAN
Specification V1.0 document. By default, the 72 channels are already enabled.

The channels can be disabled by clearing the checkbox on the Active column for each
channel and re-enabled by clicking the checkbox for each channel of this Active
column.

For the Channels 0 — 63, Data Rate Min. and Data Rate Max. values can be changed.
The range for the Data Rate (Minimum and Maximum) is 0-3, corresponding to 980 bit/s
to 5470 bit/s.

There is a Select/Deselect All Channels button which can be used in order to enable
or disable all channels for North America (See Figure 2-15).

For the Channels 64 — 71, the Data Rate is fixed to 4 (corresponding to 12500 bit/s)
thus, Data Rate Min. is equal to Data Rate Max. and these cells are not editable.

For more details on the channels and data rates, see LoRaWAN Specification V1.0
document.

FIGURE 2-15: ENABLE/DISABLE CHANNELS FOR NORTH AMERICA
915 MHz
LORAWAN
{{:_:: Easy Setup .L. Motifications : 4
Library Settings
MAS15 Upstream Channels
Channel No. Active | Frequency [MHz] | Data Rate Min. Data Rate Max.
Channel 0 302.3 0 3
Channel 1 902.5 0 3
Channel 2 802.7 0 3
Channel 3 902.9 0 3
Channel 4 303.1 0 3
Channel 5 903.3 0 3
Channel & 903.5 0 3
Channel 7 903.7 0 3
Channel & [ ] |e03s 0 3
Channel 9 [] [s0a1 0 3
Channel 10 [] [o0a3 0 3
Channel 11 [[] [o045 0 3
Channel 12 [[] [s0a7 0 3
Channel 13 [] [ooas 0 3
Channel 14 [] [e052 0 3
Channel 15 [ 1 leosa 0 3
— | Select/Deselect All Channels
Back Mext

DS40001864B-page 30

© 2017 Microchip Technology Inc.



LoRaWANT™ Library Plug-in

The second tab of North America 915 MHz Advanced Settings can be accessed by
clicking the Next button. This tab allows the user to configure LoRaWAN stack
parameters such as receive delays, join accept delays or acknowledge time out. The
parameters have already been already loaded with the default values.

FIGURE 2-16: ISM PROTOCOL PARAMETERS
LORAWAN LORAWAN
£0% Easy Setup | /) Notifications : 4 £8% Easy Setup | /), Notifications : 4
Library Settings Library Settings
SIS et lC el ISM Protocol Parameters
Channel No. Active | Frequency [MHz] | Data Rate Min. Data Rate Max.
Channel 0 902.3 0 3 Receive delay 1 [ms] 1000
Eienma) 4 shes Y . Receive delay 2 [ms] 2000
Channel 2 902.7 0 3
TrEnndl T 502.5 0 3 Join accept delay 1 [ms] 5000
Channel 4 903.1 o 3 Join accept delay 2 [ms] | 6000
Channel 5 903.3 0 3
Channel & 03,5 0 3 Max frame control gap 16334
Channel 7 803.7 0 3 ADR Acknowledge Limit | 64
Channel 8 [] [o03s 0 3
ADR Acknowledge Delay | 32
Channel 8 [] [s0e1 0 3
Channel 10 l:‘ 504.3 0 3 Acknowledge Timeout [s] | 2 | i
Channel 11 [] [o0es 0 3
Channel 12 [] [s0a7 0 3 Back
Channel 13 [] [o0es 0 3
Channel 14 [] [s051 0 3
Channel 15 [1 ls0ss3 0 3
= | Select/Deszelect All Channels
Back Mext

Note: Any change of these values should only be made by users with advanced
knowledge of LoRa® Technology. Setting incorrect values to these
parameters may result into a non-functional LoORaWAN™ stack.

As soon as the ISM Protocol Parameters setting is complete, the Back button can be
pressed, taking the user to the previous tab — NA915 Channels. By pressing the Back
button again, the user returns to the Easy Setup view of the LoRaWAN Library.
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NOTES:
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Chapter 3. LORaWAN™ Library Plug-in Running on
RN2XX3 Modules

3.1 OVERVIEW

The LoRaWAN stack is already present on the off-the-shelf Microchip RN2483 and
RN2903 modules. This chapter describes the project configuration created in order to
generate the LoRaWAN stack and operate on the Microchip RN2XX3 modules.

The same configuration can be made on both RN2483 and RN2903; however, the ISM
Band chosen during LoRaWAN Library Basic Configuration is different.

Both cores of RN2483 and RN2903 modules contain the PIC18LF46K22 device and
the Semtech SX1276 radio transceiver. Thus, the project configuration is made for this
specific system (PIC18LF46K22 and SX1276).

RN2903 (for North America) will be used in the following example.

Note: The RN2XX3 modules are sold as standard, as regulatory certified and
LoRa Alliance certified modules. These certifications make reference to the
standard production firmware and so overwriting with custom MCC firm-
ware will void those certifications.

3.2 LoRaWAN CONFIGURATION ON RN2XX3 MODULES
3.21 LoRaWAN PROJECT CREATION

A new MPLAB® X project has to be created and set up. The steps are described below:
1. In MPLAB® X, click on File > New Project (see Figure 3-1).
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FIGURE 3-1:

MPLAB® X NEW PROJECT SELECTION

] Mew Project... Ctrl+Shift+N
LB b e =
Open Project... Ctrl+Shift+0

Open Recent Project
Import

Close Project

Close Other Projects
Close All Projects
Open File...

Open Recent File

Project Groups...
Project Properties

Save
Save As...

Save All

Page Setup...
Print...
Print to HTML...

Exit

Ctrl+5

Ctrl+5hift+5

Ctrl+Alt+Shift+P

File| Edit View Mavigate Source Refactor Run |Debug Team Tools Window Help
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2. Select Microchip Embedded under the Categories window and Standalone
Project under the Projects window and click Next (see Figure 3-2).

FIGURE 3-2:

MPLAB® X NEW PROJECT STANDALONE

Choose Project

Q, Filter:

Categories:

) Microchip Embedded
i}y Other Embedded
[ )y Samples

Projects:

m Existing MPLAE IDE v8 Project

m Prebuilt {Hex, Loadable Image) Project
(& User Makefile Project

m Library Project

Description:

project.

Creates a new standalone application project. It uses an IDE-generated makefile to build your

3. Select PIC18LF46K22 from the Device drop-down list and press the Next button,
as shown in Figure 3-3.

FIGURE 3-3:

MPLAB® X NEW PROJECT DEVICE SELECTION

. Select Header
Select Tool
Select Plugin Board
Select Compiler
Select Project Name and
Folder

X IDE
-

Family: All Families

Device: PIC1BLF46K22
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4. Select the programmer used from the Hardware Tools tree and click Next, as
displayed in Figure 3-4. If no programmer or debug tool is physically connected
to the PC, the Simulator can be used instead.

FIGURE 3-4: MPLAB® X NEW PROJECT PROGRAMMER SELECTION

Select Tool

Choose Project
Select Device . Hardware Tools

0o ICD 3
- @@ PICkit2
-2 PICKt3

: : BUR 152975082

o] T k)

-0 Real ICE

-2 Simulator

= |, Microchip Starter Kits

i@ Starter Kits {PKOB)

- ) Legacy Starter Kits
@ MCHY
@ MICROSTICK
@ SKDE 33 AUDIO
G SKDE Memary
\..gs SKDF PIC1RF1

< Back ” Mext = ] Finish Cancel ][ Help

5. Select the compiler to be used. The LoRaWAN Library requires XC8 v1.37 (or
later). Select XC8 (v1.37) and click Next, as shown in Figure 3-5.

FIGURE 3-5: MPLAB® X NEW PROJECT COMPILER SELECTION

Select Compiler

Choose Project
Select Device . Compiler Toolchains

Select Header -C18 (Mone found)

Select Toal -HI-TECH PICC18-PRO {None found)

Select Plugin Board

-HI-TECH PICC13-5TD (Mone found
Select Compiler o )
Select Project Mame and
Folder

“ mpasm {v5.67) [C:\Program Files (x88)Microchip WMPLABX \v 3. 30 \mpasmx]

m -3 mpasm {v5.66) [C:\Program F|Ie5 (xBS)WlG'odmpWPLABX‘n,H 25\mpasm]

XIDE vr‘!-‘:'\l’r"""\ N L \" —L'I. 'I.1'.l'|.l-.'|
v 0 XC8 (v1.35) [C 1|,l7°rc:gram Files {xBG)chmdmpb(cS‘l,v:l 35\,b|n]

~ ¥CB (v1.34) [C:\Program Files (x&6) Microchip'xcglv 1. 34bin]

< Back ][ MNext = Einish Cancel ][ Help
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6. Set a name for the project and make sure ‘Set as main project’ check box is
selected. Click the Finish button; this will end the new project creation process.

FIGURE 3-6: MPLAB® X NEW PROJECT NAME AND FOLDER
Steps Select Project Name and Folder
1. Choose Project
2. Select Device Project Name: LoRaWAN_praject_1.0|
3. Select Header
‘5" :::zggﬂ’glin Board Project Location: C:\Usersm 17319 Desktop\desktop’,
g-_ E;Iifgm Mametanl Project Folder: «rs\m17319'Desktopdesktop\LoRa\WAN_project_1.0.X
Folder

Owerwrite existing project.

Also delete sources,

Set as main project

|| Use project location as the project folder

v- Encoding: 150-8859-1

Mext = [ Finish ][ Cancel ][ Help

3.2.2 LoRaWAN BASIC CONFIGURATION

The steps for creating the LoRaWAN basic configuration are described below.

1. Openthe MPLAB® Code Configurator (MCC) in order to create the configuration
of the project. In MPLAB X, click on Tools > Embedded > MPLAB®Code
Configurator v3 Open/Close or click on the MCC icon g located on the MPLAB
X toolbar (see Figure 3-7).

¥4 MPLAB X IDE v3.40 - LoRaWAN_project 1.0 :
File Edit View Mavigate Source Refactor Run Debug Tean Window Help
‘15 E‘ % default [ | Ermbedded HIE MPLAB® Code Configurator v3: Open/Close g bank 0 g ﬁf’ How ¢
. Licenses v

=2 Projects 88| =]

B |2-E LoRaWAN_project_1.0 Templates

E, (] Header Files DTDs and XML Schemas
- Important Files

@ : .

2 ﬁ Linker Files Plugins

§ E Source Files Plugins Download

g ﬁ' Libraries .
[-[EF Loadables Options

=]

hal

=

i
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2. Add the LoRaWAN Library. From the Device Resources window, expand
Libraries > L oRa and double click LoRaWAN. The library will be added to the
Project Resources (see Figure 3-8).

FIGURE 3-8:

ADD LoRaWAN™ LIBRARY TO PROJECT RESOURCES

P D@

ﬁ MPLAB X IDE v3.40 - LoRaWAN_project 1.0 : default

Eile Edit Wiew Navigate Source Refactor Run Debug Team Tools Window Help

JT 802 %06 T

Projects

| Resource Management [MCC] 2 |

Project Resources Generate

¥ System
Interrupt Module
Pin Module

Systemn Module

I MPLAB® Code Configurator |

LORAWAN

{@} Easy Setup ,L\, Notifications : 3

Library Settings

Base Timer

¥ Libraries
¥ LaoRa

{ ) LORAWAN

Radio Module

SPI Module

E Wersions [MCC)] ﬁ Mavigator _LoBaittabl project_1,0 - Dashboard [h

ISM Band

Default class

TMR1

SX1276

M3ESP1

Europe 433

A

|'|

Adwvanced Settings

Device Resources

¥ Documents
PIC15LF4EK22 Product Page
¥ Peripherals
» Spaoc
P S OCP
» ol comparator
» I DAC
b " ECCP
» [EieusarT
> Ext_Interrupt
» —FVR
» — HLVD
b, MSSP
> (G Memary
» 7 smiatch
> @Timer

¥ Libraries

=P @ MNotifications @ QOutput Q Search Results [ Pin Manager: Grid [MCC]
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3. Select the resources needed by the LoRaWAN stack (Base Timer, Radio
module, SPI and ISM band). Make the following settings for the LoRaWAN
Library, as shown in Figure 3-9:

* Base Timer: TMR1

* Radio Module: SX1276

* SPI Module: MSSP2

* ISM Band: North America

 Default class: A

Note: The ISM Band should be selected according to the area where the end
device using the LoRaWAN stack will be used. If the user wants to run the
LoRaWAN-based application inside Europe, then the ISM band chosen
should be Europe 433 MHz (EU433 on the list) or Europe 868 MHz (EU868
on the list).

FIGURE 3-9: LoRaWAN™ LIBRARY NEEDED RESOURCES

£ MPLAB X IDE v3.40 - LoRaWAN _project 1.0 ; default

File Edit View Mavigate Source Refactor Run Debug Team Tools Window Help

PSS D@ TP -T-R
Projects | Resource Managem... 2 | [=l | ([ MPLABE Code Configurator 22
Project Resources Generate LORAWAN

w2

w

o

i
E w st £

. System {04 Easy Setup || /) Notifications: 3

= Interrupt Module ] ]

s Library Settings

% Pin Module

System Module Baze Timer TMEL -

P | ¥ Libraries

= Radio Module | 5X1276 -
B ¥ LoRa

o

s —

= i 2 -
5 { ) LORAWAN SFI Module MSEP2

a

o ISM Band Morth America b
T

-% Default dass A b
2

g Advanced Settings
L]

o

5
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As soon as the above settings are made, there will be three notifications displayed on
the Notifications tab. Click the tab in order to view these notifications, as they appear
in Figure 3-10. They will send warnings to the user about:

« Configuring TMR1 for LoRaWAN to use a 2-second interrupt request period

» Configuring MSSP2 for LoRaWAN in SPI Master mode

« Configuring the EXT_INT (External Interrupt) module

All these settings will be further explained in Section 3.2.3 “LoRaWAN RN2XX3
Configuration”.

FIGURE 3-10: LoRaWAN™ LIBRARY BASIC CONFIGURATION WARNINGS

LORAWAN

=:= Easy Setup | /1, Motifications: 3

Category Module Name Type Description
' LORAWAMN WARNING Please configure TMRAL for LoRaWARN, Use & 2 second IRGQ
= period.
£ah LORAWAN WARNING Please configure MS55PZ for LoRaWARMN, as SPI Master.
F9 LORAWWAN WARNIMNG Please configure EXT_INT module,

3.2.3 LoRaWAN RN2XX3 Configuration

3.23.1 OVERVIEW

The configuration described in this chapter is strictly related to the hardware and the
physical hardware links present on the RN2XX3 modules (both RN2483 and RN2903).

The hardware links present on the RN2903 are shown below (Figure 3-11). The points
of interest are:

e SPI pins (MSSP pins)

* NSS (Chip Select)

* NRESET pin

« DIOX pins

e SW_POW pin (only for RN2903A)
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FIGURE 3-11: RN2903/RN2483 HARDWARE LINKS

—.,'I\'Iiil) CCP3/P3 NS/RE > GPOG
— VT GPIOT
= GPIOY
GPIOD v——IvQ-R.-\(‘ ANOCI12IND- MCLR
GrIO] —— INI-
GPI02 ————— N+ VREF- DACOLUT SCK2SC SCK
GPI0 ] m— 3CIIN+VREF+ SDI2ZSDAYCCP4 MISO
GPIO OUT/'SRQTOCK] e e FAE GPIO8
GPI0S | — ANA'C2OUT/SRNQHLVDIN/SS1 S52/P NSS
OSCICLROUT SDO2P2D MOSI
“:RAT/OSCL/CLKIN PiB GPIO11
g TX2CK2PIC/AN,
DIOS ==t = RBOANI2'SRIFLTOINTO RX2ZDT2PIDVAN
DIOO  ————= RBUAN10.C 12IN3- INTI 4
DIol —I-I-Rlll ANE/CTEDLIINT2 SOSCOTICKITACKITIGPIBRCD e —
DIO3 ———— 1 RB3 AN9ICI2IN2-/CTEDY'CCP2PIA SOSCLOCP. >
D02 s RBA AN TSGTOC TSCKICCPLPIAICTPLS NRESET
[0 — ] BS/AN1ICCPIPIATIGTICKITOL SCKI/SCLI SCL1
PG _I;-Riin 10C PGC SDINSDAL . SDAL
PGD s RBT10C/PGD SDO GPIOI0
P IX1'CKL e
77 VS5 RXUDTUARIYRCT o=
=i VES
—Lpan
PICISLF46K22
—."‘\'Illl CCP3/P3A/A] — GPIOG
—— VDD PiR — GPIOT
—_— GPIOY
GPIOD et RADANOC12INO- —— MCLR
GPIOI CI12INI-
GPI02 ————y C2IN+VREF- DACOUT — SCK
GPIO3 — A3/AN3/C1IN+VREF+ — MISO
GPLoY S RASCIOUT SROQTOCK] . ot 2 —_GPIO8
GPIOS RASANSC2O0UT SRNQHLVDIN'SS| 581F 23/RD — NSS
RAGOSC2CLKOUT SDO2 P20/ AN RDY e OS]
—SHRATOSCHCLKIN —_— i
DIOF ————
DI —
Doy ——
SW POW | = / SOSCICCP2PZARC
Do — L'CCPL/PIA/CTPLS/ ANI4RL —— NRESET
DIOY 13 CCP3IPIATIGTICKIIOC SCK1I/SCLI/ANLSRC —( SCL1
PGC — PG SDINVSDALANIGRC — SDAIL
PGD e RBT IOCPGD SDOLANITRL O GPIOLO
. TXUCKIANLSRCA = o—
===V55 RXIDTUANI9RCT =
= V55
Slpap
PICISLF46K22

Note: SCL1 and SDAL1 are connected to a 2K 1°C Serial EEPROM with EUI-64™
Node Identity (24AA02E64T-1/0T) using MSSP1 configured in 1°C mode.

For more details on GIPOXx pins, please refer to RN2XX3 data sheet.

3.2.3.2 ADDING NEEDED RESOURCES TO PROJECT

According to the notifications provided by the LoRaWAN Library during the MCC
configuration of the project, the following resources must be added to the project:

« TMR1

« MSSP2

o EXT_INT
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FIGURE 3-12:

The user must add these resources to the Project Resources by double clicking these
items in the Device Resources window, as seen in Figure 3-12.

LoRaWAN™ RN2903 NEEDED RESOURCES

S MPLAB X 0€ 330 LoRaWAN s 10 s ot IR

File Edit View Mavigate Source Refactor Run Debug Team Tools Window Help
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FIGURE 3-13:

3.2.3.3 LoRaWAN RN2903 System Module Configuration

The user must set the following parameters for the SYSTEM Module (see Figure 3-13):

« Oscillator Select: Internal oscillator block

« System Clock Select: FOSC

« Internal Clock: 16MHz_HFINTOSC/4

» Low-voltage programming Enable (checked)

« Watchdog Timer Enable: Watchdog timer is always disabled; SWDTEN has no
effect

« Watchdog Timer Postscaler: 1: 32768

No other modifications are needed on the pre-loaded system configuration done by
MCC at start-up.

LoRaWAN™ RN2903 SYSTEM MODULE CONFIGURATION

Projects | Resource Managem... 2 | [=] | [[F¥ MPLAB® Code Configurator ﬁ|

Project Resources

Generate System Module

¥ System
System Module
Pin Module
Interrupt Module

¥ Peripherals
] Exer_mnat
& MSSP2
() TMR1

¥ Libraries

¥ LoRa

) LORAWAN

::::: Easy Setup | = Registers || /8, Motifications : 5

¥ INTERNAL OSCILLATOR

Current System clock 16 MHz

Oscillator Select | Internal oscillator block ] - I
r .
System Clock Select | FOSC -
: :
Internal Clock | 16MHz_HFINTOSC/4 ] ot ‘ °—~PLL Capable Frequency
External Clock 1 MHz
[ ] Pienabies  [_] Software PLL Enabled
x
Low-valtage programming Enable
¥ WDT
‘Watchdeg Timer Enable | Watch dog timer is always disabled. SWDTEN has no effect. ] ar ‘
Watchdeg Timer Postscaler | 1:32768 ] b ‘
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3.2.3.4 LoRaWAN RN2903 TMR1 Module Configuration

The user must set the following parameters for the TMR1 Module (see Figure 3-14):

« Enable Timer: checked

« Timer Clock
- Clock Source: External @ 32.768 kHz
- Prescaler: 1:1
- Enable Synchronization: Not checked
- Enable Oscillator Circuit: Checked

» Timer Period
- Timer Period: 2s
- Period Count: (automatically filled by MCC)
- Enable 16-bit read: not checked

« Enable Gate: not checked

< Enable Timer Interrupt: checked

» Software Settings
- Callback Function Rate: 1

No other modifications are needed on the pre-loaded system configuration done by
MCC when loading TMR1 resource.

FIGURE 3-14: LoRaWAN™ RN2903 TMR1 MODULE CONFIGURATION
Projects | Resource Managem... # | [=] | |[ER MPLAB® Code Configurator $|
Project Resources Generate TMR1
¥ System r:} Easy Setup | = Registers _L Motifications : 5
System Module .
Hardware Settings
PFin Module
Interrupt Module Enable Timer
¥ Peripherals Timer Clock Timer Period
[F4] ExTawT
B Msee2 Clock Source . Timer Period 30518 us = 2s = 2s
() TMR1 External Frequency 32.768 kHz Period count o0 = Ox0 < OXFFFF
¥ Libraries Prescaler . Calculated Peried 2s
¥ LoRa [_] Enable 16-bit rezd
) LORAWAN l:‘ Enable Synchronization
- Enable Oscillator Circuit l:‘ Enable Gate
l:‘ Enable Gate Toggle Gate Signal Source | TiG :
I:‘ Enable Gate Single-Pulse mode  Gate Polarity | oW :
Enable Timer Interrupt
l:‘ Enable Timer Gate Interrupt
. Software Seitings
Device Resources
¥ Documents Callback Function Rate 1 ¥ Time Period = 25
DT 181 EAEFI Matachaat
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3.2.3.5 LORAWAN RN2903 MSSP2 MODULE CONFIGURATION

The user must set the following parameters for the MSSP2 Module, as shown in
Figure 3-15:

Mode: SPI Master

Enable MSSP: checked

Input Data Sampled at: Middle

SPI Mode

- Clock Polarity: Idle:Low, Active:High

- Clock Edge: Active to Idle

- SPI Mode: 0 (automatically filled by MCC)

SPI Clock

Clock Source: FOSC/4

SPI Clock: 4000.0 kHz (automatically filled by MCC)

No other modifications are needed on the pre-loaded system configuration done by
MCC when loading MSSP2 resource.

FIGURE 3-15: LoRaWAN™ RN2903 MSSP2 MODULE CONFIGURATION
Projects | Resource Managem... % | (=] |15 MPLAB® Code Configurator 5|
Project Resources Generate MSSP2
¥ System

Pin Module

¥ Peripherals

System Module

Interrupt Module Mode | SPI Master -

I et T Enabile MSSP

&' M3SE2 Input Data Sampled at | Middle -

() TMR1

. X SPI Mode
¥ Libraries
» LoRa Clock Polarity | IdleLow, ActiverHigh | - |

Clock Edge Active to Idle | -
SPI Mode 0
SPI Clock
Clock Source FO5C/4 | -
Clock Divider w00 = Ox0 = OxF¥
SPI Clock 4000.0 kHz

:U::: Easy Setup | 5 Registers .L. Notifications : 5

Hardware Settings

Device Resources

¥ Doacuments
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FIGURE 3-16:

3.2.3.6 LoRaWAN RN2903 DIO PINS CONFIGURATION

Besides SPI, the LoRaWAN stack further requires six GPIOs (DIOs), in order to
communicate with the SX1276 radio transceiver. These GPIOs need to be interrupt-
capable and can either have External Interrupt function or IOC (Interrupt-on-Change)
function.

Besides these six GPIOs, the LoRaWAN stack also requires a reset control pin
(NRESET) and the Chip Select for SPI (NSS) to communicate with the SX1276 radio
transceiver and the RF Switch control pin (SW_POW). The RF Switch control pin is
required only if RN2903A module is used.

In the ‘Pin Manager: Grid [MCC]" window, LoRaWAN library makes a filter on the
available MCU pins and displays only the interrupt-capable ones.

The configuration below reflects the way the LoRaWAN DIO pins are linked inside the
RN2903 module (Figure 3-16).

LoRaWAN™ RN2903 REQUIRED DIO PINS

GPIOD o= O ammSma
GPIO1 o= o

GPIO2 ‘o= °

GPIO3 o= o A
GPloa 't ° SX1276
GPIO5 &= o -
NRESET "ghz/outeut °

NSS o °

SW_POW o= T——

The user must make the following selections, as displayed in Figure 3-17:
« DIOO - PORTB Pin 1 (RB1)

+ DIO1 - PORTB Pin 2 (RB2)

« DIO2 — PORTB Pin 4 (RB4)

« DIO3 - not needed (Reserved for future use)

« DIO4 - not needed (Reserved for future use)

« DIO5 — PORTB Pin 0 (RB0)

* NRESET — PORTC Pin 2 (RC2)

« NSS — PORTD Pin 3 (RD3)

¢ SW_POW - PORTB Pin 3 (RB3). This pin is needed only for RN2903A module.
For RN2483/RN2903, configuration for this pin is not needed.

Note: The NRESET pin needs a special configuration because of the SX127X
radio transceiver. The configuration sequence for the NRESET pin is first
to be set as High Z and then as an output. For more details, see the
Semtech SX127X data sheet. At the time the LoRaWAN Library was
developed, MCC was not offering support for High Z pin configuration. In
order to get the High Z configuration for the NRESET pin (RC2), the pin
must be configured as input. During run-time, the LoRaWAN stack
configures the pin as output as soon as the High Z configuration is no
longer needed.
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FIGURE 3-17:

LoRaWAN™ RN2903 DIO PINS CONFIGURATION

Pin Manager: Grid [MCC] % |
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FIGURE 3-18:

Note:

SW_POW pin needs to be configured only if RN2903A module is used. In
case RN2903 or RN2483 modules are used, this pin does not need to be
configured (if EU433 MHz or EU868 MHz ISM bands are selected, the
SW_POW pin does not appear in the “Pin Manager: Grid [MCC]” window).

3.2.3.7

LoRaWAN RN2903 PIN MODULE CONFIGURATION

Note:

The SW_POW pin needs to be configured only if RN2903A module is used.
In case RN2903 or RN2483 modules are used, this pin does not need to be
configured (if EU433 MHz or EU868 MHz ISM bands are selected, the

SW_POW pin does not appear in the “Pin Manager: Grid [MCC]” window).

The Pin Module contains the pins of the resources which were added to the project.

There are two modifications which need to be completed:

1. Setthe IOC edge for RB4 to any. Click on Pin Module; the setting is on the 10C
column of the table, see Figure 3-18):

« RB4: I0C any

LoRaWAN™ RN2903 IOC PINS CONFIGURATION

Project Resources

Generte

Projects | Resource Managem... ® [l || MPLASE Code Configuratr

oo

Bl El| &= E]
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2. Disable the INTO interrupt. Because the RBO pin, corresponding to the INTO
interrupt is only polled by the LoRaWAN stack whenever needed, there is no
need to also generate an interrupt on INTO. Click on Interrupt Module and clear
the EXT_INT - INTOI check box (see Figure 3-19).

FIGURE 3-19: LoRaWAN™ RN2903 INTO DISABLE

=2 Projects | Resource Management [M___ 2 | [=] | [l MPLAB® Code Configurator 5=

W

i .

T | Project Resources Generate Interrupt Module

E * Gyst s

@ System 507 Easy Setup || /2y Moetifications : 4

= System Module

p Interrupts

% Pin Module

Interrupt Module %, Please remember to enable the Peripheral and Global Interrupts in your code!

Use High/Low Interrupt Vectar Priority

= B Peripherals D e P !

-

E EXT_INT Interrupt Wector

g 2 mssez S g

&) Order Up Diown ' | Preemptive interrupt routine

D (3) TMR1 .

o

El ¥ Libraries Order Maodule Interrupt Enabled

[=]

g | » Lora 1 |msse2 BCLI [ ]

[=]

= 2 MSSP2 sSPI [ ]

= N

E 3 EXT_INT INTOI L]

= 4 EXT_INT INT1I

% 5 EXT_INT INTZI

=

5 6 TMR1 TMRI

7 TMR1 TMRGI L]

g B Pin Madule REI

=

Note: The order of the interrupts in the table might differ from the one in

Figure 3-19.
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3.3 LoRaWAN™ STACK GENERATION FOR THE RN2XX3 MODULES

As soon as the project configuration has been made, the LoRaWAN Library can be
generated by pressing the Generate button, see Figure 3-20.

FIGURE 3-20: LoRaWAN™ STACK GENERATION FOR RN2903
Projects |Ftesouroe Management [MCC] | [=] [ |[F MPLAB® Code Configurator ==
Project Resources Generate LORAWAN
¥ Cych
S /A Notifications : 3
Interrupt Module " ;
Library Seitings
Pin Module
System Module Bace Timer | TMREL | -
¥ Libraries
Radio Module | SX1276 | -
¥ LoRa
() LORAWAN SFI Module | MSSPL | -
ISM Band | Europe 433 | -

Default class

C

Advanced Settings
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As soon as the Generate button has been pressed, the LoRaWAN stack is available,
as shown in Figure 3-21, and the user can start creating the LoRaWAN-based
application.

FIGURE 3-21:

LoRaWAN™ STACK GENERATED FILES

LoRawaM_project_1,0 - Dashboard Th

@ Versions [MCC] @Nauigator

a MPLAB X IDE w340 - LoRaWAN_project_1.0 : default
File Edit View Navigate Source Refactor Run Debug Team Tools Window Help

E % Ly _| default

I B> R R -QB

Projects # | Resource Management [MCC] |
ER = N1 oRaWAN_project_1.0

E—} Header Files

EE MCC Generated Files

-~ AES.h

| AESdefh

E] interrupt_manager_lora_addons.h
|E‘] larawan.h

E] lorawan_aes.h

- E] lorawan_aes_cmac.h
E] lorawan_defs.h

|E“] lorawan_eu.h

'E] lorawan_init.h

E] lorawan_private.h

E] lorawan_radio.h

@ mee.h

E] mecc_lora_config.h

E] pin_manager.h

E] pin_manager_lora_addons.h
@ radio_driver_hal.h

E] radio_driver_SX1276.h

- E] radio_interface.h

E] radio_registers_SX1276.h
@ sw_timer.h

E] tmr_lora_addons.h
E}-ﬁ' Important Files

[}- Linker Files

[—}- Source Files

main.

EE MCC Generated Files

-~ AES.c

'E‘] interrupt_manager_lora_addons.c

E] lorawan.c

e E] lorawan_aes.c

E] lorawan_aes_cmac.c
@ lorawan_eu.c

E] lorawan_init.c

- mec.c

= E] pin_manager.c
|E‘] radio_driver_hal.c
E] radio_driver_SX1276.c
E] sw_timer.c

E] tmr_lora_addons. c
G- Lbraries

G-(EF Loadables

LORAWAN

[ | |(E MPLAB® Code Configurator 22

{:} Easy Setup

A\ Netifications : 3

Library Settings

Base Timer

Radio Module

SPI Module

ISM Band

Default class

‘ TMR1

5X1276

‘ MS5P1

‘ Europe 433

E

Advanced Settings

2] @ Notifications @ Cutput Q Search Results [0 Pin Manager: Grid [MCC]

If the generated files are needed to build a custom LoRaWAN-based application, more
information can be found in Chapter 5. “Building a LoRaWAN-Based Application”.
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Chapter 4. LoRaWAN™ Sack API

41 OVERVIEW

The LoRaWAN Stack is customized and generated by the Graphical User Interface of
the MPLAB® Code Configurator. An application based on the LoRaWAN stack will use
the APIs provided by the stack to make the data transfer using the LoRa® Technology.
The following sections explain the Application Programming Interfaces (APIs) of the
LoRaWAN stack.

4.2 LoRaWAN ARCHITECTURE
421 LoRaWAN PROJECT CREATION

A LoRaWAN-based application is organized into four layers:

1. The application layer, which contains the user’s application(s) (e.g. reading a
sensor and processing the data etc.)

2. LoRaWAN Class A Layer:

« LoRaWAN Class A application (for North America or Europe)

* RF Driver

« Software Timer System

3. Hardware Abstraction Layer — provides an interface between peripheral drivers
generated by MCC and the Application layer

4. MCC Peripheral Drivers Layer — contains the drivers generated by MCC,
according to the project configuration.

Both the LoRaWAN stack and the user custom application run on the PIC device which

is present inside the RN2XX3 module.

FIGURE 4-1: LoRaWAN™ STACK ARCHITECTURE

Application

EU 868 LoRaWAN Class A
EU 433

m SW Timer System

Hardware Abstraction Layer

MCC Peripheral Drivers

PIC SX127x RF Transceiver
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4.2.2 File Structure

The LoRaWAN stack files are split according to the architecture layers. So, the
following files are being defined and used:

1. The User Application Layer
- User application header files

e user_custom header1. h
e user _custom header 2. h
e user _custom header 3. h

- User application source files

* mai n.c

e user_custom sourcel.c
e user_custom source2.c
e user_custom source3.c

n

LoRaWAN Stack
- LoRaWAN header files

e interrupt _nmanager | ora_addons. h
* | orawan. h

* | orawan_aes. h

* | orawan_aes_cnac. h
e | orawan_defs. h

e lorawan_init.h

e | orawan_na. h

* | orawan_eu. h

e | orawan_private.h
e [ orawan_radio. h
AES. h

AESdef . h

- LoRaWAN source files

e AES. c

e interrupt _nmanager | ora_addons. c
* | orawan. c

e | orawan_aes. c

* | orawan_aes_cnac.c

e lorawan_init.c

e | orawan_na. c

e | orawan_eu. c
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- Radio Driver header files

e radi o_driver_SX1276. h

e radi o_driver_SX1272. h

e radio_interface.h

* radi o_registers_SX1276. h
e radi o_registers_SX1272. h

- Radio Driver source files

e radi o_driver_SX1276. h
e radi o_driver_SX1272. h

- SW Timer System header files

e swtiner.h
e tnr_lora_addons. h

- SW Timer System source files

e sw tiner.c
e tnr_| ora_addons.c

3. Hardware Abstraction Layer (HAL files)
- HAL header files

e nce_l ora_config.h

e tnr_| ora_addons. h

e pi n_manager _| ora_addons. h
e radio_driver_hal.h

- HAL source files

e radio_driver_hal.c

4. MCC Peripheral Drivers: all of the files which are generated by MCC for each of
the used MCU modules, besides the libraries (e.g.,: SPI2—-spi 2. hand spi 2. c;
TMR1—-tnr1l. handtnrl.c).
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4.3 APPLICATION PROGRAMMING INTERFACES

4.3.1 Overview

The LoRaWAN stack offers all of the Application Programming Interfaces (APIs) which
are needed by the user in the process of building the custom LoRaWAN-based
application.

The APIs are defined in the | or awan. ¢ file and are declared (together with all the
details) in the | or awan. h file. Details about the APIs are given in the next sub-chapter.

4.3.2 LoRaWAN APIs

4321 LORAWAN Init

Name LORAWAN | ni t

Prototype voi d_ LORAVWANL_I ni t(RxApppat aCb_t RxPayl oad,
RxJoi nResponseCb_t RxJoi nResponse)

Summary LoRaWAN Initialization function

Description Initializes LoRaWAN stack and the radio module.

Preconditions

none

* RxPayl oad — pointer to function that gets called after the bidirectional
communication ended

Parameters . . .
* RxJoi nResponse — pointer to function that gets called after the
activation procedure
Return none
Example LORAWAN | nit (RxDat a, RxJoi nResponse);

4.3.22 LORAWAN_Join

Name LORAWAN_Joi n
Prototvoe Lor awanError_t LORAWAN Joi n(Activati onType_t
yp activati onTypeNew)
Summary LoRaWAN activation procedure
I This function starts LoRaWAN activation procedure. This procedure is
Description

finished whenever the registered RxJoi nResponse callback is called.

Preconditions

none

Parameters e activati onTypeNew— activation type: OTAA or ABP
Return Function returns the status of the operation (Lor awanEr r or _t)
Example LORAWAN_Joi n( ABP) ;
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4.3.2.3 LORAWAN Send
Name LORAWAN Send
Lor awanError_t LORAWAN Send (Transm ssionType_t con-
Prototype firmed, uint8_t port, void *buffer, uint8_t buffer-
Lengt h)
Summary Bidirectional communication start
I This function starts a bidirectional communication process. This procedure
Description

is finished whenever the registered RxPay| oad callback is called.

Preconditions

none

« confi r med —represents the transmission type; can be either UNCNF
- unconfirmed or CNF - confirmed (Tr ansmi ssi onType_t)
e port —represents the port on which the transmission is being made;

Parameters it's a number between 0 and 255 (ui nt 8_t)

e buf f er —a data buffer used to store the data to be sent

« buf f er Lengt h —the length in bytes of the data buffer (ui nt 8_t)
Return Function returns the status of the operation (Lor awanError _t)
Example LORAWAN Send(UNCNF, 4, “Hello World!”, 12);
4.3.2.4 LORAWAN Set Devi ceEui
Name LORAWAN_Set Devi ceEui
Prototype voi d LORAWAN_Set Devi ceEui (uint8_t *devi ceEui New)
Summary Sets the value of the end-device identifier.

This function sets the end-device identifier (DevEUI).
Description The DevEUI is a global end-device ID in IEEE EUI64 address space that

uniquely identifies the end device.

Preconditions

Pointer must be allocated by caller.

Parameters e devi ceEui - buffer where the value will be stored.
Return none
uint8_t deviceEui[8] = {0x00, 0x04, O0xA3, 0x0B, 0xO00,
Example Ox1A, Ox9E, OxF8};
LORAWAN_Set Devi ceEui ( &devi ceEui [0]);
4.3.25 LORAWAN_Cet Devi ceEui
Name LORAWAN Get Devi ceEui
Prototype voi d LORAWAN Get Devi ceEui (uint8_t *devi ceEui)
Summary Gets the value of the end-device identifier.
This function gets the end-device identifier (DevEUI).
Description The DevEUI is a global end-device ID in IEEE EUI64 address space that

uniquely identifies the end device.

Preconditions

Pointer must be allocated by caller.

Parameters * devi ceEui - buffer where the value will be stored.
Return none

uint8_t deviceEui[8];
Example

LORAWAN_Get Devi ceEui ( &devi ceEui [0]);
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4.3.2.6 LORAWAN Set Appl i cati onEui
Name LORAWAN_Set Appl i cat i onEui
voi d LORAWAN Set Appl i cati onEui (uint8_t
Prototype *appl i cati onEui New)
Summary Sets the application identifier.
This function sets the end-device Application identifier (AppEUI).
Description The AppEUI is a global application ID in IEEE EUI64 address space that

uniquely identifies the application provider (i.e., owner) of the end device.

Preconditions

Pointer must be allocated by caller.

Parameters * appl i cati onEui New— buffer where AppEUI is stored.
Return none

uint8_t applicationEui New[ 8] = {0x11, 0x22, 0x33,
Example 0x44, 0x55, 0x66, 0x77, 0x88};

LORAWAN_Set Appl i cati onEui (&appl i cati onEui New{ 0]);
4.3.2.7 LORAWAN Cet Appl i cati onEui
Name LORAWAN_Cet Appl i cat i onEui
Prototype voi d _LGR’A}/\AN_G_et Applicati onEui (uint8_t

*appl i cati onEui)
Summary Gets the value of the application identifier.

This function gets the end-device Application identifier (AppEUI).
Description The AppEUI is a global application ID in IEEE EUI64 address space that

uniquely identifies the application provider (i.e., owner) of the end device.

Preconditions

Pointer must be allocated by caller.

Parameters e applicati onEui — buffer where the value will be stored.
Return none
E | uint8_t appli ca.ti on!Eui [8] ; . . .
xample LORAWAN Get Appl i cat i onEui (&appl i cationEui[0]);

4.3.2.8 LORAWAN Set Devi ceAddr ess
Name LORAWAN Set Devi ceAddr ess
Prototvpe voi d LORAWAN_Set Devi ceAddr ess (ui nt 32_t

yp devi ceAddr essNew)
Summary Sets the end-device address.

_ This function sets the end-device address (DevAddr). The DevAddr is a
Description

32-bit identifier of the end device within the current network.

Preconditions

none

Parameters ¢ devi ceAddr essNew- the value of the new address to be set.
Return none

uint 32_t devAddr = 0x11223344;
Example

LORAWAN Set Devi ceAddr ess(devAddr);

DS40001864B-page 56

© 2017 Microchip Technology Inc.




LoRaWANT™ Stack API

4.3.29 LORAWAN Get Devi ceAddr ess

Name LORAWAN_Get Devi ceAddr ess
Prototype uint 32_t LORAWAN Get Devi ceAddress (voi d)
Summary Returns the end-device address.

This function gets the end-device address (DevAddr). The DevAddr is a

Description 32-bit identifier of the end device within the current network.

Preconditions none

Parameters none

Return device address (ui nt 32_t value)

uint 32_t devAddr;
Example
devAddr = LORAWAN GCet Devi ceAddress();

4.3.2.10 LORAWAN_Set Net wor kSessi onKey

Name LORAWAN_Set Net wor kSessi onKey

voi d LORAWAN_Set Net wor kSessi onKey (ui nt8_t

Prototype *net wor kSessi onKeyNew)
Summary Sets the network session key.
This function sets the Network Session key (NwkSKey).
_ The NwkSKey is a network session key specific to the end device, used in
Description

calculating and verifying the MIC (Message Integrity Code).
The NwkSKey is a 16-byte array.

Preconditions Pointer must be allocated by caller.

Parameters * net wor kSessi onKeyNew — buffer where the value is stored.

Return none

uint8_t nwkSKey[16] = {0x2B, Ox7E, 0x15, 0x16, 0x28,
OxAE, OxD2, OxA6, OxAB, OxF7, 0x15, 0x88, 0x09, OxCF,
Example 0x4F, 0x3G};

LORAWAN_Set Net wor kSessi onKey( nwkSKey) ;
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4.3.2.11 LORAWAN Cet Net wor kSessi onKey

Name LORAWAN_Cet Net wor kSessi onKey
Prototype voi d LORAWAN Get Net wor kSessi onKey (uint8_t
yp *net wor kSessi onKey)
Summary Gets the network session key.
This function gets the Network Session key (NwkSKey).
_— The NwkSKey is a network session key specific to the end device, used in
Description

calculating and verifying the MIC (Message Integrity Code).
The NwkSKey is a 16-byte array.

Preconditions

Pointer must be allocated by caller.

Parameters « net wor kSessi onKey — buffer where the value will be stored.
Return none

ui nt 8_t nwkSKey|[ 16];
Example

LORAWAN_GCet Net wor kSessi onKey( nwkSKey) ;

4.3.2.12 LORAWAN Set Appl i cati onSessi onKey

Name LORAWAN_Set Appl i cati onSessi onKey

voi d LORAWAN_Set Appl i cati onSessi onKey (ui nt8_t
Prototype *appl i cati onSessi onKeyNew)
Summary Sets the application session key.

This function sets the Application Session Key (AppSKey).

The AppSKey is an application session key specific to the end device,
Description used to encrypt/decrypt the payload field of the application-specific data

messages, and also to calculate/verify an application-level MIC (Message
Integrity Code) that may be included in the payload.
The AppSKey is a 16-byte array.

Preconditions

Pointer must be allocated by caller.

Parameters * appl i cati onSessi onKeyNew — buffer where the value is stored.
Return none
uint8_t appSKey[16] = {0x3C, Ox8F, 0x26, 0x27, 0x39,
OxBF, OxE3, O0xB7, 0xBC, 0x08, 0x26, 0x99, Ox1A, 0xDo0,
Example 0x50, 0x4D};

LORAWAN_Set Appl i cati onSessi onKey( appSKey) ;
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4.3.2.13 LORAWAN Cet Appl i cati onSessi onKey

Name LORAWAN_Cet Appl i cat i onSessi onKey
Prototype VOi d LOR’AV\_AN_Get Appl i cati onSessi onKey (uint8_t *appli
cat i onSessi onKey)
Summary Gets the application session key.
This function gets the Application Session Key (AppSKey).
The AppSKey is an application session key specific to the end device,
Description used to encrypt/decrypt the payload field of the application-specific data

messages, and also to calculate/verify an application-level MIC (Message
Integrity Code) that may be included in the payload.
The AppSKey is a 16-byte array.

Preconditions

Pointer must be allocated by caller.

Parameters « appl i cati onSessi onKey — buffer where the value will be stored.
Return none

uint8_t appSKey[ 16];
Example

LORAWAN_Get Appl i cati onSessi onKey( appSKey) ;

4.3.2.14 LORAWAN Set Appl i cati onKey

Name LORAWAN_Set Appl i cati onKey
voi d LORAWAN Set Appl i cati onKey (uint8_t
Prototype *appl i cati onKeyNew)
Summary Sets the application key.
This function sets the Application Session Key (AppKey).
Description The AppKey is an AES-128 application key specific to the end device,

assigned by the application owner to the end device.

Preconditions

Pointer must be allocated by caller.

Parameters e appl i cati onKeyNew— buffer where the value is stored.
Return none
uint8_t appKey[16] = {0x3C, Ox8F, 0x26, 0x27, 0x39,
OxBF, OxE3, O0xB7, 0xBC, 0x08, 0x26, 0x99, Ox1A, 0xDO0,
Example 0x50, 0x4D};

LORAWAN_Set Appl i cat i onKey(appKey) ;
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4.3.2.15 LORAWAN Cet Appl i cati onKey

Name LORAWAN_Get Appl i cat i onKey
Prototype 1/0| d _LOR’A}/\AN_Get Appl i cati onKey (uint8_t
appl i cat i onKey)
Summary Gets the application key.
This function gets the Application Session Key (AppKey).
Description The AppKey is an AES-128 application key specific to the end device,

assigned by the application owner to the end device.

Preconditions

Pointer must be allocated by caller.

Parameters « appl i cati onKey — buffer where the value is stored.
Return none

uint 8_t appKey[ 16];
Example

LORAWAN_Get Appl i cati onKey(appKey) ;

4.3.2.16 LORAWAN_Set Adr

Name LORAWAN_Set Adr
Prototype voi d LORAWAN_Set Adr (bool st atus)
Summary Sets the adaptive data rate mode.
This function sets the Adaptive Data Rate (ADR) mode.
Description LoRa network allows end devices to individually use any of the possible

data rates, which is referred to as the Adaptive Data Rate (ADR).

Preconditions

none

Parameters status — true/false
Return none
Example LORAWAN_Set Adr (true);
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4.3.2.17 LORAWAN_Get Adr

Name

LORAWAN_Cet Adr

Prototype

bool LORAWAN Get Adr (void)

Summary

Returns the adaptive data rate mode.

Description

This function returns the Adaptive Data Rate (ADR) mode.

LoRa network allows end devices to individually use any of the possible
data rates, which is referred to as the Adaptive Data Rate (ADR).

If the ADR is set, the network will control the data rate of the end device
through the appropriate MAC commands.

If the ADR is not set, the network will not attempt to control the data rate of
the end device, regardless of the signal quality received. If the ADR is set,
the network will control the data rate of the end device through the
appropriate MAC commands.

If the ADR is not set, the network will not attempt to control the data rate of
the end device, regardless of the signal quality received.

Preconditions none

Parameters none

Return status — true/false
bool adr St at us;

Example

adr St atus = LORAWAN Cet Adr () ;

4.3.2.18 LORAWAN_Cet Current Dat aRat e

Name LORAWAN_ Cet Current Dat aRat e

Prototype uint 8_t LORAWAN_Get Current Dat aRat e (voi d)

Summary Returns the data rate mode for the next uplink transmission.
Communication between end devices and gateways is spread out on
different frequency channels and data rates.

Description The selection of the data rate is a trade-off between the communication

range and the message duration; still, communications with different data
rates do not interfere with each other.

Preconditions

none

Parameters ¢ val ueNew— new data rate value

Return Returns the current data rate (ui nt 8_t)
ui nt 8_t dat aRat eUsed;

Example

dat aRat eUsed = LORAWAN_Get Current Dat aRat e() ;

© 2017 Microchip Technology Inc.

DS40001864B-page 61



LoRaWAN™ Library Plug-in for MPLAB® Code Configurator User’s Guide

4.3.2.19 LORAWAN_ Set TxPower

Name LORAWAN_Set TxPower
Prototype LorawanError _t LORAWAN Set TxPower (uint8_t txPower New)
Summary Sets the TX output power.

The TX output power (TXPower) is region-specific. t xPower New must be
Description provided as an index between 0O - 15.

For more detalils, refer to the LoRaWAN Specification V1.0 document.

Preconditions

none

Parameters ¢ t xPower New— new TX power value
Return Returns LoRaWAN Error type (Lor awanErr or _t)
Example LORAWAN_Set TxPower (4);

4.3.2.20 LORAWAN Get TxPower

Name LORAWAN Cet TxPower
Prototype ui nt 8_t LORAWAN Get TxPower (voi d)
Summary Returns the TX output power.
The TX output power (TXPower) is region-specific. t xPower is returned
Description as an index between O - 15.

For more detalils, refer to the LoRaWAN Specification V1.0 document.

Preconditions

none

Parameters e t xPower New— new TX power value

Return Returns LoRaWAN Error type (Lor awanErr or _t)
ui nt 8_t txPower Used;

Example

t xPower Used = LORAWAN Get TxPower () ;

4.3.2.21 LORAWAN Set SyncWwrd

Name LORAWAN Set SyncWwor d
Prototype voi d LORAWAN Set Syncword (uint8_t syncWrd)
Summary Sets the synchronization word.

This function sets the current synchronization word used during
Description communication.

For more detalils, refer to the LoRaWAN Specification V1.0 document.

Preconditions

none

Parameters e syncWbr d — the value for the new sync word
Return none

uint8_t syncWordToSet = 0x34;
Example

LORAWAN_Set SyncWor d(syncWor dToSet ) ;
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4.3.2.22 LORAWAN Get Syncword

Name LORAWAN Get SyncWord
Prototype uint 8_t LORAWAN Get SyncWord (voi d)
Summary Returns the synchronization word.
This function returns the current synchronization word used during
Description communication.

For more details, refer to the LoRaWAN Specification V1.0 document.

Preconditions | none

Parameters none

Return The value of the sync word (ui nt 8_t)
uint8_t syncWordUsed;

Example

syncWor dUsed = LORAWAN_Set SyncWord() ;

4.3.2.23 LORAWAN Set Upl i nkCount er

Name LORAWAN_Set Upl i nkCount er
Prototype voi d LORAWAN_Set Upl i nkCounter (uint32_t ctr)
Summary Sets the current uplink counter.
This function sets the current uplink counter used during communication.
Description This may be used to synchronize the uplink counter with the value stored by

the server.

Preconditions

none

Parameters * ctr —the value of the new counter to be set
Return none
Example LORAWAN_Set Upl i nkCount er ( 1000) ;

4.3.2.24 LORAWAN_Get Upl i nkCount er

Name LORAWAN_Get Upl i nkCount er
Prototype uint32_t LORAWAN_Get Upl i nkCount er (voi d)
Summary Returns the current uplink counter.
This function returns the current uplink counter used during
I communication.
Description

This may be used to synchronize the uplink counter with the value stored by
the server.

Preconditions

none

Parameters Current uplink counter (ui nt 32_t)
Return none

uint32_t uplinkCntUsed;
Example

LORAWAN_Get Upl i nkCount er (upl i nkCnt Used) ;
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4.3.2.25 LORAWAN Set Downl i nkCount er

Name LORAWAN_Set Downl i nkCount er
Prototype voi d LORAWAN Set Downl i nkCounter (uint32_t ctr
Summary Sets the current downlink counter.
This function sets the current downlink counter used during
_ communication.
Description

This may be used to synchronize the downlink counter with the value stored
by the server.

Preconditions

none

Parameters e ctr —the value of the new counter
Return none
Example LORAWAN_Set Downl i nkCount er ( 1500) ;

4.3.2.26 LORAWAN_Get Downl i nkCount er

Name LORAWAN_Get Downl i nkCount er
Prototype uint 32_t LORAWAN Get Downl i nkCounter (void
Summary Returns the current downlink counter.
This function returns the current downlink counter used during
. communication.
Description

This may be used to synchronize the downlink counter with the value stored
by the server.

Preconditions

none

Parameters Current downlink counter (ui nt 32_t )
Return none

uint32_t downlinkCnt Used;
Example

LORAWAN Get Downl i nkCount er (downl i nkCnt Used) ;

4.3.2.27 LORAWAN Set Recei veDel ayl

Name LORAWAN_Set Recei veDel ayl
Prototype voi d LORAWAN_Set Recei veDel ayl (uint16_t receiveDe-
yp | ay1New)
Summary Sets the value for the first receive delay (RECEIVE_DELAY1).
This function will set the delay between the transmission and the first
Reception window.
Description The delay between the transmission and the second Reception window is

calculated in software as the delay between the transmission and the first
Reception window + 1000 (in milliseconds).

Preconditions

none

e recei veDel ay1New- value of the new delay (must be provided in

Parameters milliseconds).
Return none
Example LORAWAN_Set Recei veDel ay1(1100);
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4.3.2.28 LORAWAN Cet Recei veDel ayl

Name LORAWAN_Cet Recei veDel ayl

Prototype uint16_t LORAWAN Get Recei veDel ayl (voi d)

Summary Returns the value for the first receive delay (RECEIVE_DELAY1).
This function will return the delay between the transmission and the first
Reception window.

Description The delay between the transmission and the second Reception window is

calculated in software as the delay between the transmission and the first
Reception window + 1000 (in milliseconds).

Preconditions | none

Parameters none

Return Value of the receive delay (is returned in milliseconds - ui nt 16_t)
uint16_t receiveDel aylUsed;

Example

recei veDel aylUsed = LORAWAN_Cet Recei veDel ay1();

4.3.2.29 LORAWAN Cet Recei veDel ay2

Name LORAWAN Get Recei veDel ay2

Prototype uint16_t LORAWAN_Get Recei veDel ay2 (voi d)

Summary Returns the value for the second receive delay (RECEIVE_DELAY2).
This function will return the delay between the transmission and the
second Reception window.

Description The delay between the transmission and the second Reception window is

calculated in software as the delay between the transmission and the first
Reception window + 1000 (in milliseconds).

Preconditions none

Parameters none

Return Value of the second receive delay (is returned in milliseconds - ui nt 16_t )
uint16_t receiveDel ay2Used;

Example

recei veDel ay2Used = LORAWAN_Cet Recei veDel ay2();
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4.3.2.30 LORAWAN Set Joi nAccept Del ayl

Name LORAWAN_Set Joi nAccept Del ayl

Prototype voi d LORAWAN_Set Joi nAccept Del ayl (uint16_t

yp j oi nAccept Del ay1New)

Summary Sets the value for the first join accept delay (JOIN_ACCEPT_DELAY1).
The network server will respond to the join-request message with a
join-accept message if the end device is permitted to join a network.

Description The join-accept message is sent like a normal downlink but uses delays

JOIN_ACCEPT_DELAY1 or JOIN_ACCEPT_DELAY?2 (instead of
RECEIVE_DELAY1 and RECEIVE_DELAY2, respectively).

Preconditions

none

¢ j oi nAccept Del ay1New - the value of the new join accept delay; it

Parameters must be provided in milliseconds
Return none
Example LORAWAN_Set Joi nAccept Del ay1(5500);

4.3.2.31 LORAWAN Cet Joi nAccept Del ayl

Name LORAWAN_Get Joi nAccept Del ayl

Prototype uint16_t LORAWAN_Get Joi nAccept Del ayl (voi d)

Summary Returns the value for the first join accept delay (JOIN_ACCEPT_DELAY1).
The network server will respond to the join-request message with a
join-accept message if the end device is permitted to join a network.

Description The join-accept message is sent like a normal downlink but uses delays

JOIN_ACCEPT_DELAY1 or JOIN_ACCEPT_DELAY?2 (instead of
RECEIVE_DELAY1 and RECEIVE_DELAY2, respectively).

Preconditions none
Parameters none
Value of the first join accept delay (will be returned in milliseconds —
Return .
uint16_t)
uint16_t joi nAccept Del aylUsed;
Example

j oi nAccept Del aylUsed = LORAWAN_Get Joi nAccept Del ay1();
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4.3.2.32 LORAWAN_Set Joi nAccept Del ay?2

Name LORAWAN_Set Joi nAccept Del ay2

Prototype voi d LORAWAN_Set Joi nAccept Del ay2 (uint16_t

yp j oi nAccept Del ay2New)

Summary Sets the value for the second join accept delay (JOIN_ACCEPT_DELAY2).
The network server will respond to the join-request message with a
join-accept message if the end device is permitted to join a network.

Description The join-accept message is sent like a normal downlink but uses delays

JOIN_ACCEPT_DELAY1 or JOIN_ACCEPT_DELAY?2 (instead of
RECEIVE_DELAY1 and RECEIVE_DELAY2, respectively).

Preconditions

none

¢ j oi nAccept Del ay2New - the value of the new join accept delay

Parameters (must be provided in milliseconds)
Return none
Example LORAWAN_Set Joi nAccept Del ay2( 6500) ;

4.3.2.33 LORAWAN_ Cet Joi nAccept Del ay?2

Name LORAWAN_Get Joi nAccept Del ay2
Prototype uint16_t LORAWAN_Get Joi nAccept Del ay2 (voi d)
Summar Returns the value for the second join accept delay
y (JOIN_ACCEPT DELAY2).
The network server will respond to the join-request message with a
join-accept message if the end device is permitted to join a network.
Description The join-accept message is sent like a normal downlink but uses delays

JOIN_ACCEPT_DELAY1 or JOIN_ACCEPT_DELAY?2 (instead of
RECEIVE_DELAY1 and RECEIVE_DELAY2, respectively).

Preconditions none
Parameters none
Value of the first join accept delay (will be returned in milliseconds —
Return .
uint16_t)
uint16_t joi nAccept Del ay2Used;
Example

j oi nAccept Del ay2Used = LORAWAN Get Joi nAccept Del ay?2();
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4.3.2.34 LORAWAN_ Set MaxFcnt Gap

Name LORAWAN_Set MaxFcnt Gap

Prototype voi d LORAWAN_Set MaxFcnt Gap (uint16_t maxFcnt GapNew)

Summary Sets the value for the maximum frame counter gap (MAX_FCNT_GAP).
Each end device has two frame counters to keep track of the number of
data frames sent uplink to the network server (FCnt Up), incremented by
the end device and received by the end-device downlink from the network
server (FCnt Down), which is incremented by the network server.

I At the receiver side, the corresponding counter is kept in sync with the
Description

value received, provided this value received has incremented compared to
the current counter value and is lower than the value specified by MAX-
_FCNT_GAP after considering the counter rollovers.

If this difference is greater than the value of MAX_FCNT_GAP, then too
many data frames have been lost and will be subsequently discarded.

Preconditions

none

Parameters * maxFcnt GapNew — the value for the new maximum frame counter
Return none
Example LORAWAN_Set MaxFcnt Gap(3000) ;

4.3.2.35 LORAWAN_CGet MaxFcnt Gap

Name LORAWAN_Get MaxFcnt Gap

Prototype uint16_t LORAWAN Get MaxFcnt Gap (voi d)

Summar Sets the value for the adaptive data rate acknowledge limit

y (ADR_ACK_LIMIT).

Each time the uplink frame counter is incremented (for each new uplink,
repeated transmissions do not increase the counter), the device
increments an ADR_ACK_CNT counter.
After the ADR_ACK_LIMIT uplinks (ADR_ACK_CNT >= ADR_ACK_LIMIT)

Description without any downlink response, it sets the ADR acknowledgment request

bit (ADRACKReq).

The network is required to respond with a downlink frame within the next
ADR_ACK_DELAY frames, any received downlink frame following an uplink
frame will reset the ADR_ACK_CNT counter.

Preconditions | none

Parameters none

Return Value of the maximum frame counter
uint16_t maxFcnt GapUsed;

Example

maxFcnt GapUsed = LORAWAN_Get MaxFcnt Gap() ;
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4.3.2.36 LORAWAN Set Adr AckLimit

Name LORAWAN_Set Adr AckLi mi t

Prototype voi d LORAWAN Set Adr AckLimt (uint8_t adrAckLi nm t New)

Sets the value for the adaptive data rate acknowledge limit

Summary (ADR_ACK_LIMIT).
Each time the uplink frame counter is incremented (for each new uplink,
repeated transmissions do not increase the counter), the device
increments an ADR_ACK_CNT counter.
After the ADR_ACK_LIMIT uplinks (ADR_ACK_CNT >= ADR_ACK_LIMIT)
Description without any downlink response, it sets the ADR acknowledgment request

bit (ADRACKReq).

The network is required to respond with a downlink frame within the next
ADR_ACK_DELAY frames, any received downlink frame following an uplink
frame will reset the ADR_ACK_CNT counter.

Preconditions none

Parameters e adr AckLi mi t New - the new value (ui nt 8_t)
Return none
Example LORAWAN_Set Adr AckLi mi t (5);

4.3.2.37 LORAWAN_Get Adr AckLi mi t

Name LORAWAN_Cet Adr AckLi mi t

Prototype uint8 t LORAWAN Get Adr AckLimt (void)

Returns the value for the adaptive data rate acknowledge limit

Summary (ADR_ACK_LIMIT).

Each time the uplink frame counter is incremented (for each new uplink,
repeated transmissions do not increase the counter), the device
increments an ADR_ACK_CNT counter.

After the ADR_ACK_LIMIT uplinks (ADR_ACK_CNT >= ADR_ACK_LIMIT)
Description without any downlink response, it sets the ADR acknowledgment request
bit (ADRACKReq).

The network is required to respond with a downlink frame within the next
ADR_ACK_DELAY frames, any received downlink frame following an uplink
frame will reset the ADR_ACK_CNT counter.

Preconditions none

Parameters none

Return Value of the limit (ui nt 8_t).

uint 8_t adr AckLi mi t Used;

Example adr AckLi i t Used = LORAWAN Get Adr AckLimit ()
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4.3.2.38 LORAWAN_Set Adr AckDel ay

Name LORAWAN_Set Adr AckDel ay

Prototype voi d LORAWAN_ Set Adr AckDel ay(ui nt 8_t adr AckDel ayNew)

Sets the value for the adaptive data rate acknowledge delay

Summary (ADR_ACK_DELAY).
Each time the uplink frame counter is incremented (for each new uplink,
repeated transmissions do not increase the counter), the device
increments an ADR_ACK_CNT counter.
After the ADR_ACK_LIMIT uplinks (ADR_ACK_CNT >= ADR_ACK_LIMIT)
Description without any downlink response, it sets the ADR acknowledgment request

bit (ADRACKReq).

The network is required to respond with a downlink frame within the next
ADR_ACK_DELAY frames, any received downlink frame following an uplink
frame will reset the ADR_ACK_CNT counter.

Preconditions none

Parameters e adr AckDel ayNew - the new value (ui nt 8_t)
Return none
Example LORAWAN_Set Adr AckDel ay( 20) ;

4.3.2.39 LORAWAN_Get Adr AckDel ay

Name LORAWAN_Get Adr AckDel ay

Prototype ui nt 8_t LORAWAN Get Adr AckDel ay (voi d)

Returns the value for the adaptive data rate acknowledge delay

Summary (ADR_ACK_DELAY).

Each time the uplink frame counter is incremented (for each new uplink,
repeated transmissions do not increase the counter), the device
increments an ADR_ACK_CNT counter.

After the ADR_ACK_LIMIT uplinks (ADR_ACK_CNT >= ADR_ACK_LIMIT)
Description without any downlink response, it sets the ADR acknowledgment request
bit (ADRACKReq).

The network is required to respond with a downlink frame within the next
ADR_ACK_DELAY frames, any received downlink frame following an uplink
frame will reset the ADR_ACK_CNT counter.

Preconditions none

Parameters none

Return Value of the delay (ui nt 8_t).

ui nt 8_t adr AckDel ayUsed;
Example
adr AckDel ayUsed = LORAWAN Get Adr AckDel ay();

DS40001864B-page 70 © 2017 Microchip Technology Inc.



LoRaWANT™ Stack API

4.3.2.40 LORAWAN Set AckTi neout

Name LORAWAN Set AckTi meout
Prototype voi d LORAWAN Set AckTi neout (ui nt 16_t ackTi neout New)
Summary Sets the value for the acknowledge timeout (ACK_TIMEOUT).
If an end device does not receive a frame with the ACK bit set in one of the
_ two receive windows immediately following the uplink transmission, it may
Description

resend the same frame with the same payload and frame counter, for at
least ACK_TIMEOUT seconds after the second reception window.

Preconditions

none

* ackTi meout New - the new value of the time out; the new value must

Parameters be provided in milliseconds
Return none
Example LORAWAN_Set AckTi meout ( 2500) ;

4.3.2.41 LORAWAN Cet AckTi meout

Name LORAWAN_Get AckTi meout
Prototype uint16_t LORAWAN Get AckTi meout (void)
Summary Returns the value for the acknowledge time out (ACK_TIMEOUT).
If an end device does not receive a frame with the ACK bit set in one of the
. two receive windows immediately following the uplink transmission, it may
Description

resend the same frame with the same payload and frame counter, for at
least ACK_TIMEOUT seconds after the second reception window.

Preconditions none

Parameters none

Return The value of the acknowledge time out (ui nt 16_t)
uint16_t ackTi neout Used;

Example

ackTi meout Used = LORAWAN Get AckTi meout () ;

4.3.2.42 LORAWAN_Set Nunmber O Ret r ansmi ssi ons

Name LORAWAN_Set Nurmber OF Ret r ansi i ssi ons

voi d LORAWAN_Set Nunber Of Ret r ansni ssi ons (ui nt 8_t
Prototype N

nurmber Ret r ansmi ssi ons)
Summary Sets the number of retransmissions.

This function sets the number of retransmissions to be used for an uplink

I confirmed packet, if no downlink acknowledgment is received from the

Description

server.
At Reset, the number of retransmissions is defaulted to 7.

Preconditions

none

Parameters e nunber Ret ransmi ssi ons - the new value (ui nt 8_t )
Return none
Example LORAWAN_Set Nurmber O Ret r ansi m ssi ons(3) ;
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4.3.2.43 LORAWAN Cet Number O Ret r ansmi ssi ons

Name LORAWAN_Cet Nunber O Ret r ansi mi ssi ons
Prototype ui nt 8_t LORAWAN_Get Nunber O Ret r ansmi ssi ons (voi d)
Summary Returns the number of retransmissions.

This function returns the number of retransmissions to be used for an
Description uplink confirmed packet, if no downlink acknowledgment is received from
the server.

Preconditions none

Parameters none

Return The number of retransmissions (ui nt 8_t)

uint8_t noOf RetrUsed;
Example
noCf Retr Used = LORAWAN Get Nunmber OF Ret r ansni ssi ons();

4.3.2.44 LORAWAN Set Recei veW ndow2Par anet er s

Name LORAWAN_Set Recei veW ndow2Par anet er s

LorawanError _t LORAWAN Set Recei veW ndow2Par anet er s

Prototype (uint32_t frequency, uint8_t dataRate)
Summary Sets the parameters for the second Receive window (RX2).
This function sets the data rate and frequency used for the second Receive
_— window.
Description

The configuration of the Receive window parameters should be in
concordance with the server configuration.

Preconditions none

¢ frequency - the new frequency (must be provided in Hz)

Parameters ¢ dat aRat e — the new data rate
Return Returns LoRaWAN Error type (Lor awanErr or _t)
Example LORAWAN_ Set Recei veW ndow2Par anet er s( 868100000, 3);
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4.3.2.45 LORAWAN Cet Recei veW ndow2Par anet er s

Name LORAWAN_Cet Recei veW ndow2Par anet er s
Prototype voi d LORAWAN Get Recei veW ndow2Par aneters (uint32_t*
yp frequency, uint8_t* dataRate)
Summary Gets the parameters for the second Receive window (RX2).
This function gets the data rate and frequency used for the second Receive
_— window.
Description

The configuration of the Receive window parameters should be in
concordance with the server configuration.

Preconditions

none

e frequency — pointer to the frequency in Hz (32-bit value)

Parameters . .

e data rate — pointer to the data rate (8-bit value)
Return none

uint32_t w n2FreqUsed;

ui nt 8_t w n2Dat aRat eUsed;
Example

LORAWAN_Get Recei veW ndow2Par anet er s( & n2Fr eqUsed,
&wi n2Dat aRat eUsed) ;

4.3.2.46 LORAWAN SetBattery

Name LORAWAN_ Set Battery
Prototype voi d LORAWAN SetBattery (uint8_t batterylLevel New)
Summary Sets the battery.
This function sets the battery level required for the Device Status Answer
frame in use with the LoRaWAN protocol.
Description The level is a decimal number representing the level of the battery, from 0

to 255; 0 stands for external power, 1 for low level, 254 for high level and
255 implies the end device was not able to measure the battery level.

Preconditions

none

Parameters e batteryLevel New- the new level value
Return none
Example LORAWAN Set Battery(0);
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4.3.2.47 LORAWAN Get Prescal er

Name LORAWAN_ Get Prescal er
Prototype uint16_t LORAWAN Get Prescal er (void)
Summary Returns the duty cycle prescaler value.
This function returns the duty cycle prescaler. The value of the prescaler
can be configured ONLY by the SERVER through the use of the Duty Cycle
Description Request frame.

Upon the reception of this command from the server, the duty cycle
prescaler is changed for all enabled channels.

Preconditions none

Parameters none

Return The value of the prescaler (ui nt 16_t)
uint16_t prescal er Used;

Example

prescal erUsed = LORAWAN_GCet Prescal er();

4.3.2.48 LORAWAN_Set Aut omat i cReply

Name LORAWAN_Set Aut onati cReply
Prototype voi d LORAWAN Set Aut omat i cReply (bool status)
Summary Sets the Automatic Reply mode state.
This function sets the state of the automatic reply. By enabling the automatic
reply, the module will transmit a packet without a payload immediately after
Description a confirmed downlink message is received, or when the Frame Pending bit

has been set by the server. If set to OFF, no automatic reply will be
transmitted.

Preconditions

none

Parameters ¢ st at us — on/off (true/false)
Return none
Example LORAWAN_ Set Aut onat i cRepl y(fal se);
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4.3.2.49 LORAWAN_Get Aut omat i cReply

Name LORAWAN_Cet Aut onat i cRepl y
Prototype bool LORAWAN Get Aut omati cReply (void)
Summary Returns the Automatic Reply mode state.
This function returns the state of the automatic reply. By enabling the
automatic reply, the module will transmit a packet without a payload
Description immediately after a confirmed downlink message is received, or when the

Frame Pending bit has been set by the server. If set to OFF, no automatic
reply will be transmitted.

Preconditions none

Parameters none

Return Returns the mode (true/false) for the automatic reply
bool aut oRepl ySt at us;

Example

aut oRepl ySt at us = LORAWAN_Get Aut omat i cRepl y();

4.3.2.50 LORAWAN GCet St at us

Name LORAWAN GCet St at us
Prototype uint32_t LORAWAN Get St at us (voi d)
Summary Returns the status of the module.
This function will return the current status of the module. The value
I returned is a bit mask represented in hexadecimal form. For the
Description

significance of the bit mask, refer to “RN2903 LoRa™ Technology Module
Command Reference User’s Guide” (DS40001811).

Preconditions | none

Parameters none

Return The status of the module (ui nt 32_t)
ui nt 32_t nodul eSt at us;

Example

nodul eSt at us = LORAWAN_Get St at us() ;
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4.3.251 LORAWAN_Get Li nkCheckMar gi n

Name LORAWAN_Cet Li nkCheckMar gi n
Prototype ui nt 8_t LORAWAN Get Li nkCheckMar gi n (voi d)
Summary Returns a decimal number representing the demodulation margin.
This function will return the demodulation margin as received in the last
Description Link Check Answer frame. Refer to the LoRaWAN Specification 1.0 docu-

ment for the description of the values.

Preconditions none

Parameters none

Return Margin value (ui nt 8_t)

Example uint8_t |inkCheckMargi nUsed,

i nkCheckMar gi nUsed = LORAWAN _Get Li nkCheckMar gi n() ;

4.3.2.52 LORAWAN_Get Li nkCheckGnCnt

Name LORAWAN_Get Li nkCheckGaCnt
Prototype ui nt 8_t LORAWAN GCet Li nkCheckGaCnt (voi d)
Summary Returns a decimal number representing the number of gateways.
This function will return the number of gateways that successfully received
Description the last Link Check Request frame command, as received in the last Link

Check Answer.

Preconditions | none

Parameters none

Return Number of gateways (ui nt 8_t )
uint8_t |inkCheckGaCnt Used;

Example

I'i nkCheckGaCnt Used = LORAWAN_Get Li nkCheckGaCnT() ;
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4.3.2.53 LORAWAN_ Cet Frequency

Name LORAWAN_Cet Fr equency

Prototype uint32_t LORAWAN Get Frequency (uint8_t channel Id)
Summary Returns the frequency of the given channel.

Description This function returns the frequency on the requested “channelld”, entered

in decimal form.

Preconditions

none

Parameters e channel | d — the channel requested (ui nt 8_t )

Return The frequency of the given channel (value returned is in Hz - ui nt 32_t)
uint32_t freqUsed,;

Example

freqUsed = LORAWAN Get Frequency(4);

4.3.2.54 LORAWAN_Set Dat aRange

Name LORAWAN_Set Dat aRange
LorawanError _t LORAWAN Set Dat aRange (ui nt8_t channel | d,
Prototype .
ui nt 8_t dat aRangeNew)
Summary Sets new Data Rate Range for the given channel.
This function sets the operating data rate range, minimum to maximum, for
the given “channelld”. Thus, the module can vary data rates between the
Description minimum and maximum range.

Refer to the LoRaWAN Specification V1.0 document for the actual values
of the data rates and the corresponding spreading factors (SF).

Preconditions

none

¢ channel | d — the channel requested

Parameters « dat aRangeNew — the first four MSBs represent the maximum value
and the last four LSB contain the minimum value.
Return none
Setting channel 13 Data Rate Range between 1 and 3:
Example

Mac Set Dat aRange( 13, 0x31); // (0x31 -> 0011 0001)
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4.3.2.55 LORAWAN Cet Dat aRange

Name LORAWAN Cet Dat aRange

Prototype ui nt 8_t LORAWAN GCet Dat aRange (uint8_t channel ld)
Summary Returns the Data Rate Range of a given channel.

Description This function returns the operating data rate range, minimum to maximum,

for the given “channelld”.

Preconditions

none

Parameters e channel I d —the channel requested
Returns the minimum and maximum Data Rate Range (ui nt 8_t ). The first
Return four MSBs represent the maximum value and the last four bits, LSBs,
contain the minimum value.
ui nt 8_t dat aRangeUsed;
Example

dat aRangeUsed = LORAWAN GCet Dat aRange( 3);

4.3.2.56 LORAWAN Set Channel | dSt at us

Name LORAWAN_Set Channel | dSt at us
Lor awanError_t LORAWAN Set Channel | dStatus (uint8_t
Prototype = — _
channel 1d, bool statusNew)
Summary Sets to a given channel a new status.
Description This function sets the operation of the given “channelld”.

Preconditions

none

¢ channel | d — a decimal number representing the channel number

Parameters .

¢ st at usNew— value representing the state, on/off (true/false)
Return Returns LoRaWAN Error Type (Lor awanEr ror _t)
Example LORAWAN Set Channel | dSt at us(5, DI SABLED) ;

4.3.2.57 LORAWAN Get Channel | dSt at us

Name LORAWAN_Get Channel | dSt at us

Prototype bool LORAWAN Get Channel | dStatus (uint8_t channel I d)
Summary Returns the status of a given channel.

Description This function returns the status of the given “channelld”.

Preconditions

none

Parameters ¢ channel | d — a decimal number representing the channel number
Return Channel status — enabled/disabled (true/false)

bool channel 3St at us;
Example

channel 3St at us = LORAWAN _Get Channel | dSt at us(3);
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4.3.2.58 LORAWAN Pause

Name LORAWAN_Pause
Prototype uint32_t LORAWAN Pause (void)
Summary Pauses the LoRaWAN stack.
This function pauses the LoRaWAN stack functionality to allow the
transceiver (radio) configuration. By using “mac pause”, the radio
I commands can be generated between a LoRaWAN protocol uplink
Description

application, and the LoRaWAN protocol Receive windows.
This function will reply within the time interval in milliseconds that the
transceiver can be used without affecting the LoRaWAN functionality.

Preconditions none
Parameters none
Returns the number in milliseconds representing how much it can be
Return paused without affecting the functionality. Returns ‘0’ if it cannot be paused,
the maximum value when in Idle mode.
uint32_t timeToPausel n\s;
Example

ti mneToPausel nMs = LORAWAN Pause() ;

4.3.2.59 LORAWAN_Resune

Name LORAWAN_Resune

Prototype voi d LORAWAN Resune (voi d)

Summary Resumes the LoRaWAN stack functionality.

Description This function. resqmes the LqRaWAN stack functionality, in order to continue
normal functionality after being paused.

Preconditions none

Parameters none

Return none

Example LORAWAN Resune();
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4.3.2.60 LORAWAN Li nkCheckConfi gure

Name LORAWAN Li nkCheckConfi gure
Prototype voi d LORAWAN_Li nkCheckConfigure (uintl6_t period)
Summary Sets the time interval for the link check process.
This function sets the time interval for the link check process to be triggered
periodically. A <value> of ‘0’ will disable the link check process.
I When the time interval expires, the next application packet that will be sent
Description

to the server will include a link check MAC command.
Refer to the LoRaWAN Specification V1.0 document for more information
on the link check configuration.

Preconditions

none

Parameters e peri od —the new period value; it must be provided in seconds
Return none
Example LORAWAN _Li nkCheckConfi gure(10);

4.3.2.61 LORAWAN ForceEnabl e

Name LORAWAN For ceEnabl e
Prototype voi d LORAWAN_For ceEnabl e (voi d)
Summary Disables the Silent Immediately state.
The network can issue a certain command that would require the end
device to go silent immediately. This mechanism disables any further
Description communication of the module, isolating it effectively from the network.

Using this function, after this network command has been received, the
connectivity of the modules is restored, allowing it to send data.

Preconditions none
Parameters none
Return none
Example LORAWAN For ceEnabl e();

4.3.2.62 LORAWAN Reset (for EU433/EU868 ISM bands)

Name LORAWAN Reset
Prototype voi d LORAWAN Reset (IsnBand_t isnmBandNew)
Summar This function will automatically reset the software LoRaWAN stack and
y initialize it with the parameters for the selected ISM band.
This API will set default values for most of the LoRaWAN parameters.
Description Everything set prior to this command will lose its set value, being reinitialized

to the default value, including setting the cryptographic keys to ‘0.

Preconditions

none

Parameters ¢ i smBandNew— the new band (I snBand_t).
Return none
Example LORAWAN Reset (| SM_EU868) ;
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4.3.2.63 LORAWAN Reset (for NA915 ISM band)

Name LORAWAN_Reset
Prototype voi d LORAWAN Reset (voi d)
Summar This function will automatically reset the software LoRaWAN stack and
y initialize it with the parameters for the selected ISM band.
This API will set default values for most of the LoRaWAN parameters.
Description Everything set prior to this command will lose its set value, being reinitialized

to the default value, including setting the cryptographic keys to ‘0.

Preconditions | none
Parameters none
Return none
Example LCRAWAN Reset ();

4.3.2.64 LORAWAN Set Frequency (only for EU433/EU868)

Name LORAWAN_Set Fr equency
Prototvoe Lor awanError_t LORAWAN Set Frequency (uint8_t channel I d,
yp uint32_t frequencyNew)

This function sets the frequency on the requested “channelld” to a new
Summary

value.

This API will set default values for most of the LoRaWAN parameters.
Description Everything set prior to this command will lose its set value, being reinitialized

to the default value, including setting the cryptographic keys to ‘0.

Preconditions

none

e channel | d — the given channel

Parameters « frequencyNew— the new frequency value (the value must be
provided in Hz).
Return Returns LoRaWAN Error Type (Lor awanError _t)
uint8_t channel 4 = 4;
Example uint32_t freqCh4 = 868500000;

LORAWAN_Set Frequency(channel 4, freqCh4);
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4.3.2.65 LORAWAN Set Dut yCycl e (only for EU433/EU868)

Name LORAWAN_Set Dut yCycl e

Prototype Lpr awanError _t LORAWAN Set Dut yCycl e (ui nt8_t channel I d,
uint 16_t dutyCycl eVal ue)

Summary This function sets the duty cycle.

Description This function sets the duty cycle on a given channel.

Preconditions

none

e channel | d — the given channel
e dut yCycl eVal ue — value of the duty cycle;

Parameters dut yCycl eVal ue = (100 / X) - 1, where X is the duty cycle in
percentage. For more details, refer to the LoRaWAN Specification
V0.1 document.
Return Returns LoRaWAN Error Type (Lor awanError _t)
uint8_t channel5 = 5;
Example uint16_t dutyCycle5 = 9;

LORAWAN_Set Dut yCycl e(channel 5, dutyCycl e5);

4.3.2.66 LORAWAN Get Dut yCycl e (only for EU433/EUS68)

Name LORAWAN Get Dut yCycl e
Prototype uint16_t LORAWAN Get Dut yCycl e (uint8_t channel |d)
Summary This function returns the duty cycle for a given channel.
This function returns the value of the duty cycle for a given channel.
_ The returned value is calculated using the formula:
Description

dutyCycleValue = (100/X) — 1, where X is the duty cycle in percentage.
For more details, refer to the LoRaWAN Specification V1.0 document.

Preconditions

none

Parameters ¢ channel I d — the given channel.

Return Returns the requested channel duty cycle (ui nt 16_t )
uint8_t channel 6 = 6;

Example uint16_t dutyCycl eUsed,;

dut yCycl eUsed = LORAWAN Get Dut yCycl e(channel 6) ;
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4.3.2.67 LORAWAN Get | SMBand ( only for EU433/EUS68)

Name LORAWAN_ Get | SMBand

Prototype ui nt 8_t LORAWAN Cet | snBand(voi d)
Summary Returns the configured ISM Band.
Description This function returns the configured ISM Band.

Preconditions none

Parameters none

Return Returns ISM Band Type (I SMBand_t )

uint8_t | SMBandUsed,;
Example
| SMBandUsed = LORAWAN Get | SMBand() ;

4.3.2.68 LORAWAN_ Mai nl oop

Name LORAWAN_Mai nl oop
Prototype voi d LORAWAN_Mai nl oop (voi d)
Summary LoRaWAN main loop function

This function is used for running the system timers and checking the DIO
Description pins. It must be called in the whi | e( 1) loop inside <mai n> function (once
per loop).

Preconditions none

Parameters none
Return none

whi |l e(1)
Example {

LORAWAN_Mai nl oop() ;

}

4.3.2.69 LORAWAN_Set Cl ass

Name LORAWAN Set Cl ass

Prototype voi d LORAWAN_Set Cl ass (LoRaCl ass_t devi ced ass)
Summary Sets LoRaWAN device class

Description This function sets LoRaWAN stack class to A or C.

Preconditions none

Parameters ¢ devi ced ass - the new class (LoRaCl ass_t)
Return none
Example LORAWAN_Set O ass( CLASS_O)
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4.3.2.70 LORAWAN Get d ass

Name LORAWAN_Get Cl ass

Prototype LoRaCl ass_t LORAWAN Get Cl ass (void);
Summary Returns LoRaWAN device class

Description This function returns LoRaWAN stack class.
Preconditions none

Parameters none

Return Returns LoRaWANCIass Type (LoRaCl ass_t)
Example LoRad ass_t devi ced ass;

devi ced ass = LOANRAWAN Get Ol ass();

4.3.2.71 LORAWAN Set Mcast

Name LORAWAN_ Set Mcast

Prototype LorawanError _t LORAWAN Set Mcast (bool status);
Summary Set the status of multicast

Description This function enables or disables the multicast operation.

Preconditions

When enabling the multicast, its parameters
(ntast Net wor kSessi onKey, ntast Appl i cat i onSessi onKey,
ntast Devi ceAddr essNew) must be set and the network must be joined.

Parameters « st atus - true or false (bool )
Return Returns LoRaWAN Error Type (Lor awanEr r or _t)
Example LORAWAN Set Mcast (true)

4.3.2.72 LORAWAN Get Mcast

Name LORAWAN_Cet Mcast
Prototype bool LORAWAN Get Mcast (voi d);
Summary Returns the status of multicast.
Description This function returns the status of multicast.
Preconditions none
Parameters none
Return status - t rue/ f al se(bool)
Example bool status;
status = LORAWAN Get Mcast ();
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4.3.2.73 LORAWAN Set Mcast Appl i cati onSessi onKey

Name LORAWAN_Set Mcast Appl i cat i onSessi onKey

voi d LORAWAN_Set Mcast Appl i cati onSessi onKey (uint8_t

Prototype *ntast Appl i cati onSessi onKeyNew) ;
Summary Sets the multicast application session key.
This function sets the Multicast Application Session Key (Mcast AppSKey).
The Mcast AppSKey is an application session key specific to a group of
Description end devices, used to encrypt/decrypt the payload field of the

application-specific multicast data messages, and also to calculate/verify
an application-level MIC (Message Integrity Code) that may be included in
the payload. The Mcast AppSKey is a 16-byte array.

Preconditions Pointer must be allocated by caller

e ntast Appl i cati onSessi onKeyNew— buffer where the value is

Parameters stored.

Return none
ui nt 8_t ntast AppSKey[ 16] = {0x3C, O0x8F, 0x26, 0x27,
0x39,

Example OxBF, OxE3, 0xB7, OxBC, 0x08, 0x26, 0x99, Ox1A,

0xDO0, 0x50, 0x4D};
LORAWAN_Set Appl i cati onSessi onKey( ntast AppSKey) ;

4.3.2.74 LORAWAN Cet Mcast Appl i cati onSessi onKey

Name LORAWAN_ Get Mcast Appl i cati onSessi onKey

voi d LORAWAN_Get Mcast Appl i cati onSessi onKey (uint8_t

Prototype *nmcast Appl i cati onSessi onKeyNew) ;

Summary Gets the multicast application session key.

This function gets the Multicast Application Session Key (Mcast AppSKey).
The Mcast AppSKey is an application session key specific to a group of
end devices, used to encrypt/decrypt the payload field of the
application-specific multicast data messages, and also to calculate/verify
an application-level MIC (Message Integrity Code) that may be included in
the payload. The Mcast AppSKey is a 16-byte array.

Description

Preconditions | Pointer must be allocated by caller

Parameters e ntast Appl i cat i onSessi onKey — buffer where the value will be

stored.
Return none
Example ui nt 8_t ntast AppSKey|[ 16] ;

LORAWAN_Get Appl i cati onSessi onKey( ntast AppSKey) ;
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4.3.2.75 LORAWAN Set Mcast Net wor kSessi onKey

Name LORAWAN_Set Mcast Net wor kSessi onKey
Prototype YOi d LORAWAN Set M:ast Net wor !(Sessi onKey (uint8_t
ncast Net wor kSessi onKeyNew) ;
Summary Sets the multicast network session key.
Description This function sets the Multicast Network Session key (Mcast Nwk SKey).

Preconditions

Pointer must be allocated by caller

Parameters * ntast Net wor kSessi onKeyNew — buffer where the value is stored.

Return none
uint8_t nrtast N\wkSKey[ 16] = {0x2B, Ox7E, 0x15, 0x16,
0x28,

Example OXAE, 0OxD2, OxA6, OxAB, OxF7, 0x15, 0x88, 0x09, OxCF,
0x4F, 0x3G};

LORAWAN_Set Mcast Net wor kSessi onKey( ntast NwkSKey) ;

4.3.2.76 LORAWAN Get Mcast Net wor kSessi onKey

Name LORAWAN_Get Mcast Net wor kSessi onKey
Prototype l/oi d LORAWAN Get M:ast Net wor !(Sessi onKey (uint8_t
ntast Net wor kSessi onKeyNew) ;
Summary Gets the multicast network session key.
Description This function gets the Multicast Network Session key (Mcast Nwk SKey).

Preconditions

Pointer must be allocated by caller

Parameters « ntast Net wor kSessi onKey — buffer where the value will be stored.
Return none
Example uint8_t nrtast N\wkSKey[ 16] ;

LORAWAN_Get Mcast Net wor kSessi onKey( ntast NwkSKey) ;
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4.3.2.77 LORAWAN Set Mcast Devi ceAddr ess

Name LORAWAN Set Mcast Devi ceAddr ess
Prototvpoe voi d LORAWAN_ Set Mcast Devi ceAddress (uint32_t
yp ntast Devi ceAddr essNew) ;
Summary Sets a group of end-devices multicast address.
This function sets the group of end-devices multicast address
Description (Mcast DevAddr). The Mcast DevAddr is a 32-bit identifier of a group of

end devices within the current network.

Preconditions

none

Parameters * ncast Devi ceAddr essNew — the value of the new address to be set.
Return none

uint 32_t ntast DevAddr = 0x11223344;
Example

LORAWAN Set Mcast Devi ceAddr ess (ntast DevAddr);

4.3.2.78 LORAWAN Cet Mcast Devi ceAddr ess

Name LORAWAN_Get Mcast Devi ceAddr ess
Prototype uint 32_t LORAWAN Get Mcast Devi ceAddress (voi d);
Summary Returns the group of end-devices multicast address.
This function gets the group of end-devices multicast address
Description (Mcast DevAddr). The Mcast DevAddr is a 32-bit identifier of a group of

end devices within the current network.

Preconditions none

Parameters none

Return multicast device address (ui nt 32_t val ue)
Example ui nt 32_t ntast DevAddr;

ntast DevAddr = LORAWAN_ Get Mcast Devi ceAddr ess() ;

4.3.2.79 LORAWAN_Set Mcast DownCount er

Name LORAWAN_ Set Mcast DownCount er

Prototype voi d LORAWAN_Set Mcast DownCount er (ui nt 32_t newCnt);
Summary Sets the multicast downlink counter.

Description This function sets the multicast downlink counter. It can be used for devices

that enter an already existing multicast group.

Preconditions

none

Parameters * newCnt — the new downlink counter value (ui nt 32_t)
Return none

uint32_t newCnt = 12345;
Example -

LORAWAN Set Mcast DownCount er (newCnt ) ;
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4.3.2.80 LORAWAN Get Mcast DownCount er

Name LORAWAN_Get Mcast DownCount er

Prototype ui nt 32_t LORAWAN Get Mcast DownCount er () ;
Summary Returns the multicast downlink counter.
Description This function returns the multicast downlink counter.
Preconditions | none

Parameters none

Return multicast downlink counter (ui nt 32_t)

Example ui nt 32_t newCnt;

newCnt =

LORAWAN_Set Mcast DownCount er () ;

4.3.2.81 LORAWAN Get St at e

Name

LORAWAN Cet St at e

Prototype

uint8_t LORAWAN Get St at e(voi d)

Summary

Function returns the LoRaWAN stack state.

Description

This function returns the state of LoRaWAN stack.
The possible LoRaWAN Class A/Class C states are the following:

* IDLE
« TRANSMISSION_OCCURRING
« BEFORE_RX1

« RX1_OPEN

« BETWEEN_RX1_RX2

« RX2_OPEN

« RETRANSMISSION_DELAY

« ABP_DELAY

« CLASS_C_RX2_1 OPEN

« CLASS_C_RX2_2 OPEN

Preconditions |none

Parameters none

Return Returns state of LoRaWAN stack (ui nt 8_t)
Example uint8_t stateCf Lorawan;

stateCf Lorawan =

LORAWAN_Get St at e( voi d);
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Chapter 5. Building a LoRaWAN-Based Application

5.1 OVERVIEW

The LoRaWAN stack files generated in Section 3.3 “LoraWAN™ Stack Generation
for the RN2XX3 Modules” can be used to build a custom LoRaWAN-based
application.

All the code that belongs to the custom application must be placed outside the
LoRaWAN stack files (e.g., the code can be placed in nai n. ¢ or any other file which
is not a LoRaWAN-related file).

Note: The code inside the LoRaWAN generated files must not be modified. Doing
so might result in a non-functional LoORaWAN stack.

This chapter describes how to build a simple LoRaWAN-based application that
continuously sends a text message (a string) to the server. Before being able to send
data, the end device must be initialized, configured for activation and activated (must
join the network). These four states are described in the following sub-chapters.

5.2 BASIC LoRaWAN CLASS A STACK OPERATION

5.2.1 Overview

There are four states which can be identified in regards to the basic LoRaWAN Class
A Stack operations:

1. Initialization

2. Configuration for Activation

3. Activation

4. Communication

The basic operations are described in the following sub-chapters.

5.2.2 Initialization

In the Initialization operation, the stack must be initialized. This is done by calling the
LORAVWAN | ni t function. This function should be called inside the main function, before
the whi | e( 1) infinite loop, immediately after enabling peripheral and global interrupt.

For more details on how to use this function, see Section 5.6 “LoRaWAN-Based Cus-
tom Application Example”.

The LORAVWAN | ni t function initializes the LoRaWAN stack and the radio transceiver.
Two callback functions must be defined and used as parameters for LORAWAN | ni t
function.

The two callback functions that must be defined are used for the following:
» Payload Reception Indication
« Activation Indication Response
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FIGURE 5-1:

LoRaWAN_Init FUNCTION

void LORAWAN Init (RxAppDataCb t RxData, RxJoinResponseCb t RxJoinResponse)

Function is
provided by the
Stack and should

Payload Reception
Indication callback

Activation Indication
response callback

function

be called in main() function function

FIGURE 5-2:

For details on the callback functions which are used by LORAWAN_Joi n, go to sections
Section 5.2.2.1 “Payload Reception Indication (Payload Reception Callback)”
and Section 5.2.2.2 “ Activation Indication Response”.

5.2.21 PAYLOAD RECEPTION INDICATION (PAYLOAD RECEPTION
CALLBACK)

The Payload Reception Callback can be an empty function, which has the following
parameters:

e uint8_t* pData— a pointer to a 8-bit data,; this is the actual data to be sent out

e ui nt 8_t dat aLengt h —the length of the data to be sent out

« OpStatus_t status — the operation status. This is actually the one indicating if
the reception has occurred or not. The return of the status variable can be:

MAC_NOT_OK — LoRaWAN operation failed
- MAC_OK - LoRaWAN operation successful
RADIO_NOT_OK — Radio operation failed
RADIO_OK — Radio operation successful

INVALID_BUFFER_LENGTH - a retransmission was tried and the buffer is
too large because there was a Spreading Factor change.

PAYLOAD RECEPTION INDICATION

void RxData(uint8 t* pData, uint8 t datalength, OpStatus t status) {}

Function is empty
and is called as a
parameter by
LORAWAN_Init

The data to The length the status of
be sent; of the data the

pointer to an to be sent; operation;
unsigned 8bit value must be

8bit value OpStatus_t
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5.2.2.2 ACTIVATION INDICATION RESPONSE

The Activation Indication callback function can be an empty function which must have
the following parameter:
 bool status — a binary value indicating the activation response from the network:

- status = 1 (true) — the device has connected to the network

- status = 0 (false) — the device has not connected to the network

FIGURE 5-3: ACTIVATION INDICATION RESPONSE

void RxJoinResponse (bool status)

Function is empty Status of the operation;
and is registered to can be either 1 (true) or
LORAWAN Tnit 0 (false)

5.2.3 Configuration for activation

In the Configuration for Activation phase, the server keys must be passed to the
LoRaWAN stack. The activation can be done in two ways:

« Activation-By-Personalization (ABP)
» Over-the-Air Activation (OTAA)

5.23.1 CONFIGURATION FOR ACTIVATION-BY-PERSONALIZATION

In order to connect the end device to the server using the Activation-By-Personalization
procedure, there are two keys and one unique identifier which need to be passed to the
LoRaWAN stack with the help of three APIs. The two keys and the unique identifier are:

* Network Session Key — The NwkSKey is a network session key specific to the end
device. It is used by both the network server and the end device to calculate and
verify the MIC (message integrity code) of all data messages to ensure data
integrity. It is further used to encrypt and decrypt the payload field of a network
management message.

« Application Session Key — The AppSKey is an application session key specific to
the end device. It is used by both the application server and the end device to
encrypt and decrypt the payload field of application-specific data messages.

» Device Address — The DevAddr consisting of 32 bits identifies the end device
within the current network. Its format is shown in Figure 5-4.

FIGURE 5-4: DEVICE ADDRESS
Bit# [31..25] [24..0]
DevAddr bits NwkID NwkAddr
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The Most Significant seven bits are used as network identifier (NwkID) to separate
addresses of territorially overlapping networks of different network operators and to
resolve roaming issues. The Least Significant 25 bits, the network address (NwkAddr)
of the end device, can be arbitrarily assigned by the network manager.

Network Session Key Example
NWSKEY: 0x2B7E151628AED2A6ABF7158809CF4F3C

The Network Session Key is chosen by the user and must be the same on the end
device and the server. In order to provide this info to the end device, the NWSKEY must
be split into bytes and defined as an array of 16 values.

FIGURE 5-5: NETWORK SESSION KEY SPLIT EXAMPLE
2B TE 15 16 28 AE D2 A6 AB E7 15 88 09 CF 4F 3C
byte 1 byte 2 byte 3 byte 4 byte 5 byte 6 byte 7 byte 8 byte 9 byte 10 byte 11 byte 12 byte 13 byte 14 byte 15 byte 16
The NWKSKEY can be passed to the LoRaWAN stack with the call of
LORAWAN_SetNetworkSessionKey API:
LORAWAN_Set Net wor kSessi onKey( nwkSKey) ;
Note: The parameter nwkSKey must be previously defined as an array of 16
elements (8-bit values).
Application Session Key Example
APPSKEY: 0x3C8F262739BFE3B7BC0826991AD0504D
The Application Session Key is chosen by the user and must be the same on the end
device and the server. In order to provide this info to the end device, the APPSKEY
must be split into bytes and defined as an array of 16 values.
FIGURE 5-6: APPLICATION SESSION KEY SPLIT EXAMPLE
3C 8F 26 277 39 BF E3 B7 BC 08 26 99 1A DO 50 4D
byte 1 byte 2 byte 3 byte 4 byte 5 byte 6 byte 7 byte 8 byte 9 byte 10 byte 11 byte 12 byte 13 byte 14  byte 15 byte 16

The APPSKEY can be passed to the LoRaWAN stack with the call of
LORAWAN_SetApplicationSessionKey API:

LORAWAN_Set Appl i cati onSessi onKey( appSKey) ;

Note: The parameter AppSKey must be previously defined as an array of 16
elements (8-bit values).

Device Address example: DEVADDR: 0x11223344

The Device Address is chosen by the user and it must be the same on the end device
and the server. The DEVADDR can be passed to the LoORaWAN stack with the call of
LORAWAN_SetDeviceAddress API:

LORAWAN_Set Devi ceAddr ess( devAddr) ;

Note: The parameter devAddr must be previously defined as a 32-bit value
variable or constant.
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5.2.3.2 CONFIGURATION FOR OVER-THE-AIR ACTIVATION

In order to connect the end device to the server using the Over-The-Air Activation
procedure, three pieces of info need to be passed to the LoRaWAN stack with the help
of three APlIs:

» Application identifier (AppEUI) — The AppEUI is a global application ID in IEEE
EUI64 address space that uniquely identifies the application provider (i.e., owner)
of the end device. The AppEUI is stored in the end device before the activation
procedure is executed.

« End-device identifier (DevEui) — The DevEUI is a global end-device ID in IEEE
EUI64 address space that uniquely identifies the end device.

« Application key (AppKey) — The AppKey is an AES-128 application key specific to
the end device assigned by the application owner to the end device and most
likely derived from an application-specific root key exclusively known to and under
the control of the application provider. Whenever an end device joins a network
via Over-The-Air Activation, the AppKey is used to derive the session keys
NwkSKey and AppSKey specific for that end device to encrypt and verify network
communication and application data.

The AppEUlI can be passed to the LoRaWAN stack by using
LORAWAN_SetApplicationEui API:

LORAWAN_ Set Appl i cati onEui (appl i cati onEui New) ;

Note: Parameter applicationEuiNew must be previously defined as an 8-byte
array.

The DevEUI can be passed to the LoRaWAN stack by using LORAWAN_SetDeviceEui
API:

LORAVWAN_Set Devi ceEui (devi ceEui New) ;

Note: Parameter deviceEuiNew must be previously defined as an 8-byte array.

The AppKey <can be passed to the LoRaWAN stack by using
LORAWAN_SetApplicationKey API:

LORAWAN_Set Appl i cati onKey (appli cati onKeyNew) ;

Note: Parameter applicationKeyNew must be previously defined as an 16-byte
array.
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524 Activation

In the Activation phase, the end device sends a join request in ABP mode or OTAA
mode to the server.

5.24.1 ACTIVATION-BY-PERSONALIZATION

Under certain circumstances, the end devices can be activated by personalization.
Activation-By-Personalization directly ties an end device to a specific network
bypassing the join request - join accept procedure.

Activating an end device by personalization means that the DevAddr and the two
session keys NwkSKey and AppSKey are directly stored into the end device instead of
the DevEUI, AppEUI and the AppKey. The end device is equipped with the required
information for participating in a specific LoRa network when started.

Each device should have a unique set of NwkSKey and AppSKey. Compromising the
keys of one device should not compromise the security of the communications of other
devices. The process to build those keys should be such that the keys cannot be
derived in any way from publicly available information (like the node address, for
example).

In order to connect the end device to the network in Activation-By-Personalization
mode, the following API and parameter must be used:

LORAWAN_Joi n( ABP) ;

This API must be called inside main function, before whi | e( 1) loop. For more details
on building the software based on the LoRaWAN stack, see
Section 5.6 “LoRaWAN-Based Custom Application Example”.

5.24.2 OVER-THE-AIR ACTIVATION

For Over-The-Air Activation, end devices must follow a join procedure prior to
participating in data exchanges with the network server. An end device has to go
through a new join procedure every time it has lost the session context information.

The join procedure requires the end device to be personalized with the following
information before its starts the join procedure: a globally unique end-device identifier
(DevEULI), the application identifier (AppEUI), and an AES-128 key (AppKey).

In order to connect the end device to the network in Over The Air Activation mode, the
following API and parameter must be used:

LORAWAN_Joi n( OTAA) ;

5.2.5 Communication

Once the device has been connected to the network, the user’s custom application is
able to send data to the server. Sending data can be done using LORAWAN_Send API:

LORAWAN_Send (UNCNF, 3, “LoRa”, 4);
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FIGURE 5-7:

LORAWAN_Send API

Message type can
be either Con-
firmed (CNF) or
unconfirmed
(UNCNF)

LORAWAN Send (UNCNF, 3, "LoRa", 4);

Number of bytes to
Pointer to send from the buff-
The Port for data the data to er (e.g. size of the
transmission can be sent data to be sent)
be between 0 and
255

5.3 BASIC LoRaWAN CLASS C STACK OPERATION

FIGURE 5-8:

5.3.1 Overview

The end devices implementing the Class C option are used for applications that do not
have to consider current consumption and therefore do not need to minimize reception
time.

The Class C end device shall open RX2 windows as often as possible. The end device
listens during RX2 window when it is neither sending nor receiving during RX1 window,
according to Class A definition.

For more detailed information regarding Class C parameters please refer to LoORaWAN
Specification document.

For a device that starts in Class C the initialization is the same as in the case of Class
A. For details on the procedure, see Section 5.2 “Basic LORAWAN Class A Stack
Operation”.

5.3.2 Class Change

A device can start as either a Class A or Class C device. If there is a need to change
the operation class during runtime, this is possible with the use of
LORAWAN_SetClass API. For more details, see section Section 4.3 “Application
Programming Interfaces”.

CLASS CHANGE API

void LORAWAN SetClass (LoRaClass t deviceClass)

Function is Device Class;
provided by can be CLASS_A
the stack or CLASS_C
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5.3.3 Class C Continuous Receive

After the device has changed or started in Class C, to enter in continuous receive, a
successful uplink to the server must be completed. For more information on the
communication procedure go to Section 5.2.5 “Communication”.

5.34 Class C Multicast Messages

Messages can be “unicast” or “multicast”. The multicast messages are sent to multiple
end devices within a multicast group. All devices of a multicast group must share the

same multicast address and associated encryption keys. Class C devices may receive
multicast downlink frames. The multicast address and associated network session key
and application session key must come from the application layer. The MCC LoRaWAN
Library offers several APIs which enable the user to develop a LoRaWAN-based appli-
cation, which also includes a Class C multicast option. For more details, see

Section 4.3 “Application Programming Interfaces”.

54 BUILD A CUSTOM LORAWAN-BASED APPLICATION

541 Overview

All the APIs which were described in the previous sub-chapters must be called in a
specific order inside the mai n. c file which is automatically generated by MCC.

5.4.2 Interrupts Enable

The Global Interrupts and Peripheral Interrupts must be enabled in mai n. c file. In
order to enable them, the lines of code for the Global Interrupts and Peripheral
Interrupts must be uncommented in main.c file, as shown in Example 5-1:

EXAMPLE 5-1: MAIN.C FILE

/] Enable the G obal Interrupts
I NTERRUPT_d obal | nt er rupt Enabl e() ;

/] Enable the Peripheral Interrupts
I NTERRUPT_Per i pher al | nt errupt Enabl e() ;

5.4.3 LoRaWAN Mainloop Function

The LORAWAN_Mai nl oop() function is running the LoRaWAN stack, so it must be
called in whil e(1) infinite loop. All other user-defined functions of the custom
application must be called after the LORAWAN_Mai nl oop() function call in whi | e( 1)
infinite loop.

EXAMPLE 5-2: LoRaWAN™ MAINLOOP FUNCTION

while (1)

{
LORAWAN_Mai nl oop() ;
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5.5 LoRaWAN STACK ENCRYPTION

The LoRaWAN stack uses AES-128 encryption. The encryption scheme used is based
on the generic algorithm described in IEEE 902.15.4/2006 Annex B [IEEE802154]
using AES with a key length of 128 bits. For more details regarding the
encryption/decryption of the LoRaWAN stack, refer to LoRaWAN Specification V1.0
document.

Microchip cannot distribute the AES.h and AES.c encryption files. Due to differences
in licensing terms, the AES engine used by LoRaWAN stack needs to be added
separately. The user is responsible of getting the encryption files. The two files must
be manually replaced in the project, because the ones which are generated together
with the stack only contain an error informing the user about the missing AES
encryption.

The encryption files can be downloaded from the following location: http://www.micro-
chip.com/Developmenttools/ProductDetails.aspx?PartNO=SW300052.

After downloading Data Encryption Libraries V2.6.zip and extracting AES.h and AES.c
files, the user must make sure the files do not contain any keywords which are not
supported by XC compilers (e.g., “rom” keyword must be deleted because it is not
supported by XC8 compiler).
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5.6 LORAWAN-BASED CUSTOM APPLICATION EXAMPLE

The LORAWAN_Mai nl oop() function is running the LoRaWAN stack, so it must be
called in whil e(1) infinite loop. All other user-defined functions of the custom
application must be called after the LORAWAN_Mai nl oop() function call in whi | e( 1)
infinite loop.

The following code example is based on the MCC generated code using LoORaWAN
Library (see Chapter 3. “LoRaWAN™ Library Plug-in Running on RN2XX3 Mod-
ules”) and can be run on the RN2XX3 modules.

EXAMPLE 5-3: MAIN.C FILE DEMO CODE

Software License Agreement

The software supplied herewith by Microchip Technology Incorporated (the “Company”) is intended and
supplied to you, the Company’s customer, for use solely and exclusively with products manufactured by
the Company.

The software is owned by the Company and/or its supplier, and is protected under applicable copyright
laws. All rights are reserved. Any use in violation of the foregoing restrictions may subject the user to crim-
inal sanctions under applicable laws, as well as to civil liability for the breach of the terms and conditions
of this license.

THIS SOFTWARE IS PROVIDED IN AN “AS IS" CONDITION. NO WARRANTIES, WHETHER
EXPRESS, IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE APPLY TO THIS SOFT-
WARE. THE COMPANY SHALL NOT, IN ANY CIRCUMSTANCES, BE LIABLE FOR SPECIAL, INCI-
DENTAL OR CONSEQUENTIAL DAMAGES, FOR ANY REASON WHATSOEVER.

#i ncl ude "nctc_generated_fil es/ncc. h"

uint8_t nwkSKey[ 16] = {0x2B, Ox7E, O0x15, 0x16, 0x28, OxAE, 0xD2, OxA6, OxAB,
OxF7, 0x15, 0x88, 0x09, OxCF, Ox4F, O0x3C};

uint8_t appSKey[16] = {0x3C, Ox8F, 0x26, 0x27, 0x39, OxBF, OxE3, O0xB7, OxBC,
0x08, 0x26, 0x99, Ox1A, 0xDO, 0x50, 0x4D};

uint32_t devAddr = 0x1100000F;

void RxData(uint8_t* pData, uint8_t datalLength, OpStatus_t status)
{}

voi d RxJoi nResponse(bool st atus)

{}

voi d main(voi d)

{
/1 Initialize the device
SYSTEM I nitialize();

/1 1f using interrupts in PICl18 Hi gh/Low Priority Mbde you need to enable
/1l the dobal Hi gh and Low Interrupts

/1 1f using interrupts in PIC M d-Range Conpatibility Mde you need to

/1 enable the dobal and Peripheral Interrupts

/'l Use the follow ng macros to:

/1 Enable high priority global interrupts
/1 | NTERRUPT_G obal | nt errupt Hi ghEnabl e() ;

// Enable low priority global interrupts.
/ /1 NTERRUPT_G obal | nt er r upt LowEnabl e() ;

/1 Disable high priority global interrupts
/11 NTERRUPT_G obal | nt errupt Hi ghDi sabl e();
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EXAMPLE 5-4: MAIN.C FILE DEMO CODE (CONTINUED)

/1 Disable low priority global interrupts.
/11 NTERRUPT_d obal I nt er rupt Lowbi sabl e();

/] Enable the dobal Interrupts
| NTERRUPT_d obal | nt errupt Enabl e();

/'l Enable the Peripheral Interrupts
| NTERRUPT_Per i pher al | nt errupt Enabl e() ;

/1 Disable the G obal Interrupts
/11 NTERRUPT_d obal I nt errupt Di sabl e();

/1 Disable the Peripheral Interrupts
/1 1 NTERRUPT_Peri pheral I nt errupt Di sabl e();

LORAWAN_ I ni t (RxDat a, RxJoi nResponse);

LORAWAN_Set Net wor kSessi onKey( nwkSKey) ;
LORAWAN_Set Appl i cati onSessi onKey(appSKey) ;
LORAWAN_ Set Devi ceAddr ess(devAddr) ;

LORAVWAN_Joi n( ABP) ;

while (1)

{
/1 Add your application code
LORAVWAN_Mai nl oop() ;

/1 Al other function calls of the user-defined
/1 application nust be made here
LORAWAN_Send( UNCNF, 2, "LoRa", 4);
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NOTES:
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