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Best Practices
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Nuance recommends following Microsoft best practices as outlined in

Microsoft TechNet General Security Advice and Best Practices

PowerScribe 360 Reporting stores data containing Protected Health Information
(PHI) in the product databases as well as in various locations throughout the file
system. Nuance recommends encrypting PowerScribe 360 Reporting at the
operating system and/or storage system levels to ensure that PHI is encrypted
consistent with the customer’s data encryption policies.

PowerScribe 360 Reporting is compatible with several currently supported
versions of Microsoft Windows Server operating systems, Nuance recommends
using the latest compatible version listed in the PowerScribe 360 Reporting
System Specifications, currently Windows Server 2016.

PowerScribe 360 Reporting is compatible with several currently supported
versions of Microsoft SQL Server, Nuance recommends using the latest
compatible version listed in the PowerScribe 360 Reporting System
Specifications, currently SQL Server 2016.

Nuance recommend that all PowerScribe 360 Reporting network communication
be secured and encrypted using Hypertext Transfer Protocol Secure (HTTPS).
Nuance also recommends that the customer obtain a certificate from a trusted
Certificate Authority consistent with the customer security policies.

Nuance fully supports all third-party hardware and software updates related to
critical security fixes immediately upon release. Nuance recommends that
customers apply third party updates consistent with their internal security
policies.

PowerScribe 360 Reporting supports Lightweight Directory Access Protocol
(LDAP). Nuance recommends the use of LDAP for end-user authentication to
PowerScribe 360 Reporting to ensure consistency with the customer’s
authentication and password management policies.

During the PowerScribe 360 Reporting installation process several system
level users and associated passwords need to be created. Nuance
recommends that the Customer’s site administer provides the system level
passwords consistent with the customer’s internal password policies.
Nuance recommends the use of strong/complex passwords consistent with the
customer’s password management policies.

Nuance recommends that any Passwords created during PowerScribe 360
Reporting installation and configuration only be communicated over secure
encrypted channels and/or stored in secure encrypted locations.

Nuance recommends that customers protect PowerScribe 360 Reporting from
viruses, malware, data loss, etc. consistent with their internal policies. To prevent
performance degradation Nuance recommends excluding PowerScribe 360
Reporting processes from antivirus (AV), data loss prevention (DLP), or similar
applications to prevent interference with application operations resulting in
latency and or file manipulation. Process exclusion will protect application
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performance while allowing AV, DLP, etc. to monitor file operations initiated by
other processes. Specific locations and file types are available for AV
applications that do not allow process exclusion, see Article 6870: Files and
Folders Acted Upon by the PS360 Client and Servers for details.

® Nuance does not recommend exposing network services to untrusted networks
unless otherwise advised by Nuance documentation or Support.

This section defines notations that may appear throughout the document.

Best Practice

&

This Best Practice icon indicates the recommended Nuance
procedure to follow when installing or configuring the Nuance
PowerScribe 360 application.

For example:

® PowerScribe 360 Reporting supports Lightweight
Directory Access Protocol (LDAP). Nuance recommends
the use of LDAP for end-user PS360 access.

® During the PowerScribe 360 Reporting installation
process several system level users and passwords need to
be created. The Customer’s site administer should provide
system level passwords consistent with the customer’s
internal password policies. Passwords should only be
communicated over secure encrypted channels and/or
stored in secure encrypted locations.

® Microsoft General Security Advice and Best Practices.
e C(Client workstations rebooting recommendations.
® Nuance Anti-Virus recommendations.

® Nuance recommends the use of LDAP for end-user PS360
access.

IMPORTANT

The IMPORTANT icon indicates to the reader’s attention to
important information you don’t want them to miss.

The NOTE icon provides auxiliary information or further expla-
nation to the adjacent paragraph(s).

e

This STOP icon is an indication that a necessary requirement is
to be met before you proceed to the next step.
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Introduction

This manual provides instruction and setup information for System Administrator’s to
install Microsoft SQL 2012 for the Diagnostics PowerScribe 360 Reporting solution.
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Microsoft SQL Server 2012
SQOL database software media and licensing are no longer included in

the PowerScribe 360 Reporting360 Reporting software purchase.

IMPORTANT  Customers who wish Nuance to supply SOL must purchase our ISV SOL
as a separate line item. If the customer opts to use their own Volume
License Agreement (VLA) Enterprise or Standard Edition SQL server,
they must provide a copy of their media, or a path to their Enterprise
Edition SOL server, and a valid license key. PowerScribe 360 Reporting
will function identically with Nuance or customer supplied SQL. This
applies to SOL Standard and Enterprise Editions only.

Microsoft SQL Server 2012 Installation

1. Log on to Windows as an Administrator or as a domain user who has local
administrative privileges.

2. Using Windows Explorer, find and note which of the non-operating system hard
drives has the most unused free space.

3. Insert the Microsoft SQL Server 2012 disk.
If the installation program does not execute automatically, locate and
m double-click setup.exe from the Microsoft SOL Server 2012 disk.

The SQL Server Installation Center dialog displays.
4. From the SQL Server Installation Center dialog, click Installation.

i S0L Server Installation Center ol x|
Plarning Hew S0L Server stand-alone installstion or add Festures bo an exasting installation
Installation h Laurch & wizard ko irstall SOL Server 2012 in 5 non-clustered erviranment or bo add Features ta an

existing SOL Server 2012 instande.

5. Click the New Installation or Add features to an existing installation option to
run SQL Server Installation.

The Setup Support Rules dialog displays.
6. Click OK.

The Product Key dialog displays.

The key should automatically display.

If the client is supplying an SQL Key, enter the client SOL key.
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7. Click Next.
The End User License Agreement displays.
8. Check I accept the licensing terms, and click Next.

The Product Updates dialog displays.

The listed updates may be different for your installation. These are just
m an example.

| 5% SOL Server 2012 Setup =10 x|

Product Updates
Blamays install the Istest updstes to enhance your S0L Server security and performance.

svocuct Key ¥ Inchade SOL Server product updates
Licenss Terms
Product Updates L | Size (ME) | More Information
Tnstall Sstup Fles EQL‘iﬂmmlEﬁPLGDRPrc-ip:tLbjie .HS I“E;‘EEE“
SOL Server 20012 5P1 GDR Satup Update _36 _k i |

2 updates {171 ME) found onlne,
The Setup updates (26 ME) will be installed when you dick Next,

<oack | meat> Cocel |
I .

If you are installing SOL on a server without internet access, do not
check Include SQL Server Product updates (default setting is checked).

IMPORTANT

9. Click Next.
The Setup Support Rules dialog displays.
10. Click Next.
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0 2012 Setup

11.

The Setup Role dialog displays.

Select SQL Server Feature Installation, and click Next.
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The Feature Selection dialog displays.

% SOL Server 2012 Setup =10l
Feature Selection
Select the Evaksstion Features to instal,
Sebup Support Rules Eaaturas: Feature description:
Setup Roke Instance Features The ation and cperation of each =« |
Feature Selection [#] Datahasa Engine Sarvices :ﬁtm m&%mm
Installation Rules L] 5qu server Rephcation copied —_
e E T ] FulkText and Semantic Extractions for Sesrch e b e
[ pata Qualty Services computer.
Disk Spaces Requirements [[] Anatysis Sarvices
Server Configuration [+] Reporting Sarvices - Mative
0 Dnm:qw SharePoink
AL T o
R L [ Reparting Services Add-in For SharsPaint Products
Emar Reporting [ Data Quality Chenk
Trestalation Configuration Fues [ 59 Server Data Took g
Ready b Iretal ] Cherik: Tools Connectivity Prevequishes for selected features:
[#] Integration Services .
L [T Chent Tooks Badwards Compakibilty M,,n wlp' .
] Chenk ook 50X To be istaled from madi:
%m’“ﬁ‘:ﬂc‘m‘f’f‘:‘”‘  Microsoft NET Framewrk 4.0 (may reque
'E“' sgement Tooks . . — Mirogoft Vieusl Studio 2010 Shel
[l i““’:ﬂw"*: . Micrasoft Visusl Studic Tools for Applicatio
Bm’“““" Clent l!lut:l;t NET Framewark 3.5
SOL Chent Conmctivity SDK '
] Masstar Dats Sarvices
Redistrbutable Festures
4| | ]
Sebect Al | Lnselect a1 |
Shared Featurs direchory: |Ct\Program FlesiMoosalt S0 Server) J
Shared faature drectory (xB6)  [C:\Program Fles (x86)|Mirosoft SQL Server) J
<pack | tet> | conet | mep |
12. From the Features Selection dialog, check only the features selected above, then
click Next.
The Installation Rules dialog displays.
13. Click Next.
PN 889677 September 28, 2018
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The Instance Configuration dialog displays.

T SOL Server 2012 Setup =10 |
Instance Configuration
Specify the name and instance ID For the instance of SOL Server. Instance 1D becormes part of the installation path,

Setup Support Rukss (% Default instance

Product Key 1~ Mamed instance: JrsscLserven

License Terms

Satup Foke

Feature Selection Instance 10 [SSQLSERVER

m"‘:"m"mm Instance rock directary: o:\Program FilesiMicrosoft SQL Server| J
Dusks Space Requinaments

Sarver Configuration SQL Sarver drectory: C1\Program Fles\Microsoft SOU Server|MS50LL 1 MSSOLSERVER

Database Engine Configuration Reporting Services drectory:  C2\Program FlesiMicosoft SOL Server|MSRES1L MSS0LSERVER

Reparting Services Configuration

Error A . Instaled instances:

Ercstallation Configuration Rules Irstance Name | Tnstance ID Festures | Edition Wersion
Ready to Instal

Irstallation Progress

Complete

<gack | mewt> | comel | men |

14. Leave the Instance Configuration with the Default instance option, and click Next.

If the site has specific requirements to use a Named instance, then select
the Named instance option, enter the name of the instance, and then
DECISION click Next.

The Disk Space Requirements dialog displays.
15. Click Next.
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The Server Configuration dialog displays.

T4 SOL Server 2012 Setup =101 x|
Server Configuration
Specify the service accounts and collation configuration.
Product Key
Ucanza Tarms Microsoft recommends that you use 4 separate sccount For each SOL Server service.
Setup Role Service | Account Name | Password Statup Type |
Festure Selection S0 Server Apert Manual hd |
Installation Rules SOL Server Database Engine NT Service LYOLSERVERAGENT Automatic =
Irstarce Configuration SOL Sarver Reparting Sarvices NT Sérvics\Rapartoarvas nstomatic )|
Disk Spoce Requirements SOL Server Inbegration Services 11, ServicelMeDtsSarver 110 Automatic |
Sesver Conflguration 50U Server Browser NT AUTHORITYILOCAL SE... | Dissbled  »
Dratabase Engine Configuration
Resporting Servioss Configuration
Error Reporting
Instalation Configuration Rules
Ready to Instal
Irstallstion Progress
Complste
Bk | met> | cowe | bep |
.
16. From the Service Accounts tab for each Service listed, click Browse.
17. From the Select User or Group dialog, type system in the Enter the object name
to select field to set the Account Name to NT AUTHORITY\SYSTEM, and click
OK.

Select this obhject type:

|L|ser. Group, or Builtdin securty principal | | Ohject Types... |

Erom this location:

|MLE-WIN2'D12TEST | | Losations:. |

Enterthe object name to select (z@mples):

system| Check Mames

ok ] o]
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The Server Configuration dialog displays again.

SOL Server Agent T ALTHORITY{SYSTEM Manual
561 Server Database Engine T ALTHORITY(SYSTEM
SO Server Reporting Services T ALTHORITYSYSTEM
SO Server Inteqgration Services 11.0 | NT AUTHORITY\SYSTEM dagomatic
SO Server Broweses Dicablad

18. From the Startup Type list, select Automatic to set the SQL Server Agent, and
click Next.

If ALL the Services Startup Types are not set to Automatic by default,
m change the Startup Types to Automatic.
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The Server Configuration dialog should display as follows:

PN 889677

500 Server Inbegration Services 11.0

S0 Server Browser

19. Click Next.
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The Database Engine Configuration dialog displays.

i)

SQL Server 2012 Setup

Database Engine Configuration

Specify Datsbase Engine suthentication security mode, sdministratons snd dats directones.

Setup Support Rules

Setup Role

Feature Selection

Installation Fules

Instance Configurstion

Disk Space Reguirernents

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error Reparting

Installation Configuration Rules
Ready to Install

Installstion Progress

Complete

[ Server Configuration || Dats Directories [ FILESTREAM |
Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

_) Windows authentication mode

#® Mixed Mode (S0L Server authentication and Windows authentication) ﬁ

Specify the password for the SOL Server systern administrator (sa) account.
Specify SOL Sarver adrministrators

MLE-WIMN2012TEST\Administrator {Administrator | SO Server administrators |

BUILTIN Adminigtrators (Administrators) have unrestnched access
to the Database Engine.

LALLLL L L L

Enter password:

Confirm password:  [#essassas

Agd Current User | Add... I Remove

<Bpck || Nea> Concel || Help

20. On the Server Configuration tab, set the following Authentication Mode options:

a. Select Mixed Mode (SQL Server authentication and Windows
authentication).

Best Practice

® The “password name” password entered should be provided by the
customer’s site administrator consistent with the customer’s internal
password policies. Nuance recommends the use of strong/complex
passwords.

e Passwords should only be communicated over secure encrypted channels
and/or stored in secure encrypted locations.

b. Enter the sa password for the Built-in SQL Server system administrator

account.

c. Confirm the sa password.

The built-in sa account and password must be used after initial

IMPORTANT Installation anytime you update the software. This account must
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NEVER be deleted! The SA account will be required when installing or
upgrading the PowerScribe 360 database.
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You must now add an SQL Server administrator on the Account

Provisioning tab.

Database Engine Configuration
Specify Database Engine suthentication security mode, sdministratons and dats directones.

Setup Support Rules [ Server Cenfiguration || Data Directories | FILESTREAM |
Setup Role
F G Selecti Specify the authentication mode and administrators for the Database Engine.
Installation Rules Authentication Mode
Instance Configuration ) Windows authentication mode
Penpace el ® Mixed Mode (SOL Server authentication and Windows authentication)
Server Configuration
Database Engine Configuration Specify the password for the SOL Server systern administrator (sa) account.
Reporting Senvices Configuration Enter password: | sesessene |
Emmor Reporting
Installation Configuration Rules S pes |-“""" |
Ready to Install Specify SOL Server administrators
Installation PIWIH!- MLE-WIN2D12TEST Administrator (Administrator) SOL Server administrators
Complate BUILTIN\Adrministrators (Adminestratons) have unrestricted access
to the Database Engine.
[ cpsek || meas || cames || e
21. Click Add Current User.
September 28, 2018
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22. Click Add, and add the local Administrators Group.

Account Provisioning | Data Directories | FILESTREAM |

Specify the authentication mode and administrators for the Database Engine.

Buthentication Mode
" Windows authentication mode

% Mixed Mode ({S0OL Server authenkication and Windows authentication)

Specify the password For the SOL Server swskem adminiskrator (sa) account,

Enter password: I-uuun

Confirm password; I" YT

Specify S0L Server adminiskrators

PS360TEST Administrakor ¢ Administrakor

! h . S0QL Server administratars
BLILTIM Administrakors (administrators]

have unrestricted access ko
the Database Engine,

&dd Current User Add. .. Remove

23. Click the Data Directories tab.
24. Set the following recommended default data directory locations:

a. Set the default location for the data files and transaction log files so that any
database that is created within SQL inherits the defaults.

b. Change the drive letter from D:\ to an appropriate letter for your installation.
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These paths will also be used to setup the Database Maintenance Plan.

The Comm4 database will now be created in the D:\Nuance\Database
folder by the Database Installer program.

% SOL Server 2012 Setup _|ol x|
Database Engine Configuration

Spechy Database Engine suthentication security mode, sdministrators and data directories,
S server Configuration FREsTREAM |
Setup Role
Feature Sehection Duata rook direckory: [C:\Prograem FilesiMicrosodt SOL Server) |
Installation Fdes System database drectory:  C:\Program FlesiMicrocoft QL
Irstance Configuraticn Server|MSS0L1 1 MSSOLSERVERIMESOL Dat s
Disk. Space Requinements Uiser database dractory:  |D:iMicrosoit SQL Server|Data I
Server Configuration

i i User databecse g drectory:  [D:\Micosoft SQL ServeriLogs I
Rieporting Services Configuration Terng DB directory: |oiMicrosoft 5L Server\Data I
Emor Beporting : -

LA Tenp DB log directory: [0:\Microsaft SQU Serverlogs |
Ready to Instal Backup drectory: O:\Mcrosoft SQL Server|Backup |
Installation Progress
Comphste
<Back Moeet > cancel | hep

25. Click Next.
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The Reporting Services Configuration dialog displays.

26. Click Next.
The Error Reporting dialog displays.
27. Click Next.

The Installation Configuration Rules dialog displays.
28. Click Next.
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The Ready to Install dialog displays.

T SOL Server 2012 Setup I [ |
Ready to Install
Werify the SOL Server 2012 features to be installed.
Setup Support Rubes Ready boinistall SOL Server 2012:
Praduct Key = Summary =
Licenese Terms Edition: Evalestion
Sabup Rele Bction: Irskal (Product Updste)
£ Prarequishes
PRI & Already instabed:
Instalation Rubes Windows PowerShel 2.0
Inskance Configuration Mhcrosoft MET Framevwork 3.5
Requirements =1 T be installad Froam msdia:
o — Microesoft NET Framework 4.0 (may reguire reboot)
Mherorsolt Visusl Studie 2010 Shed
Database Engine Configuration Microsoft Visual Studio Tools For Applcations 3.0 =
Reporting Services Conflgur ation [= General Configuration
Emor Reporting B Features
Databass Engine Sarvices
L s T Reporting Services - Natrve
Ready to Install Integration Services
Installation Progress Management Toolks - Basic
Complete Management Tools - Complete
- Instance configurstion
Trestance Nate: MSSOLSERVER
Inestance ID: MSSOLSERYER
= Instance IDs
S0L Databass Engine: M550L1LMSSCLSERVER
Reporting Services: MSRS11LMSS0LSERVER
Trest e Direchory: C:iPrograen FilesiMicrosoft SOL Server)
- Shared companent rook dinectoey
| Shared festure directory: C:\Program FilesiMicrosoft SOL Server| x
4 k|
‘Cinfiguurastion file path:
C:\Program FlesiMicrasoft QL Server|1 101Setup BootstraplL 0g\20130609_131639\Configurationide. i
<gack | Instad Cancel Help |
4
29. Verify the information, then click Install.
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The Complete dialog displays.

& SOL Server 2002 Setup

Complete

Your SOL Server 2012 installstion completed successfuly with product updates.

=101 x|

Setup Support Rides
Setup Fole

Informeation about the Sebup operstion or possible next deps:

ﬁ' Management Tooks - Complete g Q)
Managsment Tools - Basic Succesded
Reporting Servioes - Native Sunpeadad
Dok sbee Engites Services Sugpeadad
Irkegration Services Succesded
S0 Browser Succesded
S0 Wrikar Succesdesd
SO Chenk Connecthvity Sunpendad
S Clend Connectivity SDE Sucoesdad

Datails:

Viewing Product Documentation for SOL Server -

Cnly the components that you use 1o view and manage the documentation for SOL Server have
been installed. By default, the Help Wiewer component uses the online library. Afler installing SQL
Servar, you can use the Help Library Manager component to download documentation to your
local computer, For more information, see Use Microsofl Books Online for SOL Server

Microsoft Update

-
Fas lafeeas eblas shecsk beils es Bilacssadl Do delis o Idaoll ssa debs s Fos M Moooes W4 s J

Summaey log File has been saved to the Following location:

Program Fikes Uniscrosol L - - Uizetug Boctstrop il ogRail 3

PN 889677

30. Click Close.

Set Max Degree of Parallelism to “1”

To confirm the Parallelism setting for an instance of SQL Server, follow these steps:

1.

vk wN

Click Start, point to Programs, point to Microsoft SQL Server 200x, and then
click SQL Server Management Studio.

Connect to the instance of SQL Server that you want.

Right-click the target server, and then click Properties.

Click Advanced. Note the Max Degree of Parallelism setting in the right pane.
If it is not set to “1”. Change the setting.
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You can also view the Parallelism setting for an instance of SQL Server by executing
the following Transact-SQL statement against the instance of SQL Server.

USE master
EXEC sp_configure 'max degree of parallelism’

If the value is not set to 1, execute the following Transact-SQL statement against the instance
of SQL Server:
USE master

EXEC sp_configure 'max degree of parallelism', '1°'
reconfigure with override
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SQL Server Setup Disallow Adhoc Access

1. From Server Objects, select, LinkedServers, and then Providers.

2. Right-click ADsDSOODbject, select Disallow adhoc access.

r
T =
A1 (S0L Server 11.0.2100 - VCR)
tabases
sty

Logins

Server Roles

Credentials

Cryptographic Providers
Audits

Server Audit Specifications
wier Objects

Backup Devices

Endpoints

Limked Servers

[ Proniders
3 AD:DSO0bject
T3 MSDAOSP
T MSDAsOL
2 MsoLap
3 soLNcLm
7 50LOLEDB
Triggers
slication
waysOn High Suailability

Server

VCRDEY1

Connechon

WVICRDEWT \Adrnisirabor

) Visw connection propeitiag

Rieady

inagerment
eqration Services Catalogs
L Server Agent

__ﬁ These opbons aie applied to ol Inked servers that use thiz provides.
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Install the Latest Service Pack

After installing Microsoft SQL Server 2012, install the latest Nuance-supported
Service Pack and any supported Hotfix(es).
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