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Best Practices

PN 889679

Nuance recommends following Microsoft best practices as outlined in

Microsoft TechNet General Security Advice and Best Practices

PowerScribe 360 Reporting stores data containing Protected Health Information
(PHI) in the product databases as well as in various locations throughout the file
system. Nuance recommends encrypting PowerScribe 360 Reporting at the
operating system and/or storage system levels to ensure that PHI is encrypted
consistent with the customer’s data encryption policies.

PowerScribe 360 Reporting is compatible with several currently supported
versions of Microsoft Windows Server operating systems, Nuance recommends
using the latest compatible version listed in the PowerScribe 360 Reporting
System Specifications, currently Windows Server 2016.

PowerScribe 360 Reporting is compatible with several currently supported
versions of Microsoft SQL Server, Nuance recommends using the latest
compatible version listed in the PowerScribe 360 Reporting System
Specifications, currently SQL Server 2016.

Nuance recommend that all PowerScribe 360 Reporting network communication
be secured and encrypted using Hypertext Transfer Protocol Secure (HTTPS).
Nuance also recommends that the customer obtain a certificate from a trusted
Certificate Authority consistent with the customer security policies.

Nuance fully supports all third-party hardware and software updates related to
critical security fixes immediately upon release. Nuance recommends that
customers apply third party updates consistent with their internal security
policies.

PowerScribe 360 Reporting supports Lightweight Directory Access Protocol
(LDAP). Nuance recommends the use of LDAP for end-user authentication to
PowerScribe 360 Reporting to ensure consistency with the customer’s
authentication and password management policies.

During the PowerScribe 360 Reporting installation process several system
level users and associated passwords need to be created. Nuance
recommends that the Customer’s site administer provides the system level
passwords consistent with the customer’s internal password policies.
Nuance recommends the use of strong/complex passwords consistent with the
customer’s password management policies.

Nuance recommends that any Passwords created during PowerScribe 360
Reporting installation and configuration only be communicated over secure
encrypted channels and/or stored in secure encrypted locations.

Nuance recommends that customers protect PowerScribe 360 Reporting from
viruses, malware, data loss, etc. consistent with their internal policies. To prevent
performance degradation Nuance recommends excluding PowerScribe 360
Reporting processes from antivirus (AV), data loss prevention (DLP), or similar
applications to prevent interference with application operations resulting in
latency and or file manipulation. Process exclusion will protect application
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performance while allowing AV, DLP, etc. to monitor file operations initiated by
other processes. Specific locations and file types are available for AV
applications that do not allow process exclusion, see Article 6870: Files and
Folders Acted Upon by the PS360 Client and Servers for details.

® Nuance does not recommend exposing network services to untrusted networks
unless otherwise advised by Nuance documentation or Support.

Notations

This section defines notations that may appear throughout the document.

Best Practice

&

This Best Practice icon indicates the recommended Nuance
procedure to follow when installing or configuring the Nuance
PowerScribe 360 application.

For example:

® PowerScribe 360 Reporting supports Lightweight
Directory Access Protocol (LDAP). Nuance recommends
the use of LDAP for end-user PS360 access.

® During the PowerScribe 360 Reporting installation
process several system level users and passwords need to
be created. The Customer’s site administer should
provide system level passwords consistent with the
customer’s internal password policies. Passwords should
only be communicated over secure encrypted channels
and/or stored in secure encrypted locations.

® Microsoft General Security Advice and Best Practices.
® Client workstations rebooting recommendations.
® Nuance Anti-Virus recommendations.

® Nuance recommends the use of LDAP for end-user
PS360 access.

IMPORTANT

The IMPORTANT icon indicates to the reader’s attention to
important information you don’t want them to miss.

3

The NOTE icon provides auxiliary information or further expla-
nation to the adjacent paragraph(s).

This STOP icon is an indication that a necessary requirement
is to be met before you proceed to the next step.

PN 889679
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Pre-Upgrade Checklist

Step Task Information
Pre Install
Review Upgrade Questionnaire Review for possible conflicts.
Verify OS Configuration Appendix 2 - Microsoft Windows Configuration Guidelines
Verify and upgrade, if necessary, MS | Appendix 3 - Microsoft SQL Server Installation Guidelines
SQL to the latest supported version
Confirm if using PS360 Faxing See If site will FAX out of PS360 Downgrade PDF version on
Application Server
Is there a hot spare? See Upgrading Systems with Mirrored Hot Spare Configuration
(Hot Spares on version 3.0.x and lower)
or
See Upgrading a System Which Uses “AlwaysOn SQL”
Run Pre-Upgrade Scripts Well before the upgrade, you should Run Upgrade Scripts.
Install
Upgrade from V1.x Use Software Installation Manual — 889718
Post Install
Is there a Hot Spare? Hot Spare Installation and Configuration — 889715
Client Hot Spare — 889719
Perform Checkout System health checks tool is on the DML:
https://private.filesany-
where.com/Nuance/fs/v.aspx?v=8972658a9e61b47a9¢e
Is LDAP disabled? If LDAP is disabled, enable LDAP after the upgrade is complete.
PN 889679 September 28, 2018 2-1
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Preliminary Steps

If you experience an issue using the tool, revert to the manual
uninstall / reinstall process outlined in the standard install manual for

your version.

Run Upgrade Scripts
Well before the upgrade date, be sure you run the following SQL scripts against the
PRODUCTION database:
1. PS360 AutoText Migration to Version4.sql script.
2. PS360 AutoText Orphaned Removal.txt.
3. Default Settings That Will Change In 3 5.SQL.
4. Save the outputs as CSV files, and provide the files to the project manager.

Backup the System Data

System Snapshot

® Have the Client take a system snapshot (VM or otherwise) of the Application and
SQL server before starting this process.

Backup the Nuance Data Folder
® Make a backup copy of the x:\Nuance\ directory and sub folders.

® Place the backup(s) in a safe location, preferably in a place other than the server
itself.

Upgrading Systems with Mirrored Hot Spare Configuration
(Hot Spares on version 3.0.x and lower)

If the site has the Mirrored Hot Spare configuration in use (e.g. SQL mirroring),
perform the following:

1. Break the mirror between the production and Hot Spare systems and turn off
mirroring.

2. Disable and delete the Hot Spare Windows scheduler jobs used to replicate
profiles, waves, and logs on both the production and hot spare systems
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3.

If not already performed, you will need to upgrade the operating system of the
MSSQL server to the Windows Enterprise version by applying the new/proper
license keys.

If not already performed, you will need to upgrade the MSSQL server application
to the Enterprise version by applying the new/proper license keys.
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Upgrading a System Which Uses “AlwaysOn SQL”

The following provides the steps for upgrading the PowerScribe 360’s Comm4
database on a system running SQL AlwaysOn High Availability:

1. Stop all Nuance Application Services.

2. Make sure that the site's Primary server is set as the Primary Database server. If
not, fail it over to the Primary server.

Remove Secondary Replica

PN 889679

Log in to the SQL Enterprise Manager to the Primary server.

Expand AlwaysOn High Availability.

1.
2.
3. Expand Availability Replicas.
4.

Right-click the Secondary Replica, and select Remove from Availability Group.

Object Explorer
Connect~ 3¢ 3 m 7 §£

> 0 x

= La AW201250L1NWPS360 (SOL Server 11.0.2100 - RADLAB\psservice)

[ Databases
# [J Systemn Databases
# 3 Database Snapshots

+ :J commd (Synchronized)

# | | ReportServer
# | ReportServerTempDB

Always2012b: AW201250L T\PS360 > JELTLETGH b o]l Wk

._ia_‘ Always2012b: hosted by AW2012SQL1\PS360 (Re...

Last updated: 6/28/2016 1:44:51 PM

Auto refresh: on 11

Primary instance:
Failover mode:
Cluster state:

Availability replica:

Availability group state: l'@l Healthy

Start Failover Wizard

View AhwaysOn Health Events
View Cluster Guorum Infermation

AW201250L1\PS360
Automatic
Al20125CL (Mermal Querum)

¥ (3 Security
¥ [3 Server Objects Mame Role Failover Mode Synchronization State  Issues
& G2 Replication @ AW2012501 1\PS360  Primary  Automatic Synchronized
=) 3 AlwaysOn High Availability _
@ AW201250L2\PS360  Secon.. Automatic Synchronized

= [3 Availability Groups

m >

= (i Always2012b (Primary) <
= 3 Awailability Replicas

o G by =
2 AW20125QL 1\PS360 (Primary) roup by
j AW2012501 24PS36D (Seco A Replica
= 3 Awvailability Databases SRUOSsk
|# comm4 Remove from Availability Group... I AW201250LT\PSI80

# [ Availability Group Listeners
# [ Management
# 1 Integration Services Catalogs Reports 3
1 [$ SQL Server Agent

Start PowerShell

AW20125QL2\P5360

Refresh
Properties

Synchronization State

Synchronized

Synchronized

()]

Failover Readi...

Mo Data Loss

Mo Data Loss

The Remove Secondary Replica from Availability Group dialog displays.
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5. On the Remove Secondary Replica from Availability Group dialog, click OK to
remove the Secondary Replica.

An Remove Secondary Replica from Availability Group "Always2012b’ =5 i - '
{} Ready
Select a page ;Scnpt - uHalp
2 Default
This will remove the listed secondary replicas from the availability group {'Always2012b"). Te
remove the listed secondary replicas, click OK.
MName Result
AW20125QL2\PS360
Connection
=7 AW20125QL1\P5360
[RADLAB\psservice]
View connection properties
Progress
Ready
QK | | Cancel | | Help

Remove Comm4 Database from Availability Databases

Next follow these steps to remove the Comm4 Database from the Availability
Databases before you upgrade it.

1. Expand AlwaysOn High Availability.
2. Expand Availability Databases.
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Right-click Comm4 database, and select Remove Database from Availability
Group.

Ohbject Explorer v 0 X B Always2012b
Connect~ 3 ) @ “F ££

./.._.-\._
= b AW201250L1\PS360 (SOL Server 11.0.2100 - RADLAB\psservice) l@' Al
o (3 Databases =

+ [ System Databases Availability
+ [ Database Snapshots Prirary ins
# | J commd (Synchronized) Failover mc
+ | J ReportServer Cluster stat
# | | ReportServerTempDB
£ [ Security HAovailability
+ [ Server Objects | Mame
+ [ Replication ,ﬁ, AWa012
= [ AlwaysOn High Availability ;
= [ Awvailability Groups
= (i) Always2012b (Primary) Group by
= 3 Awailability Replicas
F AW20125QL1\PS360 (Primary) e
= 1 Availability Databases __EMED-IESI
l-&‘w W ~ommd

5 CF Availa Suspend Data Movement...

+ 1 Management Remove Database from Availability Group...

+ |1 Integraticn Servi T =
+ I_‘@) SCL Server Agent B

Reports ]

Refresh
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The Remove Database from Availability Group dialog displays.

i Remove Database from Availability Group "Always2012b’ == -
'Z(:):" Ready
Select a page 5 seript - | [ Help
% Default
This will completely remove the listed databases from availability group ('Always2012b'), and the
database will no longer participate in the availability group. To remove the listed databases, click
oK.
MName Result
commé4
Connection
2 AW201250L1\PS360
[RADLAB\psservice]
View connection properties
Progress
Ready
| oK | | Cancel | | Help |

4. On the Remove Database from Availability Group dialog, click OK to remove the
database.

5. Run DBSetup as you normally would pointing at the Primary SQL server.
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Verify Access to IPs and Ports

Allow Internet access to the following IPs and ports. Verify the server has access to
at least 2 of these URLs during the Application install. Access to them can be removed
after the install is complete. These URLs are only used when running the Client
Administration Configuration Tool later in this process.

http://timestamp.globalsign.com/scripts/timestamp.dll

202.176.218.10:80
202.176.218.11:80
202.176.218.12:80
http://timestamp.comodoca.com/authenticode

91.199.212.132:80

http://tsa.starfieldtech.com

173.201.19.11:80
68.178.177.11:80

http://sha256timestamp.ws.symantec.com/sha256/timestamp

If the site does not allow access to the Internet from the application server you will need
to download the PS360ClientCabFileSigner tool to allow proper generation of the
publication off line (without Internet) so a proper timestamp is applied.

Apply All Firmware and Microsoft Updates

Before beginning, run the Microsoft Updates tool and ensure all current Critical and
Important updates are applied to the system. This is to help ensure that IE is at version
11 and that .Net Framework 4.5 is also installed.

Also, if the server was sold by Nuance and is under a maintenance contract, update the
HP firmware and applications.

V4.0.1 (SP1) Upgrade - Microsoft SQL Server Management Studio

Requirement

PN 889679

Service Installation - When installing on a system that has
MicrosoftSQL Server Management Studio, install
IMPORTANT  NDP462-DevPack-KB3151934-ENU.exe.

This is necessary because the .NET Framework application will point to the
C:\Program Files (x86)\Reference
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Assemblies\Microsoft\Framework\.NETFramework folder patch instead of
C:\Windows\Microsoft. NET folder path.

If the application does not see the folder path C:\Program Files (x86)\Reference
Assemblies\Microsoft\Framework\.NETFramework\v4.6.2, it will revert down to the
folder patch.

C:\Program Files (x86)\Reference
Assemblies\Microsoft\Framework\.NETFramework\v4.0, hence the Web Service
Application will fail, and TLS 1.2 support will not work.

PowerScribe 360 Client - v4.0 required 4.6.1 .NET Framework. For v4.0.1, it requires
4.6.2 NET Framework.
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Migrated Database to a New Server

If you migrated the Database to a New Server, be sure to perform the following:

1. Run PS360User Script.

2. After the restore completes, download and run the “PS360 ps360user User
Script.txt™ from the SharePoint SQL script library.

NOTE: This is not the standard PS360User script that accounts for the SQL
Service Broker. You may need to modify the SQL script to reflect the correct
password for the PS360User account for the site you are working on.

3. Go to the Comm4 DB and delete, if they exist, the SQL Query Notification items
shown below:

= | w300 (SOL Server 10,50, 1600 - Bw-360peserviee)
= [ Databases

# [ Systesn Datsbarces

& [ Datsbace Snapshots

= [ Commd

+ [ ) Dk shercm Disgrames
3 Tables
| L Yews
| [ Synomyms
=1 3 Programmabdity
=] [ Stored Procedures

¥ [ System Stored Procedures
) dbo. Adddeecunt
] S dbo.CBSpaceltsed
| 51 dbo.DelstelgnoredBridgeMes sages
7 ] dba,DeletestalsReportNUUR esults
q [ b, ExplearsnapshotDeletsHboric slR ovws
| & dbo ExpheersnapshotDeleteOutdateds ontent
| S dbo.GererateStatictics
1 ol b, GetAutoTextProcsd res
21 dbo.GetCategoryProcedune
S dbo.GetCurrentDuate Time
] Sl dbeo. Mairt sinBridosEvent Shapshot
7l b0, ReindexDatabiacs
# Z] dboRemoveldetccount Sessions
+ ::, dba. Removelrphans
S} dbo.ResatExplorer Snapshok
+

N ® F

HEEHKB

R

O R

# S dbo SynciiridgeEvent Snapshot
= dboUpdatetutoTedtCtegay
+ : o T e e e e N ST T
¥ L3 e
+ [ hace Triggers
A Bizsernbbes
Delete %15 ypes
+ [ Rules
# | Defauks
+ [ Plan Guides

System Cueues
= pe3e0iser SaueryhistficstionSerace- Foodba3-Trad-42e4-0143-8361 A26F032¢
- Services
} System Sarvices
P SoueryhiokificationServics-1Foadbd3-Tead-42e4-91d3-836 1 d25F 002
# [ Routes

4. Run the SQL Service Broker Script.
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Upgrade Process
If you are upgrading from V 1.x or 2.0.x to version 3.0 or higher, you
must first upgrade the DB to version 2.5.
IMPORTANT

If the version of PowerScribe does not have the Client Admin icon, manually delete the
folders.

Software Download

1. Create a folder X:\Software\360_Install\<Version to Upgrade>.

2. Download the PowerScribe 360 Version software you are upgrading to and place
it in the X:\Software\360 Install\<Version to Upgrade> folder.

3. Right-click each step from the PowerScribe 360 Install Folder and choose
Extract All to extract each step to the X:\Software\360_Install\<Version to
Upgrade> folder.

Client Admin Cleanup

1. Double-click the Cleanup ClientAdmin icon on the desktop.

The PS360 Reporting Client Cleanup Tool dialog displays.

P5360 | Reporting Client Cleanup Tool \;‘i-

[ "C:-NinetpubtwsniroathPS 360ReportingClient'' | "hitp: //MLE-P5 380-3/P5 380R eportingClient
[ ] "C-\nuancehDYDInstal”

Delete Folders

2. Check the boxes and click Delete Folders. The application closes.
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3.

If the version of PowerScribe 360 Reporting you are upgrading does not have the
Client Admin Cleanup Tool on the desktop, you need to manually delete the
folders indicated above.

If the Client has a separate Mobile Server or separate Reporting Services server,
you will need to repeat this process on those servers.

Run Upgrade Tool

PN 889679

Be sure you are using the latest Upgrade Tool.
Use the Upgrade Tool version 2.0.4.0 for PowerScribe 360 Reporting

versions up to 3.5.x, and version 4.0.0.14 for PowerScribe 360
Reporting 4.x versions.

Right-click the Upgrade Tool exe, and choose Run as Administrator.
The Report Update Tool Welcome dialog displays.

Click Next. The Installed components and versions display on the Current
Configuration dialog.

Reporting Update Tool - InstallShield Wizard 25

Current Configuration m
&

Mame Wersion
Muance PowerScribe 380 | Reporting - Application Service

MNuance PowerScribe 360 | Reporting - Client Admin

Muance PowerScribe 380 | Reporting - File Uploader

MNuance PowerScribe 360 | Reporting - Management Reports

MNuance PowerScribe 360 | Reporting - Mobile Bridge

MNuance PowerScribe 360 | Reporting - Portal

MNuance PowerScribe 360 | Reporting - Radiology Bridge

< Back | | Mext > | | Cancel

Click Next.

The dialog boxes for each installed component are displayed along with the
configuration information. Do not make changes, this is only for review.

The Application Service Dialog displays; click Next.
The Portal Configuration Dialog displays; click Next.

The Radiology Bridge Configuration dialog displays; click Next.
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7. The Mobile Bridge Configuration dialog displays; click Next.
8. The File Uploader Configuration dialog displays; click Next.

9. Reporting Service Configuration dialog box displays; click Next.

The Check Reporting Service connection message displays.
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10. Client Administration Configuration dialog box displays; click Next.

11. Once, all the Configuration dialog boxes for each component are done, the utility
displays a dialog providing a Summary of the configuration information of all the
present components.

Pre-Uninstallation Summary

RAS configuration:

RAS Application Pool: PS3604ppFool
wieb site: Default Web Site

RAS “Web folder name: RAS

Databasze server name: PUNE-SERVER
D atabaze name: Commd

Databaze usermame;

HTTFS enabled FALSE

Caching enabled TRUE

restallShield

12. Click SAVE. This must be done to create the config file for the upgrade.

13. Save file to location where you can easily access it.
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The Saving Installation summary file dialog displays.

a| D LE = | Dirive Taols N = | = 2
Harne Share e Manage hd ﬂ
@ - 4 |$ v This PC » Local Disk {C3) v & | |Search Lacal Disk (C) 2 |
< Favorites Marne - Date modified Type Size

B Desktop L Adtinjectar3000 1145207 %24 PrA - File folder
& Downloads L. inetpub 01372006 1:43 PhA File folder
(E_-m; Recent places . Muance 14372017 4:25 PM File folder
L. Perflon QF22203 1152 A File folder
1% This PC Reporting Upgrade Tool - InstallShield Wizard X
G“! Metwark

Please select path For saving.

Path:

| C:\ReportingUpgradeToaol

Direckaries:

I+ Program Files (x86) 5 KE
I ProgramData

ReportingUpgradeTool |

Software
Users
Windows

&
&
'
[
[

b

b o DD Drive (D)

Installshield

13 items

=

14. Click OK. This saves the configuration information to the default desired location
in two formats.

Haome Share Wigw v @
@ - 1 | . v This PC » Local Disk (C:) » ReportingUpgradeTool W 0| | Search RepartingUpgradeTool 2 |
A . Marne Date modified Type Size
0 Favorites
B Desktop |_'| P530 Configurationnformationxml  2/6/2017 316 P HMAL File 4 kB
& Downloads |_1 P530_Configuration Surmmary. bt 2002017 316 PA Text Document IEEB

&l Recent places

18 This PC

?! Metwark
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The Pre-Uninstallation Summary dialog now displays the SAVE button disabled,
and the Start button enabled.

Pre-Uninstallation Summary

RAS configuration:

RaS Application Pool: PS5 3604ppPool
Weh site: Default Web Site

R&5 Wweb folder name: RAS
Databaze zerver name: MLB-PS360-4
Database name: Commé

Databaze uzername: p3Giuzer
HTTFS enabled: FALSE

Caching enabled: TRUE

b

Installshisld

Start | | Cancel

15. Click Start.
The Setup Status dialog displays the uninstall process.

Setup Status

The InstallShield \Wizard is inztaling Repoding Update Tool

Installs koeld -
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Once, all the components are uninstalled, a popup questions you if you want to

continue the installation

Question 2%

Uninstallation Complete,

Would you like to continue with the new Installation?
Click es to Proceed.

Click Mo to Exit,

16. Make sure you click No.
The InstallShield Wizard Complete dialog displays.

Reporting Update Tool - InstallShield Wizard

InstallShield Wizard Complete

The InztallS higdd ‘Wizard has successfully installed Repaorting
Update Tool Before you can uze the program, you must
restart pour computer.

() Mo, I will restart my computer later,

Remave any disks from their dives, and then click Finish to
complete setup.

¢ Bach | Finizh Cancel

17. Click Finish to reboot server.

A reboot is required at this point in the process.

IMPORTANT

September 28, 2018
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Run Database Upgrade

PN 889679

For a cluster configuration, update the database only once on the
m Virtual SQL Server Instance.

1. In the X:\Software\360 Install\<Version>\Step_01_DBSetup_X.x.xx.x folder,
double-click DBsetup.exe.

Open File - Security Warning

The publizsher could not be verified. Are you sure you wanl Lo
un thiz software?

I' || Mame: ...talliZ 0\Step 01 DESetup 4.9.47.0\DESstup.exe
| Publizhes: Unknown Publisher

Type: Application
From: EN360_installz_0\Step 01 _DESetup_4.9.47.0\DB...

G [ G |

W Abways ask before opening this fle

This file does not have a valid digitel signature that verifies its

I % publizher, ‘Tou shoud anbe e software from publishess vou s,
How 2an | decide wihat softwaie o wn?

2. Click Run.
The Configuration File dialog displays.

L Powerscribe 360 Database Setup Wizard i;li-
Configuration Fie
Please specify the setup configuration file you want 1o use
[E\Software"6.1.52.016.1.52.0_Newlnstaler\Step_01_DBSetup_6.1.52.0.US\SQLDBSetwpin| [ Browse .

The PowerScribe 360 database Setup Wizard uses a customizable ASCH teod file for setup. The file may containg one or mons
sstup configuations.
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3. The SQL Server Login dialog displays; click Next.

5QL Server Logn h
SOL Server Name [maPsx:es ~|
SOL User Name ] 1 |
Passwond 1 ]

4. Enter the Server Name.

If the server is a cluster, use the SQLClusterName.

5. Enter the SQL User Name sa.
6. Enter the Password.
7. Click Next.

S0L Server Report

SCL Serves Versiony [Microsolt SGL Server 2016 (RTM) - 13016015064 |

Commd database esasts: lyu |

Commd dalabase version 1"5 '|

| Previews || New |[ Concat |

8. Take note of the Comm4 database version.

9. Click Next.
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The Configuration Setup dialog displays.

10. From Select Type, select the proper upgrade selection. Do not select New

PS360Database US English.
11. Click Next.

For V3.5 and above, the File Stream Setup dialog displays.

[Fle Stream Sstup

File Stream Location: |,,;;1.,._w

Required Sattings for Fle Stream

Enable FILESTREAM for Transact-S0L acoess
[w] Enable FILESTREAM for fibe 10 access

Windows Share nama: IIISSGLEEFHI"ER

[+ Alow remate clients scess to FILESTREAM data

12. Change the File Stream Location drive to X:\Nunace\FileStream.
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In order to activate the boxes below, you need to update the location
directory.

13. Click Apply, and then click Next.

The Setup Script dialog displays and the wizard builds the list of statements used
to populate the database.

Setup Script
The wizard is bulding the kst of statements used to populate the database [:}

C\Software’5.1.52 0\5.1.52.0_NewhstallerStep_01_DBS=tup_6.1.52.0.US\SALDESetup i [ps350 Sored Proc) fend)
C\Software'6.1.52 016,152 0_Mewlnstaller\Step_01_DBSetup_6.1.52.0.U5\SALDBSetup ini [Trgger Sectson] (begin)
SQL=C\Software'6.1.52 05, 1.52.0_Newinstaler\ Step_01_DBSetup_6.1.52.0.U5'\db triggers 5a
C:\Software\6.1 52 0'6.1 52 0_Newlnstaller\Sten_01_DBSetup_6.1.52 0.US\SQLDBSstup i [Trgger Section] (and)
C:\Software'\5. 1,52 06.1.52 0_Newhstaller\Step_01_DBSstup_6.1.52.0.US\SQLDBSetup ini [Data Section] (bagin)
SQLeC\Software'6.1.52.0%5.1.52.0_Newinstaler\Step_01_DBSetup_6.1.52.0.U5'db'\popuate s
SOLC\Software\6.1 52 06.1 52 0_Newinstaler\Stsp_(1_DBSetup_6.1 52 0.US\db'\populate_Categores sgf
5QL=CSoftware’b.1.52.006.1 52 0_Newinstallar Step_01_DBSetup_6.1.52.0.U5 db"populates
C\Software\6.1.52 06.152.0_Newlnstaller\Ste_01_DBSetup_6.1.52.0.U5\SQLDESetup ini [Data Section)] (end)
C\Software'\6. 1,52 046.1.52 0_Newhstaler'\Step_01_DBSetup_6.1.52.0.U5\5QLDBSetup ini [Jobs Section] begrn)
SQLC\Software\6.1 52 0'5.1.52.0_Newlnstaller\Step_01_DBSetup_6.1.52.0.U5'\db\Schedded obs sql
C\Software\6.1.52 016.1.52 0_Mewlnstaller\Step_01_DBSetup_6.1 52.0.US\SOLDBSstup ini [Jobs Section] fend)
C\Software\6.1.52 016,152 0_Newlnstaller\Step_01_DBSetup_6.1.52.0.U5\SQLDBSetup ini [BrokerSenvice] (begin)
SQLC:\Software\6.1 52 0151 52.0_Newinstaler\Step_01_DBSetup_6.1 52.0.US'\db'\EnableBrokerService sql
C\Softveare’5.1.52 015 1.52.0_NewhnstallerStep_01_DBSetup_6.1.52.0.US\SGLDESetup ini [BrokerSenvica) qmd}
C:\Software\§.1.52 0\6.1.52 0_Newinstaller\Step_01_DBSetup_6.1.52.0 US\SCLDESetup ini [DICOM] Begin)
C\Software'\6. 1,52 06.1.52.0_Newhstaller'\Step_01_DBSetup_6.1.52.0.U5\SQLDBSetup i [DICOM] fend)
C\Software'\6.1 52 016.1 52.0_Newhstaber\Step_(11_DBSetup_6 1520 US\SQLDBSetup ini [New ps350 US Database] fend) | =
C:\Software'6.1.52 015152 0_Newlnstaller’Step_01_DBSetup_6.1.52.0US\SOLDESetup ini [New PS360 Database LIS Enghsh]

i

Previous | | Nedt

14. Click Next.
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The Script Run dialog displays.

o PowerScribe 360 Database Setup Wizard =B8] X
Seript Fun
| [§ R ] | Step aver Source | |
[configuration script and user ertered data (1 of 12) |
|select @@version N

Log file: C\Software'\E.1.52.006.1.52.0_Newinstaller\Step_01_DEBSetup_6.1.52.0.U5\Log Db Setuplog bd -

Computer: MLE-P5360-35
Stant time: 07-10-2015 0240252

15. Click Run.
Wait for the installation to finish.
16. Click OK on the Success dialog.
17. Click Exit. The new upgrade of the database is complete.

a. Right-click the Database Properties and select Options.
b. From the Recovery model list, select Full.
18. Click OK.

Update Database Statistics
(V 3.5.1 and below ONLY)

Download the PS360 Update All Statistics.txt file from Confluence.

Save the file with the sql extension.

Open the script in SQL Management Tool.

L b=

Run the script against the COMM4 Database.

Set DB Recovery Level

PN 889679

Next, use the following steps to prep the database to be added back to the Availability
Group.

When the database upgrade is finished, the Comm4 Database will need to be changed
from Simple Recovery Model to Full.

1. Right-click the Comm4 Database, and select Properties.
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The Database Properties dialog displays.

2. Select Options.

3. From the Recovery Model list, select Full.

Selecta page

27 General

24 Files

é‘ Filegroups

é‘ Options

é‘ Change Tracking

é‘ Permissions

A Extended Properties

124 Mimoring

ﬁ Transaction Log Shipping

Connection

Server:
AW20125QL1PS360

Connection:
RADLAB psservice

4 View connection properties

Progress
Ready

5 Scipt ~ [ Help

Collation:
Recovery model:
Compatibility level:
Containment type:

|SQL_Latin1_General_CP1_CI_AS

Simple

Bulkdogged
Simple

Auto Shrink )
Auto Update Statistics

Default Fulttext Language LCID
Default Language
Nested Triggers Enabled
Transform Noise Words
Two Digit Year Cutoff
Close Cursor on Commit Enabled
Default Cursor

. FILESTREAM
FILESTREAM Directory Mame

| Miscellaneous
ARSI Defal

Auto Update Statistics Asynchronaoushy

FILESTREAM Non-Transacted Access

Allow Snapshot lsolation

4. Click OK.
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Backup the Comm4 Database

1. Right-click the Comm4 database.
2. Select Tasks.
3. Select Back Up.

= |h AW20M125CLTWP5360 (5CL Server 11.0.2100 - RAD
o 4 Databases
+ [ Systemn Databases
+ |4 Database Snapshots

[
Mew Database...

: L Mew Cuery
: : Detach...
7 CJ ¢ Script Database as 3
+ |__,'| ] Tasks = Take Offline
= [ Bring Online
= [ 4 Policies »
Shrink 3
*L Facets =
5 | I
Back Up...
= C@ | Start PowerShell A
R ¢ Restore 3
* ’ Reports 3
Mirror...
festmenic Launch Database Mirrering Monitor...
Detite Ship Transaction Logs...
Bcto Generate Scripts...
Properties
Extract Data-tier &pplication...
Nenlow Natahaze to SO Arure...

If needed, change the backup location. Any location is fine, just be sure
m to set the Backed Up flag to True.

4. Click OK.
5. When the backup job is finished, click OK.

Add Comm4 Database Back into Availability Group
(For systems with Hot Spare at v3.5.1 and above)

1. Expand AlwaysOn High Availability.
2. Expand Availability Databases.
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3. Right-click Availability Databases and select Add Database.

Object Explorer * X

Connect~ 31 @l g 57 E;
= LB AW20125CL1PS360 (SOL Server 11.0.2100 - RADLABpsservice)
= [ Databases
[+ [ Systern Databases
& [ Database Snapshots
| commd (Synchronized)

F

+ l_j ReportServer
# | | ReportServerTempDB
+ [ Security
# [ Server Objects
[ Replication
| 4 AlwaysOn High Availability
= [ Availability Groups
= [ Always2012b (Primary)
= [ Availability Replicas
5 AW2012S0L1\PS360 (Primary)
Lj A\I’a:l"""““" Matalbam——

[+

® C3 Ava Add Database...
= [3 Managgment Start PowerShell
# [ Integration Serv
| I_% SOL Server Agel Reports »
Refresh
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The Add Database to Availability Group Introduction dialog displays.

Pkl Dalabast 1o Avatlabiliy Group - Away=2012h |- | o[
I?'T:'-;J
Introduction

Select Databases Add database to this availability group.

Select Data Synchronization

This wizard allows you to add one or more availability databases te an existing availability

Validation group.
Summary

To add an availability database to this availability group, you will need to:
Results .

Select the new user database on this instance of 50L Server.
+ Select your initial data synchronization preference.
= Optionally, cennect to all the existing secondary replica in the availability group.

= Check the validation results of adding the new database to the availability group.
» Review your selections.

S

To begin adding database, click Mext,

[[] Do not show this page again.

| Mext = || Cancel

4. On the Add Database to Availability Group dialog, click Next.
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The Add Database to Availability Group Select Databases dialog displays.

u 1 Select Databases
Intreduction @ Help
|| Select Databases Select user databases for the availability group.
Select Data Synchronization User databases on this instance of SOL Server
Validation Name Size Status
5 M comméd 74 MBE
ummary
O ReportServer 44.6 MB Full backup is required
Results
O ReportServerTempDB 51MB Full recovery mode is required
< Previous | | Mext > | | Cancel |

5. Check the Comm4 database.

If Comm4 is grayed out, re-run prerequisites steps for Full Backup or
“ Full recovery mode.

6. Click Next.
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Completing the Upgrade - Installing Your New Version

1. Right-click the Reporting Upgrade Tool exe, and select Run As Administrator.
2. Click Next.

A popup question dialog displays.

L] Reporting Upgrade Tool - InstallShield Wizard £

Welcome to the InstallShield Wizard for
Reporting Upgrade Tool

Question % | borade Taol

Mo PS360 companents are installed,
Do you want to begin new Installation?
Click Yes to Proceed,

Click Mo to Exit.

< Back MNext = | | Cancel
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3. Click Yes. The Installer Location dialog displays.

Installer Location

Installer path
Foider:

Irestallsbeald

4. Click Browse and navigate to the location of the extracted Step 2 folder for the
new PowerScribe 360 version.

Path:
C: \Users\Administrator \Desktop\RP\Step_02_ApplicationSe|
Directories:
4| | Step_02_ApplicationServer_6.1.49.0.US| ~
b )y ClientAdmin
b | FieUpioader
b i ManagementReports
b L. MobdeBridge
I |, RadBridge »
b ) RadPortal
L M RAS ¥

| Petalls bzl
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5. Click OK. The Reporting Update Tool utility will validate the path to check if the
new Installer. The Next button will not be enabled until a path is provided.

6. Click Next.

Installer Location

Inztaller path

Falder: E:"xLlsers'\.-'l‘-.dministratl:ur"xDesktl:up"'.FiF'HStep_EIE_.-'i‘-.ppIicatiDnSer|

InztallS hield

Cancel
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The Configuration Summary File Location dialog displays.

Configuration Summary File Location

Configuration file path

chda:| | | Browse... |

The following compaonents will be installed as per the Config File @

|hztallS hield

7. Click Browse and navigate to the location of the
PS30_ConfigurationInformation.xml file you saved earlier. The Next button will
not be enabled until a path to PS360 ConfigurationInformation.xml is provided.
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8. Click Next.

The Configuration Summary File Location dialog lists the components included
in the new version along with those which were previously not installed on that
server.

Configuration Summary File Location

Configuration file path

F::Jder:!C:‘n,l.lsers‘n,.ﬁ.dministator‘ﬂesktop'I,Tesﬁng | | Browse. ..

The following components will be installed as per the Config File :

Mame

Muance PowerScribe 350 | Reporting - Application Service
Muance PowerScribe 380 | Reporting - File Uploader
Muance PowerScribe 360 | Reporting - Mobile Bridge
Muance PowerScribe 360 | Reporting - Portal

Muance PowerScribe 360 | Reporting - Radiology Bridge

[FztallS hield
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Optional Screen: If there are components that were not previously installed the
Component Selection dialog displays.

Component Selection

Select one or more components to instal

B Client Adminiztration
| ] Management R eports

| Selectall | | Cleardll |

[nztallS hield

¢ Back || Mest »

9. Check any component that was not previously installed, if you want them to install
now, and then click Next.

10. Selected components will be installed with their default values. Dialogs for each
installed component are displayed along with configuration information which is
extracted from the Configuration Information File. These settings should not be
changed to keep the configuration exactly like the previous version. Click Next
for each displayed dialog.
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Below are two sample screen shots you see of dialogs that will display.

Application Service

[] Modify Default
Wweb Location

Site: | Default web Site

Folder: ‘ RAS

Application Poal: ‘ PS3604ppPool

Databaze configuration
Databaze Server: I MLE-PS3E60-35

[Databaze name:

|Jzermanme: | pz3E0uzer

|
‘ Commd |
|
|

Password: ’ Ll Lol Ll Ll Ll L]

Test Databaze Connection

Security
Enabling any of the security options may cause BAS not to work if 115 is not configured for S5L

[]Enable HTTPS [needs proper [15 configuration)

[#] Enable caching [+ Enable Quality Check | Advance Settings

Installshield

| ¢ Back || Mext > || Cancel
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11. When the Portal Configuration dialog displays, be sure to check the Enable

caching box if it is not checked.

Muance PowerScribe 364

Portal Configuration

[ todify Default
wieb Location

Site: Drefault Web Site
Falder: RadPortal
Application Pocl | pS3602ppP o0l
Databaze configuration

Database Server. |BM-AFANDELTS
Databaze name: | Commd

1 zemmarne: pe360uzer

PaSSWDI’d: SRR EEEERRE R RN

Rad Partal Configuration

Frataczal Server name

EN-AFAMDELTS

Enable caching ["] Enable Speechénmhere

“Web Service Log Folder:

Test Databaze Connection

Test RAS Connectivity
Pt

["] Enable Portal wWeb Farm

Folder Path: C:\Muancetlogs

Browse...

< Back ][ et = ][ Cancel ]

The Web Service Log Folder field option is available on the Portal
m Configuration dialog during upgrades to V4 and higher.

12. OPTIONAL STEP: If the Web Service Log Folder on a system upgrade to V4
and higher is not C:\Nuance\Logs, change the folder path to point to the

Nuance\Logs directory.
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13. When the Mobile Bridge Configuration dialog displays, be sure to check the
Enable caching box if it is not checked.

The Web Service Log Folder field option is available on the Mobile
m Bridge Configuration dialog during upgrades to V4 and higher.
14. If the Web Service Log Folder on a system upgrade to V4 and higher is not
C:\Nuance\Logs, change the folder path to point to the Nuance\Logs directory.

Muance PowerScribe 360 | F

Mobile Bridge Configuration

[ todify Default
wieh Location

Site: Default 'Web Site
Folder: F5 360 obile
Application Pool; 5 3604ppPoal

RaS Configuration
Baze Address: Test RAS Connectivity

Pratocal Server name Wirtual path Port

EN-AFANDEL1G RAS

Wb Service Log Folder:

Falder Path: C:\Muancetlogs

< Back ][ test = ][ Cahicel ]
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15. Once all of the install dialogs have been completed, the Pre-Installation dialog
displays. Click Install.

[ Nuance PowerScribe 360 | Rep ; erve stallShield W '

Pre-Installation Summary

Werify the information that pou zee in the Pre-installation Summary screen. To make any changes.
click Previous until the appropriate screen iz dizplaved and chanage the infarmation there

-~

RaS configuration; E

RAS Application Poal: PS3604ppPoal
"Web gite: Default Web Site

R4S wieb folder name: RAS

Database server name: BN-aFANDELTS
D atabaze name: Commd

D atabaze uzemame: pr3bluser

HTTPS enabled: FALSE

Secure TCP enabled: FALSE

Sawe Summary ] [ < Back ]I Inztall I[ Cancel ]

16. Once all the components are installed, the InstallShield Wizard Completed dialog
displays. Click Finish.

Nuance Powerscribe 360| er - InstallShield Wizard |

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed Nuance
PowerScribe 360 | Reporting - Application Server Installer,
Click Finish to exit the wizard.

< Back Cancel
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Client Administration Configuration Tool
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IMPORTANT

For a Cluster Configuration, use the Application Cluster Virtual Name for the URL and
the SOL Virtual Cluster Name for SOL connections.

If you are upgrading a DOD or a site where the server does not have access to the
Internet, download and use the latest version of the PS360 Client Cab File Signer. The
tool can be downloaded from the DML under PowerScribe 360 Reporting\Support
Utilities\Client Cab File Signer.

The PS 360 Client Cab File Signer utility provides the means to create a PS 360 signed
ClientSetup.cab file outside of using the Client Administration application on the PS
360 application server. Using this utility in conjunction with the updated Client
Administration application to allow building the ClientSetup.cab file without signing,
customers like the Department of Defense that do not allow access to the signing
timestamp server can deploy from the Application server URL.

To disable Cab signing in the ClientAdmin Utility, edit the ClientAdmin.exe.config and
set TurnOffCabSigning to True. The feature is supported in PS 360:

v3.5.1,

v3.0.1 (PS360v301ClientAdminUpdate-4-7-2016.zip),

v2.5.3 (PS360v253ClientAdminUpdate-4-7-2016.zip) and

v2.0.3 (PS360v203ClientUpdate-50713-5-31-2016.zip)

Once the ClientSetup.cab is created with the utility, use it to replace the one located in
the <drive>:\inetpub\wwwroot\PS360ReportingClient\Client folder.

The tool will sign the ClientSetup.cab using sha256. This should allow the site to install
MS KB 3123479.

PS 360 v3.5.1 has been updated to support sha256. This tool is not
m required for PS 360 v3.0.2, v3.5.1 and greater.

To use this tool, you must first download and install the proper hot fix version of the
Client Cab File Signer Utility.

® v3.5x
e v3.0.1
® v2.53
e v2.0.3
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Run Client Admin Utility

ClientAdmin

The Client Administration Tool dialog displays.

(4] PowerScribe 360 | Reporting - Client Administration Tool =1 © [NEXEN
Chert st aller
Irest sl Type
* Create Vish instaler :
Web Ste / Folder Defaut Web Ste v|
Senver Path [Fetp v| EHLH-PSM-!-PSHW
Creste Shared Folder installer
Publication Destinabon: |
Srare Name
(] Create OVD installer
ONVD Destirusbion Path

Cragon Source Path
Drmgon Instalers Ter=on Posk

Integraton Components |
Source Path

Publcation Source Path
Inciucls Disclaemar Banner [ONLY for DOD setup): ||
FRAS Server Ste | hittp | | MLE-P5360-1/RAS

Publication Yersion sran Regenorate

Dragon User Frofiles
Path

Muprmum Alowed Contert Length: | 750 | MB  jmamc vaiue is 1 GB)
Web S2e Defoutt Web Sto v

2. Check the Create Web Installer option with Default Web Site and
PS360ReportingClient for the Web Site/Folder options.

Do not select the shared folder installer.

a. Ifyou are installing to a cluster, set the URL to the virtual cluster name.
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3. Check the Create DVD Installer box.
a. Set the DVD Destination Path: X:\Nuance\DVD Install

4. Set the Dragon Source Path.

You should be installing the latest version of the Dragon software
for your new version.
IMPORTANT

a. To find this source path, use the ellipses button for this entry and browse to
the location where you extracted the Dragon disk/image files.

The application will detect Dragon Installers available and check them
appropriately.

5. Enter the Integration Components Source Path and the Publication Source
Path.

a. To find these source paths, use the ellipses buttons for each entry and browse
to the location where you extracted the Step 03 PowerScribe360 X.x.xx.x
files. These will be in the path under that step.

Browse For Folder

o Mew Yolume (D2 -
= 360_Instal

= 20
Documents

=
=

Dragon

Powerscribe_360_Install

Step_01_DBSetup 5.0.6.0

Step_02_applicationserver_5.0.6.0

Step_03_PowerScribe360_5.0.6.0
Muance, IntegrationComponents

HEHE

Muance . PowerScribe3a0. publish
Step_04_Reporting_5.0.6.0
= Step_05_SUS_MSSQLExpress_5.006.0

| Toals

®

Microsoft Software
nuance

= B

Program Files

=

gy temp
[ CD Drive (E2)
[# oy DVD Drive (F:)
[ %Y Mebwork

= Recycle Bin

Make Mew Faolder | K I Cancel

R

6. Click OK.
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The Client Administration Tool dialog displays.

Chert inataler
Instell Ty
@ Creste Web Installer
Web Sae / Falder | Defaut Wb See v

Sarver Pty [ b v | | MLBPSI60-1P 5 360Fmoceing Thent Il |
) Conate Shaved Folder ingaler _
Fublcaion Desination. | L
Share Neme [ |
[+ Create OVD Installer
DVD Destination Patn:  [Cewance | =

Dragon Source Path.  ©\Softwarw'\5.7.22 0\Dragun Scktware | ==l
Drasgen instaliens. | Dragon 12 Gerral Medicns ¥ Deagon 12 Service Pack

1 Dragon 12 Rackelogy

7 Dragen 12 Transeription
pieaenCoToneTts [ \Sofware\5 7.2 0\Step_00_Power Scrioe 3605 7.22.0.USMuarce itegrationComp | ||
Publeation Soucs Path, [T '\Softwae\5 722 00 _03_PowerScris360_5 7.22 0 US\Nusncs PowarSorb360) | . |
inciuds Duaclasmr Bannwr DMLY for DOD setup) [

RAS Strver Ste. b v|[mEFsa0IRAS || |
Pubdeation Veron [:]l Ferenete
Deagon User Profies

Madimum Mlowed Cortent Lengn: [750 | ME fma vake 8 1GB)
Aot Meme: | nusnce] |

Weste  [Ddmavesee ]

If this is a DOD facility, you should enable and add a site security
m message by checking the box.

7. Verify the RAS server site URL setting. If installing to a cluster, you must change
the server name to the virtual cluster name.

8. Click Generate.
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The Publication dialog displays.

a0l PowerScribe 360 | Reporting - Publication |11 ()[Rt |

Current Version: 6.006.1

The application is available offline
Include application help file

Upgrade Options
i@ Upgrade before application starts
|Upgrade after application starts
[] Check every: |T-" Ii" |da}rs -
Require maost recent version

Application Configuration

L

9. Click Edit User Configuration.

Server Connections i-mﬂpﬂnm|

| Defautt Server

|http://MLE-PS3560-2/RAS
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Confirm that the actual server name is entered in place of localhost.

10. Click on the Integration Options tab.

11. Enter or verify that the port is 9090 and click OK.
The Publication dialog displays.

12. Click OK to generate the publication. Wait while the publication is generated. You
are returned to the Client Administration Tool dialog.

After the generation of the publication, you will note that the Publication Version
now appears.

o Prwer Seaiads 360 | Rapuiling - Cliwnt Adriristralon Todl  [= 2] X
Dot hecaen ' '
el Trce
18 St Wb Fmale
#en Bap o oider Sl e e -

Senser Pak [sem o | | E o P S UReporinglobent |l |
{1 T Shvareet Pl s slen
Fubleaten Desrmen: | |
Shaee Haawm |
[T] Create DAT bmabee :
DV Diestination Math |
m M_‘“'. 'I-I.ua—.l.l.tl' Baadnl1Y (N Mommas t | S |
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The PowerScribe 360 Reporting Client successful install dialog displays.

Powerscribe 360 | Reporting Client installation created successfully,

13. Click OK.
14. Click Close.
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Update Clinical Guidance Rules

1. Log into the Admin Portal.

2. From the System tab, click Clinical Guidance.

W @ NUANCE

Setup * Accounts AutoText Bridge Procedures Sites Speech System

& Configuration... | BI-RADS... | Review Ratings... | Clinical Guidance... | Audit...

Save Changes | Clear | Delete | Preferences... | Templates... | Import Persons...

3. In the new window, click Update All.

Clinical Guidance

The following Clinical Guidance rules are available. Any updates to the installed rules will be available to users when they restart the cli

Update All

Guidance Installed Latest Released Latest Version Details
Abdominal Aortic Aneurysm 1 1 11742017

adnexal Cyst US 3 3

10/7/2016 Updated logic to better match the published recommer
varsion 3.5 or later.]
Adnexal Mase 7 7 RIS/IPN1A  Wersinn 72 lindated lanic b hetter match the nubliched
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If site will FAX out of PS360
Downgrade PDF version on Application Server

If the site is using PS360 for faxing (direct from PS360), you will need to uninstall the
version of PDF that was installed with the application server (8.1) and down grade /
install Nuance PDF v7.1.

This issue impacts v3.x and v4.x and is not required for other versions.
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Apply Post Installation Hot Fixes

Download and apply all available hot fixes for the version you have upgraded. Hot
fixes to apply for each version are listed below.

Review the Patches and Hot Fixes Table for the latest” updates, so the
m installer can be sure what additional HF's have to be applied on top of
patches. For example, 3.0.1 Patch 2 contained a RadBridge and

RadPortal update, however newer RadBridge and RadPortal hot fixes
override what was in the patch.

Enable UAC

In order for Remote Diagnostics to properly operate, it requires that the User Account
Control (UAC) settings be enabled on the servers. This should be set to the second
(2nd) lowest setting.

From Start select Control Panel.
On the Control Panel, click User Accounts.
On the User Accounts window, click User Accounts.

On the User Accounts tasks window, click Turn User Account Control on.

Adjust UAC to the level shown below:

A R

& User Account Control Seftings = = »

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harrniful pregrams from making changes 19 your Complter.

Abwiays natify

i b Matify me only when apps try to make changes to my
computer (do not dim my desktop)

* Don't notify me when | make changes to Windows
- = settings

o Mot recommended. Choose this only if it takes a long
- - Birmve o dinn the deskiop on your Computer,

Never notify

Cancel
6. Click OK.

7. Click Restart Now to apply the change right away, or click Restart Later, and
then close the User Accounts tasks window.
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Mobile Server

If the mobile Server application was not installed on the main Application Server,
perform the upgrade process on the Mobile server platform.

1. Verify the Remote Diagnostics configuration.

Enable UAC

In order for Remote Diagnostics to properly operate, it requires that the User Account
Control (UAC) settings be enabled on the servers. This should be set to the second
(2nd) lowest setting.

From Start select Control Panel.

On the Control Panel, click User Accounts.

On the User Accounts window, click User Accounts.

On the User Accounts tasks window, click Turn User Account Control on.

Adjust UAC to the level shown below:

AN e

& User Account Control Sestings - = »

Choose when to be notified about changes to your computer

User Accownt Control helps prevent potentialty hearmiful programs from making changes 1o your CoMmpute.

Abwarys natify
= a Matify me only when apps try to make changes to my
computer (do not dim my desktap)

*  Don't notify me when | rske changes to Windows
= = settings

@ Mot recommended. Choose this only if it takes a long
- - tirmie to din the desktop on your Computer.

Heves notify

Cancel
6. Click OK.

7. Click Restart Now to apply the change right away, or click Restart Later, and
then close the User Accounts tasks window.
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Speech Server (SUS)

Verify Dragon Version

If you are performing an upgrade from a previous version of PowerScribe 360
Reporting:

1. Verify that the SUS server has the latest version of Dragon Software installed.

2. To verify the Dragon version, perform the following on the SUS server:
a. From start, click Dragon SDK Client edition 12.5.

b. Click show Dragon Log. This will open the C:\Users\<Windows
User>\AppData\Roaming\Nuance\Dragon SDK Client Edition12 directory.

c. Double-click dragon.log.
The Version is provided at the top of the dragon.log.
For example: 08:20:03.105 Dragon NS ActiveX Components: File

C:\Program Files (x86)\Nuance\Dragon SDK Client
Edition12\Program\dnstk10.dll: Version 12.52.150.151

d. Ifthe Version is lower than the latest version, you must upgrade the Dragon
client on the SUS server and SUS nodes before upgrading the SUS
application.

Upgrade Dragon SDK Medical Software on SUS

1. Copy the Dragon12DOT5PS360SP##.exe file to the SUS machine.
Double-click the file.

Click Update.

Click Finish.

wok wn

Reboot the server (if prompted).
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Verify SUS Version

1.

Verify the SUS version is the latest version.

a.

If the versions are up to date for Dragon and SUS, set the Services to run
under the services account. Use the same services account you used for the
services on the application SQL server.

DistributedManagementFramework: Agency
SQL Server

SQL Server Agent

SPARK host manager service

SPARK speech node manager

SPEECH utility server

SPARK core services

If the Dragon is up-to-date, but SUS is not, skip to Uninstall Applications
section below.

If the neither versions are up to date for Dragon or SUS, continue to the next
step.

Uninstall Applications

Uninstall SUS (if not correct version):

1.

PN 889679

Stop the following services:

.

.

*

*

SPARK host manager service
SPARK speech node manager
SPEECH utility server

SPARK core services

Open Windows Task Manager and click the Processes tab.

Sort the processes alphabetically by Image Name.

Highlight the Nuance.ConversionServer.ClientApp.exe process, click End
Process, and confirm the action.

From the Control Panel/Programs and Features, uninstall the Speech Utility
Server software.

Open Microsoft SQL Server Management Studio.
Right-click the SPARK database and delete it.
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Uninstall SQL Express (if not correct version)

Go to Control Panel/Programs and Features and uninstall the MS SQL Express
software.

Verify the Folders are Properly Configured

On SUS, verify that the folder named Nuance (and it's sub folders) have Full Control
for both the folder permissions and the share permissions assigned to the service
account you created.

Ensure the Everyone account is not assigned to folder or share permissions.
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Upgrade Microsoft SQL Server Express

You should always upgrade to the latest Microsoft SOL Express sofiware

version supported by your version.
IMPORTANT

1. Download and extract the zip folder.

2. Double-click the installation file. The SQL Server Installation Center dialog

displays.
= SQL Server Installation Center =] o N

Planrung MNew SOL Server stand-alone mstallation or add features to
&0 enl ] wWiladaton

v tallaticn .
Launch a wizaed to install SOL Server 2002 in 2

Plpartenang e non-chustered efvronment of to add festure to an Enitng
SOL Server 2012 wnvitance

Tooks

== Upgrade from SO Server 2005, SCL Server 2008 or S0L
e s Server 2008 R
Options Launch a wizard to upgrade SOL Server 2005, SOL Server

2008 or SOL Server 2008 B2 to SOL Server 2012

et

SQL Server 2012

#

3. Select Upgrade from SQL Server 2005, SQL Server 20008, or SQL Server
2008 R2.
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The License Terms dialog displays.

License Terms
To nstall SOQL Server 2012, you must accept the Microsoft Softwane License Termes.

Lig Ti ~
Eide &7 TE

Product Updates L [E]

Install Setup Files MICROSOFT SOL SERVER 2012 EXPRESS

[These license terms are an agreement between Microsoft Corporation (or based on where you
e, ome of its affiliates) and you. Flease read them. They apply 1o the software named above,
heehiich includes the media on which you receped it, if any. The terms also apply to any Microsoft

*  updates,
«  supplements,
»  Internet-based services, and

- anfmnart Sardrae

h 4
Copy  Print
[oF | secept the licerse tenme.
Dmfnwuuwﬁuhilicmhfumuwdluinmdﬁ" ticn about your hardware
tnﬂﬁgulﬁnnmdhwymuuﬂ.hﬂrandhs:mh
« Back Net> || Cancel

The wizard lists information about product updates available to install.

4. Check I accept the license terms, and click Next.
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The Product Updates dialog displays.

Product Updates
Alweays install the latest updates to enhance your SOL Senver secunty and perfarmance,

License Termns

Inchude S0L Serv 11
o product updates

Install Setup Files

SCL Sercer 2012 SP1 Setup Update il-l-

1 updates {14 ME} found online.
The Setup updates (14 M8) will be installed when you click Next.

5. Check Include SQL Server product updates, and click Next.

September 28, 2018
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The Select Instance dialog displays.

Select Instance

Specify the instance of SQL Server to medify.

Setup Support Rules
Select Instance

Select Features

Disk Space Requirernents
Error Reporting

Upgrade Rules

Upgrade Progress
Complete

| Select the instance of 50U Server to upgrade. To upgrade only Management Tooks and shared features,
| sebect “Upgrade shared features” and then click next.

| Instance to upgrade:

[sauewress «|

| Installed insances:

| | Imstance Name Imstamce D Features _Editien Version

| |SOUDMPRESS | MSSCLIOSQLEXPR.. SQLEngineSQLEng.. Expresswith Advan.. | 10240000

| | <Shared Compons...| |ssMs | 10240000
<gack || MNets || conce || Hep

6. Click Next.
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Complete

The Complete dialog displays.

Your SOL Server 2012 upgrade completed successfully with product updates.

Setup Suppen Rules
Select Imstance

Select Features

[Disk Space Requirements
Emaor Reporting

Upgrade Rules

Upgrade Progress
Complete

Infemation about the Setup operation or possible next steps:

Feature Status
L7 Management Tools - Basic

Succeeded

15 Database Engime Senaces Succesded Iz
A& 50U Server Replication Succesded :

1 50L Browser Succeeded |
1) 501 Writer Succeadad |
1% 501 Client Connestivite Succeeded il
Dhestails:

Product Documentation for 5QL Server

the components that you use to view and manage the documentation for SQOL Server have
been installed. By defaull, the Help Viewer component uses the online librany. After installing
SOL Saerver, you can use lhamummmmmm Iudcmiuad du::umantdmm

lucduunmenrmen'rhmﬂtm see Llse 3 fi

7. Click Close.
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Install the SUS Software

Step 2 - Welcome Window

PN 889679

Navigate to the setup.exe and double-click it to start the installation.

i)

speech Utility Server Setup -
Welcome to the Speech Utility
Server Setup Wizard
The Setup Wizard will install Speech Utility Server on wour
computer, Click Mext to continue or Cancel bo exit the Setup
Wizard,
NUANCE e

« Back Mext = | | Cancel

September 28, 2018
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Step 3 - Feature Selection Window

1. Click Next on the Welcome dialog to display the Custom Setup dialog.

i Speech Utility Server Setup
Custom Setup

Select the way vou want Features to be installed.

Checkjuncheck the checkboxes below to change the way Features will be installed.

Install SUS Server
Install SUS Speech Mode

i) Single non-virkualized warker node will be installed,
T

Locatian: Z:\Program Files {x58)\Muance!Speech Utlity Server!

|DiskLIsa-;|e| | < Back ” Mext = | | Zancel |

2. If this is the main SUS Server or a Profile Storage SUS server, check both of the
following:

+ Install SUS Server
+ Install SUS Speech Node
OR

¢ If this an additional SUS Server, check only the Install SUS Speech Node
option.

3. Click Next.
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Step 4 - Server Settings Window

After completing the steps above with the proper selections, click Next to continue to
reach the dialog below to display the Speech Utility Server Setup dialog. You must
enter the destination directories for the logs. The following is an example:

i)

Speech Utility Server Setup

Speech Utility Server generic settings

Please specify the Faollowing setkings for the proper configuration

Folder path For Dragon log files:

|C:'|,Nuanu:e'l,]u:u|:us'l,

Falder path For Speech Utility Server log Files:

|C:'|,r'-.luann:e'l,Ln:n;|s'l,

[ This server is used as the Profile Storage File Server
Dakabase server name or connection skring:

|.'|,SQLE><F‘RESS

Falder path of SOL Server dakabase files on database server:

|C:'|,r'-.luann:e'l,Data'|,

[ ]use 5oL Server authentication - credentials specified in connection string

« Back ” Mext = | | Zancel

1. Enter/verify the location for the paths to the Dragon log files and SUS log files
for this server, using the correct drive letters and folder names.
If this is going to be a Profile Server, check This server is used as the
Profile Storage file server.
DECISION
2. Set the database server name or connection string to:
ASQLEXPRESS
3. Set the Folder path for the SQL database files to X:\Nuance\Data.

If using a different server hosting SQL, be sure to specify the proper drive letter
on the DB server.

Be sure to check Use SQL Server Authentication - credential specified in
connection string.

| |Use SQL Server Authentication - credentials specified in connection string

4.

PN 889679

Click Next to continue to reach the following dialog and enter the server settings.
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Step 5 - RAS and Profile Storage File Server Settings

PN 889679

The following dialog is only an example.

) Speech Utility Server Setup -

Speech Utility Server - server settings

Please specify the Followingpsettings for server configuration

RAS LRL: Ihttp: {/MLE-PS360-25 /RAS
Profile server IP address: |1EI.2. 12,26
Profile Folder local paths |'l,'l,MLB-P5360-25'I,DragDnLIsers

Administrator user account on the Roaming Profile Storage File Server. Can be blank. if
the speech node is running under an account with Adminstrator priviedges to the Prafile
Storage File Server:

User name: |

Password: | TYIIITIL

Confirm Password; | essssesnsl

| < Back ” Mext = | | Cancel

RAS URL

For non-cluster configurations, use the host name for the Application Server.

For cluster configurations, use the FileShare Service Host Name.

Profile Server IP Address

For non-cluster configurations, this is the IP address of the file server that acts as the
Roaming Profile storage and must be specified here. Do not use the host name.

For cluster configurations, use the IP address assigned to the FileShare Service Host
Name.

If this is a Remote Profile Storage Server, the option will not be shown.
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Profile Folder Local Path

This is the location where the user profiles are stored, for example:

® Location on the application server where user profiles are stored
\\<servername>\DragonUsers.

If this is a Remote Profile Storage Server, the option will not be shown.

5. Enter Service account name and password as \<Service Account>.

Step 6 - Service Account for SUS

After clicking Next in the section above, the following dialog displays.

i Speech Utility Server Setup

Speech Utility Server - service account

Please specify the Following settings For server configuration

Service account For Speech Ukility Server { format: DomaintUseriMame or J\UserMame )

User nare: |

Password: | TIIIII ]

Confirm Passwaord; ssssssnss]

| < Back ” Mext = | | Cancel |

6. Enter the Windows Service Account Name and password account you used on the
Application, SQL, and Mobile server.

7. After entering the information, click Next to display another dialog for the Speech
Node that is nearly the same as the one above.

8. Enter the same Windows Service Account Name and password account you used
on the Application, SQL, and Mobile server.

9. Click Next.
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i3 Speech Utility Server Setup

The Setup Wizard is ready to begin the installation

Click Install ko begin the installation, IF wou want ko review or change any of wour
installation settings, click Back. Click Cancel to exit the wizard.

< Back ” Install | | Cancel

10. Click Install.

SUS uses a tool to execute commands remotely on the file server hosting the User
profiles.

The installer launches the PSEXEC tool at the end of the installation to force the
user to accept the EULA if you have never accepted it on the same box.
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After the installation is complete, the following dialog displays.

|:? Speech Utility Server Setup E

11. Click Finish and close all windows.

Completing the Speech Utility
Server Setup Wizard

Chek the Firish butkon to exik the Setup ‘Wizard,

~I3

NUANCE

12. Edit the Registry as follows:

a.

Right-click Start, and select Run.

Prograrms and Features
Powver Options

Ewent Viewer

Ipstemn

Device Manager
Metwork Connections
Disk Management
Cormputer BManagement
Cormmand Prompt

Carmmand Prompt (Sdmind

Task Manager
Control Panel
File Explarer

Search

Run

Shut dowen ar sign out

Desktop

September 28, 2018
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File Edit View

b. In the Open box, type Regedit to run the program.

=]

Type the name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you,

Open: v
'@' This task will be created with adrministrative privileges,
Ok Cancel Browvse..,
The Registry Editor opens.

c. Navigate to:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Lanmanwork
station\Parameters\

Favorites  Help

- inetaccs
b ) Inetinfa
bk intelide
b intelppm
b IpFilterDiiver
Bl iphipave
U IPMIDRY
L 1PMAT
b - e isapnp
[
b kbdelass
- ). kbdhid
b do kdnic
b-de Keylso
b KPSSVC
L. KSecDD
). KSecPig
| ksthunk
b KerRm
- Je LanmanServer
4 ). LanrranWorkstation
4. Linkage
| NetworkProwider
bl Idap
b Mtdio
b Mtdsve
- L. Imhosts

<|

[

Al

" |

Narme
5] (Datault)

24| EnablePlainTest...
B EnableSecuritySi..

8| (therDomaing

Lﬂﬂequn&cum}.\...

b SepiceDll

B ServiceDliUnloy...

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_D'WORD
REG_EXPAND_IZ
REG_DWORD

Data

(walue not set)
e DODO0000 ()
00000001 (1)

00000000 (0

ytemBootsGystemINwkve.dil

00000001 (1)

Computet\HEEY_LOCAL MACHINEVEYSTEM\CurrentControlZetySanvicesiLanman'Work rtation’\Parameters
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Enable UAC

PN 889679

d. Create the DWORD entries below:

+ FileInfoCacheLifetime with value data of (

+ DirectoryCacheLifetime to 0
+ FileNotFoundCacheLifetime to 0

k4 Registry Editor
File Edit Wiew Faworites Help
B kbdolass A || Name
[ kbadhid & Miefault)
P kdrig 5| Dire ctonyCacheLifekime
bl Keylia 5 ErablePlainTeatP s runsed
b KR SIMC EE|ErnbleSecuntySegnature
KEecDD B FileinfoCachelifetime
KiacPig B2 FileMotFoundCachelifetime
krthunt 2% OtherDomains
B FamPim
5 Require SecuritySigrature
[ LanmanSerees = | ¥ mmicenil
Fl Lanmaniofkmtation
55 Zera e Dllrdo ad Oniog
Linkage
MNetwosk Prowider
Parameters
B Idap
[ Ihdin
b Itd s
b Imihasts

13. Reboot the server.

Type

REG_ST
REG_D'WORD
REG_DiwtORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_MUUILTI_SZ
REG_DWORD
REG_EXPAND T
REG_DW0RD

Dizta

{value not sef)
00000000 (1)
CeDOOOO000 (01
Q00000007 (1)
00000000 (M
G Q0000000 M

D D0000000 (1)
SaSystemPootidSyrte r 3wk save.dll
e OOG00G1 (1)

In order for Remote Diagnostics to properly operate, it requires that the User Account
Control (UAC) settings be enabled on the servers. This should be set to the second

(2nd) lowest setting.

From Start select Control Panel.

A A

Adjust UAC to the level shown below:

September 28, 2018

On the Control Panel, click User Accounts.

On the User Accounts window, click User Accounts.

On the User Accounts tasks window, click Turn User Account Control on.
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& User Account Control Seftings - o W
9

Choose when to be notified about changes to your computer

User Account Centrol helps prevent potentially harmiul pregrams from making changes o your compuder,
Icll me more about Uzer Account Control seftings

Abways notify
= o Motify me cnly when apps try to make changes to my
computer (do not dim my desktop)
o [Dan't notify me when | rmake chenges to Windaows
- - settings
_-_
o Mot recommended. Choose this only if it takes a long
- - tirne to dim the desktep on your computer,
Never natify

[ ok || cance

6. Click OK.

7. Click Restart Now to apply the change right away, or click Restart Later, and
then close the User Accounts tasks window.

8. Verify Remote Diagnostics Configuration.

9. Reboot the server.
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PowerXpress

For upgrade instructions, see PowerXpress Upgrade Manual, PN 889812.

Enable UAC

In order for Remote Diagnostics to properly operate, it requires that the User Account
Control (UAC) settings be enabled on the servers. This should be set to the second
(2nd) lowest setting.

From Start select Control Panel.

On the Control Panel, click User Accounts.

On the User Accounts window, click User Accounts.

On the User Accounts tasks window, click Turn User Account Control on.

Adjust UAC to the level shown below:

A R

Set Services to use the Services Account
Verify the following services are running under the same Windows Services account.

e DistributedManagementFramework: Agency

e PX2008

Uninstall MSSQL Express

1. Open Control Panel > Programs and Features.

2. Select MSSQL Express, and choose Uninstall.
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Upgrade Add-On Products / Modules

Hot Spare

Re-enable the SQL AlwaysOn if the system has a hot spare. Refer to Hot Spare
Installation and Configuration — 889715.

Upgrade ModLink

For upgrade instructions, see the Installation Guide, PN
LX-DOC-ML2.3.0-IN-EN-REV.

Upgrade ModLink Web Forms

For upgrade instructions, see the Core Server Installation Guide, PN
LX-DOC-PCS3.6.0-IN-EN-REVA.
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Upgrade mPower

Backup DB

Move this copy to another server for security. Refer to iSupport Solution 19963:
mPower Backup and Restore Procedures.

Upgrading

You must first upgrade the system to Montage 3.0 before proceeding
with a newer version. Refer to PN 889681 — PowerScribe® 360
Reporting Montage Installation Manual for upgrading to 3.0 if
necessary.

1. Run the Montage installer. It will detect and upgrade all required components.

The Welcome dialog displays.

oM HMantage Server 3.1.0beta Setup =10 =

Waelcome to the Montage Server
3.1.0beta Selup Wizard
Windows Server [ratall Docs

https:/fsupport. montagehealthcane. comfsecure fdocs frelea
e foarver fardowes |

For Support Requests, contact:
Suppr VEmoniagehealthoane. com

Ths package should not be dstributed to unsuthorized
parbes.

2. Click Next.
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The Montage License Agreement dialog displays.

Montage Server 3.1.0beta Setu, = | ] X!
g p

Please review the license terms before installing Montage Server 3. 1.0beta. BRL

Press Page Down to see the rest of the agreement.

' 7]
Montage End-User License Agreement

YOU SHOULD READ THE FOLLOWING TERMS AND CONDITIONS BEFORE INSTALLING

OR USING THE SOFTWARE PRODUCT. THIS END-USER LICENSE AGREEMENT

{"ELLA™) IS A LEGAL AGREEMENT BETWEEN YOU (INCLUDING ALL USERS OF THE
SOFTWARE PRODUCT AT YOUR INSTITUTION), THE END USER, AND MONTAGE
HEALTHCARE SOLUTIONS, INC. (MONTAGE") FOR THE MONTAGE PROPRIETARY
SOFTWARE PRODUCT NAMED "MONTAGE SOFTWARE, " WHICH INCLUDES COMPUTER,
SOFTWARE AND MAY INCLUDE ASSOCIATED MEDTA, PRINTED MEDIA, AND “ON- ;I

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement ko install Montage Server 3. 1.0beta.

Mullscft Instal System w2 46

<Back [ 1agee |  conce |

3. Click I Agree.

The Montage installation will install all components listed. Checks to determine
the system state are encompassed within the install components.

@M Montage Server 3.1.0beta Setup P ] 5
Choose Components r-
Choose which features of Montage Server 3, 1.0beta you want to install. BL

Chedk the components you want to install and undhedk the components you don't want to
instal, Chek Install to start the installation,

Select components to instal: m— B
Montage Apache _' .
Searchd 2.0.1-beta s its descripbion,
Space requined: 457.2M8
ulsaft Instal System w246
< Back I Install I Cancel

4. Click Install.

The installer will take a few minutes.

Reboot Server

Check Services

Once mPower is upgraded, you need to confirm that the Serves are started.

Verify that the “Montage Searchd”, “Montage Celeryd”, and “Montage Celerybeat”
services are running. If they are stopped, start them.
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WARNING: Only start “Montage MLLP Server” if it Montage is receiving HL7
messages.

=101 %1

Fle Acton View Help
e |m o= Bmlrenwp

Montage Apache Hame = Status Starhp T On As =
% Ktmitm for Dastrbot... Coordinate... Manual Pogtwiork 5.
Snrt the servioe Unk-Layer Tepelog... Creabesa .. Mastual Local Servce

Merosoft NET Pra... Moroseft.... Staed Automatc (0., Local System
4Mirosoft NETFro... Mcoseft.... Steted  Autometic (D... Local System

Description:
Apache 24,18 (Win32) « Mirosoft Fibre Cha... Registers t.., Manual Local Service
Merosaft SC5E Ink... Manages (... Manual Local System

A Merosoft Softaane .. Manbges s, Manual

i Mentage Celerybeat  Percdic ta... Automate
Montage Celeryd  Async taskc.,
4 Montage MLLP Server  HLT Lstaner
L Montage Searchd  Manitage 5...
Mubimeda Class Sc... Enablesrel.,
i Patogon Munkang 3.
Metwork Access Pr...  The Netwo... Fetwork 5...
A Nebwork Connections  Manages ..,  Staried Local System

Sutomatic Local System

Manual

Ausinenatic

Manual

Ml

Manusl

Manual
GMNetmorkListService  Identifiest., Started  Marual Local Servce

Automate

Aytoman:

Manusl

Manual

Austnenatic

Disabled

Ml

Local System
Local System
Local System
Locl Syten

o Network Locason A... Collectsan., Started Metwork 5.

< Neteork Store Inte.., Thisseraic... Started Local Service:
Performancs Count... Enablesre... Local Serice

+ Performance Logs ... Perfoeman.,. Local Service

« Phug and Play Enablesac... Started Local System
PP 1P Bus Erum.,.  The PP .., Local System

A Portable Devace En...  Enforces g... Lozl System
postoresg-9.1 -Po... Providesre... Started Automatc Jposigres

. P Morogesp... Stted  Automatic Local System =]

Extended A Standaed

Enable UAC

In order for Remote Diagnostics to properly operate, it requires that the User Account
Control (UAC) settings be enabled on the servers. This should be set to the second
(2nd) lowest setting.

From Start select Control Panel.

On the Control Panel, click User Accounts.

On the User Accounts window, click User Accounts.

On the User Accounts tasks window, click Turn User Account Control on.

Adjust UAC to the level shown below:

A
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5 User Account Cantrol Seftings = O *

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs fram making changes to your computer,

Tell me more about User Account Control settings

Abwarys notify
= o Motify me cnly when apps try to make changes to my
computer (do not dim my desktop)
o [Dan't notify me when | rmake chenges to Windaows
- - seftings
—E. -
0 Mot recommended. Choose this only if it takes a long
- - time to dim the deskicp on your computer.
Never natify

[ ok || cance

6. Click OK.

7. Click Restart Now to apply the change right away, or click Restart Later, and
then close the User Accounts tasks window.

8. Verify Remote Diagnostics Configuration.

Set Services to use the Services Account
Verify the following services are running under the services account.

e DistributedManagementFramework: Agency
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Appendix 1 - Troubleshooting

Password Conversion Issues

If, after performing the upgrade, and you cannot log into the Portal with the correct
ADMIN password, you may need to rerun the password conversion. This can fail
during the upgrade process if the connection to RAS is interrupted.

To convert the passwords if the upgrade password fails during the upgrade process,
perform the following:

1. From the C:\inetpub\wwwroot\RadPortal folder, right-click PortalConfigUI.exe
and select Run as Administrator.

The Portal Configuration dialog displays.

Portal Configuration

Database Connection String:
DATABASE=Comm4;SERVER=ocalhast; UID=sa;PWD=

RAS Base Address: Test BAS Connectivity
1|
Enable caching Web Fam Settings...

Enable SpeechAmywhers

Corfigure PowerShare...

0K || Cancel

2. On the Portal Configuration dialog, click OK.
If there are any account passwords that need to be converted, the Utility
m will convert them and will present a dialog with the following:

"Security upgrade succeeded. {0} account passwords have been converted to
one-way salted hashes." << {0} Number of accounts converted.
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Login Issues

V4.0 DBSetup Update - BypassLDAP Flag

PN 889679

ISSUE: Unable to login to default administrator account after running v4.0 DBSetup
update.

In version 4.0, during the DBSetup process, a new flag, BypassLDAP, is added to the
accounts table. If LDAP is enabled on the system prior to running the DBSetup, the
BypassLDAP flag is set to 0 (false). This can potentially lock access to the default
administrator (admin) account.

If this occurs, run the following script to set the BypassLDAP flag to 1 (true) to login
to the default administrator account.

update account

set bypassldap =1
where loginname = 'admin'

Note this can also occur if LDAP is turned on, but the configuration is incorrect or the
LDAP server is inaccessible, all accounts that do not have the BypassLDAP flag set to
true would be inaccessible.
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Appendix 2 - Microsoft Windows Configuration

Guidelines

PN 889679

<Nf

IMPORTANT

aad

Microsoft Windows should be installed by the facility using their
internal guidelines and practices. Below is a set of guidelines for Roles
and Features that should configured as part of the installation.

The IIS must be installed and configured on the C drive for PowerScribe
360 Reporting Application Server and for the Mobile server.

If you are setting up a server for Mobile server, WebDAV is not required.
WebDAV is only used by the Application server.

Only the most current .NET Framework version is required for proper
PowerScribe 360 Reporting v4.0.1 (SP1) and higher installation and
operation when using Windows 2016 and MSSQL 2016. In this case
older versions of .NET (i.e., .NET 3.5) should not be installed.

The minimum features to install are below. The facility may have chosen to
install more features as needed according to their internal policies and

processes.

1. Install the following Server Roles

A. File And Storage Services (default install)

a. File and 1SCSI Services
+ TFile Server

b. Storage Services

B. Web Server (IIS) (default install)

C. Fax Server (optional, check if Fax will be used)

2. Install the following Features

A.NET Framework 3.5 Features (only for Windows 2012 or if using

SQL 2014 or SQL 2012)

a. .Net Framework 3.5

b. ASP.Net3.5

B. . NET Framework 4.6 Features

a. NET Framework 4.6
b. ASP.NET 4.6

C. Message Queuing Services
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a. Message Queuing Server
b. Directory Service Integration
c. HTTP Support
d. Message Queuing Triggers
D. WCF Services
a. HTTP Activation
b. Message Queuing (MSMQ) Activation
c. Named Pipe Activation
d. TCP Activation
e. TCP Port Sharing
3. Install the following Web Server Role Services
A. Common HTTP Features (ALL)
B. Health and Diagnostics
a. HTTP Logging
b. Logging Tools
c. Request Monitor
d. Tracing
C. Performance (All)
D. Security (All)
E. Application Development
a. .Net Extensibility 3.5
b. .Net Extensibility 4.6
c. ASP.Net3.5
d. ASP.Net4.6
e. ISAPI Extension
f. ISAPI Filters
F. Management Tools
a. IIS Management Console
b. IIS 6 management Compatibility
¢ IS 6 Metabase Compatibility

c. IIS Management and Scripts and Tools
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Appendix 3 - Microsoft SQL Server
Installation Guidelines

The MS SQL application should be installed by the facility using

their internal guidelines and practices. Below is a set of
recommendations and guidelines that should be selected during
the install.

Complete Installation steps with explanations can be found at HERE.

1. The minimum features to install are below. The facility may choose to install
more features as needed according to their internal policies and processes.

a. Database Engine Services
b. Reporting Services — Native

c. SQL Server management Studio (Tools) — If installing SQL 2016, you will
have to install this feature separately after the main installation is complete

2. It is recommended to use the default instance, however a named instance can be
used.

3. The SQL services should be set to run under an appropriate account according to
the site’s internal guidelines.

4. The services should be set to Automatic Startup. It is not required to use NT
Authority\System.

5. Mixed Mode Authentication MUST be used.

The SA account must never be deleted or disabled and is used during
m installation and updates of the database only. The customer will need to

provide Nuance with a sysadmin account to install PowerScribe.

Best Practice ® The “SA” password entered should be provided by the customer’s site
administrator consistent with the customer’s internal password policies.
Nuance recommends the use of strong/complex passwords.

il N
w e Passwords should only be communicated over secure encrypted channels

and/or stored in secure encrypted locations.

6. Be sure to add the local administrator account and service account as a SQL server
Administrator.
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https://docs.microsoft.com/en-us/sql/database-engine/install-windows/install-sql-server-from-the-installation-wizard-setup?view=sql-server-2017

7. The data directories should be set according to the site’s internal policies and
should be set to afford the temp DB and logs sufficient space to grow.
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