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Best Practices

Best Practices

PN 889718

Nuance recommends following Microsoft best practices as outlined in

Microsoft TechNet General Security Advice and Best Practices

PowerScribe 360 Reporting stores data containing Protected Health Information
(PHI) in the product databases as well as in various locations throughout the file
system. Nuance recommends encrypting PowerScribe 360 Reporting at the
operating system and/or storage system levels to ensure that PHI is encrypted
consistent with the customer’s data encryption policies.

PowerScribe 360 Reporting is compatible with several currently supported
versions of Microsoft Windows Server operating systems, Nuance recommends
using the latest compatible version listed in the PowerScribe 360 Reporting
System Specifications, currently Windows Server 2016.

PowerScribe 360 Reporting is compatible with several currently supported
versions of Microsoft SQL Server, Nuance recommends using the latest
compatible version listed in the PowerScribe 360 Reporting System
Specifications, currently SQL Server 2016.

Nuance recommends that all PowerScribe 360 Reporting network
communication be secured and encrypted using Hypertext Transfer Protocol
Secure (HTTPS). Nuance also recommends that the customer obtain a certificate
from a trusted Certificate Authority consistent with the customer security
policies.

Nuance fully supports all third-party hardware and software updates related to
critical security fixes immediately upon release. Nuance recommends that
customers apply third party updates consistent with their internal security
policies.

PowerScribe 360 Reporting supports Lightweight Directory Access Protocol
(LDAP). Nuance recommends the use of LDAP for end-user authentication to
PowerScribe 360 Reporting to ensure consistency with the customer’s
authentication and password management policies.

During the PowerScribe 360 Reporting installation process several system
level users and associated passwords need to be created. Nuance
recommends that the Customer’s site administer provides the system level
passwords consistent with the customer’s internal password policies.
Nuance recommends the use of strong/complex passwords consistent with the
customer’s password management policies.

Nuance recommends that any Passwords created during PowerScribe 360
Reporting installation and configuration only be communicated over secure
encrypted channels and/or stored in secure encrypted locations.

Nuance does not recommend exposing network services to untrusted networks
unless otherwise advised by Nuance documentation or Support.
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Best Practices

Notations

This section defines notations that are uses throughout the document.

Best Practice
This Best Practice icon indicates the recommended
Han Nuance procedure to follow when installing or configuring
% the Nuance PowerScribe 360 application.

For example:

® PowerScribe 360 Reporting supports Lightweight
Directory Access Protocol (LDAP). Nuance
recommends the use of LDAP for end-user PS360
access.

® During the PowerScribe 360 Reporting installation
process several system level users and passwords need
to be created. The Customer’s site administer should
provide system level passwords consistent with the
customer’s internal password policies. Passwords
should only be communicated over secure encrypted
channels and/or stored in secure encrypted locations.

® Microsoft General Security Advice and Best Practices.
e Client workstations rebooting recommendations.

® Nuance Anti-Virus recommendations.

The IMPORTANT icon indicates important information you
don’t want miss.

IMPORTANT

The NOTE icon provides auxiliary information or further
explanation to the adjacent paragraph(s).

This STOP icon is an indication that a necessary require-
ment is to be met before you proceed to the next step.

e
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Upgrade PS360 V1

If you are upgrading from V 2.x or higher, STOP and
refer to Upgrading Version 2 and Above — PN 889679 for the

proper procedure.

Hot Spares

If the site has the prior Hot Spare configuration in use (e.g. using mirroring), you will
need to do the following:

1. If not already done, break the mirror between the production and Hot Spare
systems.

2. Disable and delete the Hot Spare Windows scheduler jobs used to replicate the
profiles, waves, and logs.

Convert Dragon Profiles

Follow the Appendix 1 steps to convert the user’s profiles from Dragon 10 to Dragon
12.5. This should be performed at least 2 weeks prior to performing the upgrade as it is
a time consuming process.

If after the site goes live and if a user is unhappy with their recognition in Dragon 12.5,
at that time the Admin can delete their profile and allow them to retrain.

If the site is moving from RadWhere or another Legacy product, the users will have to
read the training screens to create a new profile.

PN 889718 October 1, 2018 1-1
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Perform Full Database Backup

Best Practice

® The COMMA4 database contains Protected Health Information (PHI).
Nuance recommends that the COMM4 database be encrypted consistent
with the customer’s data encryption policies.

® The COMM4 database should be backed-up regularly and back-up copies
maintained consistent with the customer’s Disaster Recovery and
Business Continuity policies. Backup-up copies of the COMM4 database
contain PHI, Nuance recommends that the back-ups the COMM4
database be encrypted consistent with the customer’s data encryption
policies.

You must perform a full Database backup of the database prior to the software
upgrade.

Place the backup(s) in a safe location, preferably in a place other than the server
itself.

Capture the ClientAdmin Configuration

PN 889718

Open ClientAdmin on the desktop of the server and screen capture the ClientAdmin
configuration prior to removing the old version of software. You will need this if you
roll back the software.

Collect the information by capturing the following.

1. Open the ClientAdmin using the desktop icon on the server.
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The following screen displays.

PowerScribe 360 | Reparting - Client Administration Tool = | = -
Clignt Installer
Install Type
®) Createweb Installer
‘Weh Site / Falder | Default web Site v
Server Path: [htp | [MLE-PS360-4/P5360R spartingClient || |

) Create Shared Folder Installer

Public:ation Destination: | |

Share Mame: |
Create DD Installer

WD Destination Path: |C:\Nuance'\DVDlmage || |

[iragon Source Path; |C:\Soflware\Dlagon Software | | |

Dragon Installers: Dragon 12 General Medicine
Drragon 12 Radiology
Dragon 12 Transcription

Integration Components [y giiare\. 5.73.0_Newlnstaler\Step_13_FowerSoibe360_6.5.73.0.U\Nuancednt| [ . |
Source Path:

Publication Source Path; |C:\Soﬂware\8. B.73.0_MewlnstallervStep_03_PowerScrbe360_E. B.?B.D.US\Nuance.F’ol | |
Include Disclaimer Banner [OMLY for DOD setup): [
RAS Server Site: [hitp v | [MLE-PS360-4/RAS || |

Public:ation Wersion: EE.731 Regenerate

Dragon User Profiles

Path: |E: WHuancetDragonl sers | | |
M aximum &llowed Content Length: | 750 ME  [max walue iz 1 GE)
Account Mame: | pazervice |

wieh Site: [Default web Site v]

2. Capture the above screen and save. The screen may differ slightly, depending on
the current version.

3. Click Cancel.

Backup DragonUsers Folder

Make a backup copy of the DragonUsers folder.

Backup Wave Folder

Make a backup copy of the Wave folder.
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Delete Folders

Delete the contents of DVD image from your X:/Nuance directory. Folders are
created by the new installation application automatically in different locations on
the server.

PowerScribe360Download

PowerScribe360Publish

PS360Publish located at: C:\inetpub\wwwroot\PS360Publish

Dragonlmage

DVDImage

DragonUsers

DragonUsersTemp
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Backup Custom Mapper

1.

a.

To determine if there is a mapper,

Look for custom mappers or any other customization.

look at the Bridge settings in the RadPortal

and if you see Edit HL7 mapping on either the inbound port configuration
section or the outbound, this indicates there is a mapper. See below:

Setup =  Accounts | AutoText Bndge  Procedures | Sites | Speech | System

General:

Interface:

Options:

The Muance RadBridge Service is currently running. Click to stop or restart the service.

Sawve Changes | Clear | Delete | Reset Options | Configuration... Bridge Enk: |1.|nrl.rerm',' HL? e
Mame Desri Site
University HL? | |university HL? |En|-.-er5¢r-,r A4
mz v
Inbound
W Active Listen Port: 7700 Listen IfF:| | Remote Host | Create HL? mapping...
Qutbound
FActive  Transmit Port:{7000 | Transmit IP127.0.01 | Edit HLY mapping.
HIS Type: | | 0 Matieh existing visits by wisit number: R [Truel
Sanding Apphication: | | o Mateh physicians by name: [ ] [False]
Recening Apphcation: | | o Torore physicians without ID: [ ] [False]
sending Faciity: | 1o Interpret patient extemal ID as MPL: [] [False]
Receiving Faility: | | 0 Escape non-printable characters: || [False]
Send dictated status updates: | Immedately for rew reports. | [riever] Empeort escaped text as RTF: [ ] [False]
Send pending correction reports: | Prefimrirany recult (vith beet) v| [Mewver] Send original signer &= addendum obsenver: | ] [Falze]
e | o e R
Intarpret Sending Faciliy as: | Nothing | [Mothing] send praliminary addenda: [[] [False]
Trigger Event Code: | | o Send combimed results: B [True]
Log file directory: | | o Send results for scheduled orders: [] [False]
OBX result format: | Epic RTF ‘*-"l [Paragraph] Send results for entered ordars: B [True]
Serd formatted repert as embedded document: | Hane | [one] Send extended data with results: b] [False]
Acrep resubs: Al | a3 $end Bmestamps in interpreter fiedds: [ [False]
Import location from PY1-3 companent: | Fadlty w| Donel send diagnosts segments: [ [False]
Frocessing 10 | Production (F) w| [Production (Fl] send custom fleld segments: [ [Faise]
send timezone qualifier: |8l Timestamps w| [Menc] Send FBR and ZBO segments: [ [False]
Send folloerup recommendations: | None | [mene] Send BI-RADS segment: [ [False]
Separator for multi-choice custom fields: |, | L] Send wet reads: [False]
Unassigned signes 10: ] Uppercase results: [] [False]
Send addenda: | B=fore ongnal {chronoliogical ) | [Standalon=] hccept addenda: (4] [False]
Addendum beader: | *E=2 ARDEROLUM 2<615:Addendum Sequence’s **rarses |

[ ADDEMDUM 2< 613 :Addendum Sequence’ == ==E]

Addendum report separatar: [T QRIGINAL REPORT mreeesrs

PN 889718
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b. Double-click Edit HL7 mapping...” and the HL7 Mapping - Webpage dialog

displays:

a A o o | I 1 = = 5 =5

B HLT Mapging -- Webpage Dizlog

Site: Uniersky - 127.0.0.1:7900, Outhound HL7 Mapping

Configuration file for HL7 mapping:

Browish... || Upboad

<fxml version="1.0" encoding="utf-8"¥>
<MassageMap xmins:xsi="http:/www . w3.org/ 2001/ XMLSchema-instance”
xminsxsd="hitp: fvewewow3oorg/ 2001 XML chama" version="1.0" description="5uburban
[Suburban site, nat GCM)">

=Message MessageType="0" />

<Message MessageType="1" />

=Message MessageType="2">

<Script=LyBoQyMEdX NpbmogU3tzd Gyt p Le 2 uZyET e X NI Ou MudGI3cy 5 GhI HrzskKdx MpbmcgU3
lzd GVHLkMvb G 3R pb2 52 0wp Lo HUZYEDb2 TtaX Nz X NLKL heHBlchvbW 1vijsKCmShbW Y 2GR ZS BDb
taXMed XL yaWRNZS 5TY 3 pcHOa wo i 2ehc IMg U2 Nya X BOO 2 he SMHCE s KO QhwdWsaW Mg S EwaT
WWZEIF S BF e GV dX RIKERMNOIc3NRZ 2 UgaGw3S WewdX QpCgklewa OOk yBT dW I Lermihbi Bl 3w
aERhbC BRI IVUZAIC YA yBS IW IvdmUgdGRIGVZYZFWES B b2RI CokCURMMO LI c3MhZ2UgaGw3T

Clear | Save and Close | Close Window

Bridge bnk: | University HLY

e

| Site
|| Enl-.-ersm,r

| Creabe HLT mapping...

Edit HL? mapping...

SWcHYOIDOgbmY3IERMNOLIC3NZ2 Loa Cw3SWSwdx QuimFsdv UpOwalCOImb3loa WS 01GkSMDs ga bting visits by visit number: [ [True]
SABIGhSNDS 1 dHE1dCSTZWALZW S 0cyS Db 3VudDs gassrkQoICQIPCgkICQITDdTZWdeZWSoTHNIZ2 1 lbn Match physicians by name: [] [False]
QgPSBobDdPdX RwdXQuUUZVnbWW Y udHNbaV 07 CgkICQIpZinoc2ynbWVud CS0MW LRV BWTXTORS AD ril .

PE AT OIYIAM B 2W S W S 0L p W ideoy S Db 3uud CA-HDUG N Yg IV miLZy S 305 1 b P okhbcHRSHEM fiore physicians without ID: ] [False]
Z2 LbnQuRmilbGRzW2VAUZhEHYIKS KKCQKICQIZZW WS OLKE P Wk 15 XS SW W Z5ATHMNZZ 1b patient external ID as MPT: ] [False]
RQURMIIBGRZWEYALIZhERN Ll G Y2 Uoatw 3T WDk DLKVUY20 ka WSl Y2 Fw ZS AT ICIYMDKICsg i ner-printaiie charactare: (] [raibe]
aGWJT]VDEHUMWUTIBEWSMJNZ!’ZFWEWQH&QEEE@ED{DKEQkJEmUﬂtDUu[ﬂ'lsmg 1dHBLAD=KC e [ira
QIaCqlacnOK=/Seript> e pocaped ot s RF: 22 el
</Message> fer &4 addendurm obsener: [ [Falze)
=fMessageMap= send praliminary results: b [Trua)
send prefiminary addenda: || [False]
Send combined results: b [True]
Bsults for scheduled ordars: [ [False]
results for entered orders: B [True]
rnded data with results: b [False]
Hames in imterpreter Relds: [ [False]
Send dagnosls segments: [ | [False]
custom field segments: [ [False]
7BR and 280 scgments: (] [False]
: ; Send BI-RADS segment: [ [False]
Separator for multi-choice custom fields: |, | L] Send wet reads: (] [False]
Unassigned signer 10 | 1 Uppercase results: [] [False]
Send addenda: | Bfore ongmal {chroncliogical) V'l [Standalones) Bccept addenda: ] [False)
Addendum hesder: | ======= ARDENDLUM £<613:Addendum Sequences S=rreEs |
[resme= ADDEMDUM #<613:Addendum Sequences =ErEEeE]
Addendum repart separabar: |""""'“°“" ORIGIMAL REPORT weorexmrs |
Prior to upgrading, save a copy of the mappers.
IMPORTANT  q. Create a new text document on the desktop.
b. Highlight the text in window and copy to the text document you
created.
c. Save the file as ““CustomerName_In.xml” and put it in a folder called
software. The “_In” would be “ Out” if this was an outbound mapper.
Make sure you get all the text! You would do the same for an outbound
if one existed.
PN 889718 October 1, 2018 1-6



Remove the PowerScribe 360 Software

You must remove the current 360 application via the Add or Remove Programs or the
Programs and Features applet on the Control Panel prior to installing the new version
on all servers. Remove the following in the order below, if installed:

Nuance Management Reports (May be located on the SQL server, if separate.)
Nuance Mobile Bridge (if installed)

Dragon SDK Client (if installed)

Nuance Dragon application

Visual C++ runtime for Dragon Naturally Speaking

Nuance ClientAdmin

Nuance RadBridge

Nuance RadPortal

Nuance RAS

Windows Accounts

Best Practice You

Nuance applications, except for the Services Account which will be used for

@ support access and operating the services.

should delete all existing Windows accounts previously used by the

Reboot Servers

PN 889718
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Pre-installation Checklist

Step Task Information
Pre Install
Do the current users need to have their Go to Appendix 1 - Profile Conversion Process.
profiles converted?
Review Technical Planner Document Obtain from PM or Sales Engineer
Confirm Remote access Verify access through CRM and update as needed
Verify OS Configuration
Appendix 4 - Microsoft Windows Configuration Guide-
lines
Verify SQL Installed / Configured Appendix 5 - Microsoft SQL Server Installation
Guidelines
Run scripts on existing SQL Server priorto | ¢ PS360 AutoText Migration to Version 4.sql
upgrade and provide results to PM. + PS360 AutoText Orphaned List.sql
¢ PS360 AutoText Orphaned Removal.sql
¢ PS360 ID Settings that will Change with v3.5 Upgrade.sql
Install PS360 Faxing Go to Fax Server Configuration Manual — 889799
NOTE: See If site will FAX out of PS360 Downgrade
PDF version on Application Server.
Install
Upgrade from V2 or higher Upgrade Manual — 889679
Upgrade from V1.x Upgrade PS360 V1
Install PS360 Installation
Post Install
Is there a Hot Spare? Hot Spare Installation and Configuration —
889715
Client Hot Spare — 889719
Perform Checkout System health checks tool on the DML:
https://private.filesany-
where.com/Nuance/fs/v.aspx?v=8972658a9e61b47a%
PN 889718 October 1, 2018 2-1
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Installation

Before You Begin

It is imperative that the installation and upgrade steps outlined in this manual be
followed to:

® Maintain an approved and qualified environment that allows the highest
level of supportability and the highest level of customer satisfaction possible.

o Support the evolution of the application and to be able to simplify and then
automate upgrades and installations. The automation will prevent errors
and issues that sometimes occur during installations and upgrades.

If you are asked to install the product in a method or configuration not
outlined in this installation manual, you should stop and consult with

Service Management.

Exceptions can only be authorized by the Support Director and
Management.

Only the most current .NET Framework (4.6.2) version or higher is

required for proper PowerScribe 360 Reporting V4.0.1 (SPI)
IMPORTANT  jnstallation and operation. Older versions of .NET Framework should
not be installed.

Verify Internet Access

Prior to a new installation, verify that the server can connect to the internet sites listed
below. This is required to obtain a timestamp for the application. If the site restricts
internet access, allow internet access to the sites listed before you begin the upgrade or
installation.

http://timestamp.globalsign.com/scripts/timestamp.dll

http://timestamp.comodoca.com/authenticode

http://tsa.starfieldtech.com

http://sha256timestamp.ws.symantec.com/sha256/timestamp

PowerShare requires access to the following:

® *seemyradiology.com

PN 889718 October 1, 2018 3-1
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Verify SQL Components

PN 889718

Using the SQL Server Feature Discovery Tool, verify the SQL installation has the
required components.

1.
2.

Start the SQL Server Installation Center.

On the left, select Tools.

Click Installed SQL Feature Discovery report.

1=
el

Planning
Installation
Maintenance
Tools
Resources

Advanced

Options

Microsoft” SQL Server 2016

SQL Server Installation Center \;‘i-

System Cenfiguration Checker

Launch a tool to check for conditions that prevent a successful SQL Server installation,

Installed SQL Server features discovery report

View a report of all SOL Server products and features that are installed on the local server.

Microsoft Assessment and Planning (MAP) Toolkit for SOL Server

The Microsoft Assessment and Planning (MAP) Toolkit can help with your migration to
SQL Server by giving you a complete network inventory of SOL Server, Oracle, MySQL,
and Sybase installations, as part of a comprehensive process for planning and migrating
legacy database instances to SOL Server 2016.

PowerPivot Configuration Tool

Use the PowerPivot Configuration Tool to deploy PowerPivot for SharePointin a
SharePoint farm.

Wait while the report processes.

SQL Server 2016

Flease wait while Microsoft SQL Server 2016 Setup processes the current operation.

At a minimum, on the report, you should see “Database Engine Services,
“Reporting Services and SQL Server Management Studio” which are required by
PS360 for installation and operation. The site may have chosen to install other

options, which is OK.

October 1, 2018

3-2



€/ Progear Fily Meossiof 501 Sara 100 0 = S | 5 Dagovary Faport fow Miciat.

Bl [t Yew Fpester  Jook Mg

Microsoft SQL Server 2016 Setup Discovery Report

Prigmduicy LLE Enstance I Feature LEs T Langiiags VRN Chiisteded | Conligured
Hicroiof SOL Servid | ecry compn | M0 L MSSOUSTRNER, Dutsbate Tngine Sercoms o3 Bmtyrpring 11230380 na Vau
186 Edition
""':"-'"“7"'._:05‘;;: Sarver HESOLSERER | MERE1Y MSSOLSERER Bpsliogg Savuiies - PRBEFE LEE E"'E';‘;;'::'* 15.2.8036.8 %) Yas
WP 0. Sarvwr amg 1ea3 1341570038 e Yan

4. If the required components are not installed, run the SQL installation process to
add the feature needed, see Appendix 5 - Microsoft SQL Server Installation

Guidelines.

Verify Server Configuration

Prior to upgrading or a new installation, verify that the server the Client provided is

properly configured.

1. Download the PowerShell script,

Support.PS360.Server.Roles.zip from

SharePoint.
2. Unzip the file.

3. Right-click the Run.cmd file and choose run as administrator.

4. Review the output to ensure all required roles are installed as specified below:

Windows 2016

Display Name

Name

[ ] Fax Server

Fax

[X] File and Storage Services

FileAndStorage-Services

[X] File and iSCSI Services

File-Services

[X] File Server

FS-FileServer

[X] Storage Services

Storage-Services
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Windows 2016

Display Name

Name

[X] Web Server (11S)

Web-Server

[X] Web Server

Web-WebServer

[X] Common HTTP Features

Web-Common-Http

[X] Default Document

Web-Default-Doc

[X] Directory Browsing

Web-Dir-Browsing

[X] HTTP Errors

Web-Http-Errors

[X] Static Content

Web-Static-Content

[X] HTTP Redirection

Web-Http-Redirect

[X] WebDAV Publishing

Web-DAV-Publishing

[X] Health and Diagnostics

Web-Health

[X] HTTP Logging

Web-Http-Logging

[X] Logging Tools

Web-Log-Libraries

[X] Request Monitor

Web-Request-Monitor

[X] Tracing

Web-Http-Tracing

[X] Performance

Web-Performance

[X] Static Content Compression

Web-Stat-Compression

[X] Dynamic Content Compression

Web-Dyn-Compression

[X] Security

Web-Security

[X] Request Filtering

Web-Filtering

[X] Basic Authentication

Web-Basic-Auth

[X] Centralized SSL Certificate Support

Web-CertProvider

[X] Client Certificate Mapping Authentic...

Web-Client-Auth

[X] Digest Authentication

Web-Digest-Auth

[X] lIS Client Certificate Mapping Authe...

Web-Cert-Auth

[X] IP and Domain Restrictions

Web-IP-Security

[X] URL Authorization Web-Url-Auth

[X] Windows Authentication Web-Windows-Auth
[X] Application Development Web-App-Dev

[X] .NET Extensibility 3.5 Web-Net-Ext

[X] .NET Extensibility 4.6

Web-Net-Ext45

[X] ASP.NET 4.6

Web-Asp-Net45

[X] ISAPI Extensions

Web-ISAPI-Ext

[X] ISAPI Filters

Web-ISAPI-Filter

[X] Management Tools

Web-Mgmt-Tools

October 1, 2018
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Windows 2016

Display Name

Name

[X] IS Management Console

Web-Mgmt-Console

[X] IS 6 Management Compatibility

Web-Mgmt-Compat

[X] IS 6 Metabase Compatibility

Web-Metabase

[X] IS 6 WMI Compatibility

Web-WMI

[X] IS Management Scripts and Tools

Web-Scripting-Tools

[X] .NET Framework 4.6 Features

NET-Framework-45-Fea...

[X] .NET Framework 4.6

NET-Framework-45-Core

[X] ASP.NET 4.6

NET-Framework-45-ASPNET

[X] WCF Services

NET-WCF-Services45

[X] Message Queuing

MSMQ

[X] Message Queuing Services

MSMQ-Services

[X] Message Queuing Server

MSMQ-Server

[X] Message Queuing Triggers

MSMQ-Triggers

[X] Windows PowerShell

PowerShellRoot

[X] Windows PowerShell 5.1

PowerShell

[X] Windows PowerShell 2.0 Engine

PowerShell-V2

[X] Windows PowerShell ISE

PowerShell-ISE

[X] Windows Process Activation Service

WAS

[X] Process Model

WAS-Process-Model

[X] .NET Environment 3.5

WAS-NET-Environment

[X] Configuration APIs

WAS-Config-APls

[X] WoWe64 Support

WoW64-Support

Windows 2012

Display Name

Name

[X] Application Server

Application-Server

[X] .NET Framework 4.5

AS-NET-Framework

[X] TCP Port Sharing

AS-TCP-Port-Sharing

[ 1 Web Server (lIS) Support

AS-Web-Support

[X] Windows Process Activation Service Support

AS-WAS-Support

[X] HTTP Activation

AS-HTTP-Activation

[X] Named Pipes Activation

AS-Named-Pipes

[X] TCP Activation

AS-TCP-Activation

October 1, 2018
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Windows 2012

Display Name

Name

[X] Fax Server

Fax

[X] File and Storage Services

FileAndStorage-Services

[X] File and iSCSI Services

File-Services

[X] File Server

FS-FileServer

[X] Storage Services

Storage-Services

[X] Web Server (l1S)

Web-Server

[X] Web Server

Web-WebServer

[X] Common HTTP Features

Web-Common-Http

[X] Default Document

Web-Default-Doc

[X] Directory Browsing

Web-Dir-Browsing

[X] HTTP Errors

Web-Http-Errors

[X] Static Content

Web-Static-Content

[X] HTTP Redirection

Web-Http-Redirect

[X] WebDAV Publishing

Web-DAV-Publishing

[X] Health and Diagnostics

Web-Health

[X] HTTP Logging

Web-Http-Logging

[X] Logging Tools

Web-Log-Libraries

[X] Request Monitor

Web-Request-Monitor

[X] Tracing

Web-Http-Tracing

[X] Performance

Web-Performance

[X] Static Content Compression

Web-Stat-Compression

[ 1 Dynamic Content Compression

Web-Dyn-Compression

[X] Security

Web-Security

[X] Request Filtering

Web-Filtering

[X] Basic Authentication

Web-Basic-Auth

[ ] Centralized SSL Certificate Support

Web-CertProvider

[ ] Client Certificate Mapping Authentic..

Web-Client-Auth

[ ] Digest Authentication

Web-Digest-Auth

[ 111S Client Certificate Mapping Authe...

Web-Cert-Auth

[ 1P and Domain Restrictions

Web-IP-Security

[ 1 URL Authorization Web-Url-Auth

[X] Windows Authentication Web-Windows-Auth
[X] Application Development Web-App-Dev

[X] .NET Extensibility 3.5 Web-Net-Ext

October 1, 2018
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Windows 2012

Display Name

Name

[X] .NET Extensibility 4.5

Web-Net-Ext45

[X] ASP.NET 4.5

Web-Asp-Net45

[X] ISAPI Extensions

Web-ISAPI-Ext

[X] ISAPI Filters

Web-ISAPI-Filter

[X] Management Tools

Web-Mgmt-Tools

[X] lIS Management Console

Web-Mgmt-Console

[X] IS 6 Management Compatibility

Web-Mgmt-Compat

[X] IS 6 Metabase Compatibility

Web-Metabase

[X] IS 6 WMI Compatibility

Web-WMI

[ 1 1S Management Scripts and Tools

Web-Scripting-Tools

[X] .NET Framework 4.5 Features

NET-Framework-45-Fea...

[X] .NET Framework 4.5

NET-Framework-45-Core

[X] ASP.NET 4.5

NET-Framework-45-ASPNET

[X] WCF Services

NET-WCF-Services45

[X] Message Queuing MSMQ
[X] Message Queuing Services MSMQ-Services
[X] Message Queuing Server MSMQ-Server
[X] Message Queuing Triggers MSMQ-Triggers

[X] User Interfaces and Infrastructure

User-Interfaces-Infra

[X] Graphical Management Tools and
Infrastructure

Server-Gui-Mgmt-Infra

[X] Server Graphical Shell

Server-Gui-Shell

[X] Windows PowerShell

PowerShellRoot

[X] Windows PowerShell 4.0

PowerShell

[ 1 Windows PowerShell 2.0 Engine

PowerShell-V2

[X] Windows PowerShell ISE

PowerShell-ISE

[X] Windows Process Activation Service

WAS

[X] Process Model

WAS-Process-Model

[X] .NET Environment 3.5

WAS-NET-Environment

[X] Configuration APIs

WAS-Config-APls

[X] WoWe64 Support

WoW64-Support

October 1, 2018
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Best Practice
. Nuance recommends that all PowerScribe 360 Reporting network
communication be secured and encrypted using Hypertext Transfer Protocol

f}_/pfm ’
@ Secure (HTTPS). Nuance also recommends that the customer obtain a

certificate from a trusted Certificate Authority consistent with the customer

security policies.

5. If the roles are correct, continue to Download the Software, otherwise see
Appendix 4 - Microsoft Windows Configuration Guidelines to install the correct
roles

Download the Software

1. Create a folder X:\Software\360_Install\.

2. Download the PowerScribe 360 V 4.0 DVD to X:\Software\360_Install\.

3. Right-click each step from the PowerScribe 360 _Install folder, and choose
Extract All to extract each step to the X:\Software\360_Install\folder.

There will be five zip files and four file folders.

Extract the Dragon Installers

1. Create a folder X:\Software\360_Install\4 0\Dragon.

2. Extract the contents of the Dragon software to the
X:\Software\360_Install\d_0\Dragon directory.

Create Nuance Application Directories

If this a cluster, create the Nuance Directory and sub-directories on the
cluster data Drive.

Create the following directories on the data drive of the application server:

e X:\Nuance
X:\Nuance\BridgeLogs
X:\Nuance\DragonUsers
X:\Nuance\DragonUsersTemp
X:\Nuance\FileStream
X:\Nuance\FileUploader
X:\Nuance\DVDInstall
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o X:\Nuance\Wave
o X:\Nuance\WebServiceLogs

Server Names

Ensure that the server name DOES NOT have an underscore in it. If so, rename the server before
continuing.

Database Installation

If you are performing an upgrade from Vi.x to V4.x, you MUST first
m upgrade the database to V2.5.

For a cluster configuration, update the database only once on the
Virtual SQL Server Instance. On the secondary node, you will need to
enable filestream manually before failing over for install (see end of
Database Installation).

1. In the X:\Software\360 Install\Step_01_DBSetup_X.x.xx.x folder,
double-click DBsetup.exe.

2. If security warning displays, click Run.

The Configuration File dialog displays.

o PowerScribe 360 Database Setup Wizard [T [
Canfiguration Fie
Flesse specly lhe stup corhiguralion (i you vanl 1 e

[E- S 0itvaie\s 61 06.0_NewlrutalenStep_01_DBSelvn 66 1060US\SOLD8Senpi | | Browss .

The PowerSciibe 350 datebace Selup \wizand uses & cuslomeable ASCI et He (o sstup, The file map corlars ene o moes
setup configurations,

| Medt | Cancel
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3. Click Next.

SOL Server Logn
50U Servei Mame MLEFS S04 -
S0L Uer Hame [+a
S ]
[ Peious || tew | [ Caneal

4. Enter the Server Name.

If the server is a cluster, use the SQLClusterName.

5. Enter the SQL User Name sa.
6. Enter the Password.
7. Click Next.

SA0L Serves Report

SOL Server Version: [ Mtizicaoit SOL Serer 2016 IRTH) - 120.1601.5 (454

Commd database exsls |Nn

Commd databae versborn |

8. Take note of the Comm4 database version.

9. Click Next.
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The Configuration Setup dialog displays.

(] PowerScribe 360 Database Setup Wizard
Conligurstion Selup
Select Languoge: | /5 Engich Ll v FE 550 Dalobass US E:
Diatahimze Fie Mame:  copmd Iritis! Size: | 2 | Gaowath: |ﬁ; |
Lozalior: e ruancetDistabas et commd, mdf i Browse
Log Fite Mame: [E—- Iritisd Size: |3 | Giowlk |1','; |
Locatiar: [Ty p— | [ Beowsm |

[ Previous | [ Hea

10. Select New PS360 Database US English or New PS360 Database UK as

appropriate for the version you are installing.

11. For new installations, enter or verify the following:

a. Select Language: US English or UK English as appropriate for the version

you are installing.

b. Database File Name: comm4

c. Location: X:\Nuance\Database\comm4.mdf (change only the drive letter, if

necessary)

d. Log File Name: comm4_Log

e. Location: X:\Nuance\Database\comm4_log.ldf (change only the drive letter,

if necessary)

12. Click Next.

October 1, 2018
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The File Stream Setup dialog displays.

File Stream Selup
Filz Sheam Locaton: |.:\mm | Browse Bippiy
Cuirenl Settngs for Fike Sthieam

[ Enable FILESTREAM for Transach SEL access
[+ Enzbls FILESTRE&M for fle |40 access

Whindows Shawe name: [ MSSOLSERVER

[#1 Alieres ramate clianls acess lo FILESTREAM dala

13. Change the File Stream Location drive to the X:\Nuance\FileStream folder you
created above.

14. Click Apply, and then click Next.

The Setup Script dialog displays and the wizard builds the list of statements used
to populate the database.

Setup Soopt
The wizord iz buiding the st of statementz used o populote the dotabase

SOL-CAS oG 5106 B_Nwolmdlu\ﬁhsn_ﬂu) SW«D Wh&fﬁﬂ}@ald—leﬂll‘ﬁymmﬂ

4 Soltwans B £ 108.0_Hewdrnstalz\Step (1 _DESelup_B 8105 ElUS\SQLOBSethwMBIJSWadec]IEMl
ChSoltwears V6 B.106.0_Hewdnstalet\Step 01_DBSebun_ 65108 0USASOLOBSebupini [Tugger Seclian] begn|

SOLC;\Saltware B 5. 105.0_Mewinstalen Step_01_DBSehy E6106 0S5 iggen: s
C:hBofwana ¥ 6.106.0_Mewdnstale\Step_01_DESetup_B 8105 0LISYSOLDE Setupini [Tripger Section] (and]
ChSnltwans 6 1060 HewdnataletStep 11_DESebin 65105 0USASOLDE Setupini [Dala Section] [beginl

SOL=C: A S alvarelEE 106 0 MewdnstallenSten 0_DBSelup B 1t5,ﬁLI5kcI:'npnpq.l.:bu gql

SOL=C:YSaltvare™E 5105 0_Mewdnstallet\Step_01_DESehup_ 5\5158 ‘da'\popuiate_Categories sql

SOL=C:hSolveanc™B 5105 0_MNewdnstalle\Stap 0 J)B’Sﬂlw 1EﬁﬂU5\dh\DnDlm_.ﬁmem 20l

M Snlfteana s B 1080_MerdnsalatStap_ 01_DESetup_ES USNSOLDBSebopini [Data Section] [end]
ChEelvware V6 E106.0_Hewdnstale\Step 01_DESebup_t 561% ﬂUS\SQLDBSumuum:SutMn][hegrq

SOLAC\Saltware i 5 105 0_MewdnstalertShep_01 DBSﬂW E6.106 0 UE b Scheduled)obz 5l

C:\Softwana Y B 10E.0_Mesdnstalet\Step_11_DESehup_E 5105 0LUSYSOLDBSeupini [lobs Seclion] [end)
D.\SM\&EIUB.U_NMnHahI\SWD_UU)BSM&G 105 0USNSOLDE Setupini [Baoke Service] [bear]

SOL=C:hSaliveare™E 6.1 05.0_Mewdnstaler Shen M_DES elup_B6 108 0.5 d0"\En sbleBickeiService sl
C:hEpthwars'B B 10E.0D_HewdnstaletStep 01 DES:h.q: 55,105 0 LUSASOLOBSetup ini [BrokesSerdce] ferd]
ChGofnaars V5 6 106.0_Hewdnstale\Stop 01_DESehup 66105 0USVSOLDESetupini [DICDM] [E=gin
C:hSolbwana '8 8.108.0_Hewdnstale\Siep_01_DESetup_B 8,105 0LSASOLDE Setupini [DICOM] [end]

CohSalivaehE 6106 0_MewlritadieciSten 01 DESep 661060 USWSOLDE Setup. o [Mew pe2B0 US Datebace] |erd]
S oltwara5 5. 105,0_Hessnshallai\Stap_01_DESehun B8 106 0U5\50L0ES etup.ini [Mew P53 350 Database LIS Eragish] fand]

[ Pevous | [ Mot || Corcel
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15. Click Next.

Seip! Run

[ Run | Step over Sourcs | [ Step aver SOL Sialement |

[ canfiguration scrpt and st entered ot [1 of 0] |

selct B @venion -
bt

Log fike C:\Sodtwane’B.6106.0_NewlrstabertSten 00_DBSetep 561060 U5 \Log\DbSetplogtst 5

Coempeter, MLE-F5 3504

Stat fire 204012017 023018

16. Click Run.

Wait for the installation to finish. After the database setup is complete, click Next
when the button is available.

The Finalization step dialog displays.

Heakh spelem information

Health Systenc I |

Sive Hame: [ |

PS36E0 uzer seifings
PS50 User Pazswond: | .......... J

] Show

a. Enter:
¢ Health System = Customer name
+ Site Name = First Site Name for this Customer

* PS360 User Password = The site administrator should provide the PS360 User
Password that reflects the site’s internal policies. The secure password should
be 21 characters long. Be sure to record this password in the customer's
environmental records.
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Best Practice

%

® The “SA” password entered should be provided by the customer’s site
administrator consistent with the customer’s internal password policies.
Nuance recommends the use of strong/complex passwords.

® Passwords should only be communicated over secure encrypted channels

and/or stored in secure encrypted locations.

PN 889718

17. Click Next.

The Success dialog displays.

Finalizgion sdep

PowerScribe 360 Database Setup Wizard

Success

o Finalzation steps have been successiully completed,

b. Click OK on the Success dialog.

c. Click Exit. The new installation of the database is complete.

PS50 User Pasoveced

[ Shaw

d. Log into the SQL management tool after completing the database upgrade/

install.

October 1, 2018
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e. Select comm4, then right-click and select Properties.

3 Diatabase Properties - commd l;li-
Select a page e i ¥
o =$ Sapt u Hel
4 Filaz
A Flegroups Colation: | SOL_Latinl_General_CF1_Ci_AS "'l
A Optionz
'_;,-_, Changs Tiackig Recovaly model Ful vl
7 Paimissians Compaliblity lvel: [S0L Sanver 2096 [130) ¥
A st
E:. E:E:lzd?-cpe licss: Contarmer: lyoe: | Mere "’l
 Trarsachion Log Shipping Qther oglians
2 Dy Share [Eacla
|:_—_'f.l
o Update Slahshos True a |
At Updaba Stafiztics Ammchionolsly False
2 Containment
Delendt Fultext Language LOT 1033
Drafaut L e Enalizh
Hezted Tnogets Ensbled 1 rue
Traevsfoum Boise Words False
Twio Digit Y Cutodl 2049
4 Cursor
Chase Curzor on Commit Enablad False -
Crafanit Cungont GLOBAL
< Database Scoped Configurations
Legacy Candnalty Eslimation OFF
Legacy Cardraity Eslimabon For Seconday PRIMARY
Max DOP 0
Max DOP Foe Secondany
Paramster Snlfing ON
y Parareter Swifing For Secordaw PRIMARY
Conneclon Guery Oplinize Fioes OFF
Earuer Query Dplimizes Fixes For Secanday PRIMARY
MLE-PE3E0-4 4 FILESTREAM
Bibaactiat FILESTREAM Duectony Hams
MLE-PE 3804\ ctr sl FIEESI-‘-!EAM HoreTransached Aocess ot
4 Mige
B View comnection properlies AlowS crinting Tiu=
HideFieSettng Fafen
4 Migcellaneous
Alow Snepshot Isclation False 5
Progress GMEIMILE Mok : Ealee. —
Allow Snapshot | solation
Raoady
[ ok | Concal

f. Right-click the Database Properties and select Options.

g. From the Recovery model list, select Full.

h. Click OK.

Set Max Degree of Parallelism to “1”

To set the Parallelism setting for an instance of SQL Server, follow these steps:

1. Right-click the server, and then click Properties.
2. Click Advanced.

m Note the Max Degree of Parallelism setting in the right pane.

3. Ifsetto 0 (Zero), setitto 1.
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Set SQL Memory

To set the SQL Memory, follow these steps:

1. Log into the SQL Enterprise Manager and right-click the SQL server, and then
select Properties.

=] La MADASUPERIORNMADA2014 (SOL Server 12.0.2000 - NADASUPERIOR!
[ Databases
[ Security
3 Server Objects
1 Replication

[3 AlwaysOn High &vailability

[ Management

[ Integration Services Catalogs
@ SCL Server Agent (Agent XPs disabled)

PN 889718
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Connect...
Disconnect

Register...

P T P W

Mew Query

Activity Monitor

Start
Stop
Pause
Resume

Restart

Policies

Tab Color (Server)
Find Invalid Objects

Facets

Start PowerShell

Reports

Refresh
Properties
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o

The Server Properties Dialog displays.

a

Salect a page

= General

& Mamary

& Processors

A Secunby

& Conneclions

¥ Database Sefings
& Advanced

& Pemissions

i iConnection

Server

MADASLIPERIORVNADARL

Connection

MNADASLIFERIRYedar_0T

B! View connechan
praperies

Progress

Ready

Server Properties - NADASUPERIOR\NADAZD 14

b Sexipt ~ [ Help

Sanver MEmory opdans

Minimum server memaory (in ME):
o £

Mammum serder mamory (in ME)
12268 = b

Crthar memaory oplians

Index creaton memory (in KB, 0 = dynamic mamany)
0 a

Mnimum memory per quedy (in KB):

o4 5

& Corfgured valuas Running values

2. Set the Maximum server memory (in MB) as follows:

QK | Cancel

+ If SQL and Application are on the same server, set the Maximum Memory to
Y5 of the total memory on the server.

+ If SQL is on its own server, set the Maximum Memory to % of the total
memory on the server.

Installation.

October 1, 2018

Perform the following steps to Enable FileStream on a Secondary Node
if you are updating a cluster node, otherwise skip to Application Server
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Enable FileStream on Secondary Cluster Node

1. Open SQL Server Configuration Manger.

ver 2014 Configuration

Manager

2. Go to SQL Server Services and double-click SQL Server (MSSQLSERVER).

3. Onthe FILESTREAM tab, check all the options and make sure the Window share
name is MSSQLSERVER, then click OK.

SQL Server (MSSQLEERYER) Properties _

AlvaysCn High Availability I Startup Parameters | Advanced |
Lag On | Service | FILESTREAM

Enable FILESTREAM for Transack-30L access

Enable FILESTREAM For file I/C access

Windows share name: MSSOLSERYER.

Allows remote clients access to FILESTREAM data

For a QL Server Failover cluster to have File I/O access to
FILESTREAM data, remote client access must be enabled.

e e

4. Restart the SQL cluster resource through the Failover Cluster Manager, and
continue with the installation.
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Create the SQL Maintenance Plan

® The COMM4 database contains Protected Health Information (PHI).
Nuance recommends that the COMM4 database be encrypted consistent
Best Practice with the customer’s data encryption policies.

e ® The COMMA4 database should be backed-up regularly and back-up copies
i \\5 maintained consistent with the customer’s Disaster Recovery and
%—)ﬁ Business Continuity policies. Backup-up copies of the COMM4 database

contain PHI, Nuance recommends that the back-ups the COMM4
database be encrypted consistent with the customer’s data encryption
policies.

If the SQL system is a cluster, the client / site is responsible for setting
m up backups and testing them.

1. Download the PS360 Backup Maint Plan Creation later version from SharePoint.

2. Open the script in SQL Management Tool.

3. Edit the script to specify the path for full backups, trans backups, days to keep full
backups and days to keep trans log backups.

FES
!

Set backup path and days to keep full backup and log backups.

You must verify that the path for backups exist, or the plan will fail. */
Set ([@FullPath = "C:\Nuance\DatabaseBackup'
Set [@TransPath = "C:\Nuance\DatabaseBackup'
Set ([@FullDaysToKeep = 4

Set ([@TransDaysTokeep = 2
4. Execute the script.

5. Once the Maintenance plan is created, manually execute the backup jobs to create
an immediate backup of the database.

Management Reports Installation

If you are installing a SQL only server, you must now install the Management Reports
to this server.

For a Cluster Configuration:
m Install the Applications on BOTH nodes. Use the Application Cluster

Virtual Name for URL and the SQL Virtual Cluster Name for SQL
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connections. When installing to Node 2, you must first fail the SOL over
to Node (two) 2. If you do not, the installer will not see SQL as being
active, only on App/SQL cluster.

1. Inthe X:\Software\360 Install\d 0\Step_02_ApplicationServer_X.x.xx.x
folder, double-click the setup.exe.

Muance PowerScribe 360 | Reporting - Application Server Installer - I-

‘Welcome to the InstallShield Wizard for Huance
PoweiScribe 360 | Reporting - Application
Server Installer

The InstaliShield Wizard will install Muance PowerScribe
360 | Repoiting - Applcation Server Installer on wour
computer. To continue, chck Next.

Mext > || Cancel

The installation application prepares the server. After a few moments, the
Preparing to Install and Welcome dialogs display.

2. Click Next. The Component Selection dialog displays.
3. Click Management Reports ONLY, and click Next.
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MNuance PowerScribe 360 | Reporting - Application Server Installer - InstallShield Wi...l. 2 |

Component Selection

k

Select one or more components to install

Application Service (RAS)
Portal

Radiology Bridge
Mobile Bridge

Client Administration
FileUploader
Management Reparts

(ot ] [ Gewmi )

Installshield

< Back ][Next}][ﬂmcel]

Management Reports MUST be installed to the System SQL Server. You
may install to a separate server as long as SOL and IIS are installed to

IMPORTANT  jt, following the procedures outlined in this manual.

The Prerequisite Checks dialog displays and the InstallShield checks for
prerequisites.

Prerequigite Checks

.NET Framework 4.0

Internet Information Service (II5)

WebDav Publishing

MS Data Access Engine 2010

MNuance PDF Reader

SQL Server Agent

SQL Server Reporting Services (SSRS) oK

Eeeeeed

| Check Prerequizites |

InztallShield

| ¢ Back || Hext » || Cancel |
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For any Prerequisites not found, click to install them one by one in the Status
column. After installing each one, click Check Prerequisites to refresh the list. You
must install all of the Prerequisites before moving forward with the installation.

After all Prerequisites are installed, click Next.

Follow the prompts to complete the installation.
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Application Server Installation

Best Practice

-

Nuance recommends that all PowerScribe 360 Reporting network
communication be secured and encrypted using Hypertext Transfer Protocol

@ Secure (HTTPS). Nuance also recommends that the customer obtain a

certificate from a trusted Certificate Authority consistent with the customer
security policies.

For a Cluster Configuration:

- Install the Applications on BOTH nodes. Use the Application Cluster
Virtual Name for URL and the SQL Virtual Cluster Name for SQL
connections.

- When installing to Node 2, you must first fail the SQL over to Node
(two) 2. If you do not, the installer will not see SQL as being active, only
on App/SQL cluster.

The installation has been modified to set the defaults for installations.
m Check Modify Defaults to change the settings for the following screens.

1. In the X:\Software\360_Install\4 0\Step_02_ApplicationServer_X.x.xx.x
folder, double-click the setup.exe.
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Nuance PowerScribe 360 | Reporting - Application Server Installer - l-

‘Welcome to the InstallShield Wizard for Huance
PoweiScribe 360 | Reporting - Application
Server Installer

The InstaliShield Wizard will install Muance PowerScribe

360 | Repoiting - Apphcation Server Installer an your
computer. To continue, chck Next.

Mext > || Cancel

The installation application prepares the server. After a few moments, the
Preparing to Install and Welcome dialogs display.

2. Click Next. The Component Selection dialog displays.
3. Ifthis is an combination SQL and Application Server Click Select All.
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4. Ifthis is an Application ONLY server, select ALL modules EXCEPT for
Management Reports.

Muance PowerScribe 360 | Reporting - Application Server Installer - 1. -

Component Selection ﬂ

Seleck ane or mara comporsents ko irstal

(v Apolication Sorvice (RAS)
[w] Prtal

[ Radidlogy Eridge

[ Mokile Eridge

(o Clierit Sdmiristretian

| FileLiplaacer

W [Management Reports

| Seletall | | sl |
| <Bak || Next> | [ Coneal

5. Click Next.
6. Select the following (As Appropriate):

Application Service (RAS) - Install to the Application (IIS) Server
Portal - Install to the Application (IIS) Server

Radiology Bridge - RadBridge is required to be on the Application (IIS) server,

except for Level 5. The client may choose to run RadBridge on the separate SQL
Server.

Mobile Bridge (optional) - Select only if the Customer has purchased this option

and will access Mobile Bridge from within the Customer’s network
(DMZ/firewall).

If the Customer has purchased this option AND the feature will be

accessed outside of the Customer’s Network (DMZ/firewall), do not check
the option here. Instead, you must install this application software using
the process in the Mobile Bridge section.

IMPORTANT
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The Prerequisite Checks dialog displays and the InstallShield checks for
prerequisites.

Prerequizite Checks

MET Framework 4.0 Ok

Internet Information Service (IIS) OK

WebDav Publishing 14

MS Data Access Engine 2010 14
Muance PDF Reader oK
SQL Server Agent oK

EEeeeec¢

S0L Server Reporting Services (SSRS) oK

| Check Prerequizsites |

|riztallS hield

| ¢ Back ” Mest » || Cancel |

7. For any Prerequisites not found, click to install them one by one in the Status
column. After installing each one, click Check Prerequisites to refresh the list. You
must install all of the Prerequisites before moving forward with the installation.

8. After all Prerequisites are installed, click Next.

The Application Service dialog displays.

Application Service

[ Maciy Defauk
Wieh Locatian
S | Dbk Web Site UE

Crztabace canligurston
Databse Sawver |MLEPSIE04

I
Drstabaze nams: .Emm‘

Llzamame ?T.ss?.&u.:-_ar_

Paszward i

Secuily
Enablirg ary of the secunity oplices may causa RAS mok ko work iF 115 & not corfipurad for SEL

1] Enable HTTPS [needs praper IS comfiguistion]

] Enabie cacking [ Enabls Qusbly Check Advance Selirgs

[netafishield

| cBack [ Mew: | [ cancel |
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Best Practice
’ If an SSL certificate is installed on the server / system, set the connection type to

@ HTTPS.

If you are installing to a cluster, you must change Database Server to

Virtual SQL Name.
IMPORTANT

9. Enter the database password you created in step 16 on page page 13.
10. Click Test Database Connection for validation. The established database
connection should be established.

Muance PowerScribe 360 | Reporting - Application Server Installer -

o Established a successful database connectian.

oK

11. Click OK.
12. Click Next.
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The Portal Configuration dialog displays.

Nuance PowerScribe 360 | Reporting - Application Server Installer - [.. -

Postal Configuralion ‘ y

\.

‘h-

| Modily Dedault
WebLocaon
Site: Crelaul W Sha
Faldar; RacdPailal
SppicationFoot | posne g

Dalabase configuation
Drstabass Serve  MLBFSIE04
Diatabass name:  Cooimd

Lisername: (e abebrdnl

Pasaword i * b -

Test Database Cannection

Fiad Pailal Corfigueatian

Fiotocel Setver name Wirlual path Pait
| g v :IM'-_E-PSBEZI-d. RAS |
| Enable cacking [+ Enable Speachéryshens [ Enabla Poital'web Fam
“web Service Log Folder:
Folrkes Paibe ;E\Nuemgv_um | Biowse...
[ ¢Bock || mewts | [ Cancat

13. For the Web Service Log Folder Path, browse to the directory name you created
during the Create Nuance Application Directories step.

Do not use spaces in the Web Service Log Folder name.

Best Practice

rrEgg If an SSL certificate is installed on the server / system, set the connection type to

%/ HTTPS.

14. Enter the database password you created in step 16 on page page 13.
15. Click Next.
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The Rad Bridge configuration dialog displays.

Nuance PowerScribe 360 | Reporting - Radiology Bricge - InstaliShiel, I
Rad Bridge configuration \ N ‘ |

Fiad Bridge Instalation Location:
Folder. |E:'-Pru;t.arn Filas [v85)\Muancet R adBridos’, l Bioweze...

Database corfiguration;
Diabsbane Server: |M|_g;.p5_39:|..1

Diatabase name: |Eu:mm-1

Llsaimame: ||x-35£|us:el
Passwoed: | (LI LTI L TRl T2 1R 112 ]

| Test Database Connection |
Fad Portal Conliguration:
R4S Base Addiess Tesl RAS Cormectidy |
Fintocol Seraer name Virual Path Fort

ilp v | [MLa-P33E0-2 |Ras I |

Deperdercy Configuration:

Specily the SCL Senas [irdows Seviee] which the Bidos depends wpan, When the
compukal rebootz, thal dapendency will guarantes that SOL Serden staits before the Bridos. Set
ko "Ha Dependency”  the SOL 5 aiver fure on & reenobe machrs

CapAre |Nu Dependercy W

DICOM Configuration:

Clearnup inketval [ - B0 Dragis ho kaep: |5 |

[ <Back ||

Mewt =

If you are installing the applications to a cluster, set the Dependency

Configuration to No Dependency.
IMPORTANT

Best Practice

If an SSL certificate is installed on the server / system, set the connection type to
HTTPS.
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16. Enter the database password you created in step 16 on page page 13.
17. Click Next.

18. If the Mobile Bridge is selected, and the following screen displays, verify the
settings, and click Next. Ensure the Web Service Log Folder Path, browse to the

directory name you created during the Create Nuance Application Directories
step.

Muance PowerScribe 360 | Reporting - Application Server Installer - m |

Mobile Bradge Configuration g

|| Modiy Default

‘web Locaton

Site: Drefaul Wieh She
Faldar: F3380M abie

Appficalion Podt | po g oo

RS Corfiguration
BaaeAddiess: Test RAS Cannestivly
Frotacel Seiver name Witlual path Pt
s v '[M'.B-PS:BGI:I--!. |IFRas |
Web Sesvice Log Foldes:
Foides Pate [CHuzncelog: [ Browse. |
cBack || Mest> | [ Cancel

Best Practice

If an SSL certificate is installed on the server / system, set the connection type to
HTTPS.

19. Click Next.
The File Uploader Configuration dialog displays.

‘Nuance PowerScribe 360 | Reporting - Application S =]

[ Maciip Defauk
Fike Upoeadeer e Location:
Siter Detauk Wek Sie

Falder: PoIEFlsUpkadeSenice

Appheation Pook P53 350F ploade S ervice

File Uploader Configurations:
Fils v patte IE’:‘\Nua’c:\FkUnbadef T
Uzsiname: Filsll ploarder Jzar
Pazmad: L T
< Back " Blesd 3 | | Cancel ]
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20. Click Browse and change the File Upload path to the data drive
X:\Nuance\FileUploader (X is the drive of choice). The installer will create the
folder.

21. DO NOT CHANGE the Username and Password already populated.
22. Click Next.
The Reporting Service Configuration dialog displays.

i Muance PowerScribe 360 | Reporting - Application Server Installer - |.., .
i Reporting Service Configuration n
‘.h
Fiepuoil Servica AL Bulder
Server name [Me-psae02 |
s 2] [MssOLSERVER v|
SERS Yerzon 13
[usessL ' TestRS Conection
FE350 Dalabase
Serval nanme MLE-PSIE0-4
Diatabase mame: | Commd
SOL Uszaname; pe3Eluzal
Uses pasoword: | 9800820090 80000000008
[ cBack [ Mews || Cocdl |
Best Practice
re—eage’ If an SSL certificate is installed on the server / system, set the connection type to

23. Click TEST RS Connection.

If you are installing to a cluster, SOQL Enterprise must be installed to

have High Availability on the Reporting service. If Enterprise edition is
not installed, Reporting will either need to be installed on one node only,
or installed on a separate SQL Reporting server.

24. Enter the database password you created in step 16 on page page 13.
25. Click Next.
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The Client Administration Configuration dialog displays.

Client Administration Configuration

Install Location
Folder: 'E:\Pru-gam Fies [M]\Mume\thnmdmm

26. Click Next.
The Pre-Installation Summary dialog displays.

Pre-Installation Summary

Yerify the information that pou see in the Pre-installation Summary screen. To make any changes,
click Previous until the appropriate screen iz digplayed and change the information there

oy

RAS configuration: IEI

RaS Application Poal: PS3608ppPool
“Wwieb zite: Default 'eb Site

RaS wWeb folder name: BAS

D atabaze server name: MLE-PS360-35
D atabaze name: Cormmd

D atabaze uzermame: pe3Eluzer
HTTPS enabled: FALSE

Secure TCP enabled: FALSE

[rztallS hield

Save Summary | | < Back || [nztall || Cancel

27. Click Save Summary and save to the machine desktop.
28. Click Install.

Wait while the application runs and installs all of the components.
29. Click Finish.
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30. If the web and SQL reside on different servers, and the web server is
non-clustered, you need to perform the following additional steps:

a. Launch the Windows Services management console.
b. Locate the Nuance RadBridge service.

c. Modify the Startup Type to be Automatic (Delayed Start).

Nuance RadBridge Properties (Local Computer} -

General i_l__cug On ! Recoven ! Dependencies |

Service name:;

Dizplay name: Muance FadBridge

Descriptior: Provides iﬁterfac'ing ta RIS and HIS shghems [

Fath to executable:
"D:\Program Files [#86]%MuancetR adBridgeMuance. R adBridge. exe"

Startup type: | Automatic [Delayed Start) W

Semvice gtatuz: Running

Stark Pauze Hesumes

Y'ou can specify the start parameters that apply when pou start the zervice
fram here.

] 4 || Cancel | Apply

If you are not installing a cluster configuration, skip to the Client
Administration Configuration Tool to continue.

DECISION
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Create the RadBridge Cluster Service

2012 Cluster Configuration

1. Open the Failover Cluster Manager application.

Flle  Action VYiew Help

== 2m H[m

B8] Failower Cluster Manager R Acthons
a ) MLE-PSIE0-AICLMeITSLAE 0P 7 | Cueries w || = [lv
T3 Rales
3 Nodes g St Tyee Ouree Hle Proty  infomation 5 Cont
b 4 Storage o MLBPSISOAIDTC (3 Rurnng oc MLE-PSISOAINT  Medum Vit
I Networks MLE-FS360-Ap01 Fupeng Fie Server  MLBFSIGATN]  Madum g
[38] Chuster Bwents E @ o
Wiew
5 Refre
H Hep

2. Right-click Roles, then select Configure Role.

File Acton Veew Help
«% =2 BE

*Fdwtrildlkrl-lmlqﬂ ] A tloen.
F {;-"l;:;nw).mmrrgu o 10 — ’
B Mo Conbigme Rok.. ] 2uta e |Qwweds | oty | ematen B Configuns e
bk e Wituad Michinas.. » MBMOTE () Punng o MLBPEIGOATNT Mo Virtusl Machines..  #
é:ﬁ: e B Mbeol  (F) Rurg Fle Sorver  MLBPSMOAIN]  Medum T Croate Empty Role
Wi Wiew ]
Retraih o Pk
Help B Hew

< - >

| Thai B0t sribblai jou B3 1elCt & eobe thit you Can Confgune Tor Regh mvadabedity.
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The Select Role dialog displays.

@ Select Role

Betore You Begn

Sedact the role that you wani to configune for high avadsbdity.

?DFS Hamespace Server

DHCP Server

-+ Distrbuted Transaction Cooednator [DTC)
File Server
Genesic Apphe.ation

(. Genssic Script

¥ Genetic Servics

3 HyperV Rephica Brokes

505! Taraet Server

3. Select Generic Service and click Next.

The Select Service or Application dialog displays.

w Select Service

Belore ou Begn Seldact the senvice pou want to use fiom the kit
Select Floks

Name

Network. Locabon Awarensss

Network, Store Intedace Senace

ro—
Colects and stores coniguestion information for...
Thes service delvers nelwork. notihcations (g ..
Piorades

Saves intallation fles used for updates and 1sp. .

Difice B4 Scusce Engine O
Optimize: ditves Helps the computer nun more efficisnty by ophi..
Pestormance Counter DLL Host Enables remote users and B4-bit peocesseslog..
Pesformance Logs & Alerts Pestormance Logs and Aleits Collects perdoma...
Plug and Play Enables a computer to recogrize and adapt to .
Postable Device Erumedator Sesvice Endoices group pobcy for temovable mass-stora . |~
| ¢Previous || Met> || Cancel |

4. Select Nuance RadBridge.
5. Click Next.
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The Client Access Point dialog displays.

m Client Access Point

Before ou Begn Typs the name that clents vall ute when sccessing this chustensd 1ol
Select Roke
Hame: (i ]

Select Service

The NetBI0S5 name is imited to 15 characters. One or more IPv4 addresses could not be configured
{00 sutomatically. For each network to be used, make sure the network is selected, and then type an

Cloerit 4 a1 Poind
Seloct Storage
Rephcate Regstry
Settings

Hebworks Addrers
Confumation 1212022 | Click hese to lype an address

Configuse High
Bl bty

Summany

If your cluster detects DHCP during the configuration wizard, it will
not ask for a static IP Address (as in the screen above), although these

IMPORTANT  can be configured anytime (go to the Properties for this service after
the Wizard is finished). However, the IPs assigned by DHCP may
change and cause problems with the configuration (pointing to the
wrong location), so it is best to configure the static IP addresses.

If DHCP is not detected, the window will look similar to the following, and you
can enter the static IP address.

@ Client Access Point

Belore 'You Begn Ty the mame that clients vall uss when sccessing this chustered ol
T Nasme: [Me-Ps360.A18A] |
Select Service

The: NetBIOS name is lmited to 15 characters, One o more IPv4 addresses could not be
1) sutomatically. For each netwiork to be used, make sure the network is selected, nd then type an

Seloct Storage
Rephcate Regstry
Settings

Hetworks Addrets

Confumation M |

Conliguse High
Bl bty

nnz2izosz

Summarny

[cPrevious |[ Mew> |[ Concel ]
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In either case, enter the name for the RadBridge service that was chosen

beforehand, e.g., RadBridgeSvc.
Click Next.

The Select Storage dialog displays.

@ Select Storage

Before You Begn Select only the storage volumes that pou want to assign 1o thes chusteced role.
Aok You can assign addbonal storage to this clustered iole after pou complete this wizard.

Select Service
Chent Access Pont

Mame Status
0O =& Custer Disk & (#) Ordirme
Viokume: [F]  File Systern NTFS

994 GB free of 10,00 GB

This display all unassigned disks in the cluster. Check the box for the

chosen disk for the Bridge logs.

8. Click Next.

The Replicate Registry Settings dialog displays.

@ Replicate Registry Settings

B o S R e
Select Role be replicated to ol nodes in the chuster.

Select Service
Chent Access Point
Select Storage

October 1, 2018
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9. Click Next.

The Confirmation dialog displays. The following is only an example.

Betore You Begn
Sedect Rloke
Select Service

[ <Previous |[  Newt> |[ Concel |
10. Click Next.
When finished, the Summary dialog displays.
m Summary
Belore You Begn High avadabdity was successhully configured for the role.
Selact Foks
Select Service
Chent Access Point = =
; Generic Service e
Sedect Storage
o Service: Nuance RadBridge (RadBridge)
N Storage: Cluster Disk 4
$Mﬁ:¢ Network Name: MLB-PS360-A1BR
e ol CH=Computers,DC =MelTSLab,DC =local
Fba) 1P Address: 10.2.12.204
Parameters: This Generic Service has no startup parameters.
W
T wiew the repot created by the wizaed, click View Repot. View Report.
Ta close this wizard, chek Firssh.

11. Click Finish.

@ Confirmation

Yot aie ready to configure high avalabiity for a Generic Service.

To continue, chick Hest.

Service: Nuance RadBridge (RadBridge)

Storage: Cluster Disk 4

Network Name: MLB-PS360-A1BR

ou: CN=Computers,DC=MelTSLab,DC =local

IP Address: 10.2.12.204

Parameters: This Generic Service has no startup parameters.

October 1, 2018
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12.
13.

14.
15.
16.
17.
18.

The Failover Cluster Management window displays.

File Action View Help
«» 2@ BE
B Fadover Chuster ‘Actiens
a B MUB-PEIO-AICLMeITR | - .
%5 s | B2 i ) Guees w[id *
B Nodes Tiare S Tram Crmre P Frorky  Inomaion g Configure Role...
b i Songe (3 MUBPSMOMBR  (F) Funing Garmnc Sar. MLEPSMOAINT  Madim Vibea! Maghines b
im' Ve MLEPSHOANTC (BRumng  OTC MLEFSNOAINI  Medum W Crevte Empty Role
b e Bownrsaodost (B Runng Fia Server  MUBPSMOAINT  Madum e »
G Rabrein
B Hew
v
<[ [ NE

Right-click the RadBridgeSvc entry in the middle pane.
Select Add File Share.
The New Share Wizard dialog displays.

Select the profile for this share

L R S
Share Location ‘MM-M | mihuhﬁuﬁhrwhb\ihﬂml_e(mum
1 $MB Share - Adw SMEB file share, typically used to shace files with

I Windows-based puters.
| 5MB Share - Appiications £98

| NIFS Share - Quick * Suitable for general file tharing
| NFS Share - Advanced * Advenced options can be configured Later by
| using the Properties dialog

Select SMB Share - Quick.

Click Next.

Select the Bridge resource under the Server section.
Select Type a custom path.

Click Browse.

October 1, 2018
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The Select Folder dialog displays.

Mew Folder Delete
4 (8 MLE-PS360-A1BR.MelTSLablocal 2 cluster
b Bridge (F)

| selectFoider || cCancel |

19. Select the folder, e.g., F$.
20. Click New Folder to make a folder under the folder you just selected.
The following displays, with the New Folder name highlighted.

New Folder Delete
4 (& MLE-PSIE0-A1BE.MelTSLablocsl 23 cluster
b € Bridge (F) " New folder

| Select Foider | [ Concel |

21. Enter a name for the folder, Nuance.

22. Repeat the same process under the Nuance folder, and make one called
BridgeLogs.

23. Click Select Folder.
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24. Click Next.

25.

The Share Folder Location window displays.

Select the server and path for this share
Select Profile Server
— Server Marme Saatus Cluster Rale Crwner Node
Share Name MLE-P3360-A1BR Online Generic Service
MLE-P3360-A1DTC Online Drstributed Tra...
MLB-P5380-A1FS Online File Server
Share location:
) Select by volume:
Vohme Free Space  Capacity | File System
k Q94 GB  10O0GE NTFS
The location of the file share will be a new felder in the \Shares directory on the selected
volume,
@# Type a custom pathe
FA\Nuance\Bridgelogs
[ cese | [Ccance™]

The Share Name dialog displays.

Specify share name

Select Profile Share name: Bridgelogs
Share Location
Share description:
Other Semings
Local path to share:
FANuance\Brdgelogs
Remate path to share:

WMLB-F5360-A18R\Bndgelogs

[ crese | [Cemet ]

Click Next.
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The Other Settings dialog displays.

Configure share settings

Salect Profile [ Enable access-based enumeration

Share Location
Share Name folder fram the user’s view,

[ oresenno

clients can fail over to ancther node of the chuster without internaption.

[ Adlww caching of share
Caching makes the contents of the share svadlable to offfine users. If the BranchCache flor
Netwark Files robe senvice is installed, you can enable BranchCache on the share,

[] Enable BranchCache on the fie share

[[] Encrypt data access

and grayed out, an administrator has turned on encryption for the entire server.

Access-based enumeration displays only the files and folders that a user has permissions 1o
access. H 2 user does not have Riead (or eguivalent] permisssons for a folder, Windows hides the

Parrrisgiong Contnuous svailability features track file operations on a highly available file share 5o that

BranchCache enables computers in a branch office to cache files dewnloaded from this
share, and then allows the files to be securely svailable 1o other computers in the branch.

When enabled, remote file atcess to the share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checied

| crese | [Tt ]

26. Click Next.

The Permissions dialog displays.

Specify permissions to control access

Select Profle Perrrissions to access the les on 8 share are set using ination of folder permissions, share

Share Location permissiang, and, optionally, a central access policy.

Share Name Share permitsions: Everyone Full Cantrad

Crher Settings Folder permissions:
Type Principal Access Apples To

Confirmation Al BUILTINWsers. Special This folder and sublolders
Al BUILTIN\Users Read & execute  This folder, sublolders, and files
Allow CREATOR OWNER Full Control Subfolders and files only
Al NT AUTHORITYASYSTEM  Full Contrel This folder, subloiders, and files
Al BUILTIN Adminsstrators  Full Control This folder, subloiders, and files
Allow  BUILTINAdmanastrators  Full Control This. folder only

27. Click Customize permissions.
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Advanced Security Settings dialog displays.

Mame: UUMLE-P5360- ATER MelTSLab. local\F 5\ Nusnce\ Bridgel ogs
Owner Administrators (MLB-PS360-ATNT\Administrators) Change
For additional i ion, dauble-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
-
Type  Principal Access Inherited from Applies lo
B, Allow  Adeinistrators (MLB-PS380-A... Full control None This flder enly
82, Allow  Administrators (MLB-PS380-A..  Full control VAMLE-PS360-AT1BRM..  This folder, subfolders and files
8 Allow  SYSTEM Full contral \\MLE-P5360-A1BRM..  This folder, subfoiders and files
B, Allow  CREATOR OWNER Full eential VWMLE-PS360-R1BRML.  Sublolders and files cnly
82, Allow  Users (MLB-PS360-ATNT\Users) Read & execute VIMLB-PS360-A1BRM_.  This folder, subfelders and files
S8 Allow  Users (MLE-PS360-ATNT\Users)  Special \\MLE-PS360-A1BRM...  This folder and subfolders

) [ ] [

] Replace all child object permission entries with inheritsble permission entries from this object

o] ] [ o

28. Click Add.
Permission Entry dialog displays.

Type  [Aow -

hpplestee | Then folder, wubloider, and film v

Badic pormuiond: Shew advand ed permeitisnl

] Full control
Madify

1 Bead & evecute

o] Lt fider comiens

] Faesd
Winite
Special parrainond

Only apply these permissions to-objects and/or containers within thes container Clear all

Al a conditson to it access. The principal will e granted the specified permissions only f conditions ace met.

A g condtan

29. Click Select a principal.
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Select User, Computer, Service Account, or Group dialog displays.

Select this object type:
|Usa',&om,or&.i-i'15&c1ﬂyprhcbd

From this location:
|MelTSLd:Jocd

Enter the object name to select (zxamples):

Everyone

30. Enter Everyone in the Enter section and click OK.

The Permission Entry dialog displays.
o remscituyforbiggetos =loEEE

Prncipat  Everyone  Select o princgpal

Type |llo- -ul

Apphics toe | This folder, subfolders and files v

Batic permuicat it Sbvig £ PURTELIGNT
[ Moty
[ Read & ewecute
[ List fslder contents
[ Fiead
[ Wirite
Specisd parmmond

[} Onby spply these permissions to objects snd/or containers within this container

Add a condition to kit scoess. The principal will be granted the specified permissons enly if conditions are met.

Agd a condtion

31. Set the permissions to Full Control.

32. Click OK.
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The Advanced Security Settings window displays.

8, Mllow  Users (MLB-PS380-AINT\Users)  Special

Mame: V\MLB-P5360-A1ER.MelTSLabJocal FS\Nuance'Bridgelogs
Owner: Administratcrs (MLB-PS360-ATND\Administrators)  Change
Far additional & ion, double-click a p entry. To modify & permission entry, select the entry and click Edet (if svailable).
Permistion entries

Type  Principal Access Inherited from Apphcs to
a Allew  Adrministrators (MLB-PS380-A...  Full contral Mene This falder only
8 Mlow  Everyone Full control Mone This folder, subfolders and files
a Allew  Adeministrators (MLB-PS360-A...  Full conteol OMLE-PS360-A1BRM...  This fobder, subfolders and files
a Allew  SYSTEM Full contral WMLB-PS360-ATBRML.  This folder, subfolders and files
a Allew  CREATOR OWNER Full control WMLE-PS360-ATBRNML..  Subfelders and files cndy
a Allew  Users (MLB-PS360-ATNT\Users)  Read B eoscute WMLE-P5360-ATBRM...  This fobder, subfolders and files

WAMLE-PS360-A1BRM...  This folder and sublolders

| _agd || Bemove || Ear |
[] Reglace all child cbject pesmission entries with i plrvaission entiies fram this object
[ox |[ Conce | [ aepty |
33. Click OK.

The Permissions window displays.

Specify permissions to control access
Select Frofle Permissions to access the files on 8 thare sre set using & combination of folder permatsions, thare
Share Location permissions, and, optionally, a central access policy.
Share Nama Share permissions: Everyone Full Contral
Cthar Settings Folder permissions:
Type Principal Access Applies To
Corfiemation Allow  BUILTINWUsers Special This folder and subfolders
Allow BUILTINUsers Resd & execute  This folder, sublolders, and files
Al CREATOR OAWNER [Full Control Sublolders and files only
Al NT AUTHORITYSYSTEM  Full Contral This folder, sublolders, and files
Al BULTIN\Adrmintstrators.  Full Contral This folder, sublolders, and files
Al BUILTIN\Administrators  Full Control This folder only
Al Everyone Full Contral This folder, sublolders, and files
[(Nea> | [ ceme | [Ccamcel ]
34. Click Next.
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The Confirmation dialog displays.

Confirm selections

Select Profile Confirm that the following are the correct settings, and then dlick Create.

Share Location
SHARE LOCATION

Share Narme Server: MLB-PS360-A1BR
Other Settings Cluster role: Generic Sendce
Perriissions Local pathe F\Nuance\Bridgelogs

SHARE PROPERTIES

Share name: Brdgelogs
Protocok SME
Access-based enumerabon: Drsapled
Caching: Enabled
BranchCache: Dusabled
Encrypt data: Dusabled
Continsous 'uulpblllqr. Enabled

[<Povous] [ nen> |

35. Verify the information is correct, and then click Create.

The Results dialog displays.

View results
The share was successfully created.
Task Progress Status
Create SME share I omipleted
Set SME permissions I cmpleted

[ <previous | [ Newt> | [[Cose ][ Concel |

36. Click Close.

37. Proceed to the next section.
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Client Administration Configuration Tool

For a Cluster Configuration, use the Application Cluster Virtual Name
m for the URL and the SQL Virtual Cluster Name for SQL connections.
For a cluster be sure that you run the Administration Configuration Tool

on both nodes.

1. Click the new Client Administration icon on the desktop.

g b

a?)

ClientAdmin

The Client Administration Tool dialog displays.

o PowerScribe 360 | Reporting - Client Administration Tool = | @ IS
Chent [nstaller

Inztal Tyoe

®) Cieats web Inaaler
ek Site / Folder Dedaudt Web Site v
Senver Palhe [ hitp | [ML8-PS360-4/P3 J60Feparlingherk:

. Cieate Shared Foldar nstaller
Publicaion Destinarion |
Shiane Mamer [

] Cieate DD Instaler
VD Destination Pty | ]

Diagan Souce Patk | |

Diagan Installe:

Integration Components |
Sounee: Pathe

Publication Sowcs Patkc |
Inchade Dizclaimer Banpes [OMLY for DOD seoup) 7]
RAS Server She: hilp w |MLB-°33ED—4rﬂA5$

Fublication Veszion:
Dragon User Proflies
= =

Mammram Allowed Conterd Lengihc 750 MB  [mancvabi=is 1 GB)

Accourt Hams.

Web Siter Defauslt Wieh Ske v

AL

Clasa

2. Check the Create Web Installer option with Default Web Site and
PS360Reporting Client for the Web Site/Folder options.

PN 889718 October 1, 2018 3-47



Best Practice
’ If an SSL certificate is installed on the server / system, set the connection type to

@ HTTPS.

Do not select the shared folder installer.

a. Ifyou are installing to a cluster, set the URL to the virtual cluster name.
3. Check the Create DVD Installer box.

a. Setthe DVD Destination Path, X:\Nuance\DVD Install
4. Set the Dragon Source Path.

a. To find this source path, use the ellipses button for this entry and browse to
the location where you extracted the Dragon disk/image files.

The application will detect Dragon Installers available and check them
appropriately.

5. Enter the Integration Components Source Path and the Publication Source
Path.

a. To find these source paths, use the elliﬁses buttons for each entry and browse
to the location where you extracted the Step 03 PowerScribe360 X.x.xx.x
files. These will be in the path under that step.

Browse For Folder

=] = Mew Yolume (D) =
=] 360_Instal
=l 20
Documents
Dragon
= PawerScribe_360_Install
= Step_01_DBSetup_5.0.6.0
(2] Step_0Z_ApplicationServer_5.0.6.0
= Step_03_PowerScribe3al_5,0.6,0
Muance InteqrationComponents
x| Muance PowerScribe3a0, publish
Step_04_Reporting_5.0.6.0
= Step_05_5U5_MSSQLExpress_5.0.6.0
= Tools
2| Microsoft Software
[ MUance
[ Program Files
w temp
[ ) CD Drive (E:)
[ oy DYD Drive (F:)
£ Metwark

==

& Recycle Bin

MMake Mew Folder | oK I Cancel

R
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o

6. Click OK.
The Client Administration Tool dialog displays.

BE

(4] PowerScribe 360 | Reporting - Client Administration Tool

Client Instaler
Inztal Type
® Creste Web Instale
‘Web Site ! Falder

Dot audt 'w'eb Site |

Seives Palhe [ bt | [MLB-PS360-4/P5 360RepailingChert

) Creahe Shaved Folder Installs
Publicaricn Diestinafice: |
Share: M amer [
| Create DVD Inzzaler

DV Desiination Pathy | C:4Huance DVD Image

|

|CASallveaishOMS1 252150151 | e
[V Dnagen 12 Servica Pack

Diiagan Seuice Palk
[ Duagan 12 Gerersl Medicine
[ Dragan 12 Radiakay

[¥ Diagan 12 Tiarscnplion

ihegraton RomPener A allware\PS 26044-6.6.67. VSten 03 PonerScined5] 6.6.67.0US\uancelntegi | ..

Fubication Sowce Pathe | C\Saitwaie\PE3E04-6.6.67. 1\Srep_03 PoseeSciinedl_65.67 005 Wuance Power| | |
Inchide Diclaimer Banee [OMLY (or DOD sesupt [

RS Server Site: Wip v [MLBPSIE0RAS il

Dnagan Installers:

Eanlcralt. ]

Publication Vessior: |

Dragon User Poofies

P =3
Mammum Alloweed Contert Lengthe | 750 MB  [mex wabie is 1 GE]
Accourt Hamsa:
e S Defat teh Sis v|
Claga

message by checking the box.

Best Practice

ey

%

If an SSL certificate is installed on the server / system, set the connection type to
HTTPS.

PN 889718

If this is a DOD facility, you should enable and add a site security

7. Verify the RAS server site URL setting. If installing to a cluster, you must change

the server name to the virtual cluster name.

8. Click Generate.
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The Publication dialog displays.

Current Wersion:

[[] The application is avaiable offine
[ Include application help fle

Upgrade Options

(®) Upgrade before application starts

O Upgrade after application staits

[] Check every l?: g ldays

(] Require most recent version

9. Click Edit User Configuration.

Server Connections Hugﬂunnpﬂuul

Server 1: Defaut Server

RAS URL 1: |I'l¢p:.f"ﬂlLB-FSlED~2.|"H.I"|5

Confirm that the actual server name is entered in place of localhost.

October 1, 2018
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Best Practice
P

[

%

If an SSL certificate is installed on the server / system, set the connection type to

HTTPS.

10. Click on the Integration Options tab.

O

PowerScribe 360 | Reporting - Configuration [= | B _
Server Connections | Intearation Ophions

Remating Port: | 9080

Remating Host: | |

Launch Location: | hittpe 4414 LB-PSEE-D-35:"P'5BE[Hepa:tingCIienh’Client.n"Nuar|

Encryption Keyw: I |

[ Minimize After Logout

0K Cancel

Best Practice
FEE

[/~

%

If an SSL certificate is installed on the server / system, set the connection type to

HTTPS.

PN 889718

11. Enter or verify that the port is 9090 and click OK.
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The Publication dialog displays.

s PowerScribe 360 | Reporting - Pub...| = | B [

Cument Wersion:

[] The application iz avaiable offine
[ Inchude application help fle

Upgrade Options

Application Configuration

| EditUserConfiguaion.. |

| EdiCommandGrammar... |

oK || Cancel |

12. Click OK to generate the publication. Wait while the publication is generated. You
are returned to the Client Administration Tool dialog.

If you get the error message running Mage.exe:2, you may need to
update  the intermediate certificates  (Intermediate  Server

Certificates.zip) on the server. The certificates are available on the DML
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After the generation of the publication, you will note that the Publication Version now

appears.
[4] PowerScribe 360 | Reporting - Client Administration Tool — =] &
Chant [nstaler
Inztal Tyoe
@ Cieats weblnazle
Web Site / Folder: Diedaud! wieb Sile ol
Sarver Palb [ hitp | [ML8-PS360-4/P3 J60Feparlingherk:
) Cieate Shaved Fokder Installer
Publicaion Destinarion |
Shane Hlame [
] Cieate DWD Instaler
VD Destnation Pt | ENuanceDYDimage | (=
Dlwﬁsmltepdlh [ iy b OISR BOniRd ||
Diagan Installe: Prack.
Ceping Diagan
Infegration Componenty n|
| =
Puidfication Sounce Pall 7 uancePowat| | .. |
|nehade Dizclamer B antesromcrmoroorsempr——T
RS Servel Site: Wip v [MLE-P33E0 i ]
Fublication Vession: eqenerale Generale,,
Dragon User Profies
i =
Mammram Allowed Conterd Lengihc 750 MB  [mancvabi=is 1 GB)
Accourt Hamsa.
Wi Sihe Defaul Weh Sie w
| Claze

The PowerScribe 360 Reporting Client successful install dialog displays.

Muance PowerScribe 360 | Reporting -

Powerscribe 360 | Reporting Client installation created successfully.

Ok
13. Click OK.
14. Click the ellipses next to Path in the DragonUsers Profiles section and set to
X:\Nuance\DragonUsers.

If on a cluster, this path must be the same on both nodes.

If a DragonUsers folder does not exists, you can use the Make New
Folder option to create the folder at X:\Nuance\DragonUsers.

15. Enter the Service Account Name using the format Domain or Server \Account
Name.

16. Accept the Default Web Site entry.
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If you have already installed the client admin to Node 1 of a cluster and
are installing to Node 2 of a cluster, DO NOT perform Step 17. Skip to
Step 19.

17. Click Set up Site.
18. If the following dialog appears, click Yes.

Wirtual folder already exists and is referring to another folder, Do you want to

continue?

19. Click OK.
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Configure App Pool Reset

1. Open IIS Manager.

"-'H Internet Information Services (LI15) Manager

I.:4 o ¢ WINBGINSTSTOD » Pggplcation Pook

[Exd] wew Help
Connections

_Hl.'_ =Nl
4'3 Rt Page
B3 WINGSONSTSTOL (LR
o Bppheatun Pocks
+ - Shes

PN 889718

H‘.g Application Pools

This e bets ywou viesw srd manage the kst of sppbostion pooks on the server. Apphoatson pools ane aesocisted
il vedr ki procedded, ConbaRn ofvd Or fone sppkesbions, &0 provade Eolstion smong differant spple sliofs

Filter; - = L e Al | Group by o Grouping

Hane = | status m Frame... | Maraged Pipsk... | Iiderity
T AP NET 0 Sarted pree—" rsrep——
L VASPMET vA.0 AP NET w40 Defaulidl,., Starbed  vd n Intear sted Appke stiorPealld
LHASPNET w40 Classic Started i Classic Aipphe stiorPoolls
LVASRNET w0 Defsuitippionl Started w20 Inbegrated Aippie stiorP ool
£ }cluu: HET Bppiocl Stated  wi) Classic Appke stionPoclice
i ,anu.lt.md Started w40 Inbegrated ApplcationPoollde

Select Application Pools.
From the Application Pools list, select PS360AppPool.

From the Actions area, select Recycling.

2.
3.
4.
5.

On the Recycling Conditions dialog:
a. Uncheck Regular time intervals (in minutes).
b. Check Specify time(s).
c. Enter the time in the Specified time(s) box.

Edit Applc ation Poal Recycling Settings

‘-—‘ Recycling Condithons

L
Freed rkervals
™ Regulsr tivee nbervali (n mrwtes): I Fiond usnber of rogquésts:
¥ Spechic time(s):
['s:l:ani

Example: S00 PH, 12:00 AM

Masmtry Buarpond Meyairrmres
[ et masmory usagn (n KB): I Peivste mesmory ussgs (n KB):
I |
Cwee ] | coma |

October 1, 2018

o Rdd Appkeation Pool...
Satnppkﬂ.mPode

-lwk-rtml’wl Tasks
B sup
o Recycle. .,

Edit Application Pool
Brasic Sebbnugs...
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i Edit Application Pool Recycling Settings

|

6. Click Next.

""—‘p Recycling Events to Log
L=

Event log entries can be generated when an application pool is recycled, Select the recycling events to
log,

Configurable recycling events:
p Recular Hme inkaryals I_ Scheduled tm{s:l
F yirtual men o7y LSAdE F Frivate memar Y Usa0e

™ pumber of requests

Runtime recychng events:
™ on-demand

™ Configuration changes
[T Unhealthy ISAPT

Previous Mext | | Finish I

Cancel

7. Click Finish.
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Apply Post Installation Hot
Fixes/Patches

Download and apply all available hot fixes and patches for the version you have
upgraded.

If site will FAX out of PS360
Downgrade PDF version on Application Server

If the site is using PS360 for faxing (direct from PS360), you will need to uninstall the
version of PDF that was installed with the application server (8.1) and down grade /
install Nuance PDF v7.1.

This issue only impacts v3.x and is not required for any other version.
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System Configuration

Application Configuration

Verify Portal Version
Check the version number in the gray border areas in the lower right to make sure that

it is the version of software that you installed/updated. The version number in screen
below is only an example.

Nuance PowerScribe™ 360 | Reporting v3.5 (build 6.5.19.0) DB Version: 359

Set Admin Password

1. Consult with the client and/or Project Manager about setting the Admin account
password.

2. Log on to the Portal and change the Admin password from the default of
commissure to a unique client provided password, and update SalesForce with the
Admin password.

® The “Admin” password entered should be provided by the customer’s site
administrator consistent with the customer’s internal password policies.
Nuance recommends the use of strong/complex passwords.

i \7}
w ® Passwords should only be communicated over secure encrypted channels

and/or stored in secure encrypted locations.

Best Practice

-

Save Changes | Clear Password v
Usemame Change...
Login: admin
Prefix First T R

Configure Application Server Settings

1. Go to Setup/System/Configuration/Application Server.
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2. Check the Store audio in files option.
Provide the path to the Audio storage folder.
* For non-cluster configurations: X:\nuance\wave

¢ For cluster configurations: \<FileShareServiceName>\wave

Srpwten Con [Rgparation Pt i Detaulis | Valdate Settwags | Saree aid Clors | Clorses Winsdorey

Apphcaton Sevver | Wb Portal | Bridge Service | Speedh LRty | PowerSone 350 Chest | Other Services
Shore audis in Fles;
Audio storage folder: O\ luance Wave
Enaiile SMTF
SMTP bast
SMTE porl: 25
SMTP T
SMTP passward

Portal LHL: hitp

Enable Fax
Fiax jaervist

3. Enter the address of the Admin Portal page. Examples:
For non-cluster configurations, enter:
http://<PS360Server>/radportal
For cluster configurations, enter:

http://<PowerScribe360ApplicationClusterName>/RadPortal

Best Practice
’ If an SSL certificate is installed on the server / system, set the connection type to

@ HTTPS.

4. If the system uses the Fax option:

The RAS application must have access to the drop folder.
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a. Check the Enable Fax checkbox.

b. Enter the Fax server name.

Fax Server is typically deployed on the Portal server but can also be installed
on a separate server for sites that require it.

c. Enter the Fax drop folder path. For example,
X:\Nuance\PS360_outgoingfax.

Configure Web Portal Settings
1. Click the Web Portal tab.
System Conlfiguration Rl 1o Daslaults | Vil Seltings | Sawe Snd Chose | Closs Window

Application Server  Web Portal  Bridge Service  Speech Utilty  PowerScribe 360 Chent | Other Services

Portal Dragon wser directory; O\ uance | Dragonlsers

Eridge Service nama: Musnos BesBridge

Bridge server:
DaibBodid refoeth fate: | 30 seconds x
Magmum seach recerds: | 3600 =

Printable document feemat: | PDF -
Emabbe axtonded multi select:
Enable use by radiclogats; #

Emabbe uds by phyisnang o

Tirsd i1 i3 s et . bl v s
Test in bokd indicates settings whose vabu has dhanged from defaut

2. Enter the Portal Dragon user directory (i.e., the DragonUsers directory).
¢ For non-cluster configurations: X:\Nuance\DragonUsers
* For cluster configurations:
\\<FileShareServiceName>\DragonUsers
3. Choose the Printable document format used at this site (PDF or Word).
4. Leave the Bridge Service name Nuance RadBridge.
5. Bridge server entry:
+ Non-cluster configurations: Leave the entry blank.

¢ Cluster configurations: Enter the RadBridgeServiceName (i.e.,
RadBridgeSVC).
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Configure Bridge Service Settings

1. Select the Bridge Service tab in the System Configuration dialog box.

(4] Nuance PowerScribe® 360 | Reporting: System Configuration - Nuance PowerScribe® 360 | Reporting: Sign-In |;|£-
System Configuration Reset to Defaults | Validate Settings | Save and Close | Close Window ~
Application Server = Web Portal  Bridge Service  Speech Utility =~ PowerScribe 360 Client | Other Services

Enable LEXIMER processing: [ [False]

Enable mobile notifications: | Disabled v] [Disabled]

Enable Bridge logging to database: [ [False]

I Bridge global log folder: |C:\Nuance\BridgeLogs | I ]

Days to keep account audit events: |1 year V| [1 year]

Days to keep account speech action logs: | 2 months V| [2 months]

Days to keep bridge audit events: |1 year V| [1 year]

Days to keep bridge event logs: |2 months V| [2 months]

Days to keep final report audio: |7 days V| [7 days]

Days to keep content audit: :? days V| [7 days]

Days to keep order audit events: |1 year v| [1 year]

Days to keep report audit events: |1 year v| [1 year]

Days to keep order and report attachments: |6 months V| [6 months]

Days to keep patient attachments: |1 year V| [1 year]

Days to keep order and report audio notes: |6 months V| [6 months]

Days to keep patient audio notes: |1 year V| [1 year]

Days to keep exception logs: |3 months V| [3 months]

Days to keep administrative audit events: | Infinitely V| [Infinitely]

Days to keep AutoText usage: |1 year V| [1 year]

Days to keep DICOM SR: |3 months V| [3 months]

Days to keep Quality Check results: | Infinitely V| [Infinitely]

Text in green Indicates default values.

Text in bold indicates settings whose value has changed from default. v

2. Bridge global log folder: Enter the Bridge log path, (X:\Nuance\BridgeLogs)
where X is the Data Drive.

On a cluster configuration, this will be the drive letter assigned to the
m RadBridge Cluster Service.

3. Consult with the Customer to determine the Days settings on this screen.

4. Click Save and Close.
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Configure PowerScribe 360 Client Settings

1. Go to Setup/System/Configuration/PowerScribe 360 Client.

0 Nuance PowerScribe® 360 | Reporting: System Configuration - Nuance PowerScribe® 360 | Reporting: Sign-In |;|£-

System Configuration Reset to Defaults | Validate Settings | Save and Close | Close Window

Application Server = Web Portal ~ Bridge Service  Speech Utility  PowerScribe 360 Client | Other Services

Dragon user directory: ihttp:;’,n’mlb—ps360—35;DragonUser5 n
|

1l

|
|
|
Dragon minimum compute speed: |SD% V| [50%]
|
|

Dragon share username: iSewerName\PSSewice

Dragon share password: !uno

Dragon maximum compute speed: i?D% v [70%]

IRadWhere port: |9090 [o]
Broadcast IRadWhere events: ¥ [False]
Days to keep application logs: i_lU days VJ [7 days]

Text in green indicates default values.
Text in bold indicates settings whose value has changed from default.

2. Non-cluster Configurations:

Enter the Dragon user directory, which is the directory used for the
PowerScribe 360 Client User Profiles, in the following form, for non-cluster
configurations:

http://[<SERVER>/DragonUsers

Best Practice

ey If an SSL certificate is installed on the server / system, set the connection type to

% HTTPS.

3. Cluster Configurations:

Enter the Dragon user directory, which is the directory used for the
PowerScribe 360 Client User Profiles, in the following form. for Cluster
configurations:

http://<FileShareServiceName>/DragonUsers
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Best Practice

If an SSL certificate is installed on the server / system, set the connection type to
HTTPS.

PN 889718

4. Enter the Windows Service Account Name and Password.
5. For IRadWhere port, enter 9090 if not already set.
6. Check Broadcast IRadWhere events.

October 1, 2018
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Configure Other Services Settings

1. Select the Other Services tab in the System Configuration dialog.

System Configuration Reset to Defaults | Validate Settings | Save and Close | Close Window "
Application Server  Web Portal = Bridge Service Speech Utility ~ PowerScribe 360 Client = Other Services [
Reporting Services URL: |http://MLB-PS360-35/ReportServer/reportservice2010.asmx
[http://localhost/rep ver/rep vice2010.asmx]
Reporting Services username: |administrator | ]
Reporting Services p i |uou | 0
Reporting Services d [ mlb-ps360-35 | n
Critical Results Service URL: |h|:|ps:ﬂp5360crti- Iresults.com/criticalresultsapi4.0/M DataService.asmx |
[https://ps360criticalresults.com/criticalresultsapi4.0/| ataService.asmx]
Critical Results Dashboard URL: |hu])s:ﬂps360c|ii- Iresults.com/Powerscribe360/Radiologi: ht l.aspx?RadID={0} |
[https://ps360criticalresults.com/Powerscribe360/RadiologistDashboard.aspx?RadID={0}]
€RADPEER Service URL: |hitps://radpeer.acr.org/webservice/ |
[https://radpeer.acr.orgfwebservice/]
Quality Check Service URL: [https://wvw.escripti com/. Demo/ |
]
Quality Check License ID: [f3aa7b9f-ad22-4fbs-ab41-7eabe3b0183¢ | o
Quality Check Connection Type: |ExplicitHost v [ExplicitHost]
PowerShare Service URL: |https://api iology.com/services/rest |
[https://api.seemyradiology.com/services/rest]
PowerShare Web URL: |https://www1.nuancepowiershare.com/smi/logi |
[https:/fwww1.nuancepowershare.com/smrflogin]
PowerShare Widget URL: |https://widgets.seemyradiology.com/rest |
[https://widgets.seemyradiology.com/rest]
PowerShare CG Service URL: !'-“- [/ps360. hare.com/ContentRepository |
[https://ps360.nuanc hare.com/ContentRepasitary]
PowerShare CG Web URL: !'-“- [/ps360.nuanc hare.com/ClinicalGuidance |
[https://ps360.nuanc b com/ClinicalGuidance]
Log Collector URL: [http://localhost/PS360FileUploaderservice |
[http://localhost/PS360FileUploaderService]
Log Collector username: | |
Log Collector password: |uou |
Log Collector file p |“" jata%t\Nuance\Dragon SDK Client Edition12\Dragon®.*;%:localappdata®t\; e‘\PowerSu‘ibel
[3-appdata®:\Nuance\Dragon SDK Client Edition12\Dragon®.*;%localappdata¥\Nuance\PowerScribe360' Logs\*.*]
Log Collector archive days: |1 month V| [1 month]
Montage Patient URL: | |
[
Montage Search URL: | |
0
Montage Security Key: | | ]
STATdx Vendor ID: | | ]
STATdx Group ID: | | 0
Text in green indicates default values, v

Text in bold indicates settings whose value has changed from default.
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2. Change localhost in the default for the Reporting Services to the SQL Server
name.

Best Practice . .
¢ For Cluster configuration, use the Virtual SQL Cluster name.

¢ For SSL sites, use the FQDN.

(]
b ¢ Change the Protocol to HTTPS.

If SOL 2012 is used, change the Reporting Services URL file from the
m default reportservice2010.asmx file to reportservice2005.asmx from the

Portal.

3. Enter the:
a. Windows Service account Name and Password.
b. Server machine name in the Reporting Services domain file.

4. Change localhost in the default for the Log Collector URL to the Application
Server name.

Best Practice

If an SSL certificate is installed on the server / system, set the connection type to

@ | HTTPS.
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[https://ps360criticalresults. com/Powerscribe360/RadiclogistDashboard.aspx?RadID={0}]

eRADPEER. Service URL: | https://radpeer.acr.org/webservice/ |
[https://radpeer.acr.org/webservice/]

CLU Service URL:

[]
CLU Connection Type: |Exp|i|:itHust hd [ExplicitHost]

PowerShare Service URL: |https:ﬂapi.seemyradiolugy.com,-’senricesfrest |

[https://api.seemyradiology.com/services/rest]

PowerShare Web URL: | https://wwwl.nuancepowershare.com/smr/legin |

[https://wwwl.nuancepowershare.com/smr/login]

PowerShare Widget URL: | https://widgets.seemyradiclogy.com/rest |
[https://widgets.seemyradiology.com/rest]

PowerShare CG Service URL: |https:Hps.’it’:i].nuancs.-powershare.cr:rrrl,{ClJntentRan:lsitor‘,tr |

[https://ps360.nuancepowershare.com/ContentRepository]

PowerShare CG Web URL: |https:Hps.'iﬁl].nuancepowershare.cornfCIinicaIGuidam:e |

[https://ps360.nuancepowershare.com/ClinicalGuidance]
Log Collector URL: |http:ﬁmlb—nico—élj,‘Psaﬁﬂl—_lleUploaders-er\rice x |
[http://localhost/PS360FileUploaderService]
Log Collector file patterns: |%appdata%\Nuance\Dragon SDK Client Editionlz\Dragon*.*;%Iocalappdata%\Nuance\PowerScrihe|

[@appdata%\Nuance\Dragon SDK Client Edition12\Dragon™.*;%elocalappdata®\Nuance\PowerScribe360
\Logs\™.*]

Log Collector archive days: |1 month V| [1 month]

Montage Search URL: | |

Montage Patient URL:

Insights URL:

Text in green indicates default values.
Text in bold indicates settings whose value has changed from default.

5. Click Save and Close.
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Best Practice

&

In IS, enforce SSL.
1. Loginto the IIS Manager.

r“ W @ o N
o * i - B 1
b I’ . 3 : E- -

¢ & @ - A &

o | k f' 3 2 | a
2. Select Default Web Site.
3. Right click SSL.
4. Choose Open Feature.

P T — - '_-'

5. Check the box to “Enforce SSL”.

6. Click Apply
7. Close the IIS Manager

PN 889718

October 1, 2018

5-10



Report Server URL/User Configuration

To make reports run on Portal, you must add the Report Services Server name to SQL
Server Reporting Services.

=2 MNuance PowerScribe ® 360 | Reporting: System Configuration - Internet Explorer = -
[https://ps360criticalresults.com/Powerscribe360/RadiologistDashboard. aspx?RadID={0}]

eRADPEER Service URL: |https:,-’,u‘radpeer.acr.0rg,n’v\rehser\.rl'ceJnr |
[https://radpeer.acr.org/webservice/]

CLU Service URL: | |
[
CLU Connection Type: |ExplicitHost v [ExplicitHost]

PowerShare Service URL: |https:,-’,u‘api.seemyradiology.comfser\tices,l’rest |

[https://api.seemyradiology.com/services/rest]

PowerShare Web URL: |https:,-’,u‘wwwl.nuancepnwershare.com,-’smr,l’login |

[https://wwwl.nuancepowershare.com/smr/login]

PowerShare Widget URL: |https:,-’,u'widgets.seemyradiology.cum;’rest |

[https://widgets.seemyradiclogy.com/rest]

PowerShare CG Service URL: |https:,-’fpsaﬁﬂ.nuancepowershare.com,FContentRepository |
[https://ps360.nuancepowershare.com/ContentRepository]

PowerShare CG Web URL: |https:,-’,-’psaﬁﬂ.nuancepowershare.comfclinicaIGuidance |

[https://ps360.nuancepowershare.com/ClinicalGuidance]

Log Collector URL: |http:f,-’mlb-nico-4j.'rPS360FiIeUploaderSer\.rice bl |
[http://localhost/PS360FileUploaderService]

Log Collector file patterns: |‘2:’oappdata%\Nuance\Dragon SDK Client Edition12\Dragon*.*;%Iocalappdata%\Nuance\PowerScn’he|
[@oappdata%\Nuance\Dragon SDK Client Edition12\Dragon™.*;%localappdata%\Nuance\PowerScribe360
\Logs\=.*]

Log Collector archive days: |1 meonth v| [1 month]

Montage Patient URL: | |

Maontage Search URL: | |

Insights URL: | |

Text in green indicates default values.
Text in bold indicates settings whose value has changed from default. v

1. To add the user, go to http(s)://<SQL Server>Reports.
2. Click Folder Settings.
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ST TTmrmmroam— moegr mmmmrre o o o m e - m ey

f': Home - Report Manager - Windows Internetl Bxplorer provided by Centra

@@v[c_ (SR ——

L Bmvorites | ‘] wmatad Greg % B Wk e Galary *

A Homa - gt Manages [ |

S0L Server Reporting Services

4 Home

[ Mew Folder . Mew Data Source B Report Builder 4 Falder Settings { Upload File

clder Setting
=, MuanceDataSources

< MuanceReporis
ol

3. For SQL Server 2016, click Manage Folders.

]
« el\:)' Toculho st/ Reportibrowie

Home - SGL Server Reporting Services - Internet Explorer

p-g _!| D) Husnce PowerSeribe® 360 | Re—| & Home - SO0 Serves Report

* Favorites [ Browse [J Manage folder 4 Mew ~ F Upload W View w

{D Home

FOLDERS

Ij NuanceDataSources U NuanceReports

4. Click New Role Assignment.

@ﬂ' i hito:|{peRb02acone Feports Pages Folder asy J:‘j *1| (5 - Report Manager ’-'l_ll

Home | My Subscriptions | Site Sethngs | Help
SQL Server Reporting Services

= Home 2

XK Delete 40 New Role Assignment

Security [ roup or User 4 Role(s)
[] Edit BUILTINWAdDministrators Content Manager
[ Edit PS3602XCORE'Nuance Browser, Content Manager, Report Builder
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For SOL 2016, click Add group or user.

5QL Server Reporting S

W Favarites 1 Browse

Security 4 Add group or user

Edit Group or user Roles

BUILTIN\Administrators Content Manager

5. In Group or user name field, enter the Reporting Services account name.
6. Check the following roles:

¢ Browser

+ Content Manager

* Report Builder
7. Click OK.

Client Installation

When the clients are Windows 7 and the server is Windows 2016, in rare

instances the Dragon client may not connect to the server due to a
protocol issue. This can occur when the dragon client tries to use the
SSL2 protocol, which was depreciated in windows 2016.

When installing a client, if it does not connect properly, you may need to perform the
following:

a. Please note the current publication version as you will need this during
publication of the updated client

b. Go to the Nuance.PowerScribe360.exe.config file

(Step_03 PowerScribe360 7.0.111.5.US\Nuance.PowerScribe360.publish\Appli
cation

Files\Nuance.PowerScribe360 7 0 111 _5\Nuance.PowerScribe360.exe.conf
ig)

c. Uncomment the
<!--<add key="Commissure.dgnhttpsprotTlsl 2" value="1"/>--> line to
display as the entry below.

<!-- Uncomment the desire protocols to override the Dragon Network protocol setting -->

<l--<add key="Commissure.dgnhttpsprotTIls1" value="1"/>-->
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<!--<add key="Commissure.dgnhttpsprotSs13" value="1"/>-->
<!--<add key="Commissure.dgnhttpsprotSsl2" value="1"/>-->
<!--<add key="Commissure.dgnhttpsprotPctl" value="1"/>-->
<!-- DNS Service Pack 1 -->

<!--<add key="Commissure.dgnhttpsprotTls1 1" value="1"/>-->
<add key="Commissure.dgnhttpsprotTls1 2" value="1"/>

d. Republish the client. Please increment the Publication version by 1 as noted
in previous step where you noted the current publication version.

e. Update the client and log in.

Here is a sample Dragon.log showing the bad handshake

Roaming User WebDavSSL: FireConnected event Status code = 276, error during handshake[2]: 0x80090308
14:03:57.794

Roaming: ERROR - connectivityCheck call failed: location=https://ps360test.univrad.com/DragonUsers\, Error =276,
Server return = 276 error during handshake([2]: 0x80090308

14:03:57.795

(E:\work\1250relps360\natsdk\activex\ctlutil.cpp,1329) : pInterfaces->pIDgnSRAcoustic()->Enum() returned unexpected
value DGNERR_ROAMING_BAD_SSL_CERTIFICATE (0x80041037) in "Nuance.PowerScribe360.exe" process.
14:03:57.795

14:03:57.797

In ComCallFailed(), LastErrorGet produced no additional information.

14:03:57.797

Exception thrown (E:\work\1250relps360\shared\comcalls.cpp, 132).

14:03:57.797

14:03:57.810

Roaming User WebDavSSL: FireError event Status code = 276, error during handshake[2]: 0x80090308
14:03:57.810

Roaming User WebDavSSL: FireConnected event Status code = 276, error during handshake[2]: 0x80090308
14:03:57.811

Roaming: RoamingInternetCopySOptionsIni can't copy soptions ini file from

DO NOT install the client to any servers.

To install the client software, see PN 889795, PowerScribe 360 Client Application
Installation.
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https://isupportcontent.nuance.com/healthcare/documents/manuals/889795/889795.pdf
https://isupportcontent.nuance.com/healthcare/documents/manuals/889795/889795.pdf
https://isupportcontent.nuance.com/healthcare/documents/manuals/889795/889795.pdf
http://10.2.12.222/ParserNode/Details/191

SUS Installation
If you are installing additional SUS nodes, have all SUS nodes on the

same subnet as the Primary SUS server. If the SUS nodes are on a
IMPORTANT  different subnet, it will fail to process jobs, if it cannot connect to the
primary SUS server.

If you create a remote Profile storage server on a SUS server, all servers
must be configured identically and Nuance/DragonUsers must be on the

same drive letter (i.e. N:\) on all servers.

Create the Folders

1. On SUS, create a folder named Nuance on a local drive (e.g., drive C) and
configure the folder for Full Control for the folder permissions and the share
permissions for the service account you created.

If you wish to use drive D (if available) for storage, substitute D for C in all of
the examples in this section.

2. Configure this folder so that all subfolders inherit the same permissions.

3. Under the Nuance folder, create the following folders. Make sure that they have
inherited the same folder and share permissions as the Nuance folder.

® Logs
e Jobs
e Data

If this is a remote Profile storage server on the SUS server, also create the
following folders:

+ DragonUsers

+ DragonUsersTemp
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Microsoft SQL Server 2014 Express Installation

Important Installation Notes

During the installation:

Install using the SQL Server 2014 Express with Tools option so that you
download the Management application.

The installation will download other software applications, such as .NET
Framework, PowerShell, and Windows Installer if they do not already exist on
the machine. Reboot as required by the installation for these items. You will be
returned to the installation process after the reboot.

Server Configuration:

¢ Accept the instance \SQLEXPRESS, which is the default setting for the
installer (do not use default instance).

¢ Choose the Mixed Mode (SQL Server authentication and Windows
authentication) option.

Accounts:

¢ SQL Server Database Engine account: NT Authority\System, Startup Type set
to Automatic

+ Use the same account for all SQL Server services.

+ Add the Administrators Group to SQL access with sa rights.
Database Engine Configuration - you must install the following options:
+ Database Engine Services (do not check SQL Server Replication)

¢ Management Tools - Basic

SQL Server Installation Procedure

PN 889718

You may not be presented with all the steps listed below, depending on the third-party
Microsoft applications that may already exist on the machine.

1.

When performing the installation, log on to Windows as an Administrator or as a
domain user who has local administrative rights. It is easiest if you log on as the
same user that will perform any required administrative duties on the SUS
Server.

You must have Microsoft XML6 on the machine. Run Windows Update to get the
latest secure service pack for that application.

Allow the installation program to install any prerequisite programs, such as .NET
Framework, etc., rebooting as required.

Download the Microsoft SQL 2014 Express from Disk 1.

October 1, 2018 6-2



PN 889718

5. Launch the installation program. The SQL Server Installation Center dialog
displays.
v sSQL Server Installation Center 4
. N o
Planning h Mews SOL Server stand-alone installation or add features to an existing’,
Installation Launch a wizard to install SOL Server 2014 in a non-clustered environ_#‘_:

haintenance
Tools

Resources

Options

6.

o R Y U} - ey e, P e,
& el T T

features to an existing S0L Server 2004 instance. f

ﬁ" Upgrade frorn SOL Server 2005, S0L Server 2008, 501 Server 2008 R2 0’

Laurich a wizard to upgrade SOL Server 2005, SOL Server 2008, SOL Serk,
Server 2012 to SOL Server 2014,

M N A AN

Click New SQL Server stand-alone installation.
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The License Terms dialog displays.

License Terms
Toinstall SOL Server 2004, you must accept the Microsoft Software License Tenms.

License Ter ~
= MICROSOFT SOFTWARE LICENSE TERMS
Global Rules ™

Product Updates |MICROSOFT SO0 SERVER 2014 EXPRESS

R Thesa license terms are an agreament betwean Microsoft Corporation (or based on where you
Ingtall Rules [, one of ks affillates) and you. Please read them, They apply to e software named abave,
S which Inchudes the media on which you recedved it, if any. The terms also apply t any Micrasoft

Feature Rules k mj
Feature Confiquration Rules
Installation Progeess +  spplements,
Complete

[ 1 accept the license terms.

0 Turn on Customer Expenence Improvement Program ("CEIP<) and Error Reporting to help improve the
quality, relinbality and pesforrmance of Microzoft SOL Server 2014

= Microsoft SOL Server 2014 alto includes 3 Visual Sudio component that wall heve CEIP settings bumed
off by default. IF Visusl Sudso it installed, this cornponent will use the CER settings for Visual Stadee,

7. Accept the license terms and click Next.
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The Install Rules dialog displays.

Install Rules

Zetup rules identify potential problems that maghit occur while running Setup. Failures rawst be comected before Setup

can continue,

License Temns

Global Rules

Product Updates

Install Setup Files

Irvstall Risles

Feature Salection

Feature Rules

Instance Configuratson
Server Configuration
Database Engine Configuration
Fexture Configuration Rules
Installstion Progress
Camplete

Operation cornpleted, Passed: 7. Failed 0. Warning 0. Skipped O,

Status
i@ | Fusion Active Template Library (ATL) I Pagsed
=] | Previous releases of SOL Server 2008 Business Intelligence Dewvel | Pagsed
@ | Corsistencyvalidution for SO Server registry keys | passed
@-C;Wuﬁﬂ.dmtin :WW"IFI -hm_.j
@ Microsoft NET Application Securiy | Passed

& Windows Firewnil Passed

Bazsed

8. Make sure that all operations have a Status of Passed. Correct any that failed
before proceeding, then click Next.

If nothing is needed this screen will be skipped.
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The Feature Selection dialog displays the Features.

Features:

Instance Features
Database Engine Sersices
[] 30L Server Replication
Shared Features
Client Toals Connectivity
[ ] Client Tools Backwards Compatibility
[] client Toaols SDK
Fanagerment Tools - Basic
Managerment Tools - Complete
S0L Client Connectivity SDK
[ ]LocalDE
Redistributable Features

9. Check the following options:
¢ Database Engine Services
¢ Management Tools - Basic
+ Management Tools - Complete
+ SQL Client Connectivity SDK
10. Click Next.

October 1, 2018
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The Feature Rules dialog displays.

Feature Rules

Zetup is runnéng rules to determine if the installation process will be blocked. For more information, click Help,

License Terrms

Global Rules

Product Lpdates

Install Setup Files

lncrtall Aules

Feature Selection

Feature Rules

Instance Configuratson
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installstion Progress
Complete

Operation cornpleted, Passed: 3. Falled 0 Warning 0. Skipped 0.

Migw detyiled repo

Flule
@ | Prior Visusl Studio M0 nstances requiring update.
& | Product Update Language Compatibility
] | Microsoft MNET Framswark 3.5 Sendce Pack 1 s required

11. Make sure that all operations are passed, and click Next

If nothing is needed this screen will be skipped.
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The Instance Configuration dialog displays.

Instance Configuration

Specify the name snd instance I0 for the inctance of S0L Server. Instance 1D becomies part of the installstion path.

License Terns

Global Rules

Product Updates

Install Setup Files

lrcrtal Rules

Feature Selection

Feature Rules

Instance Conligur ation
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installstion Progreds
Complete

() Default nstance

) Narned initance: |S')I.WI‘ESS

[sotexpress

SOL Server directory:  C\Program Files\Mscrosaft S0L Senern\M550L12.50LEXPRESS

Installed instances:

| Imstance Mame

12. Leave Instance name and Instance ID at default of SQLEXPRESS.

13. Click Next.
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The Server Configuration dialog displays.

Server Configuration

Specify the senace accounts and collation configuration.

License Terrns
Globa Rules
Product Updates
Install Setup Files
lrncstall Rules
Feature Selection

Service Accounts | Collation l

Micrasoft recornmends that you use 8 separste account For each S0L Server penace.

Sendce

SOL Sercer Database Engine
SO Sercer Brower

Account Hame
eAMESOLESOLEPRES:

Paspanad Startup Type

Iﬂu.mrna!i:

|l‘.'|i1::b|ed

Festure Rules

Instance Configuratson
Server Conliguration
Database Engine Corfiguration
Feature Configuration Rules
Installation Progress

Camplete

Cancel

14. Click the down arrow in the Account Name field for the SQL Server Database
Engine Service, and click Browse.

The Select User or Group dialog displays.

Select thiz object bype:

|Llser, Group, or Built-in security principal | | Object Types... |

Erarn thiz location:
|MLE-SE!L2III1 AEXP

|| Locations. .. |

Enter the object name to select [examplez]:
SYSTEM|

Check Mames

| T ]

15. In the Enter the object name to select box, enter SYSTEM, and click OK.
16. Verify that the Startup Type for SQL Server Database Engine is set to Automatic.
17. Click Next.
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The Database Engine Configuration dialog displays.

Database Engine Configuration

Specify Database Engine authentication security mode, sdministrators and data directories.

License Terrns

Global Rules

Product Updates

Install Setup Files

Incrtall Rules

Feature Selection

Feature Rules

Instance Configuratson
Server Configuration
Dstabase Engine Conflguration
Feature Configuration Rules
Installstion Progress
Complete

Server Configuration | Data Directories | User Instances | FILESTREAM |

Specify the suthentication mode snd administrators for the Database Engine.
Authertication Mode —

() Windows suthentication rode

(%) Mived Mode (S0 Server authentication and Windtren authentication)

Spacify the pasrword for the SOL Server systern administrakor (3a) accownt, -

[Enter pas ward: [o"o-u"

Confirm pasword: lnu“u.

Specify J0L Server adminastrators

ML E-S00 101 AENE  Adeviina strabisr Ldrnénitratos)

hiwve unrestrcted ncceds
to the Dakabaze Engine,

| 2dd CurertUser | | Add.. | | Remove |

18. Make sure that you are on the Account Provisioning tab and Choose the Mixed
Mode (SQL Server authentication and Windows authentication) option.

19. Enter the SA password and confirm. Ensure this password is recorded in CRM.

20. The installer will add the current account as an administrator. Click the Add button
to add the BuiltIn Administrators.

The Select Users or Groups dialog displays.

Select thiz object type:

|L|sers, Groupz, or Built-in securnity principals | | Object Types... |

Erarn thiz location:

[MLE-SOL2014EXP [ Locations... |

Enter the object names to zelect [examples]:

Admiristratorg

Check Mames

|| Cancel |
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The License Terms dialog displays.

21. On the Select Users and Groups dialog box, make sure that the Location is set to
the local server, and type Administrators in the Object Names box.

22. Click OK.
The Database Engine Configuration dialog displays.

23. Verify that the BUILTIN\Administrators shows in the SQL Server administrators,
and then click Next.

The installation will begin after clicking Next

The Complete dialog displays.

Complete

Yowr 0L Server 2074 installation completed successfully with product updates.

License Terrms

Global Rules

Product Updates

Install Setup Files

Incrtall Rules

Feature Selection

Feature Rules

Instance Configuratson
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Infarmation about the Sttup opertion or possble net steps:

Feature Status
L Management Toals - Complets
&) Clent Tanls Connectraty
I.g Management Tools - Basac
@Dﬂabase Engine Seraices
& 201 Browser
5 501 Writer

Dretmils:
ewing Product Documentation for SOL Server

nly the components thal you use to view and manage the docurnentation for SQL Saner have
sen installed. By defaull, the Help Viewsr componert uses the onling library. Afler nstaling
L Server, you can use the Help Library Manager component to dewnload documentation 1o
our local cormputer. For more inforrnation, see Use Microsoft Books Ondine for SQL Server
<hktpf i i =),

24. Click Close to complete installation.
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Install Dragon SDK Medical

Before proceeding, verify that all previous versions of Dragon are
m uninstalled.

This procedure requires the use of the latest Dragon Release. Perform the step on the
SUS.

1. Copy the dsc_med.exe file to the SUS machine.

2. Double-click the file. The application will automatically extract files to
%temp%)\NaturallySpeaking.

3. Locate the setup.exe file in the %temp%\NaturallySpeaking folder and
double-click it to run it.

The InstallShield Wizard will automatically install any prerequisites required for
Dragon Medical SDK.

4. Click Install.
5. Click Next.
The license agreement displays.
6. Enable the radio button to accept the license.
7. Click Next.
The Customer Information dialog displays.

8. Enter the User Name, Organization, and the Serial Number
(A709A-HE4-0010-2200-00).

9. Click Next.
The Setup Type dialog displays.
10. Enable the Typical/Complete radio button.
11. Click Next.
12. Click Install.
Wait for the installation to complete.
13. Click Finish.
14. Reboot the server.
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Install SUS

Step 1 - Preparation

Make sure that you uninstall the PowerScribe 360 Integration Component on the SUS
machine before you install the new software.

1. Create a 360_Install directory under the root of the drive where the Nuance
installation files will reside. You will download the new software to this

directory.
2. Under the 360_Install, create a directory named SUS Install.
3. Copy the x_x_x_x.zip file to the folder.

MNarne Size Tvpe
Esetup.exe 391 KE Application 3
i3 susInstaller msi 4,052KB Windows Installer P... 3

Step 2 - Welcome Window

Navigate to the setup.exe and double-click it to start the installation.

15 Speech Utility Server Setup | x |

Welcome to the Speech Utility
Server Setup Wizard

The Setup Wizard will install Speech Utility Server on yvour
computer. Chck Mext to continue or Cancel ko exit the Setup
Wizard.

~3
NUANCE s

Mext = | | Cancel

PN 889718 October 1, 2018 6-13



Step 3 - Feature Selection Window

1. Click Next on the Welcome dialog to display the Custom Setup dialog.

) Speech Utility Server Setup

Custom Setup

Select the way wou want Features to be installed.

Checkjuncheck the checkboxes below to change the way Features will be installed.

Install SUS Server
Install SUS Speech Mode
il) Single non-virkualized warker node will be installed,
.

Locatian: Z:\Program Files {x5&)\Muance)Speech Utlity Server!

|DiskLIsa-;|e| | < Back ” Mext = | | Zancel |

2. If this is the main SUS Server or a Profile Storage SUS server, check both of the
following:

+ Install SUS Server

+ Install SUS Speech Node
OR

If this an additional SUS Server, check only the Install SUS Speech Node option.
3. Click Next.
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Step 4 - Server Settings Window

After completing the steps above with the proper selections, click Next to continue to
reach the dialog below to display the Speech Utility Server Setup dialog. You must
enter the destination directories for the logs. The following is an example:

i)

Speech Utility Server Setup

Speech Utility Server generic settings

Please specify the Faollowing setkings for the proper configuration

Folder path For Dragon log files:

|C:'|,Nuanu:e'l,]u:u|:us'l,

Falder path For Speech Utility Server log Files:

|C:'|,r'-.luann:e'l,Ln:n;|s'l,

[ This server is used as the Profile Storage File Server
Dakabase server name or connection skring:

|.'|,SQLE><F‘RESS

Falder path of SOL Server dakabase files on database server:

|C:'|,r'-.luann:e'l,Data'|,

[ ]use 5oL Server authentication - credentials specified in connection string

« Back ” Mext = | | Zancel

1. Enter/verify the location for the paths to the Dragon log files and SUS log files
for this server, using the correct drive letters and folder names.
If this is going to be a Profile Server, check This server is used as the
Profile Storage file server.
DECISION
2. Set the database server name or connection string to:

ASQLEXPRESS

If installing the Spark DB to a full SOQL server install, you must use a
m different connection string. The format for using an SQOL server is:

PN 889718

server=xxx, UID=yyy, PWD=zzz

Use a Windows local administrator account ID and password from the SQL server,
so the application has rights to create the DB files.
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3. Set the Folder path for the SQL database files to X:\Nuance\Data.

If using a different server hosting SQL, be sure to specify the proper drive letter
on the DB server.

Be sure to check Use SQL Server Authentication - credential specified in
connection string.

[ JUse S0L Server Authentication - credentisls specified in connection string

4. Click Next to continue to reach the following dialog and enter the server settings.
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Step 5 - RAS and Profile Storage File Server Settings

PN 889718

The following dialog is only an example.

i, speech Utility Server Setup

Speech Utility Server - server settings

Please specify the followingpeettings For server configuration

RAS URL: |http:||'||'MLB—P536III—25||'RhS
Profile server IP address: |1D.2. 12.36
Profile folder local path: |ll,ll,MLB-PSSE\D-zSﬁ,DFagDHUSBFS

Administrakor user account on the Roaming Profile Storage File Server, Can be blank if
the speech node is running under an account with Adminstratar priviedges ko the Profile
Storage File Server:

ser name: |

Password: || LITYTYTYT] |

Zonfirm Password: [essssnnnsl

RAS URL

For non-cluster configurations, use the host name for the Application Server.

For cluster configurations, use the FileShare Service Host Name.

Profile Server IP Address

For non-cluster configurations, this is the IP address of the file server that acts as the
Roaming Profile storage and must be specified here. Do not use the host name.

For cluster configurations, use the IP address assigned to the FileShare Service Host
Name.

If this is a Remote Profile Storage Server, the option will not be shown.
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Profile Folder Local Path

This is the location where the user profiles are stored, for example:

® Location on the application server where user profiles are stored
\\<servername>\DragonUsers.

If this is a Remote Profile Storage Server, the option will not be shown.

Administrator Account

Enter Service account name and password as \<Service Account>.

Step 6 - Service Account for SUS

PN 889718

After clicking Next in the section above, the following dialog displays.

i Speech Utility Server Setup

speech Utility Server - service account

Please specify the Following settings For server configuration

Service account For Speech Ukility Server { Format: DaomaintUserMame ar JyJserMame )

User name: |

Passwiord: | TIIIIILL]

Confirm Password; ssssssnns]

< Back. ” Mext = | | Zancel

5. Enter the Service Account Name in the User name field.
6. Enter the Service Account Password in the Password field.

7. After entering the information, click Next to display another dialog for the Speech
Node that is nearly the same as the one above.

8. Enter the Service Account in the User name field.

9. Enter the Password in the Password field.
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10. Click Next.

i Speech Utility Server Setup -

The Setup Wizard is ready ta begin the inskallakion

Click Install ko begin the installation. IF wou want ko review or change any of wour
installation settings, click Back, Click Cancel bo exit the wizard,

< Back ” Install | | Cancel

11. Click Install.

After the installation is complete, the following dialog displays.

Completing the Speech Utility
Server Setup Wizard

Chck the Finish butbon to exik the Setup Wizard,

~
NUANCE

12. Click Finish and close all windows.
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13. Edit the Registry as follows:

a.

b.

Right-click Start, and select Run.

Prograrms and Features
Powver Options

Ewent Wiewer

Spstermn

Device Manager
Metwiork Connections

Disk Management

Computer Management

Carmand Prompt

Command Prompt (8dmin)

Task Manager
Control Panel
File Explarer

Search

Run

Shut down ar sign out

Desktop

In the Open box, type Regedit to run the program.

Y

g

Run

Type the name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you,

Open:

W

B This task will be created with adeministrative privileges.

] 4

Cancel

Browise...

The Registry Editor opens.
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c. Navigate to:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Lanmanwork

station\Parameters\

File Edit View Favorites Help

b IpFitterDriver 3B\ OtherDomains  REG_MULTLSZ

Ui IPMIDRY
., IPNAT
b e isapnp
b iSesiPrt |.
b - o kbdelass
b~ ). kbdhid
b kdnic
b- e Keylsa
b KPSSVC
J. ESecDD
). ESscPig
). Esthunk
b Ju KirnRm
- Je LanmanServer
4 ). LanranWorkstation
L Linkage
| NetworkProwider
“.. Parameters
b ldap
b - Mo
b Mtdsve
by Imhosts i
< m | ¥

b-Ju inetaccs ~ || Narne Type Data

bl Inetinfa ¥ (Default) REG_SZ fualue not set)
b Ju intelide 24 EnablePlainTest.. REG_DWORD 200000000 ()
bk intelpprm B EnsbleSecurityi. REG DWORD 00000001 (1)

b iphlpave 24| RequireSecurity., REG_DWORD Q00000000 (D)
ab] SepiceDll REG_EXPAND_Z  %SystermBootiGystemIiwkssve.dll
B ServiceDllUnlos... REG_DWORD 200000001 (1)

Computet\HEEY_LOCAL MACHINEVEYSTEM\CurrentControlZetySanvicesiLanman'Work rtation’\Parameters

d. Create the DWORD entries below:
¢ FileInfoCacheLifetime with value data of 0
¢ DirectoryCacheLifetime to 0

+ FileNotFoundCacheLifetime to 0

File Edit View Fawvortes Help
I T p- A kbdclass [=] hia.r;'u-t T‘,a'Pl' -
b kbdhid ) Default) REG 3T
B kdnic | DirectanCacheLifetime REG_DWORD
bk Keie T ErnbleRlainT edfussiond REG_DWAORD
bl KPERC ErbleSecuntySognature REG_DWORD
Ji KSechD EFilelnfoCachelifetime REG_DWORD
e KiacPig EJFileNotFoundCachelifetime REG_DWORD
Ao ksthunk | OtherDomains REG_MUILT_5Z
Bod Ij"“““& = Require SecuritySignaturs REG_DWORD
i e & 25 e sow.2
B linksge i SericeDlilindoad On o REG_DWORD
b NetworkProvides
Ll Parameters
ol Idap
bod Ibdio
bl ldaee
bl Imhosts

{valug not seth
CDOD00000 (0
(Ce0O000000 (0
Q00000001 (1)
00000000 (M
(DDDO0000 (0

D DOOO0000 (M

HiSysternFiootid Spstem 3 Mk ssvc dil
CobdOO0001 (1)

14. Reboot the server.
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If the Customer has purchased Mobile Bridge AND the feature will be

accessed outside of the Customer’s Network (DMZ/firewall), the
IMPORTANT  application must be installed on a server, separate from the application
server, in the customer’s DMZ.

The I1IS must be installed and configured on the C drive for the Mobile

server.
IMPORTANT

Pre-Installation

Before installing the Mobile Server application, be sure that the server is configured
with the same server roles as the Web / Application server with the exception that you
do not install the WebDAV components of the Web Server Role.

Mobile Bridge Installation

1. If Nuance Mobile Bridge is currently installed on this server, uninstall it.
2. Reboot the server.

3. Locate and double-click the setup.exe in the
Step_02_ApplicationServer_X.x.xx.x folder path.

Open File - Security Warning [ ]

Do pou want to run this file?

[m =1l Mame: ..0\5tep_0Z_ApplicationServer_4,9,47 Dl Sstup, sxe
L Publizher  Muance Communications, Inc,

Type: Appication

Frome E:\350 instali2 _0Skep 02 _ApplcationServer 4.9,

Aun | [ Concel |

¥ Alveays ack befoes opening this file

2 Wil flias from the Intemeat can be ueseful, this fle bppe can
l  patentialy ham pour compuler Db iun saltvears from pubishes
: yau bust What's e rigk?

4. Click Run.

The installation application prepares the server. After a few moments, the
Welcome dialog displays.
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5. Accept the terms and click Next.

Component Selection

Select one or more components bo install

B Application Service [RAS)
| | Partal

| | Radiclogy Bridge

|| Maobile Bridge

[ Cliert Adrministiation

6. Select Mobile Bridge.
7. Click Next.
The Install Shield will look for prerequisites.

Muance PowerScribe 360 | Reporting - Application Server Installer - InstallShield .. E

Prercguisite Checks

Prereguisite Status
-~ MET Framewark 4.0 al 4
% Internet Information Service (115) oK
W | WebDav Publishing oK
Mot found.
&  MNuancs POF Reader Click here
toinstall,
Check Preequisiles I
| et alBield
< Back. I M ewt > [ I Cancal I

8. For any Prerequisites not found, click to install them one by one in the Status
column. After installing each one, click Check Prerequisites to refresh the list. You
must install all of the Prerequisites before moving forward with the installation.
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9. After all Prerequisites are installed, click Next.

The Mobile Bridge dialog displays.

Mobile Bnidge Configuration !.,v.hi

—wieb Location 7

Site:
Folder: |F'S 360Mabile
Application Poal: IF'SSED.ﬁ.ppF'DDI ;I
— RAS Configuration 7
o AR Test BAS Connectivity
Pratacal Server and Fath Part
http x| |Ps3e0/RAS |
| retallShield
< Back M et = | Cancel

10. Verify the following selections:
¢ Site = Default Web Site
+ Folder = PS360Mobile
¢ Application Pool = PS360AppPool

¢ Database Server = Enter the name of the Customer Database Server ( i.e.
PS360/RAS)

Best Practice

rrE e [fan SSL certificate is installed on the server / system, set the connection

w type to HTTPS.

® Nuance recommends that all PowerScribe 360 Reporting network
communication be secured and encrypted using Hypertext Transfer
Protocol Secure (HTTPS). Nuance also recommends that the customer
obtain a certificate from a trusted Certificate Authority consistent with the
customer security policies.

11. Click Test RAS Connectivity for validation.
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Pre-Installation Summary R

Muance PowerScribe 360 | Repmﬁng - Application Server Installer - InstallShield ...

12. Click Next.
The Pre-Installation Summary dialog displays.

&

Yerify the information that you see in the Fre-installation Summary zcreen. To make any changes,
click Previouz until the appropriate soreen iz dizplayed and change the information there

tobile Bridge configuration;

=

RAS port:

[t allEiald
Installshield

tanile Bridge Application Poal: FS3604ppPaal
tanile Bridge “web folder name: PS360kobile
“w'eb Site name; Default \Web Site

R4S protocal; http

RA&S zerver path: PSa60/RA5

Save Summary ¢ Back [rzkall

13. Click Save Summary and save to the machine desktop.
14. Click Install.
15. Wait while the application runs and installs all of the components.

16. Click Finish.

Mobile Bridge Configuration

PN 889718

Perform this section on the Application Server for both Non-cluster
and Cluster Configurations.

For Cluster Configurations, log in and install the Mobile Bridge on

BOTH nodes.

Point the connection string to the Virtual SQL Cluster name if SQL
IMPORTANT s clustered or to the SQL server if SQL is not clustered!!

The IIS must be installed and configured on the C drive for

PowerScribe 360 | Reporting and for the Mobile server.
IMPORTANT
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Log on to the Application Server as an Administrator.

Choose Properties.
Click the Security tab.
Locate and highlight IIS_IUSRS.

A s

Click Edit and assign it Full control.

Locate and right-click the C:\inetpub\wwwroot\PS360Mobile folder.

T

0/11/2012 5:29 PM  File Folder

1 P53a0Mobile
| PS350Publish
, RadPortal
| RAS

£ |iisstart.htm

B welcome, png

mla g m . m mw L

Ell:lul:l Or LEEr name:s

M Ps360Mobile Properties |

. Generall Sharing S ecurity | Frevious "-.-"ersiu:unsl Eustu:umizel

Object name:  C:hinetpubwaanarootyPS 3600 obile

52, Administrators [Byw-360%Administrators)
52, Uzers (BWwW-3604] sers)

Read & execute
Ligt folder contents
Read

Wirite

chck Advanced.

Learn about access control and permizsions

For zpecial permizzions or advanced zettings,

HIS_IUSRS [Bhw
1\1 Tristadlnetallsr
To change permizzions, click Edi.
Permizsiong for 15_ILISRKS Al Deny
Full cantral +
b odify +

+
Advanced

|_ILI_IL

| Cloze I Canzel | Spply | I

7. Click Apply.
8. Click Close.
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Workflow  Permissions || Order Entry | Peer Review  Report Editing | Dictation

9. Launch the Portal.
10. Open the System/Preferences dialog.

11. Click the Permissions tab.

Allow attendings to acquire ownership: [#
Allow residents to acquire ownership: ¥
Allow editors to acquire ownership: [
Allow dictation for scheduled orders: [
Allow report creation for non-radiologists:  Reports and addendums m
Allow order association: (¥
Allow cormrectionist workflow: [#
Allow order association on preliminary reports: ¥
Allow signing reports with temporary order: [
Allow attending signoff on resident login: [+
Allow order assignment: [
Allow to override assigned orders: [+
Allow correction after keyboard edit: |
Allow Assure consistency check: ¥
Allow table authoring: |
Allow physicians to access preliminary reports:

Enable mobile access: [ *—
Enable mobile reporting: [ *_

AutoCorrect

12. Check the boxes for the Enable mobile access and Enable mobile reporting

options.

13. Close the application.

Set Service to Use the Service Account

PN 889718

Verify the following service is running under the service account.

e DistributedManagementFramework: Agency
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Appendix 1 - Profile Conversion

Process

IMPORTANT

Be sure to disable the UAC on the conversion server.

Language Model Conversion for PS360 V1.X Upgrade

Schedule this procedure properly.

IMPORTANT

<

IMPORTANT

<

IMPORTANT

<

IMPORTANT

<

IMPORTANT

PN 889718

This procedure takes approximately 20 minutes per
user, per input device to convert (if the user uses both
PM Il and the Philips microphone, this indicates that
one profile will take about 40 minutes total to convert),
so make sure that you schedule this procedure

properly.

Start this process when system usage is low to prevent
the possibility of access conflict issues on the
DragonUsers profile.

Perform this profile conversion procedure against 10
production profiles when you upgrade test to this
version. Once test is upgraded, have the customer test
ALL 10 profiles, to verify the production profiles
converted properly and the users are not prompted to
“reread” training.

Perform this procedure at least 1 week prior to
upgrading the production system servers. Be sure to
check not only what the tool GUI indicates, but also
confirm the success by checking the Dragon and Tool
logs.

Inform the Customer about the LM conversion and that
it will require the Production SUS to be shut down until
after the upgrade is finished. Users should not train
words, phrases, etc., during this shutdown time.
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Dragon Conversion Tool

Prerequisites

You will need 2 servers, each server must have 2 CPUs and at least 4 Gb RAM.

Layout Overview

Both servers should be in the same domain.
The tool must be running under the same user defined in the active directory.
The user should belong to the Administrator’s group on all the servers.

All folders used with the Dragon Conversion Tool should be set as shared
network folders.

DNS 10 is installed on one server and DNS 12 and the tools are installed on
another server as shown below.

The DNS 12 Server must have available hard drive space greater than 3 times the
size of the DragonUsers directory on the Production Application Server.

The Dragon Profiles should be left alone on the Production Application Server.

The Dragon Conversion Tool will copy the Dragon Profiles for you.

| e

DHS 12
Sarver

DHS 12

A S ——— s

: DHSUserProfielpgrade ToohWCRPHDSE exe condig

e

Reaming Users l|= | DNSUserProtieUpgradeT ool xmi |
server m e e

PN 889718
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Dragon 10 Server
1. Install Dragon 10 Medical from the PS360 1.5 Install CD.
2. Unzip the DNSUserProfileUpgradeToolWCFHost.zip file.

3. Double-click DNSUserProfileUpgradeToolWCFHost.exe to run.

Dragon 12 Server
1. Install Dragon 12 Medical from the PS360 V2 Install CD.
2. Unzip the DNSUserProfileUpgradeTool.zip file.
3. Double-click DNSUserProfileUpgradeTool.exe to run.

Running the Tool

On the Usage Settings dialog, set the following options:

1. Create and then specify the folders on the Settings page. All the folders should be

specified in UNC format (the network address).

¢ Roaming User Profiles folder: Point to the production DragonUsers Folder.

+ Workhouse folder: Before the user profile processing occurs, the user
profiles will be copied from in to the Workhouse folder from the Roaming
User Profiles folder. This folder should exist on the Dragon12 server.

¢ Successfully upgraded user profiles: All successfully upgraded user profiles
are located in this folder. This folder should exist on the Dragon12 server.

¢ Failed to upgrade user profiles: All unsuccessfully upgraded user profiles
will be placed in this folder. This folder should exist on the Dragon12 server.

2. Select where the DNS 10 is installed on the remote host (default setting) and

specify the host name or IP of the server.

3. Select where the DNS 12 is installed locally (this is the default setting) to run the

tool on the DNS 12 Server.

4. Ifyou want the Optimize and Upgrade process to start automatically after copying
the user profiles finish, you can check Automatically start user profile

processing....

5. Click Next.
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Check Prerequisites

1. On the Check Prerequisites dialog, click Check Now to perform a check of the
prerequisites.

B s User Prodde Lpey ade Tood

PN 889718

5 e D v Bl 5 s 5 s =5

P

= +f Check DMNS for Optimize

W Wersion of DNS i 102 current version is 10,20
" Edtion of DNS is Medical; cwrrent edition Medical
w Do Oplimize server have réadfwnite acoess b the Roaming Workhouse folders: Yes

= o Check DNS for Upgrade

o Wersion of DNS is 12,50; current verslon Is 12,50

« Edition of DM is Medeal: current edition Medical

+ Roaming Liser Profile s dealied: Yes

w Do Upgrads sérver have resdfwrite sccess bo the RoamingWorkhoussSuccessFail folders: Yes
w Check Usar Profiles

" The version of the User Profile &5 lower than version 12; 0 falled

= o Check storages

o IS thee wiite P o for the Wark SucoessFal folders: Yes
o Are Roaming/Workhouse/Sucoess,Fail diferent folders; Yes
w18 theve enough space on the Workhouse Success Fall folders: Yes

Chac Now

For detailed information about a failed prerequisite, you can click the
m warning symbol ( ;) to check result.

2. Verify and fix if necessary any unexpected exceptions, failed prerequisite checks,
and warnings.

3. Click Next, and then Copy the user profiles.
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Copy
1. On the Copy dialog, select the user profiles to copy.

B 055 User Prodie Upgeade Tood
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Sz B v B Dk B x

el

= o Check DNS for Optimize

W Weision of DS B 102 current version is 10,20
" Edition of DS 15 Medical; current edition Medical
+ Doed Oplimize server have réadfwiite sccess bo the Roaming WoikPouse folders: Yes

= o Check DNS for Upgrade

o Wersion of DNS 5 12,500 ourrent verslon s 12,50

o Edition of DRS 5 Medeal: ourrent edition Medical

+ Roaming Liser Profie &5 disabled; Yes

" Do Upgrads sérver have readfwrite sccess 1o the Roaming WorkboussSoccesFail folders: Yes

v Check User Profiles
 The version of the User Profile is lowes than version 12 0 falled

= o Check storages

o 18 thei wiTle permnissons for the Workhousa/SuccessFail folders: Yes
" Are Roaming/Workhouse/ Sucoess/ Fail diferent folders; Yes
w18 theve enough spiste on the Wiorkhouse Success/Fail folders: Yes

Chacik Now

+ Select a user profile available in the Roaming User Profiles folder list, and

then click Copy Selected.

¢ Click Copy All to select all users in the Roaming User Profiles folder list to

copy.

User profiles that are marked with a red “X” in the Roaming User

Profiles folder indicate that the user profile failed to copy.
IMPORTANT
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¢

DECISION

(L

1o copy a failed user profile, you can click Reset errors. The user profile
is reset to a state before the copy error occurred.

To clear selected user profiles from the program database, you can click
Clear selected.

To view the complete description of the user profile, you can click the
arrow icon to expand the description.

The upper progress bar displays the status of the user profile currently
processing and the elapsed time to help you estimate the time to finish.

The lower progress bar displays the common processing status and the
elapsed time to help you estimate the time to finish.

2. Click Check Now.
3. Click Next.

Optimize

1. From the Workhouse folder list, select the user profiles to optimize.

| Workhouse folder:
L

Successfully optimized user profiles:

. Vwinwt11551\DragonUserProfiles\Workhouse i_'. w \winwt11551\DragonbserProfiles\Workhouse
b o 301 _rad_ACO_LMO Profile is ready to Opti... b v Zsources Profile is ready to upgr...
b+ 3vocdeltas Profile is ready to Opti... b ' 301_med_ACO_LMO Profile is ready to upgr...
PV GM Profile is ready to Opti b v voct Profile is ready to upgr...
i hurraﬁ S — Bofie xsready to ! b v voetl Profile is ready to upgr...
b voct2 Profile is ready to Opti... b ¥ voct3 Profile is ready to upgr...

Clear selected | |  Skip selected | Optimize selected |

Optimization failed user profiles;
L1 VWvinwt11551\CragonUserProfiles\Workhouse

i
L

Previous Mext

™

Click Optimize selected, and then click Next.
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To clear selected user profiles to optimize, you can click Clear selected.

Clear selected deselects user profiles in the Workhouse folder to
optimize.

to optimize the user profiles.

You can click Use Skip All or Skip selected if you cannot access a server

3. Click Next.

Upgrade

1. From the Workhouse folder list, select the user profiles to upgrade.

Succem Fad
Soider feicles '

Workhouse folder:
lL . Vwinwt11551\DragonlUserPrefiles\Workhouse L‘i o \vinwt11551\DragonUserProfiles\Success

Upgraded successfully user profiles:

b« 2sources Profile is ready 1o upgr...
b+ 301_med_ACO_LMO Profile is ready to upgr...
b v voct Profile is ready to upgr...
B o voctl Profile is ready 1o Upgr...
D¥vects ... [Peofieisreadytoupgr.

Upgrade failed user profiles:
Ll Wvinwt11551%DragonUserProfiles\Fail

P e

| | Previous | | Mext

2. Click Upgrade selected.
3. Click Next.

4. When process fails, review and print the DNS User Profile Upgrade Tool
Summary.
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Summary

1. To save an .html version of the summary, click Save As.

o '. [:> zoch

Summary
e
—_— e
af

DNS User Profiles Upgrade Tool Summary

Optimization Summary
Optimize 08 Version: Windows Server 2008 B2

DNS Optimize Location: 'winwg0920 (Remote)
DNS Optimize Version: 10.20 Medical

Upgrade Summary
Upgrade 08 Version: Windows 7

DNS Upgrade Location: VINWT11551 (Local)
DNS Upgrade Version: 12,50 Medical

User Profiles Status
Successfully upgraded 1 User Profiles.

voct | \winwtl 1551 DragonUserProfiles:Successvoct

Failed 1 User Profiles.

rad | Userpotfound | “winwtl 1551 DragonlUserProfiles' Workhouse rad
Ready to copy 0 User Profiles.
Ready to optimize 3 User Profiles.

301_rad_ACO_LMO Pmcﬁk.is ready to vinwtl 1551

‘DragonlUserProfiles Workhouse 301 _rad_ACO_LMO

2. Click Finish.

process the failed profiles. If any profiles fail on the fourth attempt,
collect the data and open an SR for development investigation of the
IMPORTANT  profile.

If failures occur, you can run the tool again up to three attempts, to

3. Run the Profile Tool against the converted profiles, and follow the steps as
documented in the tool instructions.
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Appendix 2 - Exporting V5 Shortcuts

Overview
For PowerScribe V5.X system conversions to a PowerScribe 360 system, you must
perform pre-upgrade procedures to extract the shortcuts (and Profiles, if applicable)
before you copy them to PowerScribe 360.

Export Shortcuts

Perform the following steps on the PowerScribe 5.X Application Server to use the
PowerScribe Shortcut Export Tool.

Download and launch the PSShortcutExporter.exe program.
Enter the database name for the PowerScribe SQL Database Server.
Leave the User set to sa.

Enter the sa password for SQL.

Click Connect to DB.

A e

This will populate the list of users.

6. Select the user for whom you are exporting the shortcuts.
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Note that you can select all users by checking the box in the upper left or select
specific users. The names of the users in the following example are blocked out
on purpose for privacy.

Syshem Sysham
adminz? administrabor , Administrator

10
11
12
13
14
15
15
17
18
19

) | o o o o | o o o

7. Select the types of shortcuts you want to export in the Shortcut Type section
(Voice, Text, Power Normals).
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8. Select whether you want all shortcuts in one file or in individual files under the
Upload Files Option section. The preferred method is a Single file for each
shortcut type.

These will generate the following in the directory you select during the export:

+ USRID_LOGIN_VoiceShortcuts.xml - This is a list of a user’s voice
shortcuts.

¢ USRID_LOGIN_TextShortcuts.xml - This is a list of a user’s text shortcuts.

¢ USRID_LOGIN_PowerNormals.xml - This is a list of a user’s Power
normals.

+ USRID_LOGIN_AIlIShortcuts.xml - This is a list of a user’s text shortcuts.

+ PowerNormalList.txt - for Generate Power Normal and associated procedure
list option.

¢ ShortcutList.txt - for Generate User - Shortcut name list option.
9. Click Export Shortcut.

10. Create a folder in a location with ample drive space on the server to export the
file(s) to, naming it X:\ConvertedPWSV5Shortcuts and wait for the process to
complete.
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Appendix 3 - Exporting PS V5 Reports
for Import to PS360

General

Data Export

For PowerScribe V5.X system conversions to a PowerScribe 360 system, you must
perform pre-upgrade procedures to extract the reports (if applicable).

Before beginning this process, be sure to coordinate and work with the

assigned Implementation (Interface) engineer.
IMPORTANT

Make sure that you have all the proper hardware and software required
for the integration. This document applies to the importing of data from
a PowerScribe 4.X/5.X system to an existing PowerScribe 360 system.

When referring to PowerScribe Versions 4.X/5.X, this document applies to the
following:

® PowerScribe Workstation Version 4.X

® PowerScribe for Radiology Version 5.0.1.X

This new output applies to Radiology only; all others, such as
m Pathology, Cardiology, etc., will be marked as error.

These settings are required to save a copy of PowerScribe 4.X/5.X report XML to a
designated location. The PowerScribe 4.X/5.X data must be output to a folder on the
Interface Server, which will be accessed by the PowerScribe 360 Server.

Be sure to advise the customer when you plan the initial export.

Depending on the robustness of the system, users may experience system
latency. You can monitor CPU usage on the Web/SQL server using Task
Manager.

Create the Directory

PN 889718

Create the directory PowerScribe V5 Interface Server where the output XML files are
to be written (e.g., X:\PWS360PWSRpt).

Be sure there is space available on the X drive.
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Update the System Settings

1. Logon to the V5.x Admin Client.

2. Onthe Parameter Editor tab of System, modify the FileOutput settings as required.

PowerScribe J Parameter Name | Parameter Value i
= 1) Categories ) Archive Fie Output Errar Logs X days 7 Dee
® System W) Archive Fiie Output Everd Logs X days 7 Dec
@ Reports W) Archive File Oulput Message Logs X days 7 Dec
#® HLT Log Settings | # |Enable RadCube integration & May
& HL? Misc ab]File Defaut Dir May
L FileC E0]File Outped Interval Timer 5 Dec
® Telephony | & JFile Output Service Enable Y ey
® OrderEntry | 2 JFile: Outiput XML ; May
& Coding | # JFor Fallon-Clinic Onky M Dec
& Fax s Len of characters per line 72 Dec
& Veriphy 8] Poever Scribe File Output konior 1P 127.001 Dec
® S5TATdx WPowerScribe Fie Output Monftor Port 300z Dec
® S5 b RaciCuine Output Dir CPWESORadCUbERpL May
@ an | & | Suppress Fie Output b Jur 1
__| Speech
= ] Categories
a. Set the Enable RadCube integration option to Y.
b. The File Default Dir should be blank.
c. Set File Output Service Enable to Y.
d. Set File Output XML to Y.
e. Set RadCube Output Dir to the directory you created above. This should be
the location you will save the output to. (i.e. x:\PWS360Reports)
f. Set Suppress File Outputto Y.
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3. Select the Interface tab from System.
a. Check the Enabled File I/O checkbox in the upper left corner.
b. Verify the workflow entries to be output.

4. In the system services of the Interface Server, check the HSG-FileOutputClient:
PowerScribe service. If the service Status is blank, start the service to change the
Status to Started.

J&Cﬁﬂn'ﬂﬂﬂ|1—-l @i@ﬂf“@]ll T

Tree | Name / | Description | Status | Startup Type | LogOnas |
Services (Local) S HP Insight Foundation Agent HP Insight ... Started  Automatic LocalSystem
& HP Insight NIC Agent HP Insight ... Started  Automatic LocalSystem
SR HP Insight Server Agents HP Insight ... Started  Automatic LocalSystem
%HP Insight Storage Agents HP Insight ... Started Automatic LocalSystem
G HP Insight Web Agent HP Insight ... Started  Automatic LocalSystem
%HF' ProLiant System Shutdovan Service Shuts dow...  Started Automatic LocalSystenm
Ry HSG_PSFaxService this is the ... Manual \administ...
R HSG_RecogServer Started  Automatic Nadminist,..
RyHsG_watchdog Started  Automatic \administ...

HSG-FilsOutputChant: PowerScribe Marsal A admanist. ..

Sy HSG-HL7Chent: PowerSeribe Marisal Nadminist...
G HSG-HL7Server: PowerScribe Marual Nadminist...
SR 115 Adrmin Service Allows adm.., Started  Automatic LocalSystem
G Indexing Service Indexes co... Marual LocalSystem
S InstallDriver Table Manager Provides s... Manual LocalSystem
S Internet Connection Sharing Provides n... Manual LocalSystem
&l Intersite Messaging Allows sen... Disabled LocalSystem
S IPSEC Policy Agent Managesl... Started  Automatic LocalSystem
%Kﬁh:rns Key Distribution Center Generates .., Disabded LocalSystem
S License Logging Service Started  Automatic LocalSystem
SaLivelpdate LiveUpdate. .. Marual LocalSystem
&R ogical Disk Manager Logical Disk... Started  Automatic LocalSystem
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If FileOutput Service does not exist

Help

Farameter
Editar

PN 889718

1. Open the PS Admin, and note the RIS System Name.

. RIS Systems

iy

k

- # Reports

- # HLT Misc
- 4 Telephony
- 4 Weriphy

- it Dosage
. PXOT

- it Reports

- # HLT Misc
- # Telephony
- 4 Veriphy

- i Dosage

|| Dizable

Parameter Mai

g ﬂ.ﬂ.ccessinn number Fiter

|E| Dosage System

.ﬂDDsage System Pazsword
3B Dozage System LIRL
;ﬂDDsage Swstem User name
| 2 |Enable Dosage System
ab]HIS Application Mame

| £ JHL7 Cliert Service Ensble

[ ]HLT Server IP Port

_§_:|HLT-' Server Service Enakble
aB]HL 7 Client Last Fun On
aB]HL7Server Lazt Run On
ab]Hozpitsl Addr

|ab] Hospital Addr2

|ab] Hospital Mame

|ab]Hozpital Phone

|E| MOR Fitter for Dozage data
_ﬂinerScribe Application Mame
3B PovverScribe HLT Server [P
ab|RIS Server IP

[U]RIS Server IP Port
;ﬂTemplate for Accession #
|ab] Template for MRM

[ Time Interval to pul the data
_§_]Llse HLY Receiving Facilty 1D for “eriphy Facility [T
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2. Double-click the HL7 utility

Powerscribe Interface Utility I =]
Setup  Actions  Refresh  Exit
M ame | Statuz | Startup Type | Log On Az |
HSG-HL7Clignt: Default Stopped ENIE] hpeservice
HSG-HL?Client: F=0T Stopped ENIE] hpeservice
HSG-HL7Serwer Default Stopped ENIE] hpEzervice
H5G-HL?Serser PEOT Stopped ENIE] hpEzervice

3. From Setup, select Install.

Powerscribe Interface Utility
Setup | Ackions  Refresh  Exik

Install

Rernowve

LIRS R o B Sy B | [ ) LU R |

HSG-HL7Server Default
HSG-HL?Server, F=0T
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The Add Service dialog displays.

4. Check Fileoutput to create the service.

PowerScribe Interface Ukility =] X
Setup  Actions  Refresh  Exit
= | Statuz | Startup Type | Log On Az |
HSG-HL?Client: Diefault Stopped b anual ApEgervice
HSG-HL?Client: F=0T Stopped b anual ApEgervice
HSG-HL?Server: Default Stopped b anual ApEgervice

HSG-HL?Server: P03 o ' L ' . |

Add Service

”T_I,Ipe of zervice to create

£ HL7 Server £ HL7 Client  © FileQutput Client

E stenzion; ||

Dramain; I

|zername: I

Pazzword:
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5. Enter the Add service fields below, then click Add:
+ For Extension, enter the correct RIS system name.
+ For Domain, enter the server name.

+ Enter the correct Username and Password

PowerScribe Interface Utility I =]
Setup  Actions  Refresh Exit
M ame | Status | Startup Type | Log On Az
HSG-HLFClient; Drefault Stopped b arnaal Sprservice
HSG-HLYClient: P=0T Stopped b arnaal Sprservice
HSG-HLYServer: Default Stopped kd anual hpEzervice

T fa} 1 La 1 1

HSG-HLYServer: Fel
hidserviee |

Type of zervice to create
|7f" HLT Server " HL? Client  {* FileOutput Client

Extenzion: Ipxm

Dramair: ISewerN ame

Username: nggewice

Pazzwiord:

&dd
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The service is added.

Powerscribe Interface Ukility _ 2]
Setup  Actions  Refresh  Exit
M ame I Statusz | Startup Type | Log On Az
HSG-HLVChent: Default Stopped b aral Spzzerice
HSG-HLVChent: Fe0T Stopped b aral Spzzerice
HSG-HLVServer. Default Stopped b aral Spzzerice
HSG-HLVServer F=0OT Stopped b aral Spzzervice
HSG-FileDutputClient; F=0T Stopped b araal SpEEervice

6. Click Close button on dialog.

Once File OutPut service is started, the directory structure will appear
as follows:

In this example, LRMCRIS is the name of the RIS associated with this
PS 5.x system. This directory is where the output files populate.

e ]
) RIS Systems

# Reports

- # HLT Misc

# Telephony

“ 4 Veriphy

Short and long file names are shown in this example. The numerical only
file name is the accession number of the report. The file name with the
numerical (underscore) _A and a number, represents an addendum.
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B I'w_} CHPWS3IE0PWSR P LRMCRIS

i x Mame = I Size I Tvpe
[I::I BrightStor SRM Data ;I 4674651 . kxE S KB Text Document
E l':.'__‘l crmdcons 4796728, bxk 4 kB Text Document
| llfl compan 4511004, Exk S KB  Text Dacument
Ifl cpasystemn 4945904, bxk S KB Text Dacument
El Documents and Settings 5322456 .txt SKE  Text Dacument
El GatewayD 5329254 AZ012110916105,., 4 KB Text Docurnent
rl-_:l hip 5330685, kxt SKEBE Text Docurnent
5 int_config 5351724 AZ01Z2110916094, ., 4 KB Text Docurnent
fu.:I Intel 5355208 txk S KE Text Document
I==3 Inkerfacelnstal
H s
I lakeland

|53 Program Files

IC53 PScribesDE_DATA

= [ PWS360PWSRpt
el RIS
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7. On the SQL Server, verify the following:
a. The SQL Agent is started.
b. The FO_Rad5EnqueueReportsForUpload Job is running.

H Job Properties - FO_Rad5EnqueueReportsForUpload [ =]

M General

# Steps

# Schedules
H Alarts

A Notifications
# Targets

IMPORTANT

PN 889718

g Script - Lj Help

Schedule list:

I | M ame: i En... | Description
24 Dap Time File Dutput Settings Yes  Ocours ever dap evern 10 minute(s] bebween B:00:0C

25 f Might Time File Dutput Settings Yes | Oocours every day every 1 hour(s) between 700:00 Pk

The default schedule has two entries, Day and Night.

8. Using SQL Query Analyzer, execute the following to set all reports to output:

use PowerScribe

insert into OUTPUT_HISTORY (MRV_ID, OUTHIST_Channel,
OUTHIST _Status, USR_ID, OUTHIST_When, OUTHIST_ Where, APP_ID,
OUTHIST Destination)

Select distinct MRV _ID, 'FileOutput', 0, 1, getdate(), 'QueryAnalyzer', 0, "'
from OUTPUT _HISTORY where (OUTHIST STATUS = 0 and
OUTHIST_Channel = 'FileOQutput')

Once you have run the script above, monitor the directory
X:\PWS360PWSRpt\RISNAME for .txt files. They will not populate until after the
FO_Rad5EnqueueReportsForUpload runs.

AFTER DATA IS EXPORTED,

CONTACT AND COORDINATE WITH THE ASSIGNED
INTEGRATION ENGINEER WHO WILL PERFORM THE IMPORT,

WITH FE ASSISTANCE.

DO NOT ATTEMPT TO PERFORM THE IMPORT

YOURSELF.
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Appendix 4 - Microsoft Windows
Configuration Guidelines

Windows 2016

PN 889718

<Nf

IMPORTANT

aad

Microsoft Windows should be installed by the facility using their
internal guidelines and practices. Below is a set of guidelines for Roles
and Features that should configured as part of the installation.

The IIS must be installed and configured on the C drive for PowerScribe
360 Reporting Application Server and for the Mobile server.

If you are setting up a server for Mobile server, WebDAV is not required.
WebDAV is only used by the Application server.

Only the most current .NET Framework version is required for proper
PowerScribe 360 Reporting v4.0.1 (SP1) and higher installation and
operation when using Windows 2016 and MSSQL 2016. In this case
older versions of .NET (i.e., .NET 3.5) should not be installed.

The minimum features to install are below. The facility may have chosen to
install more features as needed according to their internal policies and

processes.

1. Install the following Server Roles

A. File And Storage Services (default install)

a. File and 1SCSI Services
+ File Server

b. Storage Services

B. Web Server (IIS) (default install)

C. Fax Server (optional, check if Fax will be used)

2. Install the following Features

A. NET Framework 3.5 Features (Do not select if using SQL 2016.)

a. .Net Framework 3.5

b. ASP.Net3.5

B. . NET Framework 4.6 Features

a. NET Framework 4.6
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b. ASP.NET 4.6
C. Message Queuing Services
a. Message Queuing Server
b. Directory Service Integration
c. HTTP Support
d. Message Queuing Triggers
D. WCF Services
a. HTTP Activation
b. Message Queuing (MSMQ) Activation
c. Named Pipe Activation
d. TCP Activation
e. TCP Port Sharing
3. Install the following Web Server Role Services
A. Common HTTP Features (ALL)
B. Health and Diagnostics
a. HTTP Logging
b. Logging Tools
c. Request Monitor
d. Tracing
C. Performance (All)
D. Security (All)
E. Application Development
a. .Net Extensibility 3.5 (Do not select if using SQL 2016.)
b. .Net Extensibility 4.6
c. ASP.Net 3.5 (Do not select if using SQL 2016.)
d. ASP.Net4.6
e. ISAPI Extension
f.  ISAPI Filters
F. Management Tools
a. IIS Management Console
b. IIS 6 management Compatibility
+ IS 6 Metabase Compatibility

c. IIS Management and Scripts and Tools
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Windows 2012

1. Check the following Server Roles:
A. Application Server
B. File And Storage Services (default install)
C. Web Server (IIS) (default install)

D. Fax Server (optional, check if Fax will be used)

2. Check the following .NET Framework 3.5 Features:
A. NET Framework 3.5 Features
a. .NET Framework 3.5 (includes .NET 2.0 and 3.0)
b. HTTP Activation
c.  Non-HTTP Activation

3. Check the following Role services:
A. NET Framework 4.5
B. TCP Port Sharing
C. Web Server (IIS) Support
D. Windows Process Activation Service Support
a. HTTP Activation
b. TCP Activation
E. Message Queuing Services
a. Message Queuing Server
b. Directory Service Integration
c. HTTP Support
d. Message Queuing Triggers
F. Web Server
a. Common HTTP Features (All)
b. Health and Diagnostics
¢ HTTP Logging
¢ Logging Tools
¢ Request Monitor
¢ Tracing

c. Performance (All)
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d. Security (All)

e. Application Development

*

*

*

*

*

*

Net Extensibility 3.5
Net Extensibility 4.5
ASP Net 3.5

ASP Net 4.5

ISAPI Extensions
ISAPI Filters

f.  Management Tools

*

*

*

*

IIS management Console

IIS 6 management Compatibility
IIS 6 Metabase Compatibility

IIS 6 Management Scripts and Tools

October 1, 2018
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Appendix 5 - Microsoft SQL Server
Installation Guidelines

The MS SQL application should be installed by the facility using
their internal guidelines and practices. Below is a set of

recommendations and guidelines that should be selected during
the install.

Complete Installation steps with explanations can be found at HERE.

The minimum features to install are below. The facility may choose to install
more features as needed according to their internal policies and processes.

a. Database Engine Services
b. Reporting Services — Native
c. SQL Server management Studio (Tools) — If installing SQL 2016, you will

have to install this feature separately after the main installation is complete

It is recommended to use the default instance, however a named instance can be
used

The SQL services should be set to run under an appropriate account according to
the site’s internal guidelines.

The services should be set to Automatic Startup. It is not required to use NT
Authority\System.

Mixed Mode Authentication MUST be used.

Best Practice

2

® The “SA” password entered should be provided by the customer’s site

® Passwords should only be communicated over secure encrypted channels

administrator consistent with the customer’s internal password policies.
Nuance recommends the use of strong/complex passwords.

and/or stored in secure encrypted locations.

PN 889718

The SA account must never be deleted or disabled and is used during
m installation and updates of the database only. The customer will need to

provide Nuance with a sysadmin account to install PowerScribe.

Be sure to add the local administrator account and service account as a SQL server
Administrator.

The data directories should be set according to the site’s internal policies and
should be set to afford the temp DB and logs sufficient space to grow.
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https://docs.microsoft.com/en-us/sql/database-engine/install-windows/install-sql-server-from-the-installation-wizard-setup?view=sql-server-2017

Manual Revision History

Note: In this table the most recent changes are first by date.

Date Sec Page Change (Paragraph, Sentence, Figure, Table, etc.) Initials
10/1/18 All All Added Best Practices BW
PN 889718 October 1, 2018 History-1




Date Sec Page Change (Paragraph, Sentence, Figure, Table, etc.) Initials
8/17/18 1 1 Changed Title: Upgrade RadWhere or PS360 V1 to Upgrade PS360 V1 8/17/18
1 1 Changed Title: (PS360 V 1.x) Convert Dragon Profiles to Convert
Dragon Profiles
1 1 Removed Verify Disallow Adhoc Access Process section.
1 1 Removed Clean-Up the COMM1 Database section.
1 2 Removed Create the COMM4 Database section.
1 4 Removed Delete Folder for RadWhere section and Title for PS360 V1.x
1 7 Removed, Remove the RadWhere 3.x Software section.
3 2 Added roles, removed links to Windows Server 2008 Rs and 2012
manuals.
3 2 Updated Script to Sharepoint Script.
3 2 Changed Download the PS360 Backup Maint Plan Creation later
version from Conflunce to link to SharePoint.
3 5 Added Verify SQL Components section.
3 44 Removed Set Services to Use the Services Account section.
3 45 Removed PowerShare Accelerator section.
4 1 Removed note, Review the Patches and Hot Fixes Table for the “latest”
updates, so the installer can be sure what additional HFs have to be
applied on top of patches. For example, 3.0.1 Patch 2 contained a
RadBridge and RadPortal update, however newer RadBridge and
RadPortal hot fixes override what was in the patch.
5 7 Removed Upgrade AutoText section.
Added step 5 to jump to the new App 4 with Microsoft Windows Roles.
5 10 Removed reference to install the client on 1 workstation before moving
on to SUS server
5 11 Added Note after Client Installation
6 1 Removed Steps 4 to Microsoft SQL Server 2014, and step 5 to continue
to Install Dragon SDK Medical.
6 2 Added Microsoft SQL Server 2014 steps.
6 12 Removed Set Services to Use the Services Account section.
8 All Removed Update CRM section.
App 5 All Fax Server Configuration, is replaced by 889799, Fax Server
Configuration on 5648 Server Installation and Management.
App 4 All Moved Microsoft SQL Server 2014 Express Installation section to SUS
installation, pg 6-2.
App 4 All Added a new appendix with Microsoft Windows Roles 2016 Installation.
3 20 Added BP Change the Protocol to HTTPS.
3 21 Added BP Change the Protocol to HTTPS.
3 22 Added BP Change the Protocol to HTTPS.
3 23 Added BP Check the Use SSL option.
3 40 Added BP Change the Protocol to HTTPS.
3 41 Added BP Change the RAS Server URL to HTTPS protocol.
3 43 Added BP Change the RAS Server URL to HTTPS protocol.
3 43 Added BP Change the Launch Location Protocol to HTTPS.
5 1 Added BP Do not use the P$$, Nuance or any similar password. The
password for the Admin account should be unique to each site.
5 2 Added BP Change the Protocol to HTTPS.
5 5 Added BP Change the Protocol to HTTPS.
5 6 Added BP Change the Protocol to HTTPS.
5 2 Added BP
- For Cluster configuration, use the Virtual SQL Cluster name.
- For SSL sites, use the FQDN.
- Change the Protocol to HTTPS.
5 8 Added BP Change the Protocol to HTTPS.
5 9 Added BP In IIS, enforce SSL.
App 5 All Added SQL Installation section.
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Date

Sec

Page

Change (Paragraph, Sentence, Figure, Table, etc.)

Initials

7/25/18

App 4

Add important Note after Stop: Only the most current .NET Framework
(4.6.2) version is required for proper PowerScribe 360 Reporting V4.0.1
(SP1) installation and operation. Older versions of .NET Framework
should not be installed.

Removed reference to 3.5.

BW

3/30/18

App 3

If FileOutput Service does not exist

BW

3/29/18

Added enabling registry settings and rebooting server after SUS
installation.

JR/BW

3/19/18

Updated the Set Admin Password, step 2, and added important note.

BW/SP

10/10/17

All

Inserted Chapt 4, Apply Post Installation Hot Fixes/Patches, and Fax
content for downgrading fax if required.

SP/BB

5/3/17

Updated Step 4 - Server Settings Window section.

ES/BW

3121117

11

Enable FileStreaming relocated, and Create the SQL Maintenance Plan
added back in.
Added note to step 2.

RF/BW
BW

317117

44

Download the Accelerator-2.3.1.exe, from either this link,
https://db.tt/eZdazkbm or from the Definitive Media Library. to Download
the Accelerator-2.3.4.exe from the Definitive Media Library.

BW

2/28/17

43

Delete Configure WebDAV Queries Property section, built into the
installer.

BW/SP

2122117

43

Add Configure WebDAV Queries Property section.

BWI/AF

2/9/17

App 4

10

Delete Note, Refer to P36A064, PowerScribe 360 | Reporting
Passwords Required for Installs and Upgrades as needed.

BW

2/6/17

12
ALL

Changed link to Client Application Installation, 889795.
Put Remote Diagnostics in new Manual, 889798.
Put back in the Update CRM

BW/SP
BW
BW

1125117

WWwWhkO o 0o

Updated image

Add a link to the TBD Admin Guide, 4.0. LINK does not work yet.
Added another url.

Added Note.

MB/MS

1123117

WWWWWWWWWwWWwWwwwwww-—- -~

_A A A A
R PP ANROXO®NND DD WO O

Updated image
Updated image
Updated image
Updated image 1
Updated image 2
Updated image
Updated image
Updated image 1
Updated image 2
Updated image 1
Updated image 2
Updated image
Updated image
Updated image
Updated image 2
Updated image 1
Updated image 2
Updated image 1

MS
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Date Sec Page Change (Paragraph, Sentence, Figure, Table, etc.) Initials
1/20/17 1 1 Changed the MaintainReportAudioData.sglscript location to BW
Confluence.
1/16/17 3 19 Changed The User must click the TEST RS Connection on this screen DV
to step 20.
1/4/17 3 41 Change Faxing Note to title/paragraph. BW
2 2-3 Moved to before Database Install in chapter 3.
113117 2 1 Added Table with links. BW
3 41 Faxing Note.
App 5 All Added Fax Server Configuration
12/22/2016 3 9 Remove reference to maintenance plan. No longer needed, IT is now BW
part of DB installer.
4 12 Add link to the document referenced (Tom H'’s client install) PENDING
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Date Sec Page Change (Paragraph, Sentence, Figure, Table, etc.) Initials
12/12/2016 Email #1:

1 1 (1) Change Titles to Levels for Clean-Up the COMM1 Database and
(RadWhere Only), H1 and H2.

1 2 (2) Change Titles to Levels for Create the COMM4 Database and
(RadWhere Only), H1 and H2.

1 8 (3) Delete Windows Accounts, paragraph: Accounts that were
previously used in PowerScribe360, PowerScribe or RadWhere may no
long be used.

2 1 (4 Move Before You Begin to Sect. 3-1 top.

3 1 (5) Inserted Before You Begin to top of 3-1.

(6) Delete Contents of Before you begin:

It is imperative that the installation and upgrade steps outlined in this
manual be followed to:

Maintain an approved and qualified environment that allows the highest
level of supportability and the highest level of customer satisfaction
possible.

Support the evolution of the application and to be able to simplify and
then automate upgrades and installations. The automation will prevent
errors and issues that sometimes occur during installations and
upgrades.

2 2 (7) Add Title Server Names.

2 2 (8) Move from 3-1 to Server Names
Ensure that the server name DOES NOT have an underscore in it. If so,
rename the server before continuing.

3 1 (9) Move to 2-2 to Server Names
Ensure that the server name DOES NOT have an underscore in it. If so,
rename the server before continuing.

3 1 (10) Change Database Installation to H1.

3 7 (11) Add H1 Title, Management Reports Installation.

3 7 (12) Change step j. to paragraph.

3 9 (13) Change Enable FileStream on Secondary Cluster Node to H2.

3 11 (14) Delete the SQL Maintenance Plan section, now part of the
installation.

3 18 (15) Delete Note: If you are installing to a cluster, SQL Enterprise must
be installed to have High Availability on the Reporting service. If
Enterprise edition is not installed, Reporting will either need to be
installed on one node only, or installed on a separate SQL Reporting
server.

3 41-43 (16) Delete Configure MIME Settings and steps 1-4. Fixed in App.

4 2 (17) Delete Note: The RAS application must have access to the drop
folder.

5 10-5-11 (18) Delete Configure RadPortal, Specifying the Speech Profile

12/12/2016 Location, steps 1-6. Covered in Sect. 3.

3 8 (19) Update image.

Email #2:

7 6 (20) Replace Table with new table.
Email:#3

7 6 (21) Replace Table with new table. Added SUS Server.
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Date Sec Page Change (Paragraph, Sentence, Figure, Table, etc.) Initials
12/5/16 1 All Swapped contents in chapter 1 with contents in chapter 2

2 Al Swapped contents in chapter 2 with contents in chapter 1

Round Two:
Cover - Title changed.

1 1 (1) - Removed the word from in title: Upgrade from RadWhere or PS360
V1.x
(2) - Inserted note: If you are upgrading from V 2.x or higher, STOP and
refer to Upgrading Version 2 and Above — PN 889679 for the proper
procedure.
(3) - Changed section from Upgrading from Prior Hot Spare Installations
to Hot Spares

1 2 (4) - Deleted section: Stop the Services
Prior to performing the upgrade, you must stop the RadBridge Service
and World Wide Web Publishing Service.
(5) - Changed section title from: (RadWhere Only) Create the COMM4
Database to:
RadWhere Only
Create the COMM4 Database

1 3 (6) - Changed section title from: Copy DragonUsers Folder to Backup
DragonUsers Folder
(7) - Changed section title from: Copy Wave Folder to Backup Wave
Folder

1 4 (8) - Changed bullet: X:\Nuance\DragonUsers\PS360_BackupUsers to
DragonUsers
(9) - Added bullet: DragonUsersTemp

1 8 (10) - Deleted section:
Upgrade Windows OS
If the site will be using a hot spare, you will need to upgrade the OS
Application of the MSSQL Server to the Enterprise version by applying
the new/proper license keys.

1 9 (11) - Deleted section:
Upgrade MSSQL
If the site will be using a hot spare, you will need to upgrade the MSSQL
Server Application to the Enterprise version by applying the new/proper
license keys.
(12) - Changed Powerscribe to PowerScribe

2 1 (13) - Changed Title from Introduction to Preinstallation Checklist
(14) - Deleted note: If you are upgrading from V 2.x or higher, STOP and
refer to Upgrading Version 2 and Above — PN 889679 for the proper
procedure.
(15) - Added New Section Verify Internet Access
(16) - Added New Section from chapter 3, and changed the title from
Verify the Server is Configured Properly to Verify Server Configuration
(17) - Added Download the Software Section
(18) - Added Extract the Dragon Installers Section
(19) - Added New Section from chapter 3, and deleted the bullet:
X:\Nuance\WebServiceLogs

3 1 (20) - Changed title from Application Installation to Installation
(21) - Deleted section: Check Internet Network Access
(22) - Deleted:
PowerShare requires access to the following:
The range for all external IPs is 216.52.195.129/26. Specific IPs for
network traffic URLs are:
upload1.seemyradiology.com:443 = 216.52.195.130
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Date

Sec

Page

Change (Paragraph, Sentence, Figure, Table, etc.)

Initials

12/5/16
(continued)

11

12

16
17

37

43

44

(23) - Deleted/Moved section: Verify the Server is Configured Properly
(24) - Deleted/Moved section: Create Nuance Application Directories
(25) - Deleted/Moved section: Software Download

(26) - Deleted/Moved section: Extract the Dragon Files

(27) - Step 1: deleted 4_0, and 6 and replaced the 6 with X, In the
X:\Software\360_Install\4_0\Step_01_DBSetup_6.x.xx.x folder,
double-click DBsetup.exe.

Added notes:

(28) - If you are installing a SQL only server, you must now install the
Management Reports to this server.

(29) - For a Cluster Configuration:

Install the Applications on BOTH nodes. Use the Application Cluster
Virtual Name for URL and the SQL Virtual Cluster Name for SQL
connections. When installing to Node 2, you must first fail the SQL over
to Node (two) 2. If you do not, the installer will not see SQL as being
active, only on App/SQL cluster.

(30) - Inserted Step 1, changed 6 to X, -
X:\Software\360_Install\4_0\Step_02_ApplicationServer_X.x.xx.x

(31) - Inserted Step 2

(32) - Inserted Step 3, changed for Reports only. Need new image.
(33) - Deleted Step 4, and inserted new content for Prerequisite Checks
dialog.

(34) -Deleted Create the SQL Maintenance Plan, notes, links and image.

(35) - Inserted Step 4, Step 5, Step 6.
(36) -Changed In the
X:\Software\360_Install\4_0\Step_02_ApplicationServer_6.x.xx.xfolder,
double-click the setup.exe. to In the
X:\Software\360_Instal\d_0\Step_02_ApplicationServer_X.x.xx.x
folder, double-click the setup.exe.
(37) - Inserted Steps:
*If this is an combination SQL and Application Server Click Select All.
*If this is an Application ONLY server, select ALL modules EXCEPT
Management Reports.
*Click Next.
(38) - Deleted Note, and text
(39) - Delete object.
(40) - Deleted Nuance
(41) - Deleted note: If for any reason the database is patched prior to
upgrading Portal, it will be necessary to run the RASGUI.exe in inetpub
to reset all the user passwords with the new encryption. Otherwise, the
logins will fail when attempting to log in to the Portal.
(42) - Deleted 6: in: To find these source paths, use the ellipses buttons
for each entry and browse to the location where you extracted the
Step_03_PowerScribe360_6x.x.xx.x files. These will be in the path
under that step.
(43) - Inserted Note: IF youhave alrady installed the client admin to Node
1 of a cluster and are installing to Node 2 of a cluster DO NOT perform
step 17. Skip to Step 19
(44) - Deleted Step 21: From Windows Explorer, navigate to:
X:\nuance\DragonUsers X:\nuance\DrangonUserTemp
(45) - Deleted Step 22: Verify that the Share Permissions for
DragonUsers and DragonUserTemp are set so that the Services
account and the IIS_IUSRS Group have full rights. For Security
purposes, the Everyone account should not have rights to these
directories.
(46) - Inserted title: Configure MIME Settings

PN 889718
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Date

Sec

Page

Change (Paragraph, Sentence, Figure, Table, etc.)

Initials

12/5/16
(continued)

N =

10
11

(47) - Deleted in Step 2: of commissure
(48) - Added/Deleted Note: The RAS application must have access

to the drop folder.
(49) - Create and move Microsoft SQL 2014 Express Installation section
to a new Appendix (4)

(50) - Typo: Administrative rights.

(51) Changed Enroliment and Agency Installation to Remote
Diagnostics Installation

(52) - Enroll the Agency for Remote Diagnostics to Enroll the Server
(53) - Changed Agency Installation title to Remote Diagnostics
Installation

SUS Changes:
(54) - Delete notes:

If you are performing an upgrade from PowerScribe 360 | Reporting V1.x
You must uninstall SQL Express, Dragon, and SUS and install the newer
versions.

If you are asked to install the product in a method or configuration not
outlined in this installation manual, you should stop and consult with
Service Management.

(55) - Change drive to C, Step 1.

(56) - Change title: Install Dragon SDK Medical Software on SUS to
Install Dragon SDK Medical

(57) - Delete the word the in the title of Install the SUS

(58) - Step 2, Deleted 3_0_0_2, added SUS Install.

(59) - Step 3, Deleted server 3_0_0_2, added folder.

(60) - Deleted Configure RadPortal Section

(61) Changed title for Final Steps to Remote Diagnostics

(62) Changed tile for Enable UC to Enable UAC

(63) Deleted title Turning on UAC

(64) done.

(65) - Deleted Overview title and paragraph.

(66) - Inserted Note.

(67) - Deleted Proxy Servers

(68) - Deleted currently

(69) - Inserted Note. Deleted Enroliment.

(70) - Changed paragraph: With the release of Version 2.0 it is now
possible to enroll more than a single server using the same model
and serial number. This should only be done when both of the

following are true:

(71) - Deleted Agency Installation and content.

(72) - Deleted Enroll the Server

(73) - Deleted Prerequisite

(74) - Deleted for Enrollment

(75) - Changed step 4.a.
) -
)-
)-

— — ~— —

(76) - Step 7, bullet 1, changed.
(77) - Delete figure title.
(78) - Delete figure title
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Date Sec Page Change (Paragraph, Sentence, Figure, Table, etc.) Initials
12/5/16 7 12 (79) - Delete figure title.
(continued) 13 (80) - Delete figure title.
15 (81) - Delete and proceed to the Agency Installation section on page 3.
11/14/16 3 16 Portal Config diagram updated. SEP
10/26/16 All All Draft Version 4.0 SEP
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