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7’ Application note

Developing self tests for SPC564Ax

Introduction

SPC564Ax devices have been designed for Powertrain applications like engine control and
transmission.

As these safety applications increasingly need to conform to safety standards like IEC51608
or 1ISO26262, there is a focus on self tests possible on each of the components of these
ECUs, including the microcontroller.

This application note shows how to define and design self tests for SPC564Ax. After an
introduction to self tests, the application note is focused initially on self tests for the CPU
subsystem, then on those on digital peripherals and finally on those on analog peripherals.
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Introduction to self tests

Self tests can be used at two times of a safety application:
® Atpoweron
® During run time

Power on self tests focus on latent fault detection. They usually cover all modules of a given
microcontroller.

Run time self tests focus on single point of failure detection during the application safety
time. Additionally, some modules may require a specific run time check (for example, ADC
monitor) to be done during run time, so that the FIT rate can be guaranteed on those
modules.

Self tests for SPC564Ax

The application note is focused on describing the possible self tests that can be designed for
SPC564Ax. The description given is intended to provide for different uses according to
application requirements, such as power on or as run time self tests.
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2 Designing software self tests for SPC564Ax

SPC564Ax devices have been designed using the latest test techniques. Hence, they
include several BISTs for logic and for memories (RAMs, Flashes).

Although those BISTs cannot be activated by software, SPC564Ax devices have several
hardware features enabling the design of fast and efficient self tests.

2.1 SPC564Ax CRC unit

The CRC unit allows the design of several self tests. When combined with the use of eDMA,
the self tests can be implemented without CPU load. This method is described in a specific
application note. The figure below illustrates the principle of this method and shows
concurrent accesses between CPU software using RAM and Flash together with the eDMA
and CRC unit.
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Figure 1. CRC unit
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Note:

side (for example, adding applicable CRC to data) and from eDMA.
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2.2 Explicit and implicit self tests

Most IPs can be checked with explicit tests. Some, like the crossbar and the peripheral
bridge, are tested implicitly through other self tests run on other modules.

KYI Doc ID 16081 Rev 2 9/24
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Self tests for SPC564Ax core subsystem

Flash self tests

Several Flash tests can be implemented:

—  Flash integrity test

—  Flash ECC logic verification

—  Flash address decoder

—  Flash margin mode
Some SPC564Ax derivatives, like the 4 MB version, have two Flash modules. The tests
described below can be implemented on any of the flash modules in SPC564Ax devices.
Not having valid content in some of the memory locations of the sectors to be checked may
lead to limitation to flash sectors that do not have EEPROM data. This may happen for

sectors or data sets in EEPROM emulation area, as the programming or erasing may be
interrupted.

Flash integrity check

Principle: the Flash integrity test uses a proprietary address sequence to compute a 32-bit
signature over the flash content over selected flash sectors. The check includes user data
bits but also the ECC bits.

Result: once the operation is completed, the results of the reads can be checked by reading
the MISR value (stored in UMISRO0-4), to determine if an incorrect read or ECC detection
was noted. The internal MISR calculator is a 32 bit register. The MISR can be seeded to any
value by initializing the UMISRO0-4 registers before starting the test.

Resource availability: the Flash module is not available during this test.

The 128-bit data, 16-bit ECC data and the single and double ECC errors of the two double
words are therefore captured by the MISR through five different read accesses at the same
location. The whole check is done through five complete scans of the memory address
space:

1. The first pass scans only bits 31-0 of each page.

The second pass scans only bits 63-32 of each page.
The third pass scans only bits 95-64 of each page.
The fourth pass scans only bits 127-96 of each page.

The fifth pass scans only the ECC bits (8 + 8) and the single and double ECC errors (2
+ 2) of both double words of each page.

o s~ e

The 128-bit data and the 16 ECC data are sampled before the eventual ECC correction,
while the single and double error flags are sampled after the ECC evaluation.

Only data from existing and unlocked locations is captured by the MISR.
There is no restriction on the number of times the test can be performed.

For more details on this test, please refer to device reference manual (see Section A.1:
Reference documents).
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3.1.2

3.1.3

3.1.4

3.1.5

Flash ECC logic checkl

Principle: ECC logic can be checked by forcing the input of ECC logic: The 64 bits of data
and the 8 bits of ECC syndrome can be forced individually through specific test registers.
The test then uses the ECC logic to produce a corrected 64-bit word.

Result: the results of the ECC logic check can be verified by reading the 64-bit results of the
corrected data in the flash UMISRx registers.

Resource availability: the Flash module is not available during this test.

As this is test based on standard flash memory reads, there is no restriction on the number
of times it can be performed.

For more details on this test, please refer to device reference manual (see Section A.1:
Reference documents).

Flash ECC logic check?2

Principle: program a flash location to generate a single bit error and do reads during power
on or run time check. The procedure involves initially programming a memory location with
OxFFFF_FFFF_FFFF_FFFA and then programming the same memory location with
OxAAAA_AAAA_AAAA_AAAA. The resulting memory location will be
OxAAAA_AAAA_AAAA_AAAF with a dual bit error.

Result: a dual ECC error should be generated on bit0 and bit2.
Resource availability: the Flash module remains available during this test.

As this is test based on standard flash memory reads, there is no restriction on the number
of times it can be performed.

Flash ECC logic check3

Principle: program a flash location to generate a single bit error and do reads during power
on or run time check. The procedure involves initially programming a memory location with
OxFFFF_FFFF_FFFF_FFFE and then programming the same memory location with
OxAAAA_AAAA_AAAA_AAAA. The resulting memory location will be
OXAAAA_AAAA_AAAA_AAAB.

Result: a single ECC error should be generated on bit0.
Resource availability: the Flash module remains available during this test.

As this is test based on standard flash memory reads, there is no restriction on the number
of times it can be performed.

Flash address decoder

Principle: although the flash address decoder is indirectly checked during run time by the
proper execution of the application program, a specific test can be implemented by
inserting, at several places in the flash address space, data with known content. A signature
using the CRC unit of SPC564Ax can be computed by reading the flash content at those
places and writing them in the CRC unit. The CRC can be seeded to any value by initializing
the CRC before the test.

Result: once the test is completed, the signature in the CRC unit can be compared with the
reference signature.
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Resource availability: the Flash module is available during this test.

There is no restriction on the number of times the test can be performed.

Flash margin mode

Principle: margin read is provided as a factory programming check; it can only be used at
25°C and only on a non-cycled flash. A direct read access may be performed at margin
(either margin 0 or margin 1), on unlocked blocks. The ‘Margin read’ operation makes it
possible to unbalance the sense amplifiers, so that all the read accesses reduce the margin
vs. ‘0’ (UTO.MRV = ‘0’) or vs. ‘1’ (UTO.MRV = ‘1’).

Result: the results of the margin reads can be checked by comparison with previously
stored expected data.

Resource availability: the Flash module is not available during this test.

The test can be performed only a limited number of times (up to 10 times maximum). It
should be reserved for OEM factory test and is not recommended for use in the field.

For more details on this test, please refer to device reference manual (see Section A.1:
Reference documents).

RAM self tests

Three RAM tests can be implemented:
— RAM dormant fault test
— RAM ECC logic verification
— RAM address decode

RAM dormant fault check

Principle: bit flip events in the RAM are detected and corrected by the ECC. When a RAM
memory location is not read, bit flip events may cumulate and generate an incorrigible error.
RAM dormant fault check can be implemented by reading regularly the whole content of the
RAM using the DMA controller.

Result: in case of error, an ECC event in the RAM is generated.

Resource availability: the RAM module is available during this test.

RAM ECC logic

RAM ECC covers the main system RAM.

Principle: The intent is to generate errors during data write cycles, so that subsequent
reads of the corrupted address locations generate ECC events, either single-bit corrections
or double-bit incorrigible errors that are terminated with an error response. RAM ECC test is
performed through the ECSM. The ECC error generation register is a 16-bit control register
used to force the generation of single and double bit data inversions in the memories with
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3.2.3
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3.3

ECC, most notably the RAM. This capability is provided for two purposes:

— It provides a software controlled mechanism for “injecting” errors into the
memories during data writes to verify the integrity of the ECC logic

— It provides a mechanism to allow testing of the software service routines
associated with memory error logging

Result: after writing data with an erroneous ECC, the procedure involves reading back the
data and checking for error detection with the right parameters (single error, double error,
address of error).

Resource availability: once the RAM locations with erroneous content have been written,
the RAM is available for the application.

RAM address decoder

Principle: a specific test to check the RAM decoder can be implemented by inserting, at
several places in the RAM address space, data with known content. A signature using the
CRC unit of SPC564Ax can be computed by reading the RAM content at those places and
writing them in the CRC unit. The CRC can be seeded to any value by initializing the CRC
before the test.

Result: once the test is completed, the signature in the CRC unit can be compared with the
reference signature.

Resource availability: the RAM module is available during this test.

There is no restriction on the number of times the test can be performed.

eTPU code RAM

Principle: compute a signature over the eTPU code RAM during run time. Once enabled
(bits SCMMISEN=1 and bit VIS=0 in EPUTMCR register), this check is performed
continuously.

Result: the computed signature is automatically compared with a predefined signature in
EPTUMISCCMPR register. In case of mismatch, eTPU can also assert a global exception
interrupt indicating a global illegal state.

Resource availability: the eTPU code RAM is available during this test.

CPU parallel signature unit tests

The cores of SPC563Mx and of SPC564Ax devices have integrated signature registers to
enhance capabilities to develop core self tests.

To support applications requiring system integrity checking during operation, the Zen core
provides a parallel signature unit, which is capable of monitoring the CPU data read and
data write AHB buses, and accumulating a pair of 32-bit MISR signatures of the data values
transferred over these buses.
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Figure 2.  Parallel signature unit
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Several CPU tests can be implemented:
— Register test
—  Arithmetic and logic unit test
—  Control flag test
— Branch test

The parallel, available on any SPC564Ax variant, allows the acceleration of the tests by
computing a signature and avoiding single register comparison to an external reference.

Principle: use software based tests to check the CPU core. Instead of comparing CPU
registers to a reference, use the CRC unit to compute a signature by writing the register
content to the CRC unit. The CRC can be seeded to any value by initializing the CRC before
the test.

Result: once the test is completed, the signature in the CRC unit can be compared with the
reference signature.

Resource availability: the CPU module is available during this test. Interrupts should be
masked during the execution of the test as the content of the parallel signature unit would be
modified during the execution of the interrupt routine.
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4 Self tests for SPC564Ax digital peripherals
4.1 CRC unit self tests
The CRC unit is an essential module in the safety concept of SPC564Ax. It is made of two
submodules with independent register sharing the same computing circuitry.
CRC check should implement:
— Reqgister check
—  Computing circuitry check
41.1 CRC computing circuitry check
Principle: the computing circuitry can be checked by computing a CRC over the entire flash
content. The DMA controller can also be used to accelerate the test and execute it
concurrently with CPU initialization.
Result: once the test is completed, the signature in the CRC unit can be compared with the
reference signature.
Resource availability: the CRC module is not available during this test.
4.2 DMA controller self tests
The DMA controller is also an essential module in the safety concept of SPC564Ax. It is
made of 16 channel transfer descriptor registers sharing the same transfer logic.
DMA check should implement
— Reqgister check
— Transfer logic check
4.2.1 DMA transfer logic check
Principle: the DMA transfer logic can be checked by means of complex transfer sequences.
If the application implements a peripheral configuration check using DMA and CRC, the
proposal is to have an implicit check using this test.
Result: once the test is completed, the signature in the CRC unit can be compared with the
reference signature.
Resource availability: the DMA module is available during this test. Only one channel can
be used by this test.
4.3 Crossbar self tests

SPC564Ax crossbar has a limited number of registers. Once configured properly, the
crossbar can be checked using implicit tests.

The crossbar can be implicitly tested when the following self tests have been implemented:
—  Peripheral configuration check (see below)
—  Flash and RAM check
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4.7
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Memory protection self tests

SPC564Ax MPU is implemented using registers defining memory ranges and comparators.
In most safety applications, it is an important part of the safety concept as it isolates critical
data from non critical data.
The MPU can be explicitly tested using:

— Register test

—  Functional tests

Peripheral bridge self tests

SPC564Ax peripheral bridge does not have a configuration register. It can be checked using
implicit tests.

The peripheral can be implicitly tested when the peripheral configuration self tests have
been implemented (see below).

Peripheral configuration self tests

Peripheral configuration check allows the implementation of two types of tests on
peripherals:

—  Power on tests (latent fault monitor), by checking the value of each initialized
register
— Run time test, by checking the value of configuration registers with a fixed content

Peripheral configuration check

Principle: use the scatter/gather mode of the DMA controller, to chain several transfer
sequences, which read the peripheral registers to be checked and write them to the CRC
unit to compute a signature. The CRC can be seeded to any value by initializing the CRC
before the test.

Result: once the test is completed, the signature in the CRC unit can be compared with the
reference signature.

Resource availability when run as power on test: peripherals being checked are not
available during this test.

Resource availability when run as run time test: peripherals being checked are available
during this test.

This check makes intensive use of the peripheral bridge and DMA state machines (address
generator, chaining of DMA transfers).

Interrupt controller self tests

The interrupt controller plays an important role in an SPC564Ax application. Interrupt
controller check should implement:

—  Register check
—  Logic circuitry check

Doc ID 16081 Rev 2 KYI
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4.7.1 Interrupt controller logic check

Principle: the interrupt controller has a register to store the base address of the interrupt
vectors. The interrupt controller logic can be checked by defining a specific interrupt table for
the self tests. Software configurable interrupt sources can then be used to generate an
interrupt request. Nesting and priority management can be checked by enabling those
software configurable sources during selected interrupt routines.

Result: self test software dependent.
Resource availability: the interrupt controller is not available during this test.

Note: As interrupt controller is checked using software based tests, more complex self tests can
be generated if required.

4.8 FlexCAN self tests

FlexCAN module has a loop back mode. This mode can be used to implement a self test.
This test will exercise the protocol engine of the FlexCAN.
4.8.1 FlexCAN check

Principle: use the loop back mode of FlexCAN module to send and receive data without
sending it over the CAN network.

Result: transmitted message is received by FlexCAN and the content of the message
(message ID, message payload) can be compared to known value(s).

Resource availability: FlexCAN is not available during this test.

4.9 eSClI self tests

A loop back mode is available.

49.1 eSCl loop back

Principle: eSCI can be put in loop back mode by setting bit “LOOPS” and clearing bit
“RSRC” of register SCICR1. In loop back mode, the eSClI treats its own transmitted
messages as received messages.

Result: transmitted message is received by eSCI and the content of the message can be
compared to known value(s).

Resource availability: eSCl is not available during this test.

4.10 eMIOS self tests

eMIOS module generates real time input output events, such as, counting, capture,
compare. This module can be checked using the eTPU.

4.10.1 eMIOS check

Principle: use the eTPU to capture the characteristics of some eMIOS channels.
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4.12

4.12.1

18/24

Result: the captured value in eTPU must be compared to the known eMIOS characteristics
by taking account the prescaler factor used for eMIOS and eTPU.

Resource availability: this test requires allocation of eTPU channels for the check.

Decimation filter self tests

The decimation filter is able to perform computation on eQADC results. This module can be
checked using inputs from CPU or eDMA.

Decimation filter check

Principle: use CPU or eDMA to write inputs to the decimation filter.

Result: check results of the decimation filter at several stages of the “test filter”
computation.

Resource availability: the decimation filter is not available during this test.

eQADC logic self tests

eQADC logic can influence the conversion results if it generates an incorrect sampling time
and/or an incorrect conversion time.

Self tests should implement:
— Register test
—  Effective eQADC conversion timing

eQADC effective conversion timing
Principle: configure the eQADC trigger unit to generate two consecutive ADC conversions
with time stamping for each conversion.

Result: the captured time stamps in eQADC results must be compared to the known
effective times of ADC conversion.

Resource availability: this test does not require specific resource provided a trigger is
available for this test.
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4.13

Summary for digital peripherals

The table below summarizes the self tests for digital peripherals.

Table 1. Self tests for digital peripherals
Module Self test Comments
CPU core Use software based tests. CRC unit can be usgq to.
accelerate result verification.
eTPU core Use software based tests. -
Flash integrity test.
Flash ECC logic verification.
Flash -
Flash address decoder.
Flash margin mode.
RAM dormant fault test.
RAM RAM ECC logic verification. -
RAM address decode.
Interrupt Use an alternate vector table for interrupt )
controller controller self tests.
Use DMA and CRC unit to compute a signature
Peripheral on all initialized registers.
configuration Use DMA and CRC unit to compute a signature
on registers with static configuration.
Explicit test on registers.
DMA Implicit test if peripheral configuration self test is -
implemented.
Explicit test on registers.
CRC Implicit test if peripheral configuration self test is -
implemented.
Crossbar Impl!cn tegt if Flash, RAM and peripheral )
configuration checks are implemented.
MPU Explicit test on register and functional tests. -

Peripheral bridge

Implicit test if peripheral configuration self test is
implemented.

eMIOS Use eTPU to capture signal from eMIOS. -

ADC logic Qse eQADC t|n_1e stamping to capture effective )
time of conversions.

FlexCAN Loop back. -

eSCl Loop back. -

Decimation filter

Use CPU instead of eQADC as source for
operands.

Doc ID 16081 Rev 2

19/24




Self tests for SPC564Ax analog peripherals AN3018

5

5.1

5.1.1

5.2

5.2.1

5.3

5.3.1

5.3.2

5.3.3

20/24

Self tests for SPC564Ax analog peripherals

Oscillator self tests

The oscillator of each SPC564Ax variant can be checked with the clock quality monitor.

Oscillator check

Principle: use the clock quality monitor to check the crystal clock.
Result: use status bit in clock monitor to detect a loss of clock (or use interrupt).

Resource availability: the crystal clock is available during this test.

FMPLL self tests
SPC564Ax devices have 1 FMPLL.

FMPLL check

Principle: use the clock quality monitor to check the FMPLL.
Result: use status bit in clock monitor to detect a loss of lock (or use interrupt).

Resource availability: the FMPLL is available during this test.

eQADC self tests

SPC564Ax devices have two ADCs with their own logic, which share the same analog
supply and reference.

eQADC internal reference check

Principle: SPC564Ax analog multiplexers have several internal signals available for self
tests: internal bandgap, VREF/2, VREF/4, 3/4 x VREF.

Result: obtained by checking the ADC conversion result.

Resource availability: the ADC is available during this test.

Analog input and ADC mux check

Principle: each eQADC has its own independent analog mux. Use the two ADCs to convert
the same analog input.

Result: obtained by checking the ADC conversion result from each ADC.

Resource availability: excluding the time needed for conversion, ADC are available during
this test.

Analog input and ADC mux check

Principle: fault (open, short) in the ADC analog input of the differential inputs and ADC mux
can be detected by using the pull up and pull down integrated in the eQADC.
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Result: obtained by checking the ADC conversion result of the selected differential input.
Resource availability: selecting pull up and pull down may affect the precision of regular
conversions performed during the time they are activated.

54 Supply monitor self tests
SPC564Ax devices have supply monitors for 5V, 3.3 V (internally generated) and 1.2 V.
The 1.2 V monitor is testable.

54.1 1.2 V monitor check
Principle: reset or interrupt can be selected for a 1.2 V loss. By enabling interrupt and
changing the trimmed value and its threshold, it is possible to test the 1.2 V monitor.
Result: a 1.2 V error is reported when the threshold of the monitor is set lower than 1.2 V.
Resource availability: 1.2 V monitor is not available during this test.

5.4.2 Monitor check using eQADC
Principle: the analog multiplexer allows for convertion of any of the supplies (5V, 3.3 V,
1.2 V). This also includes the reference voltage for 1.2 V.
Result: obtained by checking the ADC conversion result.
Resource availability: all LVIs should be disabled during this test.
Note that the 1.2 V is derived from a reference independent of the ADC VREF, so that the
1.2 V check with ADC allows checking of the ADC reference voltage.

5.5 Summary for analog peripherals

The table below summarizes the self tests for analog peripherals.

Table 2. Self tests for analog peripherals
Module Self test Comments
PLL Use CQM -
ADC ADC reference check, ADC mux and analog input check -

1.2 V monitor | Change the 1.2 V threshold. -

PMC Use ADC to measure the supplies (5 self tests for analog i
peripherals, 3.3V, 1.2 V)

Oscillator Use CQM -
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