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User manual

Getting started with the STM32Cube function pack for loT node with Ethernet/Wi-
Fi, NFC and sensors for vibration analysis connected with IBM Watson loT Cloud

Introduction

FP-CLD-WATSON1 is an STM32Cube function pack. It can connect an loT node based on the STM32L4 Discovery kit loT node
(B-L475E-IOTO1A) or the NUCLEO-F4297] to IBM Watson loT, transmit sensor data and receive commands from remote
applications. This package lets you jump-start end-to-end IoT development so that you can focus on adding desired functions.

The software includes a middleware package implementing the MQTT protocol to facilitate interaction between the featured
boards and Cloud services.

The package is further extended with pre-integrated algorithms for the processing of accelerometer data which can be used to
detect vibration from devices such as motors, fans and pumps. Maximum frequencies and tear/wear conditions of the device
under test are reported together with raw sensor data to IBM Watson IoT thus enabling and speeding up development of
solutions for industrial condition monitoring and predictive maintenance.

IBM Watson loT parameter configuration is greatly simplified thanks to the use of NFC. The software runs on the STM32
microcontroller and includes drivers for the featured sensor devices and dynamic NFC/RFID tag.
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For further information contact your local STMicroelectronics sales office.


http://www.st.com/en/product/fp-cld-watson1
http://www.st.com/stm32cube
http://www.st.com/en/product/b-l475e-iot01a
http://www.st.com/en/product/nucleo-f429zi
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1 Acronyms and abbreviations

Table 1. List of acronyms

AP Access point
BSP Base support package
FFT Fast Fourier Transform
FOTA Firmware update over-the-air
GPIO General purpose input/output
HAL Hardware abstraction layer
HTML Hypertext markup language
HTTP Hypertext transfer protocol
IDE Integrated development environment
loT Internet of things
12C Inter-integrated circuit
LwIP Lightweight IP
MCU Microcontroller unit
MEMS Micro electro-mechanical systems
MQTT Message queuing telemetry transport
NFC Near field communication
ODE Open development environment
REST API Representational state tranfer APIs
RFID Radio-frequency identification
SMD Surface mount device
SSID Service set identifier
UART Universal asynchronous receiver/transmitter
URL Uniform resource locator
Wi-Fi Wireless lan based on ieee 802.11
WLAN Wireless local area network
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2 FP-CLD-WATSON1 software description

2.1 Overview

The software is based on the STM32CubeHAL, the hardware abstraction layer for the STM32 microcontroller. The
package extends STM32Cube by providing a board support package (BSP) for the NFC and sensor expansion
boards. The drivers abstract low-level details of the hardware and allow the middleware components and
applications to access sensor data in a hardware-independent manner and to read/write information from/to NFC/
RFID tag.

The package includes middleware components implementing the MQ Telemetry Transport (MQTT) application
level network protocol for communication with IBM Watson loT. MQTT is a lightweight messaging protocol with a
small code footprint, low power and low bandwidth usage, particularly suitable for sensor data telemetry and
implementation in embedded systems. The middleware is further extended with pre-integrated FFT algorithms to
process accelerometer data by making time to frequency domain conversion.

A sample application to experiment connectivity with IBM Watson loT platform is provided on top of the
middleware stacks. Developers can use it to prototype end-to-end loT applications, by registering the STM32
Nucleo microsystem in the IBM Watson loT Cloud service and begin transmitting real time sensor data in a
straightforward manner. Maximum frequency, maximum amplitude and alarm threshold levels are transmitted with
raw sensor data to IBM Watson loT thus enabling and speeding up development of solutions for industrial
condition monitoring and predictive maintenance.

Thanks to NFC dynamic tag, you can configure Wi-Fi access point parameters and IBM Watson loT credentials
with an NFC enabled mobile phone, as well as use it to open the IBM Quickstart web page to visualize data
generated by the STM32 Nucleo on-board sensors.

2.2 Features

. Complete middleware to build applications based on Wi-Fi/Ethernet connectivity, inertial and environmental
sensors, and to connect an STM32 Nucleo-144 development board with STM32F42971 MCU, or an
STM32L4 Discovery kit loT node (B-L475E-IOT01A) to IBM Watson loT Cloud

. Software interface to access temperature and humidity sensor (HTS221), pressure sensor (LPS25HB),
motion sensors (LIS3SMDL, LSM303AGR, LSM6DSL) and to write and read the
RFID/NFC tag (ST25DV04K)

. Integrated mbedTLS and MQTT protocol middleware
. Integrated Fast Fourier Transform (FFT) algorithm for vibration analysis

. Sample implementation based on Wi-Fi connectivity available for STM32L4 Discovery kit [oT node (B-
L475E-IOTO1A), based on Ethernet connectivity available for X-NUCLEO-IKS01A2, and X-NUCLEO-
NFCO04A1, when both connected to a NUCLEO-F4297|

. Easy access to IBM Watson loT Cloud services for sensors data visualization and processing (refer to
http://www.ibm.com/internet-of-things/trial/ for details on license terms)

. Easy portability across different MCU families, thanks to STM32Cube
. Free, user-friendly license terms
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2.3 Architecture
Figure 1. FP-CLD-WATSON1 software architecture
Applications FP-CLD-WATSON1
Middleware
Hardware .
Abstraction STM32Cube Hardware Abstraction Layer (HAL)
S5TM32 Nucleo
expansion boards
B-L475E-10TO1A
Hardware Discovery Kit IoT node
STM32 Nucleo
development board

The software layers used by the application to access and use the STM32 microcontroller and the sensors and
NFC expansion boards are:

. STM32Cube HAL Layer: consists of a set of simple, generic, multi-instance APIs (application programming
interfaces) which interact with the upper layer applications, libraries and stacks. These generic and
extension APIs are based on a common framework which allows any layers they built on, such as the
middleware layer, to implement their functions without requiring specific hardware information for a given
microcontroller unit (MCU). This structure improves library code reusability and guarantees easy portability
across other devices.

. Board Support Package (BSP) Layer: provides software support for the STM32 Nucleo board peripherals,
excluding the MCU. These specific APIs provide a programming interface for certain board specific
peripherals like LEDs, user buttons, etc. and can also be used to fetch individual board version information.
It also provides support for initializing, configuring and reading data.

To connect the STM32 Nucleo microsystem with IBM Cloud services, we ported an open source implementation
of the MQTT protocol (http://www.eclipse.org/paho/) to the STM32 platform and integrated it in STM32Cube
package as a middleware library. MQTT is a lightweight messaging protocol with small code footprint, low power
and low bandwidth usage. It is particularly suitable for sensors data telemetry and implementation in embedded
systems (more information on MQTT protocol can be found at www.mqtt.org).

FFT middleware component computes the Discrete Fourier Transform (DFT) for a sequence of sensor output
signals.

FFT is very simple and efficient algorithm and it is widely used in mathematics, science and engineering to
analyze most frequencies, their amplitude and possible changes over time.
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2.4 Folder structure

Figure 2. FP-CLD-WATSON1 package folder structure
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The following folders are included in the software package:
. _htmresc: contains image resources used by Release_Notes.html

. Documentation: contains a compiled HTML file generated from the source code and documenting in details
the software components and APIs.

. Drivers: contains the HAL drivers, the board specific drivers for each supported board or hardware platform,
including the on-board components and the CMSIS layer which is a vendor-independent hardware
abstraction layer for the ARM CORTEX-M processor series.

. Middlewares: contains middleware interface for NFC expansion software, together with implementations for
MQTT, LwlIP, FreeRTOS, mbedTLS, JSON and Fast Fourier Transform (FFT) algorithms for vibration
analysis.

. Projects: contains a sample application which uses sensor data for vibration analysis and connects with
IBM Watson loT Cloud via Ethernet when using NUCLEO-F42971, and via Wi-Fi when using B-L475E-
IOTO1. Projects are provided with three development environments (IAR Embedded Workbench for ARM,
RealView Microcontroller Development Kit (MDK-ARM), and System Workbench for STM32).

2.5 APls

Detailed technical information fully describing the APIs functions and parameters are available to the user in a
compiled HTML file in the package “Documentation” folder.

The main APIs used by the IBM sample application are:

. int initialize dm(char *orgIld, char* domainName, char *deviceType, char
*devicelId,char *authmethod, char *authToken, char *serverCertPath, int useCerts,
char *rootCACertPath, char *clientCertPath, char *clientKeyPath): to initialize the IBM
Watson IoT client.

. int publishEvent dm(char *eventType, char *eventFormat, unsigned char* data,
enum QoS gos): to publish events from the device to the IBM Watson loT service.

. int PrepareMgttPayload(char * PayloadBuffer, int PayloadSize, char * devicelID):
to fill the payload with the sensor values.

. void prepare fft data(void); this function prepares FFT data for get fft data(),
get fft max freqg() and get fft max freq amp()

. uint32 t get fft max freq amp (void): to get the amplitude of the max. frequency using Flat Top
window.

. int MQTTPublish(Client* ¢, const char* topicName, MQTTMessage* message): to publish
a message to the MQTT topic defined in topicName (the result given is: success or failure).

. uint32 t get fft max freq(void):to getthe max. frequency value.

2.6 Sample application description

A sample application is available on STM32L4 Discovery kit [oT node (B-L475E-I0T01) using Wi-Fi connectivy
and on the X-NUCLEO-IKS01A2 and X-NUCLEO-NFCO04A1, when both connected to NUCLEO-F429Z1, using
Ethernet connectivity.
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In the "Projects"” directory, ready-to-build projects are available for multiple IDEs.

This application reads the data values from the temperature, humidity, pressure, accelerometer, magnetometer
and gyroscope sensors and transmits them to IBM Watson loT. When used with X-NUCLEO-IKS01A2,
accelerometer data from the LSM303AGR sensor are further elaborated through FFT (feature available only with
NUCLEO-F429ZI board).

The application is configured by default to run in Quickstart and Simple Registration modes by supplying the
device credentials through the terminal application. When using a NUCLEO-F429ZI board, the NFC interface can
also supply device credentials, as described in Configuration using NFC.

2,61 Vibration analysis with LSM303AGR accelerometer

Vibration analysis (VA) applied in an industrial or maintenance environment aims at reducing maintenance costs
and equipment downtime by detecting equipment faults; VA is a key component of condition monitoring (CM)
programs.

To analyze vibrations, accelerometer time domain signal is transferred to frequency domain. A thorough accurate
analysis can be done via FFT.

Some FFT parameters are:

. FFT_max_f (Hz): indicates the maximum frequency bin of detected vibration. The accelerometer samples
the signal at a selected output data rate (ODR), the default settings use 400 Hz ODR. The software
calculates 512-point FFT (other options are 256 and 1024).

. FFT_max_F_amp (mg): shows the amplitude for the frequency bin. LSM303AGR accelerometer can
measure very high accelerations, up to 16g.

. Motor status (OK, Warning, Failure): Three threshold levels can be set for the amplitudes. The motor
condition can be monitored on the base of these acceleration limits and could be signaled.

These parameters can be easily modified in the source code. For example, more frequencies or harmonics of the

signal could be monitored and added to cloud information.

By grouping adjacent frequencies, it is easier to see vibration levels arising over time. Flat-top window is used for
best amplitude accuracy and different windowing functions could be created such as Hanning.

Motor status thresholds should be adjusted for each practical use case.

For best measurement accuracy, an adapter board could be mounted directly on top of DUT by creating extension
cables between the sockets and connectors.

2.7 Configure IBM Watson and Wi-Fi access point parameters

Once the hardware setup is configured as described in Section 3.1 Hardware description, you need to use a serial
line monitor (e.g. Tera Term) to view messages from your STM32 Nucleo based microsystem. The serial terminal
must be configured with the following parameters:

. BaudRate: 115200

. Data: 8 bit
. Parity: none
. Stop: 1 bit

. Flow control: none

. NewLine RX: AUTO

. NewLine TX: CR+LF

. Local echo: Enabled

In order to connect your STM32 Nucleo based microsystem with a wi-fi access point (AP), you have to configure

the correspondent SSID and password parameters. It is possible to set SSID and password by typing them into
the serial interface or using NFC expansion board together with a companion mobile application.

Once parameters are set, they are written by the application in the STM32 Nucleo board flash memory and used
as default values each time the board is powered on or reset. To overwrite parameters in flash, it is necessary to
press the user button for some seconds when starting the firmware application.

To configure access point parameters via NFC:
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1. Download on your NFC enabled mobile phone the ST25 NFC mobile application:
(any other mobile application able to write NDEF parameters to NFC can

also be used).
2. Launch the ST25 NFC mobile app and press the “Compose NDEF” button.

Configuration via serial terminal

Configure the 10T node device parameters and Wi-Fi credentials (only when using STM32L4 Discovery
kit 1oT node) via serial terminal

Configuration of Wi-Fi credentials

sxx LJIF] connection 3

Push the User button (Blue) within the next 5 seconds if you want to update the
WiFi network configuration.

Your WiFi parameters need to be entered to proceed.

Enter SSID: 0
You have entered| » as the ssid.

Enter Security Mode (B - Open,., 1 — WEP, 2 - WPA, 3 - UPAZ):3
You have entered 3 as the security mode.

Enter password:

Initializing the WiFi module
Module initialized successfully: Inventek eS-WiFi ISM43362-M3G-L44-SP1 C3.5.2.3.
ETA?

Retrieving the WiFi module MAC address: c4:7F:51:83:8a:16

As the NUCLEO-F429Z| uses Ethernet to connect to IBM Watson cloud, connect the board Ethernet
port to a switch/router using an Ethernet cable

NUCLEO-F429ZI Ethernet port
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Enter the root CA in the serial terminal, by copying and pasting from the content of the file "Projects
\Common\Bluemix\comodo_watson.pem"”


https://play.google.com/store/apps/details?id=com.st.demo
https://play.google.com/store/apps/details?id=com.st.demo
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Note:

Configure IBM Watson and Wi-Fi access point parameters

Enter root CA certificates

wxx Bpard personalization sesese

% Ethernet connection e
Initializing LwIP on Ethernet interface

Starting DHCP client to get IP address...
IPaddress = 192.168.8.4

Mac address: Je:ld:b6d-aa:fc:Ba
Retrieving the IP address.

IP address: 172.168.8.4

Updating TLS security credentials.
Enter the x589 certificates or keys as per the following format:
—————BEGIN CERTIFICATE

YMPGnBub ?GB?t +aEMrSP+1gml gNb1 LTV +/8 j1i5ww0Quu f uu?udJBUecABLnBkemnL
RYEUQIN?Z-/5G? jGr8XmksrUuEvnEF/Bibyc +E1 ixUABhmnM3oTDPhS Le?unB8rNsu

Enter your root CA:

Select either Quickstart or Simple Registration mode

Enter Registration Mode (1 - Quickstart,. 2 — Simplel:

Enter Configuration String

[Enter the Bluemix connection string of your device:
eviceld=xxx)
DeviceType=device_type;:Deviceld=1idl

(template: DeviceTlype=xxx;D

This hardware configuration can be used for the setup in both quickstart and registered mode.

Configuration using NFC

Configuration via NFC is possible only when using the

board. It requires an

expansion board and an Android mobile phone which supports NFC. You can configure the hardware

via the ST25 NFC app.


http://www.st.com/en/product/nucleo-f429zi
http://www.st.com/en/product/x-nucleo-nfc04a1
http://www.st.com/en/product/x-nucleo-nfc04a1
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Figure 8. ST25 NFC app for Android

Ple tap an NFC tag...

Step 1. Put your Android phone close to the X-NUCLEO-NFC04A1 NFC tag.
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The following screen appears:

Figure 9. NDEF write menu

o ® B

= ST25DV04K-J

IFO NDEF CCFILE SYSTEM FILE MEMORY
I

ST25DV04K-J
NFC type V - ISO/IEC 15693
Dynamic NFC/RFID tag

Areal : No NDEF data or unknown data

LN

Step 2.  Tap the NDEF record add button, at the bottom right of the above screenshot.
The following screen appears:
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Figure 10. NDEF selection

Select the NDEF record to add

Sms record

Create a SMS NDEF record

E-mail record

Create an Email NDEF record

Text record

Create a plain text NDEF record

Uri record

Create a uri NDEF record

Contact

Create a vcard NDEF record

Wifi record

Create a Wifi handover NDEF record

Step 3.  After selecting [Text record], write a formatted text string to be transferred to the NFC device by
tapping on [Save], as shown below.

UM2130 - Rev 2 page 11/33



UM2130

Viewing sensors and vibration analysis data on IBM quickstart web page

3

Figure 11. Write to tag

= NDEFActivity

Write Ndef text

ibmmode=q,DeviceType=device_type,Devicel
d=id1

This application can be used to configure the hardware in quickstart and registered mode. The
configuration parameters are given in a formatted text string like
ibmmode=q, DeviceType=your device type,Deviceld=idl,, where:

— g stands for "quick start mode"

- your device type is the dummy device type for your loT node. It is not required to be
registered at IBM Watson loT platform service.

- id1 is the dummy device ID

Note: The trailing comma has to be put at the end of the configuration string.

2.8 Viewing sensors and vibration analysis data on IBM quickstart web page

Once the IoT node configuration is complete, the console prompts for pressing the user button (blue): the IoT
node, then, starts steaming sensor and FFT data to the IBM Watson loT Cloud.
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Viewing sensors and vibration analysis data on IBM quickstart web page

Device streaming sensor data to the IBM Watson Cloud

Betting the RIC from the network time.

onf iguring the RIC from Date: UWed. 13 Jun 2818 B6:56:21 GMT

Fft library initialized

Device Client Connected to guickstart._.messaging.internetofthings.ibmcloud.com P
latform in QuickStart Mode

'ou can see your published data at https://guickstart.internetofthings.ibmcloud

com
levice Id dis idi

Jhen user button is pushed shortly. application publishes the sensor values. a
A-1 toggle value (the green Led switches accordingly? and a timestamp
On double button push,. application enters in a loop and publishes automaticallwy

every second. Mext doubhle push returns to previous mode

FFTmaxAmpl: 967, FFTMaxFreq: A
38.58, "humidity': 56.18, "pressure': 278.9
_x'": B, “acc_y 979, "Motor_status': "OK", ""FFTMaxFregAmp':
“"FFTMaxFreqg': @

': 38.58, "humidity': 56.28,. “pressure': 278.9
_x'": B, "acc_y . _=": 248, "Motor_status': "OK". “FFTMaxFregAmp"':
"FFTHaxFreq': ©H 33>
publishing sensor data

The device data are shown in the IBM Quickstart URL highlighted in the picture above.

Sensor data shown in the IBM Quickstart web page

e | https://quickstart.internetofthings.ibmcloud.com/#/device

= C 1 ase

IBM Watson IoT Platform QUICKSTART SERVICE STATUS pocu

Quickstart

oi status.temperature

Event Datapoint Value

rature 28.7

If an NFC-enabled Android mobile is available, and a expansion board is mounted, you
can open the Quickstart web page by approaching the phone to the NFC tag.


http://www.st.com/en/product/x-nucleo-nfc04a1

‘_’ T UM2130
Connect to IBM Watson loT Cloud as a registered device

Figure 14. Automatic opening of IBM quick start web page via NFC

To offer a visual indication of the connectivity status, when the device is not connected to a serial terminal, the
green LED2 on the STM32 Nucleo is turned ON once the board is connected to IBM Watson IoT: it blinks each

time a sample of sensor data is transmitted.

29 Connect to IBM Watson loT Cloud as a registered device

Registered mode allows connecting your STM32 Nucleo and expansion boards to IBM Watson loT Cloud and
build scalable loT applications. To register the STM32-based microsystem to IBM Watson loT Cloud, you must
create an account in IBM Watson Cloud following the instructions provided at https://www.ibm.com/marketplace/

cloud/internet-of-things-cloud/us/en-us.
Step 1. Once signed in, use the Internet of Things Platform Starter boilerplate to create a Cloud Foundry App
as shown below.

Figure 15. Internet of Things Platform Starter Boilerplate: Cloud Foundry App creation

Create a Cloud Foundry App

Internet of Things Platform Starter

Gt s2armec with EBM Yiation £oT platform using e Hode-mED

a4 aampie apalication, WS Eha Strter, you e quickly S 5
kit st of Thimgs alce, it eir, gunasind cass,
v g swalraing avd dpisying fain i e Wan foT Fariam PP Senene e — e
Ry
Chocnmn 3 vegfonlocation to capoy i Chowwesrionrisatior: Chae napace:

@ = [ — . REAERLT "
Vi s
- X7 :

i el Selected Plan:

Choudant KaS0L D8

Lite

ELE

Dttt

Eiennait of Things Flaform

1 o e %
uvalon, deploy, andacala sarver-side JavaBaript® spps wirh case, The TBM SDH tor Hoda e provides snhancad parformanca, secarisy, and serviceabiley. .

e bttty ===

Corripct 1 Cloued Sofey Cont Calmdater

Step 2. Launch Watson loT Platform service by clicking on the xxxx-iotf-service link in your IBM dashboard.
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Figure 16. Watson loT Platform service

Dashboard
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Step 3.  Click on [Launch] to open IBM Watson loT platform service.

Figure 17. Internet of Things Platform Starter Boilerplate: launching Watson loT Platform

# 1BM Cloud

O FFTSensor-iotf-service oot used | 159 53 Megatyte avaiatie Details

Locaton UnitedKingdom  (rg. (08217 Space: uk

#iT nppbcatiorn =

-

Loarn abcxn Wiatson 1T Prasioem ‘ Expand using mieg-ay-13es recipes.

Step 4. Select [Device], then [Device Type].
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Figure 18. Internet of Things Platform Starter Boilerplate: device type

e C O | @ Secure | hitps/3gSentemetofthings ibmeoud.com, ard#de Drowse e

Device Type & o & Date Added Oescriptive Location & B ¥ m

STMIZ Davice Mar5, 2018 11:17 AM

Step 5.  Enter [Device Type name] then click on [Next]

Figure 19. Internet of Things Platform Starter Boilerplate: device name

Browse: Disgratd:  Moton Dot Types
Add Type  Tdestity  Device Information )
Select Type

Opan in navw tab

Cateway

Deneription

i

Step 6.  Select [Browse Devices] in the left side bar, then click on [Add Device]

Figure 20. Internet of Things Platform Starter Boilerplate: add device

1B Watson kT Matorm

O oe=nd B i & ity 2 st [ g8 ¥ m

Step 7. Select [Auto-generated authentication token], then click on [Next]
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Figure 21. Internet of Things Platform Starter Boilerplate: auto-generated token

Browse Diagnose  Action Device Types

Add Device Identity Device Information Security Summary e
Device security There are two options for selecting a device authentication token.
Auto-generated authentication Self-provided authentication token

token (default)

Allow the service to generate an authentication token for

Provide your own authentication token for this device.
The token must be between 8 and 36 characters and

you. Tokens are 18 characters and contain & mix of contain a mix lowercase and uppercase letters, numbers,

alphnumeric characters and symbols. The tokenis
returned to you at the end of the device registration

and symbols, which can include hyphens, underscores,
and periods. Do not use repeated characters, dictionary
words, user names, or other predefined sequences.

process.
Authentication Token @
Make a note of the d token. Lost auth
tokens cannot be recovered. Tokens are encryped before
being stored.

Authentication token are encrypted before we store them.

Step 8.  Select [Device Type], enter your [Device ID], then click on [Next]

Figure 22. Internet of Things Platform Starter Boilerplate device ID

Browse Diagnose Action Device Types

Add Device Identity Device [nformation Security Summary »
Id entity Select a device type for the device that you are adding and give the device
a unigue 10.

S5TM32 >

Oevice 1D §TM32-Nucleo-Fd

e

Note: Write down the device credentials generated as they are necessary to configure your loT node via terminal or
NFC (available for NUCLEO-F429Z1 only).
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Figure 23. Internet of Things Platform Starter Boilerplate device credentials

e o Device STM32-Nucleo-F401

Device Credentials

You registered your device to the organization. Add these credentials to the device to connect it to the platform.

After the device is connected, you can navigate to view connection and event details.

Organization ID x13q5¢c
Device Type STM32
Device ID STM32-Nucleo-FA01

Authentication Method ~ use-token-auth

Authentication Token K7*KfFCEx&yeXrkbmK

Authentication tokens are non-recoverable. If you misplace this token, you will need to re-register

A the device to generate a new authentication token.

Find out how to add these credentials to your device A

Step 9.  Reboot the STM32 Nucleo board.
Step 10. When requested, select [Registered mode].
Step 11. Enter device credentials.

Figure 24. Internet of Things Platform Starter Boilerplate registered mode

12-‘.ntel- Registration Mode €1 — Quickstart, 2 - Simplel:

ed the Simple registration mode.

the Bluemix ing of r device: C(template: Orgld=xxx;Device H H
.\':E;‘Deuli.;:_‘ ring of your device: (template: Orgld=xx;Device De\"ce |1
Deviceld=ii;Token=hddihddi

Device Credentials

You registered your device to the organization. Add the
d, you can navigate to view

After the device is conne:

\ Organization 1D yuzagl
- 3 Device Type 1429z
Simple Registration Mode = 2 " Dedce i

Authentication Method  use-token-auth

Authentication Token hdd1lhddl

Note: Device credentials can also be trasnsmitted via NFC through an Android mobile application (ST25 NFC app) on
the basis of the workflow shown below.
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Figure 25. Registration mode device parameter provisioning using ST25 NFC app
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Once registered and connected to the IBM Cloud, the STM32-based microsystem is able to send and
receive information to and from IBM Cloud applications and IBM Watson loT (for further information,
refer to https://www.ng.bluemix.net/docs/starters/Node-RED/nodered.html).

210 Connect to Node-RED

Node-RED is a flow-based development tool to link hardware devices, APIs and online services (nodered.org). It
is integrated in the IBM Watson loT Platform.

Figure 26. Node-RED flow editor for IBM Watson loT Platform

Node-RED on IBM Bluemix for IBM Watson IoT Platform

Node-RED

Node-RED is a programming tool for wiring together hardware
devices, APls and online services in new and interesting ways Go to your Node-RED flow editor

The version running here has been customized for the IBM Watson

10T Platf
QLA Learn how to customise Node-RED

More information about Node-RED, including documentation, can be
found at nodered.org.

Step 1. To use the Node-RED flow editor, before connecting your devices to Node-RED, generate the API keys
in the IBM Watson loT dashboard as shown below.
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Figure 27. Generate APl Key and Authentication Token (1 of 3)

I15M Watson loT Flatiorm

&

Step 2. Select [Standard Application], then click on [Generate Key]

Figure 28. Generate APl Key and Authentication Token (2 of 3)

Browse IBM Cloud Apps

Generate API Key Information Permissions X

The application will have access for the following roles:

Role [standard Application -

<+ Add Another Role

< Generate Key

Take note of the APl Key and Authentication token for future usage

Figure 29. Generate APl Key and Authentication Token (3 of 3)

You’ve just added a new API Key: NodeRED application for NUCLEO Here
are it’s credentials:

Authentication tokens are non-recoverable. If you misplace this token, you will need to re-register the API key to
generate a new authentication token.

Generated Details API Key Information
API Key a-x13g5¢c-mbbfk18mob @ Description NodeRED application for NUCLEQ
AuthenticationToken  yIYAB@Q3x8*-@k001T [ Role Standard Application

Expires Never

Authentication tokens are non-recoverable. If you
A misplace this token, you will need to re-register the
API key to generate a new authentication token.

View API Key Add Another

Step 3. Go back to your IBM Cloud dashboard and click on your app URL to open Node-RED flow editor.
You can secure the connection by using username and password.

page 20/33



https://console.bluemix.net/dashboard/apps/

UM2130
Connect to Node-RED

3

Figure 30. Launching Node-RED flow editor

= % IBM Cloud

Dashboard

ACSOURCE GROVE Lo

CLOUD POUNDEY SPACE
tore v Unitad Kingdom + '

Cloud Foundry Apps 768 MB/Z G Laed

Hame - Route Memary (ME) state

FFTSersar * EFTSenssssmsbarbiummnicne 255 & Furmng iU}

Step 4. In Node-RED flow editor, select [Manage Palette] from menu option, click on the [Install] tab and add
the Node-RED dashboard to your Node-RED palette as shown below.

Figure 31. Connect device to Node-RED application

o
Lo T3
Y
—
0

Step 5. Click on [Import] to import the flow described in the file FFTSensorFlow.json (in the folder
STM32CubeFunctionPack_WATSON1_F4_Vx.y.z/Utilities/NodeRED).

Step 6. Configure the Watson loT platform node using your IoT node device parameters (Device Type, Device
Id, API key and Authentication token)
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Figure 32. Configuring loT node device parameters (1 of 2)
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Figure 33. Configuring loT node device parameters (2 of 2)
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Step 7. To visualize sensor data, click on the [Deploy] button on the Node-RED application page top-right, and
then click on the [Launch] icon in the dashboard tab as shown below.
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Figure 34. Deploying Node-RED application
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A web-based dashboard appears. If your loT node device is working properly, sensor data from the
STM32 Nucleo are visualized in real-time.

Figure 35. Dashboard for data visualization
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3 System setup guide
3.1 Hardware description
3141 STM32 Nucleo platform

STM32 Nucleo development boards provide an affordable and flexible way for users to test solutions and build
prototypes with any STM32 microcontroller line.

The Arduino™ connectivity support and ST morpho connectors make it easy to expand the functionality of the
STM32 Nucleo open development platform with a wide range of specialized expansion boards to choose from.
The STM32 Nucleo board does not require separate probes as it integrates the ST-LINK/V2-1 debugger/
programmer.

The STM32 Nucleo board comes with the comprehensive STM32 software HAL library together with various
packaged software examples.

Figure 36. STM32 Nucleo board

Enabled

Information regarding the STM32 Nucleo board is available at www.st.com/stm32nucleo

3.1.2 X-NUCLEO-IKS01A2 expansion board

The X-NUCLEO-IKS01A2 is a motion MEMS and environmental sensor expansion board for STM32 Nucleo.

It is compatible with the Arduino UNO R3 connector layout, and is designed around the LSMG6DSL 3D
accelerometer and 3D gyroscope, the LSM303AGR 3D accelerometer and 3D magnetometer, the HTS221
humidity and temperature sensor and the LPS22HB pressure sensor.

The X-NUCLEO-IKS01A2 interfaces with the STM32 microcontroller via the I?C pin, and it is possible to change
the default I1°C port.
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Figure 37. X-NUCLEO-IKS01A2 MEMS and environmental sensor expansion board

——————

X "1
ROCH G
ﬂf ,_ SRIL [njﬂ s
ngg @Er;
'—'u—:j*‘ﬂ g8 ?g
‘ [Ese1a

see
e mm oo

313 X-NUCLEO-NFC04A1 expansion board

The X-NUCLEO-NFC04A1 dynamic NFC/RFID tag IC expansion board is based on the ST25DV04K NFC Type V/
RFID tag IC with a dual interface 4 Kbits EEPROM that also features an IC interface. It can be powered by the
pin of Arduino connector or directly by the received carrier electromagnetic field.

The X-NUCLEO-NFC04A1 expansion board is compatible with the Arduino™ UNO R3 connector pin assignment
and can easily be plugged onto any STM32 Nucleo board. Various expansion boards can also be stacked to
evaluate different devices operating together with the dynamic NFC tag.

The board also features an antenna with a 54 mm iso 24.2 diameter, single layer, copper etched on PCB.
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Figure 38. X-NUCLEO-NFCO04A1 expansion board
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Figure 39. X-NUCLEO-NFC04A1 expansion board plugged to an STM32 Nucleo board
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Information about the X-NUCLEO-NFCO04A1 expansion board is available on www.st.com at http://www.st.com/x-
nucleo

314 STM32L4 Discovery kit loT node
The B-L475E-IOTO1A Discovery kit for IoT node allows you to develop applications to directly connect to cloud
servers.
The Discovery kit enables a wide variety of applications by exploiting low-power communication, multi-way
sensing and ARM® Cortex® -M4 core-based STM32L4 series features.

It supports Arduino Uno R3 and PMOD connectivity providing unlimited expansion capabilities with a large choice
of dedicated add-on boards.

®

1&0_93-7 4 ‘-‘_i'D

-

Figure 40. B-L475E-IOT01A Discovery kit

-
.

&
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3.2 Software requirements
To set up a suitable development environment for compiling and running the FP-CLD-WATSON1 package, the
following software components are necessary:
. FP-CLD-WATSON1 software available on www.st.com

. Development tool-chain and Compiler, the STM32Cube expansion software supports the three following
environments:

- IAR Embedded Workbench for ARM® (EWARM) toolchain version 8.20.1 + ST-LINK
—  RealView Microcontroller Development Kit (MDK-ARM) toolchain + ST-LINK
—  System Workbench for STM32 + ST-LINK

. Serial line monitor (e.g. Tera Term)

. Google Chrome web browser

3.3 Hardware and software setup
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3.31 Hardware setup

The following hardware components are required:
1. One STM32 Nucleo development platform (order code: NUCLEO-F42971)

2. One sensor expansion board (order code: X-NUCLEO-IKS01A2)
3.  One USB type A to Mini-B USB cable to connect the STM32 Nucleo to the PC
4.  Optional: One NFC tag expansion board (order code: X-NUCLEO-NFC04A1)
5.  Optional: NFC compatible Android smartphone

3.3.2 Software setup

3.3.21 Development tool-chains and compilers

Step 1. Select one of the integrated development environments (IDE) supported by the STM32Cube expansion
software and listed in Section 3.2 Software requirements, and refer to the system and setup
information provided by the selected IDE provider. The project files for all the supported IDEs can be
found in the FP-CLD-WATSON1 package (Projects/STM32F429ZI-Nucleo/Applications/Cloud/Bluemix
folder).

Step 2. Install a serial line terminal software and a web browser on your PC.
3.33 System setup guide

3.3.31 NUCLEO-F429ZI board setup

The STM32 Nucleo board integrates the ST-LINK/VV2-1 debugger/programmer. The developer can download the
relevant version of the ST-LINK/V2-1 USB driver by searching STSW-LINK0O08 or STSW-LINKO09 on www.st.com
(according to your version of Microsoft Windows).

The X-NUCLEO-IKS01A2 and X-NUCLEO-NFCO04A1 expansion boards can be easily connected to the NUCLEO-
F4297| board through the Arduino UNO R3 extension connector, as shown below.

Figure 41. NUCLEO-F429ZI connected to X-NUCLEO-NFC04A1 and X-NUCLEO-IKS01A2

UM2130 - Rev 2 page 28/33


http://www.st.com/en/product/nucleo-f429zi
http://www.st.com/en/product/x-nucleo-iks01a2
http://www.st.com/stm32nucleo
http://www.st.com/en/product/x-nucleo-nfc04a1
http://www.st.com/stm32cube
http://www.st.com/en/product/fp-cld-watson1
http://www.st.com/en/product/x-nucleo-iks01a2
http://www.st.com/en/product/x-nucleo-nfc04a1
http://www.st.com/en/product/nucleo-f429zi
http://www.st.com/en/product/nucleo-f429zi

m UM2130

Revision history

Table 2. Document revision history

19-Dec-2016 1 Initial release.

03-Jul-2018 2 Updated all content to reflect software release 3.0.

UM2130 - Rev 2 page 29/33



m UM2130

Contents

Contents
1 Acronyms and abbreviations ............. . i i 2
2 FP-CLD-WATSON1 software description ...ttt ieienannnnns 3
21 OV IV W . . 3
2.2 FeatUres . . oo 3
2.3 ArChItECtUrE . . 3
2.4 Folder StruCture . . . . ... o 4
2. AP 5
2.6 Sample application description . . ... .. 5
2.6.1 Vibration analysis with LSM303AGR accelerometer .. .. ......... .. ... . ... ...... 6
2.7 Configure IBM Watson and Wi-Fi access point parameters. .. ......................... 6
271 Configuration via serial terminal ... ... ... ... .. . . . . . 7
2.7.2 Configuration using NFC. . . ... . 8
2.8 Viewing sensors and vibration analysis data on IBM quickstartwebpage .............. 12
2.9  Connect to IBM Watson IoT Cloud as a registered device. ... ........................ 14
210 Connectto Node-RED . . ... . 19
3 System setup guide. ... ..ottt i i e r e e e e aa e 24
3.1 Hardware description . . ... .. . e 24
3141 STM32 Nucleo platform . . ... ... 24
3.1.2 X-NUCLEO-IKSO1A2 expansion board. . .. ... e 24
313 X-NUCLEO-NFCO04A1 expansionboard . . ............. ... ... . . . . 25
314 STM32L4 Discovery kit loT node . . ... e 27
3.2 Software requUIrements . . .. ... 27
3.3 Hardware and software setup . ... .. i 27
3.31 Hardware Setup. . . . ..o 27
3.3.2 Software SetUp . . ... 28
3.3.3 System setup guide. . . ... ... 28
ReVISIiON RiStOry . ... ..o i et ii s 29

UM2130 - Rev 2 page 30/33



m UM2130

List of tables
List of tables
Table 1. Listof @Cronyms . . . . ... 2
Table 2. Document revision history . . . . . . ... 29

UM2130 - Rev 2 page 31/33



m UM2130

List of figures

List of figures

Figure 1. FP-CLD-WATSON1 software architecture . . ... ... ... . . . .. . . . e 4
Figure 2. FP-CLD-WATSON1 package folder structure . . . . . ... ... . . e 5
Figure 3. Configuration of Wi-Ficredentials . . . . . . .. ... .. 7
Figure 4. NUCLEO-F429ZI Ethernet port. . . . . . ... e e e e 7
Figure 5. Enterroot CA certificates . . . . . . . .. 8
Figure 8. ST25 NFC app for Android. . . . . .. . 9
Figure 9. NDEF Write Menu . . . . . o 10
Figure 10.  NDEF selection . . . . . .. 11
Figure 11, Writetotag . . . . . . o 12
Figure 12.  Device streaming sensor data to the IBM Watson Cloud . ... ... ... .. .. . .. . ... 13
Figure 13.  Sensor data shown in the IBM Quickstartweb page . ... ... ... . ... . . i 13
Figure 14.  Automatic opening of IBM quick start web page viaNFC . . . . ... ... ... . ... .. . . . 14
Figure 15.  Internet of Things Platform Starter Boilerplate: Cloud Foundry App creation . . . .. .................... 14
Figure 16.  Watson loT Platform service. . . . . . .. . 15
Figure 17.  Internet of Things Platform Starter Boilerplate: launching Watson loT Platform . .. .. .................. 15
Figure 18.  Internet of Things Platform Starter Boilerplate: device type. . . .. ... .. ... . .. .. . . .. . . 16
Figure 19.  Internet of Things Platform Starter Boilerplate: device name. . . .. ... ... .. .. .. . . 16
Figure 20.  Internet of Things Platform Starter Boilerplate: add device . . . ... ... ... . ... .. .. . . . . 16
Figure 21.  Internet of Things Platform Starter Boilerplate: auto-generated token . . ... ....... ... .. .. .. ... .. ... 17
Figure 22.  Internet of Things Platform Starter Boilerplate device ID. . . . . ... ... .. . 17
Figure 23.  Internet of Things Platform Starter Boilerplate device credentials . . ... ......... ... ... ... ... ...... 18
Figure 24.  Internet of Things Platform Starter Boilerplate registeredmode. . . . .. ... ... ... .. ... .. .. ........ 18
Figure 25.  Registration mode device parameter provisioning using ST25 NFCapp. . . . .. .. ... .. 19
Figure 26.  Node-RED flow editor for IBM Watson loT Platform. . . . ... ... .. .. .. . . . . . . 19
Figure 27.  Generate API Key and Authentication Token (10f3) . . . ... . ... . e 20
Figure 28.  Generate API Key and Authentication Token (2 0f 3) . . . . . .. .. ... . 20
Figure 29.  Generate API Key and Authentication Token (30f3) . . . .. . . .. 20
Figure 30.  Launching Node-RED flow editor . . . .. ... . . 21
Figure 31.  Connect device to Node-RED application. . . . ... ... . 21
Figure 32.  Configuring loT node device parameters (1 0f2). . . . .. ... 22
Figure 33.  Configuring lIoT node device parameters (2 0f2). . . . . .. . 22
Figure 34.  Deploying Node-RED application . . . . . ... . ... 23
Figure 35. Dashboard for data visualization . . . . .. ... ... . . . . e 23
Figure 36.  STM32 Nucleo board . . . . ... ... 24
Figure 37.  X-NUCLEO-IKS01A2 MEMS and environmental sensor expansionboard . ... ...................... 25
Figure 38.  X-NUCLEO-NFCO4A1 expansion board. . . . . ... ... e e e e 26
Figure 39.  X-NUCLEO-NFCO04A1 expansion board plugged to an STM32 Nucleoboard . . .. .................... 26
Figure 40.  B-L475E-IOTOTA Discovery Kit. . . . ... 27
Figure 41.  NUCLEO-F429ZI connected to X-NUCLEO-NFCO04A1 and X-NUCLEO-IKSO01A2 . . .. ................. 28

UM2130 - Rev 2 page 32/33



m UM2130

IMPORTANT NOTICE - PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.

Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.
ST and the ST logo are trademarks of ST. All other product or service names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2018 STMicroelectronics — All rights reserved

UM2130 - Rev 2 page 33/33




	1 Acronyms and abbreviations
	2 FP-CLD-WATSON1 software description
	2.1 Overview 
	2.2 Features
	2.3 Architecture
	2.4 Folder structure
	2.5 APIs
	2.6 Sample application description
	2.6.1 Vibration analysis with LSM303AGR accelerometer

	2.7 Configure IBM Watson and Wi-Fi access point parameters
	2.7.1 Configuration via serial terminal
	2.7.2 Configuration using NFC

	2.8 Viewing sensors and vibration analysis data on IBM quickstart web page
	2.9 Connect to IBM Watson IoT Cloud as a registered device
	2.10 Connect to Node-RED

	3 System setup guide
	3.1 Hardware description
	3.1.1 STM32 Nucleo platform
	3.1.2 X-NUCLEO-IKS01A2 expansion board
	3.1.3 X-NUCLEO-NFC04A1 expansion board
	3.1.4 STM32L4 Discovery kit IoT node

	3.2 Software requirements
	3.3 Hardware and software setup
	3.3.1 Hardware setup
	3.3.2 Software setup
	3.3.2.1 Development tool-chains and compilers

	3.3.3 System setup guide
	3.3.3.1 NUCLEO-F429ZI board setup



	Revision history



