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Introduction

The ST25R3911B-DISCO GUI (STSW-ST25R001) is a PC software application, which
allows the user to configure, evaluate, and communicate with the ST25R3911B high
performance HF reader / NFC initiator.

The software must be used in conjunction with the ST25R3911B-DISCO kit, which includes
a ready-to-use board to interface with the host PC through a USB interface. This software
allows the evaluation of every feature of the ST25R3911B. The ST25R3911B communicates
with the STM32L476 32-bit core MCU via the SPI bus.

The ST25R3911B-DISCO board is powered through the USB port, and no external power
supply is required. It includes an ST25R3911B high performance HF reader / NFC initiator,
an etched antenna, and the associated tuning components.

Starting with version 1.1.0 the ST25 Tag Editor is included, which allows access to all
features of ST25 Tag and Dynamic Tags series.

DoclD030328 Rev 2 1/87

www.st.com


http://www.st.com

Contents um2177

Contents
1 Listofacronyms .......... ... s 7
2 ST25R3911B-DISCOdemo kit ............... ... 8
21 ST25R3911B-DISCO board installation . .......................... 8
2.2 Installing the ST25R3911B-DISCO PC software
(STSW-ST25R001) . ... .. e e 8
2.3 Firmware update .......... ... ... . . . . . . 9
24 ST25R3911B Discovery GUItab ........... ... ... ... ... ... ...... 11
241 StartUptab . ... .. e 12
242 Antennafeaturestab .......... ... .. ... .. 13
243 Wakeuptab ......... . . . 14
244 Pollingtab . ... ... . . 16
245 NFCIPtab .. ... . . 18
246 ISO14443Atab . ... ... 19
2.4.7 ISO14443Btab . ........ . 20
2.4.8 ISO15693tab . ... 21
249 FeliCatab ......... ... . e 22
2410 NFCType1tab ... ... . i 23
2411 NFCtype2tab ... ... ... .. . . 24
2412 Debugtab . ... .. 25
2.4.13 Dynamic configurationtab ........... .. ... ... ... . . . .. ... 26
2.5 Register Map ........... . e e 27
3 Using the ST25 Tag Editor software ........................... 28
3.1 Main menuU . ... ... 30
3.2 ISO15693 Menu . ... ... e 31
3.3 ISO14443-A MENU . ... 47
3.31 ISO14443-A Cards commands . ...........c.uiiuinennnnennnn.. 48
3.3.2 M24SR, SRTAG and ST25TA userinterface . .................... 49
3.3.3 Password management for M24SR and SRTAG products .......... 60
3.34 NFC Type 4A - NDEF Message userinterface ................... 61
3.4 ISO14443-Bmenu . ... ... . . e 67
3.41 ISO14443-B Cardscommands ...............ciiiiiuunnnnn... 68
3.4.2 ISO14443-BNFCcommands .............c.ccuiiieiinnnnnnn.. 69

2/87 DocID030328 Rev 2 ‘Yl




UM2177 Contents
3.4.3 NFC Type 4B NDEF Message userinterface .................... 70
3.4.4 SRIXX/SRTxx products . . ........ ... it 71
3.5 ISO18092 MeENU . .. ... 72
3.6 TOOIS MENU . ... 73
3.6.1 ST25R3911B-DISCO toolbox ........ ... ... . ... ... . .. .. .. ... 74
3.6.2 Scripttool . ... .. 75
3.7 Helpmenu .. ... ... e 77
3.8 ST25 Tag Editor RF protocol select and Send Receive
functionsformats . ....... ... ... . 78
3.8.1 ISO15695 RF PROTOCOL ... . e 78
3.8.2 ISO14443-ARF PROTOCOL ... .. 80
3.8.3 ISO14443-BRF PROTOCOL ....... ... . .. 82
3.84 ISO18092 RF PROTOCOL ... ... i 84
4 Revision history .......... ... .. i ittt i i eennns 86
‘W DoclD030328 Rev 2 3/87




List of tables um2177

List of tables

Table 1. List Of @CrONymMS . . . ... 7
Table 2. ISO15695 RF PROTOCOL SELECT . .. ..o e e e 78
Table 3. SEND RECEIVE FUNCTION . . . ... e e e 79
Table 4. RF PROTOCOL SELECT . . .. e e 80
Table 5. SEND RECEIVE FUNCTION . . . ... e e e e 81
Table 6. RF PROTOCOL SELECT . . .. e e 82
Table 7. SEND RECEIVE FUNCTION . . . ... e e e 83
Table 8. RF PROTOCOL SELECT . . ... e e e 84
Table 9. SEND RECEIVE FUNCTION . . . ... e e e e 85
Table 10. Documentrevision history ... ....... .. . . . . . e 86

3

4/87 DocID030328 Rev 2




UM2177

List of figures

List of figures

Figure 1.
Figure 2.
Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.
Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.
Figure 27.
Figure 28.
Figure 29.
Figure 30.
Figure 31.
Figure 32.
Figure 33.
Figure 34.
Figure 35.
Figure 36.
Figure 37.
Figure 38.
Figure 39.
Figure 40.
Figure 41.
Figure 42.
Figure 43.
Figure 44.
Figure 45.
Figure 46.
Figure 47.
Figure 48.

S74

Device Manager Window. . . . ... ...t 9
STM Device inDFU Mode . ... .. .. e e 10
GUIStartup . . .. 12
Antennafeaturestab .. ... ... .. 13
Wakeup window - Capacitive wakeupenabled . .. ............ ... ... ... .. ...... 14
Wakeup window - Inductive (phase) wakeupenabled . ........................... 15
Wakeup window - Inductive (amplitude) wakeupenabled . ........................ 16
Polling tab. . . .. 17
NFCIP WiNAOW . . .. e e e e 18
ISO 14443A1ab . .. . . e 19
ISO14443B tab . ... .. . 20
ISO 15693 tab. . . .. .. e 21
FeliCatab . .. ..o 22
NFC Type 11ab ... .. e 23
NEC type 21tab . ... e 24
Debugtab . . ... 25
Dynamic configurationtab ... ......... . ... .. . . . . 26
Register map . ... 27
Detection message 1/3. . . ... 28
Detection message 2/3. . .. ... 29
Detection message 3/3. . .. ... 29
Main MENU . . .. 30
ISOT5693 MENU . . . .ot e 31
Example of ISO15693 user interface for M24LR64 ... ......... ... ... ............ 33
Selecting User Mode from ISO15693 userinterface ............................. 34
ST25DV userinterface: Inventory. . . ... 35
ST25DV user interface: AFIDSFID INFO .. ... .. . . e 36
ST25DV user interface: EEPROM . .. ... ... . . 37
ST25DV user interface: display Extendedcommands . . .......................... 37
ST25DV user interface: static configuration . .. ............ ... ... ... ... ... .... 38
ST25DV user interface: Fast Transfer Mode interface . . .. ............. ... .. ... ... 39
ST25DV user interface: Password management . ....................c .. 40
ST25DV user interface: Energy Harvesting and GPO management .. ............... 41
ST25DV user interface: Fast Transfer Modedemo ............... ... .. ... .. ..... 42
Read and write NFC Type 5 CCfile .. ... ... .. . . e 43
Read NFC Type 5NDEF mMessage . ...t e 44
Prepare NFC Type 5NDEF MeSSage .. ... .ot 45
Write NFC Type 5 NDEF message. . . ... e 46
ISOT4443-A MENU . . ..ttt e e e 47
ISO14443-A selected fromthe list . ... ... ... .. .. . . . . . 48
M24SR userinterface. . . ... 49
ST25R3911B protocol selection sequence. . ............ . ... 50
Anticollision process results . . ... . . e 51
RF OFF on anticollision RATS PPS button . ........... .. ... .. . ... . ... 51
RF OFF on anticollision RATS PPSresults ... ......... ... .. . .. 52
NFC Type 4Abuttonavailable ... ... ... ... ... . . . . 52
ISO14443-Abutton available . .. ... .. . . 52
RF requestand RF answer. . . ... ... . . . e 52

DoclD030328 Rev 2 5/87




List of figures UM2177

Figure 49.
Figure 50.
Figure 51.
Figure 52.
Figure 53.
Figure 54.
Figure 55.
Figure 56.
Figure 57.
Figure 58.
Figure 59.
Figure 60.
Figure 61.
Figure 62.
Figure 63.
Figure 64.
Figure 65.
Figure 66.
Figure 67.
Figure 68.
Figure 69.
Figure 70.
Figure 71.
Figure 72.
Figure 73.
Figure 74.
Figure 75.
Figure 76.
Figure 77.
Figure 78.
Figure 79.
Figure 80.
Figure 81.
Figure 82.
Figure 83.
Figure 84.
Figure 85.
Figure 86.
Figure 87.
Figure 88.
Figure 89.
Figure 90.

6/87

“Show Log” button . ... .. e 53
Log windows of RF request/answer . .. ... .. 53
NFC Type 4A userinterface . . ... ... .. e 53
|_Block, R_Block, S_Block requests. . .. ... ... e 54
|_Block, R_Block, S_Block answer. . ... ... .. ... . 54
Capacity container file selected .. ... .. . . . . e 55
Specific CCfile array ... ... ... 55
Systemfile selected . . ... .. e 56
Specific systemfile array .. ... e 57
NDF file is selected. . . . . ... 57
Binary data and NDEF message aredetected . .. .. ......... .. ... .. ... .. ... . .... 58
Password managementbutton. .. ... 59
Password managementbuttons . . . ... .. 59
NDEF message managementbutton . . ........ ... ... . .. 59
Password management userinterface . . . .......... .. ... .. 60
NFC Type 4A - NDEF message userinterface. ............. .. ... . . . .. 61
Log window of configurationsetup . . ... .. 61
NDEF message is displayed. . . ... ... 62
Log window when occur error on READ NDEF MESSAGE process . .. .............. 63
Prepare TEXT NDEF record. . . ... .. .. e e 63
Prepare URINDEF record . . .. ... ... e 64
Prepare SMARTPOSTER NDEF record. . .. ... ... . . .. 64
Prepare MIME VCARD NDEF record. . . ... ... . e 64
Prepare MIME BLUETOOTH PAIRING NDEFrecord . ............. . ............. 65
Prepare MIME MEDIA NDEF record . ... ... ... .. e, 65
Prepare MIME VARIOUS NDEF record . . .. ... ... e 65
Write Textt NDEF message. . . . ... e 66
ISO14443-B MenuU . . . ... e 67
Example of ISO14443-B userinterface .......... ... . . ... . .. i 68
Log file .o e 69
ISO1443-B userinterface . . . .. ... ... e 69
ISO14443-B NFC userinterface. . . . . ... .. .. 70
Example of ISO14443-B user interface for SRIXxx. . . ... ... ... .. . .. ... .. ... .. 71
ISO18092 MeNU . . . ... e 72
ISO18092 Iog WINAOW . . . . o o e e e 73
TOOIS MEeNU. . .. .. 74
ST25R3911B-DISCO demonstration board toolbox. . . ... ....... ... ... .. ......... 74
Scripthelp page 1/3 . ... 75
Scripthelp page 2/3 . . ... 76
Scripthelp page 3/3 . . .. 76
Scripttool interface . . . .. ... ... 77
AbOUt WINAOW . . . ..o 78

3

DocID030328 Rev 2




UM2177

List of acronyms

1

3

List of acronyms

Table 1. List of acronyms

Acronyms Description

CW Continuous wave

DFU Device Firmware Upgrade

FeliCa Contactless RFID smart card system from Sony

GUI Graphical User Interface

HID Human Interface Device class

ISO14443-A Technolo.gy Aqu in.ternational standard that defines proximity cards
used for identification.

ISO14443-B Izgr;r}glroi%ﬁriig::;r:itoe;rlmationaI standard that defines proximity cards

1ISO15693 ISO standard for vicinity ca'rd.s. These cards can be read from a greater
distance compared to proximity cards

PUPI Pseudo Unique Identifier

uiD Unique Identifier

uUSB Universal Serial Bus

VICC Vicinity Integrated Circuit Card according to ISO 15693.
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2.1

2.2

Note:
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ST25R3911B-DISCO demo kit

This section describes the USB driver installation, and the GUI (Graphical User Interface)
software for communication between the PC and the ST25R3911B-DISCO board.

ST25R3911B-DISCO board installation

To install the ST25R3911B-DISCO board, connect it to a PC with a USB cable to a USB port
that is capable to deliver more than 250 mA of current. Usually, this kind of port is on a
powered USB Hub or directly on a PC.

Installing the ST25R3911B-DISCO PC software
(STSW-ST25R001)

To install the ST25R3911B-DISCO development software (STSW-ST25R001):

¢ Download the latest version of the ST25R3911B-DISCO development software from
www.st.com.

. Execute the installer and follow the GUI install procedure.

When the installation process is complete, the ST25R3911B-DISCO development software
can be used.

The ST25R3911B-DISCO board works using USB HID (Human Interface device class).
There are no special ST25R3911B-DISCO drivers. Windows® uses stack mouse and
keyboard drivers.

3
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2.3

3

Firmware update

The ST25R3911B-DISCO demo kit contains a DFU driver, and it is required to update the
firmware before using the STSW-ST25R001.
Open the GUI and select “Firmware update:

1. Select in the menu “Help” the entry “Firmware Update”. A file chooser opens, there
choose the “DISCO_STM32L4x6.hex”. If the DFU driver is already installed the
firmware update should finish in few seconds, otherwise go to point 2.

2. If the DFU driver is not installed, open the “Device Manager” window (no need to wait
for the GUI's feedback):

a) Select under “Other devices” the “STM32 BOOTLOADER”

b) Click on right button of the mouse and select “Update driver software (See
Figure 1)

Figure 1. Device Manager window

= Device Manager EI@
File Action View Help
e TE HE® E &S

4= PRECWLO009

@ Batteries

@ Biometric Devices
9 Bluetooth Radios
.---_'l." Computer

\_,,_, Dick drives

l;, Display adapters

'..51;,“-, Human Interface Devices
b ‘g IDE ATA/ATAPI controllers
s 1:" Imaging devices

l_-'l" Jungo

b & Keyboards

b liil, Mice and other pointing devices
- Monitors

l_-'ll‘ Metwork adapters

4 |5 Other devices

7 Bluetooth Peripheral Device
Bluetooth Peripheral Device
STM32 BOOTLOS

Update Driver Softy
I Unknown device ;
; Disable
> - Processors
- -|[J® Security Devices Uninstall

> -% Sound, video and gar Scan for hardware
. £ Storage controllers
" System devices Properties
.. B TechTools

b § Universal Serial Bus controllers

b ¥ Universal Serial Bus devices

.k WSD Print Provider

Launches the U

c) Select “Browse my Computer for driver software”

d) Enter “C:\Program Files
(x86)\STMicroelectronics\ST25R3911B_Discovery GUI\Driver” and install it.

e) Under “Universal Serial Bus controllers” appears an STM Device in DFU Mode.
(See Figure 2)
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Figure 2. STM Device in DFU Mode
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-+ i 5TM Device in DFU Mode

- g USB 20 MTT Hub
L]
L4
L

USE 2.0 MTT Hub

USE 3.0 Hub

USE Composite Device
- | USB Mass Storage Device
> - i Universal Serial Bus devices
.= WSD Print Provider

f)  In the meantime the ST25R3911B-DISCO GUIl is in timeout, and the USB field in
the status bar is red.

g) To do the update, restart from point 1

Caution:  The loading of a wrong firmware makes the board unusable, but the board can be
automatically enumerated as an STM Device in DFU Mode forcing the bootloader by
pressing the Boot button on the board, holding it and then connecting the USB.

10/87 DoclD030328 Rev 2

3




UM2177

ST25R3911B-DISCO demo kit

24

Note:

3

ST25R3911B Discovery GUI tab

If the software package is installed correctly, and the ST25R3911B-DISCO board is
connected to PC USB port, the main menu is displayed (see Figure 3). The toolbar also
contains the ST25 Tag Editor icon, which allows the ST25 Tags editing. To open it, click on
the ST25 Tag Editor icon, while a board is connected. The Disco GUI will automatically
disconnect from the board, and open the ST25 Tag Editor to take control over the board. To
go back to the Disco Reader functionality, just close the ST25 Tag Editor or click on the icon
again. The ST25 Tag Editor will be closed automatically in this latter case.

Please see Section 3: Using the ST25 Tag Editor software for details.

The firmware version number is shown in the status bar of the main window.

This tab allows the user to access several sub-menu:

StartUp tab (see Section 2.4.1)

Antenna features tab (see Section 2.4.2)
Wakeup tab (see Section 2.4.3)

Polling tab (see Section 2.4.4)

NFCIP tab (see Section 2.4.5)

ISO 14443A tab (see Section 2.4.6)

ISO 14443B tab (see Section 2.4.7)

ISO 15693 tab (see Section 2.4.8)

FeliCa tab (see Section 2.4.9)

NFC Type 1 tab (see Section 2.4.10)
NFC Type 2 tab (see Section 2.4.11)
Debug tab (see Section 2.4.12)

Dynamic Config tab (see Section 2.4.13)

DocID030328 Rev 2
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StartUp tab
Figure 3 shows the startup tab.

The status tab on the bottom right corner shows the connection status. If the HW is
successfully connected via USB then the status turns to green, and displays the version of
the Firmware.

Figure 3. GUI startup

1 ST25R39118 Discovery GUI oo ==

File View Settings Help

] - ‘
| 5 O [ a ’l
Register Map  Readout Registers | Reader app | ST25 Tag Editor

augmented

Startp | AntennaFeatures | wakeup | poling | wFCP | 150144438 | 15014443 | 15015693 | Felea | MECType1 | nFCTypez | Debug | Dynamicconfig

Demo Board Information

Firmware Version 111
Pemo 80ard Cek] oo Board version Discovery

STM32 UID 370016000150325959333420 ®

Antenna trimming OK -

ST25R3911B
m 4.62 v

Identify

ST25R3911 Reader Board Detected. , Discovery 11,1

Click on “Demo Board Check” button. This action checks the USB connection to the
demo board, and reads some demo board information, which is required for the GUI
operation. The configuration of the ST25R3911B is based on this information.

Click on “Adjust Regulators” button to automatically set the regulators. This command
improves the system Power Supply Rejection Ratio, and the value of regulated voltage
is displayed.

Click on “Calibrate Antenna” button. This command automatically adjusts the
resonance frequency of the antenna LC tank. It has to be run again in case the
environment of antenna coil is changed (for example in case that some metal object is
placed near to the antenna).

Antenna trimming OK is displayed next to the button.

When the Start-up procedure is done, the user can proceed with using the other tabs.

3
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2.4.2 Antenna features tab

Figure 4 shows the Antenna features tab.

Figure 4. Antenna features tab

4 ST25R3911B Discovery GUI EI@

File View Settings Help

¥ © Lyy

Register Map Readout Registers
‘augmented

Stertp | AntemnaFeatures | Wakeup | Poling | NFCIP | 1S014443a | 150144438 | 15015693 | Felica | NFCType1 | WFCType2 | Debug | Dynamic Config

Algorithm
@ HW based, ST25R3911 chip-internal AAT
) 5W based, optimize for Phase Target Phase [ |90

7 SW based, optimize for Amplitude Target Ampltude [mV] |2200 130 % . 50
pt <

150 57 30

160 0
Trimming Value 3 &

180 0

Measure Antenna Continuous
Measurment

Auto Adiust Anterna Continuous
Auto Adjust Antenna

Antenna state unknown

Target 00: Upgrading (100%).. -
Upgrade successful
STRmwareUpdater exe Exit Code: 0

ST25R3911 Reader Board Detected.. Discovery 1.0.2

1 [

2,57796Vpp 65.2941%

e The antenna resonates at 13,56MHz, when the pointer shows maximum input signal
amplitude.

e Choose a target phase to use it as a reference for the software algorithm.

e  Click on “Measure Antenna” button to measure the amplitude of the input signals and
the phase differences between output and input signal. Both are displayed on the
graph and the command line on the bottom.

The input amplitude and phase difference can be continuously monitored by using the
“Continuous Measurement” button. Moreover, when this option is activated and a piece of
metal is approached to the antenna, a detuning effect can be seen.

The “Auto Adjust Antenna” button allows the antenna tuning. This action can be done
continuously by pressing the “Continuous Adjust Antenna” button.

Moreover, it is possible to manually adjust the trim value with the List Box “Trimming
values”. It is recommended to use the “Continuous Measurement” for this investigation.

Note: The antenna feature menu can be easily used for matching network evaluation of others
ST25R3911B based readers.

3
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2.4.3

Note:

Note:

Note:
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Wakeup tab

The ST25R3911B offers three wakeup modes (capacitive, inductive (phase) and inductive
(amplitude) that generate an interrupt to a microcontroller in some sleep mode.

This demonstrator is for evaluation purposes, there are continuous measurements updates
happening, which result in extra current consumption.
The “read at interrupt only” switch avoids interaction and minimizes the current.

Capacitive wakeup

Figure 5 shows the wakeup window with the capacitive wakeup enabled.

Figure 5. Wakeup window - Capacitive wakeup enabled

4w §T25R39118 Discovery GUI EI@

File View Settings Help

E C K’I

Register Map Readout Registers
augmented

StartUp | AntennaFeatures | Wakeup | poling | WFCIP | 150144433 | 150144438 | 15015693 | Felica | NFCTypel | WFCType2 | ebug | DymamicConfig |

@ Capacitive > Inductive(Phase) Inductive(Amplitude)
~Run notebook on battery to avoid noise from mains

- Do "AutoCalibrate™ and "Measure”in a dean environment Do "Measure™ without a tag on the antenna
(no capacitive interference)

Capacitive Sensor Configuration Wakeup

Delta(window size) 4 s

Sensor gain BSVPF(L) Timer period [w00ms  +]
Automatic Averaging (=]
Calbration value [Aute | [AutoCalirate] Static Auto Averaging
AR
Offset 163 0

Reference Measurement

Measure ] [T ————— [] measure at interrupt orly
165 Interrupts aceurred: 32 start
240
220
200
180
Y

“ VT e AN
140

r T T T T T T T T T 1

0 20 40 60 80 100

2.56434Vpp 67. 1765°
2.56434Vpp 67, 1765°

This method allows to measure the capacitance across two electrodes.

e  Click on “AutoCalibrate” button to do the calibration and to remove the parasitic
capacitances influence. Alternatively, it is possible to manually set the calibration value.

The “AutoCalibrate” button only works if the calibration value is set to “Auto”.
e  Click on “Measure” and “Measurement to Offset” button to set the initial status (Offset).
e Click on “Start” button to initiate the autonomous wake up mode of ST25R3911B.

The obtained measurement values are shown in Figure 5.

Each interrupt is indicated by a red dot.

DoclD030328 Rev 2
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Other additional parameters are:

e Delta (window size) defines the window in which no interrupt is generated. If the
actual measured value is within the window range, no interrupt will be generated.

e Timer period defines how often the measurement procedure is executed.

e Automatic averaging box selects an automatic or static offset value. In case of an
auto averaging, the offset is dynamically adjusted to the environment condition. If this
option is active, the offset changes dynamically with a weighted factor which can be
selected. The weight option defines how fast the offset value is being adapted to the
new environment condition.

Inductive wakeup

The inductive wakeup scans periodically the input signal amplitude and the phase difference
of the output and input signal. If there is a change of one of these two antenna tuning
parameters an interrupt is generated.

The antenna needs to be tuned before starting the inductive wakeup procedure.

Figure 6. Wakeup window - Inductive (phase) wakeup enabled

47 ST25R3911B Discovery GUI [E=8 Eol 55

File View Settings Help

N O "I

Register Map Readout Registers
augmented

Stertp | AntennaFeatures | Wakeup | poling | nFCIP | 150 14443a | 150144438 | 15015693 | Eelica | nFCTypes | WFCType2 | Debug | Dynamicconfig |

* Capacitive @ Inductive(Phase) O Inductive(Amplitude)

Do "Measure™ without a tag on the antenna

Capacitive Sensor Configuration Wakeup

Deltafwindow size) +

6.5 V/pF(1) Timer period 100ms )

Automatic Averaging ]
Static Auto Averaging
Offset 176
Reference Measurement
Measure ] [ e [] measure at interrupt anly
175 Interrupts occurred: 40 Start
185
180
175
170
T T T T T T T T T 1
0 20 40 60 80 100

2.56494Vpp 67.1765°
2.56494Vpp 67.1765° =

Figure 6 shows the wakeup window with the phase differences measurement enabled.
To achieve the offset level, it needs to execute the same procedure of Capacitive wakeup.

Figure 7 shows the wakeup window with the input signal amplitude measurement.
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Figure 7. Wakeup window - Inductive (amplitude) wakeup enabled
477 ST25R3911B Discovery GUI =N Eon =
File View Settings Help
[ O ‘7]
Register Map  Readout Registers
augmented
Stertlp | AntennaFeatures | Wakeup | Poling | NFCIP | 150 14443a | 150144438 | 15015693 | Feliea [ NFCTypel | WFCType2 | Debug | DynamicConfig |
O Capacitive > Inductive(Phase) © Inductive(Amplitude)
: e Do "Measure” without a tag on the antenna Do "Measure” without a tag on the antenna
Wakeup
Delta(window size) “ =
ensor gai 5.5 VJpF Timer period
Automatic Averaging =
alibration value A AutoCalibrate Static Auto Averaging
AAM
Offset 197
Reference Measurement = s
Measure | [ measure at interrupt only
15 Interrupts occurred: 23
200
150 \-_‘_«/
180
170
160
T T T T T T T T T T 1
0 20 40 60 80 100
2.56494Vpp 67.1765° =
2.56434vpp 67. 1765° =
[uss ][00 ]
Note:

depends on the antenna matching network.

Different wakeup ranges can be achieved with the phase or amplitude method. This

244

Polling tab

Figure 8 shows the anti-collision and multi-protocol features of ST25R3911B-DISCO board.

In addition to the protocols shown, the following protocols are supported:
e Kovio Barcode 128/256 bit (ISO 14443A checkbox)

e iCLASS (ISO 15693 checkbox)

16/87 DoclD030328 Rev 2
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Figure 8. Polling tab

% S§T25R3911B Discovery GUT
File View Settings Help

E O

Register Map Readout Registers

[E=8IEoR 5

Lys

augmented
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NFCType 2 | Debug | DynamicConfig |

D Type  Count LastSeen
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[ isa14443
[¥] iso144438
[¥] sT25TB
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[ feica

2 d0020d162b015¢92  ST25TB 9 13:23:16

Settings

5 %] secs time to live (0=iifinite}

Ignore tag fragments

[] Tune antenna when there are no tags

( Find ]

2.56494Ypp 67.1765°
2.56494Upp 67. 1765%

By default all standards are active.

e Click on the “Find” button. The reader starts to scan for tags that are in the proximity of

the reader.

e The polling process stops if clicked on “Stop” button during the polling process.
e The screen log shows the UIDs or PUPIs, the type and how often the tag is detected.

e The time stamp shows the time of the last detection.
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2.4.5

Note:
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NFCIP tab

Figure 9 shows the NFCIP tab, which displays the peer-to-peer functionality of the
ST25R3911B.

Figure 9. NFCIP window

4 ST25R3911E Discove ry GUI = e >
File View Settings Help

Register Map  Readout Registers

Qaugmented
StartUp | AntennaFeatures | Wakeup | Poling | WFCIP | 150144434 | 150144433 | 15015693 | Eelica | NFCTypel | NFCType2 | Debug | Dynamic Config |
Active Initiator 424
[ Active Initiator 212 Comm bitrate:
Active Initiator 106
Passive Initiator 106
Passive Initiator 424 Comm bitrate: Received URL
[ Passive Initiator 212
Active Target

Mode: Actve Initbirate: 429 o /{ow st com/enfnfc/st25r 391 1b.html
Role: Inbator Comm bitrate: 424
Send URL
hittp: fwww st.com
=
m
R‘. Image
‘ \ = from Disk
i -

Connecting to remote SNEP server P
NDEF Message received with size
NfcipTab: :ndefUriReceived: received url: ttp://www.st.com/en/nfc/st25r3911b. html =

This feature requires an NFC enabled device supporting peer to peer protocol.

The ST25R3911B is initially configured to cycle through the initiator and target mode. The
default setting for the bit-rate is 424kbps.

The communication starts automatically when the tab is selected.

Once the link is established, the initial gray phone picture on the GUI is replaced by a
colored one.

When the connection is established it is possible to transfer an URL to the phone:

e  Write the URL and click on “=URL =>" button to start the transfer.

e  The browser of the phone opens the requested URL.

It is possible to transfer pictures to the phone (The GUI provides three samples as
example):

e  The “Image from Disk” button provides an individual option to select a file.

—  Click on one picture to start the transfer. The picture’s transfer takes several
seconds, because the picture contains a large amount of data. For this reason,
please wait until the picture is transferred.

—  The phone will display the received picture with the comment “new Tag received”.
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246 ISO 14443A tab
Figure 10 shows the 1ISO 14443A tab.

Figure 10. ISO 14443A tab

4 5T25R3911B Discovery GUI
File View Settings Help

- i r—
= O ,’
Register Map  Readout Registers

augmented

[E=8EoR 5

Swrtup | AntennaFeawres | wakeup | Poling | NFCIP | 1SO 14443A | IS0 144438 | 150 15693 | Felca | NFCType 1 | NFCType2 | Debug | DynamicConfig |

Configuration

i, o UID complete,
WUPA > Ac [osdeffss  ~] ansponde
ive | |WUI tive UID |08deffaa * trang "

compliant with ISO/IEC 144434
PCD->PICC PIC->PCD
Frame Size - FSC bytes

Frame Size - FSD bytes DS supported

DR supported
Card Identifier - CID Fw1
SFGI
Optional Suppart:
PCD->PICC
Change Send and Receive Data Rate
Data Rate Send - DS Kbjs

Data Rate Receiver - DR Kbjs

PPS

HLTA

DESELECT

Sent iso 14443aInit 7
ATQA: 0400 SAK: 20
REQA[NoErrar]

The “Configuration” button prepares the board for ISO 14443-A communication, and the
following sequence activates the cards:

“‘REQA ->Active” or “WUPA ->Active” starts the anti-collision procedure
e Tag UID is displayed.

e Ifthe card/tag supports ISO 14443-4 then additional commands like RATS or PPS can
be carried out.

e Click on RATS or PPS.
e  Send arbitrary frames using “Debug” tab (See Section 2.4.12: Debug tab)

3
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2.4.7 ISO 14443B tab

Figure 11 shows the 1ISO 14443B tab.

Figure 11.1SO 14443B tab

s ST25R3911B Discovery GUI
File View Settings Help

E @

Register Map  Readout Registers

=N o =)

Lys

augmented

StartUp | Antenna Features | wakeup NFCIP | 1S014443a | 150144438 | 15015693 | Felica | NFCTypel | NFCType2

Debug | Dynamic Config |

Configuration

PCD->PICC

PICC->PCD

PUPT 01242750 = | Max Frame Size - Card 256

number of slots | 1

AFI 00 FWI 7: 38.656 ms

REQB WuPE
HLTB

PCD->PICC

Application Data 00000000 DS supparted 108

Layer4 compliance compliant ISO/IEC 14443-4 DR supported 108

Optional Support:  CID supported

PICC->PCD

DataRate Send -DS (108

v kg

MBLI

Data Rate Receiver -DR 106

=] ks

Frame Size -Device | 128

+ | bytes

o] 0

ATTRIB

DESELECT

co

is014443bInit[NoError]->
REQB[MNoError]-»012d275000000000808171

The “Configuration” button prepares the board for ISO 14443-B communication, and the
following sequence activates the card:

e Click on “REQB” or “WUPB” button to poll once. The PUPI of a found tag will be

displayed.

e If the card/tag supports ISO 14443-4 then additional commands like “ATTRIB” can be

carried out.

e Send an arbitrary frames using “Debug” tab (See Section 2.4.12: Debug tab)

20/87
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2438 ISO 15693 tab
Figure 12 shows the ISO 15963 tab.
Figure 12. ISO 15693 tab
£3 ST25R39118B Discovery GUT E@
Re EM Read E;{J ter ’I
| startup | AntennaFeatures | Wakeup | Poling | nFerp | 150 144434 | 1S0 144438 | 15015693 | Felia | WFCTypel | NFCType2 | Debug | Dynamic Config |
— e = =T
Transponder Info
AFL DSFID
B :
Send/Receive
wsg}gggﬂﬁﬁ\:jeadsmg\eslodcmmzrror] in422ms -
Foss e
The “Configuration” button prepares the board for ISO 15693 communication, and the
following sequence activates multiple cards:
e Click on “Configuration” button
e Set the ISO 15693 parameter to receive data rate, and the number of slots, which are
used in the anti-collision loop in the firmware.
e Click on “Inventory” button to scan for Vicinity Integrated Circuit Cards.
e  Select one of found UIDs using the drop-down box. Now the “Get System Information
button” can be pressed to retrieve more information about the selected card.
The “Get System Information” will request the card for supported features. The command
“Read blocks” will read out and display the memory blocks of the card.
Note: Not all vicinity cards support “Get System Information” command.

3
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249 FeliCa tab

Figure 13 shows the FeliCa tab.

Figure 13. FeliCa tab

43¢ ST25R39118 Discovery GUL
File View Settings Help

= O

Register Map Readout Registers

E=N Bl =)

Lys

augmented

StartUp | AntennaFeatures | Wakeup | Poling | wFcr

150 144434

150 144438 | ISO 15693 | Eelica | NFCTypel | NFCType2

Debug

Dynamic Config |

Configuration View

Configuration

Poliing Results View

Pall IDm
1 010107018511320d Standard 20

Collisions: o

ICType Length Resp. Code

1

PMm
0120220427674 &ff

Felica Card Commands View
T Command IDm Data
READ_WO_ENCR DxD6 - 010900 0180 00

RX:

Found 2 cards
felicalnitialize[NoError]->
felicaPollMoErrar]

The “Configuration” button prepares the board for FeliCa communication, and the following

sequence activates a card:

e  Set the number of slots used in the anti-collision
e  Click on “Poll” button to poll once for FeliCa cards.
e Arbitrary FeliCa commands can be executed using the “FeliCa Card Commands”. The

IDm will be inserted on request.
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2.4.10

3

NFC Type 1 tab
Figure 14 shows the NFC Type 1 tab.

Figure 14. NFC Type 1 tab

File View Settings Help

= O "I

Register Map  Readout Registers

| stertup | AntennaFeatures | wakeup | Poling | NFCIP | 15014443a | 150144438 | 15015693 | Felica | WFCTypel | NFCType2 | Debug | DynamicConfig |

4w 5T25R3911B Discovery GUI EI@

fe.augmented

Configuration

00 01 02 03 04 05 06 07 i

o0 8 35 57 00 00 02 25 00
0100 00 00 00 00 0O 00 00
02 00 00 00 00 00 00 00 00
03 00 00 00 00 00 OO0 OO0 00
04 00 00 00 00 00 OO0 00 00

05 00 00 00 00 00 00 00 00

1

06 00 00 00 00 00 00 00 00
07 00 00 00 00 00 00 00 00
03 00 00 00 00 00 00 00 00
09 00 00 00 00 00 00 00 00
0a 00 00 00 00 00 OO0 00 00
ob 00 00 00 00 00 OO0 00 00
oc 00 00 00 00 00 OO0 00 00

od 55 55 a3 s 00 00 00 00

0e 01 60 00 00 00 00 00 00 X

Read Blocks | | Write Blocks

‘topazinitialize[NoError]

topazInventory[NoError]->atas 000¢ hr 1148

ReadAl[NoError] -

>853557000) 00000¢ 00000¢ 000000 00000¢ 00000 000000 00000 00000 000000 00000 0000
0000000000C 000000 00000 000000000 160000000000000

The “Configuration” button prepares the board for NFC Type 1 communication, and the
following sequence activates a card:

e  Click on “Select” button to send a WUPA. The UID of the Type 1 Tag is shown.

e The commands read and write are available, and it is possible to read and write its
memory blocks.
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2.4.11
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NFC type 2 tab
Figure 15 shows the NFC type 2 tab.

Figure 15. NFC type 2 tab

4 ST25R3911B Discovery GUI EI@

File View Settings Help

E O ‘,[

Register Map  Readout Registers
augmented

Startip | Antenna Features | Wakeup | Poling | NFCTP [ 150 144438 | 15014443 [ 15015693 [ Felea | NFCTypel | NFCType2 | Debug | DynamicConfig |

[ Configuration | Trensponder 1nfo

UD  04SSb0BSaT2780 Vifare UL transponder

Memory Content Lock Description

Page 0 |0253b085 Serial Number

Page 1 Serial Number
Page 2 Internal /Lock
Page 3 am
Page 4
Page 5
Page &
Page 7

Page &

Memory Cperation Page 9 -
@ READ Data fiom Page Page 10
%) WRITE Data to Page Page 11
%) LOCK Page Page 12
Page [aLz v | bages
bata Page 14
I Exeaute J Page 15 |6e6EEbES
Sentiso 144432

The “configuration” button prepares the board for ISO 14443A communication and enables
the field.

Read data from page sequence:

e Click on “Configuration” button.

e  Click on “WUPA->Active” to find a cards.

e Activate the “READ Data from Page” flag

e  Click on “Execute” to read the memory card content
Write data from page sequence:

e Click on “Configuration” button.

e  Click on “WUPA->Active” to find a card.

e Activate the “WRITE Data from Page” flag

e  Click on “Execute” to write the memory card content

The Lock page:

e Click on “Configuration” button.

e  Click on “WUPA->Active” to find a card.
e Activate the “LOCK Page” flag

[ ]

Click on “Execute” to lock the memory card page content

3
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2.4.12

Note:

Note:

3

Debug tab

The debug tab is split into two group boxes (see Figure 16):

“Send Direct Command” allows sending ST25R3911B direct commands.

“TxRxNBytes” allows to send the arbitrary hex-encoded byte strings, with the
previously selected protocol, directly through the FIFO.

This is not possible for ISO15693 since for this protocol the firmware has to do the bit
coding.

Figure 16. Debug tab

4 ST25R3911B Discove: ry GUI [fol-E- =
File View Settings Help
- .
LIRS, Kyy
Register Map  Readout Registers

augmented

| Startup | AntennaFestures | wakeup | poling | nFcP | 150 144438 | 150 144438

15015693 | Fela | NFCTypel | NFCType2 | Debug | DynamicConfig

Command SET_DEFALLT Oxcl -

TxRABytes

tx-speed rx-speed

0200240000023f00 8

026882 3
s [ alternate LS8 Conti Send J [ send

Sent

iso14443alnit

Re:

ATQA: 4403 SAK: 2420

REQAMNoErrer]

RATS[NoError]->06 7577810280
0200400000230 > [NoError] 026282

ady

The usage of this tab is for experienced users only.
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2413 Dynamic configuration tab
The dynamic configuration tab is a powerful instrument to fine-tune the settings of every
technology and bit rate.
Figure 17. Dynamic configuration tab
4 ST25R3911B Discovery GUI (= =8|
S . Lys
[ Startup | antennaFeatures | wakeup [ poling | nFciP [ 150 14443 | 150 14443 | 15015633 | Feica | NFCTypel | NFCType2 [ Debug | DynamicConfig
|| — 5
Mode ID (Hex) 0000 Function R M v RAW String
[ s J[ Remae | |1 channel (ochn) ot AM and M chamnels & ¥ [R0X0002 0130 V:0x10
Mode “ | |2 Puldown on HISO (miso_pd™) ot 1.+ 2 Puledainaysw v [ROXO00L M:0x18 V018
1 [CHIP_GENERAL 3 Fist Stage Gan Reduction AM ([ogs w |R:OX000C M:0xe0 V:0x00
2 POLLA_COMMON_TX 4 User Defined w01 8 0 ROX002L M:0XT8 V:0xdo
3 POLLA_COMMON_RX 5 Antenna target (act™) ox80 = | R:0X0022 M:0xFF V:0x80
:j :ﬁ:::: [ addruncien I T I w I = )
= ZD - T\ Do ] [ wetosowd ) [ Restromeowd ] [ swerore [ toromee ] [ Geneaecose )
[
Elements:
¢ Read from board: Replace the current configuration with the one from the board.
e Write to board: Apply the current configuration on the board. It will be stored in RAM
only, and a reset erases it.
e Save to File: Write the settings as an XML to your computer.
e Load From File: Read an existing XML from your computer.
e  Generate Code: Generate the table as C-Code to be included in user source code.
e  Mode group:
—  Every operation mode of ST25R3911B has a corresponding mode ID.
The drop down box allows you to select the pre-defined modes, and add them to
the listed modes.
— ltis also possible to define your own modes with own mode IDs but these may not
be used by the firmware. Be careful to do that only if you know what you are doing.
e  Functions group:
Every mode has associated one or more functions. A function can be:
—  Selected from drop down box
— Defined by user. In this case it can be defined as triples of register address +
register mask + register value. All named functions will just be translated into
these register mark value.
If the new function is added to only one of the modes, it will be applied when this mode
is selected, but it will not be reset to its initial state after leaving this mode. To be
available to all modes, it must be added to all modes on the same level.
Note: The default configuration works in most cases.
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2.5

3

Register Map
The GUI includes a register map window showing the registers of ST25R3911B.

Figure 18. Register map

RFO AM Medulated Level Definition Register 0:26
RFO Nermal Level Definition Register 027
External Field Detector Threshold Register 0:29

4 Register Map [E=H ISR 5
File View
Add. 7 6 5 4 3 2 1 0 Value *

10 Configuration Register 1 iuxuu 00 0 0 1 1 1 1 00F
10 Configuration Register 2 601 0 0 0 1 1 0 0 0 0d8
Operation Control Register 602 1 1 0 0 1 0 0 0 Ox8
Mode Definition Register 603 0 0 0 0 1 0 0 0 008
it Rate Definition Register 604 0 0 0 0 0 0 0 0 000
150144434 and NFC 106kb/s Settings Register 605 0 0 0 0 0 0 0 0 000
150144438 Settings Register 1 66 0 0 0 0 0 0 0 0 000
150144438 Settings Register 2 607 0 0 0 0 0 0 0 0 000
Stream Mode Definition Register 68 0 0 1 1 1 0 0 0 038
Ausiliary Definition Register 69 0 1 0 0 0 1 0 0 O
Receiver Configuration Register 1 G2 0 0 0 0 0 0 0 0 000
Receiver Configuration Register 2 b 0 0 0 1 1 0 1 0 O0da
Receiver Configuration Register 3 G0c 0 0 0 1 1 0 0 0 0d8 L
Receiver Configuration Register 4 Gd 0 0 0 0 0 0 0 0 0400
Mask Receive Timer Register Ge 0 0 0 0 1 1 0 0 0dc
No-respanse Timer Registerl GOf 0 1 0 1 0 0 1 0 052
Mo-response Timer Register 2 610 1 1 0 0 1 0 1 1 Oxb
General Purpose Timer Control Register G110 0 1 0 0 0 0 0 020
General Purpose Timer Register 1 &2 0 0 0 0 0 0 1 0 002
General Purpose Timer Register 2 63 1 1 0 0 1 0 0 0 Ox8
Mask Main Interrupt Register G4 1 0 0 0 0 1 1 1 08
Mask Timer and NFC Interrupt Register 65 1 0 1 0 0 1 1 0 Oxb
Mask Error and Wake-up Interrupt Register &6 0 0 0 0 1 1 1 1 00F
Meain Interrupt Register 617 (00 [0 0 0010 002
Timer and NFC Interrupt Register 018 00 10 0000 o
Error and Wake-up Interrupt Register 019 100 [0 0 00 0 0 000
FIFO Status Registerl oda 00 [0 0 00 10 002
FIFO Status Register 2 odb 00000000 000
Collision Display Register odc (01 P01 0000 0so
Nurmber of Transmitted Bytes Register 1 06dd 0 0 0 0 0 0 0 0 0400
Nurnber of Transmitted Bytes Register 2 Gle 0 1 0 0 0 0 0 0 00
NFCIP Bit rate Detection Display Register oaf [0 F0 1 100 00 [0 o0
A/D Converter Output Register o620 (101 F0 00101 xS
Antenna Calibration Control Register G 1 0 0 1 1 0 0 0 088
Antenna Calibration Target Register 2 1 0 0 0 0 0 0 0 080
Antenna Calibration Display Register 62300 11 e 000 030
AM Modulation Depth Control Register G4 1 0 0 0 0 0 0 0 080
AM Modulation Depth Display Register 625 80 [0 0 000 0 000

11 1 1 0 0 0 0

0 6 0 0 0 0 0 0

0 0 0 0 0 0 0 0

This window can be opened by clicking the “Register Map” button in the toolbar, selecting
the “View->Register Map” menu entry or pressing “Ctrl-M”.

Typically, the display of the registers is in hex but can also be changed to decimal. Hovering
over the icon “bits” opens up a tool tip showing details of the bit/bit fields.

Clicking bits will toggle the bits and entering a value without “0Ox” into the Value column will
allow changing complete registers.

The update of the register map can be manually triggered (“File->Readout Registers”), or be
done automatically (“Settings->Automatic Update”).
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3 Using the ST25 Tag Editor software

When the ST25 Tag Editor software is launched, a detection process begins (see Figure 19
and Figure 20) to check:

e the revision of the DLL installed on your computer
e the revision of the ST25R3911B-DISCO’s firmware
e the ST25R3911B-DISCO’s hardware name

The objective of these checks is to verify that the DLLs installed on your PC is up-to-date,
and aligned with the firmware revision of the ST25R3911B-DISCO.

If a problem occurs during the detection, the message shown in Figure 21 is displayed.

Figure 19. Detection message 1/3

ST25 Tag Editor

revision 2.0

< derecn‘gngn gm‘ng >
r

All rights reserved ©2017 STMicroelectronics

3
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Figure 20. Detection message 2/3

ST25 Tag Editor

revision 2.0

S5T25 TAG EDITOR DLL REV = 1.0.7
ST25R3911B-DISCO DLL REV = 1.0.8.0
ST25R3911B-DISCO FW REV = 1.0.9
ST25R3911B-DISCO HW NAME = ST25R3911B

ST25R3911B BOARD detection is OK.

All rights reserved ©2017 STMicroelectronics

Figure 21. Detection message 3/3

ST25 Tag Editor

revision 2.0

S5T25 TAG EDITOR DLL REV = 1.0.7
ST25R3911B-DISCO DLL REV = 1.0.8.0

ST25R3911B BOARD is not detected. Please verify USB connection.

All rights reserved ©2017 STMicroelectronics
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3.1
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Main menu

If the software package has been installed correctly and the ST25R3911B-DISCO board is
connected to PC USB port, the main menu appears.

This menu allows the user to access several sub-menus:

1ISO15693 mode (see Section 3.2)
1ISO14443-A mode (see Section 3.3)
1SO14443-B mode (see Section 3.4)
1ISO18092 mode (see Section 3.5)
Tools menu (see Section 3.6)

Help menu (see Section 3.7)

Figure 22. Main menu

&7 $T25 Tag Editor - 2.0

[E] [ |

15015693  IS014443-A  15014443-B 15018092 Tools Help

5T25R3911B-DISCCO COMNECTED version 2.0 | STMicroelectronics
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3.2

3

1ISO15693 menu
1.

Select 1ISO15693 from the main menu to use the ST25R3911B-DISCO as an 1ISO15693
reader (see Figure 23).
The menu allows to select:

NFC/RFID TAGS

LRIMK
LRI2K
LRIS2K
LRIS64K

DYNAMIC NFC TAGS

M24LR64
M24LR0O4E
M24LR16E
M24LR64E
ST25DV04K
ST25DV16K
ST25DV64K

OTHERS

PICOPASS

NDEF Management

Vicinity Tags - NDEF message user interface
NFC Type 5 - NDEF message user interface

Figure 23. 1SO15693 menu

7 ST25 Tag Editor - 2.0

=

& [t |

15015683

15014443-A  1S014443-B 15018092 Tools Help

NFC/RFID TAGS v
DYNAMIC NFC TAGS 3

NDEF Management v

M24LR64

M24LRO4E
M24LR16E
M24LRG4E

ST25DV04K
ST25DV16K
ST25DV64K

S5T25R3911B-DISCO CONNECTED

version 2.

2.

EXAMPLE 1: M24LR64E USER INTERFACE

Select a device from the list (see Figure 24 for an example). The board is then

DoclD030328 Rev 2
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automatically configured as an ISO15693 reader, and the ST25R3911B-DISCO can
send/receive 1SO15693 frames to/from the tags using the SendRecv command.

ISO15693 communications are configured as follows:

— 100% high data rate

—  One subcarrier

The 1SO15693 configuration is displayed in the log window.

The upper part of the menu shows buttons which allow to send 1ISO15693 requests to a
tag through the ST25R3911B-DISCO antenna. The main available requests are:

— Inventory

—  Select

—  Stay Quiet

— Reset to ready

—  Get system info

— Initiate

— Inventory initiated

— Fastinitiate

—  Fast Inventory initiated

By default, the ISO15693 requests are sent in Non-selected/Non-addressed mode, and
the requests are decoded by all the tags present in the RF field.

To switch to Addressed mode, follow the steps below:
a) Send an Inventory request to retrieve the tag UID.

b) Click on the UID displayed in the INVENTORY response window to automatically
copy the UID into the Tag information text box.

c) Check Address Flag to activate the Addressed mode for the coming requests.
The following sequence is required to switch to Selected mode:

a) Send a Select request in Addressed mode (steps a to ¢ above).

b) Uncheck Address Flag.

c) Check Select Flag.

All the coming requests will be sent to the previously selected tag.

3
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3

Figure 24. Example of ISO15693 user interface for M24LR64

15015693 user interface M24LRB4E

Inventory I User Mode I

Inventory Parameters Inventory Options Inventol
v e R 2o el g ks

Mask Lenght - | 00 [ AFloptionflag | cO Select

Mask Value B

& 1slot € 16slots LEIETE
Reset to ready
1 it & Anticollisi
Initiate | Inventory Initiated ‘ nventeny nacaliision response

SYSTEM INFO for one transponder

(o) i =
Get System Info 0 Extens_\on Flag=0
i Extension Flag=1
send any frame |

Anticollision [” cumulative anticollision
send EQF

request = ‘ answer = ‘DDDD

Tag information

Detected Tag = | Transponder UID

[” selectFlag [~ Address Flag

Data Rate
& High
¥ 100%

Fastdatarate [

06-29-2017 11:29:27 §T25R39118 CONFIGURATION : 15015693 100% HIGH DATARATE ONE SUBCARRIER
#»» §T25R39118_PROTOCOL_SELECT, 0109

<<= 0000

Launch RF POR
Save Log

Clear Log |

Click User Mode from the toolbar of the device 1ISO15693 user interface to display the
ISO15693 requests that can be sent in User mode (see Figure 25). The main requests

are:
— Read single and multiple block(s)
— Fast read single and multiple block(s)

The ST25R3911B-DISCO is automatically configured in Fast mode, and put back

in normal mode when the request is complete.

Other requests are available (DSFID, AFl, ..). Refer to the device datasheet for the full

list of ISO15693 requests available for a given product.

DoclD030328 Rev 2

The tag answer to a read request is displayed in the right part of the window.
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Figure 25. Selecting User Mode from 1SO15693 user interface

15015693 userinterface M24LRO4E
Inventory User Mode I
RF block address

Read Single Block ‘ Write Single Block |

Read Multiple Block ‘ GEt MuInple Block | from [ooo
Security Status
to |ooF
[ Block Locking status
DSFID AFI
Write | Lock | Write | Lock |
Present Sector Password | Write Sector Password | Lock Sector Password |
password number = * 1 2 3

Read E.H. status ‘ (03] Write E.H. config ‘ oo Write DO config ‘ oo
I Set EH enable ‘

Reset EH enable ‘

request = [02200F answer = |SDDSDDAAAAAAAAQEQSDD

Tag information

Detected Tag: | Transponder UID

™ SelectFlag [ Address Flag

<<= 800B00FFFFFFFFEE3CO0
06-29-2017 11:33:34 READ SINGLE BLOCK

#»> 5T25R3911B_SENDRECEIVE, 022000

<<= 800B00FFFFFFFFEE3CO0
06-29-2017 11:33:34 READ SINGLE BLOCK

#»> 5T25R3911B_SENDRECEIVE, 02200E

<<= 800B00FFFFFFFFEE3CO0
06-29-2017 11:33:34 READ SINGLE BLOCK

#»> 5T25R3911B_SENDRECEIVE, 02200F

<<= BO0BO0AAAAAAANSES500

Data Rate
{* High
+ 100%
Fast data rate [
N check this box to disable datalog

™ write the memory.
(datalog slow down
performances)

P Clear Log

and improve time to read or to

Launch RF POR
Save Log

EXAMPLE 2 : ST25DV64K USER INTERFACE.

A specific user interface has been build in order to be able to use ST25DV products.
This user interface allows to manage all the features of the ST25DV :

— INVENTORY

- EEPROM

— FTM (FAST TRANSFER MODE)
— CONFIGURATION

- PASSWORD

— ENERGY HARVESTING

- DEMOS

a) INVENTORY & ANTICOLLISION COMMANDS

This part of the user interface allows the user to send Inventory commands and

manage 1SO15693 states:
—  Inventory
—  Select
—  Stay Quiet
— Reset to Ready

— Anticollision button will allow to launch global antcollision process manage by the

STM32 and display up to 5 UID's tags.
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Figure 26. ST25DV user interface: Inventory

ST25DV user interface ST25DVE4K =
INVENTORY }AH DSFIDINFD] EEPRDM} CONFIGURATION REGlerRs} FTM ] PASSWORD | ENERGY HARVESTING & GPO | FTM DEMOS

Inventory command

Inventory Parameters Inventory Options
Mask Lenght : | 00 [~ AFl option flag [+1s]
Mask Value (Mg
' 1slot " 16slots loop
Inventory & Anticollision response States

Select
Stay Quiet
Reset to ready

send EOF Tag information

Anticollision [~ cumulative anticollision Detected Tag {ranspender UID

I” select Flag

Send any frame | [~ Address Flag [~ Option flag
Data Rate
& Hi
request = answer = (0000 £/ High

~ 100%

I" Fastdata rate
Launch RF POR
06-29-2017 11:35:04 S5T25R3911B CONFIGURATION : 1SO15693 100% HIGH DATARATE ONE SUBCARRIER

»»>5T25R3911B_PROTOCOL_SELECT, 0109 RF OFF RF ON
<<< D000

Save Log | Clear Log |

b) AFI, DSFID & SYSTEM INFO COMMANDS (see Figure 27):
—  Write DSFID

— LOCKDSFID

—  Write AFI

— LOCK AFI

—  Get System Info

—  Extended Get System Info

3
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Figure 27. ST25DV user interface: AFI DSFID INFO

ST25DV user interface ST25DVG4K

INVENTORY AFI DSFID INFO WEEPROM] COMNFIGURATION REGISTERS] FTM ] PAsswonD} ENERGY HARVESTING &GPO} FTM DEMOS

DSFID AFI
Write DSFID ‘ 0o Lock DSFID ‘ Write AFI ‘ 0o Lock AFI ‘
SYSTEM INFO

Get System Info
Extended
Get System Info Request Field | ="

Click to change Request Field values

FLAG NAME VALUE
b0 |DSFID 1
b1l |AFI 1
b2 |VICC memory size 1
b3 [IC reference 1
ba |MOI 1 Tag information
b5 [wICC Command list 1 Detected Tag: | TRANSPONDER UID
:6 csl In;o;mat\on - 0 I Select Flag
7 |Extended Get System Info parameter 0|
i " ™ Address Flag [~ Option flag
Data Rate
+ High
request = answer = (0000 €

+ 100%

[ Fastdata rate
Launch RF POR
106-29-2017 11:35:04 5T25R3911B CONFIGURATION : 15015693 100% HIGH DATARATE ONE SUBCARRIER

#»> 5T25R3911B_PROTOCOL_SELECT, 0109 RF OFF RF ON
<<< 0000

Save Log ‘ Clear Log |

c) EEPROM commands (see Figure 28):
— Read Single Block

—  Write Single Block

— Read Multiple Blocks

—  Write Multiple Block

— GetNBSS

—  Lock Block (block 0 or Block 1)

3
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Figure 28. ST25DV user interface: EEPROM

ST25DV user interface ST25DVA4K =]

INVENTORY | AFI DSFID INFO

Read Single Block Read Multiple Blocks

Write Single Block Address Block
Block:
from [00 ocks Ty -

Get Multiple Blocks Number
Security Status
Write Multiple Blocks
RF block
from 00 o P RF block

Blocks
00 -
from | Number | J

CONFIGURATION REG\STERS] FTM I PASSWORD | ENERGY HARVESTING & GPO | FTM DEMOS

I

Lock Block Block Number |00 hd

Tag information

Detected Tag : TRANSPONDER UID

™ SelectFlag
send EOF W B s s ™ Address Flag [~ Option flag

!

Data Rate

* High
= = |ooco
request | answer = 100%

[ Fastdata rate

Launch RF POR

06-29-2017 11:35:04 5T25R3911B CONFIGURATION : 15015693 100% HIGH DATARATE ONE SUBCARRIER
#»> 5T25R3911B_PROTOCOL_SELECT, 0109 RF OFF RF ON

<<< 0000

Save Log ‘ Clear Log |

To be able to access to Extended commands, the user will need to click on "Extended
commands" check box (see Figure 29).

Figure 29. ST25DV user interface: display Extended commands

| Extended commands

To be able to access to Fast commands, the user will need to click on "Fast data rate" check
box.
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d) CONFIGURATION commands:
— Read CONFIG bytes
—  Write CONFIG bytes

Figure 30. ST25DV user interface: static configuration

ST25DV user interface ST25DVE4K =]
INVENTORY | AFI DSFID INFO | EEPROM | FTM | PASSWORD | ENERGY HARVESTING & GPO | FTv DEMOS |
CONFIGURATION : STATIC REGISTERS
Read Configuration . . N . .
Read Confi i Write Confij i

(ALL STATIC REGISTERS) :ead Configuration giEGonkztaton (G o0

ADDRESS NAME VALUE

Ox00 GPO

Ox01 IT_TIME

Ox02 EH_MODE

Ox03 RF_MNGT

Ox04 RFA1SS

Ox05 ENDAL

Ox06 RFAZSS

Ox07 ENDA2

Ox08 RFA3SS

0x09 ENDA3 Tag information

0x0A RFA45S Detected Tag: | TRANSPONDER UID

Ox0D MB_MODE
I SelectFlag

Ox0E MB_WDG - -

Ox0F LOCK_CFG Address Flag Option flag
Data Rate

_ _ + High
request = answer = |0000 & 100%
[ Fastdata rate
106-29-2017 11:35:04 5T25R3911B CONFIGURATION : 15015693 100% HIGH DATARATE ONE SUBCARRIER
#»> 5T25R3911B_PROTOCOL_SELECT, 0109 RF OFF RF ON
<<< 0000
Save Log ‘ Clear Log |
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e) FTM commands (see Figure 31):

— Read Len
— Read Message
—  Write Message

— Read DYNAMIC register
—  Write DYNAMIC register

Figure 31. ST25DV user interface: Fast Transfer Mode interface

ST25DV user interface ST25DVB4K =]
!NVENTORY} AFI DSFID INFO ] EEF‘RDM] CONFIGURATION REGISTERS FTM } PASSWORD | ENERGY HARVESTING & GPO | FTM DEMOS
FAST TRANSFER MODE
MAILBOX
Read Message Length oo
C = Length value
Read Message
MBpainter | 00 bytes nb |1 g
Write Message
E bytesnb |1 hd
DYNAMIC CONFIGURATION REGISTER : MB_CTRL_Dyn
MNAME
be |MB_EN
bl |HOST_PUT_MSG
Read Dynamic b2 |RF_PUT_MSG : .
Configuration |7:: b3 |RFU Tag information
b4 |HOST_MISS_MSG Detected Tag: | TRANSPONDER UID
Write Dynamic :5 RE_MISS_MSG I selectFlag
Configuration 6 |HOST_CURRENT MSG [ Address Flag ™ Option flag
b7 RF_CURRENT_MSG
Data Rate
{+ High
3 = (0000 oo%
request answer &1
I Fastdata rate
Launch RF POR
108-29-2017 11:35:04 '5T25R3911B CONFIGURATION : 1ISO15693 100% HIGH DATARATE ONE SUBCARRIER
»>>ST25R3911B_PROTOCOL_SELECT, 0109 RF OFF RF ON
<<< 0000
Save Log ‘ Clear Log |
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f)  PASSWORD commands (se Figure 32):
—  Present Password
—  Write Password

Figure 32. ST25DV user interface: Password management

ST25DV user interface ST25DVA4K =]

INVENTORY | AFI DSFID INFO | EEPROM | CONFIGURATION REGISTERS | FTM | ]ENERGY HARVESTING & GPO | FTM DEMOS |

Present Password

E=—g
v |

Write P d
L2 Pl Password number |00h =Password configuration j

Tag information

Detected Tag : TRANSPONDER UID

™ SelectFlag
™ Address Flag [~ Option flag

Data Rate

* High
= = |ooco
request answer & 1

[ Fastdata rate

Launch RF POR

106-29-2017 11:35:04 5T25R3911B CONFIGURATION : 15015693 100% HIGH DATARATE ONE SUBCARRIER
#»> 5T25R3911B_PROTOCOL_SELECT, 0109 RF OFF RF ON

<<< 0000

Save Log ‘ Clear Log |

3
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g) ENERGY HARVESTING & GPO commands
— Read DYNAMIC register
—  WRITE DYNAMIC register
—  Send Interrupt

- SetGPO

— Reset GPO

Figure 33. ST25DV user interface: Energy Harvesting and GPO management

ST25DV user interface ST25DVB4K =]
INVENTORY | AFI DSFID INFO | EEPROM | CONFIGURATION REGISTERS | FTM | PASSWORD | ENERGY HARVESTING & GPO | FTM DEMOS
DYNAMIC REGISTER : EH_CTRL_Dyn DYNAMIC REGISTER : GPO_CTRL_Dyn
B 3 Read Dynamic Configuration
Read Dynamic Configuration |GPO_CTRL_Dyn)
(EH_CTRL_Dyn)
NAME
‘Write Dynamic Configuration b0 |RF_USER_EN
(EH_CTRL Dyn) bl |RF_ACTIVITY_EN
b2 | RF_INTERRUPT_EN
NAME b3 [FIELD_CHANGE_E!
b0 |EH_EN b4 |RF_PUT_MSG_EN
b1 |EH ON bS [RF_GET_MSG_EN
b2 |FIELD ON b6 [RF_WRITE_EN
b3 |vcc ON b7 |GPO_EM
ba |RFU
b5 RFU
Manage GPO command= interrupt Tag information
b6 RFU
57 [RFU Detected Tag: | TRANSPONDER UID
Manage GPO command = set GPO ‘
™ selectFlag
Manage GPO command = reset GPO ‘ [ Address Flag ™ Option flag
Data Rate
{+ High
3 = (0000 oo%
request answer &1
I Fastdata rate
Launch RF POR
108-29-2017 11:35:04 '5T25R3911B CONFIGURATION : 1ISO15693 100% HIGH DATARATE ONE SUBCARRIER
»>>ST25R3911B_PROTOCOL_SELECT, 0109 RF OFF RF ON
<<< 0000
Save Log ‘ Clear Log |
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h) DEMOS (see Figure 34).

This demos can be played with ST25DV-DISCOVERY boards.
Refers to user manual UM2062 for more informations about this demos.

Figure 34. ST25DV user interface: Fast Transfer Mode demo

ST25DV user interface ST25DV64K (]
INVENTORY | AFI DSFID INFO | EEPROM | CONFIGURATION REGISTERS | FTM | PASSWORD | ENERGY HARVESTING & GPO  FTM DEMOS |
FAST TRANSFER MODE DEMO NB BYTES BYFRAME = | 243 -
" R2H Data Transfer
i - 3 TEMPO = |4
1) PLEASE SELECT A BINARY FILE  R2H Firmware Upgrads at
FILE SIZE = " RZH Image Transfer
LOAD BINARY FILE CRCOFFILE= " H2R Image transfer
" H2R Data transfer
2) PASSWORD FOR FWU DEMO I smamT
[ Configure MAILBOX
1«2~ 3~ |a~]]|s~1|6~1|7 ~ |8~
[~ send Password (FWU Demo)
[” Transfer Data through MAILBOX
31 LAUNCH NUCLEQ SOFTWARE
[~ Compare CRC
[~ END
4) CLICK TO LAUNCH FIRWARE UPGRADE DEMO
Tag information
Detected Tag: | TRANSPONDER UID
™ selectFlag
™ Address Flag I~ Option flag
Data Rate
- - ' High
request = | answer = |0000 & 100%
I Fastdata rate
Launch RF POR
106-29-2017 11:35:04 ST25R3911B CONFIGURATION : 15015693 100% HIGH DATARATE ONE SUBCARRIER
»>>8T25R39118_PROTOCOL_SELECT, 0109 LOG MANAGEMENT
<ce 0000 " Always display Log
" Displayed Log at the end of the demo
* Do not display log
Save Log ‘ Clear Log |
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5. NFC type 5: NDEF Message User Interface.
a) READ & WRITE CC file (see Figure 35)
— Read CC File
—  Write CC File

Figure 35. Read and write NFC Type 5 CC file

NFC Type 5 - NDEF Message user interface

READ WRITE CC FILE READ NDEF MESSAGE | PREPARE NDEF MESSAGE ‘

NFC Type 5 - NDEF Message user interface

WRITE NDEF MESSAGE

BLOCK O ByteD Bytel Byte2 Byte3

& [= [ [0

Additional informations

I~ use 8 bytes Capacity Container

b7b6 = Major version
b5b4 = Minorr version
b3b2 = Read access
b1b0 = Write access

[ bita:Special Frame format

[~ bit3: support Lock Block commands

[ bit0: support Multiple Block commands
Magic Number

@« E1
" E2 (Extended cmd supported)
MLEN\ 8
512bit =0x08

4Kbit = 0x40
Size »= 16kbit : 0x00 and use & bytes Capacity Container

READ CC FILE

WRITECCFILE *

*Wirite CCffle will modify your tag CCfile

|05-24-2017 16:35:30 INVENTORY
»>»5T25R39118_SENDRECEIVE, 260100
<<< 800D00FFE9288B77855902E0F69800
|05-24-2017 16:35:30 Inventory - UID = EDD2598577882869
READ CC FILE : Block O
#>» ST25R39118_SENDRECEIVE, 022000
<<< 800800E140FFOOFO9EDD

CC FILE block O : E1 40 FF 00

|05-24-2017 16:35:30

save log

clear log |

b) READ NDEF MESSAGE
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Figure 36. Read NFC Type 5 NDEF message

NFC Type 5 - NDEF Message user interface

NFC Type 5 - NDEF Message user interface

READ WRITE CCFILE READ NDEF MESSAGE PREPARE NDEF MESSAGE ‘ WRITE NDEF MESSAGE

NDEF RECORD
\record type : RTD_URI
http:/fwww.st.com

READ NDEF MESSAGE

|05-24-2017 16:37.07
|05-24-2017 16:37:07

|05-24-2017 16:37.07

|05-24-2017 16:37:07

Read NDEF msg : Length <> 0 (OK)

READ EEPROM

»> ST25R39118_SENDRECEIVE, 022004
<<< 80DBOOGDFEODO0334100

READ EEPROM

»»» 5T25R3911B_SENDRECEIVE, 022005
<<< B00B0045204469129400

READ EEPROM

»>> ST25R39118_SENDRECEIVE, 022006
<<< B00BD073636F76FAAADD

save log

clear log
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PREPARE NDEF MESSAGE

Use User interface to prepare your NDEF message by selecting one of the NDEF
recrd format (Text, Uri, Smartposter, vcard, Bluetooth pairing).
Click on ADD RECORD TO MESSAGE button, will add the record in the NDEF

message.

Figure 37. Prepare NFC Type 5 NDEF message

NFC Type 5 - NDEF Message user interface

NFC Type 5 - NDEF Message user interface

READ WRITE CCFILE READ NDEF MESSAGE | PREPARE NDEF MESSAGE WRITE NDEF MESSAGE

© Text

Ui

* SmartPoster

" MIME veard

" MIME Bluetooth Pairing
" MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

Please type in your text

Smart Poster message

STMICROELECTRONICS

Please type in your url

http:/ fwww.st.com

List of available prefix :

https:/fwan.
http:// p

*if no prefix is used, all charactars are written in the message

|05-24-2017 16:37.07 READ EEPROM

|05-24-2017 16:37:07 READ EEPROM

|05-24-2017 16:37.07 READ EEPROM

»>»5T25R39118_SENDRECEIVE, 022004
<<< 8008006DFEQ000334100

#>»5T25R39118_SENDRECEIVE, 022005
<<< 800800452D4469129400

»>»5T25R39118_SENDRECEIVE, 022006
<<< 8008007 3636F76FAAADD
|05-24-2017 16:38:26 SMARTPOSTER record added

save log

clear log |
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d) WRITE NDEF MESSAGE
The prepared NDEF MESSAGE with embedded NDEF records is displayed.
If you need to change anything on the NDEF MESSAGE, click on Clear and go
back to PREPARE NDEF MESSAGE to create a new one.
Click on WRITE NDEF MESSAGE to write the NDEF message to the NFC Tag.

Figure 38. Write NFC Type 5 NDEF message

NFC Type 5 - NDEF Message user interface =]

NFC Type 5 - NDEF Message user interface

READ WRITE CC FILE | READ NDEF MESSAGE PREPARE NDEF MESSAGE ‘ WRITE NDEF MESSAGE

RECORD N°1

; 7 NDEF RECORD
WRITE NDEF MESSAGE SMART POSTER record :

: ‘ NDEF RECORD

record type : RTD_URI
http://www.st.com

NDEF RECORD

record type : TEXT
STMICROELECTRONICS

Clear

<<< 80040078F000 0
|05-24-2017 16:46:01 'WRITE SINGLE BLOCK : Block 0x0A with DATA :

»>»ST25R39118_SENDRECEIVE, 02210A54524F4E

<<< 80040078F000
|05-24-2017 16:46.01 'WRITE SINGLE BLOCK : Block 0xOB with DATA :

»»»5T25R39118_SENDRECEIVE, 02210B494353FE
<<< 80040078F000 save log

|05-24-2017 16:46:01  WRITE Block 1 with DATA : 0329D102
»»> ST25R39118_SENDRECEIVE, 02210103290102
<<< 80D40078F000 < clear log |

3
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1ISO14443-A menu

Select the 1SO14443-A from the main menu to use the ST25R3911B-DISCO as an
1SO14443-A reader. The menu allows to select:

ISO14443-A cards commands

M24SR products

ST25TA Tags

Password management for M24SR & ST25TA
NFC Type 2A & 4A NDEF Messages management

ISO14443-A Cards commands: (see Section 3.3.1).
This menu allows the user to send any 1ISO14443-A requests

M24SR02, M24SR04, M24SR16, M24SR64 (see Section 3.3.2).
This menu allows the user to send any 1ISO14443-A requests or APDU request to
M24SR product

NFC Type_4A NDEF Message user interface (see Section 3.3.4).
This menu allows the user to read and write NDEF message to Tag Type 4A

SRTAG2K-D, ST25TA16K, ST25TA64K (see Section 3.3.2).
This menu allows the user to send any 1ISO14443-A requests or APDU request to
SRTAG product.

ST25TA512, ST25TA02K, ST25AT02K-D, ST25TA02K-P (see Section 3.3.2).
This menu allows the user to send any 1SO14443-A requests or APDU request to
ST25TA product.

Password management for M24SR & SRTAG products (see Section 3.3.3).
This menu allows the user to manage password and access rights on M24SR and
SRTAG products

Figure 39. 1SO14443-A menu

ST25 Tag Editor - 2.0 = | B |

15015693 | 15014443-A | [5014443-B 15018092 Tools  Help

ST25R3911B-DISCO CONNECTED version 2.0 | STMicroelectronics

15014443-A Cards commands
M245R02

M245RD4

M245R16

M245R64

SRTAG2K-D

ST25TAL6K (SRTAGIEK)
ST25TAG4K (SRTAGE4K)
ST25TAS512 (SRTAG512L)
ST25TAD2K (SRTAG2KL)
ST25TAD2K-D (SRTAG2KL-D)
ST25TAD2K-P (SRTAG2KL-P)

NFC Type 24 - NDEF Message user interface
NFC Type 44 - NDEF Message user interface
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3.31 1SO14443-A Cards commands

Select 1ISO14443-A from the list (see Figure 40 for an example). This automatically
configures the ST25R3911B-DISCO as an 1ISO14443-A reader and displays all the

1ISO14443-A requests.

Figure 40. 1ISO14443-A selected from the list

15014443-A user interface 15014443-A
15014443-A user interface NFCTYBE 2 TAG
15014443-A anticollision process =0 ‘ wua ‘ . ‘ Write Compatibility Write
answer request
Anticol1 ‘ Anticol2 ‘ Anticol 3 ‘
Select 1 ‘ Select2 ‘ Select3 ‘
data for Select
Read
RATS 80 g
One Tag Anticollision & TER | Block address
: 000
Selection Process uD ppS ,H ,ﬁ
NFCTYPE 4 TAG - send & receive APDU
APDU
T 1
PCB (DD} c©lA INS P1 P2 IC DATA LE CRC
d APDU t ‘
[ request ][ 2 ] LT 1] [ ][ ssco | sen reques
PCB (DD} DATA SW1 _sw2 CRC
[answer J[ T [ \ |
APDU examples ¥ sutofollow BlockNumber @
(" APDUtest (" SelectApplication (" SelectCCHile[E103) (" Select NDEFfile [0001) [~ optionaiDip 00
(" readbinary(Sbytes) (" update binary (5 bytes)
Send any frame. request= answer =
05182017 16:31:13  ST25R39118 CONFIGURATION : 1SO14443-A protocol [FREE
>>5T25R39118_PROTOCOL_SELECT, 02000280
<2< 0000
save Loz
Clear Log

The 1SO14443-A configuration is displayed in the log window as shown in Figure 40.

The upper part of the window contains buttons allowing to send 1SO14443-A requests to

tags through the ST25R3911B-DISCO.

Refer to the device datasheet for the full list of ISO14443-A requests available for a given

product.

Anticollision process will try to communicate with your Tag and try to select it. This automatic

process is only for 1 tag.

It sends successively:

e RegA

e  Anticol1
e Select1

e Anticol2
e Select2
e Anticol3
e Select3

48/87 DocID030328 Rev 2
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3.3.2

3

The process will be stopped as soon as an error occurs or if the anticollision process is
finished (4 bytes or 7 bytes or 10 bytes UID).

Other commands can be sent such as:

e RATS
e PPS

e READ
e WRITE

Send Receive APDU can be used to send APDU requests.

M24SR, SRTAG and ST25TA user interface

The selected product user interface has been separated into two different windows to
improve the visibility of the tool.

We have separated this two windows following the “life” of the selected product (see
Figure 41):

— after a RF POR or a deselect command, the selected product is in the 1ISO14443-
A world

—  after RATS or PPS command, the selected product enter in the NFC world.
First, selected product among the liost of products (M24SR, SRTAG, ST25TA).
When selecting the device, the 1ISO14443-A window appears.

Figure 41. M24SR user interface

15014443-A NFC userinterface M245R54 E

M24SR64 : 1SO14443-A user interface

15014443-A Anticollision details

SENS REQ (REQA) | ALLREQ (WUPA] | SLP REQ (HLTA) ‘

answer request
SDDREQ 1 [ANTICOL1) | SDD REQ 2 (ANTICOL2) | SDD REQL3 (ANTICOL3) ‘
SELREQ 1 (SELECT1) | SELREQ 2 (SELECT2) SELREQ 3 (SELECT3) ‘

UID & BCC for SEL REQ

Uiz wura [
Anticollision Process ’—
SENS REP answer
RATS [a]o
SENS REP frame = XX XX

bit frame anticollision [5:1] = xxxxx L 00 cip=Fillthe DID

[HUs==ll= = RF OFF RF ON
UID size [8:7] = xx

ANTICOLLISION
RFU[16:9] = xioux PPS [bo 11 [ofo —

FsDI

PPS PP|S:) PPS1 PPS
[¥ PPSlistransmi it [ withPPS
[~ wura
SEND RF frame | DESELECT [ with RF OFF ON
| RFfield OFF
rf request
HFCTYPE SATAG

rf answer ‘DDDD

show Log
calcul CRC
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As soon as the windows appears, the ISO14443-A protocol selection is done in background.

Click on show log to display the log window and see the ST25R3911B-DISCO protocol
selection sequence (see Figure 42)

Figure 42. ST25R3911B protocol selection sequence

05-18-2017 16:34:14 5T25R3911B CONFIGURATION : 15014443-A protocol
»»=>5T25R39118_PROTOCOL_SELECT, 02000280 NFCTYPE 4,
<<< 0000

clearlog | s

ISO1443-A screen

The first screen (see Figure 41) is displayed when the M24SR is selected in the option
menu. Several buttons are displayed in this window. The buttons represent all the available
commands in the 1ISO14443-A world:

Some buttons are used to send single commands:

SENS REQ (REQA): send a REQA to the M24SR

ALL REQ (WUPA): send WPUA command to the M24SR

SLP REQ (HLTA): send HLTA command to the M24SR

SDD REQ 1 2 3 (ANTICOL 1 2 3): send Anticol command to the M24SR
SEL REQ 12 3 (SELECT 1 2 3): send Select command to the M24SR
RATS: send RATS command to the M24SR

PPS: send PPS command to the M24SR

DESELECT: send Deselect command to the M24SR

Two additional buttons allow to accelerate the communication with the M24SR:

50/87

Anticollision Process button

can be used to detect a Tag and read the UID of this tag

when clicking on this button, the anticollision sequence is sent (beginning by a REQA
or WUPA) depending of the Option button.

The REQA/WUPA answer is detailled in SENS REQ answer screen.

The anticollision sequence is summarized in the array.

The sequence is launched and stopped when an error occurred.

At the end of the sequence, if no error is found, the UID of the selected M24SR is
displayed in UID field as show on Figure 43

3
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Figure 43. Anticollision process results

15014443-A Anticollision details

REQ A 26 4200
ANTICOL 1 9320 BBO286000C
SELECT 1 9370880286000CC620 04DALT
ANTICOL 2 9520 0042C5098E

SELECT 2 95700042C5098ED927 20FC70

o wura [T
Anticollision Process |_3235:.:.:.34205_35

RF OFF RF ON ANTICOLLISION RATS PPS button

can be used the whole anticollision process with RATS with PPS to reach NFC type 4A
world.

This button can be configured by enabling or disabling

RF OFF/ON
Replace REQA command by WUPA command
PPS request added to the sequence

Figure 44. RF OFF on anticollision RATS PPS button

RF OFF RF ON
ANTICOLLISION
RATS
PPS

[v with PPS
[ wups
| with RF OFFON

The sequence is launched and stopped when an error occurred.

At the end of the sequence, if no error is found,

3

The UID of the selected M24SR is displayed in UID field.
RATS answer

PPS Answer (if option selected)

The log windows is filled with RF request & RF answer
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As shown on Figure 45

Figure 45. RF OFF on anticollision RATS PPS results

15014443-A Anticollision details

REQ A 26 4200

ANTICOL 1 9320 BBO286000C
SELECT 1 9370880286000CC620 04DALT
ANTICOL 2 9520 0042C5098E
SELECT 2 95700042C5098ED927 20FC70

RATS EQ403DB5 0578009002D0A3
PPS DO0110052A6 DO7387

o wura [T
Anticollision Process |_3235:.:.:.34205_35

At the end of this action, if no error is occurred and M2SR answers are Ok, the window will
automatically switch to the windows called NFC Type 4A.

How to access to ISO14443-A command and NFC Type 4A commands:

—  When the 1ISO14443-A windows is displayed, the “NFC Type 4A” button is
available to switch to NFC Type 4A window.
See Figure 46

Figure 46. NFC Type 4A button available

RFfield ON
frequest |DB110052A6

|DD7387

rf answer

NFCTYPE4ATAG
]

calcul CRC |

—  When the NFC Type 4A windows is displayed, the ISO14443-A button is available
to switch to iso14443-A window.
See Figure 47

Figure 47.1SO14443-A button available

/£ request |DDllDDS 286 ot

|Do7ss7

rf answer

As already explained in the user manual, the “RF request” and “RF answer” fields contains
the send command and the answer from M24SR.

Figure 48. RF request and RF answer

Hf request |DSDDEDDDDDDFA5A2
o amswer |DSDDDFZDDDFEDDFED4DEDDDIZDDDDDDDEDDDAQF3
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The show log button is available to be able to see the history of RF request and RF answer.
See Figure 49 and Figure 50.

Figure 49. “Show Log” button
/£ request |UaDUBDDDDUDFA5A2 Rt idun 15G134424

f answer |DE 000F2000F600F604060001200000009000A9F3

4 show Log
calcul CRC

Figure 50. Log windows of RF request/answer

|05-24-2017 16:52:39 NFC SEND I-Block - 15014443-A
#»» §T25R39118_SENDRECEIVE, 0200B00000026B87D 08

<4< 800A02000F20004445080000
05-24-2017 16:52:39 NFC SEND I-Block =

#»» §T25R39118_SENDRECEIVE, 0300BOO0D00FASA2 08
<<< 801703000F2000F500F504060001200000009000A9F3080000

7| cleariog | savelog

The formatted request (ex: ST25R3911B_SENDRECEIVE, 0300BO00000FA5A2 08) can be
used in script tool.

NFC Type 4A screen

This window will allows to send NFC APDU requests to be able to play with the M24SR tag
in NFC world (see Figure 51). This window is automatically reached when the "RF OFF RF
ON ANTICOLLISION RATS PPS" button is used and all the processes are done
successfully or when the user click on "NFC Type 4A" button.

Figure 51. NFC Type 4A user interface

15014443-A NFC user interface M24SR64 =]
ccile
5 NDEF Tog Application Select  Verify (check if pwd required) € Enable Verification Requirement
" Capacity Container File " Verify (present password) " Disable Verification Requirement
€ System File (" Change reference data € Enable Permanent State
" NDEF File |
cicx
@ Select
REQUEST
PCE[DID)  CLA INS P1 P2 LC oata L cRe
[olosc [ ms | [0 [#4 04 Joo o7 D; [oo][ oreE | sendibiock |
Pce_ (DID) cRe
R_block - 6FC send R_block
Pce _(oiD) cRe 0:hc
S_block [e ] ] £084 send S{DES) [ b5: ACK/NACK (R-Block) SYSTEM file
Pce (oD wix cRe
[s_plock [ ] Il po |[ 3851 ] senasum ‘
ANSWER
Pce oD oaTA swisw2 e
[1-p1ock J[e2 ] Il [0 oo ][ Faoe |
Pce_(DID) cRC
R_block
Pce _ (oiD) cRe
SIDSIT)_RES
Pce (oD wix cRe e
[wmasea]l [ I | -

RFfizid ON 150148434
frequest [0200A4040007D27600008501010035C0 4 o |

tanswer [P25000708

’7 e ’— et |

3
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The middle part of the window is used to generate the RF frame to be sent to the M24SR:
|_Block, R_Block, S(DES)_Block and S(WTX)_Block request.

All this field can be changed by clicking and modifying data

Four buttons are available to send |_Block, R_Block, S_Block requests.

Figure 52. | _Block, R_Block, S_Block requests

REQUEST PCE (DID)  CLA INS P1 P2 LC DATA LE CRC

(o ][0 [ J[o [ [+ oo or] ommomessior —oo][ orae ] et |
(o [ » [ ] [oros ] _smorn |
[oes @] (oo ] _smosoes |
[mes |7 [ 3 [t ] _senssonn |

The answer of the M24SR is filled in I_Block, R_Block, S_Block answer fields depending on
the request sent to the M24SR.

Figure 53. |_Block, R_Block, S_Block answer

ALy PCB (DD} DATA SW1 SW2 CRC
| I_block || 02 | || | 90 | 00 || F109 |
PCB (DD} CRC
| R_block || | |
PCB (DD} CRC
| S(DSLT)_RES || | |
PCB (DD} WTX CRC
[ swr)_Rea || | I I |

The higher part of the window can be used to automatically fill the |_Block request.

The goal is to facilitate the communication with the M24SR (following NFC forum and
M24SR datasheet).

Several option buttons are available:

e NDEF Tag Application select
When this option is selected, the |_Block frame is filled with adequate data.
Once the command option is selected, the data in I_Block rf frame are filled, you can
press the button “send |_Block” to send RF frame.

e  Capacity Container file
Selecting Capacity Container File option will allow other option to appear
clicking on one of this option will fill, the I_Block frame is filled with adequate data.

3
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Figure 54. Capacity container file selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement

" Verify (present password) " Disable Verification Requirement

selectaread | © Change reference data " Enable Permanent State
ol i sequence
REERLE 9 |DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD click to copy PWD storage

(¥ select (" ReadBinary(length) l:l
" Read8inary

— Select command:
fill data with CC file Select command

— Read binary (length) command
fill data with read binary command on CC file in order to read the length of the cc
file

— Read binary command
fill data with read binary command on CC file

Once the command option is selected, the data in |_Block rf frame are filled, you can press
the button “send |_Block” to send RF frame.

—  Select & read sequence button will launch automatically all the procedure and
will display it in a CC file result window

Select cc file
Read cc file length
Read cc file data

Display data in a specific CC file array (available only of no error detected)

Figure 55. Specific CC file array

CC file

File offset |Meanin§ |‘."a|ue
Ox0000 | CCfile length D0OF
Ox0002 | Mapping version 20
(D003 [ Max bytes [read) 00FE

Ox0005 | Max bytes (written] | DOFE

Ox0007 | T field o4
OxD00B | L field 06
Ox0003 | Field ID 0001
OwDD0B | Max NDEF file size 0200
00000 | Read access o0
OwDD0E | Write access oo

(1 20 30 af s 6 70

e System file
Selecting System File option will allow other option to appear.
Clicking on one of this option will fill, the |_Block frame is filled with adequate data.
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Figure 56. System file selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement

" verify (present password) " Disable Verification Requirement

" Change reference data " Enable Permanent State

c
NDEF File [po000000000000000000000000000000  click to copy PWD storage

(¥ Select { Resd Binary [length) \:l " Send Interrupt GRO
" Rezd Binary {" State Control :SetGPO
(™ State Control : Reset GPO

Select command:
fill data with System file Select command

Read binary (length) command:
fill data with read binary command on System file in order to read the length of the
system file

Read binary command:
fill data with read binary command on System file

Send Interupt GPO
State control: Set GPO
State control: Reset GPO

Once the command option is selected, the data in |_Block rf frame are filled, you can press
the button send |_Block to send RF frame.

Select & read sequence button will launch automatically all the procedure and
will display it in System file result window

3
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Select system file
Read sytem file length
Read system file data

Display data in a specific System file array (available only of no error detected)

Figure 57. Specific system file array

SYSTEM file

i~ length 0012

" i2c protect 01

" i2cwdg o0

" GPO 11

{~ S5Treserved oD

{~ RFenable 81

{~ MNDEF File Nb | 00 [1files)
" UID 0236000042C509
{— Memaory Size | O1FF

" Product Code | 86

T

e NDEF file
Selecting NDEF File option will allow other option to appear.

Clicking on one of this option will fill, the |_Block frame is filled with adequate data.

Figure 58. NDF file is selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement
" Capacity Container File " Verify (present password) " Disable Verification Requirement
" System File " Change reference data " Enable Permanent State
& S

* NDEE fil= |00000000000000000000000000000000  click to copy PWD storage

{* Select (" ReadBinary (length) |:| " Update Binary

" Read Binary
" Extended Resd Binary

— Select command:
fill data with NDEF file Select command

— Read binary (length) command:
fill data with read binary command on NDEF file in order to read the length of the
cc file
— Read binary command
fill data with read binary command on NDEF file
— Extended Read binary command
fill data with extended read binary command on NDEF file

— Update Binary command
Fill data with update binary command on NDEF file
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In case of M24SR request a WTX, this button will automatically manage it. The
M24SR will reply with a Window Extension request (that will be displayed in
S(WTX) answer array), then the tool will automatically send a S(WTX) request to
the M24SR

All this request / answer communication will be displayed in Log window.

Once the command option is selected, the data in |_Block rf frame are filled, you can press
the button “send |_Block” to send RF frame.

—  Select & read sequence button will launch automatically all the procdure and will
display it in NDEF file result window (NDEF file can be decoded)

Select NDEF file

Read NDEFfile length

Read NDEF file data

Display binary data in a field (available only if no error detected)

Display decoded NDEF message if any is in a field (available only if no error detected)

Figure 59. Binary data and NDEF message are detected
File

Binary data :
LD.‘E 0107550173742E636F60D

NDEF message :
http:/fwwa.st.com

e Commands to manage Password and Access Rights

Three command can be used to manage Passwords (Read password or Write password).

—  Verify (check if password is required)
fill data with Verify command

—  Verify (present password)
fill data with Verify command

— Change reference data (change password value)
fill data with Verify command

Notes that a NDEF file has to be selected previously (see Datasheet)
The command sent will be applied to selected NDEF file

3
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Figure 60. Password management button

" NDEF Tag Application Select " verify (check if pwd required) 5 [eesTaes " Enable Verification Requirement
* read pwd
" Capacity Container File " Verify (present password) P P " Disable Verification Requirement
3 it d
" system File % Change reference data: SHRED " Enable Permanent State
~ -
(T3 (T, [o123456785a8c0EF01 23456 789ABC0EF  click to copy PWD storage

Three commands can be used to manage Access right and M24SR state (see Figure 60).

— Enable Verification requirement
fill data with Verify command

— Disable Verification requirement
fill data with Verify command

— Enable Permanent State
fill data with Verify command

Note: Notes that a NDEF file has to be selected previously (see Datasheet)
The command sent will be applied to selected NDEF file

Figure 61. Password management buttons

Access rights

" NDEF Tag Application Select " verify (check if pwd required) & o
* d right
" Capacity Container File " verify (present password) " Disable Verification Requirement c b=
ite right
" System File " Change reference data " Enable Permanent State G0
- -
RUEEE S {(Buu 2 |p12345675548C06r0123456753A8C06F  click to copy PWD storage

NDEF Messages management button

It allows directly access to NFC Type 4A NDEF Message user interface (see Section 3.3.4)

Figure 62. NDEF message management button

MDEF meszages
management
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Password management for M24SR and SRTAG products

This tool allows to manage Password and access rights.

Figure 63. Password management user interface

Password Management user interface

READ & WRITE ACCESS RIGHTS MANAGEMENT ON NDEF FILE

READ ACCESS RIGHT MANAGEMENT ON NDEF FILE :

*write password required to *write password required to *Write password required to
Lock Read access Unlock Read access Permanently Lock Read access

WRITE ACCESS RIGHT MANAGEMENT ON NDEF FILE :

*Write password required to *Write password required to *Wiite password required to
Lock Write access Unlock Write access Permanently Lock Wiite access

CHANGE READ & WRITE PASSWORD :

] ]

CHANGE READ PASSWORD ** RESULT CHANGE WRITE PASSWORD *** RESULT
**Write password required to #**Write password required to
Change READ password Change WRITE password

LOCK READ ACCESS WITH = PERMANENT LOCK READ
PASSWORD * RESULT UNLOCK READ ACCESS RESULT ACCESS * RESULT

LOCK WRITE ACCESS WITH [ [ PERMANENT LOCK WRITE [
PASSWORD * RESULT WEE I AT RESULT ACCESS * RESULT

required for read on NDEF file R

required for write on NDEF file: EsuLT

clear log

e READ access right commands are available:
— LOCK UNLOCK
— PERMANENT LOCK
— CHECK
e  WRITE ACCESS RIGHT commands are available:
LOCK
UNLOCK
PERMANENT LOCK
CHECK on WRITE

e CHANGE PASSWORD commands are available to change password:

— READ password
—  WRITE password
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3.34 NFC Type 4A - NDEF Message user interface

This tool allows to read or write a NDEF file.

This user interface can manage type 2A and type 4A, type 4B, type 3, type 5 and Vicinity
cards. It can be accessed by selecting the item in the menu.

Once the NDEF message management menu is selected, the ST25R3911B is set following
the selected RF protocol (Configuration) and the User interface appears.

Figure 64. NFC Type 4A - NDEF message user interface

NFC Type 44 - NDEF Message user interface =]
NFC Type 4A - NDEF Message user interface ierEs eI @S E5e @I
Select NDEF file
ST25TA16K ST25TAG4K M24SR onl)
READ NDEF MESSAGE ~ PREPARE NDEF MESSAGE | WRITE NDEF MESSAGE | Y
READ NDEF MESSAGE
I~ Present READ Password for read NDEF messages I Present WRITE Password for Write NDEF messages
|05-18-2017 16:38:37 5T25R3911B CONFIGURATION : 13S014443-A protocel Mifare Desfire EV1
»»»5T25R39118_PROTOCOL_SELECT, 02000280 Initialization
<<< 0000| Procedure
save log
clear log |

When this tool is selected, the ST25R3911B-DISCO is configured as a ISO14443-A reader.
See the log window to know the configuration set up.

Figure 65. Log window of configuration setup

<<< 8015032000F600F6040600012000000090006FE7 080000 -
(05-18-2017 16:40:15 NFC SEND I-Block - Select NDEF file (D001)
»»>5T25R3911B SENDRECEIVE, 0200A4000C02000128
<<< B0080295000F109080000
(05-18-2017 16:40:15 NFC SEND I-Block - Read NDEF file length
»»>§T25R3911B_SENDRECEIVE, 0300B000000228
<<< B0O0A03001090005281080000
05-18-2017 16:40:15 NFC SEND I-Block - Read NDEF file
»»>5T25R3911B_SENDRECEIVE, 0200B000021028
<<< 80180201010C550173742E636F6D2F7374323590006CC0080000

4 [m
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READ NDEF MESSAGE button

The READ NDEF message button is used to launch all the procedure to select the device
and read the NDEF message. This whole process is described bellow.
READ NDEF MESSAGE process:

—  The RF field is disabled in order to deselect the tag (RF Por).

— The RF fied is enabled.

—  The Anticollision sequence is launched (RegA, Anticol, select, RATS, PPS). The
result is that the device is put in the NFC world.

—  Select Application launched

— Read CC file process is launched (select, read length, read CC file)
The goal is to identify NDEF file ID

— Read NDEF file process is launched (select, read length, read NDEF message)
—  Decoding of NDEF message
—  The available message is displayed on the screen (see Figure 66)

Figure 66. NDEF message is displayed

http:/fwww st com

READ NDEF MESSAGE

3
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This process is automatically stopped if any error or “no answer” is detected.

The Log window at the bottom of the screen will help to understand the issue in case of
error.

Figure 67. Log window when occur error on READ NDEF MESSAGE process

<<< 8015032000F600FE040200012000000090006FE7 080000 -

|05-24-2017 16:59:18 NFC SEND I-Block - Select NDEF file (0001) Mifare Desfire EV1
»»»§T25R39118 SENDRECEIVE, 0200A4000C02000128 Initialization
<<< 8008029000F109080000 Procedure

|05-24-2017 16:59:18 NFC SEND I-Block - Read NDEF file length
=»> §T25R39118_SENDRECEIVE, 0300B000000228
<<< 800A030010230005231080000 save log
105-24-2017 16:59:18 NFC SEND I-Block - Read NDEF file
>>>§T25R39118_SENDRECEIVE, 0200B000021028
<<< 801802D01010C550173742E636F6D2F7374323590006CC0080000

< [

clear log |

PREPARE NDEF MESSAGE

This item will allow to create a NDEF Message with a single NDEF record or several NDEF
record.

Notes that the NDEF message will not be written to the Tag. To be able to write the NDEF
message to the Tag, you will need to click on WRITE NDEF MESSAGE

Figure 68. Prepare TEXT NDEF record

NFC Type 44 - NDEF Message user interface =]

NFC Type 4A - NDEF Message user interface ierEs eI @S E5e @I

Select NDEF file

READ NDEF MESSAGE || PREPARE NDEF MESSAGE ~ WRITE NDEF MESSAGE ST A R Sep

@ Text Text message
© uri Please type in your text
" SmartPoster Hellg|

" MIME vcard

" MIME Bluetooth Pairing

" MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

*if no prefix is used, all characters are written in the message

[~ Present READ Password for read NDEF messages I~ Present WRITE Password for Write NDEF messages
<<< 8015032000F600F5040600012000000090006FE7080000 -
05-18-2017 16:40:15  NFC SEND I-Block - Select NDEF file (0001) Mifare Desfire EV1
»>> ST25R3911B_SENDRECEIVE, 0200A2000C02000128 Initialization
<<< 800B029000F109080000 Procedure

05-18-2017 16:40:15  NFCSEND I-Block - Read NDEF file length
»»» 5T25R39118_SENDRECEIVE, 0300B000000228
<<< B0DAD3001090005281080000 save log
05-18-2017 16:40:15  NFC SEND I-Block - Read NDEF file
»>> ST25R39118_SENDRECEIVE, 02008000021028
<<< 801802D1010C550173742E636F6D2F7374323550006CC0080000

1 [

clear log |

3
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Figure 69. Prepare URI NDEF record
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 Text

& Uri

" smartPoster

" MIME veard

£ MIME Bluetooth Pairing
" MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

Please type in your url -

http:/fwww.st.com| ‘

List of auailable prefix -
|
https:/ faronw.
http://

*ifno prafixis used, 3ll characters are written in the message

]

Figure 70. Prepare SMARTPOSTER NDEF record

 Text

© uri

& SmartPoster

" MIME veard

" MIME Bluetooth Pairing
 MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

Smart Poster message

Please type in your text :

Hello

Please type in your url :

http:/fonw.st.com

List of available prefix -
hitps:/www.
http://

o3 i ed, all ch written in th

1wl

Figure 71. Prepare MIME VCARD NDEF record

 Text

© uri

@ ismartPoster

' MIME vcard

" MIME Bluetooth Pairing
" MIME MEDIA

" MIME various

ADD RECORD TO MESSAGE

Smart Poster message

Please type in your text ©

Hello

Please type In your url :

http:/ farvewist.com

List of ovailable prefix :
htps:/fwww.
http://

“ifno prefixis used, all characters are written in the message
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Figure 72. Prepare MIME BLUETOOTH PAIRING NDEF record

" Text Configure with your Bluetooth device informations

L Bluetooth device address: oo - [oo < [oo : Joo - [oo : oo
" SmartPoster

¢ MIME vcard I¥ Bluetooth local name Logitach Boombax

& e
MIME Bluetooth Pairing [ Class of Device e e [
" MIME MEDIA

L Major Deviceclass
" MIME various

Service class

[¥ 16-bit Service Class UUID list [110B

ADD RECORD TO MESSAGE [Exampe of existing UUID |

setdefaultvalues for BT pairing demo simplified Tag format for & single Bluetooth Carrier

Minor Device class

Figure 73. Prepare MIME MEDIA NDEF record

C Text MIME
C uri
Select MIME type
" smartPoster

" MIME vcard j

" MIME Bluetooth Pairing
@ WIVE MEDIE Please type in your message

© MIME various

ADD RECORD TO MESSAGE

Figure 74. Prepare MIME VARIOUS NDEF record

 Text MIME

C uri
Write your MIME type
" SmartPoster

" MIME vcard

" MIME Bluetooth Pairing
* MIME MEDIA Please type in your message

& MIME various

ADD RECORD TO MESSAGE

¢ TNF_MIME_MEDIA (¢ TNF_EXTERNAL TYPE

3
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WRITE NDEF MESSAGE

Once one or more NDEF records have been selected, The user are able to write the whole
NDEF message in the tag selecting WRITE NDEF MESSAGE ITEM.

The user can now check NDEF message. Then click on WRITE NDEF MESSAGE to write

it.

If the user want to change message, he can click on CLEAR then return on PREPARE
NDEF MESSAGE to build a new one.

At the right of the window, the user will be able to prepare and write a NDEF message from
a list of NDEF message types.

Figure 75. Write Text NDEF message

NFC Type 4A - NDEF Message user interface B

NFC Type 4A - NDEF Message user interface ierEs eI @S E5eT @I

Select NDEF file
H ST25TA16K ST25TAG4K M24SR onl)
READ NDEF MESSAGE | PREPARE NDEF MESSAGE ‘ WRITE NDEF MESSAGE | o

RECORD N1

NDEF RECORD
WRITE NDEF MESSAGE SMART POSTER record :

NDEF RECORD
record type : RTD_URI
hittp://wwn st com

NDEF RECORD

record type : TEXT
STMICROELECTRONICS

Clear

[~ Present READ Password for read NDEF messages I~ Present WRITE Password for Write NDEF messages
05-24-2017 16:59:18  NFC SEND I-Block - Select NDEF file (0001) -
>»» 5T25R3911B_SENDRECEIVE, 0200A2000C02000128 Mifare Desfire EV1
<<< 8008029000F109080000 Initialization
05-24-2017 16:59:18  NFC SEND I-Block - Read NDEF file length Procedure

05-24-2017 16:59:18  NFC SEND I-Block - Read NDEF file save log
»»> 5T25R39118_SENDRECEIVE, 02008000021028

|05-24-2017 17:00:50 SMARTPOSTER record added

#>»ST25R39118_SENDRECEIVE, 0300B000000228
<<< 800A03001090005231080000

<<< 801802D1010C550173742E636F6D2F7374323590006CC0080000

[

clear log |

WRITE NDEF MESSAGE process:

The RF field is disabled in order to deselect the tag (RF Por).
The RF fied is enabled.

The Anticollision sequence is launched (RegA, Anticol, select, RATS, PPS). The
result is that the device is put in the NFC world.

Select Application launched

Read CC file process is launched (select, read length, read CC file)
The goal is to identify NDEF file ID

Write the Encoded NDEF messageThis process is automatically stopped if any
error or “no answer” is detected.
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The Log window at the bottom of the screen will help to understand the issue In case of
error.

3.4 1ISO14443-B menu

This section allows to communicate with ISO14443-B tags.

Select ISO14443-B from the main menu to use the ST25R3911B-DISCO as an 1SO14443-B
reader. You can then choose between:

e 1SO14443-B cards

e S014443-B with NFC features

e  SRIxx & SRT devices

Figure 76.1SO14443-B menu

57 ST25 Tag Editor - 2.0 o [ B [ |

15015603 1S014443-A [1SOL4443-B | 15018092 Tools  Help
15014443-B Cards commands
15014443-B NFC commands

SRIS12

SRT512

SRI2K

SRI4K

SRIX4K
ST25TB512-AC
ST25TB512-AT
ST25TBOZK
ST25TBO4K

NFC Type 4B - NDEF Message user interface

ST25R3911B-DISCO CONNECTED version 2.0 | STMicroelectronics

Select a device from the list (see Figure 77 and Figure 78 for an example). This
automatically configures the board as an 1ISO14443-B reader and displays all the
1ISO14443-B requests.
1ISO14443-B communications are configured as follows:

— 106 kbits/s data rate for both transmission and reception

— CRC appended

3
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The 1SO14443-B configuration is displayed in the log window.
The upper part of the window contains buttons allowing to send 1ISO14443-B requests
to tags through the ST25R3911B-DISCO antenna (refer to the device datasheet).

Select the ISO14443-B menu to launch one of the following user interface (see Figure 78):

ISO14443-B Cards commands: (see Section 3.4.1)
This menu allows the user to send any ISO14443-B requests

ISO14443-B NFC commands: (see Section 3.4.2)
This menu allows the user to send any 1ISO14443-B requests

SRI512 SRT512 SRI2K SRI4K SRIX4K (see Section 3.4.3)

This menu allows the user to send any ISO14443-B requests to SRXxx product

NFC Type 4B NDEF Message user interface (see Section 3.4.4)

This menu allows the user to read and write NDEF message to Tag Type 4B

1ISO14443-B Cards commands

This window allows to communicate to any 1ISO14443-B card.

When selecting the 1ISO14443-B Card commands, the user interface is displayed, as shown
in Figure 78

Figure 77. Example of ISO14443-B user interface

I5014443-B  user interface

15014443-B user interface

REqs 05 o0 Fﬁﬁﬁﬁﬁﬁﬁ ATQB ANSWER : :
FIRST BYTE : 50
AFI b3 b7 bE b5 b4 b3 b2 bl PUPI - AABBCCDD
RFU N APPLICATION DATA : 30ABABOL
@ 0=REQE .
= PROTOCOL INFO : DOS1EL
1=WUPE CRC - AEOO
Extended ATOA
ATTRIB 1D [asBBCCDD (0D |04 |01 | 0O Answer - 10F9ED
pUPI RFU (b8 to bs) EL f“‘;‘;; l?
CID (b4 to b1) e
15014443 compliant CRC : FOED
Max frame size
Authorized response time
HiTe 50 [asBBCCDD ANSWER

PUPI

Send any frame

e ‘1DAABBCCDDDDDADIDD

f answer ‘ED[MIDFEEDDD

RF field OFF

show Log

DocID030328 Rev 2
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The protocol selection is launched immediately. The summary of the commands sent to the
ST25R3911B-DISCO are included in the log window. Click on “show log” to display it (see
Figure 79)

Figure 78. Log file

05-18-2017 16:53.08 5T25R3911B CONFIGURATION : 15014443-B protocol

»»» 5T25R3911B_PROTOCOL_SELECT, 03010180 RE POR
<2< 0000

Save Log
Clear Log

Some basic commands are available to be able to play with ISO14443-B cards such as:
e REQB

e WPUB

e ATTRIB

Log window can be displayed by clicking on “Show log” button.

3.4.2 1SO14443-B NFC commands

Figure 79. 1SO1443-B user interface

15014443-B NFC user interface =]

1S014443-B NFC user interface

REQE l? W [ofofofolofofo]o ATOB ANSWER : :
FIRST BYTE : 50
AFI  bE b7 b5 b5 b4 b3 b2 bl PUPI : AABBCCDD
RFU N & ourean APPLICATION DATA : 30ABABO1
- PROTOCOL INFO : 0081E1
" 1=wuPB CRC - AEOD
Extended ATOA

ATTRIB 1D |AABBCCDD | 0O | 04 |01 | 0O Answer : 10FSE0

PUPI RFU (b8 to bS) MBL'I;‘;; 13
CID (b4 to b1) ——
15014443 compliant CRC:FSEO
Max frame size

Authorized response time

HLTB. S0 |AABBCCDD ANSWER :

PUPI

Send any frame ‘

f request [1DAABBCCDDO0040100 o |
NFC TYPE 4B TAG
f answer |300410F9E00 g

show Log

’7 calcul CRC ’— g

3
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The protocol selection is launched immediately. The summary of the commands sent to the
ST25R3911B-DISCO are included in the log window.

This screens allow to send 1SO14443-A commands:

e REQB
e WUPB
e ATTRIB

REQB & ATTRIB commands are mandatory to put the 1ISO14443-B NFC card into NFC
world.

As soon as this commands have been sent successfully, you will be able to send NFC
commands.

This commands are available on a second window. To show this window, please click on
NFC TYPE 4B TAG button.

This window will allows to send NFC APDU in order to play with the NFC Type 4B tag.

Figure 80. 1SO14443-B NFC user interface

15014443-B NFC user interface ]
ccfile
' NDEF Tag Application Select  Verif " Enable Verification Requirement
¢ Capacity Container  Verify password (" Disable Verification Requirement
" NDEFFile " Change reference datz " Lock Access (Ox80 -> OxFF/FE)
000 click
@ select
1Block & R-Block option
REQUEST
PCE [DID) GLA NS P1 P2 IC DATA 13 cRC 1 elockhumber
IR (I [0 aa]04 oo o7 D; [oo|[ 5088 | sendibiok | e
P2 (DID) CRC
R_block [ | ] £867 send R_block F-Black optian
P2 (DiD) cRC 0:Ack
spsmkea ][ @ [ 6615 sendS_REQ [ b5+ ACK/NACK (R-Block] EE
P2 (DID) wr CRC
[swmres |[F2 | Il 00 [ FFa0 |  senasres ‘
ANSWER
PCE [(+]]+)] DATA SW1 sw2 c
[1block [ o2 ] Il [ooJoo [ 2964 |
PCB DID)
R_block
P2 (DID) cRC
P2 (DD) wrx CRC ==
[ stwra_Rea || | | I | (=REFE=Tl
15014443-6
f request |DZDDA404DDD?DZ?EDDDDEEDlDlDD
Fanswer |029900295A
show Log
catcurcre [T

For more informations about the use of each button, please refers to Section 3.3.2.

NFC Type 4B NDEF Message user interface

The functionality of this tool is the same as the NFC TYPE 4A TAG that can be found in
1ISO14443-A (see to Section 3.3.4 for more informations about how to use it).

3
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SRIxx/SRTxx products

Figure 81. Example of ISO14443-B user interface for SRIxxx

15014443-B user interface SRIX4K

Reset to Inventory
Initiate
select{Chip_Id) Chipld = W
Slot Marker (SN) sn= [ofofefo
Pcallls
Completion
Get UID UID = [DO023E5522088098

15014443-B Cards user interface :

Read Single Block
Write Single Block

RF block address:

from [00
to [7F

Read system area @FF
Write Single Block @FF

o

12:| 15,

1S014443-B Anticollision o| 2|
1: ChiplD=81 4
- 5]

loop I 2 |

LA

=

|
13: |
12 |

Send any frame request = |08

answer = |B00598800822555£0200104D00

<<< 8700 : ST25R3911 error, Timeout
SLOT MARKER (15)

»»» 5T25R39118_SENDRECEIVE, F6
<<< 8700 : ST25R3911 error, Timeout
SELECT

»> ST25R39118_SENDRECEIVE, OES1
<<< 80D481F96500

GETUID

»»» 5T25R39118_SENDRECEIVE, 0B
<<< B0DBIBEO0B22553E02D010AD00

05-18-2017 16:55:38

05-18-2017 16:55:38

05-18-2017 16:55:38

RF POR
Save Log

Clear Log

The 1SO14443-B configuration is displayed in the log window as shown in figure.

The window allows to send all the command of the datasheet for this products :

— Reset to Inventory

— Initiate

—  Select

—  Slot Marker

—  Pcall16

—  Completion

- GetUID

— Read Single Block

— Read System area (address OxFF)
—  Write Single Block

— Asingle button allows to launch all ths Anticollision sequence.
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1ISO18092 menu

board as an ISO8092 reader and displays all the ISO18092 requests.

DoclD030328 Rev 2

1. Select ISO18092 from the main menu to use the ST25R3911B-DISCO as an 1ISO18092
reader (see Figure 82).
Figure 82. 1SO18092 menu
57 ST25 Tag Editor - 20 I e |
15015693  15014443-A  [5014443-B | 15018092 | Tools  Help
15018092 Cards commands
NFC Type 3 - NDEF Messsge e et
2.  Select ISO18092 Cards commands from the list. This automatically configures the

3
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The 1ISO18092 configuration is displayed in the log window as shown in Figure 83.

Figure 83. 1SO18092 log window

15018092 user interface 15018092

15018092 Cards user interface :

POLUNG command | [0 [# [FF [00 «| [(00:Max number of stots =1 =]

[— Time slot 00 : no request
Request code ———————— | 01 : System Code request
Svstem code 02 : Performance Parameter request

Command code

Answer: |01 ‘ 012E30B9AOD66533 ‘ 00F1000000014300
* Click ro use this Manufacture ID

READ command 06 012E30B9A0D66533 01 | 0900 01 8000
Answer: |1D 07012E30BSA0D665 3300 0o ‘ 01040401000000000000000100004200

WRITE command 08 ‘ 012E30B9A0D66533 01 | 0so0 o1 8000 ‘ 00000000000000000000000000000000
Answer: |0C 09012E30BSA0D665 3300

send any frame | [

loop I

&+ datarate 212k { datarate 424k

request = ‘DBDl2E3DBQADDEE533DlDQDDDISDDDDDDDDDDDDDDDD\ answer = |800FOC09012E30B9A0D6653300002A3C00

05-18-2017 16:57.33 READ -

<<< 80201D07012E30B9A0D6653300000104040100000000000000010000420059165400
05-18-2017 16:57:34 WRITE

»»»5T25R39118_SENDRECEIVE, 06012E30B3A0D66533010900018000
Launch RF POR

#>»S5T25R39118_SENDRECEIVE, = Save Log
08012E30B9A0D6653301090001800000000000000000000000000000000000 b

<<< 800FOC09012E30B9A0D6653300002A3C00 Clear Log

Polling command can be done to communicate with an ISO18092 card. The response of the

tag will be displayed in several fields.

ManufacturelD is displayed in the second field. Click on this field to fill the Read & Write

commands with this mandatory field.

Read command and Write command are also available.

Tools menu

Select the Tools menu to launch one of the following tools (see Figure 84):

e ST25R3911B-DISCO tool box (see Section 3.6.1: ST256R3911B-DISCO toolbox)
This menu allows the user to send requests to the ST25R3911B-DISCO.

e  Script tool (see Section 3.6.2: Script tool)

This menu allows to transmit and execute a sequence of ST25R3911B-DISCO

requests.
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Figure 84. Tools menu

= [ [ |

57 ST25 Tag Editor - 20
15015693  1SO14443-A  1SO14443-B 15018092 Help
Tool box
CRC calculation
Script tool
S5T25R3911B-DISCO CONNECTED version 2.0 | STMicroelectronics

ST25R3911B-DISCO toolbox

The toolbox allows to send the following requests to the ST25R3911B-DISCO (see
Figure 85):

e Get MCU revision: reads the revision of the STM32 microcontroller firmware.
e Get DLL revision: reads the revision of the DLL installed on your PC.

e Field Off: turns the RF field off.

Figure 85. ST25R3911B-DISCO demonstration board toolbox

Toelbox

Get MCU revision [ooos010005 [tos Get DLL revision =Tl p—
FGet Hardware version | [oooas3se3zassaazzsaian [smasrasiie Field Off
ST25R3911B BOARD USB ST25R3911B BOARD USB
Connect 3 handle check

05-18-2017 »»»5T25R39118_GETMCUREV -
<<< 0003010009
05-18-2017 »>»5T25R39118_GETDLLREV

m

<<<1.0.8.0-1.0.7
05-18-2017 »»» 5T25R39118_GETHARDWAREVERSION
<<< 000A53543235523339313142

Save Log Clear Log
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Script tool

The Script tool allows playing a script containing a sequence of ST25R3911B-DISCO

commands (see Figure 89). The following functions are available:
e  Save Script saves the script in a text file.
e Load Script loads a script file

e Launch Script runs the script. The script is executed until an error occurs. Read the
log to identify the cause of the error and correct your script. This can be due to a syntax

error. Refer to the Script Help to correct it.
e Help: display the list of commands that can be used to program the script.

Figure 86. Script help page 1/3

Script Help
Available commands on Script tool
Comment : REM, note
Wait (max 9999999) : WAIT, 1000
Put Breakpoint on script flow : BREAK
Put Breakpoint with information : BREAK, information
Clear log : CLEAR LOG
Jump to a defined label : JUMP_TO LABEL, label name
Label definition for JUMP TO LABEL command : LABEL, label name
Set tempo for polling (default value = 100 ms) : SET_TEMPO FOR POLLING, TIME

Parameters for Tempo : TIME = Integer value in ms
COMMANDS FROM DLL :

Get D11 revision : 5T25R3911B_GETDLLREV
Get MCU revision : 5T25R3911B_GETMCUREV
Get HARDWARE revision : S5T25R3911B_GETEARDWAREVERSION
Send select reguest : 5T25R3311B PROTOCOL SELECT, data*
Send Send/Receive request : 5T25R3311B SENDRECEIVE, data*
Send specific request computed by ST25R3311B-DISCO MCU : ST25R3311B_STCMD, data*®
5T25R3311B-DISCOVERY USB Comnect : 5T25R3911B_USBCONNECT
ST25R3311B-DISCOVERY USB Handle check : 5T25R3311B_USBEANDLECHECK
*data = hexadecimal formated walue
REM, select IS015693 protocol with High datarate one subcarrier Script example

S5T25R3911B SELECT, 010D

S5T25R3911B SENDRECEIVE, 022001

REM, send ISO15693 Read Single block @01
page 1/3
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Figure 87. Script help page 2/3

Script Help
Specific tools on Script tool

Comment : REM, note

Wait UNTIL an expected answer after SENDRECEIVE : ST25R3%11B_SENDRECV_POLLING UNTIL_ANSWER, REQUEST, EXPECTED_ANSWER

Wait WHILE an expected answer after SENDRECEIVE : ST25R3911B_SENDRECV_POLLING WHILE ANSWER, REQUEST, EXPECTED_ANSWER

COMPARE answer with an expected answer after SENDRECEIVE : ST25R3911B_SENDRECV_WITH VERIFY, REQUEST, EXPECTED ANSWER

ST25DV :

READ MATLBOX DYN CFG UNTIL SELECTED BITS <> FROM EXPECTED VALUES : ST25R3911B_POLLING MB_DYN CFG, EXPECTED BITS_VALUE*

* EXPECTED_BITS_VALUE FORMAT = XXXK1KX0 with b7b&bSbab3b2blb0
POLLING RETURN VALUES : BUSY (010F) or CRC:CRC ERROR or X:-NO ANSWER or READ DATA or ?

Script example

REM, LOOP on request until the answer will be compliant with expected answer
ST25R3911B_SENDRECV_POLLING UNTIL ANSWER, 022001, 00123456788

REM, LOOP on request while the answer will be compliant with expected answer

REM, Send 15015693 read single block command and compare with answer "00 11 22 33 44"
REM, Send 15015693 read single block command and compare with answer "8700" (=no answer for cr9Shi)
ST25R3911B SENDRECV_WITH_VERIFY, 022001, 8700

REM, POLLING ON READ MB DYN CFG UNTIL BIT3 VALUE EQUAL TO '1'
ST25R3911B_POLLING_MB DYN_CFG, XXXXIXXX

ST25R3911B SENDRECV_ POLLING WHILE ANSWER, 022001, 8700
- - - - lex
ST25R3%11B_SENDRECV_WITH_VERIFY, 022001, 0011223344 hes

Figure 88. Script help page 3/3

Script Help
Custom commands on Script teocol

ESOI A =P

Anticolision TI5014443-A : S5T25R3911B I15014443-A AnticolSelectll3

Send APDU I5014443-A : S5T25R3911B I5014443-A SEND APDU + data*®

ESOIT AN AN

Initiate for SRIxx (save Chip Id value) : S5T25R3911B SRIxx Initiate

Select for SRIxx with Chip Id : S5T25R3911B SRIxx Select

15015693 : Chip Id dats default value = 0x00

Send INVENTORY & Store UID in UID variable : S5T25R3911B 15015693 INVENTORY 1SLOT

Send 15015633 EOF : S5T25R3911B 15015693 ECOF

Send I5015633 EOF AND VERIFY ANSWER: S5T25R3911B 15015693 ECF WITH VERIFY, EXPECTED value

EERAPELEH S

DISPLAY wvalue stored in *parameter variable : S5T25R3911B DISPLAY PARAMETER, parameter®

Set a specific value in *parameter variable : S5T25R3911B SET PARAMETER, *parameter, 01020304050602E0Q

Use *parameter in Send Receive command : S5T25R3911B SENDRECV, 2220 UID 00

Use *parameter in Send Receive command : S5T25R3911B SENDRECV WITH VERIFY, 260100, BADUID

“paramster possibilities = UID , BADUID , PWDL ., _FDW2 . _PWD3_ ., _PWD4_
_UID defsult valus = AB@9674523010250 _PADL_ default valus = 0000000000000000 _PRD3_ dsfault value = 0000000000000000
_BADUID default valus = 00000000000002E0 _PAD2_ default valus = 0000000000000000 _PWD4_ default value = 0000000000000000

Script example

REM, Invetory 1 slot command to store UID in UID variable
S5T25R3911B 15015693 INVENTORY 1SLOT

REM, get the UID stored by previous request
ST25R3911B_IS015693 GETPARAMETER UID

REM, read single block command with the UID stored
S5T25R3911B SENDRECEIVE, 2220 UID 00

The Script Help (see Section 3.7: Help menu) describes the syntax of all the commands that

can be sent to the ST25R3911B-DISCO.
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Figure 89. Script tool interface

ST25R3911B script tool

REM, INVENTORY

REM, PRESENT PASSWORD
|5T25R39118_SENDRECEIVE, 028302000000000000000000

I5T25R39118_PROTOCOL_SELECT, 0109

IST25R3911B_SENDRECEIVE, 260100

REM, WRITE CONFIGURATION (STATIC REGISTER)
IST25R3911B_SENDRECEIVE, 02A1020D01

REM, READ CONFIGURATION (STATIC REGISTER)
I5T25R39118_SENDRECEIVE, 02A0020A

m

Eih

Script Automation

|05-18-2017 17:15:18
|05-18-2017 17:15:18

|05-18-2017 17:15:18
|05-18-2017 17:15:18

|05-18-2017 17:15:18
|05-18-2017 17:15:18

|05-18-2017 17:15:18
|05-18-2017 17:15:18

|05-18-2017 17:15:18
|05-18-2017 17:15:18

REM, 15015693 100% HIGH DATARATE ONE SUBCARRIER
»»»5T25R39118_PROTOCOL_SELECT, 0109
<<< 0000

REM, INVENTORY
»>»5T25R39118_SENDRECEIVE, 260100
<<< 800D000038AE6D02002402E0F1D000

REM, PRESENT PASSWORD
»»»>5T25R39118_SENDRECEIVE, 028302000000000000000000
<<< 8004007 8F000

REM, WRITE CONFIGURATION (STATIC REGISTER)
»>>»5T25R39118_SENDRECEIVE, 02A1020D01
<<< 8004007 8F000

REM, READ CONFIGURATION (STATIC REGISTER)
»>»5T25R39118_SENDRECEIVE, 02A0020A
<<< 80050000470F00

Load Seript

Save Script

Launch Script
[~ LOOP ON SCRIPT

o
0 for infinity loop

Help

Save Log

Clear Log

il

Help menu

Select the Help menu to access the following functions (see Figure 84):

Script Help

This function allows to get information on ST25R3911B-DISCO function syntax (see
Figure 86, Figure 87 and Figure 88). It is particularly useful when developing a script
(see Section 3.6.2: Script tool).

About ...

Click About ...to get information on the ST25 Tag Editor software (see Figure 90).
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Figure 90. About window

About 5T25 Tag Editer

SOFTWARE FOR

VERSION 2.0

ST25R3911B-DISCOVERY

Also available, Datasheet and Application notes, Documentation ...
Please, connect to our Internet web site to check for a new software revision

Internet web site : http://www.st.com/

K 'I fe.augmented

ST25R3911B-DISCOVERY KIT

3.8 ST25 Tag Editor RF protocol select and Send Receive
functions formats

The ST25 Tag Editor software uses a specific format of parameters (log and script tool) for
ST25R3911B_PROTOCOL_SELECT and ST25R3911B_SENDRECEIVE functions. (See

below sections).

This function’s descriptions will help to understand log window and develop scripts for script
tool. Parameter and responses formats depend on selected RF protocol.

3.8.1 1ISO15695 RF PROTOCOL

RF PROTOCOL SELECT

Script Prototype:

>>> ST25R3911B_PROTOCOL_SELECT, PARAM
<<< RESPONSE

Table 2. 1ISO15695 RF PROTOCOL SELECT

Returned
response

Name Format Description
0109 ISO15693: High data rate (100%) and CRC
Input parameter PARAM calculated and added by ST25R3911B-DISCO
0108 ISO15693 High data rate(100%)
0000 RF protocol selected successfully

RESPONSE 8300

Parameter error

8900

USB connection error

78/87
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Example: Select ISO15693 RF protocol High Data rate 100%

>>> ST25R3911B_PROTOCOL_SELECT, 0109
<<< 0000

0000: No error
SEND RECEIVE FUNCTION

Script Prototype:

>>> ST25R3911B_SENDRECEIVE, RF_REQUEST
<<< RESPONSE

Table 3. SEND RECEIVE FUNCTION

Name Format Description

— Format after PROTOCOL SELECT 0109

RF Frame 1ISO15693 RF REQUEST
(ex: 0220000) The CRC of RF REQUEST is calculated and added
Input parameter RF_REQUEST by ST25R3911B-DISCO

RF Frame + CRC |- Format after PROTOCOL SELECT 0108
(ex: 0220004750) 1SO15693 RF REQUEST

8700 No RF response detected

8D00 RF Answer detected with collision
Error

8A00 RF framing error

8900 USB connection error

Returned response | RESPONSE

Byte 1 80 (status byte)
No error:
RF Byte 2 Length of output parameter
response | gyte 3 Byte 3 to N-1 Byte N-1 = RF Answer
returned

Byte N Protocol error status byte (00: OK, else CRC Error)

3
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Example: Read Single Block @00

>>> ST25R3911B_SENDRECEIVE, 022000
<<< 800800E1404005FB7000

80 RF Answer OK
08 Length
00E1404005FB70 RF Response (00:flag, E1404005:Data, FB70:CRC)

00 No error

3.8.2 1ISO14443-A RF PROTOCOL
RF PROTOCOL SELECT

Script Prototype:

>>> ST25R3911B_PROTOCOL_SELECT, PARAM
<<< RESPONSE

Table 4. RF PROTOCOL SELECT

Name Format Description
Input parameter PARAM 02000280 | 1SO14443-A Tx=106k / Rx=106k
0000 RF protocol selected successfully
Returned response RESPONSE 8300 Parameter error
8900 USB connection error

Example: Select ISO15693 RF protocol High Data rate 100%

>>> ST25R3911B_PROTOCOL_SELECT, 02000280
<<< 0000

0000: No error

SEND RECEIVE FUNCTION

Script Prototype:

>>> ST25R3911B_SENDRECEIVE, RF_REQUEST
<<< RESPONSE

3
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Table 5. SEND RECEIVE FUNCTION

Name Format Description
X=0 RF frame is sent as it is.
1ISO14443-A RF X
REQUEST + CONTROL s CRC |°fttze R frj‘g“; o
Input parameter RF_REQUEST |BYTE - ;aFcfu ate ant added o the
Where: rame sent.
CONTROL BYTE = 0xXY v Number of bits of the last byte
to be sent.
8700 No RF response detected
8D00 RF Apswer detected with
Error collision
8A00 RF framing error
8900 USB connection error
Byte 1 80 (status byte)
Returned RESPONSE Byte 2 Length of output parameter
response Byte 3 to Byte N-1 RF Answer
No error: X=0 CRC included in RF answer
RF
NO CRC included in RF
response | gyte N-2to N X=2 answer
returned = XY 72277
Protocol error v Number of bits of the last
status bytes received byte
27277 = No framing error detected in
0000 RF Answer
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Example: REQA

>>> ST25R3911B_SENDRECEIVE, 26 07
<<< 80054200280000

80 RF Answer OK
05 Length
4200 RF Answer

NO CRC included in RF answer / Last byte is 8 bits size /

280000 No error detected

Example: READ BINARY 5 BYTES @ 0000

>>> ST25R3911B_SENDRECEIVE, 0300BO0O000O5FFOD 08
<<< 800D030010D1010C90006CC9080000

80 RF Answer OK
0D Length
030010D1010C90006CC9 RF Answer

CRC included in RF answer / Last byte is 8 bits size / No

080000 error detected

3.8.3 1ISO14443-B RF PROTOCOL
RF PROTOCOL SELECT

Script Prototype:

>>> ST25R3911B_PROTOCOL_SELECT, PARAM
<<< RESPONSE

Table 6. RF PROTOCOL SELECT

Name Format Description
1ISO14443-B: Tx=106k / Rx=106k and CRC
Input parameter PARAM 03010180 | calculated and added in the RF Frame to be
sent.
0000 RF protocol selected successfully
Returned response RESPONSE 8300 Parameter error
8900 USB connection error

Example: Select 1ISO14443-B RF protocol Tx=106k / Rx=106k

3
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>>> ST25R3911B_PROTOCOL_SELECT, 03010180
<<< 0000
0000: No error
SEND RECEIVE FUNCTION
Script Prototype:
>>> ST25R3911B_SENDRECEIVE, RF_REQUEST
<<< RESPONSE
Table 7. SEND RECEIVE FUNCTION
Name Format Description
Input
RF_REQUEST - 1ISO14443-B RF REQUEST
parameter
8700 No RF response detected
8D00 RF Answer detected with collision
Error
8A00 RF framing error
8900 USB connection error
Returned | pespoNsE
value Byte 1 80
No error: RF Byte 2 Length of output parameter
response
returned Byte 3 to Byte N-1 RF Answer

Byte N = XX

Protocol error status byte
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Example: POLLING

>>> ST25R3911B_SENDRECEIVE, OOFFFF0000
<<< 8012010110031014111A24100B4B428485D0OFF00

80 RF Answer OK
12 Length
010110031014111A24100B4B428485D0FF RF Answer

00 No error detected

Example: READ

>>> ST25R3911B_SENDRECEIVE, 06012E30B9A0D66533010900018001
<<< 801D07012E30B9A0D66533000001D220236170706C69636174696F6E2F7600

80 RF Answer OK
1D Length
07012E30B9A0D66533000001D220236170706C69636174696F6E2F76RF Answer

00 No error detected

3.84 1ISO18092 RF PROTOCOL
RF PROTOCOL SELECT

Script Prototype:

>>> ST25R3911B_PROTOCOL_SELECT, PARAM
<<< RESPONSE

Table 8. RF PROTOCOL SELECT

Name Format Description

ISO18092-B Tx=212k Rx=212k and CRC
Input parameter PARAM 0451100500 | calculated and added in RF
Frame to be sent

0000 RF protocol selected successfully
Returned response |RESPONSE 8300 Parameter error
8900 USB connection error

Example: Select ISO8092 RF protocol Tx=212k / Rx=212k

>>> ST25R3911B_PROTOCOL_SELECT, 0451100500
<<< 0000

0000: No error
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SEND RECEIVE FUNCTION
Script Prototype:
>>> ST25R3911B_SENDRECEIVE, RF_REQUEST
<<< RESPONSE
Table 9. SEND RECEIVE FUNCTION
Name Format Description
Input .
RF_REQUEST - 1ISO18092: RF REQUEST
parameter
8700 No RF response detected
8D00 RF Answer detected with collision
Error
8A00 RF framing error
8900 USB connection error
Returned | pESPONSE
response Byte 1 80
No error: RF Byte 2 Length of output parameter
response
returned Byte 3 to Byte N-1 RF Answer
Byte N = XX Protocol error status byte

3

Example: INITIATE

>>> ST25R3911B_SENDRECEIVE,
<<< 8004A6443000

80
04
AB4430
00

RF Answer OK
Length
RF Answer

No error detected
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29-Jun-2017 5 — Table 3: SEND RECEIVE FUNCTION
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— Section 3: Using the ST25 Tag Editor software

— Section 3.8: ST25 Tag Editor RF protocol select and
Send Receive functions formats
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IMPORTANT NOTICE — PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and
improvements to ST products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on
ST products before placing orders. ST products are sold pursuant to ST’s terms and conditions of sale in place at the time of order
acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or
the design of Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.

Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. All other product or service names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2017 STMicroelectronics — All rights reserved
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