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aaa local authentication attempts max-fail <max-attempts>
aaa authentication login default local

!

username <name> secret <password>

!

This feature also applies to authentication methods such as CHAP and Password Authentication Protocol
(PAP).

No Service Password-Recovery

In Cisco IOS Software Release 12.3(14)T and later, the No Service Password-Recovery feature does not allow
anyone with console access to insecurely access the device configuration and clear the password. It also does
not allow malicious users to change the configuration register value and access NVRAM.

!

no service password-recovery

!



This is a list of additional services that must be disabled if not in use:

Issue the no ip finger global configuration command in order to disable Finger service. Cisco IOS





Refer to Memory Threshold Notifications for more information about this feature.

CPU Thresholding Notification

Introduced in Cisco IOS Software Release 12.3(4)T, the CPU Thresholding Notification feature allows you to
detect and be notified when the CPU load on a device crosses a configured threshold. When the threshold is
crossed, the device generates and sends an SNMP trap message. Two CPU utilization thresholding methods
are supported on Cisco IOS software: Rising Threshold and Falling Threshold.

This example configuration shows how to enable the Rising and Falling Thresholds that trigger a CPU
threshold notification message:

!

snmp-server enable traps cpu threshold
!

snmp-server host <host-address> <community-string> cpu 
!

process cpu threshold type <type> rising <percentage> interval <seconds> 
     [falling <percentage> interval <seconds>]
process cpu statistics limit entry-percentage <number> [size <seconds>]
!

Refer to CPU Thresholding Notification for more information about this feature.













!

Refer to Management Plane Protection for more information about MPP.

Control Plane Protection

Control Plane Protection (CPPr) builds on the functionality of Control Plane Policing in order to restrict and
police control plane traffic that is destined to the route processor of the IOS device. CPPr, added in Cisco IOS
Software Release 12.4(4)T, divides the control plane into separate control plane categories that are known as
subinterfaces. Three control plane subinterfaces exist: Host, Transit and CEF-Exception. In addition, CPPr
includes these additional control plane protection features:

Port-filtering feature - This feature provides for the policing or dropping of packets that go to closed
or non-listening TCP and UDP ports.

• 

Queue-threshold policy feature









crypto key generate rsa
!
! Configure SSH-RSA keys for user and server authentication on the SSH server
!

ip ssh pubkey-chain
!
! Enable the SSH server for public-key authentication on the router 
!

        server SSH-server-name
!
! Specify the RSA public-key of the remote peer 
!
! You must then configure either the key-string command
! (followed by the RSA public key of the remote peer) or the 
! key-hash <key-type> <key-name> command (followed by the SSH key 
! type and version.)
!
! Ensure that server authentication takes place - The connection will be 
! terminated on a failure
!

ip ssh stricthostkeycheck 
!

Refer to Configuring the Cisco IOS SSH Client to Perform RSA-Based Server Authentication for more





Warning Banners

In some legal jurisdictions, it can be impossible to prosecute and illegal to monitor malicious users unless they
have been notified that they are not permitted to use the system. One method to provide this notification is to
place this information into a banner message that is configured with the Cisco IOS software banner login
command.

Legal notification requirements are complex, vary by jurisdiction and situation, and should be discussed with
legal counsel. Even within jurisdictions, legal opinions can differ. In cooperation with counsel, a banner can
provide some or all of the this information:

Notice that the system is to be logged into or used only by specifically authorized personnel and
perhaps information about who can authorize use.

• 



The previous configuration can be used as a starting point for an organization-specific AAA authentication
template. Refer to Authentication, Authorization, and Accounting for more information about the
configuration of AAA.

A method list is a sequential list that describes the authentication methods to be queried in order to
authenticate a user. Method lists enable you to designate one or more security protocols to be used for
authentication, and thus ensure a backup system for authentication in case the initial method fails. Cisco IOS
software uses the first listed method that successfully accepts or rejects a user. Subsequent methods are only
attempted in cases where earlier methods fail due to server unavailability or incorrect configuration. Refer to
Named Method Lists for Authentication for more information about the configuration of Named Method
Lists.

Authentication Fallback

If all configured TACACS+ servers become unavailable, then a Cisco IOS device can rely on secondary



defined via the username global configuration command. If you cannot fully prevent the use of Type 7
passwords, consider these passwords obfuscated, not encrypted.

See the General Management Plane Hardening section of this document for more information about the
removal of Type 7 passwords.

TACACS+ Command Authorization

Command authorization with TACACS+ and AAA provides a mechanism that permits or denies each
command that is entered by an administrative user. When the user enters EXEC commands, Cisco IOS sends
each command to the configured AAA server. The AAA server then uses its configured policies in order to
permit or deny the command for that particular user.















configuration with the configure replace filename command. This is in contrast to the copy filename
running-config command. The configure replace filename command replaces the running configuration as
opposed to the merge performed by the copy command.

You are advised to enable this feature on all Cisco IOS devices in the network. Once enabled, an administrator
can cause the current running configuration to be added to the archive with the archive config privileged
EXEC command. The archived configurations can be viewed with the show archive EXEC command.







IP ICMP Redirects

An ICMP redirect message can be generated by a router when a packet is received and transmitted on the
same interface. In this situation, the router forwards the packet and sends an ICMP redirect message back to
the sender of the original packet. This behavior allows the sender to bypass the router and forward future
packets directly to the destination (or to a router closer to the destination). In a properly functioning IP
network, a router sends redirects only to hosts on its own local subnets. In other words, ICMP redirects should
never go beyond a Layer 3 boundary.

There are two types of ICMP redirect messages: redirect for a host address and redirect for an entire subnet. A
malicious user can exploit the ability of the router to send ICMP redirects by continually sending packets to



Receive adjacency traffic - This traffic contains an entry in the Cisco Express Forwarding (CEF)
table whereby the next router hop is the device itself, which is indicated by the term receive in the
show ip cef CLI output. This indication is the case for any IP address that requires direct handling by
the Cisco IOS device CPU, which includes interface IP addresses, multicast address space, and
broadcast address space.

• 

The second type of traffic that is handled by the CPU is data plane traffic - traffic with a destination beyond
the Cisco IOS device itself - which requires special processing by the CPU. Although not an exhaustive list of
CPU impacting data plane traffic, these types of traffic are process switched and can therefore affect the











Filter BGP Prefixes with Autonomous System Path Access Lists



!

interface <interface>

 ip authentication mode eigrp <as-number> md5

 ip authentication key-chain eigrp <as-number> <key-name>

!

This is an example MD5 router authentication configuration for RIPv2. RIPv1 does not support

authentication.

!

key chain <key-name>

 key <key-identifier>

 key-string <password> 

!

interface <interface>

 ip rip authentication mode md5

 ip rip authentication key-chain <key-name>

!

This is an example configuration for OSPF/earn s -10his. confi for RIPvutilize Keystring <ot suppCthens Td(authentication.)Tj
Tfn iet00 0-24.4 Td(!)Tj
0 -21.6 Td(interface <interface>)ospf message-digest-e> keystring <dentifid> 

!aut9 -10.8 Td(!)!

















DAI intercepts and validates the IP-to-MAC address relationship of all ARP packets on untrusted ports. In















UDP-Frag             1      0.0         1  1405      0.0       0.0      86.8
UDP-other        86247      0.1       226    29     24.0      31.4      54.3
ICMP             19989      0.0        37    33      0.9      26.0      53.9
IP-other           193      0.0         1    22      0.0       3.0      78.2
Total:         1014637      1.2        26    99     32.8      13.8      43.9

SrcIf         SrcIPaddress    DstIf         DstIPaddress    Pr SrcP DstP Pkts
Gi0/1         192.168.128.21  Local         192.168.128.20  11 CB2B 07AF   3
Gi0/1         192.168.150.60  Gi0/0         10.89.17.146    06 0016 101F  55
Gi0/0         10.89.17.146    Gi0/1         192.168.150.60  06 101F 0016   9
Gi0/1         192.168.150.60  Local         192.168.206.20  01 0000 0303  11



Access Control with VLAN Maps and Port Access Control Lists

VLAN Access Control Lists (VACLs), or VLAN maps and Port ACLs (PACLs), provide the capability to
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publicly accessible subnet. Should a single server become compromised, the lack of connectivity to other
servers due to the application of PVLANs might help limit the compromise to the one server.

There are three types of Private VLANs: isolated VLANs, community VLANs, and primary VLANs. The
configuration of PVLANs makes use of primary and secondary VLANs. The primary VLAN contains all
promiscuous ports, which are described later, and includes one or more secondary VLANs, which can be
either isolated or community VLANs.

Isolated VLANs

The configuration of a secondary VLAN as an isolated VLAN completely prevents communication between
devices in the secondary VLAN. There might only be one isolated VLAN per primary VLAN, and only
promiscuous ports can communicate with ports in an isolated VLAN. Isolated VLANs should be used on
untrusted networks like networks that support guests.

This configuration example configures VLAN 11 as an isolated VLAN and associates it to the primary
VLAN, VLAN 20. The example below also configures interface FastEthernet 1/1 as an isolated port in VLAN
11:

!

vlan 11
 private-vlan isolated
!

vlan 20
 private-vlan primary
 private-vlan association 11
!

interface FastEthernet 1/1
 description *** Port in Isolated VLAN ***
 switchport mode private-vlan host 
 switchport private-vlan host-association 20 11
!

Community VLANs

A secondary VLAN that is configured as a community VLAN allows communication among members of the
VLAN as well as with any promiscuous ports in the primary VLAN. However, no communication is possible
between any two community VLANs or from a community VLAN to an isolated VLAN. Community VLANs
must be used in order to group servers that need connectivity with one another, but where connectivity to all
other devices in the VLAN is not required. This scenario is common in a publicly accessible network or
anywhere that servers provide content to untrusted clients.

This example configures a single community VLAN and configures switch port FastEthernet 1/2 as a member
of that VLAN. The community VLAN, VLAN 12, is a secondary VLAN to primary VLAN 20.

!

vlan 12
 private-vlan community
!

vlan 20
 private-vlan primary
 private-vlan association 12
!



interface FastEthernet 1/2
 description *** Port in Community VLAN ***
 switchport mode private-vlan host 
 switchport private-vlan host-association 20 12
!

Promiscuous Ports
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