Configure 802.1x Authentication with PEAP,
ISE 2.1 and WLC 8.3
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Components Used
The information in this document is based on these software and hardware versions:

- WLC v8.3.102.0






Create SSID

GUI:

Step 1. Open the GUI of the WLC and navigate to WLANs > Create New > Go as shown in the
image.

WLANS > New

Type

CLI:

> config W an create <id> <profil e-name> <ssi d- nane>

Step 3. Assign the RADIUS server to the WLAN.

CLI:

> config w an radius_server auth add <wl an-i d> <radi us-i ndex>
GUI:

Navigate to Security > AAA Servers and choose the desired RADIUS server, then hit Apply as
shown in the image.









Declare WLC on ISE

Step 1. Open ISE console and navigate to Administration > Network Resources > Network

St2. Enterr.Ae values.ISE





http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01000.html#reference_2424A156765D42E98207B93A0E0F0CB3




Create Authentication Rule

Authentication rules are used to verify if the credentials of the users are right (verify if the user
really is who it says it is) and limit the authentication methods that are allowed to be used by it.




Step 1. Navigate to Policy > Authentication as shown in the image.
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Step 2. Insert a new authentication rule as shown in the image.

Step 3. Enter the values.

This authentication rule allows all the protocols listed under the
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Once finished, click Done


http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_auth_pol.html#wp1123345
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html#ID238
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