








https://console.amp.cisco.com/users/login












http://immunet-janus-helpdoc.s3.amazonaws.com/FireAMPUserGuide.pdf




https://immunet-janus-helpdoc.s3.amazonaws.com/FireAMPUserGuide.pdf
https://immunet-janus-helpdoc.s3.amazonaws.com/FireAMPUserGuide.pdf




https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2015/3033929


https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2015/3033929


http://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html






https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case








http://md5deep.sourceforge.net/


http://www.clamav.net/doc/latest/signatures.pdf
http://www.clamav.net/doc/latest/signatures.pdf








http://www.talosintel.com/amp-naming/






https://docs.amp.cisco.com/en/A4E/AMP%20for%20Endpoints%20User%20Guide.pdf
https://docs.amp.cisco.com/en/A4E/AMP%20for%20Endpoints%20Quick%20Start.pdf
https://docs.amp.cisco.com/en/A4E/AMP%20for%20Endpoints%20Deployment%20Strategy.pdf


https://docs.amp.cisco.com/Cisco%20Endpoint%20IOC%20Attributes.pdf
https://docs.amp.cisco.com/Release%20Notes.pdf
https://docs.amp.cisco.com/SFEICAR.pdf
https://docs.amp.cisco.com/ZAccess.pdf
https://docs.amp.cisco.com/ZBot.pdf
https://docs.amp.cisco.com/low-prevalence-malware-retrospective-quarantine.pdf
https://docs.amp.cisco.com/amp-for-endpoints-command-line-capture.pdf
https://docs.amp.cisco.com/SSO/SSO%20Configuration%20for%20Active%20Directory.pdf
https://docs.amp.cisco.com/CozyDuke.pdf
https://docs.amp.cisco.com/Upatre.pdf
https://docs.amp.cisco.com/PlugX.pdf
https://api-docs.amp.cisco.com/
https://docs.amp.cisco.com/CryptoWall.pdf
https://docs.amp.cisco.com/wannacry-story.pdf
https://docs.amp.cisco.com/CTA%20Demo.pdf


https://docs.amp.cisco.com/SSO/SSO%20Configuration%20for%20Okta.pdf
https://docs.amp.cisco.com/SSO/SSO%20Configuration%20for%20Ping%20Federate.pdf
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/cloud-terms.html

	Chapter 1
	Introduction
	AMP for Endpoints not only detects viruses, but also gives you features to clean up viruses that were missed by us and other vendors. You can create Custom Whitelists to avoid False Positives (FPs), Simple Custom Detections to control malware outbrea...
	First Use Wizard
	Dashboard
	Creating Exclusions for Antivirus Products
	Creating Antivirus Exclusions in the AMP for Endpoints Windows Connector
	Kaspersky
	McAfee VirusScan Enterprise
	Microsoft ForeFront
	Microsoft Security Client
	Sophos
	Splunk
	Symantec Endpoint Protection

	Creating Exclusions for the AMP for Endpoints Connector in Antivirus Software
	Creating Exclusions in McAfee ePolicy Orchestrator 4.6
	1. Log in to ePolicy Orchestrator.
	2. Select Policy > Policy Catalog from the Menu.
	3. Select the appropriate version of VirusScan Enterprise from the Product pulldown.
	4. Edit your On-Access High-Risk Processes Policies.
	5. Select the Exclusions tab click the Add button.
	6. In the By Pattern field enter the path to your AMP for Endpoints Connector install (C:\Program Files\Cisco for versions 5.1.1 and higher or C:\Program Files\Sourcefire for previous versions by default) and check the Also exclude subfolders box.
	7. Click OK.
	8. Click Save.
	9. Edit your On-Access Low-Risk Processes Policies.
	10. Repeat steps 5 through 8 for this policy.


	Creating Exclusions in McAfee VirusScan Enterprise 8.8
	1. Open the VirusScan Console.
	2. Select On-Access Scanner Properties from the Task menu.
	3. Select All Processes from the left pane.
	4. Select the Exclusions tab.
	5. Click the Exclusions button.
	6. On the Set Exclusions dialog click the Add button.
	7. Click the Browse button and select your AMP for Endpoints Connector install directory (C:\Program Files\Cisco for versions 5.1.1 and higher or C:\Program Files\Sourcefire for previous versions by default) and check the Also exclude subfolders box.
	8. Click OK.
	9. Click OK on the Set Exclusions dialog.
	10. Click OK on the On-Access Scanner Properties dialog.


	Creating Exclusions in Managed Symantec Enterprise Protection 12.1
	1. Log into Symantec Endpoint Protection Manager.
	2. Click Policies in the left pane.
	3. Select the Exceptions entry under the Policies list.
	4. You can either add a new Exceptions Policy or edit an existing one.
	5. Click Exceptions once you have opened the policy.
	6. Click the Add button, select Windows Exceptions from the list and choose Folder from the submenu.
	7. In the Add Security Risk Folder Exception dialog choose [PROGRAM_FILES] from the Prefix variable dropdown menu and enter Cisco in the Folder field. Ensure that Include subfolders is checked.
	8. Under Specify the type of scan that excludes this folder menu select All.
	9. Click OK.
	10. Make sure that this Exception is used by all computers in your organization with the AMP for Endpoints Connector installed.


	Creating Exclusions in Unmanaged Symantec Enterprise Protection 12.1
	1. Open SEP and click on Change Settings in the left pane.
	2. Click Configure Settings next to the Exceptions entry.
	3. Click the Add button on the Exceptions dialog.
	4. Select Folders from the Security Risk Exception submenu.
	5. Select your AMP for Endpoints Connector installation folder (C:\Program Files\Cisco for versions 5.1.1 and higher or C:\Program Files\Sourcefire for previous versions by default) from the dialog and click OK.
	6. Click the Add button on the Exceptions dialog.
	7. Select Folder from the SONAR Exception submenu.
	8. Select your AMP for Endpoints Connector installation folder (C:\Program Files\Cisco for versions 5.1.1 and higher or C:\Program Files\Sourcefire for previous versions by default) from the dialog and click OK.
	9. Click the Close button.


	Creating Exclusions for the AMP for Endpoints Connector in Microsoft Security Essentials
	1. Open Microsoft Security Essentials and click on the Settings tab.
	2. Select Excluded files and locations in the left pane.
	3. Click the Browse button and navigate to your AMP for Endpoints Connector installation folder (C:\Program Files\Cisco for versions 5.1.1 and higher or C:\Program Files\Sourcefire for previous versions by default) and click OK.
	4. Click the Add button then click Save changes.
	5. Select Excluded processes in the left pane.
	6. Click the Browse button and navigate to the sfc.exe file (C:\Program Files\Cisco\AMP\x.x.x.x\sfc.exe for versions 5.1.1 and higher or C:\Program Files\Sourcefire\FireAMP\x.x.x\sfc.exe for previous versions by default where x.x.x is the AMP for End...
	7. Click the Add button then click Save changes.




	Configuring a Policy
	Creating Groups
	Deploying a Connector
	Downloading the Connector Installer
	Installing the Connector
	• /renameinstalldir 1 will change the install directory from Sourcefire to Cisco.
	• /skipexprevprereqcheck 1 - Skip the check for Microsoft Windows KB3033929.
	• 0 – Success


	Firewall Connectivity
	Firewall Exceptions
	• Cloud Host - cloud-ec.amp.cisco.com
	• Cloud Host - cloud-ec-asn.amp.cisco.com
	• Update Server - update.amp.cisco.com

	European Union Firewall Exceptions
	• Event Server - intake.eu.amp.cisco.com
	• Cloud Host - cloud-ec.eu.amp.cisco.com
	• Cloud Host - cloud-ec-asn.eu.amp.cisco.com
	• Update Server - update.amp.cisco.com

	Asia Pacific, Japan, and Greater China Firewall Exceptions
	• Event Server - intake.apjc.amp.cisco.com
	• Cloud Host - cloud-ec.apjc.amp.cisco.com
	• Cloud Host - cloud-ec-asn.apjc.amp.cisco.com


	Proxies
	Chapter 2
	Exploring AMP for Endpoints


	Now that you have configured a policy and installed a Connector we will highlight some of the other AMP for Endpoints features.
	Console Menu
	• Dashboard - The Dashboard provides current information about malicious file detections and quarantines occurring within your AMP for Endpoints Connector deployment.

	Events
	Detections / Quarantine
	Restore a File From Quarantine

	Outbreak Control
	Application Control - Whitelisting
	Custom Detections - Simple
	Custom Detections - Advanced
	• MD5 Signatures


	Creating Additional User Accounts
	Filters and Subscriptions
	Demo Data
	Appendix A
	Threat Descriptions



	AMP for Endpoints has unique network detection event types and Indications of Compromise. Descriptions of these detection types are found in this section.
	Indications of Compromise
	• Threat Detected - One or more malware detections were triggered on the computer.

	DFC Detections
	• DFC.CustomIPList - The computer made a connection to an IP address you have defined in a DFC IP Black List.
	Appendix B
	Supporting Documents



	The following supporting documents are available for download.
	Cisco AMP for Endpoints User Guide
	Cisco AMP for Endpoints Quick Start Guide
	Cisco AMP for Endpoints Deployment Strategy Guide
	Cisco Endpoint IOC Attributes
	Cisco AMP for Endpoints API Documentation
	Cisco AMP for Endpoints Release Notes
	Cisco AMP for Endpoints Demo Data Stories
	Single Sign-On Configurations
	Cisco Universal Cloud Agreement


