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Self-healing
To keep your network continuously on and available, pay attention to the high availability concepts for both a re-
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Table 1 High-density large campus suggested deployment platforms
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Campus Wired LAN Design Fundamentals

DISTRIBUTION LAYER
The distribution layer supports many important services. In a network where connectivity needs to traverse the 
LAN end-to-end, whether between different access layer devices or from an access layer device to the WAN, 
the distribution layer facilitates this connectivity.

• Scalability—At any site with more than two or three access-layer devices, it is impractical to interconnect all 
access switches. The distribution layer serves as an aggregation point for multiple access-layer switches. 
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CORE LAYER
In a large LAN environment, there often arises a need to have multiple distribution layer switches. One reason for 
this is that when access layer switches are located in multiple geographically dispersed buildings, you can save 
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CISCO WLAN CONTROLLERS
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Cisco Lightweight APs
In the Cisco Unified Wireless Network architecture, APs are lightweight
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Figure 12 Local-mode design model









page 28Cisco Validated Design

Campus Wireless LAN Design Fundamentals

WIRELESS DESIGN CONSIDERATIONS
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Enhanced Local Mode
ELM provides wIPS detection on-channel,
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Typically the AAA server will implement the RADIUS protocol between itself and the WLC.  Authentication of end-
users is accomplished via an extensible authentication protocol (EAP) session between the wireless device and 
the AAA server.  The EAP session is transported via RADIUS between the WLC and the AAA server.   Depending 
upon the capabilities of wireless device, the capabilities of the AAA server, and the security requirements of the 
organization, multiple variants of EAP, such as PEAP and EAP-TLS, may be implemented.  PEAP makes use of 
standard user credentials (userid & password) for authentication.  EAP-TLS makes use of digital certificates for 
authentication. 

It is highly recommended that you deploy redundant AAA servers for high availability in case one or more servers 
become temporarily unavailable.  Often the AAA server is configured to reference an external directory or data 
store such as Microsoft’s Active Directory (AD).  This allows the network administrator to leverage existing AD 
credentials instead of duplicating them within the AAA server.  This can also be extended to provide role-based 
access control (RBAC) for end-users through the use of AD groups.  For example, it may be desirable to provide 
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Common Components in Campus Designs

DNA Center is key to enabling automation of device deployments into the network providing the speed and con-
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To deploy QoS, use the EasyQoS feature in DNA Center to configure quality of service on the discovered de-
vices in your network. EasyQoS allows you device-grouping and class-of-service assignment. Cisco DNA Center 
translates your QoS selections into proper device configurations and deploys the configurations to the devices. 

For additional information, visit cisco.com and search for “EasyQOS”

https://search.cisco.com/search?query=EasyQOS&locale=enUS&tab=Cisco
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