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Campus Design Introduction

https://cvddocs.com/fw/120C-prime
https://www.cisco.com/go/designzone
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Campus LAN and Wireless LAN Design Guidance

Campus LAN and Wireless LAN Design 
Guidance
Designing a LAN for the campus use case is not a one-design-fits-all proposition. The scale of campus LAN can 
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Campus LAN and Wireless LAN Design Guidance

Self-healing
To keep your network continuously on and available, pay attention to the high availability concepts for both a re-
silient wired switching infrastructure and also for the wireless infrastructure that integrates with it. Resiliency is not 
only based on the component redundancy and how interconnections are made in the modular campus design but 
also what capabilities can enhance that physical resiliency.

For example, can you detect and react to RF interference and mitigate its impact in your wireless access net-
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Table 1  High-density large campus suggested deployment platforms



page 7Cisco Validated Design

Campus LAN and Wireless LAN Design Guidance
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Campus Wired LAN Design Fundamentals

Figure 1  LAN hierarchical design
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Campus Wired LAN Design Fundamentals
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The access layer is where user-controlled devices, user-accessible devices, and other end-point devices are 
connected to the network. The access layer provides both wired and wireless connectivity and contains features 
and services that ensure security and resiliency for the entire network.

Figure 3  Access layer connectivity
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The distribution layer supports many important services. In a network where connectivity needs to traverse the 
LAN end-to-end, whether between different access layer devices or from an access layer device to the WAN, 
the distribution layer facilitates this connectivity.

•	 Scalability—At any site with more than two or three access-layer devices, it is impractical to interconnect all 
access switches. The distribution layer serves as an aggregation point for multiple access-layer switches. 
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Figure 4  Two-tier design: Distribution layer functioning as a collapsed core
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Campus Wired LAN Design Fundamentals
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In a large LAN environment, there often arises a need to have multiple distribution layer switches. One reason for 
this is that when access layer switches are located in multiple geographically dispersed buildings, you can save 
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The core layer of the LAN is a critical part of the scalable network, and yet it is one of the simplest by design. The 
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https://cvddocs.com/fw/250-prime
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Campus Wireless LAN Design Fundamentals
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The campus WLAN is a controller-based wireless design, which simplifies network management by using Cisco 
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In the Cisco Unified Wireless Network architecture, APs are lightweight
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Figure 12  Local-mode design model





page 26Cisco Validated Design

Campus Wireless LAN Design Fundamentals

Figure 13 
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Campus Wireless LAN Design Fundamentals
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Campus Wireless LAN Design Fundamentals

An integrated wIPS deployment is a system design in which non-wIPS mode APs and wIPS mode APs are inter-
mixed on the same controller(s) and managed by the same Prime Infrastructure. This can be any combination of 
local mode, FlexConnect mode, enhanced local mode, monitor mode, and modular APs that support the WSM. 
By overlaying wIPS protection and data shares using WSM on the APs, you can reduce infrastructure costs.

Figure 19  wIPS operation with Cisco MSE
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Enhanced Local Mode
ELM provides wIPS detection on-channel,
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https://search.cisco.com/search?query=Wireless%20Rogue%20Management&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Wireless%20Rogue%20Management&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Radio%20Resource%20Management%20White%20Paper&locale=enUS&tab=Cisco
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https://search.cisco.com/search?query=Radio%20Resource%20Management%20White%20Paper&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Radio%20Resource%20Management%20White%20Paper&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Dynamic%20Channel%20Assignment%20White%20Paper&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Dynamic%20Channel%20Assignment%20White%20Paper&locale=enUS&tab=Cisco
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https://search.cisco.com/search?query=Radio%20Resource%20Management%20White%20Paper&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Wireless%20Controller%20Configuration%20802.11%20Bands&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Flexible%20Radio%20Assignment%20and%20Redundant%20Radios&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Flexible%20Radio%20Assignment%20and%20Redundant%20Radios&locale=enUS&tab=Cisco


https://search.cisco.com/search?query=Cisco%20ClientLink:%20Optimizing%20Device%20Performance%20with%20802.11n&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Cisco%20ClientLink:%20Optimizing%20Device%20Performance%20with%20802.11n&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=High%20Density%20Experience%20(HDX)%20Deployment%20Guide&locale=enUS&tab=Cisco
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https://search.cisco.com/search?query=Cisco%20CleanAir%20Technology:%20Intelligence%20in%20Action%20White%20Papers&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Cisco%20CleanAir%20Technology:%20Intelligence%20in%20Action%20White%20Papers&locale=enUS&tab=Cisco
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Typically the AAA server will implement the RADIUS protocol between itself and the WLC.  Authentication of end-
users is accomplished via an extensible authentication protocol (EAP) session between the wireless device and 
the AAA server.  The EAP session is transported via RADIUS between the WLC and the AAA server.   Depending 
upon the capabilities of wireless device, the capabilities of the AAA server, and the security requirements of the 
organization, multiple variants of EAP, such as PEAP and EAP-TLS, may be implemented.  PEAP makes use of 
standard user credentials (userid & password) for authentication.  EAP-TLS makes use of digital certificates for 
authentication. 

It is highly recommended that you deploy redundant AAA servers for high availability in case one or more servers 
become temporarily unavailable.  Often the AAA server is configured to reference an external directory or data 
store such as Microsoft’s Active Directory (AD).  This allows the network administrator to leverage existing AD 
credentials instead of duplicating them within the AAA server.  This can also be extended to provide role-based 
access control (RBAC) for end-users through the use of AD groups.  For example, it may be desirable to provide 
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Common Components in Campus Designs

DNA Center is key to enabling automation of device deployments into the network providing the speed and con-
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Common Components in Campus Designs

To deploy QoS, use the EasyQoS feature in DNA Center to configure quality of service on the discovered de-
vices in your network. EasyQoS allows you device-grouping and class-of-service assignment. Cisco DNA Center 
translates your QoS selections into proper device configurations and deploys the configurations to the devices. 

For additional information, visit cisco.com and search for “EasyQOS”

https://search.cisco.com/search?query=EasyQOS&locale=enUS&tab=Cisco
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http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1130-ag-series/product_bulletin_c25-698734.html
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You can use the feedback form to send comments and  
suggestions about this guide.

https://cvddocs.com/fw/120C-18b-feedback

