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Device Management Using ACS



Table of Contents

(1) = (o R

(@A = Y T = (0 ]
L ST = 1S =



Preface

Cisco Validated Designs (CVDs) provide the framework for systems design based on common use cases or
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Create an external identity store

An external identity store allows designated users to authenticate against a network device by using their pre-
existing credentials. You can also use attributes (such as group membership) in the external store when defining




Step 4:




Step 6: Click Save Changes.













Step 6: Select Group Mapping.




Step 15: Under Value, click Select.
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Step 16: Choose a Microsoft Active Directory group, and then click OK.
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Step 18: To the right of Identity Group, click Select. This is the identity group to which the Microsoft Active

Deployment Details



















Step 2: Click Create.

Step 3:







Step 10: Click Submit.

Step 11: Repeat this procedure for every security device that you want to limit access to.

Exclude users from Security Devices group

This procedure edits the existing authorization rule to prohibit Helpdesk users from logging in to security devices.

Step 1. Navigate to Access Policies > Access Services > Default Device Admin > Authorization.







Step 9: Click Save Changes.
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