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Figure 6  IWAN hybrid model—Second data center as a transit site
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IOS Certi�cate Authority

IOS Certi�cate Authority
Use this optional con�guration if you want to deploy an IOS Certi�cate Authority (IOS CA) on a router in your DMZ 
with access from the internal network and the MPLS provider network. Skip this con�guration if you are using 
pre-shared keys or if you plan to use a di�erent certi�cate authority. You can create a more complex CA environ-
ment, but the same basic reachability principles will apply for an IWAN enabled solution.

You con�gure an IOS CA using a single internal LAN interface, which allows access from the hub routers and the 
remote sites.  The remote sites access the IOS CA for authentication, as well as for obtaining their certi�cate after 
a DMVPN tunnel has been established with pre-shared keys.

Figure 7  IWAN IOS Certi�cate Authority
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IOS Certi�cate Authority
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WAN Aggregation Devices—IWAN Hybrid Design Model

This section includes con�guration �les corresponding to the IWAN hybrid model WAN aggregation hub and tran-
sit sites, as referenced in the �gure below.

Figure 8  IWAN hybrid model—Second DC as a transit site
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WAN Aggregation Devices—IWAN Hybrid Design Model

The following table provides the loopback and port-channel IP addresses for the WAN aggregation devices in the 
IWAN hybrid design model.

Table 1  IWAN hybrid model—Hub router IP addresses
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!

!

interface Loopback0

 ip address 10.6.32.251 255.255.255.255

!

interface Port-channel21

 description IW-WAN-D3750X

 ip address 10.6.32.151 255.255.255.192

 no negotiation auto

!

interface GigabitEthernet1

 description IW-WAN-D3750X Gig1/0/15

 no ip address

 negotiation auto

 cdp enable

!

interface GigabitEthernet2

 description IW-WAN-D3750X Gig2/0/15

 no ip address

 negotiation auto

 cdp enable

 a

!

interface GigabitEthernet3

!
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!

hostname VPN-MPLS-ASR1002X-1



pags o /
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  bandwidth remaining percent 1 

  set dscp tunnel af11

 class VOICE
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 delay 25000

 no negotiation auto

!

interface Tunnel10

 bandwidth 1000000

 ip address 10.6.34.1 255.255.254.0

 no ip redirects

 ip mtu 1400

 ip þow monitor Monitor-FNF-IWAN input

 ip þow monitor Monitor-FNF-IWAN output

 ip pim nbma-mode

 ip pim sparse-mode

 ip nhrp authentication cisco123

 ip nhrp map multicast dynamic

 ip nhrp m
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line aux 0
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 option application-table

 option application-attributes

!

!

þow exporter Export-FNF-Monitor-2

 description FNFv9 NBAR2 with Prime

 destination 10.4.48.36

 source Loopback0

 transport udp 9991

!!
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   key-string 7 15115A1F07257A767B

!

!

crypto pki trustpoint TP-self-signed-2077203431

 enpm
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license udi pid ISR4451-X/K9 sn FOC1831B5RU

!

spanning-tree extend system-id

!

username admin secret 5 $1$SnKm$ibEw/1V702JMAMj/C/qzs.

!

redundancy

 mode none

!
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  set dscp tunnel ef

 class class-defav
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!

interface GigabitEthernet0/0/1

 description IWAN-D3750X Gig2/0/1

 no ip address

 media-type rj45

 negotiation auto

 channel-group 2

!

interface GigabitEthernet0/0/2

 no ip address

 shutdown

 media-type rj45

 negotiation auto

!

interface GigabitEthernet0/0/3

 description ISP 1

 bandwidth 500000

 vrf forwarding IWAN-TRANSPORT-2

 ip address 192.168.146.10 255.255.255.0

 no ip redirects

 no ip unreachables

 iedia-type rj45

 negotiation auto
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 permit udp any eq isakmp any eq isakmpi iḣӏM ԏ ᴒq ̾ ̾ ̾
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!

hostname MC-HY-ASR1002X-T1

!

boot-start-marker

boot system bootþash:asr1002x-universalk9.03.16.01a.S.155-3.S1a-ext.SPA.bin

boot-end-marker

!

!

vrf deýnition Mgmt-intf

 !

 address-family ipv4

 exit-address-family

 !

 address-family ipv6

 exit-address-family

!

enable secret 5 $1$Za2f$ljSl3JiQSXSuCWTQvKXqy0

!

aaa new-model

!

!

aaa group server tacacs+ TACACS-SERVERS

 server name TACACS-SERVER-1

!

aaa authentication login default group TACACS-SERVERS local

aaa authorization console
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multilink bundle-name authenticated

!

domain iwan
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  1D0E0416 0414FED3 2F1AC4E9 DB50B4EE 53C6C4A7 B01F71D3 B857300D 06092A86 

  4886F70D 01010505 00038181 00752BC8 0200F38B 1DCCFCEF D1AFCDF
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ip preýx-list PRIMARY-SITE-PREFIXES seq 20 permit 10.8.0.0/16

no service-routing capabilities-manager

!
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VPN-MPLS-ASR1002X-T1—TRANSIT BR (MPLS)
version 15.5

no service pad

service tcp-keepalives-in
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 cache timeout active 60

 record Record-FNF-IWAN

!

multilink bundle-name authenticated

!

domain iwan

 vrf default

  border

   source-interface Loopback0

   master 10.8.32.251

   password 7 03070A180500701E1D

!

key ch 







page 66Cisco Validated Design

WAN Aggregation Devices—IWAN Hybrid Design Model

  bandwidth remaining percent 4 

  set dscp tunnel af21

 class CRITICAL-DATA

  bandwidth remaining percent 25 

  random-detect dscp-based

  set dscp tunnel af21

 class SCAVENGER



page 67Cisco Validated Design







page 70Cisco Validated Design



page 71Cisco Validated Design

WAN Aggregation Devices—IWAN Hybrid Design Model

   hello-interval 20

   hold-time 60

   no passive-interface

   no split-horizon

  exit-af-interface

  !

   no passive-inte/izon

  !
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ip scp server enable

!
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!

!

ip domain name cisco.local

ip multicast-routing distributed

!

!

subscriber templating

!

!

þow record Record-FNF-IWAN

 description Flexible NetFlow for IWAN Monitoring

 match ipv4 tos

 match ipv4 protocol

 match ipv4 source address

 match ipv4 destination address

 match transport source-port

 match transport destination-port

 match interface input

 match þow direction

 collect routing source as

 collect routing destination as

 collect routing next-hop address ipv4

 collect ipv4 dscp

 collect ipv4 id

 collect ipv4 source preýx

 collect ipv4 source mask

 collect ipv4 destination mask

 collect transport tcp þags

 collect interface output

 collect þow sampler

 collect counter bytes

 collect counter packets

 collect timestamp sys-uptime ýrst

 collect timestamp sys-uptime last

 collect application name

!
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class-map match-any INTERACTIVE-VIDEO

 match dscp cs4  af41  af42  af43 

clasᾀ-map match-any CRI
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!

interface Tunnel11

 b

i  ƆŶŶŶŶŲ
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tacacs server TACACS-SERVER-1

 address ipv4 10.4.48.15

 key 7 15210E0F162F3F0F2D2A

!

!

control-plane

�F�V������7���F�V������7���F�V���
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WAN Remote-Site Devices—IWAN Hybrid Design Model

WAN Remote-Site Devices—IWAN Hybrid Design 
Model
Performance Routing Version 3 (PfRv3) consists of two major Cisco IOS components: an MC and a BR. The MC 
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 !

 address-family ipv4

 exit-address-family
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 dpd 40 5 on-demand

!

crypto ikev2 proýle FVRF-IKEv2-IWAN-TRANSPORT-2

 match fvrf IWAN-TRANSPORT-2
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line con 0

 logging synchronous

 transport preferred none

line aux 0

line 2

 no activation-character

 no exec

 transport preferred none

 transport output lat pad telnet rlogin lapb-ta mop udptn v120 ssh

 stopbits 1

line 67

 no activation-character

 no exec

 transport preferred none

 transport input all

 transport output lat pad telnet rlogin lapb-ta mop udptn v120 ssh

 stopbits 1
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 exporter Export-FNF-Monitor-1

 exporter Export-FNF-Monitor-2

   ᵈouqcÇ-i-terӦMcÇ ĶoHpҦMcĞџџџĞe
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!
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 tunnel source GigabitEthernet0/0

 tunnel mode gre multipoint

 tunnel key 101

 tunnel vrf IWAN-TRANSPORT-1

 tunnel protection ipsec proýle DMVPN-PROFILE-TRANSPORT-1

!

interface Port-channel1

 description Link to RS12-A2960X

 no ip address

!

interface Port-channel1.64

 description Data

 encapsulation dot1Q 64

 ip ad_RT-1
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interface Port-channel1.99

 description Transit Net

 encapsulation dot1Q 99

 ip address 10.7.16.9 255.255.255.252

 ip pim sparse-mode

 delay 25000

!

interface Embedded-Service-Engine0/0

 no ip address

 shutdown

!

interface GigabitEthernet0/0

 bandwidth 20000

 vrf forwarding IWAN-TRANSPORT-1

 ip address 192.168.6.9 255.255.255.252

 no ip redirects

 no ip unreachables

 no ip proxy-arp

 duplex auto

 speed auto

 no lldp transmit

 no lldp receive

 no mop enabled

 service-rf]

!interface GigabitEthernet0/0

 delesf` ion dT362Ev2I.4Pa(ini6//0

 no ip address

 duplex auto

 speed auto
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 speed auto

 channel-group 1

!

interface ucse1/0

 no ip address

 shutdown

!

interface ucse1/1

 no ip address

 shutdown

!

interface Vlan1

 no ip address

!

!

router eigrp IWAN-EIGRP

 !

 address-family ipv4 unicast autonomous-system 400

  !

  af-interface default

   passive-interface

  exit-af-interface

  !

  af-interface Tunnel10

   summary-address 10.7.16.0 255.255.248.0

   authentication mode md5

   authentication key-chain WAN-KEY

   hello-interval 20

   hold-time 60

   no passive-interface

  exit-af-interface

  !

  af-interface Port-channel1.99

   authentication mode md5

   authentication key-chain WAN-KEY

   no passive-interface
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line con 0
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ethernet lmi ce
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 no ip unreachables

 no ip proxy-arp

 duplex auto

 speed auto

 no lldp transmit

 no lldp receive

 no cdp enable

 no mop enabled

 service-policy output POLICY-TRANSPORT-2

!

�L�Q�R���L�S��p� h�W�U�R�[

 speed490B1041000370 986resSpan <</MCID 4762 >>BDC 
BT
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0.02 Tw 10 0 0 10 98 571.8721 Tm
<0445005600480055005906

!427
ET
EMC 
/Span <</MCID 4771 >>BDC 
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<0409005100570052004F00c4C005100570052004TT0  1 Tf
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Tm
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no ip http server

ip http authentication aaa

ip http secure-server

!

ip ftp source-interface Loopback0

ip pim autorp listener

ip pim register-source Loopback0

 enablem autorp listener

!

-iureȾ!

!

�

�

�
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�
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�
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 no activation-character
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 dpd 40 5 on-demand

!

crypto ikev2 proýle FVRF-IKEv2-IWAN-TRANSPORT-3

 match fvrf IWAN-TRANSPORT-3
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 match dscp cs1 

class-map match-any CALL-SIGNALING
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 ip helper-address 10.4.48.10
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interface Cellular0/1/1

 no ip address

 encapsulation slip

!

interface Vlan1

 no ip address

!

!

router eigrp IWAN-EIGRP

 !
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!

ip access-list extended ACL-INET-PUBLIC

 permit udp any any eq non500-isakmp

 permit udp any any eq isakmp

 permit esp any any

 permit udp any any eq bootpc

 permit icmp any any echo

 permit icmp any any echo-reply

 permit icmp any any ttl-exceeded

 permit icmp any any port-unreachable

ip access-list extended ACL-INET-PUBLIC-4G

 permit udp any any eq non500-isakmp

 permit udp any any eq isakmp

 permit esp any any

 permit icmp any any echo

 permit icmp any any echo-reply

 permit icmp any any ttl-exceeded

ip access-list extendel3d+ӏTed permit udp any eq isakny any eq isakmp!!!! permi2ump permi05mp
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WAN Aggregation Devices—IWAN Dual Internet 
Design Model
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!
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!

vrf deýnition Mgmt-intf

 !

 address-family ipv4

 exit-address-family

 !

 address-family ipv6

 exit-address-family

!

enable secret 5 $1$mKNt$VPr4J4yoEfM6cpOb/E0Sn.

!
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   password 7 094F1F1A1A0A464058

   load-balance

   advanced

    channel-unreachable-timer 4

   enterprise-preýx  preýx-list ENTERPRISE-PREFIXES

   collector 10.4.48.36 port 9991

   class VOICE sequence 10
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   key-string 7 104D580A061843595F

!

!

crypto pki trustpoint TP-self-signed-2545953486

 enrollment selfsigned

 subject-name cn=IOS-Self-Signed-Certiýcate-2545953486
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 cache timeout active 60

 record Record-FNF-IWAN

!

multilink bundle-name authenticated
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 no ip proxy-arp

 ip access-group ACL-INET-PUBLIC in

 negotiation auto

 no mop enabled

 no lldp transmit

 no lldp receive

 service-policy output POLICY-TRANSPORT-3-SHAPE-ONLY

!

interface GigabitEthernet0/0/4

 no ip address

 shutdown

 negotiation auto

!

interface GigabitEthernet0/0/5

 no ip address

 shutdown

 negotiation auto

!

interface GigabitEthernet0

 vrf forwarding Mgmt-intf

 no ip address

 shutdown

 negotiation auto

!

!
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ip tacacs source-interface Loopback0

ip ssh source-interface Loopback0

ip ssh version 2
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 cache timeout active 60

 record Record-FNF-IWAN

!

multilink bundle-name authenticated

!

domain iwan2

 vrf default

  border

   source-interface Loopback0

   master 10.6.32.252

   password 7 04585A150C2E1D1C5A

!
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!

crypto pki certiýcate chain device_self_signed

 certiýcate self-signed 01

  308202B1 3082021A A0030201 02020101 300D0609 2A864886 F70D0101 05050030 

  5E315C30 12060355 0405130B 464F5831 38323647 43314430 1806092A 864886F7 

  0D010908 130B3130 2E362E33 322E3234 34302C06 092A8648 86F70D01 0902161F 

  3E315C30 12060355 0405130B 464F5831 38323647 43314430 1806092A 864886F7   5D010908 130B3130 2E362E33 322E3234 34302C06 092A8648 86F70D01 0902161F 1 531F `1 9 DD96 ?/  
 5803pA B 4é03êā9îMŔ Ⱦ
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  E2A9FF30 2962DCD5 C001A051 CF501A56 4CD00004 A184A972 CE6987B1 69A59967 

�������������%
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 class class-default
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  bandwidth remaining ratio 50

   service-policy WAN

policy-map RS-GROUP-10MBPS-POLICY

 class class-default

  shape average 10000000   

  bandwidth remaining ratio 10

   service-policy WAN

policy-map POLICY-TRANSPORT-4-SHAPE-ONLY

 class class-default

  shape average 1000000000   

!

!

!-­ha-öma¡
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 shutdown

 negotiation auto

!

interface GigabitEthernet0

 vrf forwarding Mgmt-intf

 no ip address

 shutdown

 negotiation auto

!

!

router eigrp IWAN-EIGRP

 !
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 permit icmp any any ttl-exceeded

 permit icmp any any port-unreachable

 permit udp any any gt 1023 ttl eq 1

ip access-list extended ISAKMP

 permit udp any eq isakmp any eq isakmp

!

no service-routing capabilities-manager

!

route-map SET-TAG-DMVPN-4 permit 10

!
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line aux 0

 stopbits 1

line vty 0 4

 exec-timeout 0 0

 transport preferred none

 transport input ssh

line vty 5 15

 transport preferred none

 transport input ssh

!

ntp source Loopback0

ntp server 10.4.48.17

!

!

end
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!
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 mode none

!

crypto ikev2 proposal AES/CBC/256 

 encryption aes-cbc-256

 integrity sha512

 group 14

!

!

crypto ikev2 keyring DMVPN-KEYRING-3

�����D�D�D�U�H�V�V����������������������������������������S�U�H���V�K�D�U�H�D���N�H�\�������V�W�R���������
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 match dscp cs3 

class-map match-any NET-CTRL

 match dscp cs6 
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  eigrp router-id 10.6.32.245

  nsf

 exit-address-family

!

ip forward-protocol nd

!

ip ftp source-interface Loopback0

no ip http server

ip http authentication aaa

ip http secure-server

ip http secure-trustpoint device_self_signed

ip http client secure-trustpoint device_self_signed

ip pim autorp listener

ip pim register-source Loopback0

ip route vrf IWAN-TRANSPORT-3 0.0.0.0 0.0.0.0 07
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line vty 5 15

 transport preferred none

 transport input ssh

!

ntp source Loopback0

ntp server 10.4.48.17

!

!

end

VPN-INET-ASR1002X-6—HUB BR2 (INET2)
version 15.5
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crypto pki trustpoint IWAN-CA
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  30323230 31313338 5A170D31 37313030 31323031 3133385A 304A314
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  18301680 148B57F8 AD759FB8 E9696295 0930B589 1C88919C 06301D06 03551D0E 

  04160414 8B57F8AD 759FB8E9 69629509 30B5891C 88919C06 300D0609 2A864886 

  F70D0101 04050003 81810043 03F15527 55D3FFA4 C7BE393E A4E6E242 C86ED8DF 

  4ʾľƾȾ A4ₒ96Eנ ̾
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class-map match-any STREAMING-VIDEO

 match dscp af31  af32  af33  cs5 

class-map match-any INTERACTIVE-VIDEO

 match dscp cs4  af41  af42  af43 

class-map match-any CRITICAL-DATA

 match dscp af11  af12  af13  cs2  af21  af22  af23 

class-map match-any VOICE

 match dscp ef 

class-map match-any SCAVENGER

 match dscp cs1 

class-map match-any CALL-SIGNALING

 match dscp cs3 
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  set dscp tunnel af11

 class VOICE

  priority level 1

  police cir percent 10

  set dscp tunnel ef

 class class-default
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interface GigabitEthernet0/0/0

 description IW-WAN-D3750X Gig1/0/6

 no ip address

 negotiation auto

 cdp enable

 channel-group 6

!

interface GigabitEthernet0/0/1

 description IW-WAN-D3750X Gig2/0/6

 no ip address

 negotiation auto

 cdp enable

 channel-group 6

!

interface GigabitEthernet0/0/2

 no ip address

 shutdown

 negotiation auto

!

interface GigabitEthernet0/0/3

 description INET2
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 shutdown
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control-plane

!

!

line con 0

 transport preferred none

 stopbits 1

line aux 0

 stopbits 1

line vty 0 4

 exec-timeout 0 0

 transport preferred none

 transport input ssh

line vty 5 15

 transport preferred none

 transport input ssh

!

^o pnonrs5 o n qas5

!

!
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The following table provides the loopback addresses for the WAN remote site devices in the IWAN dual Internet 
design model.

Table 7 
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 key 1

  key-string 7 121A540411045D5679

cts logging verbose
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  random-detect

policy-map POLICY-TRANSPORT-4

 class class-default

  shape average 10000000   

   service-policy WAN

policy-map POLICY-TRANSPORT-3

 class class-default

  shape average 10000000   

   service-policy WAN

!

!

crypto ipsec security-association replay window-size 1024

!

crypto ipsec transform-set AES256/SHA/TRANSPORT esp-aes 256 esp
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 ip nhrp shortcut
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 vrf default

  border

   source-interface Loopback0

   master local

   password 7 0007421507545A545C

  master branch
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  bandwidth remaining percent 4 

  set dscp af21

 class CRITICAL-DATA

  bandwidth remaining percent 25 

  random-detect dscp-based

  set dscp af21

 class SCAVENGER

  bandwidth remaining percent 1 

  set dscp af11

 class VOICE
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 ip pim sparse-mode

 standby 1 ip 10.7.50.1

 standby 1 priority 110

 standby 1 preempt
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line 2

 no activation-character

 no exec

 transport preferred none

 transport output lat pa
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ethernet lmi ce

clock timezone PST -8 0

clock summer-time PDT recurring

!

!

ip domain name cisco.local

ip multicast-routing 

ip cef

no ipv6 cef

!

!

þow record Record-FNF-IWAN

 description Flexible NetFlow for IWAN Monitoring

 match ipv4 tos

 match ipv4 protocol

 match ipv4 source address

 match ipv4 destination address
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domain iwan2

 vrf default

  border

   source-interface Loopback0

   master 10.255.243.14

   password 7 011057175804575D72

!

!

key chain WAN-KEY

 key 1

  key-string 7 03070A180500701E1D

cts logging verbose

!

crypto pki trustpoint IWAN-CA

cts 602oint IWAN-CA�H6�������€À�H����€���	…A����L�Q�@
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 service-policy output POLICY-TRANSPORT-4

!

interface GigabitEthernet0/1

 description RS14-A2960X (gig1/0/48)

 no ip address

 duplex auto

 speed auto

 channel-group 2

!

interface GigabitEthernet0/2

 description RS14-A2960X (gig2/0/48)

 no ip address

 duplex auto

 speed auto

 channel-group 2

!

interface ucse1/0

 no ip address

 shutdown

!

interface ucse1/1

 no ip address

 shutdown

!

interface Vlan1

 no ip address

!

!

router eigrp IWAN-EIGRP

 !

 address-family ipv4 unicast autonomous-system 400

  !

  af-interface default

   passive-interface

  exit-af-interface

  !
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ip ssh source-interface Loopback0

ip ssh version 2

ip scp server enable

!

ip access-list extended ACL-INET-PUBLIC

 permit udp any any eq non500-isakmp

 permit udp any any eq isakmp

 permit esp any any

 permit udp any any eq bootpc

 permit icmp any any echo

 permit icmp any any echo-reply

 permit icmp any any ttl-exceeded

 permit icmp any any port-unreachable

 permit udp any any gt 1023 ttl eq 1

ip access-list extended ISAKMP

 permit udp any eq isakmp any eq isakmp

!
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