
REFERENCE

http://www.cisco.com/go/designzone




http://www.cisco.com/go/ctd
http://www.cisco.com/c/en/us/solutions/enterprise-networks/rapid-threat-containment/index.html


http://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-netflow/index.html
http://cisco.com/go/ise
http://cisco.com/go/pxgrid


http://www.cisco.com/go/trustsec
http://www.cisco.com/go/stealthwatch


http://www.cisco.com/c/en/us/solutions/enterprise-networks/enterprise-network-security/net-sensor.html




















http://www.cisco.com/c/dam/en/us/td/docs/security/network_security/ctd/ctd2-0/design_guides/ctd_2-0_cvd_guide_jul15.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-101-Deploying_Lancope_StealthWatch_with_pxGrid.pdf
http://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Apr2016/User-to-DC_Access_Control_Using_TrustSec_Deployment_April2016.pdf
http://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Oct2015/Campus_LAN_Wireless_LAN_Design_Oct2105.pdf
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Network_Deployments_in_Cisco_ISE.html
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Network_Deployments_in_Cisco_ISE.html




http://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2014/CVD-CampusDot1XDesignGuide-AUG14.pdf
https://communities.cisco.com/docs/DOC-64012#jive_content_id_Cisco_pxGrid


http://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://communities.cisco.com/docs/DOC-64012#jive_content_id_Cisco_pxGrid
http://www.cisco.com/go/trustsec




http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-101-Deploying_Lancope_StealthWatch_with_pxGrid.pdf




https://support.microsoft.com/en-us/kb/811418
https://support.microsoft.com/en-us/kb/811418




































https://communities.cisco.com/servlet/JiveServlet/downloadBody/68284-102-1-125501/How-To_88_Configuring_pxGrid_in_an_ISE_Distributed_Environment.pdf


https://www.lancope.com/wiki/netflow-configuration
https://www.lancope.com/wiki/netflow-configuration
http://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2014/CVD-CampusDot1XDesignGuide-AUG14.pdf








http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_0101.html#task_1328718


http://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2014/CVD-CampusDot1XDesignGuide-AUG14.pdf
http://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2014/CVD-CampusDot1XDesignGuide-AUG14.pdf


http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82.html








http://cvddocs.com/fw/276c-16a


























http://cvddocs.com/feedback/?id=220C-16a

	Introduction
	Cisco Network as a Sensor
	Components at a Glance

	Retail Use Case
	Business Problem
	Solution

	HealthCare Use Case
	Business Problem
	Solution

	Finance Use Case
	Business Problem
	Solution

	Design Overview
	Deployment Details
	Deploying Cisco ISE (pxGrid)
	Deploying Cisco Stealthwatch
	Integrating Cisco ISE with Cisco Stealthwatch
	Enabling NetFlow on Network Devices
	Configuring C3850 Converged Access Switch with Wired and Wireless Support
	Configuring NetFlow on WLC
	Quarantining SGT
	Quarantining VLAN
	Verifying and Testing

	Appendix A: Product List
	Stealthwatch
	Identity Management
	LAN Access Layer
	Wireless LAN Controllers


