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!

cts role-based sgt-map <> sgt <>

!

! Vlan-SGT

!
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cts role-based enforcement
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PRIVATE VLAN USE CASE
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 description HTTP client

 no switchport

 ip address 172.31.30.1 255.255.255.0

 ip wccp web-cache redirect in

 ip wccp 70 redirect in

 ip wccp 80 redirect in

 ip wccp 90 redirect in

Cisco Catalyst 4k

 ip wccp web-cacgroup-ip addre224.49 .30password0 0systest in ip wc53cgroup-ip addre224.49 .53cpassword0 0systest in ip wc60cgroup-ip addre224.49 .360cpassword0 0systest in ip wc70cgroup-ip addre224.49 .70cpassword0 0systest in ip wc80cgroup-ip addre224.49 .80cpassword0 0systest in

� � � G � H � V � F � U � L � S � W � L � R � Q � �   � ` � ` � � 3 � � ` � � @ � � • � @ � � F À R � T ­

 n o  s w i t c h p o r t

 i p  a d d r e 4  4 5 4 5 4 8 3 0 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0

 i p  w c c p  w e b - c a c g r o u p - l i s t e t  i n

 i p  w c 5 3 c g r o u p - l i s t e t  i n

 i p  w c 6 0 c g r o u p - l i s t e t  i n

 i p  w c 7 0 c g r o u p - l i s t e t  i n

 i p  w c 8 0 c g r o u p - l i s t e t  i n

 i p  w c 8 1 c g r o u p - l i s t e t  i n

 i p  w c 8 2 c g r o u p - l i s t e t  i n

 i p  w c 9 0 c g r o u p - l i s t e t  i n
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Q-IN-Q USE CASE
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OSPF AND BGP USE CASE
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QOS (AUTOQOS/ CUSTOM QOS) USE CASE
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  police 32000 8000 conform-action transmit  exceed-action drop 

 class MULTIMEDIA-CONFERENCING

  police 5000000 8000 conform-action transmit  exceed-action drop 

 class SIGNALING

  police 32000 8000 conform-action transmit  exceed-action drop 

 class TRANSACTIONAL-DATA

  police 10000000 8000 conform-action transmit  exceed-action set-dscp-transmit 
dscp table policed-dscp

 class BULK-DATA

  police 10000000 8000 conform-action transmit  exceed-action set-dscp-transmit 
dscp table policed-dscp

 class SCAVENGER

  police 10000000 8000 conform-action transmit  exceed-action drop 

 class DEFAULT

  police 10000000 8000 conform-action transmit  exceed-action set-dscp-transmit 
dscp table policed-dscp

!         

policy-map WIRED-EGRESS-POLICY

 class AutoQos-4.0-Output-Priority-Queue

  priority level 1 percent 10

 class AutoQos-4.0-Output-Control-Mgmt-Queue

  bandwidth remaining percent 10 

 class AutoQos-4.0-Output-Multimedia-Conf-Queue

  priority level 2 percent 20

 class AutoQos-4.0-Output-Trans-Data-Queue

  bandwidth remaining percent 10 

 class AutoQos-4.0-Output-Bulk-Data-Queue

  bandwidth remaining percent 5 

 class AutoQos-4.0-Output-Scavenger-Queue

  bandwidth remaining percent 5 

 class AutoQos-4.0-Output-Multimedia-Strm-Queue

  bandwidth remaining percent 10 

 class class-default

  bandwidth remaining percent 60 

!
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Access-list De�nitions
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 service-policy output VSL-Queuing-Policy

end

interface <>

 no lldp transmit

 no lldp receive

 no cdp enable

 channel-group 10 mode on

 service-policy output VSL-Queuing-Policy

end

interface <>

 no lldp transmit

 no lldp receive

 no cdp enable

 channel-group 20 mode on

 service-policy output VSL-Queuing-Policy

end

interface <>

 no lldp transmit

 no lldp receive

 no cdp enable

 channel-group 20 mode on

 service-policy output VSL-Queuing-Policy

end

HSRP USE CASEtc
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switchport access vlan 10

switchport mode access

switchport voice vlan 20

switchport port-security maximum <>

switchport port-security

switchport port-security aging time <>

switchport port-security violation restrict

switchport port-security aging type inactivity

auto qos voip cisco-phone 

qos trust device cisco-phone

neighbor device type phone

macro description CISCO_PHONE_EVENT

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoQos-VoIP-Input-Cos-Policy

service-policy output AutoQos-VoIP-Output-Policy

end

!

Builtin-Macro for IP Camera

Switch(conýg)#macro auto execute CISCO_IPVSC_EVENT builtin CISCO_IP_CAMERA_AUTO_
SMARTPORT  ACCESS_VLAN=10

!

interface gigabitethernet<>

switchport access vlan 10

switchport mode access

switchport voice vlan 20

switchport port-security maximum <>

switchport port-security

switchport port-security aging time <>

switchport port-security violation restrict

switchport port-security aging type inactivity

qos trust device ip-camera

 dot1x pae authenticator

 auto qos video ip-camera 

 macro description CISCO_IPVSC_EVENT
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Cisco Catalyst 4k

monitor session 1 destination interface <>

monitor session 1 source remote vlan 4001

monitor session 1 ýlter packet-type good rx

vlan 4001

 name RSPAN_VLAN

 remote-span

WIRESHARK USE CASE

Data Plane Capture

File Capture Con�guration 

(Captures the pcap �le and saves it at a �le/location)

monitor cap cap1 interface <> both match any ýle location þash:pcap.pcap 

Bu�er Capture Con�guration 

(Captures the pcap �le and saves it in bu�er)
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