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https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0144
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Cisco 2018 Security Capabilities Benchmark Study: Defenders report greater reliance 
on automation and artificial intelligence

Chief information security officers (CISOs) interviewed for the 
Cisco 2018 Security Capabilities Benchmark Study report that 

http://cisco.com/go/acr2018graphics
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Figure 7 is an overview of web attack methods over a three-
year period, from October 2014 to October 2017. Adversaries 
consistently employed suspicious binaries during this period, 
primarily to deliver adware and spyware. As discussed in the 
Cisco 2017 Midyear Cybersecurity Report, these types of 

https://www.cisco.com/c/m/en_au/products/security/offers/cybersecurity-reports.html
http://cisco.com/go/acr2018graphics
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https://www.nbcnews.com/tech/security/massive-phishing-attack-targets-millions-gmail-users-n754501
http://www.independent.co.uk/news/world/europe/cyber-attacks-uk-hackers-target-irish-energy-network-russia-putin-electricity-supply-board-nuclear-a7843086.html
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https://anomali.cdn.rackfoundry.net/files/anomali-labs-reports/legit-services.pdf
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Many new domains tied to malvertising campaigns
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The resources that RLDs reuse give clues to whether the 

http://www.pcworld.com/article/3157417/security/after-mongodb-ransomware-groups-hit-exposed-elasticsearch-clusters.html
https://www.cisco.com/c/m/en_au/products/security/offers/cybersecurity-reports.html
https://www.cisco.com/c/m/en_au/products/security/offers/cybersecurity-reports.html
https://www.cisco.com/c/m/en_au/products/security/offers/cybersecurity-reports.html
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Insider threats: Taking advantage of the cloud

https://www.cisco.com/c/m/en_au/products/security/offers/cybersecurity-reports.html


30 Cisco 2018 Annual Cybersecurity Report | The attack landscape

http://cisco.com/go/acr2018graphics


31 Cisco 2018 Annual Cybersecurity Report | The attack landscape

https://www.cisco.com/c/m/en_au/products/security/offers/cybersecurity-reports.html


32 Cisco 2018 Annual Cybersecurity Report | 



33 Cisco 2018 Annual Cybersecurity Report | The attack landscape



34



35 Cisco 2018 Annual Cybersecurity Report | The attack landscape

http://cisco.com/go/acr2018graphics




37 Cisco 2018 Annual Cybersecurity Report | The attack landscape

Recommendations

Many ICS breaches begin with the compromise of vulnerable 

http://www.trapx.com/wp-content/uploads/2017/08/TrapX-Original-Research-Industrial-Control-Systems-Under-Siege.pdf
http://www.trapx.com/wp-content/uploads/2017/08/TrapX-Original-Research-Industrial-Control-Systems-Under-Siege.pdf
http://cisco.com/go/acr2018graphics
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In examining critical advisories (Figure 35), Apache Struts 

https://www.cisco.com/c/m/en_au/products/security/offers/cybersecurity-reports.html
http://cisco.com/go/acr2018graphics
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IoT and library vulnerabilities loomed larger in 2017

Between October 1, 2016, and September 30, 2017, Cisco 
threat researchers discovered 224 new vulnerabilities in non-
Cisco products, of which 40 vulnerabilities were related to 
third-party software libraries included in these products, and 
74 were related to IoT devices (Figure 36). 

The relatively large number of vulnerabilities in libraries 

https://blog.talosintelligence.com/2018/01/meltdown-and-spectre.html
https://blog.talosintelligence.com/2018/01/meltdown-and-spectre.html
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Security professionals expect to spend more on tools that use 
artificial intelligence and machine learning in a bid to improve 
defenses and help shoulder the workload. In addition, they 
plan to invest in tools that will provide safeguards for critical 
systems, such as critical infrastructure services.

http://cisco.com/go/acr2018graphics
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Conclusion

In the modern threat landscape, adversaries are adept at 
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https://www.cisco.com/c/m/en_au/products/security/offers/annual-cybersecurity-report-2017.html
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About Cisco

http://www.cisco.com/go/security
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http://trust.cisco.com
http://anomali.com
http://twitter.com/anomali
http://lumeta.com
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http://qualys.com
http://security.radware.com
http://saintcorporation.com
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Figure 62  Percent of alerts uninvestigated, by country or region
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http://www.cisco.com/cisco/web/siteassets/contacts/index.html
http://www.cisco.com/go/trademarks
http://cisco.com/go/acr2018graphics
http://cisco.com/go/errata
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