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Cisco 2018 Security Capabilities Benchmark Study: Defenders report greater reliance 
on automation and artificial intelligence

Chief information security officers (CISOs) interviewed for the 
Cisco 2018 Security Capabilities Benchmark Study report that 
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Figure 7 is an overview of web attack methods over a three-
year period, from October 2014 to October 2017. Adversaries 
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IoT and library vulnerabilities loomed larger in 2017

Between October 1, 2016, and September 30, 2017, Cisco 
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Complexity created by vendors in orchestration
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Security professionals expect to spend more on tools that use 
artificial intelligence and machine learning in a bid to improve 
defenses and help shoulder the workload. In addition, they 
plan to invest in tools that will provide safeguards for critical 
systems, such as critical infrastructure services.
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Conclusion

In the modern threat landscape, adversaries are adept at 
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About Cisco
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