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Document Conventions
This document uses the following conventions:

DescriptionConvention

Both the
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Table 1: Command Mode Summary





DETAILED STEPS



No and Default Forms of Commands





SUMMARY STEPS

1. &WUO�3 or use the



SUMMARY STEPS

1. WHUPLQDO HGLWLQJ
2. WHUPLQDO QR HGLWLQJ

DETAILED STEPS





The



SUMMARY STEPS

1. {VKRZ | PRUH} FRPPDQG | {EHJLQ | LQFOXGH |



ವ Connect the switch console port to a management station or dial-up modem, or connect the Ethernet
management port to a PC. For information about connecting to the console or Ethernet management
port, see the switch hardware installation guide.

ವ Use any Telnet TCP/IP or encrypted Secure Shell (SSH) package from a remote management station.
The switch must have network connectivity with the Telnet or SSH client, and the switch must have an
enable secret password configured.

ವ The switch supports up to 16 simultaneous Telnet sessions. Changes made by one Telnet user are
reflected in all other Telnet sessions.

ವ The switch supports up to five simultaneous secure SSH sessions.

After you connect through the console port, through the Ethernet management port, through a Telnet
session or through an SSH session, the user EXEC prompt appears on the management station.
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C H A P T E R  2
Using the Web Graphical User Interface

ವ Prerequisites for Using the Web GUI, page 13

ವ Information About Using The Web GUI, page 13

ವ Connecting the Console Port of the Switch , page 15

ವ Logging On to the Web GUI, page 15

ವ Enabling Web and Secure Web Modes , page 15

ವ Configuring the Switch W

GUIe࠺







Step 3 To enable



The



If Mobility Agent is chosen, enter the mobility controller IP address in the Mobility Controller IP Address
text box and mobility controller IP address in the Mobility Controller Public IP Address text box.



ವ





C H A P T E R  3
Managing Switch Stacks

ವ Finding Feature

http://www.cisco.com/go/cfn


A StackWise adapter must be installed in the stacking



Encryption Features

If the active switch



If a newly created



Y



Persistent MAC Address on the Switch Stack
You can use the persistent MAC address feature to set a time delay before the stack MAC address changes.
During this time period, if the previous active switch rejoins the stack, the stack continues to use its MAC
address as the stack MAC address, even if the switch iM〰嘀aU㐰がtc瑆⸴娱″㜲⸹㐠㘵㌮㌷㌠呭ਨas⥔樊ㄱ″㜲⸹㐠㘵㌮㌹⹔洊⠀嘀圀䐀䘀丩呪਱‰‰‱′㄰⸶ㄠ㘴ㄴ〷㌠㉭ਨstm⥔樊ㄠ〠ぐforㄠ㈱〮㘱‶㐱㐳㜳‵洊⠀䐀䜀䜀圀䜱‴㔰⸸㠠㘵㌮㌵⸰㠀䐀㠴〰䰀圀䙴䘮㐠ㄠ㌴㜮㠠㘶㔮㐳㜳㌵洊⠀䐀䜀䜀圱″㐷⸸‶㘵⸴㠷㌠呭ਨaddive⥔樊ㄠ〠〠ㄠ㌱㐮㘷‶㔳㔰㠳⁔洊⠀　␀䰀圀䘀䬩呪਱‰‰⁪਱‰‰‱‱㈹⸶‶㔳⸵㌷㌠呭ਨMAI‰‰‱″〰⸸ㄠ㘴ㄵ㌷㌠呭ਨeve⥔樊ㄠ〠〠ㄠㄸ㜮㔹‶㐱⸷㌠呭਷㌠〰匀唀䠀夀䰀刀堀嘩呪਱‰‰‱′㠸⸳㐠㘵㌱㘶⹳楳਷㌠〰匀唀䜀䰀夀䠩呪਱‰‰‱″ㄴ⸶㜠㘵㌱㌷㌠呭਷㌠〰匀唀䰀圀䘀䬩呪਱‰‰‱″㐴⸰㤠㘴ㄲ㈷㌠㍭਷㌠〰匀唀䜀嘀㬠〰匀唀圀䙴䘮㐠ㄠ㌴㜮㠠㘶㔮㈵㜮獩猊㜳‰こrjoins





You back up and restore the stack configuration in the same way as you would for a standalone switch
configuration.

Related Topics

Assigning a Stack Member Number, on page 36
Switch Stack Configuration Scenarios, on page 45

Offline Configuration to Provision a Stack Member
You can use the offline configuration feature to SURYLVLRQ (to supply a configuration to) a



Table 4: Results of Comparing the Provisioned Configuration with the Provisioned Switch



If





Examples of Auto-Advise Messages





How to Configure a Switch Stack





Assigning a Stack Member Number
This optional task is







SUMMARY STEPS

1. VKRZ VZLWFK
2. FRQILJXUH WHUPLQDO
3. VZLWFK VWDFN�PHPEHU�QXPEHU SURYLVLRQ W\SH
4. HQG
5. FRS\ UXQQLQJ�FRQILJ VWDUWXS�FRQILJ

DETAILED STEPS



SUMMARY STEPS

1. FRQILJXUH WHUPLQDO
2. QR VZLWFK VWD�唱㡲　





Troubleshooting the Switch Stack

Accessing the Diagnostic Console of a Stack Member

Before You Begin

This optional task is available only from the active switch.

SUMMARY STEPS

1. VHVVLRQ







Configuration Examples for Switch Stacks

Switch Stack Configuration Scenarios
Most of these switch stack





Enabling the Persistent MAC Address Feature: Example
This example shows how to configure the persistent MAC address feature for a 7-minute time delay and to



1/2 Down None 3 m Yes No Yes 1 No
2/1 Down None 3 m Yes No Yes



DescriptionField

Whether



If you



Software Loopback with no Connected Stack Cable: Example
Switch



or

თThe /LQN 2., /LQN $FWLYH, or 6\QF 2. value is 1R.

Fixing a Bad Connection Between Stack Ports: Example
Stack cables connect all members. Port 2 on Switch 1 connects to Port 1 on Switch 2.

This is the port status:
Switch# VKRZ VZLWFK VWDFN�SRUWV VXPPDU\
Switch#
Sw#/Port# Port Neighbor Cable

https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi


Standards and RFCs

Title

http://www.cisco.com/go/mibs
http://www.cisco.com/support




C H A P T E R  4
Configuring Cisco NSF with SSO

ವ Finding FeatA㐴‵〰けg

http://www.cisco.com/go/cfn


that have graceful restart capability continue to have NSF-capable sessions with this NSF-capable
networking device.

ವ OSPF support in NSF requires that all neighbor networking devices be NSF-aware. 㘲㤴㔶㠮〰到Ⱞㄠ㈠㌰㘮㌹㌠㘶㠠㈴㘲ㄷ㌠㈶㠮㌷㌠㔶㠮〰〰儀䠀⤀က䘀䐀匀䐀䔀伀䠀



SSO Operation
When a standby



ವ BPDU guard and filtering





decisions for a set period of time. This functionality prevents packets from being lost



EIGRP Operation
When an EIGRP NSF-capable



SUMMARY STEPS

1. Uㄮ





SUMMARY STEPS

1. FRQILJXUH WHUPLQDO
2. URXWHU EJS DV�QXPEHU
3. EJS JUDFHIXO�UHVWDUW

DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.FRQILJXUH









..

.

Step 2 Enter



Error Message Decoder

https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
http://www.cisco.com/go/mibs
http://www.cisco.com/support
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Information About Redundancy
In case of n+1 redundancy, access points are configured with primary, secondary, and tertiary controllers.
When the primary controller fails, depending upon the number







http://www.cisco.com/c/en/us/support/wireless/5700-series-wireless-lan-controllers/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/wireless/5700-series-wireless-lan-controllers/products-installation-and-configuration-guides-list.html




SUMMARY STEPS

1. FRQILJXUH WHUPLQDO
2. VHUYLFH LQWHUQDO
3. UHGXQGDQF\
4. PDLQ�FSX
5. VWDQGE\ FRQVROH HQDEOH
6. H[LW

DETAILED STEPS

�H�[�L�W360845 64 314000D�O
2.



SUMMARY STEPS











!
interface TenGigabitEthernet1/0/5
switchport mode trunk
channel-group 1 mode on
ip dhcp snooping trust
!
interface TenGigabitEthernet1/0/6
switchport mode trunk
channel-group 1 mode on
ip dhcp snooping trust
!
interface TenGigabitEthernet2/0/1
switchport mode trunk
channel-group 2 mode on
ip dhcp snooping trust
!
interface TenGigabitEthernet2/0/2
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Viewing Redundancy Switchover History (GUI)

Step 1 Click 0RQLWRU ! &RQWUROOHU ! 5HGXQGDQF\ > 6WDWHV�
The Redundancy States page is displayed. The values for the following parameters are displayed in the page:
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