


































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcr/tsec_r/sec_i2ht.htm#wp1162507

















































	Cisco IOS Security Command Reference
	About Cisco IOS Software Documentation
	Documentation Objectives
	Audience
	Documentation Organization
	Documentation Modules
	Master Indexes
	Supporting Documents and Resources

	New and Changed Information
	Document Conventions
	Obtaining Documentation
	World Wide Web
	Documentation CD-ROM
	Ordering Documentation

	Documentation Feedback
	Obtaining Technical Assistance
	Cisco.com
	Technical Assistance Center
	Contacting TAC by Using the Cisco TAC Website
	Contacting TAC by Telephone


	Using Cisco IOS Software
	Understanding Command Modes
	Getting Help
	Example: How to Find Command Options

	Using the no and default Forms of Commands
	Saving Configuration Changes
	Filtering Output from the show and more Commands
	Identifying Supported Platforms
	Using Feature Navigator
	Using Software Release Notes

	Authentication, Authorization, and Accounting
	Authentication�Commands
	aaa authentication arap
	aaa authentication banner
	aaa authentication enable default
	aaa authentication fail-message
	aaa authentication login
	aaa authentication nasi
	aaa authentication password-prompt
	aaa authentication ppp
	aaa authentication username-prompt
	aaa dnis map authentication login group
	aaa dnis map authentication ppp group
	aaa nas redirected-station
	aaa new-model
	aaa pod server
	aaa preauth
	aaa processes
	access-profile
	arap authentication
	clear ip trigger-authentication
	dnis (AAA preauthentication)
	group
	ip trigger-authentication (global)
	ip trigger-authentication (interface)
	login authentication
	nasi authentication
	ppp authentication
	ppp chap hostname
	ppp chap password
	ppp chap refuse
	ppp chap wait
	ppp pap refuse
	ppp pap sent-username
	show ip trigger-authentication
	show ppp queues
	timeout login response

	Authorization�Commands
	aaa authorization
	aaa authorization config-commands
	aaa authorization console
	aaa authorization reverse-access
	aaa dnis map authorization network group
	authorization
	ppp authorization

	Accounting Commands
	aaa accounting
	aaa accounting connection h323
	aaa accounting delay-start
	aaa accounting nested
	aaa accounting resource start-stop group
	aaa accounting resource stop-failure group
	aaa accounting send stop-record authentication failure
	aaa accounting suppress null-username
	aaa accounting update
	aaa dnis map accounting network
	aaa session-mib
	accounting
	accounting (gatekeeper)
	ppp accounting
	show accounting

	Security Server Protocols
	RADIUS�Commands
	aaa group server radius
	aaa nas port extended
	call guard-timer
	clid
	ctype
	deadtime (server-group configuration)
	dialer aaa
	dnis (AAA preauthentication configuration)
	dnis bypass (AAA preauthentication configuration)
	group (AAA preauthentication configuration)
	ip radius source-interface
	radius-server attribute 32 include-in-access-req
	radius-server attribute 44 include-in-access-req
	radius-server attribute 55 include-in-acct-req
	radius-server attribute 69 clear
	radius-server attribute 188 format non-standard
	radius-server attribute nas-port extended
	radius-server attribute nas-port format
	radius-server challenge-noecho
	radius-server configure-nas
	radius-server deadtime
	radius-server directed-request
	radius-server extended-portnames
	radius-server host
	radius-server host non-standard
	radius-server key
	radius-server optional passwords
	radius-server retransmit
	radius-server timeout
	radius-server unique-ident
	radius-server vsa send
	server (RADIUS)
	show radius statistics
	vpdn aaa attribute

	TACACS+�Commands
	aaa group server tacacs+
	ip tacacs source-interface
	server (TACACS+)
	show tacacs
	tacacs-server administration
	tacacs-server directed-request
	tacacs-server dns-alias-lookup
	tacacs-server host
	tacacs-server key
	tacacs-server packet
	tacacs-server timeout

	Kerberos�Commands
	clear kerberos creds
	kerberos clients mandatory
	kerberos credentials forward
	kerberos instance map
	kerberos local-realm
	kerberos preauth
	kerberos realm
	kerberos server
	kerberos srvtab entry
	kerberos srvtab remote
	key config-key
	show kerberos creds

	Traffic Filtering and Firewalls
	Lock-and-Key Commands
	access-enable
	access-list dynamic-extend
	access-template
	clear access-template

	Reflexive Access List Commands
	evaluate
	ip reflexive-list timeout
	permit (reflexive)

	TCP Intercept Commands
	ip tcp intercept connection-timeout
	ip tcp intercept drop-mode
	ip tcp intercept finrst-timeout
	ip tcp intercept list
	ip tcp intercept max-incomplete high
	ip tcp intercept max-incomplete low
	ip tcp intercept mode
	ip tcp intercept one-minute high
	ip tcp intercept one-minute low
	ip tcp intercept watch-timeout
	show tcp intercept connections
	show tcp intercept statistics

	Context-Based�Access�Control Commands
	ip inspect alert-off
	ip inspect audit trail
	ip inspect dns-timeout
	ip inspect
	ip inspect max-incomplete high
	ip inspect max-incomplete low
	ip inspect name
	ip inspect one-minute high
	ip inspect one-minute low
	ip inspect tcp finwait-time
	ip inspect tcp idle-time
	ip inspect tcp max-incomplete host
	ip inspect tcp synwait-time
	ip inspect udp idle-time
	no ip inspect
	show ip inspect

	Cisco IOS Firewall Intrusion Detection System Commands
	clear ip audit configuration
	clear ip audit statistics
	ip audit
	ip audit attack
	ip audit info
	ip audit name
	ip audit notify
	ip audit po local
	ip audit po max-events
	ip audit po protected
	ip audit po remote
	ip audit signature
	ip audit smtp
	show ip audit configuration
	show ip audit interface
	show ip audit statistics

	Authentication Proxy Commands
	clear ip auth-proxy cache
	ip auth-proxy
	ip auth-proxy (interface configuration)
	ip auth-proxy auth-proxy-banner
	ip auth-proxy name
	show ip auth-proxy

	Port to Application Mapping Commands
	ip port-map
	show ip port-map

	IP Security and Encryption
	IPSec Network Security Commands
	clear crypto sa
	crypto dynamic-map
	crypto engine accelerator
	crypto ipsec security-association lifetime
	crypto ipsec transform-set
	crypto map (global IPSec)
	crypto map (interface IPSec)
	crypto map local-address
	match address (IPSec)
	mode (IPSec)
	set peer (IPSec)
	set pfs
	set security-association level per-host
	set security-association lifetime
	set session-key
	set transform-set
	show crypto dynamic-map
	show crypto engine accelerator logs
	show crypto engine accelerator sa-database
	show crypto ipsec sa
	show crypto ipsec security-association lifetime
	show crypto ipsec transform-set
	show crypto map (IPSec)

	Certification Authority Interoperability Commands
	certificate
	crl optional
	crl query
	crypto ca authenticate
	crypto ca certificate chain
	crypto ca certificate query
	crypto ca crl request
	crypto ca enroll
	crypto ca identity
	crypto ca trusted-root
	crypto key zeroize rsa
	enrollment mode ra
	enrollment retry count
	enrollment retry period
	enrollment url
	query url
	root CEP
	root PROXY
	root TFTP
	show crypto ca certificates
	show crypto ca crls
	show crypto ca roots

	Internet Key Exchange Security Protocol�Commands
	address
	addressed-key
	authentication (IKE policy)
	clear crypto isakmp
	crypto isakmp client configuration address-pool local
	crypto isakmp enable
	crypto isakmp identity
	crypto isakmp keepalive
	crypto isakmp key
	crypto isakmp policy
	crypto key generate rsa
	crypto key pubkey-chain rsa
	crypto map client authentication list
	crypto map client configuration address
	crypto map isakmp authorization list
	encryption (IKE policy)
	group (IKE policy)
	hash (IKE policy)
	key-string (IKE)
	lifetime (IKE policy)
	named-key
	show crypto isakmp policy
	show crypto isakmp sa
	show crypto key mypubkey rsa
	show crypto key pubkey-chain rsa

	Other Security Features
	Passwords and Privileges Commands
	enable password
	enable secret
	password
	privilege
	privilege level
	service password-encryption
	show privilege
	username

	IP Security Options Commands
	dnsix-dmdp retries
	dnsix-nat authorized-redirection
	dnsix-nat primary
	dnsix-nat secondary
	dnsix-nat source
	dnsix-nat transmit-count
	ip security add
	ip security aeso
	ip security dedicated
	ip security eso-info
	ip security eso-max
	ip security eso-min
	ip security extended-allowed
	ip security first
	ip security ignore-authorities
	ip security implicit-labelling
	ip security multilevel
	ip security reserved-allowed
	ip security strip
	show dnsix

	Unicast Reverse Path Forwarding Commands
	ip verify unicast reverse-path

	Secure Shell Commands
	disconnect ssh
	ip ssh
	show ip ssh
	show ssh
	ssh

	Index
	index



