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	Configuring a Line Key
	Step 1 Click Admin Login > advanced > Voice > Phone.
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	Expand Call Appearance Per Line
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 In the Miscellaneous Line Key Settings section in the Call Appearance Per Line field, choose how many calls per line to allow from the drop-down.
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	Configuring Unused Line Keys to Access Services
	Step 1 Click Admin Login > advanced > Voice > Phone
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	Step 3 Click Submit All Changes. After the phone reboots, configured lines glow orange and display the following icons next to the extension label:
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	Step 1 Click Admin Login > advanced > Voice > Phone
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	Step 4 Click Submit All Changes.



	Assigning Busy Lamp Field, Call Pickup, or Speed Dial Functions to Unused Lines
	Configuring Call Pickup and Busy Lamp Field
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 In the Line Key to configure (line 4 in this example):
	Step 3 Click Submit All Changes. After the phone reboots, the phone in this example displays the following color LEDs for the monitored lines:

	Configuring Speed Dial
	Step 1 Click Admin Login > advanced > Voice > Phone.
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	Configuring Audio Indication for Call Pickup Event
	Step 1 Click Admin Login > advanced > Voice > Att(endant) Console.
	Step 2 In the General section under Call Pickup Audio Notification, select Yes,
	Step 3 Click the Regional tab.
	Step 4 In the Call Progress Tones section under the Call Pickup Tone parameter.
	Step 5 Click Submit All Changes.

	Configuring Basic or Advanced Call Park Function to a Line Key
	Step 1 Click Admin Login > advanced > Voice > Att(endant) Console.
	Step 2 In the General section under Server Type, choose RFC3265_4236.
	Step 3 Click the Phone tab.
	Step 4 Choose the line key to configure (line 5 in this example):
	Step 5 Click Submit All Changes.
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	Configuring the Phone Name
	Customizing the Startup Screen
	Step 1 For the Cisco SPA303 and Cisco SPA5XXG, click Admin Login > advanced > Voice > Phone. For the Cisco SPA525G or Cisco SPA525G2, click Admin Login > advanced > Voice > User.
	Step 2 To display a text logo, in the Text Logo field enter text as follows:
	Step 3 To display a picture logo:
	Step 4 Click Submit All Changes. The phone reboots, retrieves the .bmp file, and displays the picture when it next boots.

	Changing the Display Background (Wallpaper)
	Cisco SPA303 and Cisco SPA500 Series
	Step 1 Copy the image to a TFTP or HTTP server that is accessible from the phone.
	Step 2 Click Admin Login > advanced > Voice > Phone.
	Step 3 Select the background picture in the Select Background Picture menu:
	Step 4 If you selected None, in Step 3, go to Step 6. If you selected Text Logo in Step 3, go to Otherwise, enter the URL of the image file you want in BMP Picture Download URL. The URL must include the TFTP or HTTP server name (or IP address), direc...
	Step 5 If you selected Text Logo, enter a text string in the Text Logo field.
	Step 6 Click Submit All Changes.
	Cisco SPA525G or Cisco SPA525G2

	Step 1 Copy the image to an HTTP server that is accessible from the phone. (TFTP is not supported.)
	Step 2 Click Admin Login > advanced > User.
	Step 3 In the Screen section, Background Picture Type field, select Download BMP Picture.
	Step 4 Enter the URL of the .bmp file you want in the BMP Picture Download URL field. The URL must include the HTTP server name (or IP address), directory, and filename, for example:
	Step 5 Click Submit All Changes.
	Step 1 On the USB device, make sure the image you want to use meets the size and format requirements (see above), and is located in a folder named “pictures.”
	Step 2 Insert the USB device into the phone and press the Setup button.
	Step 3 Choose User Preferences > Screen Preferences > Wallpaper.
	Step 4 Images on the USB device should display on the phone screen. Select the image you want and then press Select.
	Step 5 Press Set and then Back to return to the previous screen.

	Configuring the Screen Saver
	Cisco SPA303 or Cisco SPA5XXG
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 In the General section, in the Screen Saver Enable field, choose yes to enable.
	Step 3 In the Screen Saver Wait field, enter the number of seconds of idle time to elapse before the screen saver starts.
	Step 4 In the Screen Saver Icon field, choose the display type:
	Step 5 Click Submit All Changes.
	Cisco SPA525G or Cisco SPA525G2:

	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 Under Screen, in the Screen Saver Enable field, choose yes to enable.
	Step 3 In the Screen Saver Type field, choose the display type:
	Step 4 In the Screen Saver Trigger Time field, enter the number of seconds that the phone remains idle before the screen saver turns on.
	Step 5 In the Screen Saver Refresh Time field, enter the number of seconds before the screen saver should refresh (if, for example, you chose a rotation of pictures).
	Step 6 Click Submit All Changes.

	Configuring the LCD Contrast
	Cisco SPA303 and Cisco SPA5XXG
	Step 1 Click Admin Login > advanced > User.
	Step 2 Under LCD, in the LCD Contrast field, enter a number value from 1 to 30. The higher the number, the greater the contrast on the IP phone screen.
	Step 3 Click Submit All Changes.
	Cisco SPA525G or Cisco SPA525G2:

	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 Under Screen, in the LCD Contrast field, enter a number value from 1 to 30. The higher the number, the greater the contrast on the IP phone screen.
	Step 3 Click Submit All Changes.

	Configuring Back Light Settings (Cisco SPA525G or Cisco SPA525G2)
	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 Under Screen in the Back Light Enable field, choose yes to enable the screen back light.
	Step 3 In the Back Light Timer field, enter the number of seconds of idle time that can elapse before the back light turns off.
	Step 4 Click Submit All Changes.


	Configuring Linksys Key System Parameters
	Step 1 Click Admin Login > advanced > Voice > SIP.
	Step 2 Under Linksys Key System Parameters, configure the following fields:
	Step 3 Click Submit All Changes.

	Enabling Call Features
	Enabling Secure Calls
	Encryption Methods for a Secure Call
	Step 1 Navigate to Admin Login > Advanced > Voice > SIP
	Step 2 Under SIP Parameters, configure SRTP Methods.
	Step 1 Obtain the Generate Mini-Cert tool from your service provider.
	Step 2 Navigate to Admin Login > advanced > Voice > Ext_n.
	Step 3 Under Subscriber Information, enter the Mini Certificate and the SRTP Private Key that provide secure encryption of RTP streams between two endpoints on an extension.
	Step 4 To enable the secure call service, navigate to Admin Login > advanced > Voice > Phone.
	Step 5 Under Supplementary Services verify that Secure Call Serv is set to yes. (This feature can also be configured in the User tab under Supplementary Services.)


	Secure Call Indication Tone
	Enabling Anonymous Call and Caller ID Blocking Services
	Enabling ACD Service
	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 Under Supplementary Services from the ACD Login Serv list, choose yes to enable. (Defaults to no [disabled].)
	Step 3 In the ACD Ext field, choose the extension used for handling ACD calls. Select 1-6 (depending on your phone model). Defaults to 1.
	Step 4 Click SIP and set SIP B Parameter to yes.
	Step 5 Click Submit All Changes.

	Enabling Call Back Service
	Enabling Call Park and Call Pickup Services
	Enabling Call Transfer and Call Forwarding Services
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Supplementary Services, under the transfer type you want to enable, choose yes:
	Step 3 Click Submit All Changes.

	Enabling Conferencing
	Enabling Do Not Disturb
	Enabling the Missed Call Shortcut
	Logging Missed Calls
	Enabling Paging (Intercom)
	Configuring Paging Groups
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Multiple Paging Group Parameters, enter the paging commands into the Group Paging Script field. The syntax is as follows:
	Step 3 Click Submit All Changes.
	Paging Group Example



	Enabling Service Announcements

	Configuring Voice Mail and Message Waiting Settings
	Configuring Voice Mail
	Step 1 Click Admin Login > advanced > Voice > Phone
	Step 2 Under General, enter the Voice Mail Number.
	Step 3 (Optional) Enter the Voice Mail Subscribe Interval; the expiration time in seconds, of a subscription to a voice mail server.
	Step 4 Click Submit All Changes. The phone reboots.

	Configuring Internal Voice Mail for Each Extension (Using a Cisco SPA400)
	Configuring the Message Waiting Indicator

	Customizing Phone Softkeys
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Programmable Softkey Enable, choose yes to enable.
	Step 3 Edit the softkeys depending on the call state that you want the softkey to display. Refer to the table for information about softkeys.
	Step 4 Click Submit All Changes.
	Programmable Softkeys
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Programmable Softkey Enable, choose yes to enable.
	Step 3 In the PSK number field, enter the string for the PSK. See the different types of PSKs described in the following section.
	Step 4 Click Submit All Changes.
	Configuring PSK Fields
	Softkey Speed Dial Extension Example
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Programmable Softkey Enable, choose yes to enable.
	Step 3 In the Programmable Softkeys section, edit the following:
	Step 4 Click Submit All Changes. The Sales speed dial softkey is displayed in the lower left of the IP phone screen when the phone is idle, when the phone is connected on a call, and when the phone is off hook.

	Configuring Toggling for PSKs
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Programmable Softkey Enable, choose yes to enable.
	Step 3 In the Programmable Softkeys section, edit the following:
	Step 4 Click Submit All Changes.


	Configuring PSKs to Call XML Scripts
	Step 5 Click Submit All Changes.
	Physical Hold Button and PSK Linking
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Programmable Softkey Enable, choose yes to enable.
	Step 3 In the Programmable Softkeys section, edit the following:
	Step 4 Click Submit All Changes.



	Configuring Ring Tones
	Step 1 Click Admin Login > advanced > Voice > Phone and scroll to the Ring Tone section.
	Step 2 Click Submit All Changes.
	Step 1 Click Admin Login > advanced > Voice > Phone and scroll to the Ring Tone section.
	Step 2 In the Ring Tone section, modify the n and w parameters in four of the 12 ring fields (Ring1 to Ring12). Set the n parameter to the label of the ringtone you want displayed by the GUI. Set the w parameter equal to the ringtone parameter w valu...
	Step 3 Click Submit All Changes.
	Configuring On-Demand Ring Tones (Cisco SPA525G or Cisco SPA525G2)
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Scroll to the Ring Tone section.
	Step 3 In one or more of the ten ring tone fields, enter the following:
	Step 4 Click Submit All Changes.

	User-Created MP3 Ring Tones (Cisco SPA525G or Cisco SPA525G2)
	Creating and Uploading Ring Tones Using the Ring Tone Utility (Cisco SPA300 Series and Cisco SPA500 Series only)
	Step 1 Open the Ring Tone Utility.
	Step 2 Enter the IP address of the phone.
	Step 3 Click Browse and navigate to the directory on your computer where the source .wav file is stored. Select the wav file and click Open.
	Step 4 Click Load Source File.
	Step 5 Enter a name for the ring tone. This name will appear in the display on the phone. You choose the file name later.
	Step 6 Enter the target. You can have up to two customized ring tones uploaded to the phone.
	Step 7 (Optional) Click Preview to preview the ring tone. Click Options to change the start or end positions, or to squeeze or stretch the audio.
	Step 8 Click Upload to Phone to upload the ring tone to the phone. Click OK when the success status message appears.
	Step 9 Close the open Ring Tone Utility windows.
	Step 1 Open the Ring Tone Utility.
	Step 2 Enter the IP address of the user phone or press Skip to create the ring tone and save it as a file.
	Step 3 Click Browse and navigate to the directory on your computer where the source wav file is stored. Select the wav file and click Open.
	Step 4 Click Load.
	Step 5 Enter a name for the ring tone. This name will appear in the IP phone screen. You choose the file name later.
	Step 6 (Optional) Click Preview to preview the ring tone. Click Options to change the start or end positions, or to squeeze or stretch the audio.
	Step 7 Click Save As to save the file to your computer. Enter the file name and press Save.
	Step 8 Close the open Ring Tone Utility windows.
	Step 1 Open the Ring Tone Utility.
	Step 2 Enter the IP address of the phone.
	Step 3 Click the Delete button next to the ring tone you want to delete.
	Step 4 Click OK.
	Step 5 Close the Ring Tone Utility windows.

	Assigning a Ring Tone to an Extension
	Step 1 Click Admin Login > advanced > Voice > Ext Ext <number> tab.
	Step 2 Under Call Feature Settings in the Default Ring field, choose from the following:
	Step 3 Click Submit All Changes.


	Configuring RSS Newsfeeds (Cisco SPA525G or Cisco SPA525G2)
	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 Under Web Information Service Settings, you can edit the following fields:
	Step 3 Click Submit All Changes. The phone reboots.

	Configuring Audio Settings
	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 In the Audio Volume section, configure a volume level between 1 and 10, with 1 being the lowest level:
	Step 3 Click Submit All Changes.
	Configuring Audio Input Gain (Cisco SPA300 Series and Cisco SPA500 Series)

	Enabling Wireless (Cisco SPA525G or Cisco SPA525G2 only)
	Configuring User Access Control

	Configuring Bluetooth (Cisco SPA525G or Cisco SPA525G2 only)
	Enabling Bluetooth from the Web Interface
	Step 1 Click Admin Login > advanced > Voice > System.
	Step 2 Under Bluetooth Settings in the Enable BT field, choose yes to enable or no to disable.
	Step 3 Click Submit All Changes.

	Enabling Bluetooth from the Phone
	Step 1 Press the Setup button.
	Step 2 Scroll to User Preferences and press Select.
	Step 3 Scroll to Bluetooth Configuration and press Select.
	Step 4 With Bluetooth selected, press the Right Arrow key until a blue check mark appears indicating that the feature is enabled.
	Step 5 Press Save.

	Pairing a Bluetooth Headset
	Step 1 Click Admin Login > advanced > Bluetooth.
	Step 2 Under Bluetooth Device, choose On.
	Step 3 Under Bluetooth Device List, press Scan for Bluetooth Devices.
	Step 4 In the Bluetooth Device List, click the name of the Bluetooth headset.
	Step 5 Enter the PIN for the Bluetooth headset.
	Step 6 Press Submit All Changes.
	Step 1 Enable Bluetooth as described in “Enabling Bluetooth from the Web Interface.”
	Step 2 Press the Setup button.
	Step 3 Scroll to User Preferences and press Select.
	Step 4 Scroll to Bluetooth Configuration and press Select.
	Step 5 Scroll to Bluetooth Mode and press the Right Arrow key to choose one of the following:
	Step 6 Scroll to Bluetooth Profiles and press the Right Arrow key to enter the profile screen.
	Step 7 Press Scan to scan for your headset.
	Step 8 In the list of found devices, select your headset and press Select to edit the profile.
	Step 9 Scroll to PIN and enter the PIN for your Bluetooth headset.
	Step 10 Scroll to Connect Automatically and press the Right Arrow key to turn to On.
	Step 11 Press Connect. The profile screen displays and a check mark appears next to the headset if the connection was successful.

	Pairing Your Cisco SPA525G2 with a Bluetooth-Enabled Mobile Phone
	Initiating Pairing from the Cisco SPA525G2
	Step 1 Enable Bluetooth as described in Enabling Bluetooth from the Web Interface.
	Step 2 Press the Setup button.
	Step 3 Scroll to User Preferences and press Select.
	Step 4 Scroll to Bluetooth Configuration and press Select.
	Step 5 Scroll to Bluetooth Mode and press the Right Arrow key to choose one of the following:
	Step 6 Scroll to Bluetooth Profiles and press the Right Arrow key to enter the profile screen.
	Step 7 Press Scan to scan for your mobile phone.
	Step 8 In the Select a Bluetooth Device to Pair list, select the mobile phone to which you want to pair and press Connect.

	Initiating Pairing from Your Bluetooth-Enabled Mobile Phone
	Step 1 On your iPhone, click Settings.
	Step 2 Under General, choose Bluetooth. Ensure Bluetooth is turned on.
	Step 3 In the Bluetooth Window, under Devices, find the MAC address of your Cisco SPA525G2 IP phone.
	Step 4 Select the MAC address of the Cisco SPA525G2.
	Step 5 Enter the PIN (the default is 0000) and press Connect.
	Step 1 On the Cisco SPA525G2, press the Setup Button.
	Step 2 Scroll to User Preferences and press Select.
	Step 3 Scroll to Bluetooth Configuration and press Select.
	Step 4 Scroll to Bluetooth Profiles and press the Right Arrow key.



	Enabling SMS Messaging
	Cisco SPA303 and Cisco SPA5XXG
	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 Under Supplementary Services in the Text Message field, choose yes to enable.
	Step 3 (Optional) To enable receipt of text messages from a third party directly without proxy involvement, in the Text Message from 3rd Party field, choose yes to enable.
	Step 4 Click Submit All Changes.
	Cisco SPA525G or Cisco SPA525G2

	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 Under Supplementary Services in the Display Text Message on Recv field, choose yes to enable.
	Step 3 (Optional) To enable receipt of text messages from a third party directly without proxy involvement, in the Text Message from 3rd Party field, choose yes to enable.
	Step 4 Click Submit All Changes.
	Cisco WIP310

	Step 1 Click Admin Login > advanced > Phone.
	Step 2 Under SMS Enable, choose yes to enable.
	Step 3 Click Submit All Changes.

	Enabling and Configuring the Phone Web Server
	Configure the Web Server from the Phone Web Interface
	Step 1 Click Admin Login > advanced > System.
	Step 2 Under the System Configuration section in the Enable Web Server field, verify that the parameter is set to yes to enable the web administration server. (For the Cisco 301 and Cisco SPA501G, this can be configured by using the IVR. See the “U...
	Step 3 In the Web Server Port field, enter the port to access the web server. The default is port 80.
	Step 4 In the Enable Web Admin Access field, you can enable or disable local access to the Admin Login of the phone web user interface. Defaults to yes (enabled). (For the Cisco SPA301 and Cisco SPA501G, can be configured using the IVR. See the “Us...
	Step 5 In the Admin Passwd field, enter a password if you want the system administrator to log in to the phone web user interface with a password. The password prompt appears when an administrator clicks Admin Login. The maximum password length is 32...
	Step 6 In the User Password field, enter a password if you want users to log in to the phone web user interface with a password. The password prompt appears when users click User Login. The maximum password length is 32 characters
	Step 7 Click Submit All Changes.

	Configure the Web Server from the Phone Screen Interface
	Step 1 Press menu.
	Step 2 Select Network and Enable Web Server.
	Step 3 Select the Edit.
	Step 4 Press y/n to toggle the selection to Yes and enable.
	Step 5 Click OK > Save.


	Configuring WBPN for Cisco SPA30X, SPA50X, and SPA51X IP Phones
	Configuring the WBPN Device
	Step 1 Press the Setup button to access the SPA phone LCD menu.
	Step 2 Scroll to Wi-Fi Configuration and press Select.
	Step 3 Enter the User ID and Password.
	Step 4 Select Wireless Profile menu.
	Step 5 Select SSID and press softkey Edit, to edit the detailed wi-fi settings.
	Step 6 (Optional) Select Wi-Fi Configuration > Wireless Profile > Softkey Scan
	Step 7 (Optional) Select Wi-Fi Configuration > Wi-Fi Protected Setup to configure WPBN by WPS. (Follow the prompt on the phone LCD to complete wifi setting by WPS.)
	Checking the Wireless Status


	Configuring LDAP for the Cisco SPA300 Series and Cisco SPA500 Series IP Phones
	Step 1 Click Admin Login > advanced > System.
	Step 2 In the Optional Network Configuration section, under Primary DNS, enter the IP address of the DNS server. (Only required if using Active Directory with authentication set to MD5.)
	Step 3 In the Optional Network Configuration section, under Domain, enter the LDAP domain. (Only required if using Active Directory with authentication set to MD5.)
	Step 4 Click the Phone tab.
	Step 5 Under LDAP, in the LDAP Dir Enable field, choose yes to enable LDAP and cause the name defined in LDAP Corp Dir Name to appear in the phone directory.
	Step 6 Configure values for the fields in the following table and click Submit All Changes.

	Configuring BroadSoft Settings (Cisco SPA300 Series and Cisco SPA500 Series)
	Configuring BroadSoft Directory
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Broadsoft Settings, configure the following:
	Step 3 Click Submit All Changes.
	Configuring Personal Address Book

	Synchronization of Do Not Disturb and Call Forward on a Per Line Basis (Applicable to BroadSoft)
	Configuring Synchronization of DND and CFWD
	Step 1 Click Admin Login > advanced > Voice.
	Step 2 Click the Ext n tab.
	Step 3 Under Call Feature Settings in the Feature Key Sync field, choose yes to enable DND/CFWD.
	Step 4 Under SIP, enable the relevant event package (Talk Package, Hold Package, and Conference Package).
	Step 5 Click Submit All Changes.

	Configuring Synchronization of DND and CFWD by Using the Configuration File

	Broadsoft ACD Support
	Configuring BroadSoft ACD Support


	Configuring XML Services
	XML Directory Service
	XML Applications
	Macro Variables
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Enter the following information:
	Step 3 Click Submit All Changes.
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Enter the following information:
	Step 3 Click Submit All Changes.


	Configuring Music On Hold
	Step 1 Click Admin Login > advanced > Voice > Ext_n.
	Step 2 Under Call Feature Settings in the MOH Server field, enter the user ID or the URL of the MOH streaming audio server. If you enter a user ID (no server), the current or outbound proxy is contacted. Defaults to blank (no MOH). If used with a Cis...
	Step 3 Click Submit All Changes.

	Configuring Extension Mobility
	Step 1 Click Admin Login > advanced > Voice > Phone.
	Step 2 Under Extension Mobility, in the EM Enable field, choose yes to enable.
	Step 3 In the EM User Domain field, enter the domain for the phone, or the authentication server. For example, @domain.com, which is appended to the user ID (userID@domain.com) for authentication to the HTTP server.
	Step 4 Click Submit All Changes. The phone reboots.

	Configuring Video Surveillance (Cisco SPA525G or Cisco SPA525G2)
	Configuring the User Name and Account on the Camera
	Step 1 Download and install the software release for the camera that provides video monitoring support. For more information, consult the release notes for the camera software.
	Step 2 Use the phone web user interface to create a user ID and password that are used by the phone to connect to the camera. The IP phone user account that you create should have viewer privileges.

	Entering Camera Information Into the Cisco SPA525G or Cisco SPA525G2 Configuration Utility
	Step 1 Click Admin Login > advanced > Voice > User.
	Step 2 Under Camera Settings in the Enable Video VLAN field, choose yes to enable. This option sends the camera traffic to a separate VLAN.
	Step 3 (Optional) If configuring Virtual LAN (VLAN) support, in the Enable Video VLAN field, choose yes to enable. The default Video VLAN ID is 1, the data VLAN. To separate traffic onto another VLAN (for example, a VLAN for video traffic only), ente...
	Step 4 Under Camera Profile 1, enter the settings for the first camera. Enter the camera name (for example, Lobby). This name is displayed on the IP phone screen to identify the camera.
	Step 5 In the Access URL field, enter the URL to access the camera, in the following format:
	Step 6 In the Access User Name field, enter the username for the phone that you created by using the camera phone web user interface.
	Step 7 In the Access Password field, enter the password for the phone username that you created by using the camera phone web user interface.
	Step 8 (Optional) In the Associated Caller ID field, enter the phone number of the phone associated with the camera. For example, if the camera is located in the lobby, you can enter the extension of the lobby phone if one is installed there. People ...
	Step 9 (Optional) The receptionist can have the control to open or close the access door with Door Control URL field configured. The mechanism to open/close the access door could be via the call box (SIP based), camera GPIO output, or another GPIO co...
	Step 10 Click Submit All Changes.

	Viewing the Video
	Step 1 Press the Setup button.
	Step 2 Scroll to Video Monitoring and press Select.
	Step 3 Scroll to the camera from which you want to view and press Monitor or Select.
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	SIP and Cisco IP Phones
	SIP Over TCP
	SIP Proxy Redundancy
	Configuring Survivable Remote Site Telephony (SRST) Support

	Dual Registration
	Limitations for Dual Registration and DNS SRV Redundancy
	Alternate Proxy and Dual Registration

	Register Upon Failover/Recovery
	Old Behavior (7.5.5 and prior):
	New Behavior (7.5.6):
	Fallback Behavior

	RFC3311 Support
	Support for SIP NOTIFY XML-Service
	Authentication:


	Configuring SIP
	Configuring Basic SIP Parameters
	Configuring SIP Timer Values
	Configuring Response Status Code Handling
	Configuring RTP Parameters
	Configuring SDP Payload Types
	Configuring SIP Settings for Extensions
	Configuring a SIP Proxy Server
	Step 1 Navigate to Admin Login > advanced > Voice > Ext_n.
	Step 2 Under Proxy and Registration, configure the following fields:
	Step 3 Click Submit All Changes.

	Configuring Subscriber Information Parameters


	Configuring the IP Phone Communications Protocol
	Configuring the Protocol on a Cisco SPA525G or Cisco SPA525G2
	Configuring the Protocol on a Cisco SPA300 Series or Cisco SPA500 Series IP Phone

	Managing NAT Transversal with Cisco IP Phones
	NAT Mapping with Session Border Controller
	NAT Mapping with SIP-ALG Router
	NAT Mapping with a Static IP Address
	Step 1 Click Voice > SIP and navigate to NAT Support Parameters.
	Step 2 Set the following parameters to yes:
	Step 3 Enter the public IP address for your router EXT IP field.
	Step 4 Click the Ext_n tab and navigate to NAT Settings.
	Step 5 Set NAT Mapping Enable to yes.
	Step 6 (Optional) Set NAT Keep Alive Enable to yes.
	Step 7 Click Submit All Changes.
	Step 8 Configure the firewall settings on your router to allow SIP traffic. See Configuring SIP.

	NAT Mapping with STUN
	Step 1 Click Voice > SIP and navigate to NAT Support Parameters.
	Step 2 Set the following parameters to yes:
	Step 3 Enter the IP address for your STUN server in the STUN Server field.
	Step 4 Click Ext_n.
	Step 5 Set NAT Mapping Enable to yes.
	Step 6 (Optional) Set NAT Keep Alive Enable to yes.
	Step 7 Click Submit All Changes.
	Step 8 Configure the firewall settings on your router to allow SIP traffic. See Configuring SIP.
	Determining Whether the Router Uses Symmetric or Asymmetric NAT
	Step 1 Verify that the firewall is not running on your PC. (It can block the syslog port.) By default, the syslog port is 514.)
	Step 2 Click Voice > System and navigate to Optional Network Configuration.
	Step 3 Enter the IP address for the Debug Server and port number of your syslog server, if the port number is anything other than the default, 514. It is not necessary to include the port number if it is the default.
	Step 4 Set the Debug Level to 3.
	Step 5 To capture SIP signaling messages, click the Ext tab and navigate to SIP Settings. Set the SIP Debug Option to Full.
	Step 6 To collect information about what type of NAT your router uses click the SIP tab and navigate to NAT Support Parameters.
	Step 7 Click Voice > SIP and navigate to NAT Support Parameters.
	Step 8 Set STUN Test Enable to yes.
	Step 9 Determine the type of NAT by viewing the debug messages in the log file. If the messages indicate that the device is using symmetric NAT, you cannot use STUN.
	Step 10 Click Submit All Changes.
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	Setting Security Features
	Configuring Domain and Internet Settings
	Configuring Restricted Access Domains
	Configuring DHCP, Static IP, or PPPoE Connection Type
	Configuring Power Settings
	DHCP Option Support


	Challenging SIP Initial INVITE and MWI Messages
	Encrypting Signaling with SIP Over TLS
	Securing Voice Traffic with SRTP

	Configuring Voice Codecs
	Setting Optional Network Servers
	Configuring VLAN Settings
	Configuring Cisco Discovery Protocol (CDP)
	Configuring LLDP-MED
	TLV Information
	Chassis ID TLV
	Port ID TLV
	Time to Live TLV
	End of LLDPDU TLV
	Port Description TLV
	System Name TLV
	System Capabilities TLV
	IEEE 802.3 MAC/PHY Configuration/Status TLV
	LLDP-MED Capabilities TLV
	Network Policy TLV
	LLDP-MED Extended Power-Via-MDI TLV
	LLDP-MED Inventory Management TLV
	Final Network Policy Resolution and QoS For the Phone
	Special VLANs
	Default QoS for SIP Mode
	Default QoS for SPCP Mode
	QoS Resolution for CDP
	QoS Resolution for LLDP-MED
	Co-Existence with CDP
	Wireless LAN Environments
	LLDP-MED and Multiple Network Devices
	LLDP-MED and IEEE 802.X


	Configuring the VLAN Settings

	Configuring SSL VPN on the Cisco SPA525G or Cisco SPA525G2
	Configuring the VPN on the Security Appliance
	Step 1 Download the Cisco AnyConnect VPN client software from Cisco.com and install it on the VPN server.
	Step 2 Download a Cisco IOS version that supports this feature and install it on the VPN server.
	Step 3 Configure SSL VPN on the VPN server.
	Step 4 Ensure the VPN is functional and you can connect to the VPN by using the Cisco AnyConnect VPN client.

	Configuring the VPN on the Cisco SPA525G or Cisco SPA525G2
	Administrator Settings
	Step 1 Navigate to Admin Login > advanced > Voice > System.
	Step 2 Under Optional Network Configuration, from the Alternate TFTP list choose yes.
	Step 3 In the TFTP Server field, enter the IP address of the Cisco Unified Communications 500 Series server.
	Step 4 Click Submit All Changes.
	User Settings

	Step 1 Navigate to Admin Login > advanced > Voice > System. (Not applicable to the Cisco SPA525G or Cisco SPA525G2 in SPCP mode.)
	Step 2 Under VPN Settings, enter the following:
	Step 3 Click Submit All Changes. If you did not choose yes in the Connect on Bootup field, connect to the VPN on the phone by pressing the Setup button and choosing Network Configuration > VPN > Connect.
	Step 1 On the phone, press the Setup button.
	Step 2 Scroll to Network Configuration and press Select.
	Step 3 Scroll to Web Server and ensure that it is enabled. Press the right arrow key if it is not enabled.
	Step 4 Scroll to VPN and press the right arrow key.
	Step 5 Under VPN server, enter the IP address of the VPN server.
	Step 6 Enter the username to log in to the VPN server.
	Step 7 Enter the password for the user.
	Step 8 (Optional) Enter the tunnel group, if this is required by the VPN server.
	Step 9 (Optional) To connect to the VPN when the phone is powered on, ensure that Connect on Bootup is enabled.
	Step 10 To connect to the VPN, ensure that Connect is enabled.
	Step 11 Press Save. After the VPN connection is established, a VPN icon appears in the upper right of the IP phone screen.
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	Redundant Provisioning Servers
	Retail Provisioning
	Automatic In-House Preprovisioning
	Using HTTPS
	Server Certificates
	Client Certificates
	Obtaining a Server Certificate
	Step 1 Contact a Cisco support person who will work with you on the certificate process. If you are not working with a specific support person, you can email your request to ciscosb-certadmin@cisco.com.)
	Step 2 Generate a private key that will be used in a CSR (Certificate Signing Request). This key is private and you do not need to provide this key to Cisco support. Use open source “openssl” to generate the key. For example:
	Step 3 Generate CSR a that contains fields that identify your organization, and location. For example:
	Step 4 Email the CSR (in zip file format) to the Cisco support person or to ciscosb-certadmin@cisco.com. The certificate is signed by Cisco and given to you.


	Manually Provisioning a Phone from the Keypad
	Cisco SPA303 and Cisco SPA5XXG
	Step 1 Press Setup, then scroll to Profile Rule.
	Step 2 Enter the profile rule by using the following format:
	Step 3 Press the Resync softkey.
	Cisco WIP310

	Step 1 Press Select to choose Settings and press Select again.
	Step 2 Navigate to Misc Settings.
	Step 3 Navigate to profile rule. Enter the profile rule in the following format:
	Step 4 Press the Resync softkey.
	Cisco SPA525G or Cisco SPA525G2

	Step 1 Press the Setup button.
	Step 2 Navigate to Device Administration and press Select.
	Step 3 Scroll to Profile Rule and press Select.
	Step 4 Enter the profile rule by using the following format.
	Step 5 Press the Resync softkey.
	Sample Configuration File

	Updating Profiles and Firmware
	Allow and Configure Profile Updates
	Step 1 Click Admin Login > advanced > Voice > Provisioning.
	Step 2 Under Configuration Profile in the Provision Enable field, choose yes.
	Step 3 Enter the parameters defined in the table:

	Allow and Configure Firmware Updates
	Step 1 Click Admin Login > advanced > Voice > Provisioning.
	Step 2 Under Firmware Upgrade in the Upgrade Enable field, choose yes.
	Step 3 Enter the parameters defined in the table:

	Launch a Firmware Update by Using a Browser Command
	Launch a Profile Update by using a Browser Command
	Rebooting a Phone by using a Browser Command

	Configuring a Custom Certificate Authority
	General Purpose Parameters
	Using TR-069
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	Scripting for Cadences, Call Progress Tones, and Ring Tones
	Cadence Script
	Example: Normal Ring
	Example 2: Distinctive Ring (short, short, short, long)

	Tone Script
	Example: Dial Tone
	Example: SIT Tone

	Ring Script

	Call Progress Tones
	Distinctive Ring Patterns
	Example 1: Normal Ring
	Example 2: Distinctive Ring (short, short, short, long)

	Distinctive Call Waiting Tone
	Control Timer Values (sec)
	Configuring Supplementary Services (Star Codes)
	Entering Star Code Values
	Activating or Deactivating Supplementary Services

	Vertical Service Announcement Codes (Cisco SPA300 Series and Cisco SPA500 Series)
	Bonus Services Announcement Description
	Outbound Call Codec Selection Codes

	Miscellaneous Parameters
	DTMF Parameters

	Localizing Your IP Phone
	Managing the Time and Date
	Configuring Daylight Saving Time
	Daylight Saving Time Examples

	Selecting a Display Language
	Step 1 Press the Setup button.
	Step 2 Select Language, then press the Select soft button.
	Step 3 Select Option to change the language.
	Step 4 With the desired language highlighted, press Save.

	Creating a Dictionary Server Script
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	About Dial Plans
	Digit Sequences
	Digit Sequence Examples
	Acceptance and Transmission of the Dialed Digits
	Dial Plan Timer (Off-Hook Timer)
	Syntax for the Dial Plan Timer
	Examples for the Dial Plan Timer


	Interdigit Long Timer (Incomplete Entry Timer)
	Syntax for the Interdigit Long Timer
	Example for the Interdigit Long Timer


	Interdigit Short Timer (Complete Entry Timer)
	Syntax for the Interdigit Short Timer
	Examples for the Interdigit Short Timer



	Editing Dial Plans on the IP Phone
	Step 1 Navigate to Admin Login > advanced > Voice.
	Step 2 Click the Ext N tab, where N is the extension being configured.
	Step 3 In the Dial Plan section, enter the digit sequences in the Dial Plan field. For more information and examples, see Digit Sequences.
	Step 4 (Optional) Enter the Caller ID Map—Inbound caller ID numbers can be mapped to a different string. For example, a number that begins with +44xxxxxx can be mapped to 0xxxxxx. This feature has the same syntax as the Dial Plan parameter. With th...
	Step 5 (Optional) Enable IP dialing—Enable or disable IP dialing. Defaults to no.
	Step 6 (Optional) Emergency Number—Enter a comma-separated list of emergency numbers. When one of these numbers is dialed, the unit disables processing of CONF, HOLD, and other similar softkeys or buttons to avoid accidentally putting the current c...
	Step 7 Click Submit All Changes. The phone reboots.
	Step 8 If you need to configure a dial plan for any other extensions on the phone (depending on the model), click the appropriate Extension tab, enter the dial plan, and submit the changes.
	Step 9 Verify that you can successfully complete a call using each digit sequence that you entered in the dial plan.

	Resetting the Control Timers
	Step 1 Log in to the phone web user interface.
	Step 2 Click Admin Login and advanced.
	Step 3 Click Voice > Regional.
	Step 4 Scroll down to the Control Timer Values section.
	Step 5 Enter the desired values in the Interdigit Long Timer field and the Interdigit Short Timer field. Refer to the definitions at the beginning of this section.
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	Step 1 Click Admin Login > advanced > Voice > Phone
	Step 2 Under Line Key LED Pattern, configure the parameters to customize the Line Key LED patterns with the LED script described in the following table:
	Step 3 Click Submit All Changes.

	LED Script
	LED Script Examples
	A
	Cisco SPA IP Phone Field Reference



	Info Tab
	System Information
	Cisco SPA525G or Cisco SPA525G2-Specific Parameters:

	Reboot History
	Viewing the Reboot History on the Phone LCD Screen
	Viewing the Reboot History in the SPA Status Dump File

	Network Configuration (SPCP)
	VPN Status (Cisco SPA525G or Cisco SPA525G2 Only)
	Product Information
	Phone Status
	Ext Status
	Line/Call Status
	Downloaded Ring Tone
	Custom CA Status

	System Tab
	System Configuration
	Power Settings
	Internet Connection Type
	Static IP Settings
	PPPoE Settings (Cisco SPA525G or Cisco SPA525G2 Only)
	Optional Network Configuration
	VLAN Settings
	Wi-Fi Settings (Cisco SPA525G or Cisco SPA525G2 Only)
	Bluetooth Settings (Cisco SPA525G or Cisco SPA525G2 Only)
	VPN Settings (Cisco SPA525G or Cisco SPA525G2 Only)
	Inventory Settings

	SIP Tab
	SIP Parameters
	SIP Timer Values (sec)
	Response Status Code Handling
	RTP Parameters
	SDP Payload Types
	NAT Support Parameters
	Linksys Key System Parameters

	Provisioning Tab
	Regional Tab
	Call Progress Tone Description
	Distinctive Ring Patterns
	Control Timer Values (sec)
	Vertical Service Activation Codes
	Vertical Service Announcement Codes
	Outbound Call Codec Selection Codes
	Time (Cisco SPA525G or Cisco SPA525G2 Only)
	Language (Cisco SPA525G or Cisco SPA525G2 Only)
	Miscellaneous

	Phone Tab
	General
	Line Key
	Miscellaneous Line Key Settings
	Line Key LED Pattern
	Supplementary Services
	Ring Tone (Cisco SPA300 Series and Cisco SPA500 Series)
	Ring Tone (Cisco WIP310)
	Audio Input Gain (dB)
	Multiple Paging Group Parameters
	Syntax:
	Where:

	BroadSoft Settings
	LDAP Corporate Directory Search
	XML Service
	Extension Mobility
	Programmable Softkeys
	Call Audio Recording (Cisco SPA525G and SPA525G2)

	Ext Tab
	General
	Share Line Appearance
	NAT Settings
	Network Settings
	SIP Settings
	Call Feature Settings
	Proxy and Registration
	Subscriber Information
	Audio Configuration
	Dial Plan Script

	User Tab
	Call Forward
	Speed Dial
	Supplementary Services
	Camera Settings (Cisco SPA525G or Cisco SPA525G2)
	Web Information Service Settings (Cisco SPA525G or Cisco SPA525G2)
	Audio (SPA5XX)/Audio Volume (SPA525G/525G2)
	Screen (Cisco SPA525G or Cisco SPA525G2)

	Attendant Console Tab (Cisco SPA500 and Cisco SPA500DS)
	General
	Attendant Key LED Patterns

	Attendant Console Status
	TR-069 Tab
	Cisco SPA525G or Cisco SPA525G2-Specific Tabs
	Wi-Fi
	Bluetooth
	Personal Address Book
	Call History
	Speed Dials
	Firmware Upgrade
	B
	Where to Go From Here





