
http://blogs.cisco.com/author/warrenmercer
http://blogs.cisco.com/author/matthewmolyett
http://blog.talosintel.com/2015/09/when-does-software-start-becoming.html




https://2.bp.blogspot.com/-Ppe5E31P4FY/VyDA_K_N-2I/AAAAAAAAAHM/SB2sVzSiWW8p-obt5qLxogaXQmgGuVJBACLcB/s1600/1.png
https://1.bp.blogspot.com/-u-lt1XA1Bvk/VyDBii2ZYsI/AAAAAAAAAHc/jUU9377xlLsy_PGUgXmty5j40GZJxUAVACKgB/s1600/2.png
https://2.bp.blogspot.com/-Ppe5E31P4FY/VyDA_K_N-2I/AAAAAAAAAHM/SB2sVzSiWW8p-obt5qLxogaXQmgGuVJBACLcB/s1600/1.png
https://1.bp.blogspot.com/-u-lt1XA1Bvk/VyDBii2ZYsI/AAAAAAAAAHc/jUU9377xlLsy_PGUgXmty5j40GZJxUAVACKgB/s1600/2.png


ָ К 

 
Ї ᴂ └ԋ ב ᵒ ᵫ ҿ  - ҿ Ї

ᴌᴰ Ḧ׃ ‟ҐЇ ꜘ ɼ 
 

ꜘ Ї ֙ ᴌᴰꜘ  



https://4.bp.blogspot.com/-5dnNnoQ4oDg/VyDBiizJCVI/AAAAAAAAAHU/MsKiZFYQJBUX9ULBZqQiLR4m2TKsWS56QCKgB/s1600/3.png
https://4.bp.blogspot.com/-l3adLs-wn8U/VyDBiu5z7EI/AAAAAAAAAHY/OUqQMjaXol4D_lc_jawvcJnfSk4Yit94ACKgB/s1600/4.png
https://4.bp.blogspot.com/-5dnNnoQ4oDg/VyDBiizJCVI/AAAAAAAAAHU/MsKiZFYQJBUX9ULBZqQiLR4m2TKsWS56QCKgB/s1600/3.png
https://4.bp.blogspot.com/-l3adLs-wn8U/VyDBiu5z7EI/AAAAAAAAAHY/OUqQMjaXol4D_lc_jawvcJnfSk4Yit94ACKgB/s1600/4.png


https://1.bp.blogspot.com/-BGfJD0FDxd0/VyDBiomSDYI/AAAAAAAAAH0/bv1PEFyv2vEC0ZeT1DP0TbBK1NLqPHW1ACKgB/s1600/5.png
https://1.bp.blogspot.com/-jN8F2JlX5Uw/VyDBiw8Sj2I/AAAAAAAAAH0/1H2IHj0C0VcKwSk7KF_AuvN6O6D9EfEhACKgB/s1600/6.png
https://1.bp.blogspot.com/-BGfJD0FDxd0/VyDBiomSDYI/AAAAAAAAAH0/bv1PEFyv2vEC0ZeT1DP0TbBK1NLqPHW1ACKgB/s1600/5.png
https://1.bp.blogspot.com/-jN8F2JlX5Uw/VyDBiw8Sj2I/AAAAAAAAAH0/1H2IHj0C0VcKwSk7KF_AuvN6O6D9EfEhACKgB/s1600/6.png


Ґװ Ԑᴌ Ḫ Ї ԋ ҏ Ҳ Ίᵩ ɼ

https://1.bp.blogspot.com/-zzyNZTZwjlE/VyDBixN9SHI/AAAAAAAAAH0/-pcBYB4uB2A6gDTExyePBdvljdeE0oSywCKgB/s1600/7.png


https://4.bp.blogspot.com/-ttyFEMLzvbU/VyDBi-QN_yI/AAAAAAAAAH0/WaUOZclIed0HdN6glGt7Kt62zmVKxS_2ACKgB/s1600/8.png


 
 9 -  

⌐ ∆ת Ї ҏ ᶼ ꜠Ї ҙ ᶱ ꜗ ɼῊ

ᴂל Їלᴂ ῎Ғװ Ὴ ┼ ɼ ᵣ┼ᵲ

₉ӓ ‟Ґ ԋ ֙ꜗ Їה ῇ ɼ Ї ᵣ

┼ᵲ ҿԋ ᾭ └ɼ 

ԑ ש┼  

 

https://2.bp.blogspot.com/-DAcXLQukS6o/VyDBjB4IM5I/AAAAAAAAAH0/bel5boRs6W41KMy9FyYwIVj23MkazUSOACKgB/s1600/9.png


Ї ᴌ ⅎ ᶉ ҅ү װ ⅎ ɻ

ῗ ת ᶡ ɼ 
 
ҿ Ї ᴂ ῗ ԋ√ ЇװḈԋ ⌡ ɼ ᴂה

“Wizz*.exeņ  GET Ї ԓ ש Ҳ ₴ԋ҅ ɼ

ᴂ ԋ҅ Ї 31E



https://1.bp.blogspot.com/-iGKI9BGbIA4/VyDHWDSXqQI/AAAAAAAAAII/xzw8DcnMBHA3gdaBphxS6NPB_xBhBQc8wCLcB/s1600/10.png
https://3.bp.blogspot.com/-zOqVCQwtX9Q/VyDHWHg9GxI/AAAAAAAAAIE/v9oWs6BJlxcGokt-w8yyRZ_GhFLLSl7HgCKgB/s1600/11.png
https://1.bp.blogspot.com/-iGKI9BGbIA4/VyDHWDSXqQI/AAAAAAAAAII/xzw8DcnMBHA3gdaBphxS6NPB_xBhBQc8wCLcB/s1600/10.png
https://3.bp.blogspot.com/-zOqVCQwtX9Q/VyDHWHg9GxI/AAAAAAAAAIE/v9oWs6BJlxcGokt-w8yyRZ_GhFLLSl7HgCKgB/s1600/11.png


 
 12 ?ø���f�æ W•4 !š��4

https://malwaretips.com/blogs/system-healer-removal/
https://malwaretips.com/blogs/system-healer-removal/
https://4.bp.blogspot.com/-ZM1MhbcGGCI/VyDHWL_CJGI/AAAAAAAAAIA/enI2oyer3lgDr2-q55aH6skgoJDBq8lbQCKgB/s1600/12.png


https://2.bp.blogspot.com/-6qT8SOSNz5A/VyDHWbpyX4I/AAAAAAAAAIs/ikD0AtZ9oykixIz1ErKRi-3WVp0mH92TACKgB/s1600/13.png
https://2.bp.blogspot.com/-mpw5zBe3Xh0/VyDHWSU6fEI/AAAAAAAAAIw/oQbXMYvy8asqBDbXVOsxHHnD10vE-dp5gCKgB/s1600/14.png
https://2.bp.blogspot.com/-6qT8SOSNz5A/VyDHWbpyX4I/AAAAAAAAAIs/ikD0AtZ9oykixIz1ErKRi-3WVp0mH92TACKgB/s1600/13.png
https://2.bp.blogspot.com/-mpw5zBe3Xh0/VyDHWSU6fEI/AAAAAAAAAIw/oQbXMYvy8asqBDbXVOsxHHnD10vE-dp5gCKgB/s1600/14.png


http://stopting.us/en/number/8774991423
https://3.bp.blogspot.com/-URYj1s_yXtY/VyDHWVmBqTI/AAAAAAAAAIw/IKnNNncJlt0Zzucf5mzshglRB1fqoPVCgCKgB/s1600/15.png
https://3.bp.blogspot.com/-xwg5_dyGgpk/VyDHWSWdHhI/AAAAAAAAAIw/pq5Vkn2KrMc7bX4PkU0AhBnRrjX4J42eQCKgB/s1600/16.png
https://3.bp.blogspot.com/-URYj1s_yXtY/VyDHWVmBqTI/AAAAAAAAAIw/IKnNNncJlt0Zzucf5mzshglRB1fqoPVCgCKgB/s1600/15.png
https://3.bp.blogspot.com/-xwg5_dyGgpk/VyDHWSWdHhI/AAAAAAAAAIw/pq5Vkn2KrMc7bX4PkU0AhBnRrjX4J42eQCKgB/s1600/16.png


¶ ¶

https://3.bp.blogspot.com/-ctfZeM1PZH0/VyDHWjy00AI/AAAAAAAAAIw/B-rPdXU9VggQOC3nX9_6XxtohtK7uW8bQCKgB/s1600/17.png


 
 18 - Ḧ  

ԑ ש┼ ᶕ  AES256 ꜘ ɼ ‟Ґ ԑ ┼ ɼᵜ Ї

┼ᵲ ᶕ ԋ MSDN ҏב ꜘ Ї Ὴ Їᶕ

ẅӤ ɼ 

https://2.bp.blogspot.com/-jbuJbfyC_4c/VyDHWv5xTII/AAAAAAAAAIw/39g9iGUV_LwApF4pKrydGTj-fjARAreRACKgB/s1600/18.png


 
 19 - WizzByPass.exe Ҳᶕ  

 
Ҏү Ҳ ᴌЇ ֙ Ҳ₉ӓ ү ᶡ  Wizz 

https://social.msdn.microsoft.com/Forums/vstudio/en-US/d6a2836a-d587-4068-8630-94f4fb2a2aeb/encrypt-and-decrypt-a-string-in-c
https://3.bp.blogspot.com/-9MwXhCx8bLA/VyDHWmaiPnI/AAAAAAAAAIw/Byox0fxMehkb-i-vRcqdR50GICF9TXnAQCKgB/s1600/19.png


 
 20 - Wizzlabs  Tuto4PC ΐ֩  

 
ᴂⅎ ᴌ

https://www.legifrance.gouv.fr/affichJuriAdmin.do?oldAction=rechJuriAdmin&idTexte=CETATEXT000030445581&fastReqId=723619471&fastPos=1
http://english.conseil-etat.fr/
http://www.zdnet.fr/actualites/le-conseil-d-tat-defavorable-aux-adwares-dissimules-39819522.htm
https://www.euronext.com/ipo-detail/19808/FR0011068766/Tuto4pc.com%20Group
https://www.linkedin.com/in/jean-luc-haurais-3a94a695
https://2.bp.blogspot.com/-qrOJumo_tA8/VyDHWxd1iKI/AAAAAAAAAIw/4NDiFehfz8gO64HMuFIi753M9o0vQrGUACKgB/s1600/20.png


wizz-labs.com Ѓװ Ї Ї҅  dl.auzhard.com Є ӎ ῳ  
Cloud4PCɼ ᵒ ҅ү Їᵜ Їלᴂ ҏ  Tuto4PC 
Ὴ ῎ ɼ 

 
⌐  Tuto4PC ∕ Ὶל ᴌЇ ᴂ Ҙװ ԋŅ

http://www.reuters.com/finance/stocks/companyProfile?rpc=66&symbol=ALTUT.PA
http://onesoftperday.com/cgi-bin/eula.html
http://www.tuto4pc-bourse.com/communiques.html?LANG=FR&langue=FR&LangUser=FR&RefACT=ACTUS-0-310&ACT_Type1=2&ID=ACTUS-0-41921&CLIENT=ACTUS-0-310


https://2.bp.blogspot.com/-rf82aaYvgvM/VyDSwlhgPNI/AAAAAAAAAI8/5oGs6mQ338kQvvIGIYU45tG_Ba9couvzQCLcB/s1600/21.png


https://www.blogger.com/profile/01772306994239678057
http://blog.talosintel.com/2016/04/the-wizzards-of-adware.html
http://blog.talosintel.com/search/label/adware
http://blog.talosintel.com/search/label/spyware
https://www.blogger.com/post-edit.g?blogID=1029833275466591797&postID=2711177503665120578&from=pencil

	2016 年 4 月 27 日，星期三
	“WIZZARD”系列广告软件
	执行摘要
	一系列以 WIZZ 开头的木马
	技术分析
	有人在监视吗？
	听起来像后门？
	解锁二进制代码
	TUTO4PC
	总结
	解决方案


