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Executive Summary
Unified Security Metrics (USM) is one 
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Intended Audience
Security professionals, IT staff, and business people 
with an interest in security metrics will find this 
paper of most interest. It showcases how Cisco haty metrics will find this 
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Every IT service is captured in the service portfolio, 
every IT application in the application portfolio, 
with both being hosted in the same database. 
Every service has a quarterly risk review with the 
CIO. Security is discussed there, among other risk 
measures like compliance with the Sarbanes-Oxley 
Act (SOX), resiliency, and audits. IT services have 
dedicated security primes and partner security 
architects (roles explained in the sidebar). There’s also 
the dedicated InfoSec team, which closely aligns with 
the IT organization but is not a part of it.



6



7

ways we can try to limit the ability of employees 
to compromise network security. We focus on 
questions in two areas:

•	 Security commitment:
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Feedback Mechanisms
Quarterly reports provide detailed security analyses, 
such as vulnerability and on-time closure metrics, 
at three levels: service owner, service executive, 
and CIO. The analyses are designed to assist 
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Program Successes
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