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Á Service Adoption Forecast 

Á Fixed & Mobile IP Traffic Forecast 

Cisco Visual Networking Index(VNI) 
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Source: Cisco VNI Global Forecast, 2011ï2016 

More Devices 

More Internet Users 

Faster Broadband Speeds 

More Rich Media Content 

Nearly 19 Billion Connections 4-Fold Speed Increase 

3.4 Billion Internet Users 2 Years of Video Minutes/Second 

Cisco Visual Networking Index(VNI) 

Growth 
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40% globally  

ñour employees obey the 

policies on personal useò 
 

donôt obey the 

policies all the time 

ñsay there is a company policy 

forbids using company-owned 

devices for personal activitiesò  

5  4  

50% of global  

IT professionals 
believe  ̭: 33% 

̭: 19% 

Cisco Connected World Technology Report 
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Cisco Connected World Technology Report 
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ҋϼ ͖//קּ˳∙ ᾂ ּקở ̎̎◌ἲ  CELLULAR 

Seamless Mobility 

Hotspot 3G/4G Off-load 

Cisco Wireless ᾍ 
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ᶱἍ ╩  ׇŘ ד⅔ Ḷ 
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ᶱἍ Access Point 

Device 

Router 

WAN 
Internet 

CAPWAP 

WPA2/AES 

!#$!#%!%!#$  

QoS 

CAPWAP 
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ᶱἍ Controller 

D/B Server 

ᶱἍ ╩  ׇ̬Ἐ 

ѻᵣ͖₫╢ „Ԝ˪ ▲ ⁴˷  ˣ╩ʷ? 

NCS 

(̒ᵖ) 
MSE 

(ἉẈᾂ) 

ISE 

( ♩ ) 

ѻᵣ͖ᵎ „Ԝ˪ ▲ ῝˪  ˣ╩ʷ? 
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AP-1 

AP-1 

CH.1 CH.6 
CH.11 

CH.1 CH.6 CH.11 

= Frequency Hopping 

= Narrow Band 

BlueTooth 

Analog Video 

╩  ׇῶ♩Ἐ 

RRM(Radio Resource Management) ͖Ѩ╖ ↑  ᶱἍ ╩ ׇ╢ ῶ♩Ἐ 
♅Ř Ҽ ∙קּ Џ ҆, ♆Ἳᾍ  Ἒ͖ Ɑ♇ӫ 
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Å  Ẉ WiFi ʹἓ ᴘ ╩  И − ừ╢ ₂ ╖ „ԋ  ḟḶ╓ᴘ ּק ̃, ῶ♩  ᾋ Ҋ ‹קּ  ḟῶ 

Å ͖Ⱳ Ң╧ ἉẈᾂ› ₂   █ḟᾌ Ҳ ∙קּ Ὸ╕ ṇҲ╢ ͖Ѩקּד ╖

Å ʹἓ › Ҋ  Ἅ♫♅ Ɑ , ╧ᴌ ╩ Ḑ ҆ ⌐  ῴ ͖Ѩ 

╩  ׇῶ♩Ἐ 

ҊӅ ᵖₓ›Ἁ ᶱἍ ῶ♩  ͖Ѩ ở↑ ⅔ 
͖↑ AP›Ἁ ּק∙ ѻὠ   
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IP and Application 

Attacks & Exploits 

WiFi Protocol 

Attacks & Exploits 

RF Signalling 

Attacks & Exploits 

Traditional IDS/IPS 
Layer 3-7 

wIPS 
Layer 2 

CleanAir 
Layer 1 

Monitors Exploits Invisible to existing Systems 

New Rogue 

Threats 
Detects new óundetectableô Rogue/Clients 

WiFi Jammers 

Locates and Expedite Interference Removal 

2.4 

GHz 

5 

GHz 

ᶱἍ  ṏῶ Ř wIPSӫ 

▀ḙ♠╬ ᶴἐ╬  WIPS ,ג

Data Service 
wIPS Monitor Mode 

WIPS  - ẋ↔ ̓ 

Ҽ╪ Data / wIPS AP 

CC(Common Criteria) 

: WISM/5508 
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Å▀ḙ♠ ᾅᵡ  11n capable, not dual band (2.4GHz 
and 5GHz) . Ex: iPHONE 4: 

Å 2.4GHz only, 20MHz, 1 Statial Stream (SISO) 

 

Å▀ḙ♠ Tablets  : 11n and dual band. Ex. iPad: 

Å Dual Band, 20MHz only, 1 Spatial Stream (SISO) 
 

Å▀ḙ♠ Laptops 11n, dual band, support wider 
channels multi spatial streams 

Å 20/40 MHz in 2.4 and 5GHz, 3 Spatial Streams 

ÅiPhone 5 ï just changed the trend. 

Å 20/40 MHz in 2.4 and 5GHz, 1 SS (150Mbps) 

ᶱἍ ╩  ׇ ḯᵖּק 
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Å ׇ╧† ᵝ  ͖ὢ╖ ╧↑ , ׇ╧† ╢ ⌐ ῴ╖  ♅╢ RF ˼╓ᴘ╢ ‼Ἒᾂ ˼ ּק∙ 

Å 802.11 a/g/n ╢ ᶘӤ ѻᵣӦ̐╢ ẍ ḏ ͖Ѩ ּק∙╖  Ѹ‗  BYOD ˼╖ ⌐  И −  ῶ♩Ἐ 
  ∙קּ

ᶱἍ ╩  ׇ ḯᵖּק  
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Å ♆Ἒ˾ Mobility/ WLAN Industry Slicon ╢ 90% ╧ừ, CCX Compatible  

Å CDN ᴘ͋ן╖  ♆Ἒ˾ 75ˉ Ћở₫ CCX (Cisco Compatible Extension)  

Over the Wire 

CCX  
(Cisco Compatible Extensions) 

ᶘḒ╪ ѻᵣ  ͖⁴Ҽ ῶ♩Ἐ 


