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address * String The address of the LDAP server to connect to.

portNumber * Number The TCP or TLS port number to connect to on the remote LDAP server.

username String The username to use when retrieving information from the LDAP server.

password String The password of the account associated with username.

secure * truelfalse Whether to make a secure connection to the LDAP server. If “true” then TLS
will be used; if “false”, TCP will be used.

4. NFX—REFERLIZPOSTXY Y ROA

POST v https://10.106.80.30:7445/api/v1/Idapservers/7ca32ccd-389f-46f5-a1b0-0a468af291 a4?address=10.106.80.4&name= ... “

Params @ Authorization @ Headers (10) Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION
address 10.106.80.4

name DOT4ADserver

username CN=Administrator,CN=Users,DC=5,DC=com

porthumber 389

secure false
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GET v  https://10.106.80.30:7445/api/v1 IdapServersl?ca32cc4—389f—46f5—a1bO—OadGSaf291ad|
Params Authorization @ Headers (9) Body Pre-request Script Tests Settings
Body Cookies (1) Headers (15)  Test Results @€ status: 200 OK
Pretty Raw Preview Visualize XML~ 5
1 Kpxml version="1.0"?}
2 <ldapserver id="7ca32cc4-389f-4615-albe-0ad68af291a4">
3 <address>18.106.80.4</address>
4 <name>DOT4ADserver</name>
5 <username>CN=Administrator,CN=Users,DC=5,DC=com</username>
6 <portNumber>389</porthNumber>
7 <secure>false</secure>
8  </ldapServer>
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jidMapping String The template for generating user JIDs from the associated LDAP
server's entries, for instance
SsAMAccountNameS@example, com.

namehapping String The template for genarating user names from the associated
LDAP server's entries; for instance “ScnS” o use the common
namea.

cdrTaghMapping String The template for generating a users' cdrTag value. Can be set

either to a fixed value or be constructed from other LOAP fields
for that user. The user's cdrTag is used in callLegStart CDRs,
See the Cisco Meeting Server CDR Reference for details.

authenticationldMapping String The template for generating authentication |Ds from the
associated LDAP server” s entries, for instance
" SuserFrincipalMames”

coSpacelriMapping String If these parameters are supplied, they ensure that each user
account generated by this LDAP mapping has an associated
personal coSpace. The user is automatically added as a member
of the coSpace, with permissions defined above

In order for that coSpace to be set up as reguired, these
parameters provide the template for setting the coSpaces” URI,
displayed name and configured Call ID. For example, satting
coSpacesecondaryUiMapping | String coSpaceNameMapping to “5cnS personal coSpace” ensures
that each user's coSpace is labelled with their nama followed by
“personal coSpace”.

Mote that the generated coSpace will have its own cdrTag - and
it will be the same as the user's cdrlag and cannot be changad

coSpaceNameMapping String other than by changing the cdrTagMapping above and re-
syncing. (The coSpace’s cdrTag is used in the callStart CDR.
Seea the Cisco Meeting Server CDR Reference for details,)
Meote that the normal uniqueness rules apply to the URI and Call
1D of et in this st tvalid 1o have the

coSpaceCallldMapping String s of coSpaces set up in this way: it s nat valid to have the

same LRI or Call ID for more than one coSpace set up by a given
LDAP mapping, noris it valid for such a coSpace URIor Call ID 1o
be the same as one curmently in use elsewhere on the Meeating
Servear,
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Params Autherization & Headers (1) Body @ Pre-request Script Tests Semings

® rone @ formedata @ wwwwformeuriencoded @ raw @ binary @ GraphQL

Y WALUE DESCRIPTION

jiMapping SsAMAgcountiamesBs.com

B remeMagping sclisplayNames

B coSpacellameMapping $sAMAccountMames. space
coSpaceUriMapping $sAMAccountames.space
caSpaceSecandaryUriMapping ScelephoneNurmber | 74,191 9. YIS
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Params Autharization & Headers: (11} Eody @ Pre-request Scripa Semings
® none @ formedasa @ owwweformeurdencoded @ raw @ binary I GraphQL
KEY VALUE DESCREFTION
Body Cookies (1)  Headers (15)  TestResis $5  Swous 000K Time: S4ms S 8578
Premy Ravw Preview Visualize oL - =
1 <homl versioaa™L.g"h
2 <laspMapping io="el@56420-800-2523 -0F15-2264FhaATRAA"
3 <jioMepping>S sAMACcountNamete  coms [ jidMapnings
4 «mameMapo ingrSaisplayNamesc/naseMapoingy
5 <earTagtapping</corTaghapping
& IngrgsaMac «spaced/ coSpacehsmetapping>
7 apping B E S Mags i
8 yUr ngste l8epesi 191900 uais WAL yuriMageings
E] pacelalll dngr</codpacelall pping>
12 cauthent icatlonldagoing < fauthenticationTdaopings
11 </ldscMapaings
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sarnver

The |D of a previously-configured LDAF sarver (see abowve)

mapping *

The |D of a previously-configured LDAP mapping (see above)

baseln *

The distinguished name of the node in the LDAP sarver's trea from which
users should be imported, for instance “cn=Use-
ers,de¢ =<companyname> de=com”

filter

An LDAPR filter string that records must satisfy in order to be imported as
users, forinstance “(objectClass=person)”

tenant

If supplied, the ID for the tenant to which the LDAP source should be asso-
ciated. Users imported with this LDAP source will be associated with that
tenant

usarProfile

If supplied, this is the ID of the user profile to associate with users imported
via this LDAP source. This parameter is present from version 2.0 onwards.

nonMemberAccess

true|
false

This parameter pre-configures newly created spaces to allow or disallow
non-member access. Spaces existing before the LDAP sync are not
affected

true - no passcode is reguired 1o access the space and non-members are
able to access the created spaces. This is the default setting and matches
behavior before this parameter was introduced in version 2.0,

false - ensures the member must configure non-member access and set a
passcode as part of the LDAP sync, This setting allows a company to
enforce passcode protection for non-member access to all user spaces.

For more information, see Section 1.2.
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Params Authorization @ Headers (1) Bady @ Pre-request Script Tests Serings
Body Cookies (1) Headers (15)  Tess Resuls & Stns 000K Teme 67ms  Sie B398
Prey  Rew  Preview  Visuslze XML v o
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POST v  https://10.106.80.30:7445/api/v1/ldapSyncs

ATV 72 AEARETLES. ARYNOJEFIVIAULET,

10:50:41.225 Info LDAP sync operation starting

10:50:41.269 Info LDAP sync operation: finalising

10:50:41.650 Info LDAP sync operation c02dbb2 b-c63e-4bb8-a39f-bbee2cd961 1f complete

10:50:55.705 Info 10.65.86.71: web user "admin” logged in

10:50:55.705 Info web session 1 now in use for user "admin”

10:53:04.331 Info 1103 log messages cleared by "admin” ]
10:53:07.569 Info 10.65.86.71: web user "admin” created new LDAP sync operation 50c7034c-9aa7-4e81-a304-4113734ffc11
10:53:07.570 Info

10:53:07.594 Info LDAP sync operation: finalising

10:53:07.943 Info LDAP sync operation complete

ATY73: A=Y NLDAPY —AP SEBEhTWE & 2BIBLET,

Users
Filter | | | submit Query
Gogi gogi@s.com gogidis.com
Sai acano saiacano@s.com Saiacano@s.com
go go gogoi@federation.com gogo@federation.com
ivrman ivrman(@s.com ivrmani@s.com
joey joey@s.com joey@s.com
prashant prikapur@s.com prikapur@s.com
sail acano sailacano@federation.com sailacano@federation.com
sankar v sankar@s.com
shakur 2pac 2paci@s.com 2paci@s.com
useri userl@acanolab3.com useri@s.com
user2 2 user2(@s.com user2(@s.com
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