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DIGITIZATION
ʕʨʘ çʮʠʬʨʦʚʠʟʘʮʠʠè



ñʎʠʬʨʦʚʠʟʘʮʠʷòʟʘʜʘʝʪ ʙʠʟʥʝʩ-ʧʨʠʦʨʠʪʝʪʳ ʠ 
ʩʪʘʚʠʪ ʥʦʚʳʝ ʟʘʜʘʯʠ ʜʣʷ ʀʊ

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ 
ʧʨʦʮʝʩʩʦʚ ʠ ʙʠʟʥʝʩ-

ʤʦʜʝʣʝʡ

ʀʥʥʦʚʘʮʠʠ

ʋʩʢʦʨʝʥʠʝ ʜʦʩʪʠʞʝʥʠʷ 

ʨʝʟʫʣʴʪʘʪʘ

ʇʦʜʜʝʨʞʢʘ ʵʬʬʝʢʪʠʚʥʦʡ 
ʨʘʙʦʪʳ ʠ ʠʥʥʦʚʘʮʠʡ

ʇʦʚʳʰʝʥʠʝ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ

ʉʦʭʨʘʥʝʥʠʝ ʢʘʜʨʦʚ

ʇʝʨʩʦʥʘʣʠʟʘʮʠʷ 
ʦʙʩʣʫʞʠʚʘʥʠʷ

ʇʦʚʳʰʝʥʠʝ ʣʦʷʣʴʥʦʩʪʠ

ʇʦʚʳʰʝʥʠʝ 

ʠʥʬʦʨʤʠʨʦʚʘʥʥʦʩʪʠ

IoTʄʦʙʠʣʴʥʦʩʪʴ ɸʥʘʣʠʪʠʢʘ ʆʙʣʘʢʘ
ʂ 2017 ʛ. ʦʙʲʝʤ ʤʦʙʠʣʴʥʦʛʦ ʪʨʘʬʠʢʘ 

ʧʨʝʚʳʩʠʪ ʦʙʲʝʤ ʧʨʦʚʦʜʥʦʛʦ

ʂ 2020 ʛ. ʯʠʩʣʦ IoT-

ʫʩʪʨʦʡʩʪʚ ʫʪʨʦʠʪʩʷ

75% ʧʣʘʥʠʨʫʶʪ (ʠʣʠ ʫʞʝ 

ʠʥʚʝʩʪʠʨʫʶʪ) ʚ big data 

ʂ 2018 ʛ. 80% ʦʨʛʘʥʠʟʘʮʠʡ ʙʫʜʫʪ 

ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ SaaS

çɹʝʩʧʨʦʚʦʜʢʘèIP-ʦʩʚʝʱʝʥʠʝ
ʄʘʰʠʥʥʦʝ 

ʦʙʫʯʝʥʠʝ

ʂʦʣʣʝʢʪʠʚʥʘʷ 

ʙʝʟʦʧʘʩʥʦʩʪʴ



ɸʨʭʠʪʝʢʪʫʨʘ ʮʠʬʨʦʚʳʭ ʩʝʪʝʡ Cisco
ʉʝʪʴ ʜʣʷ ʨʘʟʚʠʪʠʷ ʚʘʰʝʛʦ ʮʠʬʨʦʚʦʛʦ ʙʠʟʥʝʩʘ



Cisco Digital Network Architecture

ɸʚʪʦʤʘʪʠʟʘʮʠʷ

ɸʙʩʪʨʘʢʮʠʷ ʩʝʪʠ 

ʠ ʩʢʚʦʟʥʳʝ ʧʦʣʠʪʠʢʠ

ʢʦʥʪʨʦʣʷ

ʋʧʨʘʚʣʝʥʠʝ ʩʝʨʚʠʩʘʤʠ ʢʘʢ ʠʟ ʦʙʣʘʢʘ

ʇʦʣʠʪʠʢʠ| ʆʨʢʝʩʪʨʘʮʠʷ

ɺʠʨʪʫʘʣʠʟʘʮʠʷ

ʌʠʟʠʯʝʩʢʘʷ ʠ ʚʠʨʪʫʘʣʴʥʘʷ ʠʥʬʨʘʩʪʫʢʪʫʨʘ| ʍʦʩʪʠʥʛ ʧʨʠʣʦʞʝʥʠʡ

ɸʥʘʣʠʪʠʢʘ

ʉʝʪʝʚʳʝ ʜʘʥʥʳʝ, 

ʂʦʥʪʝʢʩʪʥʳʡ ʘʥʘʣʠʟ

ɺʦʟʤʦʞʥʦʩʪʴ 

ʟʘʛʣʷʥʫʪʴ ʠʟʥʫʪʨʠ 

ʠ ʧʦʯʝʨʧʥʫʪʴ ʟʥʘʥʠʷ 

ʜʣʷ ʠʥʥʦʚʘʮʠʡ

ɸʚʦʤʘʪʠʟʘʮʠʷ ʠ 

ʥʘʙʶʜʘʝʤʦʩʪʴ

ɹʝʟʦʧʘʩʥʦʩʪʴ ʠ 

ʩʦʦʪʚʝʪʩʚʠʝ 

ʪʨʝʙʦʚʘʥʠʷʤ 

ʨʝʛʫʣʷʪʦʨʦʚ

ʇʨʠʥʮʠʧʳ

ʀʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ

NW Sec | TrustSec | NaaS | NaaE | ISE

ʉʝʪʝʚʳʝ ʧʨʠʣʦʞʝʥʠʷ

Netconf/YANG | CLI | Netflow | ʊʝʣʝʤʝʪʨʠʷ

REST API  |   developer.cisco.com



ʊʨʝʙʦʚʘʥʠʷ ʢ ʀʊ

ɸʚʪʦʤʘʪʠʟʘʮʠʷ

ʉʢʦʨʦʩʪʴ ʨʘʟʚʦʨʘʯʠʚʘʥʠʷ 

ʦʪʜʝʣʝʥʠʡ

ʉʪʦʠʤʦʩʪʴ ʨʘʙʦʯʝʛʦ ʤʝʩʪʘ

ʉʦʢʨʘʱʝʥʠʝ ʀʊ 

ʪʨʫʜʦʟʘʪʨʘʪ

ɺʦʟʤʦʞʥʦʩʪʴ ʙʳʩʪʨʦʡ 

ʨʝʘʢʮʠʠ ʥʘ ʠʥʥʦʚʘʮʠʠ

ʉʢʦʨʦʩʪʴ ʠ ʢʘʯʝʩʪʚʦ 

ʨʝʰʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ

ɹʝʟʦʧʘʩʥʦʩʪʴ

ʉʢʦʨʦʩʪʴ ʨʝʰʝʥʠʷ

ʧʦʩʣʝʜʩʪʚʠʡ ʠʥʮʠʜʝʥʪʦʚ ʀɹ

ɻʦʪʦʚʥʦʩʪʴ ʢ ʘʫʜʠʪʘʤ 

ʉʥʠʞʝʥʠʝ ʨʠʩʢʦʚ ʧʦʪʝʨʴ

ʅʘʙʣʶʜʘʝʤʦʩʪʴ ʩʦʩʪʦʷʥʠʷ

ʇʨʦʩʪʦʪʘ ʜʦʙʘʚʣʝʥʠʷ 

çʠʟ ʢʦʥʮʘ ʚ ʢʦʥʝʮè

ʈʘʙʦʪʘ ʩ 

ʢʣʠʝʥʪʘʤʠ

Customer experience

Remote Expert

ʊʘʨʛʝʪʠʨʦʚʘʥʥʳʡ 

ʤʘʨʢʝʪʠʥʛ

ʇʨʦʜʫʢʪʠʚʥʦʩʪʴ ʩʚʦʠʭ 

ʩʦʪʨʫʜʥʠʢʦʚ

ɻʦʩʪʝʚʦʡ Wi-Fi

ʀʥʥʦʚʘʮʠʠ ʜʣʷ ʪʨʘʥʩʬʦʨʤʘʮʠʠ ʙʠʟʥʝʩʘ



Software Defined Networks ʦʪCisco
ʇʨʦʛʨʘʤʤʥʦ ʫʧʨʘʚʣʷʝʤʘʷ ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʩʝʪʠ



ʉʫʱʝʩʪʚʫʶʱʘʷ ʤʦʜʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ

Security QoS
Path

Optimization

ʈʫʯʥʘʷ ʥʘʩʪʨʦʡʢʘ
ʢʘʞʜʦʡ ʦʪʜʝʣʴʥʦʡ ʢʦʨʦʙʢʠ

ʠ ʪʘʢʢʘʞʜʘ

ʦʪʜʝʣʴʥʘʷ

ʬʠʯʘ

é

ʅʘʩʪʨʦʡʢʘ ʬʫʥʢʮʠʡ

ʆʪʚʝʪ ʥʘ ʚʦʧʨʦʩ: çʂʘʢ?è

ʅʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢ

ʆʪʚʝʪ ʥʘ ʚʦʧʨʦʩ: çɿʘʯʝʤ?è



Control Plane

Data Plane

Control Plane

Data Plane

ʉʝʪʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦʉʝʪʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ

ʂʦʥʪʨʦʣʣʝʨ

ʇʨʦʠʩʭʦʞʜʝʥʠʝ ʢʦʥʪʨʦʣʣʝʨʦʚ
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͙͔͙ͨͪͦ͗ͤ͡ΎΥ
- ˾͊͋ͦͭ͊ͫ VDI
- ΧΦ



ʄʦʜʝʣʴ ʧʦʣʠʪʠʢ Cisco SDNïʦʪ ʬʠʣʠʘʣʘ ʚ ʎʆɼ

ʉʝʪʝʚʦʡ ʧʨʦʬʠʣʴ ʧʦʪʦʢʘ ʧʨʠʣʦʞʝʥʠʡ

SLA, ʙʝʟʦʧʘʩʥʦʩʪʴ, QoS, ʙʘʣʘʥʩʠʨʦʚʢʘ ʥʘʛʨʫʟʢʠ

ʆʙʣʘʢʦ ʎʆɼ

ʎɽʅʊʈ 

ʆɹʈɸɹʆʊʂʀ

ɼɸʅʅʓʍ

ʉʝʪʝʚʦʡ ʧʨʦʬʠʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʦʙʲʝʢʪʘ

QoS, ʙʝʟʦʧʘʩʥʦʩʪʴ, SLA, ʫʩʪʨʦʡʩʪʚʦ, 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ, ʨʦʣʴ

WAN ɼʦʩʪʫʧ

ʉɽʊʔ WAN ʀ 

ʉɽʊʔ ɼʆʉʊʋʇɸ

ʉʆɻʃɸʉʆɺɸʅʅɸʗ ʇʆʃʀʊʀʂɸ ɼʃʗ ʆɹʃɸʂɸ, ʎʆɼ, WAN ʀ ʋʈʆɺʅʗ ɼʆʉʊʋʇɸ

ʇʈɽʀʄʋʑɽʉʊɺɸ Cisco
ʇʈʆɽʂʊʓ ʅɸ ʆʉʅʆɺɽ ʀʄɽʖʑɽʁʉʗ

ʀʅʌʈɸʉʊʈʋʂʊʋʈʓ

ʀʈɸɿʈɸɹʆʊʂʀ ʉ ʅʋʃʗ

ʂʆʄʇʃɽʂʉʅʆʉʊʔ
ʉʊʈʋʂʊʋʈɸ ʇʆʃʀʊʀʂ: ʆʈʀɽʅʊɸʎʀʗ 

ʅɸ ʇʆʃʔɿʆɺɸʊɽʃɽʁ ʀ ʇʈʀʃʆɾɽʅʀʗ

A pplication

C entric

I nfrastructure

U ser

C entric

I nfrastructure



Network Plug and Play (PnP) 

ɸʛʝʥʪ PnP 

ɺʳʧʦʣʥʷʝʪʩʷ ʥʘ ʢʦʤʤʫʪʘʪʦʨʘʭ, 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ ʠ ʙʝʩʧʨʦʚʦʜʥʳʭ 
ʊɼ CiscoÈ

ɸʚʪʦʤʘʪʠʟʠʨʫʝʪ ʧʨʦʮʝʩʩ 
ʨʘʟʚʝʨʪʳʚʘʥʠʷ

ʉʝʨʚʝʨ PnP

ʎʝʥʪʨʘʣʴʥʳʡ ʩʝʨʚʝʨ ʥʘ APIC-EM

ʋʧʨʘʚʣʝʥʠʝ ʫʟʣʘʤʠ, ʫʩʪʨʦʡʩʪʚʘʤʠ, 
ʦʙʨʘʟʘʤʠ, ʣʠʮʝʥʟʠʷʤʠ, ʨʘʙʦʯʠʤ 
ʧʨʦʮʝʩʩʦʤ

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʩʝʚʝʨʥʳʭʠʥʪʝʨʬʝʡʩʦʚ 
REST API

ʇʨʦʪʦʢʦʣ PnP 

ɺʳʧʦʣʥʷʝʪʩʷ 
ʤʝʞʜʫ ʘʛʝʥʪʦʤ
ʠ ʩʝʨʚʝʨʦʤ

ʆʪʢʨʳʪʘʷ ʩʭʝʤʘ

ʇʨʠʣʦʞʝʥʠʝ PnP Helper 

[ ɼʦʧʦʣʥʠʪʝʣʴʥʦ]

ɺʳʧʦʣʥʷʝʪ ʥʘʯʘʣʴʥʫʶ 
ʟʘʛʨʫʟʢʫ, ʧʨʦʚʝʨʢʠ 
ʩʦʩʪʦʷʥʠʷ ʠ ʚʦʟʤʦʞʥʳʭ 
ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ

Redpark RJ45

Apple 30pin

Redpark RJ45

Apple 8pin

GetConsole

Airconsole2.0

ɸʜʘʧʪʝʨ Bluetooth 

ʆʙʣʘʯʥʳʡ ʩʝʨʚʠʩ 
ʧʝʨʝʘʜʨʝʩʘʮʠʠ

[ ɼʦʧʦʣʥʠʪʝʣʴʥʦ] 

ʇʣʘʥ ʨʘʟʚʠʪʠʷ, ʌʘʟʘ 2



ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʨʦʡʩʪʚʘ (SUDI) ʚ ʩʭʝʤʝ ʨʘʙʦʪʳPnP

Å çɿʘʤʦʯʝʢè ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʣʷ ʧʦʜʢʣʶʯʝʥʷ ʫʩʪʨʦʡʩʪʚʘ

ʠʩʧʦʣʴʟʦʚʘʥ Secure Unique Device Identifier



APIC-EM ïʢʘʢ ʧʦʪʨʦʛʘʪʴ ʨʫʢʘʤʠ?

15

Ç ɿʘʨʝʛʠʩʪʨʠʨʫʡʪʝʩʴ ʥʘ Cisco DevNet (http://developer.cisco.com ) 

Åʀʩʧʦʣʴʟʫʡʪʝ çʧʝʩʦʯʥʠʮʫè APIC-EM ïʚʩʝʛʜʘ ʚʢʣʶʯʝʥʦ!

ÅAPIC-EM Login:  username: devnetuser password: Cisco123! 

Ç ʉʮʝʥʘʨʠʠ (çʣʘʙʳè) ʜʣʷ ʥʘʯʘʣʘ ʨʘʙʦʪʳ: http://dcloud.cisco.com

https://sandboxapic.cisco.com

http://developer.cisco.com/
http://learninglabs.cisco.com/


ʇʝʨʝʜʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʥʘ ʩʝʪʝʚʳʭ 
ʫʩʪʨʦʡʩʪʚʘʭ Cisco
ʇʫʪʴ ʦʪ ʩʣʦʞʥʳʭ ʟʘʜʘʯ ʢ ʧʨʦʩʪʦʤʫ ʨʝʰʝʥʠʶ
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ʆʙʝʩʧʝʯʠʪʴ ʩʝʛʤʝʥʪʘʮʠʶ ʚ ʬʠʣʠʘʣʴʥʦʡ ʩʝʪʠ:

Ç ʈʘʩʪʷʥʫʪʴ çVLAN èr ʤʝʞʜʫ ʧʣʦʱʘʜʢʘʤʠ

Ç ʆʙʝʩʧʝʯʠʪʴ ʤʦʙʠʣʴʥʦʩʪʴ ʩʦʪʨʫʜʥʠʢʦʚ

Ç ʆʪʚʷʟʘʪʴʩʷ ʦʪ IP-ʘʜʨʝʩʘʮʠʠ

Ç ʇʝʨʩʦʥʘʣʠʟʠʨʦʚʘʪʴ ʜʦʩʪʫʧ

Ç ʉʦʟʜʘʪʴ ʝʜʠʥʫʶ ʧʦʣʠʪʠʢʫ

Ç ʎʝʥʪʨʘʣʠʟʦʚʘʥʦ ʫʧʨʘʚʣʷʪʴ 

çʆʙʳʯʥʘʷè ʥʝʪʨʠʚʠʘʣʴʥʘʷ ʟʘʜʘʯʘ
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ʉʣʦʞʥʳʝ ʟʘʜʘʯʠ

ɿʨʝʣʳʝ ʪʝʭʥʦʣʦʛʠʠ

ʇʨʦʩʪʳʝ ʨʝʰʝʥʠʷ

BRKCRS-3800



É 2016  Cisco and/or its affiliates. All rights reserved.   Cisco Public

1. LISP based Control-Plane

2. VXLAN based Data-Plane

3. Integrated Cisco TrustSec

ʇʝʨʩʦʥʘʣʠʟʘʮʠʷ ʩʝʪʝʚʦʛʦ ʜʦʩʪʫʧʘʠ ʧʨʘʚʠʣ
Key Components ïCisco TrustSec

Virtual Routing & Forwarding

Scalable Group Tagging

19
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Catalyst 3K Catalyst 6K

ÅCatalyst 3650

ÅCatalyst 3850

ÅCopper / Fiber

Å IOS-XE 16.3+

ÅCatalyst 6800

ÅSup2T / 6T

Å6900 or Newer

Å IOS 15.4SY+

Nexus 7K

ÅNexus 7700

ÅSup2E

ÅM3 Only

ÅNXOS 7.3DX+

Catalyst 4K

ÅCatalyst 4500

ÅSup8E

ÅSup Uplinks

Å IOS-XE 3.9+

Platform Support
Multiple Edge, Border & C-Plane Options

21



Elements / Features

VPN BGP QoS Others

en

conf t

Interface en0 

Ip address

Script CLI
BGP

Cfg

State

QoS
Cfg

State

VPN
Cfg

State

Data-Model A

BGP QOSVPN

Data-Model B

BGP QOSVPN

Platform BPlatform A

Manual Configuration
State & Config stored 

per Feature

Inconsistent Data Models

Physical and Virtual Infrastructure

Platform

Automation Systems

OSS/BSS SDN Controllers
Configuration 

Management Tools

Programmatic Interfaces

RESTConf, NETConf, OpenFlow

Network

DevOps

IOS-XE 16 ñPolarisò
Programmability (NETConf and YANG)



Catalyst 3850 & 3650 ʩʝʨʠʠ(IOS-XE 16.x)
ïʥʝ ʧʨʦʩʪʦ ʩʚʠʯ

Platform 

Integrity

Protects 

the Network

Counterfeit 
Protections

OS 
Validation

Secure 
Boot 

Modern
Crypto

Hardware 
Trust 

Anchor

Runtime 
Defenses 

Incident 
Response 

No Back 
Doors

Network as a SensorNetwork as an Enforcer

IP Source Guard ACLs

uRPFDHCP Snooping Port Security

Protections Against Attack

Intrusion Detection TrustSec FnF

Security

Culture
PSIRT 

Advisories
Security 
Training

Product 
Security 
Baseline

Threat 
Modeling

Open Source 
Registration

Supply Chain 
Management

VXLAN LISP SGT-enforcement Full NetFlow



Catalyst 2960ʍʩʝʨʠʠ (IOS 15.x) 
ïʧʨʦʩʪʦ ʩʚʠʯ, ʥʦ ʩ ʧʨʦʜʚʠʥʫʪʳʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ

Platform 

Integrity

Protects 

the Network

Counterfeit 
Protections

OS 
Validation

Secure 
Boot 

Modern
Crypto

Hardware 
Trust 

Anchor

Runtime 
Defenses 

Incident 
Response 

No Back 
Doors

Network as a SensorNetwork as an Enforcer

IP Source Guard ACLs

uRPFDHCP Snooping Port Security

Protections Against Attack

Intrusion Detection TrustSec FnF

Security

Culture
PSIRT 

Advisories
Security 
Training

Product 
Security 
Baseline

Threat 
Modeling

Open Source 
Registration

Supply Chain 
Management

SGT-propagation Full NetFlow802.1x



ʀʥʪʝʛʨʘʮʠʷ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʩʠʩʪʝʤʳ 
ʩʙʦʨʘ NetFlow (StealthWatch)ʠ ISE
Network-as-an-Enforcer (NaaE)

Monitor Detect Analyze Respond

ü ʆʮʝʥʢʘ 
çʥʦʨʤʘʣʴʥʦʛʦè 
ʧʦʚʝʜʝʥʠʷ ʩʝʪʠ

ü ʅʘʙʣʶʜʘʝʤʦʩʪʴ 
ʪʨʘʬʠʢʘʚ ʨʝʘʣʴʥʦʤ 
ʚʨʝʤʝʥʠ

ü ʇʦʚʝʜʝʥʯʝʩʢʠʡ 
ʘʥʘʣʠʟ

ü ʈʘʩʧʦʟʥʘʚʘʥʝ 
ʘʥʦʤʘʣʴʥʦʛʦ 
ʧʦʚʝʜʝʥʠʷ ʠ ʘʪʘʢ

ü ʍʨʘʥʝʥʠʝ ʠ ʘʥʘʣʠʟ 
ʜʘʥʥʳʭ

ü ɻʦʪʦʚʥʦʩʪʴʢ ʘʫʜʠʪʘʤ

ü ʇʦʠʩʢ ʧʝʨʚʦʧʨʠʯʠʥ

ü ʈʘʩʩʣʝʜʦʚʘʥʝ 
ʠʥʮʠʜʝʥʪʦʚ

ü ʉʢʦʨʦʩʪʴ ʧʦʠʩʢʘ 
ʧʨʦʙʣʝʤ ʠ ʦʙʥʘʨʫʞʝʥʠʷ 
ʘʪʘʢ

ü ɸʚʪʦʤʘʪʠʯʝʩʢʘ ʨʝʘʢʮʠʷ 
ʥʘ ʘʥʦʤʘʣʠʠ ʠ ʘʪʘʢʠ

ü çɿʘʙʨʘʪʴʜʦʩʪʫʧè ʠʣʠ 
çʧʦʤʝʩʪʠʪʴ ʚ ʢʘʨʘʥʪʠʥè



ʉʝʪʝʚʳʝ ʬʫʥʢʮʠʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ
Network Function Virtualization



ISR 4000 + 
UCS ʩʝʨʠʠ E

UCS ʩʝʨʠʠ ʉ ENCS

ʇʆ ʚʠʨʪʫʘʣʠʟʘʮʠʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʩʝʪʝʚʳʭ ʬʫʥʢʮʠʡ (NFVIS)

Enterprise Service Automation (ESA)

ɺʚʝʜʝʥʠʝ: Cisco Enterprise NFV
ʉʝʪʝʚʳʝ ʩʝʨʚʠʩʳ ʟʘ ʩʯʠʪʘʥʥʳʝ ʤʠʥʫʪʳ ʥʘ ʣʶʙʦʡ ʧʣʘʪʬʦʨʤʝ

ɺʠʨʪʫʘʣʴʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ

(ISRv)

ɺʠʨʪʫʘʣʴʥʳʡ 

ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ

(ASAv)

ɺʠʨʪʫʘʣʴʥʦʝ 

ʨʝʰʝʥʠʝ ʜʣʷ 

ʦʧʪʠʤʠʟʘʮʠʠ

WAN (vWAAS)

ɺʠʨʪʫʘʣʴʥʳʡ ʢʦʥʪʨʦʣʣʝʨ

ʙʝʩʧʨʦʚʦʜʥʦʡ LAN (vWLC)

ɺʠʨʪʫʘʣʴʥʳʝ 

ʩʝʪʝʚʳʝ ʬʫʥʢʮʠʠ 

(VNF) ʩʪʦʨʦʥʥʝʛʦ 

ʧʦʩʪʘʚʱʠʢʘ



üʈʝʰʝʥʠʝ ʧʦʟʚʦʣʷʝʪʩʦʟʜʘʚʘʪʴ ʮʝʧʦʯʢʠ ʉɽʊɽɺʓʍʩʝʨʚʠʩʦʚ

üʉʝʪʝʚʳʝ ʬʫʥʢʮʠʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ

üʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʯʝʨʝʟ SDN-ʩʮʝʥʘʨʠʡ Enterprise Service 
Automation (ESA)

ʉʦʟʜʘʥʠʝ ʮʝʧʦʯʝʢ ʩʝʨʚʠʩʦʚ ʚ ʨʝʰʝʥʠʠ 
Enterprise NFV

vWAAS

WAN

ʄʘʨʰʨʫʪʠʟʘʪʦʨ/VPNʆʧʪ. WAN ʄʝʞʩʝʪʝʚʦʡ 

ʵʢʨʘʥ
IPS/IDS

ʄʘʨʰʨʫʪʠʟʘʪʦʨ/ VPN ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ

vWAAS

LAN

ʄʘʨʰʨʫʪʠʟʘʪʦʨ/VPNʆʧʪ. WAN ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ

IWAN

vWAAS

ʆʧʪ. WAN 

vWAAS

ʆʧʪ. WANIPS/IDS

WAN

WAN

LAN

LAN

WAN

WAN

LAN

LAN

IWAN



ɹʝʟʦʧʘʩʥʦʩʪʴ

ʥʘ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚʘʭ Cisco

ʠ ʚʦʢʨʫʛ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ Cisco



Cisco ISR 4000 ïʧʣʘʪʬʦʨʤʘ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʥʩʦʪʠ

Platform 

Integrity

Protects 

the Network

Counterfeit 
Protections

OS 
Validation

Secure 
Boot 

Modern
Crypto

Hardware 
Trust 

Anchor

Runtime 
Defenses 

Incident 
Response 

Firepower

Packet 

Analysis

Stealthwatch Learning 
Network License

Security

Culture
PSIRT 

Advisories
Security 
Training

Product 
Security 
Baseline

Threat 
Modeling

Open Source 
Registration

Supply Chain 
Management



Router security
ʀʥʬʨʘʩʪʫʨʢʪʫʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦʢʨʫʛ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ



ʀʥʪʝʛʨʘʮʠʷ ʬʫʥʢʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ

ʂʦʥʚʝʨʛʝʥʮʠʷ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ ʠ ʬʫʥʢʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʅʘʪʠʚʥʘʷ ʚʠʨʪʫʘʣʠʟʘʮʠʷ 

ʩʝʨʚʠʩʦʚ

AVC, WAN Opt, UC, Security

ɹʝʟʦʧʘʩʥʦʩʪʴʜʣʷ ʩʦʦʪʚʝʪʩʚʠʷ 

ʪʨʝʙʦʚʘʥʠʷʤ ʚʥʫʪʨʝʥʥʠʭ ʠ 

ʚʥʝʰʥʠʭ ʨʝʛʫʣʷʪʦʨʦʚ 

Threat Centric Advanced security

ʉʝʪʝʚʘʷ ʯʘʩʪʴ

ʉʝʨʚʝʨʥʘʷ ʯʘʩʪʴ

ʍʨʘʥʝʥʠʝʜʘʥʥʳʭ

VPN ZBFW Snort IPS
Umbrella 
Branch 

(OpenDNS)

Stealthwatch
Learning 
Network

Firepower

ʄʥʦʛʦʫʨʦʚʥʝʚʘʷ 
ʙʝʟʦʧʘʩʥʦʩʪʴ

CWS



Internet

Direct Internet Access (DIA)

Corporate
Network

× ɹʝʟʦʧʘʩʥʳʡ WAN ʪʨʘʥʩʧʦʨʪ

× ʃʦʢʘʣʴʥʳʡʚʳʭʦʜ ʚ Internet

× ʆʙʥʘʨʫʞʝʥʠʝ ʩʝʪʝʚʳʭ ʫʛʨʦʟ

× ʇʨʦʜʫʢʪʠʚʥʦʩʪʴʩʝʪʝʚʳʭ ʧʨʠʣʦʞʝʥʠʡ

× ʋʤʝʥʴʰʝʥʠʝ ʧʦʪʨʝʙʣʝʥʠʷ ʧʦʣʦʩʳWAN

Branch Public

Direct Internet

Access

IPsec VPN

IPS

Firewall

Firewall



Virtual Private Networks (VPN)

VPN ZBFW Snort IPS
Umbrella 
Branch 

(OpenDNS)

Stealthwatch
Learning 
Network

Firepower CWS



ʇʨʠʤʝʨʳ ʧʨʠʤʝʥʝʥʠʷ DMVPN ʠFlexVPNʨʝʰʝʥʠʡ

Virtual 
Private 
Cloud

Private 
Cloud

Connected Vehicle 

(IoT use-case)

ATM (Remote 

Access use-case)

Desktop and Mobile clients 

(Remote Access use-case)
Branch B (Site-to Site use-case)

Branch A (Site-to Site use-case)

DC/Headquarters

Spoke A

Spoke B

DMVPN 

Hubs

ASR 1000CSR 1000V

ISR

ISR

DMVPN: Secure WAN transport across MPLS and/or Internet for 

branch-to-branch or branch-to-hub (private cloud / DC access) 

FlexVPN: Secure access to enterprise network over MPLS and/or 

Internet for remote users and IoT

FlexVPN

Servers

RA Software ClientsRA client

RA Hardware Client

Internet MPLS

On-demand branch-to-branch

secure communication

Secure 

Access



Hub-Spoke + Spoke-Spoke Solutions
Components and Services Interaction

Solution Overlay Technology Type Encryption PfRv3 AVC WAAS QoS

IWAN mGRE DMVPN Tunnel Pair-wise Yes Yes Yes
Adaptive

Per-Tunnel

DCI

OTV,

VXLAN,

LISP

MACsec Tunnel-less Pair-wise N/A N/A N/A Per-Interface

IPsec VPN Tunnel Pair-wise N/A No No Per-Tunnel 

GETVPN Tunnel-less Group Key N/A N/A N/A Egress-Interface

MPLS-o-mGRE mGRE GETVPN Tunnel Group Key N/A No No Egress-Interface

MPLSoDMVPN mGRE DMVPN Tunnel Pair-wise N/A No No Per-Tunnel

ÅPfRv3  ʨʘʙʦʪʘʝʪ ʪʦʣʴʢʦ ʩ DMVPN (ʝʜʠʥʳʡ ʜʦʤʝʥ ʤʘʨʰʨʫʪʠʟʘʮʠʠ)

ÅPfRv3  ʥʝ ʨʘʙʦʪʘʝʪ ʩ GETVPN ʠʣʠ ʩʪʘʪʠʯʝʩʢʠʤIPsec VPN

ÅAPIC-EM ʧʦʜʜʝʨʞʚʘʝʪ ʪʦʣʴʢʦ IWAN ïDMVPN, PfR, AVC, etc.

Yes = Supported and Recommended No = Supported but Not-Recommended



Zone Based Firewall
(any traffic)

VPN ZBFW Snort IPS
Umbrella 
Branch 

(OpenDNS)

Stealthwatch
Learning 
Network

Firepower CWS



Åçɿʦʥʘè: ʥʘʙʦʨ ʠʥʪʝʨʬʝʡʩʦʚ ʨʘʟʜʝʣʷʶʱʠʭ ʦʙʱʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ñtrust levelò 

Åʌʠʣʦʩʦʬʠʷ: ʌʘʝʨʚʦʣʴʥʳʝ ʧʦʣʠʪʠʢʠ ʦʧʨʝʜʝʣʷʶʪ ʧʨʘʚʠʣʘ ʜʣʷ ʢʦʥʪʨʦʣʷ 
ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʟʦʥ(ʚʤʝʩʪʦ ʧʨʘʚʠʣ ʤʝʞʜʫ ʧʘʨʘʤʠ ʠʥʪʝʨʬʝʡʩʦʚ)

Zone-based Policy Firewall (ZBFW)

ZFW1

zone TRUSTED zone UNTRUSTED

Int 1

Int 3

Zone-Policy

OUTBOUND

Client1
Server

Int 4

Int 2

Client2

ʇʦʣʪʠʢʠ ZBFW ʦʜʥʦʥʘʧʨʘʚʣʝʥʳ: ʀʩʪʦʯʥʠʢ ʇʦʫʯʘʪʝʣʴ

Internet



TrustSec + DMVPN
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Problem Statement

ÅBYOD support for non-IT 
standard devices

ÅEnforcing consistent 
security policy

ɼʘʣʴʰʝ ʙʦʣʴʰʝ
TrustSec SGT ʧʦʚʨʝʭDMVPNʩʝʪʠ

WAN

Data Center

ASR 1000

IPv4 Clients

HR

FinanceAuthentication mechanisms: 802.1X, MAB, Web.Auth

HQ

ʗ ʩ ʦʪʜʝʣʘ 

ʢʘʜʨʦʚ 

(ʅR)

ɼʘʥ ʜʦʩʪʫʧ 

ʪʦʣʴʢʦ ʢ ʩʝʨʚʝʨʫ 

çʂʘʜʨʳè(HR)

Solution Overview

ÅSecure Group Tagging 
(SGT) for Context-aware
Firewall enforcement

ÅSecure Group Tag 
transport over  DMVPN, 
FlexVPN, GETVPN

Scalability

Å100 Gbps FW (ASR1K with 
ESP100)

ÅSupport up to 6M Sessions 
at 350K CPS (ASR1K with 
ESP100)

Solution 
Characteristics

ÅSecure Identity-based 
access; keep outsiders out

ÅControl Access and service 
levels based on Identity

ÅAuthorized access for users 
and devices

Branch

SGT Tag 

ʧʝʨʝʜʘʸʪʩʷ 

ʯʝʨʝʟWAN



OpenDNS
(dns)

VPN ZBFW Snort IPS
Umbrella 
Branch 

(OpenDNS)

Stealthwatch
Learning 
Network

Firepower CWS



Cisco Umbrella Branch (a.k.a OpenDNS)
ʇʝʨʚʝʡʰʠʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʬʠʣʠʘʣʴʥʦʡ ʩʝʪʠ

Cisco Umbrella Branch
208.67.222.222
208.67.220.220

ʋʩʪʨʦʡʩʪʚʘ ʬʠʣʠʘʣʴʥʦʡ ʩʝʪʠ

Å Visibility & enforcement at the 

DNS-layer

Å Block requests to malicious 

domains and IPs

Å Predictive intelligence: uncover 

current & emergent threats

Å Protect all devices on your 

branch network against:

o Malware

o Phishing

o C2 callbacks

MALWARE

C2 CALLBACKS

PHISHING

Block

Cisco ISR



Branch Office

Headquarters

Guests

Employees

VPN

SECURITY
Å Prevent guest or corporate users from 

connecting to malicious domains & IPs

Å Prevent already-infected devices from 

connecting to C&C 

ACCESS CONTROL
Å Guest: Inappropriate content

Å Corporate: Loss of productivity

ISR4k

INTRANET

TRAFFIC

ɿʘʱʠʪʘ ʛʦʩʪʝʚʦʛʦ ʠ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʪʨʘʬʠʢʘ

Cisco 
Umbrella Branch

Internet

Direct to Internet Access

WAN

ʊʨʝʙʫʝʪʩʷ ʣʠʮʝʥʟʠʷSEC/AX

+ ʧʦʜʧʠʩʢʘ ʥʘ OpenDNS cloud 

services (1Y or 3Y)



Stealthwatch
(NetFlow)

VPN ZBFW Snort IPS
Umbrella 
Branch 

(OpenDNS)

Stealthwatch
Learning 
Network

Firepower CWS



Stealthwatch Learning Network License (SLNL)

ʇʨʠʚʥʦʩʠʪ ʚʦʟʤʦʞʥʦʩʪʠʩʘʤʦʦʙʫʯʝʥʠʷ ʥʘ 
ʧʣʘʪʬʦʨʤʫ Cisco 4000 ISR 

ʅʝ ʪʨʝʙʫʝʪ ʥʘʩʪʨʦʡʢʠ ʬʘʝʨʚʦʣʴʥʳʭʧʨʘʚʠʣ, 
ʩʠʛʥʘʪʫʨ ʟʘʱʠʪʳ ʦʪ malwareʠʣʠ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʦʚ 
ʜʦʩʪʫʧʘ (ACL)

ʀʩʧʦʣʴʟʫʝʪʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ, ʩʝʪʝʚʦʡʢʦʥʪʝʢʩʪ, 
ʧʝʨʝʭʚʘʪ ʧʘʢʝʪʦʚ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʯʪʦ ʥʦʨʤʘʣʴʥʦ, ʘ 
ʯʪʦ ʥʝʪ ʚ ʩʝʪʝʚʦʤʧʦʚʝʜʝʥʠʠ

ʀʩʧʦʣʴʟʫʝʪʧʨʦʜʚʠʥʫʪʫʶ ʩʝʪʝʚʫʶ ʘʥʘʣʠʪʠʢʫ ʠ 
ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʠ ʙʣʦʢʠʨʦʚʢʠ
ʥʘʩʪʦʷʱʠʭʘʥʦʤʘʣʝʡ

ɸʜʘʧʪʠʨʫʝʪʩʷʧʨʠ ʠʟʤʝʥʝʥʠʠ ʫʩʣʦʚʠʡ

ISR ISR

Headquarters

Branch 1 Branch 2

Learning Network Agents

Learning Network Manager

DLA DLA



Cloud Web Security
(http and https)

VPN ZBFW Snort IPS
Umbrella 
Branch 

(OpenDNS)

Stealthwatch
Learning 
Network

Firepower CWS



Private
Cloud

ɹʝʟʦʧʘʩʥʦʩʪʴ ʧʨʷʤʦʛʦ ʜʦʩʪʫʧʘ ʚ ʀʥʪʝʨʝʥʝʪ
Cloud Web Security (CWS)

WAN1 
(IP-VPN)

CWS

Public 
Cloud

Internet

WAN2
(Internet)

Branch ɹʝʟʦʧʘʩʥʳʡ ʜʦʩʪʫʧ ʢ 

ʧʫʙʣʠʯʥʳʤ ʦʙʣʘʢʘʤʠ ʠ 

ʀʥʪʝʨʥʝʪ

ISR Connector to

CWS Firewall 

towers

Web Filtering, 

Access Policy, 

Malware Detect

IWAN IPsec VPN ʜʣʷ ʪʨʘʬʠʢʘ 

ʚ ʧʨʠʚʘʪʥʦʝ ʦʙʣʘʢʦ
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Cisco Cloud Web Security (CWS)
ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʧʦʣʠʪʠʢʘ ʠ 
ʛʨʘʥʫʣʷʨʥʘʷ ʦʪʯʸʪʥʦʩʪʴ

Åɻʠʙʢʘʷ ʦʪʯʸʪʥʦʩʪʴ 

ʧʦ 75+ ʘʪʨʠʙʫʪʘʤ

Åɻʣʫʙʦʢʘʷ 

ʚʣʦʞʝʥʥʘʷ 

ʥʘʙʣʶʜʘʝʤʦʩʪʴ

Åʆʙʟʦʨʥʳʝ ʜʘʥʥʳʝ, 

ʪʨʝʥʜʳ ʠ ʜʘʥʥʳʝ 

ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʡ

Administrator

CWS

CWS ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʮʝʣʦʩʪʥʫʶ, ʫʧʨʘʚʣʷʝʤʫʶ, ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʫʶ ʚʝʙ-ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ 

ʝʜʠʥʫʶ ʧʦʣʠʪʠʢʫ ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʛʜʝ ʠ ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʠ ʚʳʭʦʜʷʪ ʚ ʀʥʪʝʨʝʥʪ

ɻʨʘʥʫʣʷʨʥʦʩʪʴ 

Åʀʥʪʝʛʨʘʮʠʷ ʩ ʩʫʱʝʩʪʚʫʶʱʝʡ 
ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ

Åʀʥʪʝʛʨʘʮʠʷ ʩ ʜʠʨʝʪʦʨʠʷʤʠ (ɸɼ)

Åʄʥʦʞʝʩʪʚʦ ʦʧʮʠʡ ʚʥʝʜʨʝʥʠʷ

ʂʦʥʪʨʦʣʴ ʧʦʣʠʪʠʢ

Åʂʦʥʪʨʦʣʴ Web 2.0 

Åɼʚʦʥʘʧʨʘʚʣʝʥʥʳʡ ʢʦʥʪʨʦʣʴ 

Åɼʠʥʘʤʠʯʝʩʢʘʷ ʚʝʙ-
ʢʣʘʩʩʠʬʠʢʘʮʠʷ

ÅHTTP/HTTPS ʩʢʘʥʠʨʦʚʘʥʠʝ

ɹʝʟʦʧʘʩʥʦʩʪʴ

Åɸʥʘʣʠʟ ʚʪʦʨʞʝʥʠʡ

Åʄʠʣʠʘʨʜʳ ʚʝʙ-ʟʘʧʨʦʩʦʚ ʚ ʜʝʥʴ

Åɸʥʘʣʠʟ ʚʩʝʛʦ ʢʦʥʪʝʥʪʘ ʚ 
ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ

Åʕʬʬʝʢʪʠʚʥʘʷ ʟʘʱʠʪʘ ʦʪ zero-
day ʘʪʘʢ

Office Based

User

Roaming

User

Mobile

Devices

Internet



To Internet

CSR

RADIUS 

Server

CWS 

Tower

Primary CWS Tower

CSR

RADIUS 

Server

CWS 

Tower

Secondary CWS Tower

To Internet

ISR-Dual-WAN

Branch ISP-2

ISP-1

ISR 4k ʠCWS
ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʩ ʪʫʥʥʝʣʠʨʦʚʘʥʠʝʤ



SNORT powered IPS/IDS

VPN ZBFW Snort IPS
Umbrella 
Branch 

(OpenDNS)

Stealthwatch
Learning 
Network

Firepower CWS



Snort IDS/IPS

Cisco ISR 4000 Series

Snort
ɼʦʩʪʫʧʥʦ ʢ 

ʟʘʢʘʟʫ!

ʇʦʤʦʛʘʝʪ ʧʨʦʡʪʠ ʘʫʜʠʪʳ PCI DSS 

ʜʣʷ ʬʠʣʠʘʣʦʚ

ɺʩʪʨʦʝʥʥʘʷ ʟʘʱʠʪʘ ʚ ʬʠʣʠʘʣʴʥʳʝ

ʨʦʫʪʝʨʳ ISR 4000

ɼʦʧʣʥʷʝʪʚʩʪʨʦʝʥʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ISR 4000

ʃʝʛʢʦʚʝʩʥʘʷʟʘʱʠʪʘ ʩ ʥʠʟʢʦʡ ʩʪʦʠʤʦʩʪʴʶ 

ʚʣʘʜʝʥʠʷ(TCO)ʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʤʠ 

ʦʙʥʦʚʣʝʥʠʷʤʠ

ɼʦʩʪʫʧʝʥ ʤʦʥʠʪʦʨʠʥʛ ʯʝʨʝʟ

üɹʦʣʴʰʝ4 ʤʣʥ.ʟʘʛʨʫʟʦʢ

ü 500,000 ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ

üʐʠʨʦʢʦʠʟʚʝʩʪʥʳʡ ʚ ʤʠʨʝ IPS 

üʈʝʰʝʥʠʝ ʪʨʝʙʫʝʪ:

ü SEC/ɸʍʣʠʮʝʥʟʠʶ

ü ʇʦʜʧʠʩʢʫ ʥʘ ʦʙʥʦʚʣʝʥʠʝ ʩʠʛʥʘʪʫʨ (1Y ʠʣʠ3Y)



Snort vs FirePower Thread Defense for ISR

Threats Application 

visibility and 

control

Contextual

awareness

Impact 

assessment

Automated

IPS tuning

User 

identities

FireSIGHT

Snort IPS

FirePower

IPS and 

Apps



Snort vs. FirePOWER Threat Defense
Snort FirePOWER

IDS Yes Yes

IPS Yes Yes

Signature set Snort FirePOWER

Application Control and URL Filtering No Yes

Next Gen FW No Yes

SSL Traffic inspection No Yes, with the help of SSL 

decryption appliance

Advanced Malware Protection No Yes

Centralized Management APIC EM IWAN App (March 2016)

Cisco Prime Infrastructure (Nov 2015) 

FireSIGHT appliance

Centralized Monitoring No (third-party tools) FireSIGHT appliance

Application/Endpoint visibility and profiling No Yes

Performance Less than 1 Gbps Upto 40 Gbps

Compute required 1 core CPU 4 vCPUs



Community 

Rule Set

Subscriber Rule 

Set

Pricing free paid

Number of rules 3000+ 30,000+

Coverage in advance of exploits No Yes

Signature availability 30 days later Fastest access to 

Talos signature 

updates

SnortEngine ñLatest-1ò 

compatibility

90 days only

SLA No

Level 3 support No Bugzilla

1. Memory ï8 G RAM

2. License ïSEC-K9

3. Subscription

4. Container OVA installation

5. Container service activation

6. Enabling IPS/IDS

7. Enable Snort configuration

8. Reporting

9. Signature updates

10. Ability to whitelist

Community Rule Set vs Subscriber Rule Set



FirePOWER Threat Defense for ISR

VPN ZBFW Snort IPS
Umbrella 
Branch 

(OpenDNS)

Stealthwatch
Learning 
Network

Firepower CWS



S
c
a

la
b

ili
ty

Feature Richness

Cisco UCS-
E140S

Å SKU: UCS-

E140S-M2/K9

Å Cores: 4

Å RAM: 8-16GB 

(2 DIMMs)

Å HDD: 2 hard-

drives, available 

in 3 SSD, SAS 

and SATA 

options

Cisco UCS-
E180D

Cisco UCS-
E160D

Å SKU: UCS-

E160D-M2/K9

Å Cores: 6

Å RAM: 8-48GB 

(3 DIMMs)

Å HDD: 3 hard-

drives, 

available in 

SSD, SAS and 

SATA options

Å SKU: UCS-

E180D-M2/K9

Å Cores: 8

Å RAM: 8-48GB (3 

DIMMs)

Å HDD: 3 hard-

drives, available 

in SSD, SAS and 

SATA options

Å SKU: UCS-

EN120S-M2/K9

Å Cores: 2

Å RAM: 4-16GB (2 

DIMMs)

Å HDD: 2 hard-

drives, available in 

2 SAS and SATA 

options

Cisco UCS-
EN120S

Cisco UCS-
EN120E

Å SKU: UCS-

EN120E

Å Cores: 2

Å RAM: 4-8GB 

(1DIMM)

Å HDD: up to 200GB 

SSD Storage

Cisco UCS-
EN140N

Å SKU: UCS-

EN140N

Å Cores: 4

Å RAM: 4-8GB 

(1DIMM)

Å HDD: up to 200GB 

SSD Storage

* Hard drives Not included

New



ɻʦʚʦʨʷ ʦ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʬʠʣʠʘʣʦʚ 
ʜʫʤʘʝʤ ʦ ISR4000

Cisco ISR 4000 Series

http://www.cisco.com/go/routersecurity

http://www.cisco.com/go/routersecurity


ʀ ʧʦʤʥʠʤ, ʯʪʦ ʙʝʟʦʧʘʩʥʦʩʪʴ ïɻ ʪʦ ʥʝ ʪʦʣʴʢʦ 
ʬʘʝʨʚʦʣʣ ʠ VPN, ʵʪʦ ʘʨʭʠʪʝʢʪʫʨʘ

Cisco ISR 4000 Series

http://www.cisco.com/go/routersecurity

Callmanager

Voice Gateway

WLAN-Controller

Switch
WAN Optimzer & Content Cache

Server

Firewall

http://www.cisco.com/go/routersecurity


ʆʧʪʠʤʠʟʘʮʠʷ ʨʘʩʭʦʜʦʚ:
ʰʘʛ ʩʦ ʩʪʦʨʦʥʳ ʚʝʥʜʦʨʘ

Cisco ONE



ʌʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʇʆ1

Cisco ONEÊ

Foundation

Cisco ONE
ʩʦʬʪ ʩ ʞʝʣʝʟʦʤ ïʚʤʝʩʪʝ ʜʝʰʝʚʣʝ

ɹʝʩʧʨʦʚʦʜʥʘʷ| ʂʦʤʤʫʪʘʮʠʷ| ʄʘʨʰʨʫʪʠʟʘʮʠʷ

ʌʠʟʠʯʝʩʢʘʷ| ɺʠʨʪʫʘʣʴʥʘʷ

ʇʣʘʪʬʦʨʤʘ2

ʊʨʘʜʠʮʠʦʥʥʘʷ

ʇʦʜʧʠʩʢʘ

ʂʦʨʧʦʨʘʪʠʚʥʘʷ

ʤʦʜʝʣʴ

ʄʦʜʝʣʴ ʧʦʢʫʧʢʠ3

Advanced 

Application

Advanced 

Security



ɺr ʚʦʜʳ



Cisco Digital Network Architecture

ɸʚʪʦʤʘʪʠʟʘʮʠʷ

SDN-ʢʦʥʪʨʦʣʣʝʨCisco 

APIC-EM + ESA + Apps

ʋʧʨʘʚʣʝʥʠʝ ʩʝʨʚʠʩʘʤʠ ʢʘʢ ʠʟ ʦʙʣʘʢʘ

TALOS + CWS + OpenDNS

ɺʠʨʪʫʘʣʠʟʘʮʠʷ

IOS-XE 16.x  + ISR 4000 + UCS-E + ECNS

ɸʥʘʣʠʪʠʢʘ

StealthWatch + TALOS + 

OpenDNS + AMP 

ɺʦʟʤʦʞʥʦʩʪʴ 

ʟʘʛʣʷʥʫʪʴ ʠʟʥʫʪʨʠ 

ʠ ʧʦʯʝʨʧʥʫʪʴ ʟʥʘʥʠʷ 

ʜʣʷ ʠʥʥʦʚʘʮʠʡ

ɸʚʦʤʘʪʠʟʘʮʠʷ ʠ 

ʥʘʙʶʜʘʝʤʦʩʪʴ

ɹʝʟʦʧʘʩʥʦʩʪʴ ʠ 

ʩʦʦʪʚʝʪʩʚʠʝ 

ʪʨʝʙʦʚʘʥʠʷʤ 

ʨʝʛʫʣʷʪʦʨʦʚ

ʇʨʠʥʮʠʧʳ

ʀʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ
ʇʦʣʥʦʝ ʧʦʢʨʳʪʠʝ ʘʨʭʠʪʝʢʪʫʨʳ ʫʩʣʫʛʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ

ʉʝʪʝʚʳʝ ʧʨʠʣʦʞʝʥʠʷ

Netconf/YANG | CLI | Netflow | ʊʝʣʝʤʝʪʨʠʷ

REST API  |   developer.cisco.com



ɺʳʚʦʜʳ

1. ʉʦʚʨʝʤʝʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʪʨʝʙʫʝʪ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʚʩʝʡ ʩʝʪʠ.

- ɺʩʷ ʩʝʪʴ ʢʘʢ çʫʩʪʨʦʡʩʪʚʦè ʙʝʟʦʧʘʩʥʦʩʪʠ

- ʉʘʤʠ ʞʝ ʫʩʪʨʦʡʩʪʚʘ ʪʘʢʞʝ ʜʦʣʞʳ ʫʤʝʪʴ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ

2. SDN ʧʦʜʭʦʜ ʥʝʟʘʤʝʥʠʤ ʚ ʜʝʣʝ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ.

- ʂʦʥʪʨʦʣʣʝʨSDN Cisco APIC-EM ʙʝʩʧʣʘʪʝʥʪ ʠ ʜʦʩʪʫʧʝʥ ʢʘʞʜʦʤʫ

- ɽʩʪʴ ʠʥʪʝʨʝʩʥʳʝ ʠ ʧʦʣʝʟʥʳʝ ʙʝʩʧʣʘʪʥʳʝ ʧʨʠʣʦʞʝʥʠʷ

- ɽʩʪʴ ʥʝʤʥʦʛʦ ʧʣʘʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ

- ɾʜʸʤ ʠʥʪʝʨʝʩʥʳʝ ʩʮʝʥʘʨʠʠ ʚ ʚʠʜʝ ʧʦʩʣʝʜʫʶʱʠʭ ʧʨʠʣʦʞʝʥʠʡ

3. ɹʝʟʦʧʘʩʥʦʩʪʴ ïɻ ʪʦ ʘʨʭʠʪʝʢʪʫʨʘ.

- ʉʝʪʴ ʢʘʢ ʩʦʩʪʘʚʥʘʷ ʯʘʩʪʴ ʦʙʱʝʡ ʘʨʭʠʪʝʢʪʫʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ

- ʂʦʤʧʣʠʤʝʥʪʘʨʥʳʝ ʨʝʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦʢʨʫʛ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ

4. ʄʥʦʛʦ ʩʦʬʪʘ ʟʘ ʜʸʰʝʚʦ ïCisco ONE.



ɾʜʸʤ ʠʥʪʝʨʝʩʥʳʝ ʥʦʚʠʥʢʠ ʥʘ 
Cisco Enterprise Networks Forum!
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