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KljuCna vprasanja

« Smo ze bili napadeni, ne Se...kdaj bomo ?
« Ali smo pripravljeni na kibernetsko izsiljevanje ? Bomo placali ?

 Ali bomo javno komunicirali, prijavljali organom ?

 Ali imamo tehniCne vire za obvladovanje situacij?

 Ali smo zavarovani v primeru poslovne izgube ?

 Ali imamo nacrt za obvladovanje varnostnih tveganj ?

 Ali imamo operativni plan za odzivanje na takSne dogodke?

 Ali imamo nacrt okrevanja ?



DoS/DDoS ali onemogocanje

Napad onemogocanja je poskus da se onemogoci delovanje IKT storitve.
VecCinoma so napadi usmerjeni na spletne storitve.

Onemogocanije je lahko samostojen napad, lahko je krinka za globlji vdor.
Napad je lahko bolj ali manj agresiven, lahko traja poljubno dolgo.

DDoS

Vec kot 90% organizacij je ze
dozivelo kibernetski napad.

Phishing
Worms and Virus Damage
Unauthorized Access

Criminal SPAM

Vec kot 51organizacij % je dozivelo
napad onemogocanja ki je tudi
najbolj pogost napad.*
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Fraud
Advanced Persistent Threat
Theft of Prop. Info./Intellectual Capital

Corporate/Geo Political Sabotage

None of the Above

0% 10% 20% 30% 40% 50% 60%

vir: Radware 2015-2016 Global Application And Network Securtiy Report



Tipi napadov onemogocanje cisco

Volumetricni napad zapolni pasovno Sirino povezave storitve do
Internet omezja in obiCajnim uporabnikom onemogoci dostop do storitve

Napad z velikim stevilom TCP povezav je usmerjen na naprave
Ki si zapomnijo stanja povezay, jim s tem zapolni RAM.

Napad s fragmentiranimi paketi je sestavljen iz velike mnozice TCP |
ali UDP fragmentov, ki jih napadena naprava poskuSa sestavljati, pri
tem porablja procesorske zmogljivosti.

Aplikativni napad je usmerjen na doloceno storitev in izkoriS€a Njeno .. radware security Report
funkcionalnost ali pomanjkljivost, obi¢ajno ne potrebuje velike koliCine
prometa, je specifiCen in ga je zato tezje odkriti in preprediti.

CDSEC



Prozenje napadov onemogocanje

Priprava okolja za napad na nacin, da napadalci okuzijo veliko
Stevilo naprav v Internetu s programi (boti), ki jim omogocijo, da
prevzamejo kontrolo nad napravo.

Prozenje napada z aktiviranjem okuzenih naprav in z uporabo
doloCene ali kombinacije metod onemogocCanja in usmeritvijo

napada na izbrano internetno storitev. Onemogocéanije kot storitev
_ (DDoSaas) je velik posel,
Pri napadih z odbojem in ojacanjem je lahko za ojacanje ucCinka za 10EUR se dobi ,spodoben”
uporabljena legitimna infrastruktura (DNS reflection, Chargen napad.
reflection, smurf napad,..) Napadalcem ne plaéujte !

Ker jih s tem financirate



Ty

Rast volumetricnih napadov

Najvedji registrirani volumetricni napadi po letih.” Skoraj tri Cetrtine operaterjev
. X globalno ima sredstva, da
500 lahko prepreci napad
. onemogocanja *
350
g 300 Med njimi je tudi Telekom
R Slovenije

150 100 Gbps

100

60 Gbps
! 8 Gbps
0 O— Z

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

V TS najvedji zabelezeni napad je bil na hcerinsko firmo v velikosti 23Gbps.

*vir: Arbor Networks Worldwide Infrastructure Security Report (/' @ (




Survey Respondents

Motivi onemogocCanja
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Motiv napada je lahko materialna korist, onemogocanje konkurence, (hackt)ivizem,

objestnost, politicho motivirano...

Kibernetski kriminal je vreden 0,8% BDP globalno (droge 0,9%)*

45% 42%
20% — ® 1%
® 35%

35% — ® 31%
30% — ® 31%
30%

25% —— 20%
20% — ® 26%
—— ® 23%
® 23%

10% —— ® 21%
o5 @ 21%
® 19%

0% 9%

Criminals demonstrating DDoS attack capabilities
Online gaming-related

Criminal extortion attempt

Online gambling-related

Nihilism/vandalism

Social networking-related

Political/ideological disputes

Diversion to cover compromise/data exfiltration
Flash crowds

Competitive rivalry between business organizations
Inter-personal/inter-group rivalries
Misconfiguration/accidental

Financial market manipulation

Intra-criminal disputes

* vir: Mcafee and the center for strategic and international studies, 2014

** vir: Arbor Networks Worldwide Infrastructure Security Report

Slovenski kibernetski
napadalci so
predstavljeni v filmu
#hekerji.si
priporoCam ogled
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Zrtve onemogodanja

Zrtve napadov onemogoc&anja z vidika ponudnikov storitev.

70% 63%
® 42%
60% ® 42%
® 42%
1]
= ou% ® 37%
]
i 36%
) 40% I
= ® 24%
Q
n; 30% ® 24%
o ® 18%
& 20% —— ® 12%
® 1%
10% —— ® 10%
5%

0%

* vir: Arbor Networks Worldwide Infrastructure Security Report

End-user/subscriber
Financial services
Hosting
Government
E-commerce
Gaming
Education
Gambling

Utilities
Manufacturing
Law enforcement
Healthcare

Other
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Kaj se ta trenutek dogaja na
globalni DDoS sceni ?

Digital Attack Map
http://www.digitalattackmap.com

CISCDSEC
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e Graf prikazuje distribucijo DDoS napadov zabeleZzenih v omrezju TS glede na
resnost napada

0 20K 40K 60K 8.0K 10K 12K 14K

High

0 20K 40K 60K BOK 10K 12K 14K 16K 1BK 20K Medium

High

Low

Medium

Severity Count
High 1599
Medium 1685
Low 19735

Vir: Sistem Peakflow za obdobje 1 leta C l SC SEC



DDoS v omrezju TS cisco

* Porazdelitev napadov glede na opazovane tocke v omrezju TS

0 20K 4.0K 60K B.OK 10K

T1600-PEER-DRAVLIE

T1600-FPEER-TEZNO

ASRS000-IF OP -DUNA)

0 20K 40K 60K BOK 10K 12K  Srs0004pOP-PRISTINA
T1600-F EER-DRAVLIE ASR9000-IP OP -SKOP |E
TL600-PEER-TEZND Router Count
[l T1600-FEER-DRAVLIE 10012
|0 T1600-PEER-TEZND 7519
ASRS000-IP OP-DUNA) IR 4539000- 0P DN e
I ASRO00C-IPOP-PRISTINA 122

] ASR9000-IPOP-SKOPJE 325

ASRI000-P OP -SKOP JE 2 O 1 6

SRO000-1POP -PRISTINA

Router Count
I T1500-PEER-DRAVLIE 11631
[l T1600-PEER-TEZNO 11343
B ASRS000-IPOP-DUNAT 4245
B ASR2000-IPOP-SKOPIE 651

B e CISCDSEC



DDoS v omrezju TS

« Stevilo mitigacij zabeleZenih v omreZju TS (november-februar)

Number of mitigations

Fri2g | Mon 8  Monl5  Mon 22
Mon Feb 1

Sun 29
Tue Dec 1

Thu 29 | Sun 22

Sun Nav 1

Sun 8 Sun 15 Tue 8

Tue 15

Tue 22 Tue 29

2016

Frig Fri 15 Fri 22

CISCO

virsntemi podait S O SEC



Primer DDoS napada zabelezenega v omrezju TS

Na grafu vidimo kako povecano Stevilo paketov vpliva na prepustnost pozarnega zidu
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FW MOBIX-UR - Unicast Packets - VMESNI_18G
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1340 14:00

Minimum: 32.20k
Minimum: 35.32k

Vir: Interni podatki TS
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e Slika prikazuje nacin obrambe proti DDoS

* Analiza -> Detekcija -> IzloCanje laznega IP prometa C0S80005 |
Ptk Notwork Apphcation level Tweats
J— Zero-Mnute
ntound MCIO_D’EG_W
Real-Time
Signature J
i

g\ Application-Layer

DDoS Impact
ISP 1 Attack Traffic — 5 \
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Remove when attack
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Target Applicatiobs
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A CISCDSEC

Vir: Radware




llllollll
CISCO
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* Na sliki je prikazana omrezna infrastruktura, ki v TS omogoca cis¢enje
zlonamernega IP prometa

— 0 wm—
. =

TABOR

V modri barvi je prikazan obicajni prometni tok

ARBOR-TMS-3110 g
193.77.204.205 -

V rdeci barvi — tok prometa v primeru cis¢enja

MOBILNO OMREZIE

Vir: Telekom Slovenije, d.d.

CISCDSEC
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Mitigations

Primer napada DDoS

Duration: Feb 23 17:17 &4€* 17:25 (0:08)

TMS:

Name

Dropped Passed

Alert 966184 Auto-Mitigation M/A

N/A

Severity Level:  Severity Percent: Impact: Direction: ~ Misuse Types:  Managed Object: ~ Target:
@88 High 926.0% of 300 Mbps 2.8 Gbps/298.2 Kpps Incoming Total Traffic Mobitel Subscribers 213.229.198.52
3 Fast Flood Top Misuse Type: Total Traffic  at Managed Object Boundary
Aert Traffic * Misuse Types Exceeding Trigger Rate
() Total Traffic @uor @ P Fragmentaton @ ICMP @) Dropped Traffic
27754 Kpps
250.00 Kpps
200.00 Kpps
150.00 Kpps
100.00 Kpps
50.00 Kpps
0.00 Egs —
:17:37 17:18:20 17:19:10 17:20:00 17:20:50 17:21:40 17:22:30 17:23:20 17:24:10 17:25:00 17:25:37
Top Traffic Patterns (last 5 minutes)
Source Protocol Flags Src Port Destination Dest Port Router Alert Traffic W
1. Highly Distributed uoe - 0 213.229.198.52/32 0 TI600-PEER-TEZNO 106.80 Kpps
2. Highly Distributed uoe - 19 (chargen) 213.229.198.52/32 1024 - 65535 (Dynamic) TI600-PEER-TEZNO 73.20 Kpps
3. Highly Distributed uoe - (1] 213.229.198.52/32 a T1600-PEER-DRAVLJE 45.60 Kpps
4. Highly Distributed uoe - 19 (chargen) 213.229.198.52/32 1024 - 65535 (Dynamic) TL600-PEER-DRAVLE 30.93 Kpps
5. 146.66.155.122/32 uoe - 27067 213.229.198.52/32 27005 TI600-PEER-TEZNO 200.00 pps
6. 185.62.190.176/32 uoe - 9984 213.229.198.52/32 56366 TI600-PEER-TEZNO 133.00 pps
7. 188.75.70.126/32 uoe - 19 (chargen) 213.229.198.52/32 4142 (oidocsve) TI600-PEER-TEZNO 66.00 pps
8 £9.19.14.178/32 uoe - 0 213.229.198.52/32 0 TI600-PEER-TEZNO 66.00 pps
9. 31.13.84.8/32 TCP AP 443 (https) 213.229.198.52/32 36420 TI600-PEER-TEZNO 66.00 pps

CISCO

CISCDSEC

Vir: Interni podatki TS
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T1600-PEER-LJ-DRAVLIE / Interface_aelG
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CISCO

Pogostnost napadov posameznega tipa

Graph : Top Attacks

Vir: Telekom Slovenije, d.d.

Attack Name

. BLICNET -PREFIXES

. ELTA

[] BRAS_LJ_Dravl_DynIP [] BRAS_MB_Tab2_DynIP

N

CISCDSEC
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Obramba proti DDoS v TS

Peakflow"

Peakflow SP: Customer Alerts hu 10 Nov 2016 14:54:48 CET

Classification &
Imgortance W Alert Tine 3
138575 [ ] IﬂkFﬂlM DoS Host Alert Oct 27 12-34 - 12:37 {0:03) Possible Attack
7,163.0% of 10 Kpgs Ircoening Host Alert to 3147111 The "UDR" host alert signatre has been triggered at
119 Gbps, 11 Mogas using ELTA router “TLEO0-PEER-DRAVLJE". [expected rate: 300.00
Misuse Types: Kpps, observed rates B1L86 Kpgs) (by auvto-snnotation)
IP Fragementation, Total Traffic, UDP, DNS Amplification
1100446 @88 High DoS Host Alert Sep 17 20:07 - 20:36 (0:18) Possible Attack
4,774.0% of 10 Kpgs: Incoening Host Alert to 217 71 53.176 The "UDE" host alert signature has been triggered at
6.8 Ghps, 651.4 Kpps. sing ETA router "TLEOD-PEER-DRAVLIE®. [expected rate: 200.00
Misuse Types: Kpps, abserved rate- 325 61 Kpps) (by suto-snnatation)
ICMP, [P Fragmentation, Total Traffic, UDP, DNS Amplification
1146224 @B@ High jy Fast Flood Dos Host Alert Mov § 13:21 - 13:29 (0:08) Passible Attack
3,424.0% of 10 Kpas Iretening Host Alert to 6268 11181 The "UDP" het alert signatre has been triggered at
5.5 Gbps, 5340 Kpps using EITA router "TLEOO-PEER-DRAVLIE". [axpacted rate: 300.00
Misuse Types: Kpps, observed rate- 41276 Kpps) (by awto-smnctation)
ICMP, [P Fragmentation, Total Traffic, UDP, DNS Amplification
1103069 [T 1] I‘ﬁbFﬂlM DaS Host Alert Sep 20 71:55 - 21:59 (0:04) Possible Attack
2,502.0% of 10 Kpps |wmmmmmmn The Wmd&lwammwn
41 Gbps, 403.4 Epps. sing ELTA
Misuse Rm observed rate- 267 Kpps) mym-m-us

T4 L1113 22Y

@88 Hgh b Fast Flood
2,226.0% of 10 Kpps
37 Gbgs, 3610 Kpps

@88 High jy Fast Flood
1.203.0% of 10 Kpps
19 Gbps, 2008 Kpps.

BOE High jy Fast Fload
224.0% of 10 Kpps.
1.3 Gbps, 126.0 Kpes

B8E High
782.0% of 10 Kpps
B62.5 Mbps, 5.0 Kpps

@88 High
749.0% of 10 Kpps
L0 Gbgs, 1048 Kpps

@EE High jy Fast Flood

BBE Hgh b Fast Flood
S35.0% of 10 Kpps
5057 Mbps, 501 Kpps

@88 High
£72.0% of 10 Kps
5810 Mbgs, 798 Kpps

a8e High
ATLO% of 10 Kpps
950.2 Mbps, 1094 Kpps

Types:
ICMP, [ Fragmentation, Tatal Traffic, DNS Armplificstion
DoS Host Alert
Ircoening Host Alert to 108124 213 B2
ing ELTA

sing
Misuse: Types:
ICMP, [P Fragmentation, Tatal Traffic, DNS Amplification

DoS Host Alert
Incoeming Host Alert to 31.47.15.182

wsing EITA
Misuse Typest:

ICMP, [ Fragmentation, Tatal Traffic, chargen Amplification
DoS Host Alert
Iretening Host Alert to 6268 104128

using EITA
Misuse Types:

IF Fragrmentation, Total Traffic, DNS Amplification
DoS Host Alert
Incoening Host Alert to 314714244

wusing ELTA

Misuse Types:
IP Fragenentation, Total Traffic

Do5 Host Alert
Ircr.miq Host Alert to 79,143,162 246
Ilmae‘rypu
IP Fragmentation, Total Traffic
DoS Host Alert
Incoening Host Alert to 31.47.1.164
wusing ELTA
Misuse Types:
Total Traffic, UDP, SSOP Amplification
DoS Host Alert
Ircr.miq Host Alert to 31.47.1.16
IllmTypH
L Ffwlxboﬂ. Total Traffic
Host Alert
|n:mirq Hast Alert to 79143 160,12
using EITA
Misuse Types:
IP Fragmentation, Total Traffic
DoS Host Alert
Irecening Host Alert to 76.143.160.12
wusing ELTA
Misuse

Types:
IP Fragmentation, Total Traffic

Sep 20 2141 - 20:50 (0:09)

Oct 2 1804 - 1810 (0:07)

Mav 5 F0:54 - 2220 (1:26)

Sep 16 21:33 - 2138 {0:05)

Sep 2118:24 - 18:31 (0:07)

Mav 1 21:33 - 22-36 (1:03)

Oct 4 30:25 - 20-29 (004}

Oct 71911 - 19:19 {0:08)

Oet 7 20:02 - 20-13 {0:11)

Possible Attack

The “ICMP* hast alert signature has been triggered st
router "ASAS000-POPPRISTINA", (expected rate: 2.50
Kpps, observed rate: 204 Kpps) (by sutosanatation]

Attack
The "DNS Arglification” host alert sigrature has been
triggered at router “TIG00-PEER-DRAVLIE". (expected
rate: 200,00 Mbps/30.00 Epps, observed rate: 269.43
Migisf23.85 Kpps) (By suto-annotation)

Possible Attack
The "IP F hest slert s
configured for "ELTA™ mmmmlm

chenging Severity Level from medium to lexpected
rates 10.00 Kpps, observed rate: T8.16 Kpps) fby auto-
snnotation)

Attack
The "IF jon™ hest alert sk ity rate
configured far "ELTA™ has been exceaded for 3 mirutes,
changing Severity Level from medium to high [expected
rate: 10.00 Kpps, observed rate- 74.93 Kpps) (boundary:
managed object] (by suto-sanotaton)

Possible Attack

The "SSP Amplification” host skert signature has been
triggered at router “TIG00-PEER-DRAVLIE™. (expected
rate: 200000 Mbps/100.00 Kpps, nhmmzzﬂm
MEgf106.17 Kpps) By suta-anol

Possible Attack

The Total Traffic” host sert signature has been triggered
at router "TI600-PEER-DAANLIE". (expected rate: 300,00
MEgsf300.00 Kpps, observed rate: 350 44 Mbps/34.21
Kpps) (by suto-sanotation)

Possible Attack

The Total Traffic® host sert signature hit been triggered
at router "TIG00-PEER-DRAVLIE". (expected rate: 300.00
Mbgs/300.00 Kpgs, observed rate: 47183 Mbps/63.12
Emus) by auto-snnotation)

Possible Attack

The “IP R ion™ host alert i ity rate

charging Severity
rabe: 10.00 Kpps, observed rates 4434 Kpps) (boundary:

CISC2
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V Telekomu Slovenije za zaScito svojih
naroc¢nikov uporabljamo najboljSe "c||'s'(':|c"'
razpolozljive tehnologije

TelekomSlovenije

3 radware}

CISCDSEC




Telekom Slovenije v okviru naprednih storitev ponuja naslednje:

« Osnovni paket
* mesecna naroc¢nina
* ni avtomatske detekcije napadov
* ni avtomatskega CiS€enja napadov
« obraCunava se vsako CiSCenje napada, ki ga stranka sprozi s klicem na Telekom Slovenije
* mesecno porocilo

« Nadstandardni paket
* mesecCna narocnina
« avtomatska detekcija napadov /
« avtomatsko CiSCenje napadov
* mesecno porocilo
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Hvala

Telekom Slovenije, d.d.
Cigaletova 15
1000 Ljubljana

CISCDSEC

T: 041 700 700 ali 080 8000
E: info@telekom.si


http://www.telekom.si/

