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Preface

The Cisco Security Appliance Configuration Guide using ASDM contains the information that is
available in the ASDM online help system.

This preface contains the following topics:
- Related Documentation, page xlv
- Document Conventions, page xlv
- Obtaining Documentation and Submitting a Service Request, page X! vi

Related Documentation

For more information, refer to the following documentation:
» Release Notes for Cisco ASDM
» Cisco ASA 5500 Series Configuration Guide using the CLI
» Cisco ASA 5500 Series Command Reference
» Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide
» Cisco ASA 5505 Series Adaptive Security Appliance Getting Started Guide
» Cisco ASA 5500 Series Release Notes
» Cisco ASA 5500 Series System Log Messages
= Open Source Software Licenses for ASA and PIX Security Appliances

Document Conventions

Command descriptions use these conventions:
- Braces ({ }) indicate arequired choice.
» Square brackets ([ ]) indicate optional elements.
- Vertical bars ( |) separate alternative, mutually exclusive elements.
- Boldface indicates commands and keywords that are entered literally as shown.
« ltalicsindicate arguments for which you supply values.
Examples use these conventions:
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- Examples depict screen displays and the command line in screen font.

- Information you need to enter in examples is shown in boldface screen foNt.

- Variables for which you must supply avalue are shown in italic screen font.
N

Note  Means reader take note. Notes contain hel pful suggestions or references to material not covered in the
manual.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using areader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.
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Getting Started






Before You Start

This section describes the tasks you must perform before you use ASDM, and includes the following
topics:

- Factory Default Configurations, page 1-1

- Configuring the Security Appliance for ASDM Access, page 1-4
- Setting Transparent or Routed Firewall Mode at the CL1, page 1-5
- Starting ASDM, page 1-5

« Configuration Overview, page 1-8

Factory Default Configurations

The factory default configuration is supported on all security appliances, except for the PIX 525 and PI X
535 models.

For the ASA 5505 model, the factory default configuration includes predefined interfaces and NAT, so
that the adaptive security appliance is ready to use in your network as delivered.

For the PIX 515, PIX515E, ASA 5510, and higher version models, the factory default configuration
provides a management interface to allow you to connect to the security appliance using ASDM, from
which you can then complete your configuration.

Thefactory default configuration is available only in routed firewall mode and single context mode. See
Configuring Security Contexts for more information about multiple context mode. See the Configuring
the Transparent or Routed Firewall for more information about routed and transparent firewall mode.

This section includes the following topics:
- Restoring the Factory Default Configuration, page 1-1
» ASA 5505 Default Configuration, page 1-2
» ASA 5510 and Higher Version Default Configuration, page 1-3
« PIX 515/515E Default Configuration, page 1-4

Restoring the Factory Default Configuration

To restore the factory default configuration, perform the following steps:
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B Factory Default Configurations

Stepl  Choose File > Reset Device to the Factory Default Configuration.
Step2  To change the default IP address, do one of the following:

- For the ASA 5500 series, check the Use this address for the Management 0/0 interface that will
be named as“ management” check box, enter the new |P address in the Management |P Address
field, and then choose the new subnet mask in the Management Subnet Mask drop-down list.

« For the PIX series, check the Usethis addressfor the Ethernet 1 interface, which will be named
“inside” check box, enter the new inside |P addressin the Inside |P Address field, and then choose
the new inside subnet mask in the Inside Subnet Mask drop-down list.

Step3  Click OK.

Note  After restori ng the factory default configuration, the next time you reload the adaptive security
appliance, it boots from the first image in internal Flash memory. If an image does not exist in internal
Flash memory, the adaptive security appliance does not boot.

ASA 5505 Default Configuration

The default factory configuration for the ASA 5505 adaptive security appliance provides the following:

« Aninside VLAN 1 interface that includes the Ethernet 0/1 through 0/7 switch ports. If you did not
set the | P addressin the configur e factory-default command, thenthe VLAN 1 IP address and mask
are 192.168.1.1 and 255.255.255.0.

« Anoutside VLAN 2 interface that includes the Ethernet 0/0 switch port. VLAN 2 derivesits IP
address using DHCP.

» The default route is also derived from DHCP.
« All inside IP addresses are translated when accessing the outside interface using PAT.

- By default, inside users can access the outside with an access list, and outside users are prevented
from accessing the inside.

- The DHCP server is enabled on the adaptive security appliance, so that a computer connecting to
the VLAN 1 interface receives an | P address between 192.168.1.2 and 192.168.1.254.

« TheHTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0 network.
The configuration consists of the following commands:

interface Ethernet 0/0
switchport access vlan 2
no shutdown

interface Ethernet 0/1
switchport access vlan 1
no shutdown

interface Ethernet 0/2
switchport access vlan 1
no shutdown

interface Ethernet 0/3
switchport access vlan 1
no shutdown

interface Ethernet 0/4
switchport access vlan 1
no shutdown
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ASA 5510 and Higher Version Default Configuration

interface Ethernet 0/5
switchport access vlan 1
no shutdown
interface Ethernet 0/6
switchport access vlan 1
no shutdown
interface Ethernet 0/7
switchport access vlan 1
no shutdown
interface vlan2
nameif outside
no shutdown
ip address dhcp setroute
interface vlanl
nameif inside
ip address 192.168.1.1 255.255.255.0
security-level 100
no shutdown
global (outside) 1 interface
nat (inside) 1 0 O
http server enable
http 192.168.1.0 255.255.255.0 inside
dhcpd address 192.168.1.2-192.168.1.254 inside
dhcpd auto config outside
dhcpd enable inside
logging asdm informational

Factory Default Configurations Il

The default factory configuration for the ASA 5510 and higher version adaptive security appliance

provides the following:

- The Management 0/0 interface. If you did not set the | P address in the configure factory-default
command, then the IP address and mask are 192.168.1.1 and 255.255.255.0.

-« The DHCP server is enabled on the adaptive security appliance, so a computer connecting to the

interface receives an address between 192.168.1.2 and 192.168.1.254.

e TheHTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0 network.

The configuration consists of the following commands:

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
asdm logging informational 100
asdm history enable
http server enable
http 192.168.1.0 255.255.255.0 management
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600
dhcpd ping timeout 750
dhcpd enable management
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Configuring the Security Appliance for ASDM Access

PIX 515/515E Default Configuration

The default factory configuration for the PIX 515/515E security appliance provides the following:

» Theinside Ethernetl interface. If you did not set the IP address in the configur e factory-default
command, then the IP address and subnet mask are 192.168.1.1 and 255.255.255.0.

- The DHCP server is enabled on the security appliance, so a computer connecting to the interface
receives an address between 192.168.1.2 and 192.168.1.254.

« TheHTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0 network.

The configuration consists of the following commands:

interface ethernet 1
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
asdm logging informational 100
asdm history enable
http server enable
http 192.168.1.0 255.255.255.0 management
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600
dhcpd ping timeout 750
dhcpd enable management

Configuring the Security Appliance for ASDM Access

If you want to use ASDM to configure the security appliance and you have a factory default
configuration, you can connect to the default management address by pointing your browser or the
ASDM launcher to the IP address in the following URL:

https://192.168.1.1/admin

With the factory default configuration, clients on the 192.168.1.0/24 inside network can access ASDM.
To alow other clientsto access ASDM, seethe” Configuring Device Accessfor ASDM, Telnet, or SSH”
section on page 18-1.

See the following Ethernet connection guidelines when using the factory default configurations:

» ASA 5505—The switch port to which you connect to ASDM can be any port, except for Ethernet
0/0.

» ASA 5510 and higher —The interface to which you connect to ASDM is Management 0/0.
» PIX 515/515E—The interface to which you connect to ASDM is Ethernet 1.

A

Note  Other PIX models do not have factory default configurations.

For more information, see the “ Factory Default Configurations” section on page 1-1. If you do not have
afactory default configuration, see the Cisco ASA 5500 Series Configuration Guide using the CLI for
instructions to access the CLI and the setup command to perform minimum initial configuration.
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Setting Transparent or Routed Firewall Mode at the CLI ||

Setting Transparent or Routed Firewall Mode at the CLI

By default, the security appliance runsin routed firewall mode. If you want to run in transparent firewal |
mode, you must set the mode using the CL1 before you configure anything el se on the security appliance.
(When you change modes, the adaptive security appliance clears the configuration, because many
commands are not supported in both modes.)

To set the mode at the CLI, see the

Starting ASDM

This section describes how to start ASDM according to one of the following methods:
« Downloading the ASDM Launcher, page 1-5
» Starting ASDM from the ASDM Launcher, page 1-5
- Using ASDM in Demo Mode, page 1-6
- Starting ASDM from a Web Browser, page 1-7

Downloading the ASDM Launcher

The ASDM Launcher is for Windows only. The ASDM Launcher avoids double authentication and
certificate dialog boxes, launches more quickly, and caches previously entered IP addresses and
usernames.

To download the ASDM launcher, perform the following steps:

Stepl  Onthe ASDM Welcome screen, click the applicable button to download the ASDM Launcher
installation file.

Step2  Double-click the asdm-launcher.exefile.

Note In transparent firewall mode, enter the management | P address. Be sure to enter https, NOt http.

Step3  Click OK or Yesto all prompts, including the name and password prompt. L eave the name and password
blank.

The installer downloads to your computer.
Step4  Runtheinstaller to install the ASDM Launcher.

Starting ASDM from the ASDM Launcher

To start ASDM from the ASDM Launcher, perform the following steps.

Stepl  Double-click the Cisco ASDM Launcher shortcut on your desktop, or open it from the Start menu.
Alternatively, from the ASDM Welcome screen, you can click Run Startup Wizard to configure
ASDM.
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W Starting ASDM

Step 2

Step 3

Note

Enter or choose the adaptive security appliance IP address or hosthame to which you want to connect.
To clear the list of 1P addresses, click the trash can icon next to the Device/IP Address/Name field.

Enter your username and your password, and then click OK.

If thereisanew version of ASDM on the adaptive security appliance, the ASDM Launcher automatically
downloads the new version and requests that you update the current version before starting ASDM.

If you are using the Factory Default Configuration, you do not need to have a username or password.
L eave these fields blank to login to ASDM.

Using ASDM in Demo Mode

The ASDM Demo Mode, a separately installed application, lets you run ASDM without having alive

device available. In this mode, you can do the following:

Perform configuration and selected monitoring tasksvia ASDM asthough you wereinteracting with
areal device.

Demonstrate ASDM or security appliance features using the ASDM interface.
Perform configuration and monitoring tasks with the CSC SSM.

Obtain simulated monitoring and logging data, including real-time system log messages. The data
shown is randomly generated; however, the experience isidentical to what you would see when you
are connected to areal device.

This mode does not support the following:

Saving changes made to the configuration that appear in the GUI.

File or disk operations.

Historical monitoring data.

Non-administrative users.

These features:

File menu:

Save Running Configuration to Flash

Save Running Configuration to TFTP Server
Save Running Configuration to Standby Unit
Save Internal Log Buffer to Flash

Clear Internal Log Buffer

Tools menu:

Command Line Interface

Ping

File Management

Update Software

File Transfer

Upload image from Local PC

System Reload
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Step 1

Step 2
Step 3
Step 4

StartingASDM W

— Toolbar/Status bar > Save
- Configuration > Interface > Edit Interface > Renew DHCP Lease
- Configuring a standby device after failover

« Operations that cause arereading of the configuration, in which the GUI reverts to the original
configuration:

Switching contexts

Making changes in the Interface pane

NAT pane changes

Clock pane changes
To run ASDM in Demo Mode, perform the following steps:

Download the ASDM Demo Mode installer, asdm-demo-version.msi, from one of the following
locations:

» http://www.cisco.com/cgi-bin/tablebuild.pl/asa

« http://www.cisco.com/cgi-bin/tablebuild.pl/pix
Double-click the installer to install the software.
Double-click the Cisco ASDM Launcher shortcut on your desktop, or open it from the Start menu.
Check the Run in Demo M ode check box.

The Demo Mode window appears.

Starting ASDM from a Web Browser

Step 1

Note

Step 2

Step 3

To start ASDM from a web browser, perform the following steps:

From a supported web browser on the security appliance network, enter the following URL:

https://interface ip address

Where interface ip_address is the |P address of ASDM on the adaptive security appliance network.

In transparent firewall mode, enter the management | P address. Be sure to enter https, NOt http.

Click OK or Yesto all browser prompts, including the username and password, which you should leave
blank.

The Cisco ASDM 6.2(5) Welcome page displays with the following buttons:
e Install ASDM Launcher and Run ASDM

e Run ASDM

» Run Startup Wizard

Click Run ASDM.
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Step 4

Click OK or Yesto all the browser prompts.

Configuration Overview

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Note

To configure and monitor the adaptive security appliance, perform the following steps:

For initial configuration Using the Startup Wizard, choose Wizar ds > Startup Wizard.

To use the IPSec VPN Wizard to configure IPSec VPN connections, choose Wizards > | PSec VPN
Wizard and complete each screen that appears.

To use the SSL VPN Wizard to configure SSL VPN connections, choose Wizards> SSL VPN Wizard
and complete each screen that appears.

To configure high availability and scalability settings, choose Wizards > High Availability and
Scalability Wizard. See Configuring Failover with the High Availability and Scalability Wizard for
more information.

To use the Configuring and Running Captures with the Packet Capture Wizard to configure packet
capture, choose Wizards > Packet Capture Wizard.

To display different colorsand styles availablein the ASDM GUI, choose View > Office L ook and Feel.

To configure features, click the Configuration button on the toolbar and then click one of the following
feature buttons to display the associated configuration pane: Device Setup, Device M anagement,
Firewall, Remote Access VPN, Site-to-Site VPN, IPS, and Trend Micro Content Security.

If the Configuration screen is blank, click Refresh on the toolbar to display the screen content.

« The Device Setup pane lets you do the following:
— Launch the Startup Wizard to create security policy.

- Configure basic interface parameters, including the | P address, name, security level, and the
bridge group for transparent mode. For more information, see Configuring General Interface
Parameters.

— Configure OSPF, RIP, static, and asymmetric routing (single mode only). For moreinformation,
see Configuring Dynamic And Static Routing.

- Configure AAA services.

- Configure digital certificates.

- Configure the device name and device password.
- Configure DHCP services.

- Configure DNS services.

- TheFirewall paneletsyou configure security policy, including accessrules, AAA rules, filter rules,
service policy rules, as well as NAT rules, URL filtering servers, global objects, and perform
advanced configuration for the following:

- Information About Access Rules and ACL s determine the access of |P traffic through the
security appliance. For transparent firewall mode, you can also apply an EtherType access list
to allow non-IP traffic.

Cisco Security Appliance Configuration Guide using ASDM
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Ethertype Rule Field Definitions (Transparent Mode Only) determine the access of non-IP
traffic through the security appliance.

Configuring Access Rules and ACL s determine authentication and/or authorization for certain
types of traffic, for example, HTTP. The security appliance also sends accounting information
to aRADIUS or TACACS+ server.

Filter Rules prevent outbound access to specific websites or FTP servers. The security appliance
works with a separate server running either Websense Enterprise or Sentian by N2H2. Choose
Configuration > Properties> URL Filtering to configure the URL filtering server, which you
must do before adding arule.

Configuring Service Policy Rules apply application inspection, connection limits, and TCP
normalization. Inspection engines are required for services that embed IP addressing
information in the user data packet or that open secondary channels on dynamically assigned
ports. These protocols require the adaptive security appliance to do a deep packet inspection.
You can also limit TCP and UDP connections, and embryonic connections. Limiting the number
of connections and embryonic connections protects you from a DoS attack. An embryonic
connection is a connection request that has not finished the necessary handshake between a
source and destination. TCP normalization drops packets that do not appear normal.

NAT translates addresses used on a protected network to addresses used on the public Internet.
This setting lets you use private addresses, which are not routable on the Internet, on your inside
networks.

Adding Global Objects provides a single location where you can configure, view, and modify
the reusable components that you need to implement your policy on the adaptive security
appliance. These reusable components, or objects, include the following:

Network Objects/Groups
Service Groups

Class Maps

Inspect Maps

Regular Expressions
TCP Maps

Global Pools

Time Ranges

- The Remote Access VPN pane lets you configure network client access, clientless SSL VPN
browser access and advanced web-related settings, AAA setup, certificate management, load
balancing, and perform additional advanced configuration, including the following:

Configure I PSec connections for VPN tunnels.

Configure clientless SSL VPN connections. Clientless SSL VPN lets users establish a secure,
remote-access VPN tunnel to the adaptive security appliance using aweb browser.

Configuring IKE, Load Balancing, and NAC sets the | P addresses of clients after they connect
through the VPN tunnel.

Configuring Load Balancing configures load balancing for VPN connections.

E-Mail Proxy configures e-mail proxies. E-mail proxies extend remote e-mail capability to
clientless SSL VPN users.

- The Site-to-Site VPN pane lets you configure site-to-site VPN connections, group policies,
certificate management, and perform advanced configuration, including the following:

[ oL-18494-03
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- Configuring IKE, Load Balancing, and NAC Policies and | KE Parameters (also called
ISAKMP), which provide the negotiation protocol that lets two hosts agree on how to build an
| PSec security association.

The Device Management pane lets you configure settings to access and manage the following:
— ASDM and HTTP over SSL management sessions.
- FTPand TFTPclients.
— TheCLI.
- SNMPand ICMP.

- Logging, including e-mail, event lists, filters, rate limit, syslog servers, and SMTP. For more
information, see Configuring Logging.

— User and AAA authentication.
— High availability, the Scalability Wizard, and failover.
— Advanced configuration.

Note  If you haveaCSC SSM card or | PS software installed, either the Trend Micro Content Security or I PS
feature button also appears.

The IPS pane lets you configure the IPS sensor. For more information, see Configuring the IPS
Application on the AIP SSM and SSC.

The Trend Micro Content Security pane lets you configure the CSC SSM (available for the ASA
5510, ASA 5520, and ASA 5540 adaptive security appliances). For more information, see
Configuring Trend Micro Content Security.

Step8  To monitor the adaptive security appliance, click the M onitoring button on the toolbar and then click
one of the following feature buttons to display the associated monitoring pane: I nterfaces, VPN, Trend
Micro Content Security, Routing, Properties, and L ogging.

The Interfaces pane lets you monitor the ARP table, DHCP services, dynamic access lists, the PPoE
client, connection status, and interface statistics. For more information, see Monitoring Interfaces.

The VPN pane lets you monitor VPN connections. For more information, see Monitoring VPN.

The Routing pane lets you Monitors routes, OSPF L SAs, and OSPF neighbors. For more
information, see Monitoring Routing.

The Properties pane lets you monitor management sessions, AAA servers, failover, CRLs, the DNS
cache, and system statistics. For more information, see Monitoring Properties.

The Logging pane lets you monitor system log messages, the Real-Time Log Viewer, and the log
buffer. For more information, see Monitoring L ogging.

The Trend Micro Content Security pane lets you monitor CSC SSM connections. For more
information, see Monitoring Trend Micro Content Security.
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Welcome to ASDM

Cisco Adaptive Security Device Manager (ASDM) delivers world-class security management and
monitoring services for security appliances through an intuitive, easy-to-use, management interface.
Bundled with supported security appliances, the device manager accelerates security appliance
deployment with intelligent wizards, robust administration tools, and versatile monitoring services that
complement the advanced security and networking features offered by Cisco ASA 5500 series and Cisco
PIX 500 series security appliances.

Note  If you change the color scheme of your operating system while ASDM is running, you should restart
ASDM, because some ASDM windows might not display correctly.

This chapter includes the following sections:

ASDM Client Operating System and Browser Requirements, page 2-2
Supported Platforms and SSM's, page 2-2

Multiple ASDM Session Support, page 2-3

Unsupported Commands, page 2-3

Defining Preferences, page 2-5

[ oL-18494-03
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ASDM Client Operating System and Browser Requirements

Table 2-1 lists the supported and recommended client operating systems and Java for ASDM.

Table 2-1 Operating System and Browser Requirements
Browser Sun Java SE

Operating System Internet Explore Firefox Safari Plug-in!
Microsoft Windows (English and Japanese): |6.0 or above 1.5 or above No support. - 50(15.0

- 7 - 6.0

- Vista

e 2003 Server

« XP

= 2000 (Service Pack 4 or higher)
Apple Macintosh OS X: No support. 1.5 or above 2.0 or above - 50(15.0

- 10.6 - 6.0

- 105

- 104
Red Hat Enterprise Linux 5 (GNOME or N/A 1.5 or above N/A - 5.0(1.5.0
KDE): . 60

» Desktop

- WS

1. Obtain Sun Javafrom java.sun.com.

A
Note ~ ASDM supports up to a maximum of a 512 KB configuration. If you exceed this amount, you may
experience performance issues.

Supported Platforms and SSMs
N

Note ~ ASDM 6.2(1) and higher is not supported on the PI X platforms. The last release that ASDM is supported
onis6.1(5).

ASDM Version 6.2 supports the following platforms and rel eases:
» ASA 5505, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
» ASA 5510, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
» ASA 5520, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
» ASA 5540, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
» ASA 5550, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
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» ASA 5580, software Version 8.2(2), 8.2(1), 8.1(1) and 8.1(2)

ASDM Version 6.2 supports the following SSMs and rel eases:
» Advanced Inspection and Prevention (AIP) SSM, software Versions 5.0, 5.1, 6.0, 6.1, and 6.2
» Content Security and Control (CSC) SSM, software Versions 6.1, 6.2, and 6.3

See the “SSM and SSC Support Per Model” section on page 3-2 for more information.

Multiple ASDM Session Support

ASDM allows multiple PCs or workstations to each have one browser session open with the same
security appliance software. A single security appliance can support up to five concurrent ASDM
sessions in single, routed mode. Only one session per browser per PC or workstation is supported for a
specified security appliance. In multiple context mode, five concurrent ASDM sessions are supported
per context, up to a maximum of 32 total connections for each security appliance.

Unsupported Commands

ASDM supports almost all commands available for the adaptive security appliance, but ASDM ignores
some commandsin an existing configuration. Most of these commands can remain in your configuration;
see Tools > Show Commands Ignored by ASDM on Device for more information.

This section includes the following topics:
» Ignored and View-Only Commands, page 2-3
- Effects of Unsupported Commands, page 2-4
« Discontinuous Subnet Masks Not Supported, page 2-5
« Interactive User Commands Not Supported by the ASDM CLI Tool, page 2-5

Ignored and View-Only Commands

Table 2-2 listscommandsthat ASDM supportsin the configuration when added through the CL 1, but that
cannot be added or edited in ASDM. If ASDM ignores the command, it does not appear in the ASDM
GUI at all. If the command is view-only, then it appears in the GUI, but you cannot edit it.

Table 2-2 List of Unsupported Commands

Unsupported Commands ASDM Behavior

access-list Ignored if not used.

capture Ignored.

coredump Ignored. This can be configured only using the
CLI.

gj ect Unsupported.

established Ignored.

failover timeout Ignored.

ipv6 nd prefix Unsupported.
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Unsupported Commands

Table 2-2 List of Unsupported Commands (continued)

Unsupported Commands

ASDM Behavior

match-metric

Ignored. Thisis a subcommand of route-map.

match-interface

Ignored. Thisis a subcommand of route-map.

match route-type

Ignored. Thisis a subcommand of route-map.

pager

Ignored.

pim accept-register route-map

Ignored. You can configure only the list option
using ASDM.

prefix-list

Ignored if not used in an OSPF area.

service-policy global

Ignored if it uses amatch access-list class. For
example:

access-list myacl line 1 extended permit ip
any any

class-map mycm

match access-1list mycl

policy-map mypm

class mycm

inspect ftp

service-policy mypm global

set metric Ignored.
sysopt nodnsalias Ignored.
sysopt uauth allow-http-cache Ignored.
terminal Ignored.

tunnel-group name gener al-attributes

dhcp-server

The dhcp-server subcommand is unsupported.

ASDM only allows one setting for all DHCP
servers.

Effects of Unsupported Commands

l _ Cisco Security Appliance Configuration Guide using ASDM

« If ASDM loads an existing running configuration and finds other unsupported commands, ASDM
operation is unaffected. To view the unsupported commands, choose Tools > Show Commands

Ignored by ASDM on Device.

- If ASDM loads an existing running configuration and finds the alias command, it enters

Monitor-only mode.

Monitor-only mode allows access to the following functions:

— The Monitoring area

— The CLI tool (Tools > Command Line Interface), which lets you use the CLI commands

To exit Monitor-only mode, use the CLI tool or access the security appliance console, and remove
the aliascommand. You can use outside NAT instead of the alias command. Seethe Cisco ASA 5500
Series Command Reference for more information.
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Note  You might also be in Monitor-only mode because your user account privilege level, indicated in
the status bar at the bottom of the main ASDM window, was set up as less than or equal to three
by your system administrator, which allows Monitor-only mode. For more information, choose
Configuration > Device Management > Users/AAA > User Accounts and
Configuration > Device Management > Users/AAA > AAA Access.

Discontinuous Subnet Masks Not Supported

ASDM does not support discontinuous subnet masks such as 255.255.0.255. For example, you cannot
use the following:

ip address inside 192.168.2.1 255.255.0.255

Interactive User Commands Not Supported by the ASDM CLI Tool

The ASDM CLI tool does not support interactive user commands. If you enter a CL1 command that
requires interactive confirmation, ASDM prompts you to enter “[yes/no]” but does not recognize your
input. ASDM then times out waiting for your response.

For example:
1. From the ASDM Tools menu, click Command Line I nterface.
2. Enter the crypto key generate rsa command.
ASDM generates the default 1024-bit RSA key.
3. Enter the crypto key generate rsa command again.

Instead of regenerating the RSA keysby overwriting the previous one, ASDM displaysthefollowing
error:

Do you really want to replace them? [yes/no] :WARNING: You already have RSA
ke0000000000000SA key
Input line must be less than 16 characters in length.

%Please answer 'yes' or 'no'.
Do you really want to replace them [yes/no]:

$ERROR: Timed out waiting for a response.
ERROR: Failed to create new RSA keys names <Default-RSA-key>

Wor karound:
= You can configure most commands that require user interaction by means of the ASDM panes.

- For CLI commands that have anoconfir m option, use this option when entering the CLI command.
For example:

crypto key generate rsa noconfirm

Defining Preferences

This feature lets you change the behavior of some ASDM functions between sessions.

Cisco Security Appliance Configuration Guide using ASDM
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To change various settings in ASDM, perform the following steps:

Stepl  Inthe main ASDM application window, choose Tools > Preferences.
The Preferences dialog box appears, with three tabs: General, Rules Table, and Syslog.

Step2  Todefineyour settings, click one of these tabs: the Gener al tab to specify general preferences; the Rules
Tables tab to specify preferences for the Rules table; and the Syslog tab to specify the appearance of
syslog messages displayed in the Home pane and to enable the display of a warning message for
NetFlow-related syslog messages.

Step3  Onthe General tab, specify the following:

a. Check theWarn that configurationin ASDM isout of sync with the configuration in ASA check
box to be notified when the startup configuration and the running configuration are no longer in sync
with each other.

b. Check the Show configuration restriction message to read-only user check box to display the
following message to a read-only user at startup. This option is checked by default.

“You are not allowed to modify the ASA configuration, because you do not have
sufficient privileges.”

c. Check the Confirm before exiting ASDM check box to display a prompt when you try to close
ASDM to confirm that you want to exit. This option is checked by default.

d. Check the Enable screen reader support (requires ASDM restart) check box to enable screen
readers to work. You must restart ASDM to enable this option.

e. Check the Preview commands before sending them to the device check box to view CLI
commands generated by ASDM.

f.  Check the Enable cumulative (batch) CLI delivery check box to send multiple commandsin a
single group to the security appliance.

g. Enter the minimum amount of time in seconds for a configuration to send a timeout message. The
default is 60 seconds.

h. To allow the Packet Capture Wizard to display captured packets, enter the name of the network
sniffer application or click Browse to find it in the file system.

Step4  Onthe Rules Tables tab, specify the following:
a. Display settings let you change the way rules appear in the Rules table.

— Check the Auto-expand network and service object groups with specified prefix check box
to display the network and service object groups automatically expanded based on the
Auto-Expand Prefix setting.

- Inthe Auto-Expand Prefix field, enter the prefix of the network and service object groups to
expand automatically when displayed.

— Check the Show members of network and service object groups check box to display
members of network and service object groups and the group name in the Rules table. If the
check box is not checked, only the group name is displayed.

- IntheLimit Members To field, enter the number of network and service object groups to
display. When the object group members are displayed, then only the first n members are
displayed.

— Check the Show all actions for service policy rules check box to display all actionsin the
Rules table. When unchecked, a summary appears.
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Deployment settings let you configure the behavior of the security appliance when deploying
changes to the Rules table.

— Check the Issue “clear xlate” command when deploying access lists check box to clear the
NAT table when deploying new access lists. This setting ensures the access lists that are
configured on the security appliance are applied to all translated addresses.

Access Rule Hit Count Settingslet you configure the frequency for which the hit counts are updated
in the Access Rules table. Hit counts are applicable for explicit rules only. No hit count will be
displayed for implicit rules in the Access Rules table.

- Check the Update access rule hit counts automatically check box to have the hit counts
automatically updated in the Access Rules table.

- Inthe Update Frequency field, specify the frequency in seconds in which the hit count column
is updated in the Access Rules table. Valid values are 10 - 86400 seconds.

Step5  Onthe Syslog tab, specify the following:

In the Syslog Colors area, you can customize the message display by configuring background or
foreground colors for messages at each severity level. The Severity column lists each severity level
by name and number. To change the background color or foreground color for messages at a
specified severity level, click the corresponding column. The Pick a Color dialog box appears. Click
one of the following tabs:

- On the Swatches tab, choose a color from the palette, and click OK.
- Onthe HSB tab, specify the H, S, and B settings, and click OK.
- Onthe RGB tab, specify the Red, Green, and Blue settings, and click OK.

In the NetFlow area, to enable the display of a warning message to disable redundant syslog
messages, check the Warn to disable redundant syslog messages when NetFlow action isfirst
applied to the global service policy rule check box.

Step6  After you have specified settings on these three tabs, click OK to save your settings and close the
Preferences dialog box.

Note  Each time that you check or uncheck a preferences setting, the change is saved to the .conf file and
becomes available to all the other ASDM sessions running on the workstation at the time. You must
restart ASDM for all changes to take effect.
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Introduction to the Security Appliance

The security appliance combines advanced stateful firewall and VPN concentrator functionality in one
device, and for some models, an integrated intrusion prevention module called the AIP SSM or an
integrated content security and control module called the CSC SSM. The security appliance includes
many advanced features, such as multiple security contexts (similar to virtualized firewalls), transparent
(Layer 2) firewall or routed (Layer 3) firewall operation, advanced inspection engines, |PSec and
clientless SSL support, and many more features.

Note ~ ASDM 6.2(1) and higher is not supported on the PIX platforms. The last release that ASDM is supported
onis6.1(5).

This chapter includes the following sections:
e SSM and SSC Support Per Model, page 3-2
» VPN Specifications, page 3-2
« New Features, page 3-3
« Firewall Functional Overview, page 3-11
« VPN Functional Overview, page 3-18
- Security Context Overview, page 3-19
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SSM and SSC Support Per Model

Table 3-1 shows the Security Services Modules (SSMs) and Security Services Cards (SSCs) supported

by each platform:

Table 3-1

SSM Support

Platform

SSM Models

SSC Models

ASA 5505

No support

AIP SSC 5

ASA 5510

AlIP SSM 10
AIP SSM 20
CSC SSM 10
CSC SSM 20
4GE SSM

No support

ASA 5520

AIP SSM 10
AIP SSM 20
AIP SSM 40
CSC SSM 10
CSC SsM 20
4GE SSM

No support

ASA 5540

AIP SSM 10
AIP SSM 20
AIP SSM 40
CSC ssm 10!
CSC Ssm 20!
4AGE SSM

No support

ASA 5550

No support (the 4GE SSM is
built-in and not user-removable)

No support

ASA 5580

No support

No support

1. The CSC SSM licenses support up to 1000 users while the Cisco ASA 5540 Series appliance can support significantly more
users. If you deploy CSC SSM with an ASA 5540 adaptive security appliance, be sure to configure the security appliance to

send the CSC SSM only the traffic that should be scanned.

VPN Specifications

See the Cisco ASA 5500 Series VPN Compatibility Reference at
http://www.cisco.com/en/US/docs/security/asa/compatibility/vpn-platforms-82.html.

l _ Cisco Security Appliance Configuration Guide using ASDM
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New Features

This section includes the following topics:

New Featuresin ASDM 6.2(5)/ASA 8.2(2), page 3-3
New Featuresin ASDM 6.2(3)/ASA 8.0(5), page 3-5
New Featuresin ASDM 6.2(1)/ASA 8.2(1), page 3-6

New Features in ASDM 6.2(5)/ASA 8.2(2)

Table 3-2 liststhe new featuresfor ASDM Version 6.2(5). All features apply only to ASA Version 8.2(2).
Table 3-2 New Features for ASDM Version 6.2(5)/ASA Version 8.2(2)
Feature Description

Remote Access Features

Scalable Solutions for
Waiting-to-Resume
VPN Sessions

An administrator can now keep track of the number of usersin the active state and can look at the
statistics. The sessions that have been inactive for the longest time are marked asidle (and are
automatically logged off) so that license capacity is not reached and new users can log in.

The following screen was modified: Monitoring > VPN > VPN Statistics > Sessions.
Also available in Version 8.0(5).

Application Inspection Featu

res

Inspection for
IP Options

You can now control which IP packets with specific IP options should be allowed through the
security appliance. You can also clear IP options from an IP packet, and then allow it through the
security appliance. Previously, all IP options were denied by default, except for some special cases.

Note  Thisinspection is enabled by default. Therefore, the security appliance allows RSV P
traffic that contains packets with the Router Alert option (option 20) when the security
appliance isin routed mode.

The following screens were introduced:

Configuration > Firewall > Objects > Inspect Maps > |P-Options
Configuration > Firewall > Service Policy > Add/Edit Service Policy Rule > Rule Actions >
Protocol Inspection

Enabling Call Set up
Between H.323
Endpoints

You can enable call setup between H.323 endpoints when the Gatekeeper isinside the network. The
security appliance includes options to open pinholes for calls based on the
RegistrationRequest/RegistrationConfirm (RRQ/RCF) messages.

Because these RRQ/RCF messages are sent to and from the Gatekeeper, the calling endpoint I[P
address is unknown and the security appliance opens a pinhole through source I P address/port 0/0.
By default, this option is disabled.

Thefollowing screen was modified: Configuration > Firewall > Objects > Inspect Maps > H.323 >
Details > State Checking.

Also available in Version 8.0(5).

Unified Communication Features

[ oL-18494-03
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Table 3-2

New Features for ASDM Version 6.2(5)/ASA Version 8.2(2) (continued)

Feature

Description

Mobility Proxy
application no longer
requires Unified
Communications Proxy
license

The Mobility Proxy no longer requires the UC Proxy license.

Interface Features

In multiple context
mode, auto-generated
MAC addresses now use
a user-configurable
prefix, and other
enhancements

The MAC address format was changed to allow use of a prefix, to use a fixed starting value (A2),
and to use a different scheme for the primary and secondary unit MAC addressesin afailover pair.

The MAC addresess are also how persistent accross reloads.

The command parser now checksif auto-generation isenabled; if you want to also manually assign
a MAC address, you cannot start the manual MAC address with A2.

The following screen was modified: Configuration > Context Management > Security Contexts.
Also available in Version 8.0(5).

Support for Pause
Framesfor Flow Control
on the ASA 5580 10
Gigabit Ethernet
Interfaces

You can now enable pause (XOFF) frames for flow control.
The following screens were modified:

(Single Mode) Configuration > Device Setup > Interfaces > Add/Edit Interface > General
(Multiple Mode, System) Configuration > Interfaces > Add/Edit Interface

Firewall Features

Botnet Traffic Filter
Enhancements

The Botnet Traffic Filter now supports automatic blocking of blacklisted traffic based on the threat
level. You can also view the category and threat level of malware sites in statistics and reports.
Reporting was enhanced to show infected hosts. The 1 hour timeout for reports for top hosts was
removed; there is now no timeout.

The following screens were introduced or modified:

Configuration > Firewall > Botnet Traffic Filter > Traffic Settings
Monitoring > Botnet Traffic Filter > Infected Hosts

Routing Features

DHCP RFC
compatibility (rfc3011,
rfc3527) to resolve
routing issues

This enhancement introduces security appliance support for DHCP RFCs 3011 (The IPv4 Subnet
Selection Option) and 3527 (Link Selection Sub-option for the Relay Agent Information Option).
For each DHCP server configured for VPN clients, you can now configure the security appliance
to send the Subnet Selection option or the Link Selection option.

The following screen was modified: Remote Access VPN > Network Access > | Psec connection
profiles > Add/Edit.

Also available in Version 8.0(5).

High Availablility Features

IPv6 Support in Failover
Configurations

IPv6 is now supported in failover configurations. You can assign active and standby |Pv6 addresses
to interfaces and use IPv6 addresses for the failover and Stateful Failover interfaces.

The following screens were modified:

Configuration > Device Management > High Availability > Failover > Setup
Configuration > Device Management > High Availability > Failover > Interfaces
Configuration > Device Management > High Availability > HA/Scalability Wizard

l _ Cisco Security Appliance Configuration Guide using ASDM
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New Features for ASDM Version 6.2(5)/ASA Version 8.2(2) (continued)

Feature

Description

No notifications when
interfacesare brought up
or brought down during
a switchover event

To distinguish between link up/down transitions during normal operation from link up/down
transitions during failover, no link up/link down traps are sent during afailover. Also, no syslog
messages about link up/down transitions during failover are sent.

Also available in Version 8.0(5).

AAA Features

100 AAA Server Groups

You can now configure up to 100 AAA server groups; the previous limit was 15 server groups.

The following screen was modified: Configuration > Device Management > Users/AAA > AAA
Server Groups.

Monitoring Features

Smart Call Home

Smart Call Home offers proactive diagnostics and real-time alerts on the security appliance and
provides higher network availability and increased operational efficiency. Customers and TAC
engineers get what they need to resolve problems quickly when an issue is detected.

Note  Smart Call Home server Version 3.0(1) has limited support for the security appliance. See

the “Important Notes” for more information.

The following screen was introduced: Configuration> Device Management> Smart Call Home.

New Features in ASDM 6.2(3)/ASA 8.0(5)

Table 3-3 liststhe new featuresfor ASDM Version 6.2(3). All features apply only to ASA Version 8.0(5).

N

Note

Version 8.0(5) is not supported on the PIX security appliance.

Table 3-3

New Features for ASDM Version 6.2(3)/ASA Version 8.0(5)

Feature

Description

Remote Access Features

Scalable Solutions for
Waiting-to-Resume
VPN Sessions

An administrator can now keep track of the number of usersin the active state and can look at the
statistics. The sessions that have been inactive for the longest time are marked asidle (and are
automatically logged off) so that license capacity is not reached and new users can log in

The following ASDM screen was modified: Monitoring > VPN > VPN Statistics > Sessions.

Application Inspection Featu

res

Enabling Call Set up
Between H.323
Endpoints

You can enable call setup between H.323 endpoints when the Gatekeeper isinside the network. The
security appliance includes options to open pinholes for calls based on the
RegistrationRequest/RegistrationConfirm (RRQ/RCF) messages.

Because these RRQ/RCF messages are sent to and from the Gatekeeper, the calling endpoint's IP
address is unknown and the security appliance opens a pinhole through source I P address/port 0/0.
By default, this option is disabled.

The following ASDM screen was modified: Configuration > Firewall > Objects > Inspect Maps >

H.323 > Details > State Checking.
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Table 3-3

New Features for ASDM Version 6.2(3)/ASA Version 8.0(5) (continued)

Feature

Description

Interface Features

In multiple context
mode, auto-generated
MAC addresses now use
a user-configurable
prefix, and other
enhancements

The MAC address format was changed to allow use of a prefix, to use afixed starting value (A2),
and to use adifferent scheme for the primary and secondary unit MAC addressesin afailover pair.

The MAC addresess are also how persistent accross reloads.

The command parser now checksif auto-generation isenabled; if you want to also manually assign
a MAC address, you cannot start the manual MAC address with A2.

The following ASDM screen was modified: Configuration > Context Management > Security
Contexts.

High Availablility Features

No notifications when
interfacesare brought up
or brought down during
a switchover event

To distinguish between link up/down transitions during normal operation from link up/down
transitions during failover, no link up/link down traps are sent during a failover. Also, no syslog
messages about link up/down transitions during failover are sent.

Routing Features

DHCP RFC
compatibility (rfc3011,
rfc3527) to resolve
routing issues

This enhancement introduces security appliance support for DHCP RFCs 3011 (The IPv4 Subnet
Selection Option) and 3527 (Link Selection Sub-option for the Relay Agent Information Option).

The following ASDM screen was modified: Remote Access VPN > Network Access > |Psec
connection profiles > Add/Edit.

SSM Features

CSC 6.3 Support in
ASDM

ASDM displays Web Reputation, User Group Policies, and User ID Settings in the Plus License
listing on the main home page. CSC 6.3 security event enhancements are included, such as the new
Web Reputation events and user and group identifications.

New Features in ASDM 6.2(1)/ASA 8.2(1)

Table 3-4 lists the new features for ASDM Version 6.2(1). All features apply only to Version 8.2(1).

Table 3-4

New Features for ASDM Version 6.2(1)/ASA Version 8.2(1)

Feature

Description

Remote Access Features

One Time Password
Support for ASDM
Authentication

ASDM now supports administrator authentication using one time passwords (OTPs) supported by
RSA SecurlD (SDI). This feature addresses security concerns about administrators authenticating
with static passwords.

New session controlsfor ASDM usersinclude the ability to limit the session time and theidletime.
When the password used by the ASDM administrator times out, ASDM prompts the administrator
to re-authenticate.

In ASDM, see Configuration > Device Management > Management Access >
ASDM/HTTPD/Telnet/SSH.
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Table 3-4 New Features for ASDM Version 6.2(1)/ASA Version 8.2(1) (continued)

Feature Description

Customizing Secure You can use ASDM to customize the Secure Desktop windows displayed to remote users, including
Desktop the Secure Desktop background (the lock icon) and its text color, and the dialog banners for the

Desktop, Cache Cleaner, Keystroke L ogger, and Close Secure Desktop windows.
In ASDM, see Configuration > CSD Manager > Secure Desktop Manager.

Pre-fill Username from | The pre-fill username feature enables the use of a username extracted from a certificate for
Certificate username/password authentication. With this feature enabled, the usernameis “pre-filled” on the
login screen, with the user being prompted only for the password.

The double-authentication feature is compatible with the pre-fill username feature, as the pre-fill
username feature can support extracting a primary username and a secondary username from the
certificate to serve as the usernames for doubl e authentication when two usernames are required.

In ASDM, see Configuration> Remote Access VPN > Network (Client) Access > AnyConnect or
Clienltess SSL VPN Connection Profiles > Advanced. Settings are in the Authentication,
Secondary Authentication, and Authorization panes.

Double Authentication | The double authentication feature implements two-factor authentication for remote access to the
network, in accordance with the Payment Card Industry Standards Council Data Security Standard.
Thisfeature requires that the user enter two separate sets of login credentials at the login page. For
example, the primary authentication might be a one-time password, and the secondary
authentication might be a domain (Active Directory) credential. If either authentication fails, the
connection is denied.

Both the AnyConnect VPN client and Clientless SSL VPN support double authentication. The
AnyConnect client supports double authentication on Windows computers (including supported
Windows Mobile devices and Start Before Logon), Mac computers, and Linux computers. The
IPsec VPN client, SV C client, cut-through-proxy authentication, hardware client authentication,
and management authentication do not support double authentication.

Note  The RSA/SDI authentication server type cannot be used as the secondary
username/password credential. It can only be used for primary authentication.

In ASDM, see Configuration > Remote Access VPN > Network (Client) Access or Clientless SSL

VPN > AnyConnect Connection Profiles > Add/Edit > Advanced > Secondary Authentication.

AnyConnect Essentials | AnyConnect Essentialsisaseparately licensed SSL VPN client, entirely configured on the security
appliance, that provides the full AnyConnect capability, with the following exceptions:

e NoCSD (including HostScan/Vault/Cache Cleaner)
- Noclientless SSL VPN
« Optional Windows Mabile Support

The AnyConnect Essentials client provides remote end users running Microsoft Windows Vista,
Windows M obile, Windows XP or Windows 2000, Linux, or Macintosh OS X, with the benefits of
aCisco SSL VPN client.

Note  Thislicense cannot be used at the same time as the shared SSL VPN premium license.
In ASDM, see Configuration > Remote Access VPN > Network (Client) Access > Advanced >

AnyConnect Essentials License. The AnyConnect Essentials license must be installed for ASDM
to show this pane.
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Table 3-4

New Features for ASDM Version 6.2(1)/ASA Version 8.2(1) (continued)

Feature

Description

Disabling Cisco Secure
Desktop per Connection
Profile

When enabled, Cisco Secure Desktop automatically runs on all computers that make SSL VPN
connectionsto the security appliance. This new feature lets you exempt certain usersfrom running
Cisco Secure Desktop on a per connection profile basis. It prevents the detection of endpoint
attributes for these sessions, so you might need to adjust the Dynamic Access Policy (DAP)
configuration.

In ASDM, see Configuration > Remote Access VPN > Clientless SSL VPN Access > Connection
Profiles > Add or Edit > Advanced, Clientless SSL VPN Configuration.

or

Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Connection
Profiles > Add or Edit > Advanced > SSL VPN.

Certificate
Authentication Per
Connection Profile

Previous versions supported certificate authentication for each security appliance interface, so
users received certificate prompts even if they did not need a certificate. With this new feature,
usersreceive acertificate prompt only if the connection profile configuration requires a certificate.
This feature is automatic.

In ASDM, see Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Connection Profiles > Add/Edit > Basic.

or

Configuraiton > Remote Access VPN > Clientless SSL VPN > Connection Profiles >
Add/Edit>Basic.

EKU Extensions for
Certificate Mapping

This feature adds the ability to create certificate maps that ook at the Extended Key Usage
extension of a client certificate and use these values in determining what connection profile the
client should use. If the client does not match that profile, it uses the default group. The outcome
of the connection then depends on whether or not the certificate is valid and the authentication
settings of the connection profile.

In ASDM, use the IPSec Certificate to Connection Maps > Rules pane, or Certificate to SSL VPN
Connections Profile Maps pane.

SSL VPN SharePoint
Support for Win 2007
Server

Clientless SSL VPN sessions now support Microsoft Office SharePoint Server 2007.

Shared license for SSL
VPN sessions

You can purchase ashared license with alarge number of SSL VPN sessions and share the sessions
as needed among a group of security appliances by configuring one of the security appliances as a
shared license server, and the rest as clients.

Note  This license cannot be used at the same time as the AnyConnect Essentials license.

In ASDM, see Configuration > Device Management > Licensing > Shared SSL VPN Licenses.
Also see, Monitoring > VPN > Clientless SSL VPN > Shared Licenses.

Updated VPN Wizard

The VPN Wizard (accessible by choosing Wizards > |PSec VPN Wizard) was updated. The step to
select IPsec Encryption and Authentication (formerly Step 9 of 11) was removed because the
Wizard now generates default values for these settings. In addition, the step to select | Psec Settings
(Optional) now includes new fields to enable perfect forwarding secrecy (PFS) and set the
Diffie-Hellman Group.

Firewall Features
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Table 3-4 New Features for ASDM Version 6.2(1)/ASA Version 8.2(1) (continued)
Feature Description
TCP state bypass If you have asymmetric routing configured on upstream routers, and traffic alternates between two

security appliances, then you can configure TCP state bypass for specific traffic.

In ASDM, see Configuration > Firewall > Service Policy Rules > Rule Actions > Connection
Settings.

Per-Interface IP
Addresses for the
Media-Termination
Instance Used by the
Phone Proxy

In Version 8.0(4), you configured a global media-termination address (M TA) on the security
appliance. In Version 8.2, you can now configure MTAs for individual interfaces (with a minimum
of two MTAS). Asaresult of this enhancement, the old CL 1 has been deprecated. You can continue
to use the old configuration if desired. However, if you need to change the configuration at all, only
the new configuration method is accepted; you cannot later restore the old configuration.

In ASDM, see Configuration > Firewall > Advanced > Encrypted Traffic Inspection > Media
Termination Address.

H.239 Message Support
in H.323 Application
Inspection

In this release, the security appliance supports the H.239 standard as part of H.323 application
inspection. H.239 is a standard that provides the ability for H.300 series endpoints to open an
additional video channel in asingle call. In acall, an endpoint (such as a video phone), sends a
channel for video and a channel for data presentation. The H.239 negotiation occurs on the H.245
channel. The security appliance opens a pinhole for the additional media channel. The endpoints
use open logical channel message (OLC) to signal a new channel creation. The message extension
is part of H.245 version 13. The decoding and encoding of the telepresentation session is enabled
by default. H.239 encoding and decoding is preformed by ASN.1 coder.

In ASDM, see Configuration > Firewall > Service Policy Rules > Add Service Policy Rule Wizard
> Rule Actions > Protocol Inspection > H.323 H.225. Click Configure and then choose the H.323
Inspect Map.

Processing H.323
Endpoints When the
Endpoints Do Not Send
OLCAck

H.323 application inspection has been enhanced to process common H.323 endpoints. The
enhancement affects endpoints using the extendedVideoCapability OLC with the H.239 protocol
identifier. Even when an H.323 endpoint does not send OL CAck after receiving an OLC message
from a peer, the security appliance propagates OLC media proposal information into the media
array and opens a pinhole for the media channel (extendedVideoCapability).

In ASDM, see Configuration > Firewall > Service Policy Rules > Add Service Policy Rule Wizard
> Rule Actions > Protocol Inspection > H.323 H.225.

IPv6 in transparent
firewall mode

Transparent firewall mode now participates in IPv6 routing. Prior to this release, the security
appliance could not pass |Pv6 traffic in transparent mode. You can now configure an |Pv6
management address in transparent mode, create |Pv6 access lists, and configure other 1Pv6
features; the security appliance recognizes and passes |Pv6 packets.

All 1Pv6 functionality is supported unless specifically noted.

In ASDM, see Configuration > Device Management > Management Access > Management IP
Address.
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Table 3-4 New Features for ASDM Version 6.2(1)/ASA Version 8.2(1) (continued)
Feature Description
Botnet Traffic Filter Malware is malicious software that is installed on an unknowing host. Malware that attempts

network activity such as sending private data (passwords, credit card numbers, key strokes, or
proprietary data) can be detected by the Botnet Traffic Filter when the malware starts a connection
to aknown bad IP address. The Botnet Traffic Filter checks incoming and outgoing connections
against a dynamic database of known bad domain names and | P addresses, and then logs any
suspicious activity. You can also supplement the dynamic database with a static database by
entering | P addresses or domain names in alocal “blacklist” or “whitelist.”

Note  Thisfeaturerequiresthe Botnet Traffic Filter license. Seethefollowing licensing document
for more information:

http://www.cisco.com/en/US/docs/security/asa/asa82/license/license82.html

In ASDM, see Configuration > Firewall > Botnet Traffic Filter.

AIP SSC card for the The AIP SSC offers IPS for the ASA 5505 security appliance. Note that the AIP SSM does not
ASA 5505 support virtual sensors.

In ASDM, see Configuration > Device Setup > SSC Setup and Configuration > IPS.

IPv6 support for IPS You can now send IPv6 traffic to the AIP SSM or SSC when your traffic class uses the match any
command, and the policy map specifies the ips command.

In ASDM, see Configuration > Firewall > Service Policy Rules.

Management Features

SNMP version 3 and This release provides DES, 3DES, or AES encryption and support for SNMP Version 3, the most
encryption secure form of the supported security models. This version allows you to configure authentication
characteristics by using the User-based Security Model (USM).

In ASDM, see Configuration > Device Management > Management Access > SNMP.

Routing Features

Multicast NAT The security appliance now offers Multicast NAT support for group addresses.

Troubleshooting Features

Coredump functionality |A coredump is a snapshot of the running program when the program has terminated abnormally.
Coredumps are used to diagnose or debug errors and save acrash for later or off-site analysis. Cisco
TAC may request that users enable the coredump feature to troubleshoot application or system
crashes on the security appliance.

To enable coredump, use the coredump enable command.

ASDM Features
ASDM Support for IPv6 |All IPv6 functionality is supported unless specifically noted.

Support for Public You can use ASDM to configure apublic server. Thisallowsto you define servers and services that
Server configuration you want to expose to an outside interface.

In ASDM, see Configuration > Firewall > Public Servers.
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Firewall Functional Overview

Firewalls protect inside networks from unauthorized access by users on an outside network. A firewall
can also protect inside networks from each other, for example, by keeping a human resources network
separate from a user network. If you have network resources that need to be available to an outside user,
such as aweb or FTP server, you can place these resources on a separate network behind the firewall,
called ademilitarized zone (DM Z). Thefirewall allowslimited accessto the DMZ, but becausethe DMZ
only includes the public servers, an attack there only affects the servers and does not affect the other
inside networks. You can also control when inside users access outside networks (for example, accessto
the Internet), by allowing only certain addresses out, by requiring authentication or authorization, or by
coordinating with an external URL filtering server.

When discussing networks connected to a firewall, the outside network isin front of the firewall, the
inside network is protected and behind thefirewall, and aDMZ, while behind the firewall, allows limited
access to outside users. Because the security appliance lets you configure many interfaces with varied
security policies, including many inside interfaces, many DMZs, and even many outside interfaces if
desired, these terms are used in a general sense only.

This section includes the following topics:
- Configuring Public Servers, page 3-11
» Security Policy Overview, page 3-15
» Firewall Mode Overview, page 3-17
» Stateful Inspection Overview, page 3-17

Configuring Public Servers

This section describes how to configure public servers, and includes the following topics:
= Public Server Overview, page 3-11
» AddaPublic Server, page 3-12
- Edit aPublic Server, page 3-13

Public Server Overview

While one of the basic functions of afirewall isto protect inside networks from unauthorized access by
users on an outside network, or protect inside networks from each other, this function involves multiple
configurations. That is, inside the DMZ interfaces, creating ACL lists and rules, NAT/PAT rules, and
application inspection.

ASDM provides the Public Servers pane in the Configuration > Firewall > Public Servers pane, so that
an adminstrator can publish various application servers to be accessed by internal and external users.
When selected, this pane displays alist of public servers. internal and external addresses, the interfaces
that the internal or external addresses apply to, and the service that is exposed.

In this pane you can add, edit, delete, or modify existing public servers.

Fields
» Add—Adds a public server.
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Add a Public Server

~

Note
Step 1

Step 2

Step 3

Step 4

Edit—Edits a a public server group.

Delete—Deletes a specified public server.

Apply—Applies the changes that have been made.

Reset—Resets the security appliance to the previous configuration.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

To add a public server, perform the following steps:

STATIC PAT is not supported on a public server.

In the Configuration > Firewall > Public Servers pane, click Add to add a new server.

The Add Public Server dialog box appears.

Fill in the values of the Private Interface, Private |P Address, Service, Public Interface, and Public IP
Address.

Private Interface—Use the drop down menu to select the name of the private interface or enter the
name in the field.

Private |IP Address—Click the ... browse button next to the Private |P address field to select the
private | P address. The Browse Private | P Address dialog box appears.

You can enter aname or Private IP addressin the Filter field and click Filter. Thewildcard characters
asterisk (*) and question mark (?) are allowed. To delete the name you just typed, click Clear, or you
can click Add. The Add Network Object dialog box appears.

Fill in the following values in the Add Network Object dialog box:

Name—(Optional) The object name. Use charactersato z, A to Z, 0to 9, adot, adash, or an
underscore. The name must be 64 characters or less.

IP Address—The | P address (host address).
Netmask—The subnet mask for the | P address.

Description—(Optional) The description of the network object.

Click OK.

You can now use this network object when you create arule. For an edited object, the changeisinherited
automatically by any rules using the object.

N

Note  You cannot delete a network object that isin use.
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Step5  Service—The service that is exposed to the outside. You can choose any of the currently defined servies
or aservie group that has been created. Multiple services from various ports can be openedto the outside.

Click the ... browse button next to the Service address field to select the service. The Browse Service
dialog box appears.

Browse Service Groups dialog box lets you choose a service group. This dialog box is used in multiple
configuration windows, and is named appropriately for your current task.

Step6  Inthe Browse Service Groups dialog box, choose the Service from the main menu, then click OK. Fill
in the following values:

« Public Interface—Use the drop down menu to choose the name of the public interface or enter the
namein the field.

« Public IP Address—The address of the server as seen from the outside. If |Pv6 has been enabled,
the list of IPv6 addresses will be visible from thislist.
Click the ... browse button next to the Public IP address field to choose the public IP address. The
Browse Public IP Address dialog box appears.

Step7  You can enter aname or Public |P address in the Filter field and click Filter. The wildcard characters
asterisk (*) and question mark (?) are allowed. To del ete the name you just typed, click Clear, or you can
click Add. The Add Network Object dialog box appears.

Step8  Fill inthe following values from the Add Network Object dialog:

- Name—(Optional) The object name. Use charactersato z, A to Z, 0to 9, adot, a dash, or an
underscore. The name must be 64 characters or less.

» [P Address—The I P address (host address).

» Netmask—The subnet mask for the IP address.

» Description—(Optional) The description of the network object.
Step9  Click OK.

You can now use this network object when you create arule. For an edited object, the changeisinherited
automatically by any rules using the object.

)

Note  Public Server rules are not be applicable for host address that are used as network-object group
member in an access list.
For example:

object-group network k1l

network-object 10.16.1.1 255.255.255.255

access-1list outside access_in permit tcp any object-group kil
access-group outside_access_in in interface outside
static (inside,outside) 192.168.1.1 10.16.1.1 netmask 255.255.255.255

H O H H H H

Edit a Public Server

To configure a public server, perform the following steps:

Stepl  Inthe Configuration > Firewall > Public Servers pane, click Edit to edit an object, or choose an existing
public server and and click Edit.

The Edit Public Server dialog box appears.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Fill in the values of the Inside Interface, Inside Address, Service, Outside Interface, Outside Address by
performing the following steps.

» Private Interface—Lists the inside interfaces that are currently defined and provides the interface
where the server is located.
Use the pulldown menu to select the name of the interface or enter the name in the field.

» Private IP Address—The address of the server as seen from the outside. If IPv6 has been enabled,
the list of IPv6 addresses will be visible from this list
Click the ... browse button next to the Private | P address field to select the private |P address. The
Browse Private |P Address dialog box appears.

« You can enter anameor inside | P addressin the Filter field and click Filter. The wildcard characters
asterisk (*) and question mark (?) are allowed. To delete the name you just typed, click Clear, or
you can click Add. The Add Network Object dialog box appears.

Fill in the following values from the Add Network Object dialog:

» Name—(Optional) The object name. Use charactersato z, A to Z, 0to 9, adot, adash, or an
underscore. The name must be 64 characters or less.

e |IP Address—The IP address (host address).

« Netmask—The subnet mask for the | P address.

- Description—(Optional) The description of the network object.
Click OK.

You can now use this network object when you create arule. For an edited object, the changeisinherited
automatically by any rules using the object.

~

Note  You cannot delete a network object that isin use.

Service—The service that is exposed to the outside. You can choose any of the currently defined servies
or aservie group that has been created. Multiple services from various ports can be openedto the outside.

Click the.... browse button next to the Service address field to choose the service.
The Browse Service dialog box appears.

Browse Service Groups dialog box lets you choose a service group. This dialog box is used in multiple
configuration screens and is named appropriately for your current task.

On the Browse Service Groups dialog box, choose the Service from the main menu, then click OK.

» Public Interface—A drop down list that displays the interfaces that are currently defined and allows
tou to specify which interface has access to the server.

Use the pulldown menu to select the name of the outside interface or enter the name in the field.

« Public IP Address—Click the ... browse button next to the Public IP Address field to select the
outside IP address. The Browse IP Address dialog box appears.

« You can enter aname or IP address in the Filter field and click Filter. The wildcard characters
asterisk (*) and question mark (?) are allowed. To delete the name you just typed, click Clear, or
you can click Add. The Add Network Object dialog box appears.

Fill in the following values from the Add Network Object dialog:

- Name—(Optional) The object name. Use charactersato z, A to Z, 0 to 9, adot, a dash, or an
underscore. The name must be 64 characters or less.
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IP Address—The | P address (host address).
Netmask—The subnet mask for the IP address.
Description—(Optional) The description of the network object.

Step8  Click OK.

You can now use this network object when you create arule. For an edited object, the changeisinherited
automatically by any rules using the object.

Security Policy Overview

A security policy determines which traffic is allowed to pass through the firewall to access another
network. By default, the security appliance allows traffic to flow freely from an inside network (higher
security level) to an outside network (lower security level). You can apply actionsto traffic to customize
the security policy. This section includes the following topics:

Permitting or Denying Traffic with Access Lists, page 3-15

Applying NAT, page 3-15

Protecting from | P Fragments, page 3-16

Using AAA for Through Traffic, page 3-16

Applying HTTP, HTTPS, or FTP Filtering, page 3-16

Applying Application Inspection, page 3-16

Sending Traffic to the Advanced Inspection and Prevention Security Services Module, page 3-16
Sending Traffic to the Content Security and Control Security Services Module, page 3-16
Applying QoS Policies, page 3-16

Applying Connection Limits and TCP Normalization, page 3-17

Permitting or Denying Traffic with Access Lists

You can apply an access list to limit traffic from inside to outside, or allow traffic from outside to inside.
For transparent firewall mode, you can also apply an EtherType access list to allow non-1P traffic.

Applying NAT
Some of the benefits of NAT include the following:
= You can use private addresses on your inside networks. Private addresses are not routable on the
Internet.
« NAT hides the local addresses from other networks, so attackers cannot learn the real address of a
host.
« NAT can resolve IP routing problems by supporting overlapping IP addresses.
Cisco Security Appliance Configuration Guide using ASDM
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Protecting from IP Fragments

The security appliance provides | P fragment protection. This feature performs full reassembly of all
ICMP error messages and virtual reassembly of the remaining I P fragments that are routed through the
security appliance. Fragments that fail the security check are dropped and logged. Virtual reassembly
cannot be disabled.

Using AAA for Through Traffic

You can require authentication and/or authorization for certain types of traffic, for example, for HTTP.
The security appliance also sends accounting information to a RADIUS or TACACS+ server.

Applying HTTP, HTTPS, or FTP Filtering

Although you can use access lists to prevent outbound access to specific websites or FTP servers,
configuring and managing web usage this way is not practical because of the size and dynamic nature of
the Internet. We recommend that you use the security appliance in conjunction with a separate server
running one of the following Internet filtering products:

» Websense Enterprise
» Secure Computing SmartFilter

Applying Application Inspection

Inspection engines are required for servicesthat embed | P addressing information in the user data packet
or that open secondary channels on dynamically assigned ports. These protocols require the security
appliance to perform a deep packet inspection.

Sending Traffic to the Advanced Inspection and Prevention Security Services Module

If your model supportsthe AIP SSM for intrusion prevention, then you can send traffic to the AIP SSM
for inspection. The AIP SSM is an intrusion prevention services module that monitors and performs
real-time analysis of network traffic by looking for anomalies and misuse based on an extensive,
embedded signature library. When the system detects unauthorized activity, it can terminate the specific
connection, permanently block the attacking host, log the incident, and send an alert to the device
manager. Other legitimate connections continue to operate independently without interruption. For more
information, see Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface.

Sending Traffic to the Content Security and Control Security Services Module

If your model supportsit, the CSC SSM provides protection against viruses, spyware, spam, and other
unwanted traffic. It accomplishes this by scanning the FTP, HTTP, POP3, and SMTP traffic that you
configure the security appliance to send to it.

Applying QoS Policies
Some network traffic, such as voice and streaming video, cannot tolerate long latency times. QoSis a

network feature that lets you give priority to these types of traffic. QoS refersto the capability of a
network to provide better service to selected network traffic.

Cisco Security Appliance Configuration Guide using ASDM
m. 0L-18494-03 |




| Chapter3 Introduction to the Security Appliance

Firewall Functional Overview W

Applying Connection Limits and TCP Normalization

You can limit TCP and UDP connections and embryonic connections. Limiting the number of
connections and embryonic connections protects you from aDoS attack. The security appliance usesthe
embryonic limit to trigger TCP Intercept, which protects inside systems from a DoS attack perpetrated
by flooding an interface with TCP SYN packets. An embryonic connection is a connection request that
has not finished the necessary handshake between source and destination.

TCP normalization is afeature consisting of advanced TCP connection settings designed to drop packets
that do not appear normal.

Enabling Threat Detection

You can configure scanning threat detection and basic threat detection, and also how to use statistics to
analyze threats.

Basic threat detection detects activity that might be related to an attack, such as a DoS attack, and
automatically sends a system log message.

A typical scanning attack consists of a host that tests the accessibility of every | P addressin a subnet (by
scanning through many hosts in the subnet or sweeping through many portsin a host or subnet). The
scanning threat detection feature determines when ahost is performing ascan. Unlike | PS scan detection
that is based on traffic signatures, the security appliance scanning threat detection feature maintains an
extensive database that contains host statistics that can be analyzed for scanning activity.

The host database tracks suspicious activity such as connectionswith no return activity, access of closed
service ports, vulnerable TCP behaviors such as non-random IPID, and many more behaviors.

You can configure the security appliance to send system log messages about an attacker or you can
automatically shun the host.

Firewall Mode Overview

The security appliance runs in two different firewall modes:
» Routed
- Transparent
In routed mode, the security appliance is considered to be arouter hop in the network.

In transparent mode, the security appliance acts like a“bump in the wire,” or a“stealth firewall,” and is
not considered a router hop. The security appliance connects to the same network on its inside and
outside interfaces.

You might use atransparent firewall to simplify your network configuration. Transparent mode is also
useful if you want the firewall to be invisible to attackers. You can also use a transparent firewall for
traffic that would otherwise be blocked in routed mode. For example, atransparent firewall can allow
multicast streams using an EtherType access list.

Stateful Inspection Overview

All traffic that goes through the security appliance is inspected using the Adaptive Security Algorithm
and either allowed through or dropped. A simple packet filter can check for the correct source address,
destination address, and ports, but it does not check that the packet sequence or flags are correct. A filter
also checks every packet against the filter, which can be a slow process.

[ oL-18494-03

Cisco Security Appliance Configuration Guide using ASDM i



Chapter3  Introduction to the Security Appliance |

W VPN Functional Overview

A stateful firewall like the security appliance, however, takes into consideration the state of a packet:

N

Note

I's this a new connection?

If it is a new connection, the security appliance has to check the packet against access lists and
perform other tasks to determine if the packet is allowed or denied. To perform this check, the first
packet of the session goes through the “ session management path,” and depending on the type of
traffic, it might also pass through the “control plane path.”

The session management path is responsible for the following tasks:

Performing the access list checks

Performing route lookups
Allocating NAT translations (x| ates)
Establishing sessions in the “fast path”

The session management path and the fast path make up the “accel erated security path.”

Some packets that require Layer 7 inspection (the packet payload must be inspected or altered) are
passed on to the control plane path. Layer 7 inspection engines are required for protocols that have
two or more channels: a data channel, which uses well-known port numbers, and a control channel,
which uses different port numbers for each session. These protocolsinclude FTP, H.323, and SNMP.

I's this an established connection?

If the connection is already established, the security appliance does not need to re-check packets;
most matching packets can go through the fast path in both directions. The fast path is responsible
for the following tasks:

— IP checksum verification

— Session lookup

— TCP sequence number check

— NAT translations based on existing sessions
- Layer 3 and Layer 4 header adjustments

For UDP or other connectionless protocols, the security appliance creates connection state
information so that it can also use the fast path.

Data packets for protocols that require Layer 7 inspection can also go through the fast path.

Some established session packets must continue to go through the session management path or the
control plane path. Packets that go through the session management path include HT TP packets that
require inspection or content filtering. Packets that go through the control plane path include the
control packets for protocols that require Layer 7 inspection.

VPN Functional Overview

AV

PN is a secure connection across a TCP/IP network (such as the Internet) that appears as a private

connection. This secure connection is called atunnel. The security appliance uses tunneling protocolsto
negotiate security parameters, create and manage tunnels, encapsul ate packets, transmit or receive them
through the tunnel, and unencapsulate them. The security appliance functions as a bidirectional tunnel
endpoint: it can receive plain packets, encapsulate them, and send them to the other end of the tunnel
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where they are unencapsulated and sent to their final destination. It can also receive encapsul ated
packets, unencapsulate them, and send them to their final destination. The security appliance invokes
various standard protocols to accomplish these functions.

The security appliance performs the following functions:
- Establishes tunnels
« Negotiates tunnel parameters
- Authenticates users
» Assigns user addresses
- Encrypts and decrypts data
» Manages security keys
- Manages data transfer across the tunnel
» Manages data transfer inbound and outbound as a tunnel endpoint or router
The security appliance invokes various standard protocols to accomplish these functions.

Security Context Overview

Note

You can partition a single security applianceinto multiple virtual devices, known as security contexts.
Each context is an independent device, with its own security policy, interfaces, and administrators.
Multiple contexts are similar to having multiple standal one devices. Many features are supported in
multiple context mode, including routing tables, firewall features, |PS, and management. Some features
are not supported, including VPN and dynamic routing protocols.

In multiple context mode, the security appliance includes a configuration for each context that identifies
the security policy, interfaces, and almost all the options you can configure on a standalone device. The
system administrator adds and manages contexts by configuring them in the system configuration,
which, like asingle mode configuration, isthe startup configuration. The system configuration identifies
basic settings for the security appliance. The system configuration does not include any network
interfaces or network settings for itself; rather, when the system needs to access network resources (such
as downloading the contexts from the server), it uses one of the contexts that is designated as the admin
context.

The admin context is just like any other context, except that when a user logs into the admin context,
then that user has system administrator rights and can access the system and all other contexts.

You can run all your contexts in routed mode or transparent mode; you cannot run some contextsin one
mode and others in another.

Multiple context mode supports static routing only.

[ oL-18494-03
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Managing Feature Licenses

A license specifies the options that are enabled on a given security appliance. It is represented by an
activation key which isa 160-bit (5 32-bit words or 20 bytes) value. This value encodes the serial number
(an 11 character string) and the enabled features.

This chapter describes how to obtain an activation key and activate it. It also describes the available
licenses for each model. This chapter includes the following sections:

- Supported Feature Licenses Per Model, page 4-1

» Information About Feature Licenses, page 4-9

- Guidelines and Limitations, page 4-17

« Viewing Your Current License, page 4-18

« Obtaining an Activation Key, page 4-18

- Entering a New Activation Key, page 4-19

» Upgrading the License for a Failover Pair, page 4-20
- Configuring a Shared License, page 4-22

- Feature History for Licensing, page 4-24

Supported Feature Licenses Per Model

This section describes the licenses available for each model as well as important notes about licenses.
This section includes the following topics:

» Licenses Per Model, page 4-1
« License Notes, page 4-8

Licenses Per Model

This section lists the feature licenses available for each model:
» ASA 5505, Table 4-1 on page 4-2
» ASA 5510, Table 4-2 on page 4-3
» ASA 5520, Table 4-3 on page 4-4
« ASA 5540, Table 4-4 on page 4-5
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» ASA 5550, Table 4-5 on page 4-6
» ASA 5580, Table 4-6 on page 4-7

Items that are in italics are separate, optional licenses with which that you can replace the Base or

Security Pluslicense. You can mix and match licenses, for example, the 10 security context license plus
the Strong Encryption license; or the 500 Clientless SSL VPN license plusthe GTP/GPRS license; or all
four licenses together.

Table 4-1

ASA 5505 Adaptive Security Appliance License Features

ASA 5505

Base License

Security Plus

Firewall Licenses

Botnet Traffic Filter Disabled Optional temporary license:  |Disabled Optional temporary license:
Available Available

Firewall Conns, Concurrent |10 K 25K

GTP/GPRS No support No support

Unified Comm. Sessions! |2 Optional license: 24 2 Optional license: 24

VPN Licenses

Adv. Endpoint Assessment |Disabled Optional license: Available Disabled Optional license: Available

AnyConnect Essentials Disabled Optional license: Available Disabled Optional license: Available

AnyConnect Mobilet Disabled Optional license: Available Disabled Optional license: Available

AnyConnect Premium SSL |2 Optional Permanent licenses: 2 Optional Permanent licenses:

VPN (sessions)? 10 ‘25 10 ‘25

IPSec VPN (sessions)*

10 (max. 25 combined IPSec and SSL VPN)

25 (max. 25 combined IPSec and SSL VPN)

VPN Load Balancing

No support

No support

General Licenses

Encryption Base (DES) Opt. lic.: Strong (SDESYAES) |Base (DES) ‘Opt. lic.: Strong (SBDESAES)
Failover No support Active/Standby (no stateful failover)
Security Contexts No support No support

Users, concurrent? 10° | Optional licenses: 10° | Optional licenses:

50 Unlimited

50 ‘Unlimited

VLANS/Zones, Maximum

3 (2 regular zones and 1 restricted zone)

20

VLAN Trunk, Maximum

No support

8 trunks

1. Seethe“License Notes” section.

2. Inrouted mode, hosts on the inside (Business and Home VLANS) count towards the limit only when they communicate with the outside (Internet VLAN).
Internet hosts are not counted towardsthe limit. Hosts that initiate traffic between Business and Home are al so not counted towards the limit. Theinterface
associated with the default route is considered to be the Internet interface. If there is no default route, hosts on al interfaces are counted toward the limit.
In transparent mode, the interface with the lowest number of hostsis counted towards the host limit. See the show local-host command to view host limits.

3. For al0-user license, the max. DHCP clientsis 32. For 50 users, the max. is 128. For unlimited users, the max. is 250, which is the max. for other models.
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Table 4-2

ASA 5510 Adaptive Security Appliance License Features

Supported Feature Licenses Per Model

ASA 5510

Base License

Security Plus

Firewall Licenses

Botnet Traffic Filter Disabled Optional temporary license:  |Disabled Optional temporary license:
Available Available
Firewall Conns, Concurrent |50 K 130K
GTP/IGPRS No support No support
Unified Comm. Sessions' |2 Optional licenses: 2 Optional licenses:
24 |50 |10 24 |50 |10
VPN Licenses
Adv. Endpoint Assessment |Disabled Optional license: Available Disabled Optional license: Available
AnyConnect Essential s Disabled Optional license: Available Disabled Optional license: Available
AnyConnect Mobile! Disabled Optional license: Available Disabled Optional license: Available
AnyConnect Premium SSL |2 Optional Permanent licenses: 2 Optional Permanent licenses:
VPN (sessions)* 10 [25 [50 [100 [250 10 [25 [50 [100 [250

Optional Shared licenses: Participant or
Server. For the Server, these licenses are
available:*

Optional Shared licenses: Participant or
Server. For the Server, these licenses are
available:*

500-50,000 in
increments of 500

50,000-545,000 in
increments of 1000

500-50,000 in
increments of 500

50,000-545,000 in
increments of 1000

Optional FLEX license: 250

Optional FLEX license: 250

IPSec VPN (sessions)*

250 (max. 250 combined IPSec and SSL VPN)

250 (max. 250 combined 1PSec and SSL VPN)

VPN Load Balancing

No support

Supported

General Licenses

Encryption Base (DES) ‘Opt. lic.: Strong (3BDES/AES) |Base (DES) ‘Opt. lic.: Strong (3BDES/AES)
Failover No support Active/Standby or Active/Active!
Interface Speed All: Fast Ethernet Ethernet 0/0 and 0/1: Gigabit Ethernet?
Ethernet 0/2, 0/3, and 0/4: Fast Ethernet
Cisco Security Appliance Configuration Guide using ASDM
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Table 4-2 ASA 5510 Adaptive Security Appliance License Features (continued)

ASA 5510 Base License Security Plus

Security Contexts No support 2 Optional licenses:
5

VLANS, Maximum 50 100

1. Seethe“License Notes” section.

2. Although the Ethernet 0/0 and 0/1 ports are Gigabit Ethernet, they are still identified as “Ethernet” in the software.

Table 4-3

ASA 5520 Adaptive Security Appliance License Features

ASA 5520 Base License

Firewall Licenses

Botnet Traffic Filter Disabled

‘ Optional temporary license: Available

Firewall Conns, Concurrent |280 K

GTP/GPRS Disabled

‘ Optional license: Available

Unified Communications |2 Optional licenses:

Proxy Sessions!

24 |50 |100 [250 [500 750 |1000
VPN Licenses
Adv. Endpoint Assessment |Disabled Optional license: Available
AnyConnect Essentials Disabled Optional license: Available
AnyConnect Mobile! Disabled Optional license: Available
AnyConnect Premium SSL |2 Optional Permanent licenses:
VPN (sessions)* 10 [25 [50 [100 [250 [500 [750

Optional Shared licenses: Participant or Server. For the Server, these licenses are available:*

500-50,000 in increments of 500

‘ 50,000-545,000 in increments of 1000

Optional FLEX licenses:

250 \750

IPSec VPN (sessions)*

750 (max. 750 combined IPSec and SSL V PN)

VPN Load Balancing Supported
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Table 4-3 ASA 5520 Adaptive Security Appliance License Features (continued)

ASA 5520

‘Base License

General Licenses

Encryption Base (DES) ‘Optional license: Strong (SDESAES)
Failover Active/Standby or Active/Active!
Security Contexts 2 Optional licenses:
5 10 |20
VLANS, Maximum 150

1. Seethe“License Notes” section.

Table 4-4 ASA 5540 Adaptive Security Appliance License Features

ASA 5540 Base License

Firewall Licenses

Botnet Traffic Filter Disabled ‘Optional temporary license: Available
Firewall Conns, Concurrent |400 K

GTP/GPRS Disabled ‘Optional license: Available

Unified Communications 2 Optional licenses:

Proxy Sessions!

24 \50 \100 \250 \500 \750 \1000 \2000

VPN Licenses

Adv. Endpoint Assessment |Disabled Optional license: Available
AnyConnect Essential s Disabled Optional license: Available
AnyConnect Mobilet Disabled Optional license: Available
AnyConnect Premium SSL |2 Optional Permanent licenses:

VPN (sessions)*

10 \25 ‘50 \100 ‘250 \500 ‘750 \1000 ‘2500

Optional Shared licenses: Participant or Server. For the Server, these licenses are available:*

500-50,000 in increments of 500 ‘50,000-545,000 in increments of 1000

Optional FLEX licenses:

250 \750 \1000 \2500
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Table 4-4 ASA 5540 Adaptive Security Appliance License Features (continued)
ASA 5540 Base License

IPSec VPN (sessions)*

5000 (max. 5000 combined IPSec and SSL VPN)

VPN Load Balancing

Supported

General Licenses

Encryption Base (DES) ‘Optional license: Strong (SDESAES)
Failover Active/Standby or Active/Active'
Security Contexts 2 Optional licenses:
5 |10 |20 |50
VLANS, Maximum 200

1. Seethe“License Notes” section.

Table 4-5

ASA 5550 Adaptive Security Appliance License Features

ASA 5550

Base License

Firewall Licenses

Botnet Traffic Filter Disabled ‘Optional temporary license: Available

Firewall Conns, Concurrent |650 K

GTP/GPRS Disabled ‘Optional license: Available

Unified Communications |2 Optional licenses:

Proxy Sessions® 24 |50 100 [250 500 [750 1000 |2000 |3000
VPN Licenses

Adv. Endpoint Assessment |Disabled Optional license: Available

AnyConnect Essentialst Disabled Optional license: Available

AnyConnect Mobile! Disabled Optional license: Available

AnyConnect Premium SSL |2 Optional Permanent licenses:

VPN (sessions)* 10 [25 [s0 [100 [250 (500 [750 [1000 [2500 [5000

Optional Shared licenses: Participant or Server. For the Server, these licenses are available:*

500-50,000 in increments of 500 ‘50,000—545,000 in increments of 1000

Optional FLEX licenses:

250 \750 \1000 \2500 \5000
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Table 4-5 ASA 5550 Adaptive Security Appliance License Features (continued)

ASA 5550

Base License

IPSec VPN (sessions)*

5000 (max. 5000 combined |PSec and SSL VPN)

VPN Load Balancing

Supported

General Licenses

Encryption Base (DES) ‘Optional license: Strong (3DESAES)
Failover Active/Standby or Active/Active!
Security Contexts 2 Optional licenses:
5 |10 20 |50
VLANS, Maximum 250

1. Seethe“License Notes” section.

Table 4-6 ASA 5580 Adaptive Security Appliance License Features

ASA 5580

Base License

Firewall Licenses

Botnet Traffic Filter

Disabled ‘Opti onal temporary license: Available

Firewall Conns, Concurrent |650 K
GTP/GPRS Disabled ‘Optional license: Available
Unified Communications |2 Optional licenses:

Proxy Sessions!

24 \50 \100 \250 \500 \750 \1000 \2000 \3000 \5000 \100002

VPN Licenses

Adv. Endpoint Assessment

Disabled Optional license: Available

AnyConnect Essentialst

Disabled Optional license: Available

AnyConnect Mobile!

Disabled Optional license: Available

AnyConnect Premium SSL
VPN (sessions)!

2 Optional Permanent licenses:
10 \25 \50 \100 \250 \500 \750 \1000 \2500 \5000

Optional Shared licenses: Participant or Server. For the Server, these licenses are available:*

500-50,000 in increments of 500 ‘50,000—545,000 in increments of 1000

Optional FLEX licenses:

250 \750 \1000 \2500 \5000

IPSec VPN (sessions)!

5000 (max. 5000 combined IPSec and SSL VPN)

VPN Load Balancing

Supported

General Licenses

Encryption Base (DES) ‘Optional license: Strong (SDESAES)
Failover Active/Standby or Active/Active!
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Table 4-6 ASA 5580 Adaptive Security Appliance License Features (continued)
ASA 5580 Base License
Security Contexts 2 Optional licenses:
5 |10 (20 |50
VLANSs, Maximum 250

1. Seethe“License Notes’ section.
2. With the 10,000-session license, the total combined sessions can be 10,000, but the maximum number of Phone Proxy sessions is 5000.

License Notes

Table 4-7 lists footnotes for the tables in the “Licenses Per Model” section on page 4-1.

Table 4-7 License Notes

License

Notes

Active/Active failover

You cannot use Active/Active failover and VPN; if you want to use VPN, use Active/Standby
failover.

AnyConnect Essentials

This license enables AnyConnect VPN client access to the adaptive security appliance. This
license does not support deploy browser-based SSL VPN access or Cisco Secure Desktop. For
these features, activate an AnyConnect Premium SSL VPN license instead of the AnyConnect
Essentials license.

Note  With the AnyConnect Essentialslicense, VPN users can use a Web browser to log in, and
download and start (WebL aunch) the AnyConnect client.

The AnyConnect client software offers the same set of client features, whether it is enabled by
this license or an AnyConnect Premium SSL VPN license.

The AnyConnect Essential s license cannot be active at the same time as the following licenses on
a given adaptive security appliance: AnyConnect Premium SSL VPN license (all types) or the
Advanced Endpoint Assessment license. Y ou can, however, run AnyConnect Essentials and
AnyConnect Premium SSL VPN licenses on different adaptive security appliances in the same
network.

By default, the security appliance uses the AnyConnect Essentials license, but you can disable it
to use other licenses by using the no anyconnect-essentials command.

AnyConnect Mobile

This license provides access to the AnyConnect Client for touch-screen mobile devices running
Windows Mobile 5.0, 6.0, and 6.1. We recommend using this license if you want to support
mobile access to AnyConnect 2.3 and later versions. Thislicense requires activation of one of the
following licenses to specify the total number SSL VPN sessions permitted: AnyConnect
Essentials or AnyConnect Premium SSL VPN.

AnyConnect Premium
SSL VPN Shared

A shared license lets the security appliance act as a shared license server for multiple client
security appliances. The shared license pool is large, but the maximum number of sessions used
by each individual security appliance cannot exceed the maximum number listed for permanent
licenses.
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Table 4-7 License Notes

License Notes

Combined IPSecand SSL | « Although the maximum IPSec and SSL VPN sessions add up to more than the maximum VPN
VPN sessions sessions, the combined sessions should not exceed the VPN session limit. If you exceed the

maximum VPN sessions, you can overload the security appliance, so be sure to size your
network appropriately.

< If you start aclientless SSL VPN session and then start an AnyConnect client session from
the portal, 1 session is used in total. However, if you start the AnyConnect client first (from
astandalone client, for example) and then log into the clientless SSL VPN portal, then 2
sessions are used.

Unified Communications |Phone Proxy, Mobility Advantage Proxy, Presence Federation Proxy, and TLS Proxy are all
Proxy sessions licensed under the UC Proxy umbrella, and can be mixed and matched. For example, if you
configure a phone with a primary and backup Cisco Unified Communications Manager, there are
2 TLS/SRTP connections, so 2 UC Proxy sessions are used.

Information About Feature Licenses

A license specifies the options that are enabled on a given security appliance. It is represented by an
activation key that is a 160-bit (5 32-bit words or 20 bytes) value. This value encodes the serial number
(an 11 character string) and the enabled features.

This section includes the following topics:
» Preinstalled License, page 4-9
« Temporary, VPN Flex, and Evaluation Licenses, page 4-9
- Shared Licenses, page 4-12
« Licenses FAQ, page 4-16

Preinstalled License

By default, your security appliance ships with alicense already installed. Thislicense might be the Base
License, to which you want to add more licenses, or it might already have all of your licensesinstalled,
depending on what you ordered and what your vendor installed for you. See the “Viewing Your Current
License” section on page 4-18 section to determine which licenses you have installed.

Temporary, VPN Flex, and Evaluation Licenses

In addition to permanent licenses, you can purchase atemporary license or receive an evaluation license
that has atime-limit. For example, you might buy aVPN Flex license to handle short-term surgesin the
number of concurrent SSL VPN users, or you might order a Botnet Traffic Filter temporary license that
isvalid for 1 year.

This section includes the following topics:
« How the Temporary License Timer Works, page 4-10
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- How Multiple Licenses Interact, page 4-10

- Failover and Temporary Licenses, page 4-11

How the Temporary License Timer Works

» Thetimer for the temporary license starts counting down when you activate it on the security
appliance.

- If you stop using the temporary license before it times out, for example you activate a permanent
license or a different temporary license, then the timer halts. The timer only starts again when you
reactivate the temporary license.

- If thetemporary licenseisactive, and you shut down the security appliance, then the timer continues
to count down. If you intend to leave the security appliance in a shut down state for an extended
period of time, then you should activate the permanent license before you shut down to preserve the
temporary license.

- When atemporary license expires, the next time you reload the security appliance, the permanent
license is used; you are not forced to perform areload immediately when the license expires.

Note  We suggest you do not change the system clock after you install the temporary license. If you set the
clock to be alater date, then if you reload, the security appliance checks the system clock against the
original installation time, and assumes that more time has passed than has actually been used. If you set
the clock back, and the actual running timeis greater than the time between the original installation time
and the system clock, then the license immediately expires after a reload.

How Multiple Licenses Interact

- When you activate atemporary license, then features from both permanent and temporary licenses
are merged to form the running license. Note that the security appliance only uses the highest value
from each licensefor each feature; the values are not added together. The security appliance displays
any resolved conflicts between the licenses when you enter atemporary activation key. In the rare
circumstance that a temporary license has lower capability than the permanent license, the
permanent license values are used.

- When you activate a permanent license, it overwrites the currently-running permanent and
temporary licenses and becomes the running license.

N

Note If you install a new permanent license, and it is a downgrade from the temporary license,
then you need to reload the security appliance to disable the temporary license and restore
the permanent license. Until you reload, the temporary license continues to count down.

If you reactivate the already installed permanent license, you do not need to reload the
security appliance; the temporary license does not continue to count down, and there is no
disruption of traffic.

» To reenable the features of the temporary license if you later activate a permanent license, simply
reenter the temporary activation key. For a license upgrade, you do not need to reload.
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- To switch to adifferent temporary license, enter the new activation key; the new license is used
instead of the old temporary license and combines with the permanent license to create a new
running license. The security appliance can have multiple temporary licenses installed; but only one
is active at any given time.

Seethefollowing figure for examples of permanent and VPN Flex activation keys, and how they interact.

Figure 4-1 Permanent and VPN Flex Activation Keys
Permanent Key Merged Key

1 | Base+10SSLconns |+ = |/ Base +
Merged Key Permanent Key Permanent Key

o || Base + + Base + 10 SSL conns | = | Base + 10 SSL conns
Permanent Key Merged Key

3 Base + 10 SSL conns | + = |/Base + 10 SSL conns +
Merged Key New Merged Key

Base + 10 SSL conns +|| + Base +

251137

1. Inexample 1inthe above figure, you apply atemporary key with 25 SSL sessions; because the VPN
Flex value is greater than the permanent key value of 10 sessions, the resulting running key is a
merged key that uses the VPN Flex value of 25 sessions, and not a combined total of 35 sessions.

2. Inexample 2 above, the merged key from example 1 isreplaced by the permanent key, and the VPN
Flex license is disabled. The running key defaults to the permanent key value of 10 sessions.

3. Inexample 3 above, an evaluation license including 50 contexts is applied to the permanent key, so
the resulting running key isamerged key that includes all the features of the permanent key plusthe
50 context license.

4. In example 4 above, the merged key from example 3 has the VPN Flex key applied. Because the
security appliance can only use one temporary key at atime, the VPN flex key replaces the
evaluation key, so the end result is the same as the merged key from example 1.

Failover and Temporary Licenses

With failover, identical licenses are required. For failover purposes, temporary and permanent licenses
appear to be identical, so you can have a permanent license on one unit and a temporary license on the
other unit. This functionality is useful in an emergency situation; for example, if one of your units fails,
and you have an extra unit, you can install the extra unit while the other one is repaired. If you do not
normally use the extra unit for SSL VPN, then a VPN Flex license is a perfect solution while the other
unit is being repaired.

Because the temporary license continues to count down for aslong as it is activated on afailover unit,
we do not recommend using atemporary licensein apermanent failover installation; when the temporary
license expires, failover will no longer work.
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Shared Licenses

censes

A shared license lets you purchase alarge number of SSL VPN sessions and share the sessions as needed

amo

ngst a group of security appliances by configuring one of the security appliances as a shared

licensing server, and therest as shared licensing participants. This section describes how a shared license
works, and includes the following topics:

Information About the Shared Licensing Server and Participants, page 4-12
Communication Issues Between Participant and Server, page 4-13
Information About the Shared Licensing Backup Server, page 4-13
Failover and Shared Licenses, page 4-14

Maximum Number of Participants, page 4-15

Information About the Shared Licensing Server and Participants

The
1.

following steps describe how shared licenses operate:

Decide which security appliance should be the shared licensing server, and purchase the shared
licensing server license using that device serial number.

Decide which security appliances should be shared licensing participants, including the shared
licensing backup server, and obtain a shared licensing participant license for each device, using each
device serial number.

(Optional) Designate a second security appliance as a shared licensing backup server. You can only
specify one backup server.

~

Note  The shared licensi ng backup server only needs a participant license.

Configure a shared secret on the shared licensing server; any participants with the shared secret can
use the shared license.

When you configure the security appliance as a participant, it registers with the shared licensing
server by sending information about itself, including the local license and model information.

S

Note  The participant needsto be able to communicate with the server over the IP network; it does
not have to be on the same subnet.

The shared licensing server responds with information about how often the participant should poll
the server.

When a participant uses up the sessions of thelocal license, it sends arequest to the shared licensing
server for additional sessionsin 50-session increments.

The shared licensing server responds with a shared license. The total sessions used by a participant
cannot exceed the maximum sessions for the platform model.

~

Note  The shared licensi ng server can also participate in the shared license pool. It does not need
a participant license as well as the server license to participate.
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Note

Information About Feature Licenses W

a. If thereare not enough sessions|eft in the shared license pool for the participant, then the server
responds with as many sessions as available.

b. The participant continuesto send refresh messages requesting more sessions until the server can
adequately fulfill the request.

9. When theload is reduced on a participant, it sends a message to the server to release the shared
Sessions.

The security appliance uses SSL between the server and participant to encrypt all communications.

Communication Issues Between Participant and Server

See the following guidelines for communication issues between the participant and server:

- If aparticipant fails to send arefresh after 3 times the refresh interval, then the server releases the
sessions back into the shared license pool.

« If the participant cannot reach the license server to send the refresh, then the parti cipant can continue
to use the shared license it received from the server for up to 24 hours.

« If the participant is still not able to communicate with a license server after 24 hours, then the
participant releases the shared license, even if it still needs the sessions. The participant |eaves
existing connections established, but cannot accept new connections beyond the license limit.

« If aparticipant reconnects with the server before 24 hours expires, but after the server expired the
participant sessions, then the participant needs to send a new request for the sessions; the server
responds with as many sessions as can be reassigned to that participant.

Information About the Shared Licensing Backup Server

Note

The shared licensing backup server must register successfully with the main shared licensing server
before it can take on the backup role. When it registers, the main shared licensing server syncs server
settings as well as the shared license information with the backup, including alist of registered
participants and the current license usage. The main server and backup server sync the data at 10 second
intervals. After theinitial sync, the backup server can successfully perform backup duties, even after a
reload.

When the main server goes down, the backup server takes over server operation. The backup server can
operate for up to 30 continuous days, after which the backup server stopsissuing sessionsto participants,
and existing sessions time out. Be sure to reinstate the main server within that 30-day period.
Critical-level syslog messages are sent at 15 days, and again at 30 days.

When the main server comes back up, it syncs with the backup server, and then takes over server
operation.

When the backup server is not active, it acts as a regular participant of the main shared licensing server.

When you first launch the main shared licensing server, the backup server can only operate
independently for 5 days. The operational limit increases day-by-day, until 30 daysis reached. Also, if
the main server later goes down for any length of time, the backup server operational limit decrements
day-by-day. When the main server comes back up, the backup server starts to increment again
day-by-day. For example, if the main server is down for 20 days, with the backup server active during

[ oL-18494-03

Cisco Security Appliance Configuration Guide using ASDM i



Chapter4  Managing Feature Licenses |

M information About Feature Licenses

that time, then the backup server will only have a 10-day limit left over. The backup server “recharges’
up to the maximum 30 days after 20 more days as an inactive backup. This recharging function is
implemented to discourage misuse of the shared license.

Failover and Shared Licenses

This section describes how shared licenses interact with failover, and includes the following topics:
- “Failover and Shared License Servers’ section on page 4-14
- “Failover and Shared License Participants’ section on page 4-15

Failover and Shared License Servers

This section describes how the main server and backup server interact with failover. Because the shared
licensing server is also performing normal duties as the security appliance, including performing
functions such as being a VPN gateway and firewall, then you might need to configure failover for the
main and backup shared licensing servers for increased reliability.

Note  The backup server mechanism is separate from, but compatible with, failover.

Shared licenses are supported only in single context mode, so Active/Active failover is not supported.

Both main shared licensing server units in the failover pair need to have the same license. So if you
purchase a 10,000 session shared license for the primary main server unit, you must also purchase a
10,000 session shared license for the standby main server unit. Because the standby unit does not pass
traffic when it isin a standby state, the total number of sessions remains at 10,000 in this example, not
a combined 20,000 sessions.

For Active/Standby failover, the primary unit acts as the main shared licensing server, and the standby
unit acts as the main shared licensing server after failover; because both units need to have the same
license, both units can act as the main licensing server. The standby unit does not act as the backup
shared licensing server. Instead, you can have a second pair of units acting as the backup server, if
desired.

For example, you have a network with 2 failover pairs. Pair #1 includes the main licensing server. Pair
#2 includes the backup server. When the primary unit from Pair #1 goes down, the standby unit
immediately becomes the new main licensing server. The backup server from Pair #2 never gets used.
Only if both unitsin Pair #1 go down does the backup server in Pair #2 come into use as the shared
licensing server. If Pair #1 remains down, and the primary unit in Pair #2 goes down, then the standby
unit in Pair #2 comes into use as the shared licensing server (see Figure 4-2).
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Figure 4-2 Failover and Shared License Servers
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The standby backup server shares the same operating limits as the primary backup server; if the standby
unit becomes active, it continues counting down where the primary unit left off. See the “Information
About the Shared Licensing Backup Server” section on page 4-13 for more information.

Failover and Shared License Participants

For participant pairs, both units register with the shared licensing server using separate participant 1Ds.
The active unit syncs its participant 1D with the standby unit. The standby unit uses this ID to generate
atransfer request when it switches to the active role. This transfer request is used to move the shared
sessions from the previously active unit to the new active unit.

Maximum Number of Participants

The security appliance does not limit the number of participants for the shared license; however, avery
large shared network could potentially affect the performance on the licensing server. In this case, you
can increase the delay between participant refreshes, or you can create two shared networks.

Cisco Security Appliance Configuration Guide using ASDM
I oL-18494-03 .m



Chapter4  Managing Feature Licenses |

M information About Feature Licenses

Licenses FAQ

Q. Can| activate multiple temporary licenses, for example, VPN Flex and Botnet Traffic Filter?

A. No. You can only use onetemporary license at atime. Thelast license you activateisthe onein use.
In the case of evaluation licenses that group multiple features into one activation key, then multiple
features are supported at the same time. But temporary licenses for sale by Cisco are limited to one
feature per activation key.

Q. Canl “stack” temporary licenses so that when the time limit runs out, it will automatically use the
next license?

A. No. You can install multiple temporary licenses, but only the last activated license is active. When
the active license expires, you need to manually activate the new one. Be sure to activate it shortly
before the old one expires so you do not lose functionality. (Any remaining time on the old license
remains unused; for example, if you use 10 months of a 12-month license, and activate a new
12-month license, then the remaining 2 months of the first license goes unused unless you later
reactivate it. We recommend that you activate the new license as close as possible to the end of the
old license to maximize the license usage.)

Q. Canl install anew permanent license while maintaining an active temporary license?

A. No. The temporary license will be deactivated when you apply a permanent license. You have to
activate the permanent license, and then reactivate the temporary license to be able to use the new
permanent license along with the temporary license. Thiswill cause temporary loss of functionality
for the features reliant on the temporary license.

Q. For failover, can | use ashared licensing server asthe primary unit, and the shared licensing backup
server as the secondary unit?

A. No. The secondary unit must also have a shared licensing server license. The backup server, which
has a participant license, can be in a separate failover pair of two backup servers.

Q. Dol need to buy the same licenses for the secondary unit in a failover pair? Even for a shared
licensing server?

A. Yes. Both units need the same licenses. For a shared licensing server, you need to buy the same
shared licensing server license for both units. Note: In Active/Standby failover, for licenses that
specify the number of sessions, the sessions for both units are not added to each other; only the
active unit sessions can be used. For example, for ashared SSL VPN license, you need to purchase
a 10,000 user session for both the active and the standby unit; the total number of sessionsis 10,000,
not 20,000 combined.

Q. Canl useaVPN Flex or permanent SSL VPN license in addition to a shared SSL VPN license?

A. Yes. The shared license is used only after the sessions from the locally installed license (VPN Flex
or permanent) are used up. Note: On the shared licensing server, the permanent SSL VPN licenseis
not used; you can however use a VPN Flex license at the same time as the shared licensing server
license. In this case, the VPN Flex license sessions are available for local SSL VPN sessions only;
they cannot be added to the shared licensing pool for use by participants.
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Guidelines and Limitations

See the following guidelines for activation keys.

Context Mode Guidelines
- Inmultiple context mode, apply the activation key in the system execution space.

» Shared licenses are not supported in multiple context mode.

Firewall Mode Guidelines
All license types are available in both routed and transparent mode.

Failover Guidelines
= You must have the same licenses activated on the primary and secondary units.

S
Note  For failover purposes, there is no distinction between permanent and temporary licenses as

long as the feature set is the same between the two units. See the “ Failover and Temporary
Licenses” section on page 4-11 for more information.

» Shared licenses are not supported in Active/Active mode. See the “Failover and Shared Licenses’
section on page 4-14 for more information.

Upgrade Guidelines

Your activation key remains compatible if you upgrade to Version 8.2 or later, and aso if you later
downgrade. After you upgrade, if you activate additional feature licenses that were introduced before
8.2, then the activation key continues to be compatible with earlier versionsif you downgrade. However
if you activate feature licenses that were introduced in 8.2 or later, then the activation key is not
backwards compatible. If you have an incompatible license key, then see the following guidelines:

- If you previously entered an activation key in an earlier version, then the security appliance uses that
key (without any of the new licenses you activated in Version 8.2 or later).

« If you have a new system and do not have an earlier activation key, then you need to request a new
activation key compatible with the earlier version.

Additional Guidelines and Limitations

« The activation key is not stored in your configuration file; it is stored as a hidden file in Flash
memory.

« The activation key istied to the serial number of the device. Feature licenses cannot be transferred
between devices (except in the case of a hardware failure). If you have to replace your device due
to ahardware failure, contact the Cisco Licensing Team to have your existing license transferred to
the new serial number. The Cisco Licensing Team will ask for the Product Authorization Key
reference number and existing serial number.

= Once purchased, you cannot return a license for arefund or for an upgraded license.

» You cannot add two separate licenses for the same feature together; for example, if you purchase a
25-session SSL VPN license, and later purchase a 50-session license, you cannot use 75 sessions;
you can use a maximum of 50 sessions.

» Although you can activate all license types, some features are incompatible with each other; for
example, multiple context mode and VPN. In the case of the AnyConnect Essentials license, the
licenseisincompatible with the following licenses: full SSL VPN license, shared SSL VPN license,

[ oL-18494-03

Cisco Security Appliance Configuration Guide using ASDM i



Chapter4  Managing Feature Licenses |

W Viewing Your Current License

and Advanced Endpoint Assessment license. By default, the AnyConnect Essentials licenseis used
instead of the above licenses, but you can disable the AnyConnect Essentials license in the
configuration to restore use of the other licenses using the no anyconnect-essentials command.

Viewing Your Current License

This section describes how to view your current license, and for temporary activation keys, how much
time the license has | eft.

To view the current license, choose Configuration > Device Management > Licensing > Activation Key.

In multiple context mode, view the activation key in the System execution space by choosing
Configuration > Device Management > Activation Key.

Obtaining an Activation Key

Note

Step 1

Step 2

Step 3

To obtain an activation key, you need a Product Authorization Key, which you can purchase from your
Cisco account representative. You need to purchase a separate Product Activation Key for each feature
license. For example, if you have the Base License, you can purchase separate keys for Advanced
Endpoint Assessment and for additional SSL VPN sessions.

For afailover pair, you need separate activation keys for each unit. Make sure the licenses included in
the keys are the same for both units.

After obtaining the Product Authorization Keys, register them on Cisco.com by performing the
following steps:

Obtain the serial number for your security appliance by choosing Configuration > Device Management
> Licensing > Activation Key (in multiple context mode, view the serial number in the System execution
space).

Access one of the following URLSs.
- Usethefollowing website if you are a registered user of Cisco.com:

http://www.cisco.com/go/license

» Usethe following website if you are not a registered user of Cisco.com:

http://www.cisco.com/go/license/public

Enter the following information, when prompted:

» Product Authorization Key (if you have multiple keys, enter one of the keysfirst. You have to enter
each key as a separate process.)

» The serial number of your security appliance
» Your email address

An activation key is automatically generated and sent to the email address that you provide. This key
includes all features you have registered so far for permanent licenses. For VPN Flex licenses, each
license has a separate activation key.
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Step4  If you have additional Product Authorization Keys, repeat Step 3 for each Product Authorization Key.
After you enter all of the Product Authorization Keys, the final activation key provided includes all of
the permanent features you registered.

Entering a New Activation Key

This section describes how to enter a new activation key.

Prerequisites

- Beforeentering the activation key, ensure that theimage in Flash memory and the running image are
the same by entering the show activation-key command. You can do this by reloading the security
appliance before entering the new activation key.

- If you are already in multiple context mode, enter the activation key in the system execution space.

- Some licenses require you to reload the security appliance after you activate them. Table 4-8 lists
the licenses that require reloading.

Table 4-8 License Reloading Requirements

Model License Action Requiring Reload

ASA 5505 and ASA 5510 Changing between the Base and Security Plus
license.

All models Changing the Encryption license.

All models Downgrading any license (for example, going

from 10 contexts to 2 contexts).

Note If atemporary license expires, and the
permanent license is a downgrade, then
you do not need to immediately reload the
security appliance; the next time you
reload, the permanent license is restored.

Limitations and Restrictions

Your activation key remains compatible if you upgrade to Version 8.2 or later, and also if you later
downgrade. After you upgrade, if you activate additional feature licenses that were introduced before
8.2, then the activation key continues to be compatible with earlier versionsif you downgrade. However
if you activate feature licenses that were introduced in 8.2 or later, then the activation key is not
backwards compatible. If you have an incompatible license key, then see the following guidelines:

- If you previously entered an activation key in an earlier version, then the security appliance uses that
key (without any of the new licenses you activated in Version 8.2 or later).

« If you have a new system and do not have an earlier activation key, then you need to request a new
activation key compatible with the earlier version.
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Detailed Steps

Step 1
Step 2

Step 3

Choose Configuration > Device Management > Licensing > Activation Key.
Enter the new activation key in the New Activation Key field.

The key is a five-element hexadecimal string with one space between each element. The leading Ox
specifier is optional; all values are assumed to be hexadecimal. For example:

0xd11b3d48 OxaB80a4clOa 0x48e0fdlc 0xb0443480 0x843fc490
You can enter one permanent key, and multiple temporary keys. The last temporary key entered is the

active one. See the “Temporary, VPN Flex, and Evaluation Licenses’ section on page 4-9 for more
information. To change the running activation key, enter a new value.

Click Update Activation Key.

Upgrading the License for a Failover Pair

If you need to upgrade the license on afailover pair, you might have some amount of downtime
depending on whether the license requires a reload. See Table 4-8 on page 4-19 for more information
about licenses requiring a reload. This section includes the following topics:

« Upgrading the License for a Failover (No Reload Required), page 4-20
« Upgrading the License for a Failover (Reload Required), page 4-21

Upgrading the License for a Failover (No Reload Required)

Prerequisites

Detailed Steps

Step 1

Step 2

Use the following procedure if your new license does not require you to reload. See Table 4-8 on
page 4-19 for more information about licenses requiring a reload. This procedure ensures that there is
no downtime.

Before you upgrade the license, be sure that both units are operating correctly, the Failover LAN
interface is up, and there is not an imminent failover event; for example, monitored interfaces are
operating normally.

On each unit, go to Monitoring > Properties > Failover > Status to view the failover status and the
monitored interface status.

On the active unit, choose Configuration > Device Management > High Availability > Failover > Setup,
and uncheck the Enable Failover check box.

The standby unit remainsin a pseudo-standby state. Deactivating failover on the active unit preventsthe
standby unit from attempting to become active during the period when the licenses do not match.

Click Apply.
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Step 3

Step 4
Step 5

Step 6

Step 7
Step 8
Step 9

Step 10

Upgrading the License for a Failover Pair Il

Choose Configuration > Device Management > Licensing > Activation Key, and enter the new activation
key that you obtained with the active unit serial number.

Click Update Activation Key.
Log into the standby unit by double-clicking its address in the Device List.

If you the device is not in the Device List, click Add to add the device. You might be prompted for
credentialsto log in.

Choose Configuration > Device Management > Licensing > Activation Key, and enter the new activation
key that you obtained with the standby unit serial number.

Click Update Activation Key.
Log into the active unit again by double-clicking its address in the Device List.

Choose Configuration > Device Management > High Availability > Failover > Setup, and re-check the
Enable Failover check box.

Click Apply.

Upgrading the License for a Failover (Reload Required)

Prerequisites

Detailed Steps

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

Use the following procedure if your new license requires you to reload. See Table 4-8 on page 4-19 for
more information about licenses requiring a reload. Reloading the failover pair causes a loss of
connectivity during the reload.

Before you upgrade the license, be sure that both units are operating correctly, the Failover LAN
interface is up, and there is not an imminent failover event; for example, monitored interfaces are
operating normally.

On each unit, choose Monitoring > Properties > Failover > Status to view the failover status and the
monitored interface status.

On the active unit, choose Configuration > Device Management > High Availability > Failover > Setup,
and uncheck the Enable Failover check box.

The standby unit remains in a pseudo-standby state. Deactivating failover on the active unit preventsthe
standby unit from attempting to become active during the period when the licenses do not match.

Click Apply.

Choose Configuration > Device Management > Licensing > Activation Key, and enter the new activation
key that you obtained with the active unit serial number.

Click Update Activation Key.
Log into the standby unit by double-clicking its address in the Device List.

If you the device is not in the Device List, click Add to add the device. You might be prompted for
credentialsto log in.

Choose Configuration > Device Management > Licensing > Activation Key, and enter the new activation
key that you obtained with the standby unit serial number.
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Step7  Click Update Activation Key.
Step8  Log into the active unit again by double-clicking its address in the Device List.

Step9  Choose Configuration > Device Management > High Availability > Failover > Setup, and recheck the
Enable Failover check box.

Step10  Click Apply.
Step11  Schedule areload of the security appliance by choosing Tools > System Reload.

Step12 Choose the reload options to reload the security appliance at atime you desire, and click Schedule
Reload.

Choose a time when the loss of service has the least impact.
Step 13 Log into the standby unit again by double-clicking its address in the Device List.
Step 14  Schedule areload of the security appliance by choosing Tools > System Reload.

Step 15  Choose the reload options to reload the security appliance at the same time you choose for the active
unit, and click Schedule Reload.

Both units will reload at the same time, and the new licenses will be in effect.

Configuring a Shared License

This section describes how to configure the shared licensing server and participants. For more
information about shared licenses, see the “ Shared Licenses’ section on page 4-12.

This section includes the following topics:
» Configuring the Shared Licensing Server, page 4-22
- Configuring the Shared Licensing Participant and the Optional Backup Server, page 4-23
« Monitoring the Shared License, page 4-24

Configuring the Shared Licensing Server

This section describes how to configure the security appliance to be a shared licensing server.

Prerequisites

The server must have a shared licensing server key.

Detailed Steps

Stepl  Choose Configuration > Device Management > Licenses > Shared SSL VPN Licenses.
Step2  Inthe Shared Secret field, enter the shared secret as a string between 4 and 128 ASCII characters.
Any participant with this secret can use the license server.

Step3  (Optional) Inthe TCP IP Port field, enter the port on which the server listens for SSL connections from
participants, between 1 and 65535.

The default is TCP port 50554.
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Step 4

Step 5

Step 6

Step 7

What to Do Next

Configuring a Shared License W

(Optional) In the Refresh interval field, enter the refresh interval between 10 and 300 seconds.

Thisvalue is provided to participants to set how often they should communicate with the server. The
default is 30 seconds.

In the Interfaces that serve shared licenses area, check the Shar es Licenses check box for any interfaces
on which participants contact the server.

(Optional) To identify a backup server, in the Optional backup shared SSL VPN license server area:
a. Inthe Backup server IP address field, enter the backup server | P address.
b. Inthe Primary backup server serial number field, enter the backup server serial number.

c. If thebackup serverispart of afailover pair, identify the standby unit serial number in the Secondary
backup server serial number field.

You can only identify 1 backup server and its optional standby unit.
Click Apply.

See the" Configuring the Shared Licensing Participant and the Optional Backup Server” section on
page 4-23.

Configuring the Shared Licensing Participant and the Optional Backup Server

Prerequisites

Detailed Steps

This section configures a shared licensing participant to communicate with the shared licensing server;
this section also describes how you can optionally configure the participant as the backup server.

The participant must have a shared licensing participant key.

Stepl  Choose the Configuration > Device Management > Licenses > Shared SSL VPN Licenses pane.
Step2  Inthe Shared Secret field, enter the shared secret as a string between 4 and 128 ASCII characters.
Step3  (Optional) Inthe TCP IP Port field, enter the port on which to communicate with the server using SSL,
between 1 and 65535.
The default is TCP port 50554.
Step4  (Optional) To identify the participant as the backup server, in the Select backup role of participant area:
a. Click the Backup Server radio button.
b. Check the Shares Licenses check box for any interfaces on which participants contact the backup
server.
Step5  Click Apply.
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Monitoring the Shared License

To monitor the shared license, choose Monitoring > VPN > Clientless SSL VPN > Shared Licenses.

Feature History for Licensing

Table 4-9 lists the release history for this feature.

Table 4-9 Feature History for Licensing

Feature Name Releases

Feature Information

Increased Connections and VLANS 7.0(5)

Increased the following limits:

» ASAB5510 Base license connections from 32000 to
5000; VLANSsfrom 0 to 10.

» ASAS5510 Security Plus license connections from
64000 to 130000; VLANSs from 10 to 25.

» ASA5520 connectionsfrom 130000 to 280000; VLANSs
from 25 to 100.

» ASA5540 connectionsfrom 280000 to 400000; VLANS
from 100 to 200.

SSL VPN Licenses 7.1(1)

SSL VPN licenses were introduced.

Increased SSL VPN Licenses 7.2(1)

A 5000-user SSL VPN license was introduced for the ASA
5550 and above.

Increased VLANS 7.2(2)

The maximum number of VLANS for the Security Plus
license on the ASA 5505 security appliance was increased
from 5 (3 fully functional; 1 failover; one restricted to a
backup interface) to 20 fully functional interfaces. In
addition, the number of trunk ports was increased from 1 to
8. Now there are 20 fully functional interfaces, you do not
need to use the backup interface command to cripple a
backup ISP interface; you can use a fully-functional
interface for it. The backup interface command is still
useful for an Easy VPN configuration.

VLAN limitswerealso increased for the ASA 5510 security
appliance (from 10 to 50 for the Base license, and from 25
to 100 for the Security Pluslicense), the ASA 5520 adaptive
security appliance (from 100 to 150), the ASA 5550
adaptive security appliance (from 200 to 250).
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Table 4-9 Feature History for Licensing (continued)

Feature History for Licensing

Feature Name

Releases

Feature Information

Gigabit Ethernet Support for the ASA 5510
Security Plus License

7.2(3)

The ASA 5510 security appliance now supports Gigabit
Ethernet (1000 Mbps) for the Ethernet 0/0 and 0/1 ports
with the Security Plus license. In the Base license, they
continue to be used as Fast Ethernet (100 Mbps) ports.
Ethernet 0/2, 0/3, and 0/4 remain as Fast Ethernet ports for
both licenses.

Note  The interface names remain Ethernet 0/0 and
Ethernet 0/1.

Advanced Endpoint Assessment License

8.0(2)

The Advanced Endpoint Assessment license was
introduced. As a condition for the completion of a Cisco
AnyConnect or clientless SSL VPN connections, theremote
computer scans for a greatly expanded collection of
antivirus and antispyware applications, firewalls, operating
systems, and associated updates. It also scans for any
registry entries, filenames, and process hames that you
specify. It sends the scan results to the adaptive security
appliance. The security appliance uses both the user login
credentials and the computer scan results to assign a
Dynamic Access Policy (DAP).

With an Advanced Endpoint Assessment License, you can
enhance Host Scan by configuring an attempt to update
noncompliant computers to meet version requirements.

Cisco can provide timely updates to the list of applications
and versions that Host Scan supports in a package that is
separate from Cisco Secure Desktop.

VPN Load Balancing for the ASA 5510

8.0(2)

VPN load balancing is now supported on the ASA 5510
Security Plus license.

AnyConnect for Mobile License

8.0(3)

The AnyConnect for Maobile license lets Windows mobile
devices connect to the security appliance using the
AnyConnect client.

VPN Flex and Evaluation Licenses

8.0(4)/8.1(2)

Support for temporary licenses was introduced. VPN Flex
licenses provide temporary support for extra SSL VPN
Sessions.

Increased VLANS for the ASA 5580

8.1(2)

The number of VLANS supported on the ASA 5580 are
increased from 100 to 250.

Unified Communications Proxy Sessions
license

8.0(4)

The UC Proxy sessionslicensewasintroduced. Thisfeature
is not availablein Version 8.1.

Botnet Traffic Filter License

8.2(1)

The Botnet Traffic Filter license was introduced. The
Botnet Traffic Filter protects against malware network
activity by tracking connections to known bad domains and
I P addresses.
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Table 4-9 Feature History for Licensing (continued)

Feature Name Releases

Feature Information

AnyConnect Essentials License 8.2(1)

This license enables AnyConnect VPN client access to the
adaptive security appliance. This license does not support
browser-based SSL VPN access or Cisco Secure Desktop.
For these features, activate an AnyConnect Premium SSL
VPN license instead of the AnyConnect Essentials license.

Note  Withthe AnyConnect Essentialslicense, VPN users
can use a Web browser to log in, and download and
start (WebLaunch) the AnyConnect client.

The AnyConnect client software offers the same set of
client features, whether it is enabled by this license or an
AnyConnect Premium SSL VPN license.

The AnyConnect Essentials license cannot be active at the
same time as the following licenses on a given adaptive
security appliance: AnyConnect Premium SSL VPN license
(al types) or the Advanced Endpoint Assessment license.
Y ou can, however, run AnyConnect Essentials and
AnyConnect Premium SSL VPN licenses on different
adaptive security appliances in the same network.

By default, the security appliance uses the AnyConnect
Essentials license, but you can disable it to use other
licenses by using the no anyconnect-essentials command.

Shared Licenses for SSL VPN 8.2(1)

Shared licenses for SSL VPN were introduced. Multiple
security appliances can share a pool of SSL VPN sessions
on an as-needed basis.
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CHAPTER5

Defining Preferences and Using Configuration,
Diagnostic, and File Management Tools

This chapter describes the preferences and tools available for configuration, problem diagnosis, and file
management, and includes the following sections:

Defining Preferences, page 5-1

Using Configuration Tools, page 5-3
Using Diagnostic Tools, page 5-7

Using File Management Tools, page 5-18

Defining Preferences

This feature lets you change the behavior of some ASDM functions between sessions.

To change various settings in ASDM, perform the following steps:

Stepl  Inthe main ASDM application window, choose Tools > Preferences.

The Preferences dialog box appears, with three tabs: General, Rules Table, and Syslog.

Step2  Todefineyour settings, click one of these tabs: the Gener al tab to specify general preferences; the Rules
Tables tab to specify preferences for the Rules table; and the Syslog tab to specify the appearance of
syslog messages displayed in the Home pane and to enable the display of awarning message for
NetFlow-related syslog messages.

Step3  Onthe General tab, specify the following:

a. Check theWarn that configurationin ASDM isout of syncwith the configuration in ASA check
box to be notified when the startup configuration and the running configuration are no longer in sync
with each other.

b. Check the Show configuration restriction message to read-only user check box to display the
following message to aread-only user at startup. This option is checked by default.

“You are not allowed to modify the ASA configuration, because you do not have
sufficient privileges.”

c. Check the Confirm before exiting ASDM check box to display a prompt when you try to close
ASDM to confirm that you want to exit. This option is checked by default.

d. Check the Enable screen reader support (requires ASDM restart) check box to enable screen
readers to work. You must restart ASDM to enable this option.
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Defining Preferences

e. Check the Preview commands before sending them to the device check box to view CLI
commands generated by ASDM.

f.  Check the Enable cumulative (batch) CLI delivery check box to send multiple commandsin a
single group to the security appliance.

g. Enter the minimum amount of time in seconds for a configuration to send a timeout message. The
default is 60 seconds.

h. To allow the Packet Capture Wizard to display captured packets, enter the name of the network
sniffer application or click Browse to find it in the file system.

Step4  Onthe Rules Tables tab, specify the following:
a. Display settings let you change the way rules appear in the Rules table.

— Check the Auto-expand network and service object groupswith specified prefix check box
to display the network and service object groups automatically expanded based on the
Auto-Expand Prefix setting.

- Inthe Auto-Expand Prefix field, enter the prefix of the network and service object groups to
expand automatically when displayed.

— Check the Show members of network and service object groups check box to display
members of network and service object groups and the group name in the Rules table. If the
check box is not checked, only the group name is displayed.

- IntheLimit Members To field, enter the number of network and service object groups to
display. When the object group members are displayed, then only the first n members are
displayed.

— Check the Show all actions for service policy rules check box to display all actionsin the
Rules table. When unchecked, a summary appears.

b. Deployment settings let you configure the behavior of the security appliance when deploying
changes to the Rules table.

— Check the Issue “clear xlate” command when deploying access lists check box to clear the
NAT table when deploying new access lists. This setting ensures the access lists that are
configured on the security appliance are applied to all translated addresses.

c. AccessRuleHit Count Settingslet you configure the frequency for which the hit counts are updated
in the Access Rules table. Hit counts are applicable for explicit rules only. No hit count will be
displayed for implicit rules in the Access Rules table.

— Check the Update access rule hit counts automatically check box to have the hit counts
automatically updated in the Access Rules table.

- Inthe Update Frequency field, specify the frequency in seconds in which the hit count column
isupdated in the Access Rules table. Valid values are 10 - 86400 seconds.

Step5  Onthe Syslog tab, specify the following:

« Inthe Syslog Colors area, you can customize the message display by configuring background or
foreground colors for messages at each severity level. The Severity column lists each severity level
by name and number. To change the background color or foreground color for messages at a
specified severity level, click the corresponding column. The Pick a Color dialog box appears. Click
one of the following tabs:

- On the Swatches tab, choose a color from the palette, and click OK.
- Onthe HSB tab, specify the H, S, and B settings, and click OK.
- Onthe RGB tab, specify the Red, Green, and Blue settings, and click OK.
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« Inthe NetFlow area, to enable the display of a warning message to disable redundant syslog
messages, check the Warn to disable redundant syslog messages when NetFlow action isfirst
applied to the global service policy rule check box.

Step6  After you have specified settings on these three tabs, click OK to save your settings and close the
Preferences dialog box.

Note  Each time that you check or uncheck a preferences setting, the change is saved to the .conf file and
becomes available to all the other ASDM sessions running on the workstation at the time. You must
restart ASDM for all changes to take effect.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Using Configuration Tools

This section includes the following topics:
» Resetting a Device to the Factory Default Configuration, page 5-3
- Save the Running Configuration to a TFTP Server, page 5-4
» Saving an Internal Log Buffer to Flash, page 5-5
« Using the Command Line Interface, page 5-5
» Showing Commands Ignored by ASDM on the Device, page 5-6

Resetting a Device to the Factory Default Configuration

The default configuration provides the minimum commands required to connect to the security appliance
using ASDM.

~

Note  Thisfeatureis available only in routed firewall mode; transparent mode does not support | P addresses
for interfaces. In addition, this feature is available only in single context mode; an security appliance
with a cleared configuration does not have any defined contexts to configure automatically using this
feature.
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Step 1

Step 2

Step 3
Step 4

To reset the adaptive security appliance to the factory default configuration, perform the following steps:

In the main ASDM application window, choose File > Reset Device to the Factory Default
Configuration.

The Reset Device to the Default Configuration dialog box appears.

Enter the Management | P address of the management interface, instead of using the default address,
192.168.1.1. For an security appliance with a dedicated management interface, the interface is called
“Management0/0.” For other security appliance, the configured interface is Ethernet 1 and called
“inside.”

Choose the Management (or Inside) Subnet Mask from the drop-down list.

To save this configuration to internal flash memory, choose File > Save Running Configuration to
Flash.

Selecting this option saves the running configuration to the default location for the startup configuration,
even if you have previously configured a different location for Setting the System Time. When the
configuration was cleared, this path was also cleared. The next time you reload the security appliance
after restoring the factory configuration, the device boots from the first image in internal flash memory.
If an image in internal flash memory does not exist, the security appliance does not boot.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Save the Running Configuration to a TFTP Server

Step 1

Step 2

This feature stores a copy of the current running configuration file on a TFTP server.
To save the running configuration to a TFTP server, perform the following steps:

In the main ASDM application window, choose File > Save Running Configuration to TFTP Server.
The Save Running Configuration to TFTP Server dialog box appears.

Enter the TFTP server |P address and file path on the TFTP server in which the configuration file will
be saved, and then click Save Configuration.

)

Note  To configure default TFTP settings, choose Configuration > Device M anagement >
Management Access > File Access > TFTP Client. After you have configured this setting, the
TFTP server IP address and file path on the TFTP server appear automatically in this dialog box.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Saving an Internal Log Buffer to Flash

Step 1

Step 2

Step 3
Step 4

This feature lets you save the internal log buffer to flash memory.
To save the internal log buffer to flash memory, perform the following steps:

In the main ASDM application window, choose File > Save I nternal Log Buffer to Flash.
The Enter Log File Name dialog box appears.

Choose the first option to save the log buffer with the default filename,
LOG-YYYY-MM-DD-hhmmss.txt.

Choose the second option to specify a filename for the log buffer.
Enter the filename for the log buffer, and then click OK.

Using the Command Line Interface

Note

Step 1

Step 2

Step 3
Step 4

This feature provides a text-based tool for sending commands to the security appliance and viewing the
results.

The commands you can enter with the CLI tool depend on your user privileges. See the “About
Authorization” section on page 16-2 for more information. Review your privilege level in the status bar
at the bottom of the main ASDM application window to ensure that you have the required privileges to
execute privileged-level CLI commands.

Commands entered viathe ASDM CLI tool might function differently from those entered through a
terminal connection to the security appliance.

To use the CLI tool, perform the following steps:

In the main ASDM application window, choose Tools > Command Line Interface.
The Command Line Interface dialog box appears.

Choose the type of command (single line or multiple line) that you want, and then choose the command
from the drop-down list, or typeit in the field provided.

Click Send to execute the command.
To enter anew command, click Clear Response, and then choose (or type) another command to execute.
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Step 5

Step 6

Using Configuration Tools

Check the Enable context-sensitive help (?) check box to provide context-sensitive help for thisfeature.
Uncheck this check box to disable the context-sensitive help.

After you have closed the Command Line Interface dialog box, if you changed the configuration, click
Refresh to view the changesin ASDM.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Handling Command Errors

Note

If an error occurs because you entered an incorrect command, the incorrect command is skipped and the
remaining commands are processed. A message appears in the Response area to inform you whether or
not any error occurred, as well as other related information.

ASDM supports almost all CLI commands. See the Cisco ASA 5500 Series Command Reference for a
list of commands.

Using Interactive Commands

Interactive commands are not supported in the CL1 tool. To use these commands in ASDM, use the
noconfirm keyword if available, as shown in the following command:

crypto key generate rsa modulus 1024 noconfirm

Avoiding Conflicts with Other Administrators

Multiple administrative users can update the running configuration of the security appliance. Before
using the ASDM CL 1 tool to make configuration changes, check for other active administrative sessions.
If more than one user is configuring the security appliance at the same time, the most recent changes take
effect.

To view other administrative sessions that are currently active on the same security appliance, choose
Monitoring > Properties > Device Access.

Showing Commands Ignored by ASDM on the Device

Thisfeature lets you show the list of commandsthat ASDM does not support. Typically, ASDM ignores
them. ASDM does not change or remove these commands from your running configuration. See the
“Unsupported Commands” section on page 2-3 for more information.
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Using Diagnostic Tools W

To display the list of unsupported commands for ASDM, perform the following steps:

Stepl  Inthe main ASDM application window, choose Tools > Show Commands Ignored by ASDM on

Device.

Step2  Click OK when you are done.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed Transparent

Single

Multiple

Context System

Using Diagnostic Tools

ASDM provides a set of diagnostic toolsto help you in troubleshooting problems. This section includes
the following topics:

- Tracing Packets with Packet Tracer, page 5-7

» Verifying ASA Configuration and Operation, and Testing I nterfaces Using Ping, page 5-8

- Determining Packet Routing with Traceroute, page 5-11
« Sending an Administrator’s Alert to Clientless SSL VPN Users, page 5-12

« Viewing and Copying Logged Entries with the ASDM Java Console, page 5-12

« Configuring and Running Captures with the Packet Capture Wizard, page 5-13

Tracing Packets with Packet Tracer

The packet tracer tool provides packet tracing for packet sniffing and network fault isolation, aswell as
detailed information about the packets and how they are processed by the security appliance. If a
configuration command did not cause the packet to drop, the packet tracer tool will provide information
about the cause in an easily readable manner. For example, if a packet was dropped because of aninvalid
header validation, the following message is displayed:

“packet dropped due to bad ip header

(reason) .”

In addition to capturing packets, you can trace the lifespan of a packet through the security appliance to
see whether the packet is behaving as expected. The packet tracer tool lets you do the following:

[ oL-18494-03
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Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Note

» Debug all packet dropsin a production network.
- Verify the configuration is working as intended.
» Show all rules applicable to a packet, along with the CLI lines that caused the rule addition.
- Show atime line of packet changesin a data path.
» Trace packetsin the data path.
To open the packet tracer, perform the following steps:

In the main ASDM application window, choose Tools > Packet Tracer.

The Cisco ASDM Packet Tracer dialog box appears.

Choose the source interface for the packet trace from the drop-down list.

Specify the protocol type for the packet trace. Available protocol typesinclude ICMP, IP, TCP, and UDP.
Enter the source address for the packet trace in the Source IP Address field.

Choose the source port for the packet trace from the drop-down list.

Enter the destination | P address for the packet trace in the Destination |P Address field.

Choose the destination port for the packet trace from the drop-down list.

Click Start to trace the packet.

The Information Display Area shows detailed messages about the packet trace.

To display a graphical representation of the packet trace, check the Show animation check box.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Verifying ASA Configuration and Operation, and Testing Interfaces Using Ping

The Ping tool is useful for verifying the configuration and operation of the security appliance and
surrounding communications links, as well as for testing other network devices.

A pingissent to an IP address and it returns a reply. This process enables network devices to discover,
identify, and test each other.

The Ping tool uses ICMP (as described in RFC-777 and RFC-792) to define an echo request-and-reply
transaction between two network devices. The echo request packet is sent to the | P address of a network
device. The receiving device reverses the source and destination address and sends the packet back as
the echo reply.
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Administrators can use the ASDM Ping interactive diagnostic tool in these ways:

- Loopback testing of two interfaces—A ping may be initiated from one interface to another on the
same security appliance, as an external loopback test to verify basic “up” status and operation of
each interface.

» Pinging to an security appliance—The Ping tool can ping an interface on another security appliance
to verify that it is up and responding.

« Pinging through an security appliance—Ping packets originating from the Ping tool may pass
through an intermediate security appliance on their way to adevice. The echo packets will also pass
through two of itsinterfaces as they return. This procedure can be used to perform abasic test of the
interfaces, operation, and response time of the intermediate unit.

« Pinging to test questionable operation of a network device—A ping may be initiated from an
security appliance interface to a network device that is suspected of functioning incorrectly. If the
interfaceis configured correctly and an echo is not received, there may be problemswith the device.

» Pinging to test intermediate communications—A ping may be initiated from an security appliance
interface to a network device that is known to be functioning correctly and returning echo requests.
If the echo is received, the correct operation of any intermediate devices and physical connectivity
is confirmed.

Pinging from an Adaptive Security Appliance Interface

For basic testing of an interface, you can initiate a ping from a security appliance interface to a network
devicethat you know is functioning correctly and returning replies viathe intermediate communications
path. For basic testing, make sure you do the following:

» Verify receipt of the ping from the security appliance interface by the “known good” device. If the
ping is not received, a problem with the transmitting hardware or interface configuration may exist.

- |If the security applianceinterface is configured correctly and it does not receive an echo reply from
the “known good” device, problems with the interface hardware receiving function may exist. If a
different interface with “known good” receiving capability can receive an echo after pinging the
same “known good” device, the hardware receiving problem of the first interface is confirmed.

Pinging to an Adaptive Security Appliance Interface

When you try to ping to an security appliance interface, verify that the pinging response (ICMP echo
reply) is enabled for that interface by choosing Tools > Ping. When pinging is disabled, the security
appliance cannot be detected by other devices or software applications, and will not respond to the
ASDM Ping tool.

Pinging Through the Adaptive Security Appliance

To verify that other types of network traffic from “known good” sourcesis being passed through the
security appliance, choose Monitoring > Interfaces > I nterface Graphs or an SNMP management
station.

To enableinternal hosts to ping external hosts, configure ICMP access correctly for both the inside and
outside interfaces by choosing Configuration > Firewall > Objects > |P Names.
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Troubleshooting the Ping Tool

When pings fail to receive an echo, it may be the result of a configuration or operational error in a
security appliance, and not necessarily because of no response from the 1P address being pinged. Before
using the Ping tool to ping from, to, or through an security appliance interface, perform the following
basic checks:

- Verify that interfaces are configured by choosing Configuration > Device Setup > I nterfaces.

- Verify that devicesin the intermediate communications path, such as switches or routers, are
correctly delivering other types of network traffic.

- Make sure that traffic of other types from “known good” sources is being passed by choosing
Monitoring > I nterfaces > Interface Graphs.

Using the Ping Tool

Step 1

Step 2

Step 3

Step 4

Step 5

To use the Ping tool, perform the following steps:

In the main ASDM application window, choose Tools > Ping.

The Ping dialog box appears.

Enter the destination IP address for the ICMP echo request packetsin the IP Address field.
Ping can also accept |Pv6 addresses.

N

Note If ahostname hasbeen assigned in the Configuration > Firewall > Objects> | P Names pane, you
can use the hostname in place of the IP address.

(Optional) Choose the security appliance interface that transmits the echo request packets from the
drop-downllist. If it isnot specified, the security appliance checksthe routing tableto find the destination
address and uses the required interface.

Click Ping to send an ICMP echo request packet from the specified or default interface to the specified
IP address and start the response timer.

Theresponse appearsin the Ping Output area. Three attempts are made to ping the | P address, and results
display the following fields:

- ThelP address of the device pinged or a device name, if available. The name of the device, if
assigned Hosts/Networks, may be displayed, even if NO response is the result.

« Whenthe ping istransmitted, amillisecond timer startswith a specified maximum, or timeout value.
This timer is useful for testing the relative response times of different routes or activity levels.

» Example Ping output:

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
If the ping fails, the output is as follows:

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Toenter anew | P address, click Clear Screen to remove the previous response from the Ping output area.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Determining Packet Routing with Traceroute

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

The Traceroute tool helps you to determine the route that packets will take to their destination. The tool
prints the result of each probe sent. Every line of output correspondsto a TTL valuein increasing order.
The following table lists the output symbols printed by this tool.

Output Symbol Description

* No response was received for the probe within the timeout period.

nn msec For each node, the round-trip time (in milliseconds) for the specified number of
probes.

IN. ICMP network unreachable.

'H ICMP host unreachable.

P ICMP unreachable.

1A ICMP administratively prohibited.

? Unknown ICMP error.

To use the Traceroute tool, perform the following steps:

In the main ASDM application window, choose Tools > Traceroute.
The Traceroute dialog box appears.

Enter the name of the host to which therouteistraced. If the hostname is specified, defineit by choosing
Configuration > Firewall > Objects > | P Names, or configure a DNS server to enable this tool to
resolve the hostname to an IP address.

Enter the amount of time in seconds to wait for a response before the connection times out. The default
is three seconds.

Type the destination port used by the UDP probe messages. The default is 33434.
Enter the number of probes to be sent at each TTL level. The default is three.

Specify the minimum and maximum TTL values for the first probes. The minimum default isone, but it
can be set to a higher value to suppress the display of known hops. The maximum default is 30. The
traceroute terminates when the packet reaches the destination or when the maximum value is reached.

Check the Specify sourceinterface or | P address check box. Choose the sourceinterface or | P address
for the packet trace from the drop-down list. This IP address must be the IP address of one of the
interfaces. In transparent mode, it must be the management | P address of the security appliance.
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Step 8

Step 9
Step 10

Step 11

Check the Rever se Resolve check box to have the output display the names of hops encountered if name
resolution is configured. Leave this check box unchecked to have the output display |P addresses.

Check the Use | CM P check box to specify the use of ICMP probe packetsinstead of UDP probe packets.
Click Trace Route to start the traceroute.

The Traceroute Output area displays detailed messages about the traceroute results.

Click Clear Output to start a new traceroute.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Sending an Administrator’s Alert to Clientless SSL VPN Users

Step 1

Step 2
Step 3

This feature lets you send an alert message to clientless SSL VPN users (for example, about connection
status).

To send an alert message, perform the following steps:

In the main ASDM application window, choose Tools > Administrator’s Alert M essage to Clientless
SSL VPN Users.

The Administrator’s Alert Message to Clientless SSL VPN Users dialog box appears.
Enter the new or edited alert content that you want to send, and then click Post Alert.
To remove current alert content and enter new alert content, click Cancel Alert.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Viewing and Copying Logged Entries with the ASDM Java Console

You can use the ASDM Java console to view and copy logged entries in atext format, which can help
you troubleshoot ASDM errors.
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Step 1
Step 2
Step 3
Step 4
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To access the ASDM Java Console, perform the following steps:

In the main ASDM application window, choose Tools > ASDM Java Console.
To show the virtual machine memory statistics, enter m in the console.
To perform garbage collection, enter g in the console.

To monitor memory usage, open the Windows Task Manager and double-click the asdm_launcher.exe
file.

~

Note  The maximum memory allocation allowed is 256 MB.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Configuring and Running Captures with the Packet Capture Wizard

Note

Step 1

Step 2
Step 3
Step 4

You can use the Packet Capture Wizard to configure and run captures for troubleshooting errors. The
captures can use access lists to limit the type of traffic captured, the source and destination addresses
and ports, and one or more interfaces. The wizard runs one capture on each of the ingress and egress
interfaces. You can save the captures on your PC to examine them in a packet analyzer.

This tool does not support clientless SSL VPN capture.

To configure and run captures, perform the following steps:

In the main ASDM application window, choose Wizards > Packet Capture Wizard.

The Overview of Packet Capture screen appears, with alist of the tasks through which the wizard will
guide you to complete.

Click Next to display the Ingress Traffic Selector screen.
Choose the ingress interface from the drop-down list.
In the Packet Match Criteria area, do one of the following:

» To specify the accesslist to use for matching packets, click the Specify access-list radio button, and
then choose the access list from the Select accesslist drop-down list. To add a previously configured
access list to the current drop-down list, click Manage to display the ACL Manager pane. Choose
an access list, and click OK.

» To specify packets parameters, click the Specify Packet Parameters radio button.
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Step 5

Step 6
Step 7
Step 8

Step 9

Step 10
Step 11
Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

Step 19

Step 20

Step 21

Click Next to display the Ingress Traffic Selector screen. For more information, see the “Ingress Traffic
Selector” section on page 5-15.

Enter the source host | P address and choose the network I P address from the drop-down list.
Enter the destination host |P address and choose the network |P address from the drop-down list.

Choose the protocol type to capture from the drop-down list. Available protocol types to capture are ah,
eigrp, esp, gre, icmp, icmp6, igmp, igrp, ip, ipinip, nos, ospf, pcp, pim, snp, tcp, or udp.

Click Next to display the Egress Traffic Selector screen. For more information, see the “Egress Traffic
Selector” section on page 5-16.

Choose the egress interface from the drop-down list.
Enter the source host | P address and choose the network | P address from the drop-down list.
Enter the destination host |P address and choose the network |P address from the drop-down list.

N

Note  The source port services, destination port services, and ICMP type are read-only based on the
choices you made in the Ingress Traffic Selector screen.

Click Next to display the Buffers & Captures screen. For more information, see the “Buffers” section on
page 5-16.

In the Capture Parameters area, to obtain the latest capture every 10 seconds automatically, check the
Get capture every 10 seconds check box. By default, this capture uses the circular buffer.

In the Buffer Parameters area, you specify the buffer size and packet size. The buffer sizeis the
maximum amount of memory that the capture can use to store packets. The packet size is the longest
packet that the capture can hold. We recommend that you use the longest packet size to capture as much
information as possible.

a. Enter the packet size. The valid size ranges from 14 - 1522 bytes.
b. Enter the buffer size. The valid size ranges from 1534 - 33554432 bytes.
c. Check the Use circular buffer check box to store captured packets.

N

Note  When you choose this setting, if all the buffer storage is used, the capture starts overwriting the
oldest packets.

Click Next to display the Summary screen, which shows the traffic selectors and buffer parameters that
you have entered. For more information, see the “ Summary” section on page 5-17.

Click Next to display the Run Captures screen, and then click Start to begin capturing packets. Click
Stop to end the capture. For more information, see the “Run Captures” section on page 5-17.

Click Get Capture Buffer to determine how much buffer space you have remaining. Click Clear Buffer
on Device to remove the current content and allow room in the buffer to capture more packets.

Click Save captures to display the Save Capture dialog box. Choose the format in which you want to
include the captures: ASCII or PCAP. You have the option of saving either the ingress capture, the
egress capture, or both.

To save the ingress packet capture, click Save | ngress Capture to display the Save capture file dialog
box. Specify the storage location on your PC, and click Save.

Click Launch Network Sniffer Application to start the packet analysis application specified in Tools
> Preferences for analyzing the ingress capture.
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Step 22

Step 23

Step 24
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To savethe egress packet capture, click Save Egress Captureto display the Save capturefile dialog box.
Specify the storage location on your PC, and click Save.

Click Launch Network Sniffer Application to start the packet analysis application specified in Tools
> Preferences for analyzing the egress capture.

Click Close, and then click Finish to exit the wizard.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Ingress Traffic Selector

Step 1
Step 2
Step 3
Step 4

To configure the ingress interface, source and destination hosts/networks, and the protocol for packet
capture, perform the following steps:

Enter the ingress interface name.

Enter the ingress source host and network.

Enter the ingress destination host and network.

Enter the protocol type to capture. Available protocols include ah, eigrp, esp, gre, icmp, icmp6, igmp,
igrp, ip, ipinip, nos, ospf, pcp, pim, snp, tcp, or udp.

a. Enter the ICMP type for the ICMP protocol only. Available types include all, alternate address,
conversion-error, echo, echo-reply, information-reply, information-request, mask-reply,
mask-request, mobile-redirect, parameter-problem, redirect, router-advertisement,
router-solicitation, source-quench, time-exceeded, timestamp-reply, timestamp-request, traceroute,
or unreachable.

b. Specify the source and destination port services for the TCP and UDP protocols only. Available
options include the following:

— Toinclude all services, choose All Services.
- Toinclude a service group, choose Service Groups.

- Toinclude a specific service, choose one of the following: aol, bgp, chargen, cifx, citrix-ica,
ctigbe, daytime, discard, domain, echo, exec, finger, ftp, ftp-data, gopher, h323, hostname, http,
https, ident, imap4, irc, kerberos, klogin, kshell, Idap, |daps, login, lotusnotes, |pd, netbios-ssn,
nntp, pcanywhere-data, pim-auto-rp, pop2, pop3, pptp, rsh, rtsp, sip, smtp, sglnet, ssh, sunrpc,
tacacs, talk, telnet, uucp, or whois.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Egress Traffic Selector

Step 1
Step 2
Step 3

Buffers

Step 1

Step 2
Step 3

To configure the egressinterface, source and destination hosts/networks, and source and destination port
services for packet capture, perform the following steps:

Enter the egress interface name.

Enter the egress source host and network.

Enter the egress destination host and network.

The protocol type selected during the ingress configuration is already listed.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

To configure the packet size, buffer size, and use of the circular buffer for packet capture, perform the
following steps.

Enter the longest packet that the capture can hold. Use the longest size available to capture as much
information as possible.

Enter the maximum amount of memory that the capture can use to store packets.

Use the circular buffer to store packets. When the circular buffer has used all of the buffer storage, the
capture will overwrite the oldest packets first.

Modes
The following table shows the modes in which this feature is available:
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Summary

Run Captures

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Using Diagnostic Tools W

Firewall Mode

Security Context

Routed Transparent

Single

Multiple

Context System

The Summary screen showsthe traffic sel ectors and the buffer parametersfor the packet capture selected
in the previous wizard screens.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed Transparent

Single

Multiple

Context System

To start and stop the capture session, view the capture buffer, launch anetwork analyzer application, save
packet captures, and clear the buffer, perform the following steps:

To begin the packet capture session on a selected interface, click Start.

To stop the packet capture session on a selected interface, click Stop.

To obtain a snapshot of the captured packets on the interface, click Get Capture Buffer.

To show the capture buffer on the ingress interface, click 1 ngress.

To show the capture buffer on the egress interface, click Egress.

To clear the buffer on the device, click Clear Buffer on Device.

To start the packet analysis application for analyzing the ingress capture or the egress capture specified
in Tools > Preferences, click Launch Network Sniffer Application.

To save the ingress and egress captures in either ASCII or PCAP format, click Save Captures.

Modes

The following table shows the modes in which this feature is available:
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Save Captures

Using File Management Tools

l _ Cisco Security Appliance Configuration Guide using ASDM

Step 1
Step 2
Step 3
Step 4

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

To save the ingress and egress packet capturesto ASCII or PCAP file format for further packet analysis,
perform the following steps:

To save the capture buffer in ASCII format, click ASCII.
To save the capture buffer in PCAP format, click PCAP.

To specify afilein which to save the ingress packet capture, click Save ingress capture.
To specify afilein which to save the egress packet capture, click Save egress capture.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

ASDM provides a set of file management tools to help you perform basic file management tasks. This

section includes the following topics:

- Managing Files, page 5-19

- Managing Mount Points, page 5-20

- Adding or Editing a CIFS/FTP Mount Point, page 5-20
« Accessing a CIFS Mount Point, page 5-21

» Upgrading Software from Your Local Computer, page 5-22

« Transferring Files, page 5-23

» Upgrading Software from the Cisco.com Wizard, page 5-24

» Scheduling a System Restart, page 5-26

» Backing Up and Restoring Configurations, Images, and Profiles, page 5-27
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Managing Files

~

Note

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Step 10

Using File Management Tools

The File Management tool lets you view, move, copy, and delete files stored in flash memory, transfer
files, and to manage files on remote storage devices (mount points).

In multiple context mode, this tool is only available in the system security context.

To use the file management tools, perform the following steps:

In the main ASDM application window, choose Tools > File M anagement.

The File Management dialog box appears.

» The Folders pane displays the available folders on disk.

» Flash Space shows the total amount of flash memory and how much memory is available.

- TheFiles area displays the following information about files in the selected folder:

— Path

- Filename

- Size (bytes)
— Time Modified

- Status, which indicates whether a selected file is designated as a boot configuration file, boot
image file, ASDM image file, SVC image file, CSD image file, or APCF image file.

Click View to display the selected file in your browser.

Click Cut to cut the selected file for pasting to another directory.

Click Copy to copy the selected file for pasting to another directory.
Click Paste to paste the copied file to the selected destination.
Click Delete to remove the selected file from flash memory.

Click Rename to rename afile.

Click New Directory to create a new directory for storing files.

Click File Transfer to open the File Transfer dialog box. See the “Transferring Files” section on
page 5-23 for more information.

Click Mount Points to open the Manage Mount Points dialog box. See the “Managing Mount Points”
section on page 5-20 for more information.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed Transparent

Single

Multiple

Context

System
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Managing Mount Points

Note

This feature lets you configure remote storage (mount points) for network file systems using a CIFS or
FTP connection. The dialog box lists the mount-point name, connection type, server name or | P address,
and the enabled setting (yes or no). You can add, edit, or delete mount points. See the “Adding or Editing
a CIFS/FTP Mount Point” section on page 5-20 for more information. You can access a CIFS mount
point after it has been created. For more information, see Accessing a CIFS Mount Point, page 5-21.

On aPIX 535 security appliance in single, routed mode, the Managing Mount Point feature is not
available.

Adding or Editing a CIFS/FTP Mount Point

Step 1

Step 2
Step 3

Step 4

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Step 1

To add a CIFS mount point, perform the following steps:

Click Add, and then choose CIFS Mount Point.

The Add CIFS Mount Point dialog box appears.

The Enable mount point check box is automatically checked, which is the default setting.

Enter the mount-point name, server name or | P address, and share name in the applicable fields.

In the Authentication section, enter the NT domain, username and password, and then confirm the
password.

Click OK.

To add an FTP mount point, perform the following steps:

Click Add, and then choose FTP Mount Point.

The Add FTP Mount Point dialog box appears.

The Enable mount point check box is automatically checked, which is the default setting.
Enter the mount-point name and the server name or |P address in the applicable fields.

In the FTP Mount Options area, click the Active Mode or Passive M ode option.

Enter the path to mount the remote storage.

In the Authentication area, enter the NT domain, username and password, and then confirm the
password.

Click OK.

To edit a CIFS mount point, perform the following steps:

Choose the CIFS mount-point you want to modify, and click Edit.
The Edit CIFS Mount Point dialog box appears.
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Step 2

Step 1

Step 2

Using File Management Tools

)

Note  You cannot change the CIFS mount-point name.

Make the changes to the remaining settings, and click OK when you are done.

To edit an FTP mount point, perform the following steps:

Choose the FTP mount-point you want to modify, and click Edit.
The Edit FTP Mount Point dialog box appears.

~

Note  You cannot change the FTP mount-point name.

Make the changes to the remaining settings, and click OK when you are done.

Accessing a CIFS Mount Point

Step 1
Step 2
Step 3

Step 4

To access a CIFS mount point after it has been created, perform the following steps:

Start the security appliance CLI.

Create the mount by entering the mount <name of mount> type cifs command.
Enter the show run mount command.

The following output appears:

N

Note  In this example, win2003 is the name of the mount.

server kmmwin2003
share sharefolder
username webvpnuser2
paSSword * ok kkkkkk
status enable

Enter the dir command to list all enabled mounts as subdirectories, which is similar to mounting adrive
on the Windows PC. For example, in the following output, FTP2003: , FTPLINUX:, and win2K: are
configured mounts.

The following is sample output from the dir command:

FTP2003: Directory or file name

FTPLINUX: Directory or file name

WIN2003: Directory or file name
all-filesystems List files on all filesystems
diskO: Directory or file name

diskl: Directory or file name

flash: Directory or file name

system: Directory or file name

win2K: Directory or file name
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Step 5

Enter the dir command for that mount (for example, dir WIN2003), and copy files to and from flash
(disk0:) to any of the listed mounts.

The following is sample output from the dir WIN2003 command.

Directory of WIN2003:/

---- 14920928 08:33:36 Apr 03 2009 1 5 0 Ol-windows-i586-p.exe
---- 33 11:27:16 Jun 07 2007 AArenameIE70

---- 28213021 15:15:22 Apr 03 2009 atest2(3) .bin

---- 61946730 12:09:40 Mar 17 2009 atest2.bin

---- 5398366 14:52:10 Jul 28 2008 atest222.bin

---- 2587728 10:07:44 Dec 06 2005 cCITRIXICA32t.exe

---- 1499578 15:26:50 Dec 02 2005 ccore.exe

---- 61946728 11:40:36 Dec 09 2005 CIFSTESTT.bin

---- 2828 13:46:04 May 11 2009 ClientCert.pfx

d--- 16384 14:48:28 Mar 20 2007 cookiefolder

---- 4399 15:58:46 Jan 06 2006 Cookies.plist

---- 2781710 12:35:00 Dec 12 2006 coreftplitel.3.exe

---- 0 10:22:52 Jul 13 2007 coreftplitel.3.exe.download

---- 245760 15:13:38 Dec 21 2005 Dbgview.exe

---- 1408249 11:01:34 Dec 08 2005 expect-5.21rlbl-setup.exe
d--- 16384 14:49:14 Jul 28 2008 folderl57

---- 101 09:33:48 Dec 12 2005 FxSasser.log

---- 2307104 09:54:12 Dec 12 2005 ica32t.exe

---- 8732552 10:14:32 Apr 29 2009 iclientSetup IFen flex5l.exe
d--- 16384 08:32:46 Apr 03 2009 IE8withVistaTitan

---- 15955208 08:34:18 Aug 14 2007 j2re.exe

---- 16781620 13:38:22 Jul 23 2008 jre-1 5 0 0O6-windows-i586-p.exe
<--- More --->

Upgrading Software from Your Local Computer

Step 1

Step 2
Step 3
Step 4

Step 5

The Upgrade Software from Local Computer tool lets you upload animagefile from your PC to theflash
file system to upgrade the security appliance.

To upgrade software from your PC, perform the following steps:

In the main ASDM application window, choose Tools > Upgrade Software from Local Computer.
The Upgrade Software from Local Computer dialog box appears.

Choose the image file to upload from the drop-down list.

Enter the local path to the file on your PC or click Browse L ocal Files to find the file on your PC.

Enter the path to the flash file system or click Browse Flash to find the directory or filein the flash file
system.

Click Image to Upload. The uploading process might take afew minutes; make sure you wait until it is
finished.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Transferring Files

Step 1

Step 2

Step 3

Step 4

Step 1

Step 2

Step 3
Step 4

The File Transfer tool lets you transfer files from either alocal or remote location. You can transfer a
local file on your computer or aflash file system to and from the security appliance. You can transfer a
remote file to and from the security appliance using HTTP, HTTPS, TFTP, FTP, or SMB.

To transfer files between your local computer and a flash file system, perform the following steps:

In the main ASDM application window, choose Tools > File M anagement.

The File Management dialog box appears.

Click the down arrow next to File Transfer, and then click Between L ocal PC and Flash.
The File Transfer dialog box appears.

Select and drag the file(s) from either your local computer or the flash file system that you want to
upload or download to the desired location. Alternatively, select the file(s) from either your local
computer or the flash file system that you want to upload or download, and click the right arrow or left
arrow to transfer the file(s) to the desired location.

Click Close when you are done.

To transfer files between aremote server and aflash file system, perform the following steps:

In the main ASDM application window, choose Tools > File M anagement.
The File Management dialog box appears.

Click the down arrow from the File Transfer drop-down list, and then click Between Remote Server
and Flash.

The File Transfer dialog box appears.
To transfer afile from a remote server, click the Remote server option.
Define the source file to be transferred.

a. Choose the path to the location of the file, including the IP address of the server.

N

Note  File transfer supports IPv4 and 1Pv6 addresses.

b. Enter thetype (if the path is FTP) or the port number (if the pathisHTTP or HTTPS) of the remote
server. Valid FTP types are the following:

- ap—ASCIlI filesin passive mode
- an—ASCIlI filesin non-passive mode
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Step 5
Step 6
Step 7

Step 8

Step 9

Step 10

Step 11
Step 12

Step 13

- ip—Binary image files in passive mode
- in—Binary image files in non-passive mode
To transfer the file from the flash file system, click the Flash file system option.
Enter the path to the location of the file or click Browse Flash to find the file location.

In addition, you can copy afile from your startup configuration, running configuration, or an SMB file
system through the CLI. For instructions about using the copy command, see the Cisco ASA 5500 Series
Configuration Guide using the CLI.

Define the destination of the file to be transferred.
a. Totransfer the file to the flash file system, choose the Flash file system option.
b. Enter the path to the location of the file or click Browse Flash to find the file location.
To transfer afile to aremote server, choose the Remote server option.
a. Enter the path to the location of the file.
b. For FTP transfers, enter the type. Valid types are the following:
- ap—ASCIlI filesin passive mode
- an—ASCII files in non-passive mode
- ip—Binary image files in passive mode
- in—Binary image files in non-passive mode
Click Transfer to start the file transfer.
The Enter Username and Password dialog box appears.
Enter the username, password, and domain (if required) for the remote server.
Click OK to continue the file transfer.
The file transfer process might take a few minutes; make sure that you wait until it is finished.
Click Close when the file transfer is finished.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Upgrading Software from the Cisco.com Wizard

S

Note

The Upgrade Software from Cisco.com Wizard lets you automatically upgrade the ASDM and security
appliance to more current versions.

This feature is not available in the user or admin context mode in a single security context.

Cisco Security Appliance Configuration Guide using ASDM
m. 0L-18494-03 |



| Chapter5

Defining Preferences and Using Configuration, Diagnostic, and File Management Tools

Note

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Using File Management Tools

In this wizard, you can do the following:
- Download the list of available releases from Cisco.com.
« Choose an ASDM image file or ASA image file to upgrade.
» Upgrade the selected images.
« Restart the security appliance if you have upgraded the ASA image (optional).

You must upgrade incremental ly from one version to the next (for example, from Version 6.1t0 6.2, from
Version 6.1(3) to 6.1(5), and so on). You cannot upgrade from Version 5.2(3) to 6.1(3).

To upgrade software from Cisco.com, perform the following steps:

In the main ASDM application window, choose Tools > Upgrade Software from Cisco.com.

The Upgrade Software from Cisco.com Wizard appears. The Overview screen describes the stepsin the
image upgrade process.

Click Next to display the Authentication screen.

Enter your assigned Cisco.com user hame and the Cisco.com password, and then click Next to display
the Image Selection screen.

Choose one or both of the two options listed.

» Check the Upgrade the ASA version check box to specify the most current security appliance
image to which you want to upgrade.

» Check the Upgrade the ASDM version check box to specify the most current ASDM version to
which you want to upgrade.

S,
Note  If the ASA version list or the ASDM version list is empty, a statement appears informing you

that no new ASA or ASDM images are available. If you see this statement, you can exit the
wizard.

Click Next to display the Selected |mages screen.
Verify that the image file you have selected is the correct one, and then click Next to start the upgrade.

The wizard indicates that the upgrade will take a few minutes. You can then view the status of the
upgrade as it progresses.

The Results screen appears, which provides additional details, such as the upgrade status (success or
failure) or arequest asking if you want to save the configuration and restart the security appliance.

If the upgrade succeeded, an option to save the configuration and restart the security appliance appears.
Click Yes.

For the upgrade versions to take effect, you must save the configuration, restart the security appliance,
and restart ASDM.

N

Note  You do not need to restart the wizard after you have completed one incremental upgrade. You
can return to Step 3 of the wizard to upgrade to the next higher version, if any.
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Step8  Click Finish to exit the wizard when the upgrade is finished.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Scheduling a System Restart

The System Reload tool lets you schedule a system restart or cancel a pending restart.
To schedule a system restart, perform the following steps:

Stepl  Inthe main ASDM application window, choose Tools > System Reload.
Step2  Inthe Reload Scheduling area, define the following settings:

a. For the Configuration State, choose either to save or discard the running configuration at restart
time.

b. For the Reload Start Time, choose from the following options:
— Click Now to perform an immediate restart.

- Click Delay by to delay the restart by a specified amount of time. Enter the time before the
restart begins in hours and minutes or only minutes.

- Click Schedule at to schedule the restart to occur at a specific time and date. Enter the time of
day the restart is to occur, and select the date of the scheduled restart.

c. Inthe Reload Message field, enter a message to send to open instances of ASDM at restart time.

d. Check the On reload failure forceimmediate reload after check box to show the amount of time
elapsed in hours and minutes or only minutes before a restart is attempted again.

e. Click Schedule Reload to schedule the restart as configured.
The Reload Status area displays the status of the restart.
Step3  Choose one of the following:
« Click Cancel Reload to stop a scheduled restart.
« Click Refresh to refresh the Reload Status display after a scheduled restart is finished.
» Click Detailsto display the results of a scheduled restart.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Backing Up and Restoring Configurations, Images, and Profiles

The Backup and Restore features options on the Tools menu let you back up and restore the security
appliance configuration, Cisco Secure Desktop image, and SSL VPN Client images and profiles.

ASDM lets you choose the file types to back up, compresses them into a single zip file, then transfers
the zip file to the directory you choose on your computer. Similarly, to restore files, you choose the
source zip file on your computer and then choose the file types to be restored.

This section includes the following topics:
» Backing Up Configurations, page 5-27
« Restoring Configurations, page 5-28

Backing Up Configurations

To back up configurations and images to a.zip file to be transferred to your local computer, perform the
following steps:

Stepl  Create afolder on your computer to store backup files so they will be easy to find if you have to restore
them later.
Step2  Choose Tools > Backup Configurations.
The Backup Configurations dialog box appears.
By default, all files are checked and will be backed up if they are available. If you want to back up all of
the files in the list, go to Step 5.
Step3  Uncheck the Backup All check box if you want to specify the configurations to back up.
Step4  Check the options to customize the backup.
Step5  Click Browse Local Directory.
The Select dialog box appears.
Step6  Choosethe path on your computer to specify the target destination for the zip file to package the backup.
Step7  Click Select.
The path appears in the Local Filefield.
Step8  Enter the name of the destination backup file after the path.
Step9  Click Backup.
A status window appears. When the backup compl etes, the status window closes and the Backup
Statistics dialog box appears.
This dialog box shows the status of each backup.
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Step 10

)

Note Backup “failure messages’ are most likely the consequence of no configuration present for the
types indicated.

Click OK to close the Backup Statistics dialog box.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Restoring Configurations

Step 1

Step 2

Step 3

You can specify configurations and images to restore from a zip file on your local computer. Before
proceeding, note the following restrictions:

» The zip file you restore must be created using the Tools > Backup Configurations option.

- The DAP configuration may depend on a specific running configuration, URL list, and CSD
configuration.

» The CSD configuration may depend on the version of the CSD image.

« You can restore components, images, and configurations using backups made from the same
adaptive security appliance type. You must start with a basic configuration that allows ASDM
access. Choose Tools > Restore Configurationsto restore the applicable items, then usethe CLI to
restore the backup running configuration, as follows: Unzip the running-config.cfg file created
during a previous backup, and transfer it to the adaptive security appliance file system. On the CLI,
enter copy running-config.cfg running-config. To preserve the configuration, enter
copy running-config start-config.

To restore selected elements of the security appliance configuration, Cisco Secure Desktop image, or
SSL VPN Client images and profiles, perform the following steps:

Choose Tools > Restore Configurations.
The first Restore Configurations dialog box appears.

)

Note Laterinthe procedure, you have an opportunity to choose the configuration elementsto restore;
this window lets you choose the file from which to restore them.

Click Browse Local Directory, choose the zip file on your local computer that includes the
configuration to restore, then click Select.

The path and the zip filename appear in the Local File field.
Click Next.
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Step 4

Step 5

The second Restore Configuration dialog box appears.

Using File Management Tools

By default, all files are checked; ASDM restores them if they are available.

Use the default options, or uncheck these check boxes and check the check boxes for specific

configurations and images that you want to restore.

Click Restore.

ASDM displays a status window until the restore operation completes.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed Transparent

Multiple

Single Context

System
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Configuring the Transparent or Routed Firewall

This chapter describes how to configure the firewall mode, routed or transparent, and how to customize
transparent firewall operation.

Note  In multiple context mode, you cannot set the firewall mode separately for each context; you can only set
the firewall mode for the entire security appliance.

This chapter includes the following sections:
- Configuring the Firewall Mode, page 6-1
« Configuring ARP Inspection for the Transparent Firewall, page 6-8
» Customizing the MAC Address Table for the Transparent Firewall, page 6-11
« Firewall Mode Examples, page 6-14

Configuring the Firewall Mode

This section describes routed and transparent firewall mode, and how to set the mode. This section
includes the following topics:

« Information About the Firewall Mode, page 6-1

« Licensing Requirements for the Firewall Mode, page 6-4
» Default Settings, page 6-4

» Guidelines and Limitations, page 6-5

- Setting the Firewall Mode, page 6-7

- Feature History for Firewall Mode, page 6-7

Information About the Firewall Mode

This section describes routed and transparent firewall mode, and includes the following topics:
« Information About Routed Firewall Mode, page 6-2
« Information About Transparent Firewall Mode, page 6-2
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Information About Routed Firewall Mode

In routed mode, the security appliance is considered to be a router hop in the network. It can use OSPF
or RIP (in single context mode). Routed mode supports many interfaces. Each interface is on adifferent
subnet. You can share interfaces between contexts.

The security appliance acts as a router between connected networks, and each interface requires an
IP address on a different subnet. In single context mode, the routed firewall supports OSPF and RIP.
Multiple context mode supports static routes only. We recommend using the advanced routing
capabilities of the upstream and downstream routers instead of relying on the security appliance for
extensive routing needs.

Information About Transparent Firewall Mode

Traditionally, afirewall is arouted hop and acts as a default gateway for hosts that connect to one of its
screened subnets. A transparent firewall, on the other hand, is a Layer 2 firewall that acts like a*“bump
inthe wire,” or a*“stealth firewall,” and is not seen as a router hop to connected devices.

This section describes transparent firewall mode, and includes the following topics:
- Transparent Firewall Network, page 6-2
« Allowing Layer 3 Traffic, page 6-2
« Allowed MAC Addresses, page 6-2
» Passing Traffic Not Allowed in Routed Mode, page 6-3
« MAC Address vs. Route L ookups, page 6-3
» Using the Transparent Firewall in Your Network, page 6-4

Transparent Firewall Network

The security appliance connects the same network on its inside and outside interfaces. Because the
firewall is not arouted hop, you can easily introduce a transparent firewall into an existing network.

Allowing Layer 3 Traffic

IPv4 and IPv6 traffic is allowed through the transparent firewall automatically from a higher security
interface to alower security interface, without an access list. ARPs are allowed through the transparent
firewall in both directions without an access list. ARP traffic can be controlled by ARP inspection. For
Layer 3 traffic travelling from alow to a high security interface, an extended access list is required on
the low security interface. See Chapter 21, “ Configuring Access Rulesand ACLs,” for more information.

Allowed MAC Addresses
The following destination MAC addresses are allowed through the transparent firewall. Any MAC
address not on thislist is dropped.
» TRUE broadcast destination MAC address equal to FFFF.FFFF.FFFF
» IPv4 multicast MAC addresses from 0100.5E00.0000 to 0100.5EFE.FFFF
» |Pv6 multicast MAC addresses from 3333.0000.0000 to 3333.FFFF.FFFF
BPDU multicast address equal to 0100.0CCC.CCCD
Appletalk multicast MAC addresses from 0900.0700.0000 to 0900.07FF.FFFF
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Configuring the Firewall Mode

Passing Traffic Not Allowed in Routed Mode

Note

In routed mode, some types of traffic cannot pass through the security appliance even if you allow it in
an access list. The transparent firewall, however, can allow almost any traffic through using either an
extended access list (for IP traffic) or an EtherType access list (for non-1P traffic).

The transparent mode security appliance does not pass CDP packets packets, or any packets that do not
have a valid EtherType greater than or equal to 0x600. For example, you cannot pass |S-1S packets. An
exception is made for BPDUs, which are supported.

For example, you can establish routing protocol adjacencies through a transparent firewall; you can
alow OSPF, RIP, EIGRP, or BGP traffic through based on an extended access list. Likewise, protocols
like HSRP or VRRP can pass through the security appliance.

Non-1P traffic (for example AppleTalk, IPX, BPDUs, and MPLS) can be configured to go through using
an EtherType access list.

For features that are not directly supported on the transparent firewall, you can allow traffic to pass
through so that upstream and downstream routers can support the functionality. For example, by using
an extended access list, you can allow DHCP traffic (instead of the unsupported DHCP relay feature) or
multicast traffic such as that created by IP/TV.

MAC Address vs. Route Lookups

When the security appliance runs in transparent mode without NAT, the outgoing interface of a packet
is determined by performing a MAC address |ookup instead of aroute lookup. Route statements can still
be configured, but they only apply to security appliance-originated traffic. For example, if your syslog
server is located on aremote network, you must use a static route so the security appliance can reach
that subnet.

An exception to this rule is when you use voice inspections and the endpoint is at least one hop away
from the security appliance. For example, if you use the transparent firewall between a CCM and an
H.323 gateway, and there is a router between the transparent firewall and the H.323 gateway, then you
need to add a static route on the security appliance for the H.323 gateway for successful call completion.

If you use NAT, then the security appliance uses a route lookup instead of a MAC address lookup. In
some cases, you will need static routes. For example, if the real destination addressis not
directly-connected to the security appliance, then you need to add a static route on the security appliance
for the real destination address that points to the downstream router.
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Using the Transparent Firewall in Your Network

Figure 6-1 showsatypical transparent firewall network where the outside devices are on the same subnet
as the inside devices. The inside router and hosts appear to be directly connected to the outside router.

Figure 6-1 Transparent Firewall Network
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Licensing Requirements for the Firewall Mode

The following table shows the licensing requirements for this feature.

Model License Requirement

All models Base License.

Default Settings

The default mode is routed mode.
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Configuring the Firewall Mode

Guidelines and Limitations

This section includes the guidelines and limitations for this feature.

Context Mode Guidelines

Thefirewall modeis set for the entire system and all contexts; you cannot set the mode individually
for each context.

For multiple context mode, set the mode in the system execution space.

When you change modes, the security appliance clears the running configuration because many
commands are not supported for both modes. This action removes any contexts from running. If you
then re-add a context that has an existing configuration that was created for the wrong mode, the
context configuration might not work correctly. Be sure to recreate your context configurations for
the correct mode before you re-add them, or add new contexts with new paths for the new
configurations.

Transparent Firewall Guidelines
Follow these guidelines when planning your transparent firewall network:

For 1Pv4, a management IP address is required for both management traffic and for traffic to pass
through the security appliance. For multiple context mode, an | P address is required for each
context.

Unlike routed mode, which requires an | P address for each interface, a transparent firewall has an
IP address assigned to the entire device. The security appliance uses this IP address as the source
address for packets originating on the security appliance, such as system messages or AAA
communications.

The management | P address must be on the same subnet as the connected network. You cannot set
the subnet to a host subnet (255.255.255.255).

For IPv6, at aminimum you need to configure link-local addresses for each interface for through
traffic. For full functionality, including the ability to manage the security appliance, you need to
configure a global 1P address for the device.

You can configure an | P address (both | Pv4 and | Pv6) for the Management 0/0 or Management 0/1
management-only interface. This|P address can be on a separate subnet from the main management
IP address.

The transparent security appliance uses an inside interface and an outside interface only. If your
platform includes a dedicated management interface, you can also configure the management
interface or subinterface for management traffic only.

In single mode, you can only use two data interfaces (and the dedicated management interface, if
available) even if your security appliance includes more than two interfaces.

Each directly connected network must be on the same subnet.

Do not specify the security appliance management |P address as the default gateway for connected
devices; devices need to specify the router on the other side of the security appliance as the default
gateway.

For multiple context mode, each context must use different interfaces; you cannot share an interface
across contexts.

For multiple context mode, each context typically uses a different subnet. You can use overlapping
subnets, but your network topology requires router and NAT configuration to make it possible from
arouting standpoint.

[ oL-18494-03

Cisco Security Appliance Configuration Guide using ASDM i



Chapter 6  Configuring the Transparent or Routed Firewall |

W Configuring the Firewall Mode

IPv6 Guidelines
Supports IPv6.

Additional Guidelines and Limitations

« When you change modes, the security appliance clears the running configuration because many
commands are not supported for both modes. The startup configuration remains unchanged. If you
reload without saving, then the startup configuration is loaded, and the mode reverts back to the
original setting. See the “ Setting the Firewall Mode” section on page 6-7 for information about
backing up your configuration file.

- If you download atext configuration to the security appliance that changes the mode with the
firewall transparent command, be sure to put the command at the top of the configuration; the
security appliance changes the mode as soon as it reads the command and then continues reading
the configuration you downloaded. If the command appears later in the configuration, the security
appliance clears all the preceding lines in the configuration.

Unsupported Features in Transparent Mode
Table 6-1 lists the features are not supported in transparent mode.

Table 6-1 Unsupported Features in Transparent Mode
Feature Description
Dynamic DNS —

DHCP relay

The transparent firewall can act as a DHCP server, but it does not
support the DHCP relay commands. DHCP relay is not required
because you can allow DHCP traffic to pass through using two
extended access lists: one that allows DCHP requests from the inside
interface to the outside, and one that allows the replies from the server
in the other direction.

Dynamic routing protocols

You can, however, add static routes for traffic originating on the
security appliance. You can also allow dynamic routing protocols
through the security appliance using an extended access list.

Multicast IP routing

You can allow multicast traffic through the security appliance by
allowing it in an extended access list.

QoS —
VPN termination for through | The transparent firewall supports site-to-site VPN tunnels for
traffic management connections only. It does not terminate VPN connections

for traffic through the security appliance. You can pass VPN traffic
through the security appliance using an extended access list, but it
does not terminate non-management connections. SSL VPN is also
not supported.
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Setting the Firewall Mode

Prerequisites

~

Note

Detailed Steps

Configuring the Firewall Mode

This section describes how to change the firewall mode using the CLI. You cannot change the mode in

ASDM.

We recommend that you set the firewall mode before you perform any other configuration because
changing the firewall mode clears the running configuration.

When you change modes, the security appliance clears the running configuration (see the “ Guidelines
and Limitations” section on page 6-5 for more information).

- If you already have apopulated configuration, be sureto back up your configuration before changing
the mode; you can use this backup for reference when creating your new configuration.

» Usethe CLI at the console port to change the mode. If you use any other type of session, including
the ASDM Command Line Interface tool or SSH, you will be disconnected when the configuration
iscleared, and you will have to reconnect to the security appliance using the console port in any case.

Command

Purpose

firewall transparent

Example:

hostname (config)# firewall transparent

Sets the firewall mode to transparent. Enter this command in the system
execution space for multiple context mode. To change the mode to routed,
enter the no firewall transparent command.

Thiscommand al so appearsin each context configuration for informational
purposes only; you cannot enter this command in a context.

Note  You are not prompted to confirm the firewall mode change; the
change occurs immediately.

Feature History for Firewall Mode

Table 6-2 lists the release history for this feature.

Table 6-2 Feature History for Firewall Mode
Feature Name Releases Feature Information
Transparent firewall mode 7.0(2) A transparent firewall is a Layer 2 firewall that acts like a

“bumpinthewire,” or a“stealth firewall,” and isnot seen as
arouter hop to connected devices.

The following commands were introduced: firewall
transparent, show firewall.
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Configuring ARP Inspection for the Transparent Firewall

This section describes ARP inspection and how to enable it, and includes the following topics:
« Information About ARP Inspection, page 6-8
» Licensing Requirements for ARP Inspection, page 6-8
» Default Settings, page 6-9
» Guidelines and Limitations, page 6-9
« Configuring ARP Inspection, page 6-9
» Feature History for ARP Inspection, page 6-11

Information About ARP Inspection

By default, all ARP packets are allowed through the security appliance. You can control the flow of ARP
packets by enabling ARP inspection.

When you enable ARP inspection, the security appliance compares the MAC address, | P address, and
source interface in all ARP packets to static entries in the ARP table, and takes the following actions:

« If the IP address, MAC address, and source interface match an ARP entry, the packet is passed
through.

« If there is amismatch between the MAC address, the IP address, or the interface, then the security
appliance drops the packet.

- If the ARP packet does not match any entriesin the static ARP table, then you can set the security
appliance to either forward the packet out all interfaces (flood), or to drop the packet.

S
Note  The dedicated management interface, if present, never floods packets even if this parameter
is set to flood.

ARP inspection prevents malicious users from impersonating other hosts or routers (known as ARP
spoofing). ARP spoofing can enable a “man-in-the-middle” attack. For example, a host sends an

ARP request to the gateway router; the gateway router responds with the gateway router MAC address.
The attacker, however, sends another ARP response to the host with the attacker MAC address instead
of the router MAC address. The attacker can now intercept all the host traffic before forwarding it on to
the router.

ARP inspection ensures that an attacker cannot send an ARP response with the attacker MAC address,
so long as the correct MAC address and the associated IP address are in the static ARP table.

Licensing Requirements for ARP Inspection

The following table shows the licensing requirements for this feature.

Model License Requirement

All models Base License.
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Configuring ARP Inspection for the Transparent Firewall

Default Settings

By default, all ARP packets are allowed through the security appliance.
If you enable ARP inspection, the default setting is to flood non-matching packets.

Guidelines and Limitations

Context Mode Guidelines
» Supported in single and multiple context mode.

- In multiple context mode, configure ARP inspection within each context.

Firewall Mode Guidelines
Supported only in transparent firewall mode. Routed mode is not supported.

Configuring ARP Inspection

This section describes how to configure ARP inspection, and includes the following topics:
» Task Flow for Configuring ARP Inspection, page 6-9
» Adding a Static ARP Entry, page 6-9
- Enabling ARP Inspection, page 6-10

Task Flow for Configuring ARP Inspection

Step 1

Step 2

Follow these steps to configure ARP Inspection:

Add static ARP entries according to the “Adding a Static ARP Entry” section on page 6-9. ARP
inspection compares ARP packets with static ARP entries in the ARP table, so static ARP entries are
required for this feature.

Enable ARP inspection according to the “Enabling ARP Inspection” section on page 6-10.

Adding a Static ARP Entry

ARPinspection compares ARP packetswith static ARP entriesin the ARP table. Although hostsidentify
apacket destination by an | P address, the actual delivery of the packet on Ethernet relies on the Ethernet
MAC address. When arouter or host wants to deliver a packet on a directly connected network, it sends
an ARP request asking for the MAC address associated with the | P address, and then delivers the packet
to the MAC address according to the ARP response. The host or router keeps an ARP table so it does not
have to send ARP requests for every packet it needs to deliver. The ARP table is dynamically updated
whenever ARP responses are sent on the network, and if an entry is not used for aperiod of time, it times
out. If an entry isincorrect (for example, the MAC address changes for a given | P address), the entry
times out before it can be updated.
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N

Note

Detailed Steps

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

What to Do Next

The transparent firewall uses dynamic ARP entries in the ARP table for traffic to and from the security
appliance, such as management traffic.

Choose the Configuration > Device Setup > ARP > ARP Static Table pane.
(Optional) To set the ARP timeout for dynamic ARP entries, enter a value in the ARP Timeout field.

Thisfield sets the amount of time before the security appliance rebuilds the ARP table, between 60 to
4294967 seconds. The default is 14400 seconds. Rebuilding the ARP table automatically updates new
host information and removes old host information. You might want to reduce the timeout because the
host information changes frequently.

Click Add.

The Add ARP Static Configuration dialog box appears.

From the Interface drop-down list, choose the interface attached to the host network.

In the IP Address field, enter the IP address of the host.

In the MAC Address field, enter the MAC address of the host; for example, 00e0.1ede.3d8h.
To perform proxy ARP for this address, check the Proxy ARP check box.

If the security appliance receives an ARP request for the specified IP address, then it responds with the
specified MAC address.

Click OK, and then Apply.

Enable ARP inspection according to the “Enabling ARP Inspection” section on page 6-10.

Enabling ARP Inspection

Detailed Steps

Step 1
Step 2

Step 3
Step 4

This section describes how to enable ARP inspection.

Choose the Configuration > Device Setup > ARP > ARP I nspection pane.

Choose the interface row on which you want to enable ARP inspection, and click Edit.
The Edit ARP Inspection dialog box appears.

To enable ARP inspection, check the Enable ARP Inspection check box.

(Optional) To flood non-matching ARP packets, check the Flood ARP Packets check box.

By default, packets that do not match any element of a static ARP entry are flooded out all interfaces
except the originating interface. If there is a mismatch between the MAC address, the | P address, or the
interface, then the security appliance drops the packet.

If you uncheck this check box, all non-matching packets are dropped, which restricts ARP through the
security appliance to only static entries.
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Step 5

)

Note

Customizing the MAC Address Table for the Transparent Firewall

The Management 0/0 or 0/1 interface or subinterface, if present, never floods packetsevenif this

parameter is set to flood.

Click OK, and then Apply.

Feature History for ARP Inspection

Table 6-3

Table 6-2 lists the release history for this feature.

Feature History for ARP Inspection

Feature Name

Releases

Feature Information

ARP inspection

7.0(1)

ARPinspection comparesthe MAC address, | P address, and
source interface in all ARP packets to static entriesin the
ARP table.

The following commands were introduced: arp,
ar p-inspection, and show ar p-inspection.

Customizing the MAC Address Table for the Transparent

Firewall

This section describes the MAC address table, and includes the following topics:
Information About the MAC Address Table, page 6-11
Licensing Requirements for ARP Inspection, page 6-12

Default Settings, page 6-12

Guidelines and Limitations, page 6-12
Configuring the MAC Address Table, page 6-12
Feature History for the MAC Address Table, page 6-14

Information About the MAC Address Table

The security appliance learns and builds a MAC address table in a similar way as a normal bridge or
switch: when a device sends a packet through the security appliance, the security appliance adds the
MAC address to its table. The table associates the MAC address with the source interface so that the
security appliance knows to send any packets addressed to the device out the correct interface.

The ASA 5505 adaptive security appliance includes a built-in switch; the switch MAC address table

maintainsthe M AC address-to-switch port mapping for traffic within each VLAN. This section discusses
the bridge MAC addresstabl e, which maintainsthe MAC address-to-VLAN interface mapping for traffic
that passes between VLANS.
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Because the security applianceisafirewall, if the destination MAC address of a packet isnot in thetable,
the security appliance does not flood the original packet on all interfaces as a normal bridge does.
Instead, it generates the following packets for directly connected devices or for remote devices:

- Packets for directly connected devices—The security appliance generates an ARP request for the
destination | P address, so that the security appliance can learn which interface receives the ARP
response.

» Packets for remote devices—The security appliance generates a ping to the destination IP address
so that the security appliance can learn which interface receives the ping reply.

The original packet is dropped.

Licensing Requirements for ARP Inspection

The following table shows the licensing requirements for this feature.

Model License Requirement

All models Base License.

Default Settings

The default timeout value for dynamic MAC address table entries is 5 minutes.

By default, each interface automatically learns the MAC addresses of entering traffic, and the security
appliance adds corresponding entries to the MAC address table.

Guidelines and Limitations

Context Mode Guidelines
» Supported in single and multiple context mode.

< In multiple context mode, configure the MAC address table within each context.

Firewall Mode Guidelines
Supported only in transparent firewall mode. Routed mode is not supported.

Configuring the MAC Address Table

This section describes how you can customize the MAC address table, and includes the following
sections:

» Adding a Static MAC Address, page 6-13
» Disabling MAC Address Learning, page 6-13
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Customizing the MAC Address Table for the Transparent Firewall

Adding a Static MAC Address

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Normally, MAC addresses are added to the MAC address table dynamically as traffic from a particular
MAC address enters an interface. You can add static MAC addressesto the MAC addresstableif desired.
One benefit to adding static entriesis to guard against MAC spoofing. If a client with the same

MAC address as a static entry attempts to send traffic to an interface that does not match the static entry,
then the security appliance dropsthe traffic and generates a system message. When you add a static ARP
entry (see the “Adding a Static ARP Entry” section on page 6-9), a static MAC address entry is
automatically added to the MAC address table.

To add a static MAC address to the MAC address table, perform the following steps:

Choose the Configuration > Device Setup > Bridging > MAC Address Table pane.

(Optional) To set the time a MAC address entry stays in the MAC address table before timing out, enter
avalue in the Dynamic Entry Timeout field.

This value is between 5 and 720 minutes (12 hours). 5 minutes is the default.

Click Add.

The Add MAC Address Entry dialog box appears.

From the Interface Name drop-down list, choose the source interface associated with the MAC address.
In the MAC Address field, enter the MAC address.

Click OK, and then Apply.

Disabling MAC Address Learning

By default, each interface automatically learns the MAC addresses of entering traffic, and the security

appliance adds corresponding entries to the MAC address table. You can disable MAC address |earning
if desired, however, unlessyou statically add MAC addresses to the table, no traffic can pass through the
security appliance.

To disable MAC address learning, perform the following steps:

Stepl  Choose the Configuration > Device Setup > Bridging > MAC L earning pane.
Step2  To disable MAC learning, choose an interface row, and click Disable.
Step3  Toreenable MAC learning, click Enable.
Step4  Click Apply.
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Feature History for the MAC Address Table

Table 6-2 lists the release history for this feature.

Table 6-4 Feature History for the MAC Address Table
Feature Name Releases Feature Information
MAC address table 7.0(1) Transparent firewall mode uses a MAC address table.

The following commands were introduced:
mac-address-tablestatic, mac-address-table aging-time,
mac-learn disable, and show mac-address-table.

Firewall Mode Examples

This section includes examples of how traffic moves through the security appliance, and includes the
following topics:

How Data Moves Through the Security Appliance in Routed Firewall Mode, page 6-14

How Data Moves Through the Transparent Firewall, page 6-20

How Data Moves Through the Security Appliance in Routed Firewall Mode

This section describes how data moves through the security appliance in routed firewall mode, and
includes the following topics:

An Inside User Visits a Web Server, page 6-15

An Outside User Visits a Web Server on the DMZ, page 6-16
An Inside User Visits a Web Server on the DMZ, page 6-17
An Outside User Attempts to Access an Inside Host, page 6-18

A DMZ User Attempts to Access an Inside Host, page 6-19
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Firewall Mode Examples

An Inside User Visits a Web Server
Figure 6-2 shows an inside user accessing an outside web server.

Figure 6-2 Inside to Outside
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The following steps describe how data moves through the security appliance (see Figure 6-2):
1. The user on the inside network requests a web page from www.example.com.

2. The security appliance receives the packet and because it is a new session, the security appliance
verifies that the packet is allowed according to the terms of the security policy (access lists, filters,
AAA).

For multiple context mode, the security appliance first classifies the packet according to either a
unique interface or a unique destination address associated with a context; the destination address
is associated by matching an address translation in a context. In this case, the interface would be
unique; the www.example.com I P address does not have a current address translation in a context.

3. The security appliance translates the local source address (10.1.2.27) to the global address
209.165.201.10, which is on the outside interface subnet.

The global address could be on any subnet, but routing is simplified when it is on the outside
interface subnet.

4. The security appliance then records that a session is established and forwards the packet from the
outside interface.
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I oL-18494-03 .m



Chapter 6  Configuring the Transparent or Routed Firewall |

M Firewall Mode Examples

5. When www.example.com responds to the request, the packet goes through the security appliance,
and because the session is already established, the packet bypasses the many lookups associated
with a new connection. The security appliance performs NAT by translating the global destination
address to the local user address, 10.1.2.27.

6. The security appliance forwards the packet to the inside user.

An Outside User Visits a Web Server on the DMZ

Figure 6-3 shows an outside user accessing the DMZ web server.

Figure 6-3 Outside to DMZ
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The following steps describe how data moves through the security appliance (see Figure 6-3):

1. A user on the outside network requests a web page from the DMZ web server using the global
destination address of 209.165.201.3, which is on the outside interface subnet.

2. The security appliance receives the packet and because it is a new session, the security appliance
verifies that the packet is allowed according to the terms of the security policy (access lists, filters,
AAA).

For multiple context mode, the security appliance first classifies the packet according to either a

unique interface or a unique destination address associated with a context; the destination address
isassociated by matching an address translation in acontext. In this case, the classifier “knows” that
the DMZ web server address belongs to a certain context because of the server address translation.

3. The security appliance translates the destination address to the local address 10.1.1.3.
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4. The security appliance then adds a session entry to the fast path and forwards the packet from the
DMZ interface.

5. When the DMZ web server responds to the request, the packet goes through the security appliance
and because the session is already established, the packet bypasses the many lookups associated
with anew connection. The security appliance performs NAT by translating the local source address
to 209.165.201.3.

6. The security appliance forwards the packet to the outside user.

An Inside User Visits a Web Server on the DMZ

Figure 6-4 shows an inside user accessing the DMZ web server.

Figure 6-4 Inside to DMZ
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The following steps describe how data moves through the security appliance (see Figure 6-4):

1. A user on the inside network requests a web page from the DMZ web server using the destination
address of 10.1.1.3.

2. The security appliance receives the packet and because it is a new session, the security appliance
verifies that the packet is allowed according to the terms of the security policy (access lists, filters,
AAA).

For multiple context mode, the security appliance first classifies the packet according to either a
unique interface or a unique destination address associated with a context; the destination address
is associated by matching an address translation in a context. In this case, the interface is unique;
the web server |1P address does not have a current address translation.
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3. The security appliance then records that a session is established and forwards the packet out of the
DMZ interface.

4. When the DMZ web server respondsto the request, the packet goes through the fast path, which lets
the packet bypass the many lookups associated with a new connection.

5. The security appliance forwards the packet to the inside user.

An Outside User Attempts to Access an Inside Host

Figure 6-5 shows an outside user attempting to access the inside network.

Figure 6-5 Outside to Inside
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The following steps describe how data moves through the security appliance (see Figure 6-5):

1. A user on the outside network attempts to reach an inside host (assuming the host has a routable
IP address).

If the inside network uses private addresses, no outside user can reach the inside network without
NAT. The outside user might attempt to reach an inside user by using an existing NAT session.

2. The security appliance receives the packet and because it is a new session, the security appliance
verifiesif the packet is allowed according to the security policy (access lists, filters, AAA).

3. The packet is denied, and the security appliance drops the packet and |ogs the connection attempt.

If the outside user is attempting to attack the inside network, the security appliance employs many
technologies to determine if a packet is valid for an already established session.
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A DMZ User Attempts to Access an Inside Host

Figure 6-6 shows a user in the DMZ attempting to access the inside network.

Figure 6-6 DMZ to Inside
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The following steps describe how data moves through the security appliance (see Figure 6-6):

1. A user on the DMZ network attempts to reach an inside host. Because the DMZ does not have to
route the traffic on the Internet, the private addressing scheme does not prevent routing.

2. The security appliance receives the packet and because it is a hew session, the security appliance
verifiesif the packet is allowed according to the security policy (access lists, filters, AAA).

The packet is denied, and the security appliance drops the packet and |ogs the connection attempt.
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How Data Moves Through the Transparent Firewall

Figure 6-7 shows atypical transparent firewall implementation with an inside network that contains a
public web server. The security appliance has an access list so that the inside users can access I nternet
resources. Another access list lets the outside users access only the web server on the inside network.

Figure 6-7 Typical Transparent Firewall Data Path
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This section describes how data moves through the security appliance, and includes the following topics:
« AnlInside User Visits a Web Server, page 6-21
« AnlInside User Visits a Web Server Using NAT, page 6-22
« AnOutside User Visits a Web Server on the Inside Network, page 6-23
« An Outside User Attempts to Access an Inside Host, page 6-24
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An Inside User Visits a Web Server

Figure 6-8 shows an inside user accessing an outside web server.

Figure 6-8 Inside to Outside
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The following steps describe how data moves through the security appliance (see Figure 6-8):

1.
2.

The user on the inside network requests a web page from www.example.com.

The security appliance receives the packet and adds the source MAC address to the MAC address
table, if required. Because it is a new session, it verifies that the packet is allowed according to the
terms of the security policy (access lists, filters, AAA).

For multiple context mode, the security appliance first classifies the packet according to a unique
interface.

The security appliance records that a session is established.

If the destination MAC addressisin itstable, the security appliance forwards the packet out of the
outside interface. The destination MAC address is that of the upstream router, 209.186.201.2.

If the destination MAC addressis not in the security appliance table, the security appliance attempts
to discover the MAC address by sending an ARP request and a ping. The first packet is dropped.

The web server responds to the request; because the session is already established, the packet
bypasses the many lookups associated with a new connection.

The security appliance forwards the packet to the inside user.

[ oL-18494-03
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An Inside User Visits a Web Server Using NAT

Figure 6-8 shows an inside user accessing an outside web server.

Figure 6-9 Inside to Outside with NAT
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The following steps describe how data moves through the security appliance (see Figure 6-8):
1. The user on the inside network requests a web page from www.example.com.

2. The security appliance receives the packet and adds the source MAC address to the MAC address
table, if required. Because it is anew session, it verifies that the packet is allowed according to the
terms of the security policy (access lists, filters, AAA).

For multiple context mode, the security appliance first classifies the packet according to a unique
interface.

3. Thesecurity appliance translatesthereal address (10.1.2.27) to the mapped address 209.165.201.10.

Because the mapped address is not on the same network as the outside interface, then be sure the
upstream router has a static route to the mapped network that points to the security appliance.

4. The security appliance then records that a session is established and forwards the packet from the
outside interface.

5. If the destination MAC addressisin its table, the security appliance forwards the packet out of the
outside interface. The destination MAC address is that of the upstream router, 209.165.201.2.

If the destination MAC addressis not in the security appliance table, the security appliance attempts
to discover the MAC address by sending an ARP request and a ping. The first packet is dropped.

6. The web server responds to the request; because the session is already established, the packet
bypasses the many lookups associated with a new connection.
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7. The security appliance performs NAT by translating the mapped address to the real address,
10.1.2.27.

An Outside User Visits a Web Server on the Inside Network

Figure 6-10 shows an outside user accessing the inside web server.

Figure 6-10 Outside to Inside
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The following steps describe how data moves through the security appliance (see Figure 6-10):
1. A user on the outside network requests a web page from the inside web server.

2. The security appliance receives the packet and adds the source MAC address to the MAC address
table, if required. Because it is a new session, it verifies that the packet is allowed according to the
terms of the security policy (access lists, filters, AAA).

For multiple context mode, the security appliance first classifies the packet according to a unique
interface.

3. The security appliance records that a session is established.

4. If the destination MAC addressisin its table, the security appliance forwards the packet out of the
inside interface. The destination MAC address is that of the downstream router, 209.186.201.1.
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If the destination MAC addressis not in the security appliance table, the security appliance attempts
to discover the MAC address by sending an ARP request and a ping. The first packet is dropped.

5. The web server responds to the request; because the session is already established, the packet
bypasses the many lookups associated with a new connection.

6. The security appliance forwards the packet to the outside user.

An Outside User Attempts to Access an Inside Host

Figure 6-11 shows an outside user attempting to access a host on the inside network.

Figure 6-11 Outside to Inside
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The following steps describe how data moves through the security appliance (see Figure 6-11):
1. A user on the outside network attempts to reach an inside host.

2. The security appliance receives the packet and adds the source MAC address to the MAC address
table, if required. Because it is anew session, it verifiesif the packet is allowed according to the
terms of the security policy (access lists, filters, AAA).

For multiple context mode, the security appliance first classifies the packet according to a unique
interface.

3. The packet is denied, and the security appliance drops the packet.

4. If the outside user is attempting to attack the inside network, the security appliance employs many
technologies to determine if a packet is valid for an already established session.

Cisco Security Appliance Configuration Guide using ASDM
m. 0L-18494-03 |



o]
CISCO.

PART 2

Device Setup and Management






CHAPTER]

Using the Startup Wizard

The ASDM Startup Wizard guides you through the initial configuration of the security appliance, and
helps you define its settings. This chapter includes the following sections:

» Information About the Startup Wizard, page 7-1

» Licensing Requirements for the Startup Wizard, page 7-1

» Prerequisites for the Startup Wizard, page 7-2

- Guidelines and Limitations, page 7-2

» Startup Wizard Screens for ASA 5500 Series Adaptive Security Appliances, page 7-2
- Startup Wizard Screens for the ASA 5505 Adaptive Security Appliance, page 7-3

« Configuring IPv6 Neighbor Discovery, page 7-17

» Configuring IPv6 Static Neighbors, page 7-25

» Feature History for the Startup Wizard, page 7-29

Information About the Startup Wizard

To access this feature in the main ASDM application window, choose one of the following:
» Wizards> Startup Wizard.
« Configuration > Device Setup > Startup Wizard, and then click Launch Startup Wizard.

For moreinformation, seethe* Starting ASDM from aWeb Browser” section on page 1-7, the Cisco ASA
5500 Series Adaptive Security Appliance Getting Started Guide, and the Cisco ASA 5505 Getting Started
Guide.

Licensing Requirements for the Startup Wizard

The following table shows the licensing requirements for this feature:

Model License Requirement
All models Base License
Cisco Security Appliance Configuration Guide using ASDM
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Prerequisites for the Startup Wizard

To complete the Startup Wizard, make sure that you have the following information available:
» The hostname
» The domain name
- A password to restrict administrative access through ASDM or the CLI
- TheIP address information of the outside interface
« Other interfaces, such as the inside or DMZ interfaces
e NAT or PAT rules

- DHCP settings for the inside interface, for use with a DHCP server

Guidelines and Limitations

This section includes the guidelines and limitations for this feature.

Context Mode Guidelines
Supported in single and multiple context modes, as noted in Table 7-1.

Firewall Mode Guidelines
Supported in routed and transparent firewall modes, as noted in Table 7-1.

Failover Guidelines
Supports sessions in Stateful Failover.

IPv6 Guidelines
Supports IPv6.

Model Guidelines
Supports all models.

Startup Wizard Screens for ASA 5500 Series Adaptive Security
Appliances

Table 7-1 lists all of the required Startup Wizard screens for configuring the ASA 5500 series security
appliances. The actual sequence of screensisdetermined by your specified configuration selections. The
Availability columns lists the mode or modes in which each screen appears and provides additional
configuration information. Click the name to view information for the selected screen.

Table 7-1 Startup Wizard Screens for ASA 5500 Series Adaptive Security Appliances

Screen Name Availability

Step 1 - Starting Point or Welcome, page 7-4 All modes.

Step 2 - Basic Configuration, page 7-5

Cisco Security Appliance Configuration Guide using ASDM
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Table 7-1

Startup Wizard Screens for ASA 5500 Series Adaptive Security Appliances

Screen Name

Availability

Step 3 - Auto Update Server, page 7-5

Single, routed and transparent modes. If enabled in
single transparent mode, the Interface
Configuration and Step 13 - DHCP Server screens
are not available.

Step 4 - Management | P Address Configuration,
page 7-6

Single, transparent mode only.

Outside Interface Configuration, page 7-28

Outside Interface Configuration - PPPOE,
page 7-27

Single, routed mode only.

Interface Configuration, page 7-27

Single, transparent mode only.

Other Interfaces Configuration, page 7-16

Step 12 - Static Routes, page 7-11

Step 13 - DHCP Server, page 7-11

All modes.

Step 14 - Address Translation (NAT/PAT),
page 7-12

Single, routed mode only.

Step 15 - Administrative Access, page 7-13

Step 17 - Startup Wizard Summary, page 7-15

All modes.

Startup Wizard Screens for the ASA 5505 Adaptive Security

Appliance

Table 7-2 lists all of the required Startup Wizard screens for configuring the ASA 5505 security
appliance only. The sequence of screens listed represents configuration for the single, routed mode. The
Availability columns lists the mode or modes in which each screen appears and provides additional
configuration information. Click the name to view information for the selected screen.

Table 7-2

Startup Wizard Screens for the ASA 5505 Adaptive Security Appliance

Screen Name and Sequence

Availability

Step 1 - Starting Point or Welcome, page 7-4

All modes. The Teleworker optionin Step 2

Step 2 - Basic Configuration, page 7-5

- Basic Configuration is available only on
the ASA 5505.

Step 3 - Auto Update Server, page 7-5

Single, routed and transparent modes.
Enabled only if configured for teleworker
usage.

Step 4 - Management | P Address Configuration,
page 7-6

Single, transparent mode only.

[ oL-18494-03
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Table 7-2 Startup Wizard Screens for the ASA 5505 Adaptive Security Appliance (continued)

Screen Name and Sequence

Availability

Step 5 - Interface Selection, page 7-6

Step 6 - Switch Port Allocation, page 7-7

Step 7 - Interface IP Address Configuration, page 7-7

Step 8 - Internet Interface Configuration - PPPOE,
page 7-8

Step 9 - Business Interface Configuration - PPPOE,
page 7-9

Step 10 - Home Interface Configuration - PPPoE,
page 7-10

Step 11 - General Interface Configuration, page 7-10

Single, routed mode only.

Step 12 - Static Routes, page 7-11

All modes. Enabled only if configured for
teleworker usage.

Step 13 - DHCP Server, page 7-11

All modes.

Step 14 - Address Translation (NAT/PAT), page 7-12

Single, routed mode only.

Step 15 - Administrative Access, page 7-13

All modes.

Step 16 - Easy VPN Remote Configuration, page 7-14

Single, routed mode, only when enabled for
teleworker usage.

Step 17 - Startup Wizard Summary, page 7-15

All modes.

Step 1 - Starting Point or Welcome

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

To change the existing configuration, click the M odify existing configuration radio button.

To set the configuration at the factory default values for the inside interface, click the Reset

configuration to factory defaults radio button.

To configure the I P address and subnet mask of the management interface, check the Configure the IP

address of the management inter face check box.
Specify the IP address of the management interface.

Choose the subnet mask of the management interface from the drop-down list.

N

Note If you reset the configuration to factory defaults, you cannot undo these changes by clicking

Cancel or by closing this screen.

Click Next to continue.

l _ Cisco Security Appliance Configuration Guide using ASDM
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Step 2 - Basic Configuration

Stepl  To specify agroup of configuration settings for a remote worker, check the Configure the device for
Teleworker usage check box. For more information, see Step 16 - Easy VPN Remote Configuration,
page 7-14.

Step2  Specify a hostname for the security appliance. The hostname can be up to 63 a phanumeric characters
in mixed case.

Step3  Specify the |PSec domain name of the security appliance, which can be used for certificates. The domain
name can be a maximum of 63 alphanumeric characters, with no special characters or spaces.

Step4  The privileged mode (enable) password is required to administer the security appliance through ASDM
or the CL1. To change the current privileged mode (enable) password, check the Change privileged
mode (enable) password check box.

A
Note If youleavethe password field blank, a Password Confirmation dial og box appearsto notify you
that to do so is a high security risk.

Step5  Specify the old enable password, if one exists.

Step6  Specify the new enable password. The password is case-sensitive and can be up to 32 alphanumeric
characters.

Step7  Reenter the new enable password.

Step8  Click Next to continue.

Step 3 - Auto Update Server

Stepl  To enable communication between the security appliance and an Auto Update Server, check the Enable
Auto Update check box.

Step2  To define the beginning of the URL for the Auto Update Server, from the Server URL drop-down list,
choose either HTTPS or HTTP.

Step3  To confirm that an SSL certificate is enabled on the Auto Update Server, check the Verify Server SSL
certificate check box.

Step4  Enter the usernameto log in to the Auto Update Server.

Step5  Enter the password to log in to the Auto Update Server.

Step6  Reenter the password to confirm it.

Step7  Touniquely identify the security appliance, choose the Device ID Type from the drop-down list. To
enable the Device ID field and specify a particular name, choose User-defined name.

Step8  Enter aunique string to use as the security appliance ID.

Step9  Click Next to continue.

Cisco Security Appliance Configuration Guide using ASDM
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Step 4 - Management IP Address Configuration

Stepl  Specify the IP address of the host that can access this context for management purposes using ASDM or
a session protocol.

Step2  Specify the subnet mask for the management | P address.
Step3  Click Next to continue.

Step 5 - Interface Selection

Thisscreen allowsyou to group the eight, Fast Ethernet switch ports on the ASA 5505 intothree VLANS.
These VLANS function as separate, Layer 3 networks. You can then choose or create the VLANS that
define your network—one for each interface: outside (Internet), inside (Business), or DMZ (Home). A
DMZ is a separate network located in the neutral zone between a private (inside) network and a public
(outside) network.

To create three VLANS to define your network, perform the following steps:

Stepl  Inthe Outside VLAN or Internet VLAN area, do the following:
a. From the Choose aVLAN drop-down list, choose a predefined outside VLAN by number.
b. To create a new outside VLAN, check the Create a VLAN check box.
c. Toenablethe outside VLAN, check the Enable VLAN check box.

Step2  Inthelnside VLAN or Business VLAN area, do the following:
a. From the Choose a VLAN drop-down list, choose a predefined inside VLAN by number.
b. To create anew inside VLAN, check the Create a VL AN check box.
c. Toenabletheinside VLAN, check the Enable VLAN check box.

Step3  Inthe DMZ VLAN or Home VLAN (Optional) area, do the following:
a. From the Choose a VLAN drop-down list, choose a predefined inside VLAN by number.
b. To create anew inside VLAN, check the Create a VL AN check box.
- To disable configuration of this VLAN, check the Do not configure check box.

Step4  Click Next to continue.
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Step 6 - Switch Port Allocation

This screen lets you allocate switch ports to outside (Internet), inside (Business), or DMZ (Home)
interfaces. The DMZ interface is not available in transparent mode. You must add the ports to the
associated VLANSs. By default, all switch ports begin with VLAN1.

Stepl  Inthe Switch Ports for Outside VLAN (vlanid) or Switch Ports for Internet VLAN (vlanid) area, do the
following:

a. Choose aport to add or remove from the available list of ports.

b. Choose a port to add or remove from the allocated list of ports.

c. Toadd aport to the available or allocated list of ports, click Add.

d. Toremove a port from the available or allocated list of ports, click Remove.

Step2  Inthe Switch Portsfor Inside VLAN (vlanid) or Switch Ports for Business VLAN (vlanid) area, do the
following:

a. Choose aport to add or remove from the available list of ports.

b. Choose a port to add or remove from the allocated list of ports.

c. Toadd aport to the available or allocated list of ports, click Add.

d. Toremove a port from the available or allocated list of ports, click Remove.

Step3  Inthe Switch Portsfor DMZ VLAN (vlanid) or Switch Ports for Home VLAN (vlanid) area, do the
following:

a. Choose a port to add or remove from the available list of ports.

b. Choose a port to add or remove from the allocated list of ports.

c. To add aport to the available or allocated list of ports, click Add.

d. Toremove aport from the available or allocated list of ports, click Remove.

Step4  Click Next to continue.

Step 7 - Interface IP Address Configuration

To configure the interface through a PPPoE server, a DHCP server, or by specifying a particular 1P
address and subnet mask, perform the following steps:

Stepl  Inthe Outside IP Address or Internet IP Address area, do one of the following:
» To specify an outside IP address, click the Use the following I P address radio button.
- Enter the specific outside | P address and choose the subnet mask from the drop-down list.
- To obtain an outside | P address from a DHCP server, click the Use DHCP radio button.

« To obtain the default route for an outside | P address from a DHCP server, check the Obtain default
rote using DHCP check box.

- Toobtain an outside | P address from a PPPOE server, click the Use PPPOE radio button.
Step2  Inthelnside IP Address or Business IP Address area, do one of the following:
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» To specify aninside IP address, click the Use the following | P address radio button.
- Enter the specific inside | P address and choose the subnet mask from the drop-down list.
- Toobtain an inside | P address from a DHCP server, click the Use DHCP radio button.

« To obtain the default route for an inside | P address from a DHCP server, check the Obtain default
rote using DHCP check box.

« To obtain an inside IP address from a PPPOE server, click the Use PPPOE radio button.
Inthe DMZ IP Address or Home IP Address area, choose one of the following:

» To specify aDMZ IP address, click the Use the following | P address radio button, then enter the
specific DMZ |P address and choose the subnet mask from the drop-down list.

« ToobtainaDMZ IP address from a DHCP server, click the Use DHCP radio button.
« ToobtainaDMZ IP address from a PPPoE server, click the Use PPPoE radio button.
Step3  Click Next to continue.

Step 8 - Internet Interface Configuration - PPPoE
A

Note  For all ASA 5500 series models except ASA 5505, with afull license, the security appliance supports
up to five interfaces, with a maximum of three outside interfaces. In restricted mode, the security
appliance supports up to three interfaces, and in transparent mode, the security appliance supports up to
two interfaces. After you have created the maximum number of interfaces, or the maximum number of
interfaces has already been named, you may not be able to create anew VLAN, and must select an
existing one.

Stepl  Specify the name of the group on the PPPOE server. You must specify a group name to proceed.
Step2  Inthe User Authentication area, do the following:

o

Specify your username on the PPPOE server.

b. Specify your password on the PPPoE server.

c. Confirm the PPPoE password that you entered.
Step3  Inthe Authentication Method area, do one of the following:

» To use PAP authentication, click the PAP radio button.

« Touse CHAP authentication, click the CHAP radio button.

« Touse MS-CHAP authentication, click the M S-CHAP radio button.
Step4  Inthe IP Address area, do one of the following:

« Toobtain an IP address for the interface from the PPPOE server, click the Obtain an | P address
using PPPoE radio button. This field is not visible in transparent mode.

» Specify an IP address for the Internet interface. Thisfield is not visible in transparent mode.
- Specifies the | P address that you want to use for the Internet interface.
— Choose a subnet mask for the Internet interface from the drop-down list.
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» To set the default routing using the PPPoE server, check the Obtain default route using PPPoE
check box.

Click Next to continue.

Step 9 - Business Interface Configuration - PPPoE

~

Note

Step 1
Step 2

Step 3

Step 4

Step 5

For all ASA 5500 series models except ASA 5505, with afull license, the security appliance supports
up to five interfaces, with a maximum of three outside interfaces. In restricted mode, the security
appliance supports up to three interfaces, and in transparent mode, the security appliance supports up to
two interfaces. After you have created the maximum number of interfaces, or the maximum number of
interfaces has already been named, you may not be able to create anew VLAN, and must select an
existing one.

Enter the name of the group on the PPPOE server. You must specify a group name to proceed.
In the User Authentication area, do the following:
a. Enter your username on the PPPOE server.
b. Enter your password on the PPPOE server.
c. Enter the PPPOE password that you entered.
In the Authentication Method area, choose one of the following:
» To use PAP authentication, click PAP.
» To use CHAP authentication., click CHAP.
» Touse MS-CHAP authentication, click MS-CHAP.
In the IP Address area, choose one of the following:

» Click the Obtain an | P address using PPPoOE radio button to obtain an IP address for the interface
from the PPPOE server. This option is not visible in transparent mode.

« Enter an IP address for the inside interface. This option is not visible in transparent mode.
- Enter the IP address that you want to use for the inside interface.
— Choose a subnet mask for the Internet interface from the drop-down list.

- To set the default routing using the PPPoE server, check the Obtain default route using PPPoE
check box.

Click Next to continue.
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Step 10 - Home Interface Configuration - PPPoE
A

Note  For all ASA 5500 series models except ASA 5505, with afull license, the security appliance supports
up to five interfaces, with a maximum of three outside interfaces. In restricted mode, the security
appliance supports up to three interfaces, and in transparent mode, the security appliance supports up to
two interfaces. After you have created the maximum number of interfaces, or the maximum number of
interfaces has already been named, you may not be able to create anew VLAN, and must select an
existing one.

Stepl  Enter the name of the group on the PPPOE server. You must specify a group name to proceed.
Step2  Inthe User Authentication area, do the following:
a. Enter your username on the PPPOE server.
b. Enter your password on the PPPOE server.
c. Enter the PPPOE password that you entered.
Step3  Inthe Authentication Method area, choose one of the following:
- To use PAP authentication, click PAP.
» To use CHAP authentication., click CHAP.
» Touse MS-CHAP authentication, click MS-CHAP.
Step4  Inthe P Address area, choose one of the following:

« Click the Obtain an | P address using PPPOE radio button to obtain an IP address for the DMZ
interface from the PPPOE server. This option is not visible in transparent mode.

» Enter an IP address for the DMZ interface. This option is not visible in transparent mode.
- Enter the IP address that you want to use for the DMZ interface.
— Choose a subnet mask for the DMZ interface from the drop-down list.

» To set the default routing using the PPPoE server, check the Obtain default route using PPPoE
check box.

Step5  Click Next to continue.

Step 11 - General Interface Configuration

Restricted traffic is not an optional configuration. If you only have arestricted license, you must restrict
traffic from one interface to any of the other interfaces. The Restrict Traffic areafields are hidden if you
have afull license or if the device isin transparent mode.

To enable and restrict traffic between interfaces and between hosts connected to the same interface,
perform the following steps:

Stepl  To enabletraffic between two or more interfaces with the same security level, check the Enabletraffic
between two or more interfaces with the same security level check box.

Step2  To enable traffic between two or more hosts connected to the same interface, check the Enable traffic
between two or more hosts connected to the same interface check box.
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Step3  Inthe Restrict traffic area, do the following:
- Torestrict traffic from an interface, choose an interface from the drop-down list.
- To restrict traffic to an interface, choose an interface from the drop-down list.
Step4  Click Next to continue.

Step 12 - Static Routes

Stepl  Tocreate, edit, and remove static routes that will access networks connected to arouter on any interface,
perform the following steps:

Step2  Choose to filter by IPv4 addresses, |Pv6 addresses, or both.
Step3  To continue, see the following sections:

- Static Routes, page 12-40

« Adding or Editing Static Routes, page 7-11
Step4  Click Next to continue.

Adding or Editing Static Routes

The Add/Edit Static Routes dialog box letsyou add, edit, or remove a static route. For more information,
see the “ Static Routes” section on page 12-40.

Step 13 - DHCP Server

Stepl  To allow connection to the DHCP server from the inside interface, check the Enable DHCP server on
theinside interface check box.

Step2  Inthe DHCP Address Pool area, do the following:

- Enter the starting range of the DHCP server pool in a block of 1P addresses from the lowest to
highest.

- Enter the ending range of the DHCP server pool in ablock of | P addresses from thelowest to highest.

~

Note  The security appliance supports up to 256 | P addresses.

Step3  Inthe DHCP Parameters area, do the following:

a. To allow automatic configuration of the DNS server, WINS server, lease length, and ping timeout
settings, check the Enable auto-configuration check box.

b. Enter the |P address of the DNS server.
c. Enter the |P address of the WINS server.
d. Enter the |P address of the alternate DNS server.
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e. Enter the |P address of the alternate WINS server.

f.  Enter the amount of time (in seconds) that the client can useits allocated | P address before the lease
expires. The default value is 3600 seconds (1 hour).

g. Enter the parameters for the ping timeout value in milliseconds.
h. Enter the domain name of the DNS server to use DNS.

i. To enable DHCP auto-configuration and choose the interface from the drop-down list, check the
Enable auto-configuration from inter face check box. The values you specify in the previous areas
of this screen take precedence over the auto-configured values.

Click Next to continue.
For more information, see the “DHCP Server” section on page 15-4.

Step 14 - Address Translation (NAT/PAT)

Step 1

Step 2

PAT lets you set up asingle |P address for use as the global address. In addition, you can set multiple
outbound sessions to appear as if they originate from a single IP address. PAT lets up to 65,535 hosts
start connections through a single outside | P address.

If you decideto use NAT, enter an addressrange to usefor translating all addresses on theinsideinterface
to addresses on the outside interface. The global addresses in the pool provide an IP address for each
outbound connection, and for those inbound connections resulting from outbound connections.

When you use PAT, be aware of the following:
« PAT does not work with caching name servers.

« You may need to enable the corresponding inspection engine to pass multimedia application
protocols through the security appliance.

« PAT does not work with the established command.

- With passive FTR, use the inspect protocol ftp strict command with the access-list command to
allow outbound FTP traffic.

- A DNS server on ahigher level security interface cannot use PAT.

To enable NAT and share several external |P addresses on the inside VLAN to be used for translation,
click the Use Network Address Translation (NAT) radio button, then do the following:

a. Enter thefirst IP address in arange of |P addresses to be used for translation.
b. Enter thelast IP address in arange of 1P addresses to be used for translation.
c. (Optional) Enter the subnet mask for the range of 1P addresses to be used for translation.

To enable PAT, click the Use Port Address Translation (PAT) radio button. If you select this option,

choose one of the following:

~

Note  IPSec with PAT may not work correctly, because the outside tunnel endpoint device cannot
handle multiple tunnels from one IP address.

» Tousethe|P address of the outside interface for PAT, click the Use the | P address on the outside
interface radio button.
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- Toindicate a particular address to use for PAT, click the Specify an I P address radio button.
— Enter an IP address for the outside interface for PAT.
— (Optional) Choose a subnet mask from the drop-down list.

- To alow traffic through the security appliance without translation, check the Enable traffic
through the firewall without translation check box.

Step3  Click Next to continue.

Step 15 - Administrative Access

To configure management access on the security appliance, perform the following steps:

Stepl  To add or change the access type, an interface, and then specify the IP address and netmask of the host
network that may connect to that interface for management purposes only, see the “Adding or Editing
Administrative Access Entry” section on page 7-13.

« The Type column specifies whether the host or network is accessing the security appliance through
HTTP over SSL in ASDM, SSH, or Telnet.

- TheInterface column displays the host or network name.
» TheIP Address column displays the | P address of the host or network.
» The Mask column displays the subnet mask of the host or network.

Step2  To enable a secure connection to an HTTP server to access ASDM, check the Enable HT TP server for
HTTPS/ASDM access check box.

Step3  To allow ASDM to collect and display statistics, check the Enable ASDM history metrics check box.
Step4  Click Next to continue.

Adding or Editing Administrative Access Entry

Stepl  To configure the hosts, in the main ASDM application window, choose one of the following:
- Configuration > Properties > Device Access > HTTPS/ASDM
- Configuration > Properties > Device Access > Telnet
« Configuration > Properties > Device Access > SSH
- Configuration > Properties > History Metrics

Step2  Choose one of the following preconfigured connections for the CLI console sessions from the Access
Type drop-down list:

« ASDM/HTTPS
e SSH
 Telnet
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Step 3
Step 4
Step 5
Step 6

)

Note ASDM uses HTTP over SSL (HTTPS) for all communication with the security appliance.

Choose the interface name from the Interface drop-down list.

Enter an |P address for the interface.

Enter a subnet mask for the interface from the Subnet Mask drop-down list.
Click OK to save these settings and return to the Administrative Access screen.

Step 16 - Easy VPN Remote Configuration

Note

Step 1

Step 2

The security appliance can act as an Easy VPN remote device to enable deployment of VPNs to remote
locations. The following two modes of operation are available:

« Client Mode
« Network Extension Mode

In Client Mode, the security appliance does not expose the | P addresses of clients on the inside network.
Instead, the security appliance uses NAT to translate the | P addresses on the private network to asingle,
assigned | P address. In thismode, you cannot ping or access any device from outside the private network.

In Network Extension Mode, the security appliance does not protect the | P addresses of local hosts by
substituting an assigned | P address. Therefore, hosts on the other side of the VPN connection can
communicate directly with hosts on the local network.

To configure the security appliance in one of these two modes, use the following guidelines:

- UseClient Mode if:
- You want VPN connections to be initiated by client traffic.
- You want the IP addresses of local hosts to be hidden from remote networks.
— You are using DHCP on the ASA 5505 to provide | P addresses to local hosts.

» Use Network Extension Mode if:
- You want VPN connections to remain open even when not required for transmitting traffic.
- You want remote hosts to be able to communicate directly with hosts on the local network.

— Hosts on the local network have static |P addresses.

To access this screen, you must have checked the Configure the device for Teleworker usage check
box in Step 2 - Basic Configuration and unchecked the Enable Auto Update check box in the Interface
Configuration.

Toform asecure VPN tunnel between the security appliance and aremote Cisco VPN 3000 concentrator,
Cisco router, or security appliance that is acting as an Easy VPN server, perform the following steps:

To enable the security appliance to act as an Easy VPN remote device, check the Enable Easy VPN
remote check box. If you do not enable this feature, any host that has access to the security appliance
outside interface through a VPN tunnel can manage it remotely.

In the Mode area, choose one of the following:
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Step 4

Step 5

Step 6
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» If you areusing aDHCP server to generate dynamic | P addresses for hosts on your inside network,
click the Client mode radio button.

- If hosts on your inside network have static | P addresses, click the Network Extension mode radio
button.

In the Group Settings area, do the following:

a. Touse X.509 certificates to enable the IPSec main mode, click the Use X.509 Certificate radio
button. Choose the trustpoint from the drop-down list.

b. To enter apassword for a group of users, click the Use group password radio button.
- Enter a name for the user group.
- Enter a password for the user group.
— Confirm the password.
In the User Settings area, do the following:
a. Enter ausername for your settings.
b. Enter apassword for your settings.
¢. Confirm the password for your settings.
In the Easy VPN Server area, do the following:
a. Enter the IP address of the primary Easy VPN server.
b. Enter the IP address of a secondary Easy VPN server.

N,

Note  The security appliance supports a maximum of 11 Easy VPN servers: one primary and up to ten
secondary. Before you can connect the ASA Easy VPN remote device to the Easy VPN server,
you must establish network connectivity between both devices through your | SP. After you have
connected the ASA 5500 series security appliance to the DSL or cable modem, follow the
instructions provided by your ISP to complete the network connection. You can obtain an IP

address through a PPPoE server, a DHCP server, or a static configuration.

Click Next to continue.

Step 17 - Startup Wizard Summary

Step 1
Step 2

This screen summarizes all of the configuration settings that you have made for the security appliance.

To change any of the settings in previous screens, click Back.
Choose one of the following:

« If you ran the Startup Wizard directly from a browser, when you click Finish, the configuration
settings that you created through the wizard are sent to the security appliance and saved in flash
memory automatically.

» If youranthe Startup Wizard from within ASDM, you must explicitly save the configuration in flash
memory by choosing File > Save Running Configuration to Flash.
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Other Interfaces Configuration

To configure the remaining interfaces, perform the following steps:

Stepl  Select the interface to change and click Edit.
The Edit Interface dialog box appears.
« TheInterface field displays the network interface on which the original host or network resides.
- The Name field displays the name of the interface being configured.

« The Security Level field displays the security level range for the interface from 0 to 100, with 100
assigned to the inside interface and 0 assigned to the outside interface. Perimeter interfaces can use
any number between 1 and 99. Security levels between 0 and 100 for perimeter interfaces are not set
by default.

Step2  To assign the same security level to two or more interfaces, and enable traffic between them, check the
Enable traffic between two or more interfaces with same security levels check box.

Step3  If you have an interface between two or more hosts and want to enabl e traffic between them, check the
Enable traffic between two or more hosts connected to the same interface check box.

Step4  Click Next to continue.

Editing Interfaces

On the Interface Properties and | Pv4 Settings tab, perform the following steps:

Stepl  The Interface field is display-only and shows the name of the selected interface to edit. The Enable
interface check box is checked by default.

Step2  ThelInterface Name field displays the name of the selected interface. Change the name of the interface,
if needed.

Step3  The Security Level field displays the security level of the selected interface. Change the security level
for the interface, if needed. If you change the security level of the interface to alower level, awarning
message appears.

Step4  Inthe IP Address area, choose one of the following three options:
« To enter aspecific IP address for an interface, click the Use the following I P address radio button.
— Enter the IP address of the interface.
— Choose an existing subnet mask from the drop-down list.
» To use the security appliance as a DHCP server, click the Use DHCP radio button.

» Touse PPPOE to provide an authenticated method of assigning an | P address to an outside interface,
click the Use PPPoE radio button.

A
Note  Because PPPOE is permitted on multiple interfaces, each instance of the PPPoE client may
require different authentication levels with different usernames and passwords.

- Enter agroup name to proceed.

- Enter the PPPoE username and password, and confirm the password.
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Step 6

Step 1

Step 2

Step 3

Step 4

Configuring IPv6 Neighbor Discovery

- PAPisthe default authentication method for PPPOE. You have the option of configuring CHAP
or MS-CHAP manually by clicking the applicable radio button.

Choose one of the following:
» Toassign an IP address using PPPoE, click the Obtain | P Address using PPPoE radio button.
» Toassign aparticular IP address, click the Specify an | P address radio button.
— Enter the IP address.
— Choose a subnet mask from the drop-down list.
Click OK to save these settings.

On the IPv6 Settings tab, perform the following steps:

To configure Neighbor Discovery settings, see the “Configuring IPv6 Neighbor Discovery” section on
page 7-17.

To configure 1Pv6 addresses on an interface, see the “ Configuring 1Pv6 Addresses on an Interface”
section on page 7-20.

To configure | Pv6 prefixes on an interface, see the “Configuring IPv6 Prefixes on an Interface” section
on page 7-21.

Click OK to save these settings.

Configuring IPv6 Neighbor Discovery

The IPv6 neighbor discovery process uses |CMPv6 messages and solicited-node multicast addresses to
determine the link-layer address of a neighbor on the same network (local link), verify the reachability
of aneighbor, and keep track of neighboring routers. For more information about 1Pv6 Neighbor
Discovery, see the “Information About I1Pv6 Neighbor Discovery” section on page 14-1.

This section includes the following topics:
- Configuring Neighbor Solicitation Messages, page 7-17
- Configuring Router Advertisement Messages, page 7-22
- Configuring I1Pv6 Static Neighbors, page 7-25

Configuring Neighbor Solicitation Messages

Neighbor solicitation messages (ICMPv6 Type 135) are sent on the local link by nodes attempting to
discover the link-layer addresses of other nodes on the local link. The neighbor solicitation messageis
sent to the solicited-node multicast address. The source address in the neighbor solicitation message is
the IPv6 address of the node sending the neighbor solicitation message. The neighbor solicitation
message also includes the link-layer address of the source node.

After receiving a neighbor solicitation message, the destination node replies by sending a neighbor
advertisement message (ICPMv6 Type 136) on the local link. The source address in the neighbor
advertisement message is the | Pv6 address of the node sending the neighbor advertisement message; the
destination addressis the IPv6 address of the node that sent the neighbor solicitation message. The data
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portion of the neighbor advertisement message includes the link-layer address of the node sending the
neighbor advertisement message. After the source node receives the neighbor advertisement, the source
node and destination node can communicate.

Figure 7-1 shows the neighbor solicitation and response process.

Figure 7-1 IPv6 Neighbor Discovery—Neighbor Solicitation Message
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Neighbor solicitation messages are al so used to verify the reachability of aneighbor after the link-layer
address of a neighbor isidentified. When a node wants to verify the reachability of a neighbor, the
destination address in a neighbor solicitation message is the unicast address of the neighbor.

Neighbor advertisement messages are also sent when thereis achange in thelink-layer address of anode
on alocal link. When there is such a change, the destination address for the neighbor advertisement is
the all-nodes multicast address.

You can configure the neighbor solicitation message interval and neighbor reachable time on a
per-interface basis.

In addition, you can configure DAD settings, |Pv6 addresses, and | Pv6 prefixes. For more information,
see the following sections:

« Configuring the Neighbor Solicitation Message Interval, page 7-19
- Configuring the Neighbor Reachable Time, page 7-19

- Configuring DAD Settings, page 7-20

- Configuring IPv6 Addresses on an Interface, page 7-20

« Configuring IPv6 Prefixes on an Interface, page 7-21
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Configuring the Neighbor Solicitation Message Interval

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

You can configure the interval between IPv6 neighbor solicitation retransmissions on an interface. Valid
values range from 1000 to 3600000 milliseconds. The default valueis 1000 milliseconds. Thissettingis
also sent in router advertisement messages.

To configure the neighbor solicitation message interval, perform the following steps:

Choose Configuration > Device Setup > | nterfaces.

Choose the interface on which to configure the neighbor solicitation interval. The interface must have
been configured with an 1Pv6 address. See the “ Configuring IPv6 Neighbor Discovery” section on
page 7-17 for more information.

Click Edit. The Edit Interface dialog box appears with three tabs. General, Advanced, and |1 Pv6.
Click the I Pv6 tab.

In the NS Interval field, enter the time interval.

Click OK.

Click Apply to save the configuration.

Configuring the Neighbor Reachable Time

The neighbor reachable time enables detecting unavailable neighbors. Shorter configured times enable
detecting unavailable neighbors more quickly; however, shorter times consume more IPv6 network
bandwidth and processing resources in all IPv6 network devices. Very short configured times are not
recommended in normal IPv6 operation.

Valid time values range from 0 to 3600000 milliseconds. The default is O; however, when you use 0, the
reachable time is sent as undetermined. It is up to the receiving devices to set and track the reachable
time value.

To configure the amount of time that a remote IPv6 node is considered reachable after a reachability
confirmation event has occurred, perform the following steps:

Stepl  Choose Configuration > Device Setup > Interfaces.

Step2  Choose the interface for which you want to configure the time. The interface must have been configured
with an IPv6 address. For more information, see the “ Configuring | Pv6 Neighbor Discovery” section on
page 7-17.

Step3  Click Edit. The Edit Interface dialog box appears with three tabs. General, Advanced, and | Pv6.

Step4  Click the IPv6 tab.

Step5  Inthe Reachable Time field, enter avalid value.

Step6  Click OK.

Step7  Click Apply to save the configuration.
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Configuring DAD Settings

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Duplicate Address Detection (DAD) settings are part of the Neighbor Discovery configuration. DAD
verifiesthe uniqueness of new unicast | Pv6 addresses before they are assigned and ensuresthat duplicate
IPv6 addresses are detected in the network on alink basis.

To specify DAD settings on the interface, perform the following steps:

Enter the number of allowed DAD attempts. This setting configures the number of consecutive neighbor
solicitation messages that are sent on an interface while DAD is performed on | Pv6 addresses. Valid
values are from 0 to 600. A zero value disables DAD processing on the specified interface. The default
iS one message.

Enter the neighbor solicitation message interval. The neighbor solicitation message requests the
link-layer address of atarget node. Valid values are from 1000 to 3600000 milliseconds. The default is
1000 milliseconds.

Enter the amount of time in seconds that aremote | Pv6 node is considered reachabl e after areachability
confirmation event has occurred. Valid values are from 1000 to 3600000 milliseconds. The default is
zero. A configured time enables the detection of unavailable neighbors. Shorter times enable detection
more quickly; however, very short configured times are not recommended in normal 1Pv6 operation.

Enter the amount of timethat 1Pv6 router advertisement transmissions are considered valid. Valid values
are from 3 to 1800 seconds. The default is 200 seconds. Router advertisement transmissions include a
preference level and alifetime field for each advertised router address. These transmissions provide
route information and indicate that the router is still operational to network hosts. By default, these
transmissions are sent every 400 to 600 seconds.

Enter the interval between |Pv6 router advertisement transmissions. Valid values are from 3 to 1800
seconds. The default is 200 seconds. To have the router advertisement transmission interval belisted in
milliseconds, check the RA Interval in Milliseconds check box.

To allow the generation of addresses for hosts, make sure that the Suppress RA check box is unchecked.
Thisisthe default setting if 1Pv6 unicast routing is enabled. To prevent the generation of 1Pv6 router
advertisement transmissions, check the Suppress RA check box.

To continue, see the “Configuring IPv6 Addresses on an Interface” section on page 7-20.

Configuring IPv6 Addresses on an Interface

Step 1

Step 2

Step 3

Step 4

To configure I Pv6 addresses on an interface, perform the following steps:

If you have not configured any | Pv6 addresseswith the CL I, to enable | Pv6 addressing, check the Enable
I Pv6 check box.

To make sure that the source addresses of | Pv6 packets received on that interface are verified according
to the source MAC addresses to ensure that the interface identifiers use the modified EUI-64 format,
check the Enforce EUI-64 check box. If the interface identifiers do not conform to the modified EUI-64
format, an error message appears.

If you are not going to assign any other | Pv6 addresses, to set the link-local address manually, enter an
address in the Link-local address field. A link-local address should start with FE8, FE9, FEA, or FEB,
for example fe80::20d:88ff.feee:6a82. Alternatively, click the ellipsis to choose a link-local address
from the Browse Link-local address dialog box.

After you have selected the link-local address, click OK to return to the IPv6 tab.
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Step 5

Step 6

Step 7
Step 8

Step 9

Configuring IPv6 Neighbor Discovery

The selected link-local address appears in the Link-local address field.

To enable address autoconfiguration, check the Enable address autoconfiguration check box. During
the statel ess autoconfiguration process, duplicate address detection (DAD) verifies the uniqueness of
new unicast | Pv6 addresses before the addresses are assigned to interfaces (the new addressesremain in
atentative state while duplicate address detection is performed). Duplicate address detection is
performed first on the new link-local address. When the link local address is verified as unique, then
duplicate address detection is performed all the other | Pv6 unicast addresses on the interface. For more
information about DAD, see the “ Configuring DAD Settings” section on page 7-20.

In the Interface IPv6 Addresses area, click Add.

The Add IPv6 Address for Interface dialog box appears.

(Optional) Check the EUI-64 check box.

Click OK to save your settings.

The Interface IPv6 Addresses Address field appears with the modified EUI-64 address.

)

Note  You cannot use |Pv6 addresses for the failover LAN and state links. For more information, see
the “ Configuring Failover with the High Availability and Scalability Wizard” section on
page 17-4.

To continue, see the “ Configuring IPv6 Prefixes on an Interface” section on page 7-21.

Configuring IPv6 Prefixes on an Interface

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

To configure IPv6 prefixes on an interface, perform the following steps:

In the Interface IPv6 Prefixes area, click Add.
The Add IPv6 Prefix for Interface dialog box appears.
Enter the | Pv6 address with the prefix length.

(Optional) To configure the IPv6 address manually, check the No Auto-Configuration check box. This
setting indicates to hosts on the local link that the specified prefix cannot be used for 1Pv6
autoconfiguration.

(Optional) To indicate that the IPv6 prefix is not advertised, check the No Advertisements check box.

(Optional) The Off Link check box indicates that the specified prefix is assigned to the link. Nodes
sending traffic to addresses that contain the specified prefix consider the destination to be locally
reachable on the link. This prefix should not be used for on-link determination.

In the Prefix Lifetime area, click the Lifetime Duration radio button, and specify the following:

a. Avalidlifetimefor the prefix in seconds from the drop-down list. This setting is the amount of time
that the specified IPv6 prefix is advertised as being valid. The maximum value represents infinity.
Valid values are from 0 to 4294967295. The default is 2592000 (30 days).

b. A preferred lifetime for the prefix from the drop-down list. This setting is the amount of time that
the specified IPv6 prefix is advertised as being preferred. The maximum value represents infinity.
Valid values are from 0 to 4294967295. The default setting is 604800 (seven days).
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Step7  Todefineaprefix lifetime expiration date, click the Lifetime Expiration Date radio button, and specify
the following:

a. Choose avalid month and day from the drop-down list, and then enter a time in hh:mm format.

b. Choose a preferred month and day from the drop-down list, and then enter atime in hh:mm format.
Step8  Click OK to save your settings.

The Interface IPv6 Prefixes Address field appears with the preferred and valid dates.

Configuring Router Advertisement Messages
Router advertisement messages (ICMPv6 Type 134) are periodically sent from each IPv6 configured

interface of the security appliance. The router advertisement messages are sent to the all-nodes multicast
address Figure 7-2 shows an example of arouter advertisement message.

Figure 7-2 IPv6 Neighbor Discovery—Router Advertisement Message
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Router advertisement packet definitions:
ICMPV6 Type = 134
Src = router link-local address
Dst = all-nodes multicast address
Data = options, prefix, lifetime, autoconfig flag

132917

Router advertisement messages typically include the following information:

« One or more IPv6 prefix that nodes on the local link can use to automatically configure their |Pv6
addresses.

- Lifetime information for each prefix included in the advertisement.
» Setsof flagsthat indicate the type of autoconfiguration (stateless or stateful) that can be completed.

- Default router information (whether the router sending the advertisement should be used as adefault
router and, if so, the amount of time (in seconds) the router should be used as a default router).

» Additional information for hosts, such asthe hop limit and MTU a host should use in packets that it
originates.

« The amount of time between neighbor solicitation message retransmissions on a given link.
» The amount of time a hode considers a neighbor reachable.

Router advertisements are also sent in response to router solicitation messages (ICMPv6 Type 133).
Router solicitation messages are sent by hosts at system startup so that the host can immediately
autoconfigure without needing to wait for the next scheduled router advertisement message. Because
router solicitation messages are usually sent by hosts at system startup, and the host does not have a
configured unicast address, the source address in router solicitation messages is usually the unspecified
IPv6 address (0:0:0:0:0:0:0:0). If the host has a configured unicast address, the unicast address of the

Cisco Security Appliance Configuration Guide using ASDM
m. 0L-18494-03 |



| Chapter7

Using the Startup Wizard

Configuring IPv6 Neighbor Discovery

interface sending the router solicitation message is used as the source address in the message. The

destination address in router solicitation messages is the all-routers multicast address with scope of the
link. When a router advertisement is sent in response to a router solicitation, the destination address in
the router advertisement message is the unicast address of the source of the router solicitation message.

You can configure the following settings for router adverti sement messages:
- Thetimeinterval between periodic router advertisement messages.

« Therouter lifetime value, which indicates the amount of time IPv6 nodes should consider the
security appliance to be the default router.

« TheIPv6 network prefixes used on the link.
« Whether or not an interface transmits router advertisement messages.

Unless otherwise noted, the router advertisement message settings are specific to an interface and are
entered in interface configuration mode. For information about changing these settings, see the
following sections:

- Configuring the Router Advertisement Transmission Interval, page 7-23
- Configuring the Router Lifetime Value, page 7-24
- Suppressing Router Advertisement Messages, page 7-24

Configuring the Router Advertisement Transmission Interval

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

By default, router advertisements are sent out every 200 seconds. Valid values range from 3 to 1800
seconds.

Theinterval between transmissions should be lessthan or equal to the IPv6 router advertisement lifetime
if the security appliance is configured as a default router. For more information, see the “Configuring
the Router Lifetime Value” section on page 7-24. To prevent synchronization with other IPv6 nodes,
randomly adjust the actual value used to within 20 percent of the desired value.

To change the interval between router advertisement transmissions on an interface, perform the
following steps:

Choose Configuration > Device Setup > I nterfaces.
Select the interface for which you want to configure the time.

The interface must have been configured with an 1Pv6 address. For more information, see the
“Configuring IPv6 Neighbor Discovery” section on page 14-2.

Click Edit. The Edit Interface dialog box appears with three tabs. General, Advanced, and | Pv6.
Click the I Pv6 tab.
In the RA Interval field, enter avalid transmission interval value.

~

Note (Optional) To add a router advertisement transmission interval value in milliseconds instead,
check the RA Interval in Milliseconds check box, and enter a value from 500 to 1800000.

Click OK.
Click Apply to save the configuration.
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Configuring the Router Lifetime Value

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7

The router lifetime value specifies how long nodes on the local link should consider the security
appliance as the default router on the link. Valid values range from 0 to 9000 seconds. The default is
1800 seconds. Entering O indicates that the security appliance should not be considered a default router
on the selected interface.

To configure the router lifetime value in IPv6 router advertisements on an interface, perform the
following steps:

Choose Configuration > Device Setup > | nterfaces.
Select the interface for which you want to configure the lifetime value.

The interface must have been configured with an 1Pv6 address. For more information see the
“Configuring IPv6 Neighbor Discovery” section on page 14-2.

Click Edit.

The Edit Interface dialog box appears with three tabs: General, Advanced, and IPv6.
Click the I Pv6 tab.

Inthe RA Lifetimefield, enter avalid lifetime value.

Click OK.

Click Apply to save the configuration.

Suppressing Router Advertisement Messages

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

By default, router advertisement messages are automatically sent in response to router solicitation
messages. You may want to disable these messages on any interface for which you do not want the
security appliance to supply the IPv6 prefix (for example, the outside interface).

To suppress | Pv6 router advertisement transmissions on an interface, perform the following steps:

Choose Configuration > Device Setup > | nterfaces.

Select the interface for which you want to configure the lifetime value. The interface must have been
configured with an 1Pv6 address. For more information, see the “ Configuring | Pv6 Neighbor Discovery”
section on page 7-17.

Click Edit.

The Edit Interface dialog box appears with three tabs: General, Advanced, and IPv6.
Click the I Pv6 tab.

Check the Suppress RA check box.

Verify that the router advertisement messageis suppressed on theinterfacethat is configured for the |Pv6
address.
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Configuring IPv6 Static Neighbors

This section includes the following topics:
» Adding an IPv6 Static Neighbor, page 7-25
- Editing Static Neighbors, page 7-25
- Deleting Static Neighbors, page 7-26
« Viewing and Clearing Dynamic Neighbors, page 7-26

Adding an IPv6 Static Neighbor

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Make surethat IPv6 isenabled on at | east one interface before trying to add aneighbor, or ASDM returns
an error message indicating that the configuration failed. For information about configuring IPv6 on an
interface, see the “Configuring IPv6 Neighbor Discovery” section on page 14-2.

For information about configuring IPv6 Neighbor Discovery, see the “Configuring IPv6 Neighbor
Discovery” section on page 7-17.

To add an I1Pv6 static neighbor, perform the following steps:

Choose Configuration > Device Management > Advanced > | Pv6 Neighbor Discovery Cache.
Click Add.

The Add IPv6 Static Neighbor dialog box appears.

From the Interface Name drop-down list, choose an interface on which to add the neighbor.

In the IP Address field, enter the |Pv6 address that corresponds to the local data-link address, or click
the ellipsis (...) to browse for an address.

If an entry for the specified |Pv6 address already exists in the neighbor discovery cache—learned
through the I Pv6 neighbor discovery process—the entry is automatically converted to a static entry.

In the MAC address field, enter the local data-line (hardware) MAC address.
Click OK.

~

Note  Beforeyou apply the changes and save the configuration, you can click Reset to cancel any
changes and restore the original values.

Click Apply to save the configuration.

Editing Static Neighbors

To edit a static neighbor that is defined in your configuration, perform the following steps:

Stepl  Choose Configuration > Device Management > Advanced > | Pv6 Neighbor Discovery Cache.
Step2  Select the neighbor from the main pane, and click Edit.
The Edit 1Pv6 Static Neighbor dialog box appears.
Cisco Security Appliance Configuration Guide using ASDM
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Step 3
Step 4

Enter all necessary changes, and click OK.
Click Apply to save the changes to your configuration.

Deleting Static Neighbors

Step 1
Step 2

Step 3

To delete a static neighbor from your configuration, perform the following steps:

Choose Configuration > Device Management > Advanced > | Pv6 Neighbor Discovery Cache.
Select the neighbor to delete from the main pane, and click Delete.

The selected neighbor is removed from the list.

Click Apply to save the change to your current configuration.

N

Note  Before you apply the changes and permanently del ete the neighbor from your configuration, you
can click Reset to restore the original values.

Viewing and Clearing Dynamic Neighbors

Step 1

Step 2

When a host or node communicates with a neighbor, the neighbor is added to the neighbor discovery
cache. The neighbor is removed from the cache when there is no longer any communication with the
neighbor.

To view dynamically discovered neighbors and to clear neighbors from the IPv6 Neighbor Discovery
Cache, perform the following steps:

Choose M onitoring > Interface Graphs > | Pv6 Neighbor Discovery Cache.

You can view all static and dynamically discovered neighbors from the IPv6 Neighbor Discovery Cache
pane.

To clear al dynamically discovered neighbors from the cache, click Clear Dynamic Neighbor Entries.
The neighbor information is removed from the cache.

N

Note  This procedure clears only dynamically discovered neighbors from the cache; it does not clear
static neighbors. To clear static neighbors, see the “Deleting Static Neighbors’ section on
page 7-26.
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Interface Configuration

To configure the remaining interfaces and enable traffic between two or more interfaces, perform the
following steps:

Stepl  To change the configuration of the interface in the Edit Interface dialog box, click Edit.

Step2  To enable traffic between two or more interfaces with the same security level, check the Enabletraffic
between two or more interfaces with the same security level check box.

N

Note IP address-related fields are not availablein transparent mode.

Step3  Click Next to continue.

Outside Interface Configuration - PPPoE

To configure the outside interface by obtaining an 1P address from a PPPoE server, perform the following
steps:

Stepl  Enter the name of the group. You must specify a group name to proceed.
Step2  Inthe User Authentication area, enter the following information:

» The PPPoOE username.

» The PPPOE password.

- Confirm the PPPOE password.
Step3  Inthe Authentication Method area, enter the following:

« PAPIisthe default authentication method for PPPOE. You have the option of configuring CHAP or
MS-CHAP manually. The username and password are sent unencrypted using this method.

» To select CHAP authentication, check the CHAP check box. CHAP does not prevent unauthorized
access; it identifies the remote end. The access server then determines whether the user is allowed
access.

- To select MS-CHAP authentication for PPP connections between a computer using a Windows
operating system and an access server, check the M S-CHAP check box.

Step4  Inthe P Address area, choose one of the following:

- Toobtain an |P address using a PPPoE server, click the Obtain | P Address using PPPOE radio
button.

» To specify an IP address for an interface, click the Specify an I P address radio button.
— Enter an IP address for an interface.
- Enter or choose a subnet mask for an interface from the drop-down list.

« Toobtainthe default route between the PPPOE server and the PPPoE client, click the Obtain default
route using PPPoE radio button.
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Step 5

Click Next to continue.

Outside Interface Configuration

N

Note

Step 1

Step 2

Step 3

Step 4

For all ASA 5500 series models except ASA 5505, with afull license, the security appliance supports
up to five interfaces, with a maximum of three outside interfaces. In restricted mode, the security
appliance supports up to three interfaces, and in transparent mode, the security appliance supports up to
two interfaces. After you have created the maximum number of interfaces, or the maximum number of
interfaces has already been named, you may not be able to create anew VLAN, and must select an
existing one.

To configure the outside interface by specifying an IP address, or by obtaining one from a PPPoE or a
DHCP server, perform the following steps:

On the Interface Settings tab, do the following:

a. Choose an interface from the drop-down list.

b. Add aname to a new interface or show the name associated with an existing interface.
c. To activate the interface in privileged mode, check the Enable interface check box.

d. Specify the security level range for the interface from 0 to 100, with 100 assigned to the inside
interface and 0 assigned to the outside interface. Perimeter interfaces can use any number between
1 and 99. Security levels between 0 and 100 for perimeter interfaces are not set by default.

Choose one of the following:
« To obtain an IP address from a PPPoE server, click the Use PPPoE radio button.
« Toobtain an IP address from a DHCP server, click the Use DHCP radio button.

— To obtain an IP address for the default gateway using DHCP, check the Obtain default route
using DHCP check box.

On the IPv6 Interface Settings tab, do the following:
« To enable the IPv6 interface, check the Enable | Pv6 for the I nterface check box.
- Toadd an IPv6 interface address, check the Add an | Pv6 Address check box.

» Specify the IPv6 address and prefix length (for example, fe80:aabb::). Multiple addresses with
prefixes are allowed; however, no two addresses can be repeated within the list of addresses.

- Toconfigurean address using the EUI 64-bit interface identifier format, check the EUI 64 check
box.

Click Next to continue.
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Feature History for the Startup Wizard

Table 7-3 lists the release history for this feature.

Table 7-3 Feature History for the Startup Wizard
Feature Name Releases Feature Information
Startup Wizard ASA 7.0(1), This feature was introduced.
ASDM 5.0(1)
Cisco Security Appliance Configuration Guide using ASDM
[ oL-18494-03 .m



Chapter 7 Using the Startup Wizard |

B Feature History for the Startup Wizard

Cisco Security Appliance Configuration Guide using ASDM
m. 0L-18494-03 |



CHAPTER8
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This section contains the following topics:
- Configuring the Management | P Address for Transparent Firewall Mode, page 8-1
» Setting the System Time, page 8-5
» Configuring Advanced Device Management Features, page 8-8
- Configuring the System Image/Configuration Settings, page 8-10
» Configuring the Device Name and Password, page 8-15
» Configuring System Software, page 8-16

Configuring the Management IP Address for Transparent
Firewall Mode

This section describes how to configure the management | P address for transparent firewall mode, and
includes the following topics:

« Information About the Management IP Address, page 8-1

« Licensing Requirements for the Management |P Address for a Transparent Firewall, page 8-2
- Guidelines and Limitations, page 8-2

» Configuring the IPv4 Address, page 8-3

» Configuring the IPv6 Address, page 8-3

« Configuring Advanced Device Management Features, page 8-8

» Feature History for the Management 1P Address for a Transparent Firewall, page 8-5

Information About the Management IP Address

A transparent firewall does not participate in IP routing. The only IP configuration required for the
security appliance is to set the management |P address. This address is required because the security
appliance uses this address as the source address for traffic originating on the security appliance, such
as system messages or communications with AAA servers. You can also use this address for remote
management access.
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Note

For IPv4 traffic, the management | P addressis required to pass any traffic. For IPv6 traffic, you must, at
aminimum, configure the link-local addresses to pass traffic, but a global management addressis
recommended for full functionality, including remote management and other management operations.

In addition to the management I P address for the device, you can configure an | P address for the
Management 0/0 management-only interface. This|P address can be on a separate subnet from the main
management | P address. See Chapter 9, “Configuring Interfaces.”

Although you do not configure IPv4 or global |Pv6 addresses for other interfaces, you still need to
configure the security level and interface name.

Licensing Requirements for the Management IP Address for a Transparent

Firewall
Model License Requirement
All models Base License.

Guidelines and Limitations

This section includes the guidelines and limitations for this feature.

Context Mode Guidelines

Supported in single and multiple context mode. For multiple context mode, set the management | P
address within each context.

Firewall Mode Guidelines
Supported in transparent firewall mode.

IPv6 Guidelines
» Supports IPv6.

« Thefollowing IPv6 address-related commands are not supported in transparent mode, because they
require router capabilities:

- ipv6 address autoconfig
- ipv6 nd suppress-ra
» No support for IPv6 anycast addresses.
» You can configure both IPv6 and |Pv4 addresses.

Additional Guidelines and Limitations

« In addition to the management I P address for the device, you can configure an |P address for the
Management 0/0 management-only interface. This IP address can be on a separate subnet from the
main management |P address. See Chapter 9, “ Configuring I nterfaces.”
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- Although you do not configure I P addresses for other interfaces, you still need to configure the
security level and interface name according to Chapter 9, “Configuring Interfaces.”

Configuring the IPv4 Address

Step 1
Step 2

Step 3
Step 4

To set the management 1Pv4 address, perform the following steps:

Go to Configuration > Device Management > Management Access > Management |P Address.
In the IPv4 Address area, enter the IP address in the Management | P Address field.

This address must be on the same subnet as the upstream and downstream routers. You cannot set the
subnet to a host subnet (255.255.255.255). The standby keyword and address is used for failover. See
the “Failover: Interfaces (Transparent Firewall Mode)” section on page 17-19 for more information.

From the Subnet Mask drop-down list, choose a subnet mask, or enter a subnet mask directly in thefield.
Click Apply.

Configuring the IPv6 Address

You can configure two types of unicast addresses for | Pv6:

» Globa—Theglobal addressisapublic addressthat you can use on the public network. This address
needs to be configured for the whole device, and not per-interface.

e Link-loca—The link-local addressis a private address that you can only use on the
directly-connected network. Routers do not forward packets using link-local addresses; they are
only for communication on a particular physical network segment. They can be used for address
configuration or for the ND functions such as address resolution and neighbor discovery. Because
the link-local addressis only available on a segment, and is tied to the interface MAC address, you
need to configure the link-local address per interface.

At aminimum, you need to configure alink-local addressesfor | Pv6 to operate. If you configure aglobal
address, alink-local addresses is automatically configured on each interface, so you do not also need to
specifically configure alink-local address. If you do not configure a global address, then you need to
configure the link-local address, either automatically or manually.

See the “IPv6 Addresses’ section on page B-5 for more information about 1Pv6 addressing.

This section describes how to configure the global address or the link-local address, and includes the
following topics:

- Configuring the Link-Local Addresses Automatically, page 8-4
- Configuring the Link-Local Addresses Automatically, page 8-4
» Configuring DAD Settings, page 8-4

Configuring the Global Address

Step 1

To set the management 1Pv6 address, perform the following steps:

Go to Configuration > Device Management > Management Access > Management IP Address.
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Step 2

Step 3

Step 4

Step 5
Step 6
Step 7

In the IPv6 Addresses area, click Add.
The Add IPv6 Management Address dialog box appears.
In the IP Addressfield, enter an 1Pv6 address.

For example, 2001:0DB8::BA98:0:3210. See the “IPv6 Addresses’ section on page B-5 for more
information about 1Pv6 addressing.

In the Prefix Length field, enter the prefix length.

For example, 48. See the “1Pv6 Addresses” section on page B-5 for more information about |Pv6
addressing.

Click OK.
To configure additional addresses, repeat Step 2 through Step 5.
Click Apply.

Configuring the Link-Local Addresses Automatically

Step 1
Step 2

Step 3

If you only need to configure alink-local address and are not going to assign any other 1Pv6 addresses,
you have the option of generating the link-local addresses based on the interface MAC addresses
(Modified EUI-64 format). To manually assign the link-local address, see the “ Configuring the
Link-Local Address on an Interface (Transparent Firewall Mode)” section on page 9-30.

To automatically configure the link-local addresses for all interfaces, perform the following steps:

Go to Configuration > Device Management > Management Access > Management |P Address.
In the IPv6 configuration area, check Enable | Pv6.

This option enables |Pv6 on all interfaces and automatically generates the link-local addresses using the
Modified EUI-64 interface ID based on the interface MAC address.

S

Note  You do not need to check this option if you configure any 1Pv6 addresses (either global or
link-local); IPv6 support is automatically enabled as soon as you assign an |Pv6 address.
Similarly, unchecking this option does not disable IPv6 if you configured | Pv6 addresses.

To configure IPv6 DAD parameters, shown in this area, see the “ Configuring DAD Settings” section on
page 8-4.
Click Apply.

Configuring DAD Settings

DAD verifies the uniqueness of new unicast | Pv6 addresses before they are assigned and ensures that
duplicate IPv6 addresses are detected in the network on alink basis.

For information about the Enable IPv6 parameter, see the “ Configuring the Link-Local Addresses
Automatically” section on page 8-4.

To specify DAD settings on an interface, perform the following steps:
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Step 1
Step 2

Step 3

Step 4

Step 5

Setting the System Time Il

Go to Configuration > Device Management > Management Access > Management |P Address.
In the IPv6 configuration area, in the DAD attempts field, enter the number of allowed DAD attempts.

This setting configures the number of consecutive neighbor solicitation messages that are sent on an
interface while DAD is performed on | Pv6 addresses. Valid values are from 0 to 600. A zero value
disables DAD processing on the specified interface. The default is one message.

In the NS Interval field, enter the neighbor solicitation message interval.

The neighbor solicitation message requests the link-layer address of atarget node. Valid values are from
1000 to 3600000 milliseconds. The default is 1000 milliseconds.

In the Reachable Time field, enter the amount of time in seconds that a remote |Pv6 node is considered
reachable after aleachability confirmation event has occurred.

Valid values are from 1000 to 3600000 milliseconds. The default is zero. A configured time enables the
detection of unavailable neighbors. Shorter times enable detection more quickly; however, very short
configured times are not recommended in normal |Pv6 operation.

Click Apply.

Feature History for the Management IP Address for a Transparent Firewall

Table 8-1 lists the release history for this feature.

Table 8-1 Feature History for Transparent Mode Management Address
Feature Name Releases Feature Information
IPv6 support 8.2(1) IPv6 support was introduced for transparent firewall mode.

Setting the System Time

Clock

You can manually set the system date or time or have the security appliance dynamically set the system
date and tim e using an NTP server.

See the following topics for more information:
» Clock, page 8-5
» NTP, page 8-6

The Clock pane lets you manually set the date and time for the security appliance. The time displaysin
the status bar at the bottom of the main ASDM pane.

In multiple context mode, you can set the time in the system configuration only.

To dynamically set the time using an NTP server, see the NTP pane; time derived from an NTP server
overrides any time set manually in the Clock pane.
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Fields
» TimeZone—Setsthetimezoneas GMT plus or minusthe appropriate number of hours. If you select
the Eastern Time, Central Time, Mountain Time, or Pacific Time zone, then the time adjusts

automatically for daylight savingstime, from 2:00 a.m. on the second Sunday in March to 2:00 a.m.
on the first Sunday in November.

N,
Note  Changing the time zone on the security appliance may drop the connection to intelligent
SSMs.

- Date—Setsthedate. Click the Date drop-down list to display acalendar. Then navigateto the correct
date using the following methods:

— Click the name of the month to display alist of months. Click the desired month. The calendar
updates to that month.

- Click the year to change the year. You can use the up and down arrows to scroll through the
years, or you can type ayear in the entry field.

- Click thearrowsto theright and left of the month and year display to scroll the calendar forward
and backwards one month at atime.

- Click aday on the calendar to set the date.
+ Time—Sets the time on a 24-hour clock.
— hh, mm, and ss boxes—Sets the hour, minutes, and seconds.

» Update Display Time—Updates the time shown in the bottom right corner of the ASDM pane. The
current time updates automatically every ten seconds.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

NTP

The NTP pane lets you define NTP servers to dynamically set the time on the security appliance. The
time displays in the status bar at the bottom of the main ASDM pane.

Time derived from an NTP server overrides any time set manually in the Clock pane.

NTP is used to implement a hierarchical system of servers that provide a precisely synchronized time
among network systems. This kind of accuracy is required for time-sensitive operations, such as
validating CRLs, which include a precise time stamp. You can configure multiple NTP servers. The
security appliance chooses the server with the lowest stratum—a measure of how reliable the datais.

Fields
« NTP Server List—Shows defined NTP servers.

— |IP Address—Shows the NTP server |P address.
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Interface—Specifiesthe outgoing interfacefor NTP packets, if configured. The system does not
include any interfaces, so it uses the admin context interfaces. If the interface is blank, then the
security appliance uses the default admin context interface according to the routing table.

— Preferred?—Shows whether this NTP server is a preferred server, Yes or No. NTP uses an
algorithm to determine which server isthe most accurate and synchronizesto that one. If servers
are of similar accuracy, then the preferred server is used. However, if a server is significantly
more accurate than the preferred one, the security appliance uses the more accurate one. For
example, the security appliance uses a more accurate server over aless accurate server that is
preferred.

- Key Number—Shows the authentication key 1D number.

- Trusted Key?—Shows if the key is atrusted key, Yes or No. The key must be trusted for
authentication to work.

Enable NTP Authentication—Enables authentication for all servers.
Add—Adds an NTP server.

Edit—Edits an NTP server.

Delete—Deletes and NTP server.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit NTP Server Configuration

The Add/Edit NTP Server Configuration dialog box lets you add or edit an NTP server.

Fields

IP Address—Sets the NTP server | P address.

Preferred—Sets this server as a preferred server. NTP uses an algorithm to determine which server
isthe most accurate and synchronizes to that one. If servers are of similar accuracy, then the
preferred server is used. However, if a server is significantly more accurate than the preferred one,
the security appliance uses the more accurate one. For example, the security appliance uses a more
accurate server over aless accurate server that is preferred.

Interface—Sets the outgoing interface for NTP packets, if you want to override the default interface
according to the routing table. The system does not include any interfaces, so it uses the admin
context interfaces. If you intend to change the admin context (thus changing the available
interfaces), you should choose None (the default interface) for stability.

Authentication Key—Sets the authentication key attributes if you want to use MD5 authentication
for communicating with the NTP server.

- Key Number—Sets the key ID for this authentication key. The NTP server packets must also
usethiskey ID. If you previously configured akey 1D for another server, you can select it in the
list; otherwise, type a number between 1 and 4294967295.
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— Trusted—Sets this key as a trusted key. You must select this box for authentication to work.
- Key Value—Sets the authentication key as a string up to 32 charactersin length.
- Reenter Key Value—Validates the key by ensuring that you enter the key correctly two times.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Configuring Advanced Device Management Features

The following sections describe how to configure the items in the Advanced section.
» Configuring HTTP Redirect, page 8-8
» History Metrics, page 8-9
« Configuring IPv6 Neighbor Discovery, page 14-2
» Creating the Standard Priority Queue for an Interface, page 26-5
- Configuring SSL Settings, page 41-1
» WCCP page 15-13

Configuring HTTP Redirect

The HTTP Redirect table displays each interface on the security appliance, shows whether it is
configured to redirect HTTP connections to HTTPS, and the port number from which it redirects those

connections.

S

Note  Toredirect HTTP, theinterface requiresan accesslist that permits HTTP. Otherwise, the interface cannot
listen to the HTTP port.

To change the HTTP redirect setting of an interface or the port from which it redirects HTTP
connections, select the interface in the table and click Edit. You can also double-click an interface. The
Edit HTTP/HTTPS Settings dialog box opens.

Edit HTTP/HTTPS Settings

The Edit HTTP/HTTPS Settings dialog box |ets you change the HT TP redirect setting of an interface or
the port number.

Fields
The Edit HTTP/HTTPS Settings dialog box includes the following fields:
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- Interface—Ildentifies the interface on which the security appliance redirects or does not redirect
HTTP requeststo HTTPS.

» Redirect HTTP to HTTPS—Check to redirect HTTP requests to HTTPS, or uncheck to not redirect
HTTP requeststo HTTPS.

« HTTP Port—Identifies the port from which the interface redirects HTTP connections. By default it
listens to port 80.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple

Routed Transparent [Single Context System

Configuring Maximum SSL VPN Sessions

This pane lets you set a maximum number of SSL VPN sessions.

Fields

Maximum Sessions—Enter the maximum number of Clientless SSL VPN sessions you want to allow.
Be aware that the different ASA models support Clientless SSL VPN sessions as follows: ASA 5510
supports a maximum of 250; ASA 5520 maximum is 750; ASA 5540 maximum is 2500; ASA 5550
maximum is 5000.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple

Routed Transparent [Single Context System

History Metrics

The History Metrics pane lets you configure the adaptive security appliance to keep a history of various
statistics, which ASDM can display on any Graph/Table. If you do not enable history metrics, you can
only monitor statisticsin real time. Enabling history metrics lets you view statistics graphs from the last
10 minutes, 60 minutes, 12 hours, and 5 days.

To configure history metrics, perform the following steps:

Choose Configuration > Device Management > Advanced > History Metrics.
The History Metrics pane appears.
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Step2  Check the ASDM History Metrics check box to enable history metrics, and then click Apply.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Configuring the System Image/Configuration Settings

This section includes the following topics:
» Configuring Auto Update, page 8-10
- Configuring the Boot Image/Configuration Settings, page 8-13

Configuring Auto Update

The Auto Update pane lets you configure the security appliance to be managed remotely from servers
that support the Auto Update specification. Auto Update lets you apply configuration changes to the
security appliance and receive software updates from remote locations.

Auto Update is useful in solving many of the challenges facing administrators for security appliance
management:

» Overcomes dynamic addressing and NAT challenges.

- Gives ability to commit configuration changes in one atomic action.

» Provides areliable method for updating software.

- Leverages well understood methods for high scal ability.

« Open interface gives devel opers tremendous flexibility.

» Simplifies security solutions for Service Provider environments.

« High reliability, rich security/management features, broad support by many products.

The Auto Update specification provides the infrastructure necessary for remote management
applications to download security appliance configurations, software images, and to perform basic
monitoring from a centralized location or multiple locations.

The Auto Update specification allows the Auto Update server to either push configuration information
and send requests for information to the security appliance, or to pull configuration information by
causing the security appliance to periodically poll the Auto Update server. The Auto Update server can
also send a command to the security appliance to send an immediate polling request at any time.
Communication between the Auto Update server and the security appliance requires a communications
path and local CLI configuration on each security appliance.

The Auto Update feature on the security appliance can be used with Cisco security products, as well as
products from third-party companies that want to manage the security appliance.
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Important Notes

- If the security appliance configuration is updated from an Auto Update server, ASDM isnot notified.
You must choose Refresh or File > Refresh ASDM with the Running Configuration on the
Device to get the latest configuration, and any changes to the configuration made in ASDM will be
lost.

- If HTTPSis chosen as the protocol to communicate with the Auto Update server, the security
appliance will use SSL. This requires the security appliance to have a DES or 3DES license.

Fields

The Auto Update pane consists of an Auto Update Servers table and two areas: the Timeout area, and
the Polling area.

The Auto Update Servers table lets you view the parameters of previously-configured Auto Update
servers. The security appliance polls the server listed at the top of the table first. You can change the
order of the serversin the table with the Move Up and Move Down buttons. The Auto Update Servers
table contains the following columns:

« Server—The name or | P address of the Auto Update server.
» User Name—The user name used to access the Auto Update server.
» Interface—The interface used when sending requests to the Auto Update server.

« Verify Certificate—Indicates whether the security appliance checks the certificate returned by the
Auto Update server against the Certification Authority (CA) root certificates. This requires that the
Auto Update server and the security appliance use the same CA.

Double-clicking any of the rows in the Auto Update Server table opens the Edit Auto Update Server
dialog box, in which you can modify the Auto Update server parameters. These changes are immediately
reflected in the table, but you must click Apply to save them to the configuration.

The Timeout arealetsyou set the amount of time the security appliance waits for the Auto Update server
to time out. The Timeout area contains the following fields:

» Enable Timeout Period—Check to enable the security appliance to time out if no responseis
received from the Auto Update server.

» Timeout Period (Minutes)—Enter the number of minutes the security appliance will wait to time out
if no response is received from the Auto Update server.

The Polling arealets you configure how often the security appliance will poll for information from the
Auto Update server. The Polling area contains the following fields:

» Polling Period (minutes)—The number of minutes the security appliance will wait to poll the Auto
Update server for new information.

- Poll on Specified Days—Allows you to specify a polling schedule.

» Set Polling Schedule—Displays the Set Polling Schedule dialog box where you can configure the
days and time-of-day to poll the Auto Update server.

» Retry Period (minutes)—The number of minutes the security appliance will wait to poll the Auto
Update server for new information if the attempt to poll the server fails.

» Retry Count—The number of times the security appliance will attempt to retry to poll the Auto
Update server for new information.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Set Polling Schedule

The Set Polling Schedule dialog box lets you configure specific days, and the time-of-day for the
security appliance to poll the Auto Update server.

Fields
The Set Polling Schedule dialog box contains the following fields:

Days of the Week—Check the days of the week that you want the security appliance to poll the Auto
Update server.

The Daily Update pane group lets you configure the time of day when you want the security appliance
to poll the Auto Update server, and contains the following fields:

» Start Time—Enter the hour and minute to begin the Auto Update poll.

« Enable randomization—Check to enable the security appliance to randomly choose a time to poll
the Auto Update server.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit Auto Update Server

The Edit Auto Update Server dialog box contains the following fields:

» URL—The protocol the Auto Update server usesto communicate with the security appliance, either
http or https, and the path to the Auto Update server.

» Interface—The interface to use when sending requests to the Auto Update server.

« Verify Certificate—Sel ect to enable the security appliance to verify the certificate returned by the
Auto Update server against the Certification Authority (CA) root certificates. This requires that the
Auto Update server and the security appliance use the same CA.

The User area contains the following fields:
» User Name (Optional)—Enter the user name needed to access the Auto Update server.
» Password—Enter the user password for the Auto Update server.
- Confirm Password—Reenter the user password for the Auto Update server.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Advanced Auto Update Settings

Fields

» UseDevicelD touniquely identify the ASA—Enables authentication using aDevice ID. The Device
ID is used to uniquely identify the security appliance to the Auto Update server.

» Device ID—Type of Device ID to use.
— Hostname—The name of the host.
— Serial Number—Device serial number.

- IPAddresson interface—The I P address of the selected interface, used to uniquely identify the
security appliance to the Auto Update server.

- MAC Address on interface—The MAC address of the selected interface, used to uniquely
identify the security appliance to the Auto Update server.

— User-defined value—A unique user ID.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Configuring the Boot Image/Configuration Settings

Boot Image/Configuration lets you choose which image file the security appliance will boot from, as
well as which configuration file it will use at startup.

You can specify up to four local binary image files for use as the startup image, and one image located
on a TFTP server for the device to boot from. If you specify an image located on a TFTP server, it must
be first in the list. In the event the device cannot reach the TFTP server to load the image from, it will
attempt to load the next image file in the list located in Flash.

If you do not specify any boot variable, the first valid image on internal flash will be chosen to boot the
system.
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Fields

» Boot Order—Displays the order in which binary image files will be used to boot.

« Boot Image Location—Displays the physical location and path of the boot file.

- Boot Configuration File Path—Displays the location of the configuration file.

» Add—Letsyou add aflash or TFTP boot image entry to be used in the boot process.
» Edit—Letsyou edit aflash or TFTP boot image entry.

- Delete—Deletes the selected flash or TFTP boot image entry.

« Move Up—Moves the selected flash or TFTP boot image entry up in the boot order.

 Move Down—Moves the selected flash or TFTP boot image entry down in the boot order.

» Browse Flash—L ets you specify the location of a boot image or configuration file.

ASDM Image Configuration

- ASDM Image File Path—Displays the location of the configuration file the device will use at
startup.

- Browse Flash—L ets you specify the location of a boot image or configuration file.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Add Boot Image

To add a boot image entry to the boot order list, click Add in the Boot |mage/Configuration pane.

You can select a Flash or TFTP image to add a boot image to the boot order list.

Either type the path of the image, or click Browse Flash to specify the image location. You must type

the path of the image location if you are using TFTP.

Fields

» Flash Image—Select to add a boot image located in the flash file system.
- Path—Specify the path of the boot image in the flash file system.

TFTP Image—Select to add a boot image located on a TFTP server.

— [Path]—Enter the path on the TFTP server of the boot image file, including the | P address of

the server.

OK—A ccepts changes and returns to the previous pane.

» Cancel—Discards changes and returns to the previous pane.

» Help—Provides more information.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Configuring the Device Name and Password

The Device Name/Password pane lets you set the hostname and domain name for the security appliance
and set the enable and telnet passwords.

The hostname appearsin the command line prompt, and if you establish sessions to multiple devices, the
hostname helps you keep track of where you enter commands. The hosthame is also used in system
messages.

For multiple context mode, the hostname that you set in the system execution space appears in the

command line prompt for all contexts. The hostname that you optionally set within a context does not
appear in the command line; it can be used for a banner.

The security appliance appends the domain name as a suffix to unqualified names. For example, if you
set the domain name to “example.com,” and specify a syslog server by the unqualified name of “jupiter,”
then the security appliance qualifies the name to “jupiter.example.com.”

The Telnet Password sets the login password. By default, it is“cisco.” Although thisareais called Telnet
Password, this password applies to Telnet and SSH access. The login password lets you access EXEC
mode if you connect to the security appliance using a Telnet or SSH session. (If you configure user
authentication for Telnet or SSH access, then each user hastheir own password, and thislogin password
is not used.)

The enable password | ets you access privileged EXEC mode after you log in. Also, this password is used
to access ASDM as the default user, which is blank. The default user shows as “enable_15" in the User
Accounts pane. (If you configure user authentication for enable access, then each user has their own
password, and this enable password is not used; see About Authentication, page 16-2. In addition, you
can configure authentication for HTTP/ASDM access.)

Fields
The Hostname and Domain Name area contains the following fields:

» Hostname—Sets the hostname. The default hosthame depends on your platform.
+ Domain Name—Sets the domain name. The default domain name is default.domain.invalid.

The Enable Password area contains the following fields. In multiple context mode, the Enable Password
area only appears in contexts; it does not appear in the system execution space.

» Change the privileged mode password—L ets you change the enable password.
- Old Password—Enter the old password.

» New Password—Enter the new password.

« Confirm New Password—Confirm the new password.
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The Telnet Password area contains the following fields. In multiple context mode, the Telnet Password
area only appears in contexts; it does not appear in the system execution space.

- Change the password to access the platform console—L ets you change the login password.
- Old Password—Enter the old password.

» New Password—Enter the new password.

« Confirm New Password—Confirm the new password.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Configuring System Software

The System Software pane lets you configure the parameters of security appliances configured as Auto
Update clients when this security appliance is acting as an Auto Update server.

As an Auto Update server, you can specify the platform and ASDM images for security appliances
configured as Auto Update clients, including image revision numbers and locations, according to the
device ID, device family, or device type of the client.

The Auto Update specification provides the infrastructure necessary for remote management
applications to download security appliance configurations, software |mages, and to perform basic
monitoring from a centralized location.

As an Auto Update server, the specification allows the Auto Update server to either push configuration
information and send requests for information to the security appliance, or to pull configuration
information by causing the security appliance to periodically poll the Auto Update server. The Auto
Update server can also send a command to the security appliance to send an immediate polling request
at any time. Communication between the Auto Update server and the security appliance requires a
communications path and local CLI configuration on each security appliance.

Fields
The Client Update pane consists of the following fields:

- Enable Client Update—Check to allow the security appliance to update the images used by other
security appliances that are configured as Auto Update clients.

« Client Images table—Ilets you view previously-configured Client Update entries and includes the
following columns:;

- Device—Displays atext string corresponding to a device-id of the client.

— Device Family—Displays the family name of a client, either asa, pix, or atext string.
- Device Type—Displays the type name of aclient.

- Image Type—Specifies the type of image, either ASDM image or Boot image.

- Image URL—Specifies the URL for the software component.
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— Client Revision—Specifies the revision number(s) of the software component.

Double-clicking any of the rows in the Client Images table opens the Edit Client Update Entry
dialog box, in which you can modify the client parameters. These changes areimmediately reflected
in the table, but you must click Apply to save them to the configuration.

» LiveClient Update area—L ets you immediately update Auto Update clients that are currently
connected to the security appliance through a tunnel.

- Tunnel Group—Select “all” to update all Auto Update clients connected over all tunnel groups,
or specify atunnel group for clients that you want to update.

- Update Now—=Click to begin an immediate update.

~

Note  Live Client Updateis only available when the security appliance is configured in routed mode.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Add/Edit Client Update

Fields
The Add/Edit Client Update dialog box displays the following fields:

« Device Identification group:
- DevicelD—Enableif theclient is configured to identify itself with a unique string, and specify
the same string that the client uses. The maximum length is 63 characters.

— Device Family—Enableif theclient is configured to identify itself by device family, and specify
the same device family that the client uses. It can be asa, pix, or atext string with a maximum
length of 7 characters.

- Device Type—Enableif theclient isconfigured to identify itself by device type, and specify the
same device type that the client uses. It can be pix-515, pix-515e, pix-525, pix-535, asa5505,
asab510, asab520, or asab540. It can also be atext string with a maximum length of 15
characters.

- Not Specified—Select for clients that do not match the above.

» Image Type—Specifies an image type, either ASDM or boot image. This URL must point to afile
appropriate for this client. Maximum length of 255 characters.

« Client Revision—Specifies a text string corresponding to the revision number(s) of the software
component. For example: 7.1(0)22.

» Image URL—Specifies the URL for the software component. This URL must point to afile
appropriate for this client.
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Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Cisco Security Appliance Configuration Guide using ASDM
8-18

0L-18494-03 |



CHAPTER9

Configuring Interfaces

This chapter describes how to configure interfaces, including Ethernet parameters, switch ports (for the
ASA 5505), VLAN subinterfaces, and | P addressing.

The procedure to configure interfaces varies depending on several factors: the ASA 5505 vs. other
models; routed vs. transparent mode; and single vs. multiple mode. This chapter describes how to
configure interfaces for each of these variables.

Note  If your security appliance has the default factory configuration, many interface parameters are already
configured. This chapter assumes you do not have a factory default configuration, or that if you have a
default configuration, that you need to change the configuration. For information about the factory
default configurations, see the “Factory Default Configurations” section on page 1-1.

This chapter includes the following sections:
» Information About Interfaces, page 9-1
» Licensing Requirements for Interfaces, page 9-6
» Guidelines and Limitations, page 9-6
» Default Settings, page 9-7
- Starting Interface Configuration (ASA 5510 and Higher), page 9-8
- Starting Interface Configuration (ASA 5505), page 9-15
- Completing Interface Configuration (All Models), page 9-20
« Allowing Same Security Level Communication, page 9-31
« Enabling Jumbo Frame Support (ASA 5580, Multiple Mode), page 9-32
« Monitoring Interfaces, page 9-32
» Feature History for Interfaces, page 9-33

Information About Interfaces

This section describes security appliance interfaces, and includes the following topics:
« ASA 5505 Interfaces, page 9-2
» Auto-MDI/MDIX Feature, page 9-4
» Security Levels, page 9-5

Cisco Security Appliance Configuration Guide using ASDM
I oL-18494-03 .m



Chapter 9 Configuring Interfaces |

W information About Interfaces

» Dual IP Stack, page 9-5
» Management Interface (ASA 5510 and Higher), page 9-6

ASA 5505 Interfaces

This section describes the ports and interfaces of the ASA 5505 security appliance, and includes the
following topics:

» Understanding ASA 5505 Ports and Interfaces, page 9-2

« Maximum Active VLAN Interfaces for Your License, page 9-2
« VLAN MAC Addresses, page 9-4

- Power Over Ethernet, page 9-4

Understanding ASA 5505 Ports and Interfaces

The ASA 5505 security appliance supports a built-in switch. There are two kinds of ports and interfaces
that you need to configure:

» Physical switch ports—The security appliance has 8 Fast Ethernet switch ports that forward traffic
at Layer 2, using the switching function in hardware. Two of these ports are PoE ports. See the
“Power Over Ethernet” section on page 9-4 for more information. You can connect these interfaces
directly to user equipment such as PCs, |P phones, or aDSL modem. Or you can connect to another
switch.

« Logical VLAN interfaces—In routed mode, these interfaces forward traffic between VLAN
networks at Layer 3, using the configured security policy to apply firewall and VPN services. In
transparent mode, these interfaces forward traffic between the VL ANs on the same network at Layer
2, using the configured security policy to apply firewall services. See the “Maximum Active VLAN
Interfaces for Your License” section for more information about the maximum VLAN interfaces.
VLAN interfaces|et you divide your equipment into separate VLANS, for example, home, business,
and Internet VLANS.

To segregate the switch ports into separate VLANS, you assign each switch port to a VLAN interface.
Switch ports on the same VLAN can communicate with each other using hardware switching. But when
aswitch port on VLAN 1 wants to communicate with a switch port on VLAN 2, then the security
appliance applies the security policy to the traffic and routes or bridges between the two VLANS.

Maximum Active VLAN Interfaces for Your License

In transparent firewall mode, you can configure the following VLANSs depending on your license:
- Baselicense—2 active VLANS.
» Security Plus license—3 active VLANS, one of which must be for failover.

In routed mode, you can configure the following VLANSs depending on your license: Base license

- Baselicense—3 active VLANS. The third VLAN can only be configured to initiate traffic to one
other VLAN. See Figure 9-1 for more information.

» Security Plus license—20 active VLANS.

~

Note  Anactive VLAN isaVLAN with anameif command configured.
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With the Base license, the third VLAN can only be configured to initiate traffic to one other VLAN. See
Figure 9-1 for an example network where the Home VLAN can communicate with the Internet, but
cannot initiate contact with Business.

Figure 9-1 ASA 5505 Adaptive Security Appliance with Base License

ASA 5505
with Base License
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With the Security Pluslicense, you can configure 20 VLAN interfaces, including a VLAN interface for
failover and a VLAN interface as a backup link to your ISP. You can configure the backup interface to
not pass through traffic unless the route through the primary interface fails. You can configure trunk
ports to accommodate multiple VLANS per port.

Note  The ASA 5505 security appliance supports Active/Standby failover, but not Stateful failover.

See Figure 9-2 for an example network.

Figure 9-2 ASA 5505 Adaptive Security Appliance with Security Plus License
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VLAN MAC Addresses

« Routed firewall mode—All VLAN interfaces share a MAC address. Ensure that any connected
switches can support this scenario. If the connected switches require unique MAC addresses, you
can manually assign MAC addresses. See the “ Configuring Advanced I nterface Parameters” section
on page 9-25.

» Transparent firewall mode—Each VLAN hasaunique MAC address. You can override the generated
MAC addresses if desired by manually assigning MAC addresses. See the “ Configuring Advanced
Interface Parameters” section on page 9-25.

Power Over Ethernet

Ethernet 0/6 and Ethernet 0/7 support PoE for devices such as | P phones or wirel ess access points. If you
install a non-PoE device or do not connect to these switch ports, the security appliance does not supply
power to the switch ports.

If you shut down the switch port, you disable power to the device. Power is restored when you enable
the portd. See the “ Configuring and Enabling Switch Ports as Access Ports’ section on page 9-17 for
more information about shutting down a switch port.

Monitoring Traffic Using SPAN

If you want to monitor traffic that enters or exits one or more switch ports, you can enable SPAN, also
known as switch port monitoring. The port for which you enable SPAN (called the destination port)

receives acopy of every packet transmitted or received on a specified source port. The SPAN feature lets
you attach a sniffer to the destination port so you can monitor all traffic; without SPAN, you would have
to attach a sniffer to every port you want to monitor. You can only enable SPAN for one destination port.

You can only enable SPAN monitoring using the Command Line Interface tool by entering the
switchport monitor command. See the switchport monitor command in the Cisco ASA 5500 Series
Command Reference for more information.

ASA 5580 Interfaces

The ASA 5580 security appliance supports multiple types of Ethernet interfaces including Gigabit
Ethernet and 10-Gigabit Ethernet speeds, and copper and fiber connectors. See the Cisco ASA 5580
Adaptive Security Appliance Getting Started Guide for detailed information about the interface adapters
available for the ASA 5580 security appliance, and which slots support each adapter type.

Auto-MDI/MDIX Feature

For RJ-45 interfaces on the ASA 5500 series security appliance, the default auto-negotiation setting also
includes the Auto-MDI/MDI X feature. Auto-MDI/MDIX eliminates the need for crossover cabling by
performing an internal crossover when a straight cable is detected during the auto-negotiation phase.
Either the speed or duplex must be set to auto-negotiate to enable Auto-MDI/MDIX for the interface. If
you explicitly set both the speed and duplex to a fixed value, thus disabling auto-negotiation for both
settings, then Auto-MDI/MDIX is also disabled. For Gigabit Ethernet, when the speed and duplex are
set to 1000 and full, then the interface always auto-negotiates; therefore Auto-MDI/MDIX is always
enabled and you cannot disable it.
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Each interface must have a security level from 0 (lowest) to 100 (highest). For example, you should
assign your most secure network, such as the inside host network, to level 100. While the outside
network connected to the Internet can be level 0. Other networks, such as DMZs can be in between. You
can assign interfacesto the same security level. See the “Allowing Same Security Level Communication”
section on page 9-31 for more information.

The level controls the following behavior:

Dual IP Stack

Network access—BY default, there is an implicit permit from a higher security interface to alower
security interface (outbound). Hosts on the higher security interface can access any host on alower
security interface. You can limit access by applying an access list to the interface.

If you enable communication for same security interfaces (see the “Allowing Same Security Level
Communication” section on page 9-31), there is an implicit permit for interfaces to access other
interfaces on the same security level or lower.

Inspection engines—Some application inspection engines are dependent on the security level. For
same security interfaces, inspection engines apply to traffic in either direction.

- NetBIOS inspection engine—Applied only for outbound connections.

— SQL*Net inspection engine—If acontrol connection for the SQL* Net (formerly OraServ) port
exists between a pair of hosts, then only an inbound data connection is permitted through the
security appliance.

Filtering—HTTP(S) and FTP filtering applies only for outbound connections (from a higher level
to alower level).

If you enable communication for same security interfaces, you can filter traffic in either direction.

NAT control—When you enable NAT control, you must configure NAT for hosts on ahigher security
interface (inside) when they access hosts on alower security interface (outside).

Without NAT control, or for same security interfaces, you can choose to use NAT between any
interface, or you can choose not to use NAT. Keep in mind that configuring NAT for an outside
interface might require a special keyword.

established command—This command allows return connections from a lower security host to a
higher security host if there is already an established connection from the higher level host to the
lower level host.

If you enable communication for same security interfaces, you can configure established commands
for both directions.

The security appliance supports the configuration of both IPv6 and I Pv4 on aninterface. You do not need
to enter any special commands to do so; simply enter the |Pv4 configuration commands and IPv6
configuration commands as you normally would. Make sure you configure a default route for both IPv4
and IPv6.

[ oL-18494-03
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Management Interface (ASA 5510 and Higher)

The management interface is a Fast Ethernet interface designed for management traffic only. You can,
however, useit for through traffic if desired. In transparent firewall mode, you can use the management
interface (for management purposes) in addition to the two interfaces allowed for through traffic. You

can also add subinterfaces to the management interface to provide management in each security context
for multiple context mode.

Licensing Requirements for Interfaces

The following table shows the licensing requirements for VLANS:

Model License Requirement

ASA 5505 Base License: 3 (2 regular zones and 1 restricted zone that can only communicate with 1 other zone)
Security Plus License: 20

ASA 5510 Base License: 50
Security Plus License: 100

ASA 5520 Base License: 150

ASA 5540 Base License: 200

ASA 5550 Base License: 250

ASA 5580 Base License: 250

The following table shows the licensing requirements for VLAN trunks:

Model License Requirement
ASA 5505 Base License: None.
Security Plus License: 8.
All other models N/A

Guidelines and Limitations

This section includes the guidelines and limitations for this feature.

Context Mode Guidelines

In multiple context mode, configure the physical interfaces in the system execution space according to
the “ Starting Interface Configuration (ASA 5510 and Higher)” section on page 9-8.

Then, configure the logical interface parameters in the context execution space according to the
“Completing Interface Configuration (All Models)” section on page 9-20.
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Firewall Mode Guidelines

Transparent firewall mode allows only two interfaces to pass through traffic; however, on the ASA 5510
and higher security appliance, you can use the Management 0/0 or 0/1 interface (either the physical
interface or a subinterface) as athird interface for management traffic. The mode is not configurablein
this case and must always be management-only.

Failover Guidelines

Do not finish configuring failover interfaceswith the proceduresin “ Compl eting I nterface Configuration
(All Models)” section on page 9-20. See the “Failover Link Configuration” section on page 17-10 and

“State Link Configuration” section on page 17-11 to configure the failover and state links. In multiple
context mode, failover interfaces are configured in the system configuration.

IPv6 Guidelines

Supports IPv6.

In transparent mode on a per interface basis, you can only configure the link-local address; you configure
the global address as the management address for the entire unit, but not per interface. Because
configuring the management global 1P address automatically configures the link-local addresses per

interface, the only IPv6 configuration you need to perform isto set the management | P address according
to the “Configuring the IPv6 Address’ section on page 8-3.

Model Guidelines
Subinterfaces are not available for the ASA 5505 security appliance.

Default Settings

Note

This section lists default settings for interfaces if you do not have a factory default configuration. For
information about the factory default configurations, see the “Factory Default Configurations” section
on page 1-1.

Default Security Level

The default security level is 0. If you name an interface “inside” and you do not set the security level
explicitly, then the security appliance sets the security level to 100.

If you change the security level of an interface, and you do not want to wait for existing connections to
time out before the new security information is used, you can clear the connections using the
clear local-host command.

Default State of Interfaces
The default state of an interface depends on the type and the context mode.

In multiple context mode, all allocated interfaces are enabled by default, no matter what the state of the
interfaceisin the system execution space. However, for traffic to passthrough the interface, the interface
also has to be enabled in the system execution space. If you shut down an interface in the system
execution space, then that interface is down in all contexts that shareit.

In single mode or in the system execution space, interfaces have the following default states:
» Physical interfaces and switch ports—Disabled.

[ oL-18494-03
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» Redundant Interfaces—Enabled. However, for traffic to pass through the redundant interface, the
member physical interfaces must also be enabled.

- Subinterfaces or VLANs—Enabled. However, for traffic to pass through the subinterface, the
physical interface must also be enabled.

Default Speed and Duplex
« By default, the speed and duplex for copper (RJ-45) interfaces are set to auto-negotiate.

« Thefiber interface for the ASA 5550 and the 4GE SSM has a fixed speed and does not support
duplex, but you can set the interface to negotiate link parameters (the default) or not to negotiate.

» For fiber interfaces for the ASA 5580, the speed is set for automatic link negotiation.

Default Connector Type

The ASA 5550 security appliance and the 4GE SSM for the ASA 5510 and higher security appliance
include two connector types: copper RJ-45 and fiber SFP. RJ-45 is the default. You can configure the
security appliance to use the fiber SFP connectors.

Default MAC Addresses

By default, the physical interface uses the burned-in MAC address, and all subinterfaces of a physical
interface use the same burned-in MAC address.

Starting Interface Configuration (ASA 5510 and Higher)

This section includes tasks for starting your interface configuration for the ASA 5510 and higher.

N

Note  For multiple context mode, complete all tasks in this section in the system execution space. If you are
not already in the system execution space, in the Configuration > Device List pane, double-click System
under the active device | P address.

For ASA 5505 configuration, see the “ Starting Interface Configuration (ASA 5505)” section on
page 9-15.

This section includes the following topics:
- Task Flow for Starting Interface Configuration, page 9-8
- Configuring a Redundant Interface, page 9-11
- Enabling the Physical Interface and Configuring Ethernet Parameters, page 9-9
« Configuring VLAN Subinterfaces and 802.1Q Trunking, page 9-13

» Assigning Interfaces to Contexts and Automatically Assigning MAC Addresses (Multiple Context
Mode), page 9-15

Task Flow for Starting Interface Configuration

To start configuring interfaces, perform the following steps:
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Starting Interface Configuration (ASA 5510 and Higher) Il

(Multiple context mode) Complete all tasks in this section in the system execution space. If you are not
already in the System configuration mode, in the Configuration > Device List pane, double-click System
under the active device | P address.

Enablethe physical interface, and optionally change Ethernet parameters. Seethe “ Enabling the Physical
Interface and Configuring Ethernet Parameters’ section on page 9-9.

Physical interfaces are disabled by default.

(Optional) Configure redundant interface pairs. See the “ Configuring a Redundant Interface” section on
page 9-11.

A logical redundant interface pairs an active and a standby physical interface. When the active interface
fails, the standby interface becomes active and starts passing traffic.

(Optional) Configure VLAN subinterfaces. See the “Configuring VLAN Subinterfaces and 802.1Q
Trunking” section on page 9-13.

(Multiple context mode only) Assign interfaces to contexts and automatically assign unique MAC
addresses to context interfaces. See the*Assigning Interfaces to Contexts and Automatically Assigning
MAC Addresses (Multiple Context Mode)” section on page 9-15.

Compl ete the interface configuration according to the “Completing Interface Configuration (All
Models)” section on page 9-20.

Enabling the Physical Interface and Configuring Ethernet Parameters

Prerequisites

Detailed Steps

This section describes how to:
- Enable the physical interface
» Set aspecific speed and duplex (if available)
- Enable pause frames for flow control (ASA 5580 10 Gigabit Ethernet only).

For multiple context mode, complete this procedure in the system execution space. If you are not already
in the System configuration mode, in the Configuration > Device List pane, double-click System under
the active device IP address.

Stepl  Depending on your context mode:
- For single mode, choose the Configuration > Device Setup > I nterfaces pane.
» For multiple mode in the System execution space, choose the Configuration > Context
Management > | nter faces pane.
By default, all physical interfaces are listed.
Step2  Click aphysical interface that you want to configure, and click Edit.
The Edit Interface dialog box appears.
Step3  To enable the interface, check the Enable | nter face check box.
Step4  To add a description, enter text in the Description field.
Cisco Security Appliance Configuration Guide using ASDM
I oL-18494-03 .m



Chapter 9 Configuring Interfaces |

W Starting Interface Configuration (ASA 5510 and Higher)

The description can be up to 240 characters on a single line, without carriage returns. In the case of a
failover or state link, the description is fixed as“LAN Failover Interface,” “ STATE Failover Interface,”
or “LAN/STATE Failover Interface,” for example. You cannot edit this description. Thefixed description
overwrites any description you enter here if you make this interface afailover or state link.

Step5  (Optional) To set the mediatype, duplex, and speed, or for the ASA 5580 10 Gigabit Ethernet interface,
enable pause frames for flow control, click Configure Hardware Properties.

a. If you have an ASA 5550 adaptive security appliance or a4GE SSM, you can choose either RJ-45
or SFP from the Media Type drop-down list.

RJ-45 is the default.

b. To set the duplex for RJ-45 interfaces, choose Full, Half, or Auto, depending on the interface type,
from the Duplex drop-down list.

c. To set the speed, choose a value from the Speed drop-down list.

The speeds available depend on the interface type. For SFP interfaces, you can set the speed to
Negotiate or Nonegotiate. Negotiate (the default) enables link negotiation, which exchanges
flow-control parameters and remote fault information. Nonegotiate does not negotiate link
parameters. For RJ-45 interfaces on the ASA 5500 series adaptive security appliance, the default
auto-negotiation setting also includes the Auto-MDI/MDIX feature. See the “Auto-MDI/MDIX
Feature” section on page 9-4.

d. For the ASA 5580 10 Gigabit Ethernet interfaces, to enable pause (X OFF) frames for flow control
on 10 Gigabit Ethernet interfaces, check the Enable Pause Frame check box.

If you have atraffic burst, dropped packets can occur if the burst exceeds the buffering capacity of
the FIFO buffer on the NIC and the receive ring buffers. Enabling pause frames for flow control can
alleviate this issue. Pause (XOFF) and XON frames are generated automatically by the NIC
hardware based on the FIFO buffer usage. A pause frame is sent when the buffer usage exceeds the
High Watermark. The default value is 128 KB; you can set it between 0 and 511. After apauseis
sent, an XON frame can be sent when the buffer usage is reduced below the Low Watermark. By
default, the value is 64 KB; you can set it between 0 and 511. The link partner can resume traffic
after receiving an XON, or after the XOFF expires, as controlled by the Pause Time value in the
pause frame. The default value is 26624; you can set it between 0 and 65535. If the buffer usageis
consistently above the High Watermark, pause frames are sent repeatedly, controlled by the pause
refresh threshold value.

To change the default values for the Low Watermark, High Watermark, and Pause Time, uncheck
the Use Default Values check box.

~

Note Only flow control frames defined in 802.3x are supported. Priority-based flow control isnot
supported.

e. Click OK to accept the Hardware Properties changes.
Step6  Click OK to accept the Interface changes.

What to Do Next

Optional Tasks:

» Configure redundant interface pairs. See the “ Configuring a Redundant Interface” section on
page 9-11.
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- Configure VLAN subinterfaces. See the “ Configuring VLAN Subinterfaces and 802.1Q Trunking”
section on page 9-13.

Required Tasks:

- For multiple context mode, assign interfaces to contexts and automatically assign unique MAC
addresses to context interfaces. See the “Assigning Interfaces to Contexts and Automatically
Assigning MAC Addresses (Multiple Context Mode)” section on page 9-15.

« For single context mode, complete the interface configuration. See the “Completing Interface
Configuration (All Models)” section on page 9-20.

Configuring a Redundant Interface

A logical redundant interface consists of a pair of physical interfaces. an active and a standby interface.
When the active interface fails, the standby interface becomes active and starts passing traffic. You can
configure a redundant interface to increase the security appliance reliability. This feature is separate
from device-level failover, but you can configure redundant interfaces as well as failover if desired.

This section describes how to configure redundant interfaces, and includes the following topics:
- Configuring a Redundant Interface, page 9-11
- Changing the Active Interface, page 9-13

Configuring a Redundant Interface

This section describes how to create aredundant interface. By default, redundant interfaces are enabled.

Guidelines and Limitations

« You can configure up to 8 redundant interface pairs.

« All security appliance configuration refers to the logical redundant interface instead of the member
physical interfaces.

» Redundant interface delay values are configurable, but by default the security appliance will inherit
the default delay values based on the physical type of its member interfaces.

- Theonly configuration available to physical interfaces that are part of aredundant interface pair are
physical parameters (set in the “Enabling the Physical Interface and Configuring Ethernet
Parameters” section on page 9-9).

- If you shut down the active interface, then the standby interface becomes active.
For failover, follow these guidelines when adding member interfaces:

- If you want to use a redundant interface for the failover or state link, then you must configure the
redundant interface as part of the basic configuration on the secondary unit in addition to the primary
unit.

« If you use aredundant interface for the failover or state link, you must put a switch or hub between
the two units; you cannot connect them directly. Without the switch or hub, you could have the active
port on the primary unit connected directly to the standby port on the secondary unit.

« You can monitor redundant interfaces for failover.

« When the active interface fails over to the standby interface, this activity does not cause the
redundant interface to appear to befailed when being monitored for device-level failover. Only when
both physical interfaces fail does the redundant interface appear to be failed.
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Redundant Interface MAC Address

Prerequisites

A

The redundant interface uses the MAC address of thefirst physical interface that you add. If you change
the order of the member interfaces in the configuration, then the MAC address changes to match the
MAC address of the interface that is now listed first. Alternatively, you can assign aMAC addressto the
redundant interface, which is used regardless of the member interface MAC addresses (see the
“Configuring Advanced Interface Parameters’ section on page 9-25 or the “Assigning Interfaces to
Contexts and Automatically Assigning MAC Addresses (Multiple Context Mode)” section on

page 9-15). When the active interface fails over to the standby, the same MAC address is maintained so
that traffic is not disrupted.

« Both member interfaces must be of the same physical type. For example, both must be Ethernet.

« You cannot add a physical interface to the redundant interface if you configured a name for it. You
must first remove the name in the Configuration > Device Setup > Interfaces pane.

« For multiple context mode, complete this procedure in the system execution space. If you are not
already in the System configuration mode, in the Configuration > Device List pane, double-click
System under the active device | P address.

Caution

Detailed Steps

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

If you are using a physical interface already in your configuration, removing the name will clear any
configuration that refers to the interface.

You can configure up to 8 redundant interface pairs. To configure a redundant interface, perform the
following steps:

Depending on your context mode:
» For single mode, choose the Configuration > Device Setup > I nterfaces pane.

« For multiple mode in the System execution space, choose the Configuration > Context
Management > | nter faces pane.

Click Add > Redundant Interface.

The Add Redundant Interface dialog box appears.

In the Redundant 1D field, enter an integer between 1 and 8.

From the Primary Interface drop-down list, choose the physical interface you want to be primary.

Be sure to pick an interface that does not have a subinterface and that has not already been allocated to
a context.

From the Secondary Interface drop-down list, choose the physical interface you want to be secondary.
If the interface is not already enabled, check the Enable Interface check box.

The interface is enabled by default. To disable it, uncheck the check box.

To add a description, enter text in the Description field.
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The description can be up to 240 characters on a single line, without carriage returns. For multiple
context mode, the system description is independent of the context description. In the case of afailover
or state link, the description is fixed as “LAN Failover Interface” “STATE Failover Interface,” or
“LAN/STATE Failover Interface,” for example. You cannot edit this description. The fixed description
overwrites any description you enter here if you make this interface afailover or state link.

Click OK.

You return to the Interfaces pane.

Optional Task:

- Configure VLAN subinterfaces. See the “ Configuring VLAN Subinterfaces and 802.1Q Trunking”
section on page 9-13.

Required Tasks:

« For multiple context mode, assign interfaces to contexts and automatically assign unique MAC
addresses to context interfaces. See the “Assigning Interfaces to Contexts and Automatically
Assigning MAC Addresses (Multiple Context Mode)” section on page 9-15.

« For single context mode, complete the interface configuration. See the “ Completing Interface
Configuration (All Models)” section on page 9-20.

Changing the Active Interface

By default, the active interface is the first interface listed in the configuration, if it is available. To view
which interface is active, enter the following command in the Tools > Command Line Interface tool:

show interface redundantnumber detail | grep Member

For example:

show interface redundantl detail | grep Member
Members GigabitEthernet0/3 (Active), GigabitEthernet0/2

To change the active interface, enter the following command:

redundant-interface redundantnumber active-member physical interface

where the redundantnumber argument is the redundant interface ID, such as redundant1.
The physical_interface is the member interface ID that you want to be active.

Configuring VLAN Subinterfaces and 802.1Q Trunking

Subinterfaces let you divide a physical or redundant interface into multiple logical interfaces that are
tagged with different VLAN IDs. An interface with one or more VLAN subinterfaces is automatically
configured as an 802.1Q trunk. Because VLANSs allow you to keep traffic separate on a given physical
interface, you can increase the number of interfaces available to your network without adding additional
physical interfaces or security appliances. Thisfeatureis particularly useful in multiple context mode so
that you can assign unique interfaces to each context.
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Guidelines and Limitations

Prerequisites

Detailed Steps

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

- Maximum subinterfaces—To determine how many VLAN subinterfaces are allowed for your
platform, see the “Licensing Requirements for Interfaces’ section on page 9-6.

« Preventing untagged packets on the physical interface—If you use subinterfaces, you typically do
not also want the physical interface to pass traffic, because the physical interface passes untagged
packets. This property is also true for the active physical interface in a redundant interface pair.
Because the physical or redundant interface must be enabled for the subinterface to pass traffic,
ensure that the physical or redundant interface does not pass traffic by not configuring a hame for
the interface. If you want to let the physical or redundant interface pass untagged packets, you can
configure the name as usual. See the“ Completing Interface Configuration (All Models)” section on
page 9-20 for more information about completing the interface configuration.

For multiple context mode, complete this procedure in the system execution space. If you are not al ready
in the System configuration mode, in the Configuration > Device List pane, double-click System under
the active device IP address.

To add a subinterface and assign a VLAN to it, perform the following steps:

Depending on your context mode:
» For single mode, choose the Configuration > Device Setup > I nterfaces pane.

« For multiple mode in the System execution space, choose the Configuration > Context
M anagement > | nter faces pane.

Click Add > Interface.
The Add Interface dialog box appears.

From the Hardware Port drop-down list, choose the physical interface to which you want to add the
subinterface.

If the interface is not already enabled, check the Enable Interface check box.
The interface is enabled by default. To disable it, uncheck the check box.
Inthe VLAN ID field, enter the VLAN ID between 1 and 4095.

Some VLAN IDs might be reserved on connected switches, so check the switch documentation for more
information. For multiple context mode, you can only set the VLAN in the system configuration.

In the Subinterface ID field, enter the subinterface ID as an integer between 1 and 4294967293.

The number of subinterfaces allowed depends on your platform. You cannot change the ID after you set
it.

(Optional) In the Description field, enter a description for this interface.

The description can be up to 240 characters on a single line, without carriage returns. For multiple
context mode, the system description is independent of the context description. In the case of afailover
or state link, the description isfixed as “LAN Failover Interface,” “STATE Failover Interface,” or
“LAN/STATE Failover Interface,” for example. You cannot edit this description. The fixed description
overwrites any description you enter here if you make this interface a failover or state link.

Click OK.
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You return to the Interfaces pane.

What to Do Next

» For multiple context mode, assign interfaces to contexts and automatically assign unique MAC
addresses to context interfaces. See the “Assigning Interfaces to Contexts and Automatically
Assigning MAC Addresses (Multiple Context Mode)” section on page 9-15.

« For single context mode, complete the interface configuration. See the “Completing Interface
Configuration (All Models)” section on page 9-20.

Assigning Interfaces to Contexts and Automatically Assigning MAC Addresses
(Multiple Context Mode)

To complete the configuration of interfaces in the system execution space, perform the following tasks
that are documented in Chapter 11, “ Configuring Security Contexts”:

- To assign interfaces to contexts, see the “Configuring Security Contexts” section on page 11-16.

e (Optional) To automatically assign unique MAC addresses to context interfaces, see the
“Automatically Assigning MAC Addresses’ section on page 11-18.

The MAC addressis used to classify packets within a context. If you share an interface, but do not
have unigue MAC addresses for the interface in each context, then the destination | P addressis used
to classify packets. Alternatively, you can manually assign MAC addresses within the context
according to the “ Configuring Advanced Interface Parameters” section on page 9-25.

What to Do Next

Compl ete the interface configuration. See the “Completing Interface Configuration (All Models)”
section on page 9-20.

Starting Interface Configuration (ASA 5505)

Thissection includestasks for starting your interface configuration for the ASA 5505 security appliance,
including creating VLAN interfaces and assigning them to switch ports. See the “Understanding ASA
5505 Ports and Interfaces” section on page 9-2 for more information.

For ASA 5510 and higher configuration, see the “ Starting Interface Configuration (ASA 5510 and
Higher)” section on page 9-8.

This section includes the following topics:
» Task Flow for Starting Interface Configuration, page 9-16
- Configuring VLAN Interfaces, page 9-16
» Configuring and Enabling Switch Ports as Access Ports, page 9-17
- Configuring and Enabling Switch Ports as Trunk Ports, page 9-19

Cisco Security Appliance Configuration Guide using ASDM
I oL-18494-03 .m



Chapter 9 Configuring Interfaces |

M Starting Interface Configuration (ASA 5505)

Task Flow for Starting Interface Configuration

Step 1
Step 2

Step 3

Step 4

To configure interfaces in single mode, perform the following steps:

Configure VLAN interfaces. See the “Configuring VLAN Interfaces” section on page 9-16.

Configure and enable switch ports as access ports. See the “ Configuring and Enabling Switch Ports as
Access Ports” section on page 9-17.

(Optional for Security Plus licenses) Configure and enable switch ports as trunk ports. See the
“Configuring and Enabling Switch Ports as Trunk Ports’ section on page 9-19.

Compl ete the interface configuration according to the “Completing Interface Configuration (All
Models)” section on page 9-20.

Configuring VLAN Interfaces

Detailed Steps

~

Note

Step 1
Step 2

Step 3

Step 4

This section describes how to configure VLAN interfaces. For more information about ASA 5505
interfaces, see the “ASA 5505 Interfaces’ section on page 9-2.

If you enabled Easy VPN, you cannot add or delete VLAN interfaces, nor can you edit the security level
or interface name. We suggest that you finalize your interface configuration before you enable Easy
VPN.

Choose the Configuration > Device Setup > I nterfaces pane.

On the Interfaces tab, click Add.

The Add Interface dialog box appears with the General tab selected.

In the Available Switch Ports pane, choose a switch port, and click Add.
You see the following message:

“switchport is associated with name interface. Adding it to this interface, will remove it from name
interface. Do you want to continue?”’

Click OK to add the switch port.

You will always see this message when adding a switch port to an interface; switch ports are assigned to
the VLAN 1 interface by default even when you do not have any configuration.

Repeat for any other switch ports that you want to carry this VLAN.
~

Note  Removing aswitch port from an interface essentially just reassigns that switch port to VLAN 1,
because the default VLAN interface for switch portsisVLAN 1.

Click the Advanced tab.
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Step 5

Step 6

Step 7

What to Do Next

Starting Interface Configuration (ASA 5505)

Note  You receive an error message about setting the IP address. You can either set the IP address and
other parameters now, or you can finish configuring the VLAN and switch ports by clicking Yes,
and later set the |P address and other parameters according to the “Completing Interface
Configuration (All Models)” section on page 9-20.

Inthe VLAN ID field, enter the VLAN ID for thisinterface, between 1 and 4090.
If you do not want to assign the VLAN ID, ASDM assigns one for you randomly.

(Optional for the Base license) To allow thisinterface to bethe third VLAN by limiting it from initiating
contact to one other VLAN, inthe Block Traffic From this Interface to drop-down list, choosethe VLAN
to which this VLAN interface cannot initiate traffic.

With the Base license, you can only configure athird VLAN if you use this command to limit it.

For example, you have one VLAN assigned to the outside for Internet access, one VLAN assigned to an
inside business network, and athird VLAN assigned to your home network. The home network does not
need to access the business network, so you can use this option on the home VLAN; the business network
can access the home network, but the home network cannot access the business network.

If you already havetwo VLAN interfaces configured with aname, be sure to configure this setting before
setting the name on the third interface; the security appliance does not allow three fully functioning
VLAN interfaces with the Base license on the ASA 5505 security appliance.

S,
Note  If you upgrade to the Security Plus license, you can remove this option and achieve full

functionality for thisinterface. If you leave this option enabled, this interface continues to be
limited even after upgrading.

To configure the MAC address and MTU, see the “ Configuring Advanced Interface Parameters’
section on page 9-25.

Click OK.

Configure the switch ports. See the “ Configuring and Enabling Switch Ports as Access Ports” section on
page 9-17 and the “Configuring and Enabling Switch Ports as Trunk Ports” section on page 9-19.

Configuring and Enabling Switch Ports as Access Ports

By default (with no configuration), all switch ports are shut down, and assigned to VLAN 1. To assign
aswitch port to asingle VLAN, configure it as an access port. To create atrunk port to carry multiple
VLANS, see the “Configuring and Enabling Switch Ports as Trunk Ports” section on page 9-19. If you
have afactory default configuration, see the “ASA 5505 Default Configuration” section on page 1-2 to
check if you want to change the default interface settings according to this procedure.

For more information about ASA 5505 interfaces, see the “ASA 5505 Interfaces’ section on page 9-2.
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Starting Interface Configuration (ASA 5505)

Caution

Detailed Steps

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

The ASA 5505 security appliance does not support Spanning Tree Protocol for loop detection in the
network. Therefore you must ensure that any connection with the security appliance does not end up in
a network loop.

Choose the Configuration > Device Setup > | nterfaces pane.
Click the Switch Ports tab.

Click the switch port you want to edit.

The Edit Switch Port dialog box appears.

To enable the switch port, check the Enable SwitchPort check box.
In the Mode and VLAN IDs area, click the Access radio button.

Inthe VLAN ID field, enter the VLAN ID associated with this switch port. The VLAN ID can be
between 1 and 4090.

By default, the VLAN ID is derived from the VLAN interface configuration you completed in
“Configuring VLAN Interfaces’ section on page 9-16 (on the Configuration > Device Setup > Interfaces
> Interfaces > Add/Edit Interface dialog box). You can change the VLAN assignment in this dialog box.
Be sure to apply the change to update the VLAN configuration with the new information. If you want to
specify a VLAN that has not yet been added, we suggest you add the VLAN according to the
“Configuring VLAN Interfaces” section on page 9-16 rather than specifying it in this dialog box; in
either case, you need to add the VLAN according to the “Configuring VLAN Interfaces” section on
page 9-16 and assign the switch port to it.

(Optional) To prevent the switch port from communicating with other protected switch ports on the same
VLAN, check the I solated check box.

This option prevents the switch port from communicating with other protected switch ports on the same
VLAN. You might want to prevent switch ports from communicating with each other if the devices on
those switch ports are primarily accessed from other VLANS, you do not need to allow intra-VLAN
access, and you want to isolate the devices from each other in case of infection or other security breach.
For example, if you have aDMZ that hosts three web servers, you can isolate the web servers from each
other if you apply the Protected option to each switch port. The inside and outside networks can both
communicate with all three web servers, and vice versa, but the web servers cannot communicate with
each other.

(Optional) From the Duplex drop-down list, choose Full, Half, or Auto.

The Auto setting is the default. If you set the duplex to anything other than Auto on PoE ports Ethernet
0/6 or 0/7, then Cisco IP phones and Cisco wireless access points that do not support | EEE 802.3af will
not be detected and supplied with power.

(Optional) From the Speed drop-down list, choose 10, 100, or Auto.

The Auto setting is the default. If you set the speed to anything other than Auto on PoE ports Ethernet
0/6 or 0/7, then Cisco I P phones and Cisco wireless access points that do not support | EEE 802.3af will
not be detected and supplied with power.

Click OK.
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Starting Interface Configuration (ASA 5505)

What to Do Next
If you want to configure a switch port as a trunk port, see the “ Configuring and Enabling Switch Ports
as Trunk Ports” section on page 9-19.

To complete the interface configuration, see the “Completing Interface Configuration (All Models)”
section on page 9-20.

Configuring and Enabling Switch Ports as Trunk Ports

This procedure tells how to create atrunk port that can carry multiple VLANSs using 802.1Q tagging.
Trunk mode is available only with the Security Plus license.

To create an access port, where an interface is assigned to only one VLAN, see the “ Configuring and
Enabling Switch Ports as Access Ports” section on page 9-17.

For more information about ASA 5505 interfaces, see the “ASA 5505 Interfaces’ section on page 9-2.

Detailed Steps

Stepl  Choose the Configuration > Device Setup > I nterfaces pane.
Step2  Click the Switch Ports tab.
Step3  Click the switch port you want to edit.

The Edit Switch Port dialog box appears.
Step4  To enable the switch port, check the Enable SwitchPort check box.
Step5  Inthe Mode and VLAN IDs area, click the Trunk radio button.

Step6 Inthe VLAN IDsfield, enter the VLAN IDs associated with this switch port, separated by commas. The
VLAN ID can be between 1 and 4090.

You can include the native VLAN in thisfield, but it is not required; the native VLAN is passed whether
itisincluded in thisfield or not.

This switch port cannot pass traffic until you assign at least one VLAN to it, native or non-native.

If the VLANs are already in your configuration, after you apply the change, the Configuration > Device
Setup > Interfaces > Interfaces tab shows this switch port added to each VLAN. If you want to specify
aVLAN that has not yet been added, we suggest you add the VLAN according to the “Configuring
VLAN Interfaces” section on page 9-16 rather than specifying it in this dialog box; in either case, you
need to add the VLAN according to the “ Configuring VLAN Interfaces” section on page 9-16 and assign
the switch port to it.

Step7  To configure the native VLAN, check the Configure Native VL AN check box, and enter the VLAN 1D
in the Native VLAN ID field. The VLAN ID can be between 1 and 4090.

Packets on the native VLAN are not modified when sent over the trunk. For example, if a port has
VLANSs2, 3and 4 assigned to it, and VLAN 2 isthe native VLAN, then packets on VLAN 2 that egress
the port are not modified with an 802.1Q header. Frames which ingress (enter) this port and have no
802.1Q header are put into VLAN 2.

Each port can only have one native VLAN, but every port can have either the same or a different native
VLAN.

Step8  (Optional) To prevent the switch port from communicating with other protected switch ports on the same
VLAN, check the I solated check box.
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Step 9

Step 10

Step 11

What to Do Next

This option prevents the switch port from communicating with other protected switch ports on the same
VLAN. You might want to prevent switch ports from communicating with each other if the devices on
those switch ports are primarily accessed from other VLANS, you do not need to allow intra-VLAN
access, and you want to isolate the devices from each other in case of infection or other security breach.
For example, if you have aDMZ that hosts three web servers, you can isol ate the web servers from each
other if you apply the Protected option to each switch port. The inside and outside networks can both
communicate with all three web servers, and vice versa, but the web servers cannot communicate with
each other.

(Optional) From the Duplex drop-down list, choose Full, Half, or Auto.

The Auto setting is the default. If you set the duplex to anything other than Auto on PoE ports Ethernet
0/6 or 0/7, then Cisco IP phones and Cisco wireless access points that do not support | EEE 802.3af will
not be detected and supplied with power.

(Optional) From the Speed drop-down list, choose 10, 100, or Auto.

The Auto setting is the default. If you set the speed to anything other than Auto on PoE ports Ethernet
0/6 or 0/7, then Cisco I P phones and Cisco wireless access points that do not support | EEE 802.3af will
not be detected and supplied with power.

Click OK.

To complete the interface configuration, see the “Completing Interface Configuration (All Models)”
section on page 9-20.

Completing Interface Configuration (All Models)

N

Note

This section includes tasks to complete the interface configuration for all models.

For multiple context mode, complete the tasks in this section in the context execution space. In the
Configuration > Device List pane, double-click the context name under the active device IP address.

This section includes the following topics:
» Configuring General Interface Parameters, page 9-21
« Configuring Advanced Interface Parameters, page 9-25
» Configuring IPv6 Addressing, page 9-26
» Configuring the Link-Local Address on an Interface (Transparent Firewall Mode), page 9-30

Task Flow for Completing Interface Configuration

Step 1

Step 2

Complete the procedures in the “ Starting Interface Configuration (ASA 5510 and Higher)” section on
page 9-8 or the “ Starting I nterface Configuration (ASA 5505)” section on page 9-15.

(Multiple context mode) Inthe Configuration > Device List pane, double-click the context name under
the active device IP address.
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Step 3

Step 4

Step 5

Completing Interface Configuration (All Models)

Configure general interface parameters, including the interface name, security level, and 1Pv4 address.
See the “ Configuring General Interface Parameters’ section on page 9-21.

For transparent mode, you do not configure | P addressing per interface, except for the management-only
interface (seethe“Information About the Management Interface” section on page 9-22). You do need to
configure the other parameters in this section, however. To set the global management address for
transparent mode, see the “ Configuring the Management |P Address for Transparent Firewall Mode”
section on page 8-1.

(Optional) Configure the MAC address and the MTU. See the “ Configuring Advanced Interface
Parameters” section on page 9-25.

(Optional) Configure IPv6 addressing. See the “Configuring IPv6 Addressing” section on page 9-26

For transparent mode, you do not configure | P addressing per interface, except for the management-only
interface (see the “Information About the Management Interface” section on page 9-22). This section
includes how to set the link-local address in transparent mode, but this task is usually not required. To
set the global management address for transparent mode, see the “ Configuring the Management 1P
Address for Transparent Firewall Mode” section on page 8-1.

Configuring General Interface Parameters

This procedure describes how to set the name, security level, IPv4 address and other options.
For the ASA 5510 and higher, you must configure interface parametersfor the following interface types:
- Physical interfaces
« VLAN subinterfaces
» Redundant interfaces
For the ASA 5505, you must configure interface parameters for the following interface types:
- VLAN interfaces

Guidelines and Limitations

» For the ASA 5550 security appliance, for maximum throughput, be sure to balance your traffic over
the two interface slots; for example, assign the inside interface to slot 1 and the outside interface to
slot 0.

- For information about security levels, see the “Security Levels” section on page 9-5.

- If you are using failover, do not use this procedure to name interfaces that you are reserving for
failover and Stateful Failover communications. See the “Failover Link Configuration” section on
page 17-10 and “ State Link Configuration” section on page 17-11 to configure the failover and state
links.

« Inrouted firewall mode, set the IP address for all interfaces.

« Intransparent firewall mode, do not set the I P address for each interface, but rather set it for the
whole security appliance or context. The exception is for the Management 0/0 or 0/1
management-only interface, which does not pass through traffic. To set the transparent firewall
mode whole security appliance or context management | P address, see the “ Configuring the
Management | P Address for Transparent Firewall Mode” section on page 8-1. To set the P address
of the Management 0/0 or 0/1 interface or subinterface, use this procedure.
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Restrictions

PPPOE is not supported in multiple context mode or transparent firewall mode.

Information About the Management Interface

Prerequisites

Detailed Steps

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6
Step 7

The ASA 5510 and higher security appliance includes a dedicated management interface called
Management 0/0 or Management 0/1, depending on your model, which is meant to support traffic to the
security appliance. However, you can configure any interface to be a management-only interface. Also,
for Management 0/0 or 0/1, you can disable management-only mode so the interface can pass through
traffic just like any other interface.

Transparent firewall mode allows only two interfaces to pass through traffic; however, on the ASA 5510
and higher security appliance, you can use the Management 0/0 or 0/1 interface (either the physical
interface or a subinterface) as athird interface for management traffic. The mode is not configurable in
this case and must always be management-only.

» Complete the proceduresin the “ Starting Interface Configuration (ASA 5510 and Higher)” section
on page 9-8 or the “ Starting Interface Configuration (ASA 5505)” section on page 9-15.

< In multiple context mode, complete this procedure in the context execution space. To change from
the system to a context configuration, in the Configuration > Device List pane, double-click the
context name under the active device | P address.

Choose the Configuration > Device Setup > | nterfaces pane.

For the ASA 5505, the Interfaces tab shows by default.

Choose the interface row, and click Edit.

The Edit Interface dialog box appears with the General tab selected.

In the Interface Name field, enter a name up to 48 characters in length.

In the Security level field, enter alevel between O (lowest) and 100 (highest).
See the “ Security Levels’ section on page 9-5 for more information.

(Optional) To set this interface as a management-only interface, check the Dedicate thisinterface to
management-only check box.

Through traffic is not accepted on a management-only interface. For the ASA 5510 and higher, see the
“Information About the Management Interface” section on page 9-22 for more information.

If the interface is not already enabled, check the Enable Interface check box.
To set the | P address, one of the following options.
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Completing Interface Configuration (All Models)

For use with failover, you must set the I P address and standby address manually; DHCP and
PPPOE are not supported. Set the standby | P addresses on the Configuration > Device
Management > High Availability > Failover > Interfaces tab

In transparent firewall mode, do not set the | P address for each interface, but rather set it for the
whole security appliance or context. The exception is for the Management 0/0 or 0/1
management-only interface, which does not pass through traffic.

» To set the IP address manually, click the Use Static | P radio button and enter the IP address and
mask.

« Toobtain an IP address from a DHCP server, click the Obtain Address via DHCP radio button.

a.

Note

e.

(Optional) To force a MAC address to be stored inside a DHCP request packet for option 61
instead of the default internally-generated string, click the Use M AC Address radio button.

Some | SPs expect option 61 to be the interface MAC address. If the MAC address is not
included in the DHCP request packet, then an 1P address will not be assigned.

(Optional) To obtain the default route from the DHCP server, check Obtain Default Route
Using DHCP.

(Optional) To assigns an administrative distance to the learned route, enter a value between 1
and 255 in the DHCP Learned Route Metric field. If thisfield is |eft blank, the administrative
distance for the learned routesis 1.

(Optional) To enable tracking for DHCP-learned routes, check Enable Tracking for DHCP
L earned Routes. Set the following values:

Track ID—A unique identifier for the route tracking process. Valid values are from 1 to 500.

Track |P Address—Enter the | P address of the target being tracked. Typically, thiswould be the
IP address of the next hop gateway for the route, but it could be any network object available
off of that interface.

Route tracking is only available in single, routed mode.

SLA ID—A unique identifier for the SLA monitoring process. Valid values are from 1 to
2147483647.

Monitor Options—Click this button to open the Route Monitoring Options dialog box. In the
Route Monitoring Options dialog box you can configure the parameters of the tracked object
monitoring process.

(Optional) To renew the lease, click Renew DHCP L ease.

» (Single, routed mode only) To obtain an IP address using PPPoE, check Use PPPoE.

a
b.

(o

. Inthe Group Name field, specify a group name.

In the PPPOE Username field, specify the username provided by your I1SP.

In the PPPOE Password field, specify the password provided by your |SP.

In the Confirm Password field, retype the password.

For PPP authentication, click either the PAP, CHAP, or MSCHAP radio button.
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Step 8

Step 9

What to Do Next

PAP passes cleartext username and password during authentication and is not secure. With
CHAP , the client returns the encrypted [challenge plus password], with a cleartext username in
response to the server challenge. CHAP is more secure than PAP, but it does not encrypt data.
MSCHAP is similar to CHAP but is more secure because the server stores and compares only
encrypted passwords rather than cleartext passwords asin CHAP. MSCHAP also generates a
key for data encryption by MPPE.

f. (Optional) To store the username and password in Flash memory, check the Store Username
and Password in L ocal Flash check box.

The security appliance stores the username and password in a special location of NVRAM. If
an Auto Update Server sends a clear configure command to the security appliance, and the
connection isthen interrupted, the security appliance can read the username and password from
NVRAM and re-authenticate to the Access Concentrator.

g. (Optional) To display the PPPOE IP Address and Route Settings dialog box where you can
choose addressing and tracking options, click | P Address and Route Settings. See the “ PPPoE
IP Address and Route Settings” section on page 9-24 for more information.

(Optional) In the Description field, enter a description for this interface.

The description can be up to 240 characters on a single line, without carriage returns. In the case of a
failover or state link, the description is fixed as“LAN Failover Interface,” “ STATE Failover Interface,”
or “LAN/STATE Failover Interface,” for example. You cannot edit this description. The fixed description
overwrites any description you enter here if you make this interface a failover or state link.

N

Note (ASA 5510 and higher) For information about the Configure Hardware Properties button, see the
“Enabling the Physical Interface and Configuring Ethernet Parameters’ section on page 9-9.

Click OK.

» (Optional) Configure the MAC address and MTU. See the “Configuring Advanced Interface
Parameters” section on page 9-25.

» (Optional) Configure IPv6 addressing. Seethe“ Configuring IPv6 Addressing” section on page 9-26

PPPOE IP Address and Route Settings

The Configuration > Interfaces > Add/Edit Interface > General > PPPoE |IP Address and Route Settings
> PPPoE I P Address and Route Settings dialog box lets you choose addressing and tracking options for
PPPoE connections.

Fields
- |P Address area—L ets you choose between Obtaining an |P address using PPP or specifying an IP
address, and contains the following fields:

— Obtain IP Address using PPP—Select to enable the security appliance to use PPP to get an IP
address.

- Specify an IP Address—Specify an | P address and mask for the security appliance to useinstead
of negotiating with the PPPOE server to assign an address dynamically.
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- Route Settings Area—L ets you configure route and tracking settings and contains the following
fields:

— Obtain default route using PPPOE—Sets the default routes when the PPPoE client has not yet
established a connection. When using this option, you cannot have a statically defined route in
the configuration.

PPPOE learned route metric—Assigns an administrative distance to the learned route. Valid
values are from 1 to 255. If thisfield is left blank, the administrative distance for the learned
routesis 1.

- Enable tracking—Check this check box to enable route tracking for PPPOE-learned routes.

N

Note  Route tracking is only available in single, routed mode.

- Primary Track—Select this option to configure the primary PPPOE route tracking.
- Track ID—A unique identifier for the route tracking process. Valid values are from 1 to 500.

- Track IP Address—Enter the | P address of the target being tracked. Typically, thiswould be the
IP address of the next hop gateway for the route, but it could be any network object available
off of that interface.

— SLA ID—A unique identifier for the SLA monitoring process. Valid values are from 1 to
2147483647.

- Monitor Options—Click this button to open the Route Monitoring Options dialog box. In the
Route Monitoring Options dialog box you can configure the parameters of the tracked object
monitoring process.

- Secondary Track—Select this option to configure the secondary PPPOE route tracking.

- Secondary Track ID—A unique identifier for the route tracking process. Valid values are from
1 to 500.

Configuring Advanced Interface Parameters

This section describes how to configure MAC addresses for interfaces and how to set the MTU.

Information About MAC Addresses

By default, the physical interface uses the burned-in MAC address, and all subinterfaces of a physical
interface use the same burned-in MAC address. A redundant interface uses the MAC address of the first
physical interface that you add. If you change the order of the member interfaces in the configuration,
then the MAC address changes to match the MAC address of the interface that is now listed first. If you
assign a MAC address to the redundant interface using this command, then it is used regardless of the
member interface MAC addresses.

In multiple context mode, if you share an interface between contexts, you can assign a unique MAC
address to the interface in each context. This feature lets the security appliance easily classify packets
into the appropriate context. Using a shared interface without unique MAC addressesis possible, but has
some limitations. See the “How the Security Appliance Classifies Packets” section on page 11-2 for
more information. You can assign each MAC address manually, or you can automatically generate MAC
addresses for shared interfaces in contexts. See the “Automatically Assigning MAC Addresses’ section
on page 11-18 to automatically generate MAC addresses. If you automatically generate MAC addresses,
you can use this procedure to override the generated address.
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Detailed Steps

Step 1

Step 2

Step 3
Step 4

Note

Step 5

Step 6

What to Do Next

For single context mode, or for interfaces that are not shared in multiple context mode, you might want
to assign unique MAC addresses to subinterfaces. For example, your service provider might perform
access control based on the MAC address.

Choose the Configuration > Device Setup > I nterfaces pane.

For the ASA 5505, the Interfaces tab shows by default.

Choose the interface row, and click Edit.

The Edit Interface dialog box appears with the General tab selected.
Click the Advanced tab.

To set the MTU or to enable jumbo frame support (ASA 5580 only), enter the value in the MTU field,
between 300 and 65,535 bytes.

The default is 1500 bytes.

» For the ASA 5580 in single mode—If you enter a value for any interface that is greater than 1500,
then you enable jumbo frame support automatically for all interfaces. If you set the MTU for all
interfaces back to a value under 1500, then jumbo frame support is disabled.

» For the ASA 5580 in multiple mode—If you enter avalue for any interface that is greater than 1500,
then be sure to enable jumbo frame support in the system configuration. See the “Enabling Jumbo
Frame Support (ASA 5580, Multiple Mode)” section on page 9-32.

Enabling or disabling jumbo frame support requires you to reboot the security appliance.

A jumbo frameis an Ethernet packet larger than the standard maximum of 1518 bytes (including L ayer
2 header and FCS), up to 9216 bytes. Jumbo frames require extramemory to process, and assigning more
memory for jumbo frames might limit the maximum use of other features, such as access lists.

To manually assign a MAC address to this interface, enter a MAC address in the Active Mac Address
field in H.H.H format, where H is a 16-bit hexadecimal digit. For example, the MAC address
00-0C-F1-42-4C-DE would be entered as 000C.F142.4CDE.

If you use failover, enter the standby MAC address in the Standby Mac Address field. If the active unit
fails over and the standby unit becomes active, the new active unit starts using the active MAC addresses
to minimize network disruption, while the old active unit uses the standby address.

(Optional) Configure I Pv6 addressing. See the “ Configuring |Pv6 Addressing” section on page 9-26

Configuring IPv6 Addressing

This section describes how to configure | Pv6 addressing. For moreinformation about | Pv6, seethe” IPv6
Addresses” section on page B-5.
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For transparent mode, use this section for the Management 0/0 or 0/1 interface. To configure the global
IPv6 management address for transparent mode, see the “Configuring the Management IP Address for
Transparent Firewall Mode” section on page 8-1. If you do not configure a management address, you
can configure the link-local addressesin transparent mode according to the “ Configuring the Link-Local
Address on an Interface (Transparent Firewall Mode)” section on page 9-30.

Information About IPv6 Addressing

When you configure an | Pv6 address on an interface, you can assign one or several | Pv6 addressesto the
interface at one time, such as an |Pv6 link-local address and a global address. However, at a minimum,
you must configure a link-local address.

Every |Pv6-enabled interface must include at least one link-local address. When you configure a global
address, alink-local addresses is automatically configured on the interface, so you do not also need to
specifically configure alink-local address. These link-local addresses can only be used to communicate
with other hosts on the same physical link.

When IPv6 isused over Ethernet networks, the Ethernet MAC address can be used to generate the 64-bit
interface ID for the host. Thisis called the EUI-64 address. Because MAC addresses use 48 bits,
additional bits must be inserted to fill the 64 bits required. The last 64 bits are used for the interface ID.
For example, FE80::/10 is alink-local unicast |Pv6 address type in hexadecimal format.

Information About Duplicate Address Detection

During the stateless autoconfiguration process, duplicate address detection (DAD) verifies the
uniqueness of new unicast |Pv6 addresses before the addresses are assigned to interfaces (the new
addresses remain in atentative state while duplicate address detection is performed). Duplicate address
detection is performed first on the new link-local address. When the link local address is verified as
unique, then duplicate address detection is performed all the other | Pv6 unicast addresses on the
interface.

Duplicate address detection is suspended on interfaces that are administratively down. While an
interface is administratively down, the unicast |Pv6 addresses assigned to the interface are set to a
pending state. An interface returning to an administratively up state restarts duplicate address detection
for all of the unicast IPv6 addresses on the interface.

When a duplicate address is identified, the state of the address is set to DUPLICATE, the address is not
used, and the following error message is generated:

$PIX|ASA-4-325002: Duplicate address ipvé address/MAC address on interface

If the duplicate address is the link-local address of the interface, the processing of 1Pv6 packetsis
disabled on the interface. If the duplicate address is a global address, the address is not used. However,
al configuration commands associated with the duplicate address remain as configured while the state
of the address is set to DUPLICATE.

If the link-local address for an interface changes, duplicate address detection is performed on the new
link-local address and all of the other 1Pv6 address associated with the interface are regenerated
(duplicate address detection is performed only on the new link-local address).

The security appliance uses neighbor solicitation messages to perform duplicate address detection. By
default, the number of times an interface performs duplicate address detection is 1.

[ oL-18494-03

Cisco Security Appliance Configuration Guide using ASDM i



Chapter 9 Configuring Interfaces |

W Completing Interface Configuration (All Models)

Information About Modified EUI-64 Interface IDs

Restrictions

Detailed Steps

Step 1
Step 2

Step 3
Step 4

Step 5

RFC 3513: Internet Protocol Version 6 (IPv6) Addressing Architecture requires that the interface
identifier portion of all unicast IPv6 addresses, except those that start with binary value 000, be 64 bits
long and be constructed in Modified EUI-64 format. The security appliance can enforce this requirement
for hosts attached to the local link.

When this command is enabled on an interface, the source addresses of 1Pv6 packets received on that
interface are verified against the source MAC addresses to ensure that the interface identifiers use the
Modified EUI-64 format. If the IPv6 packets do not use the Modified EUI-64 format for the interface
identifier, the packets are dropped and the following system log message is generated:

$PIX|ASA-3-325003: EUI-64 source address check failed.
The address format verification is only performed when aflow is created. Packets from an existing flow
are not checked. Additionally, the address verification can only be performed for hosts on the local link.

Packets received from hosts behind a router will fail the address format verification, and be dropped,
because their source MAC address will be the router MAC address and not the host MAC address.

The security appliance does not support 1Pv6 anycast addresses.

Choose the Configuration > Device Setup > I nterfaces pane.
Choose an interface, and click Edit.

The Edit Interface dialog box appears with the General tab selected.
Click the I Pv6 tab.

(Optional) To enforce the use of Modified EUI-64 format interface identifiersin IPv6 addresses on a
local link, check the Enforce EUI-64 check box.

If theinterface identifiers do not conform to the modified EUI-64 format, an error message appears. See
the “Information About Modified EUI-64 Interface IDS” section on page 9-28 for more information.

Configure the global 1Pv6 address using one of the following methods.

)

Note  If you do not want to configure aglobal 1Pv6 address, you can configure the link-local addresses
either automatically by checking the Enable I Pv6 check box, or manually by entering a value
inthe Link-local addressfield in the Interface IPv6 Addresses area. A link-local address should
start with FE8, FE9, FEA, or FEB, for example fe80::20d:88ff.feee:6a82. See the “1Pv6
Addresses” section on page B-5 for more information about 1Pv6 addressing.

If you configure aglobal IPv6 address (or manually configure alink-local address), checking or
unchecking the Enable | Pv6 check box does not affect how | Pv6 operates; |Pv6 continuesto be
enabled.

- Stateless autoconfiguration—In the Interface IPv6 Addresses area, check the Enable address
autoconfiguration check box.
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Step 6

Step 7

Completing Interface Configuration (All Models)

Enabling statel ess autconfiguration on the interface configures | Pv6 addresses based upon prefixes
received in Router Advertisement messages. A link-local address, based on the Modified EUI-64
interface ID, is automatically generated for the interface when stateless autoconfiguration is
enabled.

Manual configuration—To manually configure a global |Pv6 address:
a. Inthe Interface IPv6 Addresses area, click Add.
The Add IPv6 Address for Interface dialog box appears.

b. Inthe Address/Prefix Length field, enter the global 1Pv6 address and the IPv6 prefix length. For
example, 2001:0DB8::BA98:0:3210/48. See the “1Pv6 Addresses’ section on page B-5 for
more information about 1Pv6 addressing.

c. (Optional) To use the Modified EUI-64 interface ID in the low order 64 bits of the address,
check the EUI-64 check box.

d. Click OK.

(Optional) In the top area, customize the IPv6 configuration by configuring the following options:

DAD Attempts—T his setting configures the number of consecutive neighbor solicitation messages
that are sent on an interface while DAD is performed on IPv6 addresses. Valid values are from 0 to
600. A zero value disables DAD processing on the specified interface. The default is one message.

NS Interval—Enter the neighbor solicitation message interval. The neighbor solicitation message
requeststhelink-layer address of atarget node. Valid values are from 1000 to 3600000 milliseconds.
The default is 1000 milliseconds.

Reachable Time—Enter the amount of time in seconds that a remote IPv6 node is considered
reachable after a reachability confirmation event has occurred. Valid values are from 0 to 3600000
milliseconds. The default is zero. A configured time enables the detection of unavailable neighbors.
Shorter times enabl e detection more quickly; however, very short configured times are not
recommended in normal IPv6 operation.

RA Lifetime—Enter the amount of timethat | Pv6 router adverti sement transmissions are considered
valid. Valid values are from 0 to 9000 seconds. The default is 1800 seconds. Router advertisement
transmissions include a preference level and alifetime field for each advertised router address.
These transmissions provide route information and indicate that the router is still operational to
network hosts.

RA Interval—Enter the interval between IPv6 router advertisement transmissions. Valid values are
from 3 to 1800 seconds. The default is 200 seconds. To list the router advertisement transmission
interval in milliseconds, check the RA Interval in Milliseconds check box. Valid values are from
500 to 1800000 milliseconds.

To allow the generation of addresses for hosts, make sure that the Suppress RA check box is
unchecked. Thisis the default setting if 1Pv6 unicast routing is enabled. To prevent the generation
of 1Pv6 router advertisement transmissions, check the Suppress RA check box.

(Optional) To configure which IPv6 prefixes are included in | Pv6 router advertisements, complete the
following.

By default, prefixes configured as addresses on an interface are advertised in router advertisements. If
you configure prefixes for advertisement using this area, then only these prefixes are advertised.

a.

In the Interface IPv6 Prefixes area, click Add.
The Add IPv6 Prefix for Interface dialog box appears.
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b. Inthe Address/Prefix Length field, enter the IPv6 address with the prefix length. To configure
settings that apply to all prefixes, check the Default Values check box instead of entering an
Address.

c. (Optional) To indicate that the IPv6 prefix is not advertised, check the No Advertisements check
box.

d. (Optional) To indicate that the specified prefix is not used for on-link determination, check the
Off-link check box.

e. (Optional) To indicate to hosts on the local link that the specified prefix cannot be used for 1Pv6
autoconfiguration, check the No Auto-Configuration check box.

f. Inthe Prefix Lifetime area, choose one of the following:
- Lifetime Duration—Specify the following:

A valid lifetime for the prefix in seconds from the drop-down list. This setting is the amount of
time that the specified I1Pv6 prefix is advertised as being valid. The maximum value represents
infinity. Valid values are from 0 to 4294967295. The default is 2592000 (30 days).

A preferred lifetime for the prefix from the drop-down list. This setting is the amount of time
that the specified IPv6 prefix is advertised as being preferred. The maximum value represents
infinity. Valid values are from 0 to 4294967295. The default setting is 604800 (seven days).

- Lifetime Expiration Date—Specify the following:
Choose a valid month and day from the drop-down list, and then enter atime in hh:mm format.

Choose a preferred month and day from the drop-down list, and then enter atime in hh:mm
format.

Step8  Click OK.
You return to the Edit Interface dialog box.
Step9  Click OK.
You return to the Configuration > Device Setup > Interfaces pane.

Configuring the Link-Local Address on an Interface (Transparent Firewall Mode)
If you only need to configure alink-local address and are not going to assign any other 1Pv6 addresses,
you have the option of manually defining the link-local address.
To assign alink-local address to an interface, perform the following steps:

Step1  Choose the Configuration > Device Setup > I nterfaces pane.
Step2  Select an interface, and click Edit.

The Edit Interface dialog box appears with the General tab selected.
Step3  Click the IPv6 tab.

Step4  (Optional) To enforce the use of Modified EUI-64 format interface identifiersin IPv6 addresses on a
local link, check the Enforce EUI-64 check box.

If theinterface identifiers do not conform to the modified EUI-64 format, an error message appears. See
the “Information About Modified EUI-64 Interface IDS” section on page 9-28 for more information.

Step5  To set the link-local address, enter an address in the Link-local address field.
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Allowing Same Security Level Communication

A link-local address should start with FE8, FE9, FEA, or FEB, for example fe80::20d:88ff:feee:6a82.
See the “IPv6 Addresses’ section on page B-5 for more information about 1Pv6 addressing.

Step6  Click OK.

Allowing Same Security Level Communication

By default, interfaces on the same security level cannot communicate with each other, and packets
cannot enter and exit the same interface. This section describes how to enable inter-interface
communication when interfaces are on the same security level, and how to enable intra-interface
communication.

Information About Inter-Interface Communication

Allowing interfaces on the same security level to communicate with each other provides the following
benefits:

« You can configure more than 101 communicating interfaces.

If you use different levels for each interface and do not assign any interfaces to the same security
level, you can configure only one interface per level (0 to 100).

» You want traffic to flow freely between all same security interfaces without access lists.

If you enable same security interface communication, you can still configure interfaces at different
security levels as usual.

Note  If you enable NAT control, you do not need to configure NAT between same security level interfaces.
See the “NAT and Same Security Level Interfaces’ section on page 22-12 for more information on NAT
and same security level interfaces.

Information About Intra-Interface Communication

Intra-interface communication might be useful for VPN traffic that enters an interface, but isthen routed
out the sameinterface. The VPN traffic might be unencrypted in this case, or it might be reencrypted for
another VPN connection. For example, if you have a hub and spoke VPN network, where the security
appliance is the hub, and remote VPN networks are spokes, for one spoke to communicate with another
spoke, traffic must go into the security appliance and then out again to the other spoke.

Note  All traffic allowed by thisfeature isstill subject to firewall rules. Be careful not to create an asymmetric
routing situation that can cause return traffic not to traverse the security appliance.

Restrictions

Thisfeature is only available in routed firewall mode.

Detailed Steps

To disable these settings, use the no form of the command.
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» To enable interfaces on the same security level to communicate with each other, from the
Configuration > Interfaces pane, check Enabletraffic between two or moreinterfaceswhich are
configured with same security level.

« To enable communication between hosts connected to the same interface, check Enable tr affic
between two or more hosts connected to the same interface.

Enabling Jumbo Frame Support (ASA 5580, Multiple Mode)

A jumbo frame is an Ethernet packet larger than the standard maximum of 1518 bytes (including Layer
2 header and FCS), up to 9216 bytes. You can enable support for jumbo frames for all interfaces by
increasing the amount of memory to process Ethernet frames. Assigning more memory for jumbo frames
might limit the maximum use of other features, such as access lists.

~

Note  Other platform models do not support jumbo frames.

Prerequisites

In multiple context mode, set this option in the system execution space. In single mode, settingthe MTU
larger than 1500 bytes automatically enables jumbo frames.

Detailed Steps

To enable jumbo frame support, choose the Configuration > Context Management > I nterfaces pane,
and click the Enable jumbo frame support check box.

~

Note  Changes in this setting require you to reboot the security appliance.

Be sure to set the MTU for each interface that needs to transmit jumbo frames to a higher value than the
default 1500; for example, set the value to 9000. See the “ Configuring Advanced Interface Parameters”
section on page 9-25. Set the MTU within each context.

Monitoring Interfaces

To monitor interfaces, see Chapter 42, “Monitoring Interfaces.”
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Feature History for Interfaces

Feature History for Interfaces ||

Table 9-1 lists the release history for this feature.

Table 9-1 Feature History for Interfaces

Feature Name Releases

Feature Information

Increased VLANS 7.0(5)

Increased the following limits:
» ASA5510 Base license VLANs from 0 to 10.
» ASAS5510 Security Pluslicense VLANSs from 10 to 25.
« ASAB5520 VLANSs from 25 to 100.
« ASAB5540 VLANSs from 100 to 200.

Increased VLANS 7.2(2)

The maximum number of VLANS for the Security Plus
license on the ASA 5505 security appliance was increased
from 5 (3 fully functional; 1 failover; one restricted to a
backup interface) to 20 fully functional interfaces. In
addition, the number of trunk ports was increased from 1 to
8. Now there are 20 fully functional interfaces, you do not
need to use the backup interface command to cripple a
backup ISP interface; you can use a fully-functional
interface for it. The backup interface command is still
useful for an Easy VPN configuration.

VLAN limitswere also increased for the ASA 5510 security
appliance (from 10 to 50 for the Base license, and from 25
to 100 for the Security Pluslicense), the ASA 5520 security
appliance (from 100 to 150), the ASA 5550 security
appliance (from 200 to 250).

Gigabit Ethernet Support for the ASA 5510 7.2(3)
Security Plus License

The ASA 5510 security appliance now supports GE
(Gigabit Ethernet) for port 0 and 1 with the Security Plus
license. If you upgrade the license from Base to Security
Plus, the capacity of the external Ethernet0/0 and
Ethernet0/1 ports increases from the original FE (Fast
Ethernet) (100 Mbps) to GE (1000 Mbps). The interface
names will remain Ethernet 0/0 and Ethernet 0/1. Use the
speed command to change the speed on the interface and
use the show interface command to see what speed is
currently configured for each interface.

Native VLAN support for the ASA 5505

7.2(4)/8.0(4)

You can now include the native VLAN in an ASA 5505
trunk port using the switchport trunk native vlian
command.
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Table 9-1 Feature History for Interfaces (continued)

Feature Name Releases

Feature Information

Gigabit Ethernet Support for the ASA 5510
Base License

7.2(4)/8.0(4)

The ASA 5510 security appliance now supports GE
(Gigabit Ethernet) for port 0 and 1 in the Base license
(support was previously added for the Security Plus
license). The capacity of the external Ethernet0/0 and
Ethernet0/1 ports increases from the original FE (Fast
Ethernet) (100 Mbps) to GE (1000 Mbps). The interface
names will remain Ethernet 0/0 and Ethernet 0/1. Use the
speed command to change the speed on the interface and
use the show inter face command to see what speed is
currently configured for each interface.

Jumbo packet support for the ASA 5580 8.1(1)

The Cisco ASA 5580 supports jumbo frames when you
enter the jumbo-frame reservation command. A jumbo
frame is an Ethernet packet larger than the standard
maximum of 1518 bytes (including Layer 2 header and
FCS), up to 9216 bytes. You can enable support for jumbo
frames for all interfaces by increasing the amount of
memory to process Ethernet frames. Assigning more
memory for jumbo frames might limit the maximum use of
other features, such as access lists.

In ASDM, see Configuration > Device Setup > Interfaces >
Add/Edit Interface > Advanced.

Increased VLANS for the ASA 5580 8.1(2)

The number of VLANSs supported on the ASA 5580 are
increased from 100 to 250.

Support for Pause Frames for Flow Control on |8.2(2)
the ASA 5580 10 Gigabit Ethernet Interfaces

You can now enable pause (XOFF) frames for flow control.

The following screens were modified: (Single Mode)
Configuration > Device Setup > Interfaces > Add/Edit
Interface > General, (Multiple Mode, System)
Configuration > Interfaces > Add/Edit Interface.
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Configuring Management Access to the SSC

This chapter describes how to configure management access to a Security Services Card (SSC) that is
installed in the security appliance. The SSC runs the | PS application. For information about configuring
IPS, see Configuring the IPS Application on the AIP SSM and SSC, page 30-1.

This chapter includes the following sections:
» Information About Management Access to the SSC, page 10-1
- Guidelines and Limitations, page 10-2
- Default Settings, page 10-2
« Configuring the SSC Management Interface, page 10-3
« Where to Go Next, page 10-5

Information About Management Access to the SSC

You can manage the module application using ASDM or by using the module application CLI. For
information about using the CLI, see the Cisco ASA 5500 Series Configuration Guide using the CLI.

This section includes the following topics:
« Information About Using ASDM to Manage the SSC, page 10-1
» Other Uses for the SSC Management Interface, page 10-2
- Routing Considerations for Accessing the Management Interface, page 10-2

Information About Using ASDM to Manage the SSC

After you launch ASDM on the security appliance, ASDM connects to the SSC management interface
to configure the modul e application. You can configureaVLAN asamanagement VLAN to allow access
to an internal management | P address over the backplane. To change the network parameters, see the
“Configuring the SSC Management Interface, page 10-3.

See the Default Settings, page 10-2 for information about the default management interface parameters.
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Other Uses for the SSC Management Interface

The module management interface can be used for sending syslog messages or allowing updates for the
module application, such as signhature database updates on the AIP SSC.

Routing Considerations for Accessing the Management Interface

To make sure ASDM can manage the SSC, be sure that the security appliance can access the module
management interface address.

Be sure to configure an P address for the security appliance VLAN that you are also using for the SSC
management interface, and assign that VLAN to a switch port so that the SSC interface is physically
connected to the network. The SSC management interface will then be on a directly-connected network
for the security appliance, so ASDM can access the management interface without any additional routing
configuration.

Note  If the default gateway is set to the security appliance, traffic from the SSC to devices directly connected
to the security appliance go through; however, if the destination is a hop away (that is, on a different
gateway), the traffic does not go through.

If you have multiple networks on an internal link, make sure that you change the default gateway to an
internal router instead of leaving it at the default setting of the security appliance.

Guidelines and Limitations

This section includes the guidelines and limitations for this feature.

Context Mode Guidelines
See the chapter for each SSM or SSC application for context mode guidelines.

Firewall Mode Guidelines
See the chapter for each SSM or SSC application for firewall mode guidelines.

Failover Guidelines

Make sure you configure the management | P addresses on both units to be on the same subnet and
VLAN.

Model Guidelines
For model support for the SSC, see the" SSM and SSC Support Per Model” section on page 3-2.

Additional Guidelines
You cannot set up the SSC in ASDM if you use an IP address that goes through NAT.

Default Settings

Table 10-1 lists the default network settings for SSCs.
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~

Note

Configuring the SSC Management Interface ||

Table 10-1 Default Network Parameters

Parameters Default
Management VLAN VLAN 1
Management | P address 192.168.1.2/24
Gateway 192.168.1.1

The default management | P address on the security appliance is 192.168.1.5/24.

Configuring the SSC Management Interface

Prerequisites

Restrictions

Detailed Steps

An SSC does not have any external interfaces. You can configure a VLAN as a management VLAN to
allow access to an internal management | P address over the backplane. By default, VLAN 1 isenabled
for the SSC management address. You can only assign one VLAN as the SSC management VLAN. This
section describes how to change the management VLAN. It also describes how to change the default
management | P address, allowed hosts, and gateway. See the “ Default Settings” section on page 10-2 for
more information about defaults.

For the VLAN you want to use for the SSC management interface, configure the switch port and VLAN
interface on the ASA 5505. Thisis required so the SSC interfaceis physically connected to the network.
You must create and assign VLANSs to an interface before you can go to the SSC Setup pane and sel ect
one for the SSC.

Do not configure NAT for the management address. For initial setup with ASDM, you need to accessthe
real address. After initial setup (where you set the the password in the SSC), you can configure NAT and
supply ASDM with the translated address when you want to access the SSC on the Configuration > IPS
pane.

Stepl  If you are configuring the SSC for the first time, in the ASDM main window, choose Configuration >
Device Setup > SSC Setup.
~
Note  If youclick the I PS tab before you have configured the SSC, the Stop dialog box appears. Click
OK to have ASDM redirect you to the SSC Setup pane. You must define the settingsin the SSC
Setup pane before you can access any part of the GUI.
Step2  Inthe Management Interface area, do the following:
a. Choose the Interface VLAN from the drop-down list.
This setting allows you to manage the SSC using this VLAN.
Cisco Security Appliance Configuration Guide using ASDM
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Configuring the SSC Management Interface

Step 3

Step 4

Step 5

Step 6

~
Note  The following settings are written to the SSC application configuration, not the security
appliance configuration.

b. Enter the IP address.
c. Choose the subnet mask from the drop-down list.
d. Enter the default gateway | P address.

If the management station is on a directly-connected security appliance network, then set the
gateway to be the ASA 5505 VLAN interface address. If the management station is on a remote
network, then set the gateway to the address of an upstream router on the management VLAN.

In the Management Access List area, do the following.
A

Note  The following settings are written to the SSC application configuration, not the security
appliance configuration.

a. Enter the IP address for the host network.
b. Choose the subnet mask from the drop-down list.
c. Click Add to add these settings to the Allowed Hosts/Networks list.

~

Note  After you click Add, make sure you save the management settings you have just defined by
clicking Apply. If you decide to remove these settings, continue to the next substep.
Otherwise, go to Step 4.

d. Todeletethese settings, inthe ASDM main window, click the | PStab. Choose Configuration > I PS
> Sensor Setup > Allowed Hosts/Networ ks. Choose the host or network that you want to remove
from the list, and click Delete. To add new management settings, you can either click Add in the
existing pane or return to the SSC Setup pane by choosing Configuration > Device Setup > SSC
Setup.

In the IPS Password area, do the following:
~

Note  The following settings are written to the SSC application configuration, not the security
appliance configuration.

a. Enter the password. The default password is “cisco.”

b. Enter the new password, and confirm the change.

Click Apply to save the settings to the running configuration.

The SSC Setup completed dialog box appears only after the initial configuration.

To complete the SSC application configuration and have ASDM go directly to the Configuration > IPS
> Sensor Setup > Startup Wizard screen, do one of the following:

- Click the I PS button in the navigation pane.
« Click the Configure the IPS SSC module link.
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)

Note If you want to change the SSC configuration settings at a later date, click the | PS tab.

Troubleshooting

To reset the password, choose Tools > | PS Passwor d Reset. If you change the password, the Status
dialog box appears, indicating that the new sensor password is being saved to the SSC application
configuration.

After you have logged in and defined a new password, you do not need to log in to the IPS SSC
application again. If you cannot connect to the IPS SSC application with the new password, restart
ASDM and try to log in again.

If you have defined a new password and still have a existing password that is different than the new
password, clear the password cache by choosing File > Clear ASDM Password Cache, then restart
ASDM and try to log in again.

If you upgrade the ASA 5505 and add an SSC, make sure that the factory default | P address of the ASA
5505 startsat 192.168.1.5, because the factory default | P address of the SSC is 192.168.1.2. If aconflict
occurs during configuration, a warning message appears.

At startup, make sure that the TFTP URL download location is valid, because if the ASA 5505 cannot
detect avalid image to download, the SSC application does not start and the following error message

appears:

Autoboot Error\System Halt

Note  If you restart the security appliance, the SSC is not automatically restarted. For more information, see
the “Managing SSMs and SSCs” section in the Cisco ASA 5500 Series Configuration Guide using the
CLI.

Where to Go Next

See Chapter 30, “Configuring the IPS Application on the AIP SSM and SSC.”
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Configuring Security Contexts

This chapter describes how to use security contexts and enable multiple context mode. This chapter
includes the following sections:

- Security Context Overview, page 11-1

- Enabling or Disabling Multiple Context Mode, page 11-9
» Configuring Resource Classes, page 11-10

» Configuring Security Contexts, page 11-16

Security Context Overview

You can partition a single security applianceinto multiple virtual devices, known as security contexts.
Each context is an independent device, with its own security policy, interfaces, and administrators.
Multiple contexts are similar to having multiple standal one devices. Many features are supported in
multiple context mode, including routing tables, firewall features, |PS, and management. Some features
are not supported, including VPN and dynamic routing protocols.

In multiple context mode, the security appliance includes a configuration for each context that identifies
the security policy, interfaces, and almost all the options you can configure on a standalone device. The
system administrator adds and manages contexts by configuring them in the system configuration,
which, like asingle mode configuration, isthe startup configuration. The system configuration identifies
basic settings for the security appliance. The system configuration does not include any network
interfaces or network settings for itself; rather, when the system needs to access network resources (such
as downloading the contexts from the server), it uses one of the contexts that is designated as the admin
context.

The admin context is just like any other context, except that when a user logs in to the admin context,
then that user has system administrator rights and can access the system and all other contexts.

This section provides an overview of security contexts, and includes the following topics:
« Common Uses for Security Contexts, page 11-2
» Unsupported Features, page 11-2
- Context Configuration Files, page 11-2
» How the Security Appliance Classifies Packets, page 11-2
» Management Access to Security Contexts, page 11-8
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Common Uses for Security Contexts

You might want to use multiple security contextsin the following situations:

- You are a service provider and want to sell security services to many customers. By enabling
multiple security contexts on the security appliance, you can implement a cost-effective,
space-saving solution that keeps all customer traffic separate and secure, and also eases
configuration.

« You are alarge enterprise or a college campus and want to keep departments completely separate.
« You are an enterprise that wants to provide distinct security policies to different departments.
« You have any network that requires more than one security appliance.

Unsupported Features

Multiple context mode does not support the following features:
« Dynamic routing protocols

Security contexts support only static routes. You cannot enable OSPF or RIP in multiple context
mode.

« VPN
» Multicast routing. Multicast bridging is supported.
» Threat Detection

Context Configuration Files

Each context has its own configuration file that identifies the security policy, interfaces, and, for
supported features, all the options you can configure on a standalone device. You can store context
configurations on the internal Flash memory or the external Flash memory card, or you can download
them from aTFTPR, FTPR, or HTTP(S) server.

In addition to individual security contexts, the security appliance also includes a system configuration
that identifies basic settings for the security appliance, including alist of contexts. Like the single mode
configuration, this configuration resides as the startup configuration.

The system configuration does not include any network interfaces or network settings for itself; rather,
when the system needs to access network resources (such as downloading the contexts from a server), it
uses one of the contexts that is designated as the admin context. The system configuration does include
a specialized failover interface for failover traffic only. If your system is already in multiple context
mode, or if you convert from single mode, the admin context is created automatically as a file on the
internal Flash memory called admin.cfg. This context is named “admin.” If you do not want to use
admin.cfg as the admin context, you can change the admin context.

How the Security Appliance Classifies Packets

Each packet that enters the security appliance must be classified, so that the security appliance can
determine to which context to send a packet. This section includes the following topics:

- Valid Classifier Criteria, page 11-3
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- Invalid Classifier Criteria, page 11-4
- Classification Examples, page 11-4
N

Note  If the destination MAC address is amulticast or broadcast MAC address, the packet is duplicated and
delivered to each context.

Valid Classifier Criteria

This section describes the criteria used by the classifier, and includes the following topics:
« Unique Interfaces, page 11-3
» Unique MAC Addresses, page 11-3
« NAT Configuration, page 11-3

Unique Interfaces

If only one context is associated with the ingress interface, the security appliance classifies the packet
into that context. In transparent firewall mode, unique interfacesfor contextsarerequired, so this method
is used to classify packets at all times.

Unigue MAC Addresses

If multiple contexts share an interface, then the classifier uses the interface MAC address. The security
appliance letsyou assign adifferent MAC addressin each context to the same shared interface, whether
itisashared physical interface or ashared subinterface. By default, shared interfaces do not have unique
MAC addresses; the interface uses the physical interface burned-in MAC address in every context. An
upstream router cannot route directly to a context without uniqgue MAC addresses. You can set the MAC
addresses manually when you configure each interface (see Chapter 9, “ Configuring Interfaces’), or you
can automatically generate MAC addresses (see the “Automatically Assigning MAC Addresses” section
on page 11-18).

NAT Configuration

If you do not have uniqgue MAC addresses, then the classifier intercepts the packet and performs a
destination | P address lookup. All other fields are ignored; only the destination IP addressis used. To
use the destination address for classification, the classifier must have knowledge about the subnets
located behind each security context. The classifier relies on the NAT configuration to determine the
subnets in each context. The classifier matches the destination I P address to either a static command or
aglobal command. In the case of the global command, the classifier does not need a matching nat
command or an active NAT session to classify the packet. Whether the packet can communicate with the
destination | P address after classification depends on how you configure NAT and NAT control.

For example, the classifier gains knowledge about subnets 10.10.10.0, 10.20.10.0 and 10.30.10.0 when
the context administrators configure static commands in each context:

« Context A:

static (inside,shared) 10.10.10.0 10.10.10.0 netmask 255.255.255.0

- Context B:

static (inside,shared) 10.20.10.0 10.20.10.0 netmask 255.255.255.0

« Context C:
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static (inside,shared) 10.30.10.0 10.30.10.0 netmask 255.255.255.0

~

Note  For management traffic destined for an interface, the interface P address is used for classification.

Invalid Classifier Criteria

The following configurations are not used for packet classification:

« NAT exemption—The classifier does not use a NAT exemption configuration for classification
purposes because NAT exemption does not identify a mapped interface.

« Routing table—If a context includes a static route that points to an external router as the next-hop
to asubnet, and adifferent context includes astatic command for the same subnet, then the classifier
uses the static command to classify packets destined for that subnet and ignores the static route.

Classification Examples

Figure 11-1 shows multiple contexts sharing an outside interface. The classifier assigns the packet to
Context B because Context B includes the MAC address to which the router sends the packet.

Figure 11-1 Packet Classification with a Shared Interface using MAC Addresses
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Figure 11-2 shows multiple contexts sharing an outside interface without MAC addresses assigned. The
classifier assigns the packet to Context B because Context B includes the address translation that
matches the destination address.

Figure 11-2 Packet Classification with a Shared Interface using NAT

Packet Destination:
7 209.165.201.3

‘ GE 0/0.1 (Shared Interface)

| Classifier |
Admin
Context Context A Context B Y
-@ -C) . I Dest Addr Translation
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Admin
Network
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] ] ]
A— A—; A—
Host Host Host
10.1.1.13 10.1.1.13 10.1.1.13

Note that all new incoming traffic must be classified, even from inside networks. Figure 11-3 shows a
host on the Context B inside network accessing the Internet. The classifier assigns the packet to Context
B because the ingress interface is Gigabit Ethernet 0/1.3, which is assigned to Context B.

Note  If you shareaninsideinterface and do not use unique MAC addresses, the classifier imposes some major
restrictions. The classifier relies on the address translation configuration to classify the packet within a
context, and you must translate the destination addresses of the traffic. Because you do not usually
perform NAT on outside addresses, sending packets from inside to outside on a shared interface is not
always possible; the outside network is large, (the Web, for example), and addresses are not predictable
for an outside NAT configuration. If you share an inside interface, we suggest you use uniqgue MAC
addresses.

Cisco Security Appliance Configuration Guide using ASDM
I oL-18494-03 .m



Chapter 11

Configuring Security Contexts |

Security Context Overview

Incoming Traffic from Inside Networks

Figure 11-3
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For transparent firewalls, you must use unique interfaces. Figure 11-4 shows a host on the Context B
inside network accessing the Internet. The classifier assigns the packet to Context B because the ingress
interface is Gigabit Ethernet 1/0.3, which is assigned to Context B.

Figure 11-4 Transparent Firewall Contexts
Y
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Cascading Security Contexts

Placing a context directly in front of another context is called cascading contexts; the outside interface
of one context isthe sameinterface astheinsideinterface of another context. You might want to cascade
contextsif you want to simplify the configuration of some contexts by configuring shared parametersin
the top context.

Note  Cascadi ng contexts requires that you configure unique MAC addresses for each context interface.
Because of the limitations of classifying packets on shared interfaces without MAC addresses, we do not
recommend using cascading contexts without unique MAC addresses.
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Figure 11-5 shows a gateway context with two contexts behind the gateway.

Figure 11-5 Cascading Contexts
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Management Access to Security Contexts

153366

The security appliance provides system administrator access in multiple context mode as well as access
for individual context administrators. The following sections describe logging in as a system
administrator or as a a context administrator:

- System Administrator Access, page 11-8
- Context Administrator Access, page 11-9

System Administrator Access

You can access the security appliance as a system administrator in two ways:
» Access the security appliance console.
From the console, you access the system execution space.
» Access the admin context using Telnet, SSH, or ASDM.

See Configuring Authentication for Network Access, page 24-1 to enable Telnet, SSH, and ASDM
access.

As the system administrator, you can access all contexts.

When you change to a context from admin or the system, your username changes to the default
“enable_15" username. If you configured command authorization in that context, you need to either
configure authorization privileges for the “enable_15" user, or you can log in as a different name for
which you provide sufficient privileges in the command authorization configuration for the context. To
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log in with ausername, enter the login command. For example, you log in to the admin context with the
username “admin.” The admin context does not have any command authorization configuration, but all
other contexts include command authorization. For convenience, each context configuration includes a
user “admin” with maximum privileges. When you change from the admin context to context A, your
username is altered, so you must log in again as “admin” by entering the login command. When you
change to context B, you must again enter the login command to log in as “admin.”

The system execution space does not support any AAA commands, but you can configure its own enable
password, as well as usernames in the local database to provide individual logins.

Context Administrator Access

You can access a context using Telnet, SSH, or ASDM. If you log in to a non-admin context, you can
only access the configuration for that context. You can provide individual logins to the context. See
Configuring Authentication for Network Access, page 24-1 to enable Telnet, SSH, and SDM access and
to configure management authentication.

Enabling or Disabling Multiple Context Mode

Your security appliance might already be configured for multiple security contexts depending on how
you ordered it from Cisco. If you are upgrading, however, you might need to convert from single mode
to multiple mode by following the procedures in this section.

ASDM supports changing modes from single to multiple mode if you use the High Availability and
Scalability Wizard and you enable Active/Active failover. See the “Accessing and Using the High
Availability and Scalability Wizard” section on page 17-5 for more information.

If you do not want to use Active/Active failover or want to change back to single mode, you must change
modes at the CL 1. This section describes changing modes at the CLI, and includes the following topics:

- Backing Up the Single Mode Configuration, page 11-9
- Enabling Multiple Context Mode, page 11-9
» Restoring Single Context Mode, page 11-10

Backing Up the Single Mode Configuration

When you convert from single mode to multiple mode, the security appliance converts the running
configuration into two files. The original startup configuration is not saved, so if it differs from the
running configuration, you should back it up before proceeding.

Enabling Multiple Context Mode

The context mode (single or multiple) is not stored in the configuration file, even though it does endure
reboots. If you need to copy your configuration to another device, set the mode on the new device to
match using the mode command.

When you convert from single mode to multiple mode, the security appliance converts the running
configuration into two files: a new startup configuration that comprises the system configuration, and
admin.cfg that comprises the admin context (in the root directory of the internal Flash memory). The
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original running configuration is saved as old_running.cfg (in the root directory of the internal Flash
memory). The original startup configuration is not saved. The security appliance automatically adds an
entry for the admin context to the system configuration with the name “admin.”

To enable multiple mode, enter the following command:

hostname (config) # mode multiple

You are prompted to reboot the security appliance.

Restoring Single Context Mode

Step 1

Note

Step 2

If you convert from multiple mode to single mode, you might want to first copy afull startup
configuration (if available) to the security appliance; the system configuration inherited from multiple
mode is not a complete functioning configuration for a single mode device. Because the system
configuration does not have any network interfaces as part of its configuration, you must access the
security appliance from the console to perform the copy.

To copy the old running configuration to the startup configuration and to change the mode to single
mode, perform the following steps in the system execution space:

To copy the backup version of your original running configuration to the current startup configuration,
enter the following command in the system execution space:

hostname (config) # copy flash:old running.cfg startup-config

Be sure that you do not save the current running configuration, or it will overwrite the one you just
copied.

To set the mode to single mode, enter the following command in the system execution space:

hostname (config) # mode single

The security appliance reboots.

Configuring Resource Classes

By default, all security contexts have unlimited access to the resources of the security appliance, except
where maximum limits per context are enforced. However, if you find that one or more contexts use too
many resources, and they cause other contexts to be denied connections, for example, then you can
configure resource management to limit the use of resources per context.

This section includes the following topics:
« Classes and Class Members Overview, page 11-11
» Adding a Resource Class, page 11-13
« Monitoring Context Resource Usage, page 11-15
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Resource Limits

The security appliance manages resources by assigning contexts to resource classes. Each context uses
the resource limits set by the class. This section includes the following topics:

- Resource Limits, page 11-11
» Default Class, page 11-12
» Class Members, page 11-13

When you create a class, the security appliance does not set aside a portion of the resources for each
context assigned to the class; rather, the security appliance sets the maximum limit for a context. If you
oversubscribe resources, or allow some resources to be unlimited, a few contexts can “use up” those
resources, potentially affecting service to other contexts.

You can set the limit for individual resources, as a percentage (if thereis a hard system limit) or as an
absolute value.

You can oversubscribe the security appliance by assigning more than 100 percent of aresource across
al contexts. For example, you can set the Bronze class to limit connections to 20 percent per context,
and then assign 10 contextsto the class for atotal of 200 percent. If contexts concurrently use more than
the system limit, then each context gets less than the 20 percent you intended. (See Figure 11-6.)

Figure 11-6 Resource Oversubscription

Total Number of System Connections = 999,900
Max. 20%
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8% |
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1 2 3 4 5
Contexts in Class

Maximum connections
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D Connections in use.

Connections denied
because system limit
was reached.

104895

10

If you assign an absolute value to a resource across all contexts that exceeds the practical limit of the
security appliance, then the performance of the security appliance might be impaired.

The security appliance lets you assign unlimited access to one or more resources in a class, instead of a
percentage or absolute number. When aresource is unlimited, contexts can use as much of the resource
as the system has available or that is practically available. For example, Context A, B, and C arein the
Silver Class, which limits each class member to 1 percent of the connections, for atotal of 3 percent; but
the three contexts are currently only using 2 percent combined. Gold Class has unlimited access to
connections. The contexts in the Gold Class can use more than the 97 percent of “unassigned”
connections; they can also use the 1 percent of connections not currently in use by Context A, B, and C,
even if that means that Context A, B, and C are unable to reach their 3 percent combined limit. (See
Figure 11-7.) Setting unlimited access is similar to oversubscribing the security appliance, except that
you have less control over how much you oversubscribe the system.
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Figure 11-7 Unlimited Resources
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Default Class

All contexts belong to the default classif they are not assigned to another class; you do not have to
actively assign a context to the default class.

If acontext belongsto aclass other than the default class, those class settings always override the default
class settings. However, if the other class has any settings that are not defined, then the member context
uses the default class for those limits. For example, if you create a class with a 2 percent limit for all
concurrent connections, but no other limits, then all other limits are inherited from the default class.
Conversely, if you create aclasswith alimit for all resources, the class uses no settings from the default
class.

By default, the default class provides unlimited access to resources for all contexts, except for the
following limits, which are by default set to the maximum allowed per context:

« Telnet sessions—>5 sessions.

e SSH sessions—5 sessions.

« |PSec sessions—5 sessions.

» MAC addresses—65,535 entries.
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Figure 11-8 shows the relationship between the default class and other classes. Contexts A and C belong
to classes with some limits set; other limits are inherited from the default class. Context B inherits no
limits from default because all limits are set in its class, the Gold class. Context D was not assigned to
aclass, and is by default a member of the default class.

Figure 11-8 Resource Classes
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To use the settings of a class, assign the context to the class when you define the context. All contexts

belong to the default classif they are not assigned to another class; you do not have to actively assign a
context to default. You can only assign a context to one resource class. The exception to thisruleisthat
limits that are undefined in the member class are inherited from the default class; so in effect, a context
could be a member of default plus another class.

Adding a Resource Class

Step 1

Step 2

Step 3
Step 4

For more information about resource classes, see the “ Classes and Class Members Overview” section on
page 11-11.

To add aresource class, perform the following steps:

If you are not already in the System configuration mode, in the Device List pane, double-click System
under the active device |P address.

On the Context Management > Resource Class pane, click Add.
The Add Resource Class dialog box appears.
In the Resource Class field, enter a class name up to 20 characters in length.

In the Count Limited Resources area, set the concurrent limits for resources.
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For resources that do not have a system limit, you cannot set the percentage; you can only set an absolute
value. If you do not set alimit, the limit is inherited from the default class. If the default class does not
set alimit, then the resource is unlimited, or the system limit if available.

You can set one or more of the following limits:

Hosts—Sets the limit for concurrent hosts that can connect through the security appliance. Select
the check box to enable this limit. If you set the limit to O, it is unlimited.

Telnet—Sets the limit for concurrent Telnet sessions. Select the check box to enable this limit. You
can set the limit as a percentage by entering any integer greater than 1 and selecting Per cent from
the list. You can assign more than 100 percent if you want to oversubscribe the device. Or you can
set the limit as an absolute val ue by entering an integer between 1 and 5 and selecting Absolute from
the list. The system has a maximum of 100 sessions divided between all contexts.

ASDM Sessions—Sets the limit for concurrent ASDM sessions. Select the check box to enable this
limit. You can set the limit as a percentage by entering any integer greater than 1 and selecting
Per cent from thelist. You can assign more than 100 percent if you want to oversubscribe the device.
Or you can set the limit as an absolute value by entering an integer between 1 and 5 and selecting
Absolute from the list. The system has a maximum of 80 sessions divided between all contexts.
ASDM sessions use two HTTPS connections: one for monitoring that is always present, and one for
making configuration changes that is present only when you make changes. For example, the system
limit of 32 ASDM sessions represents alimit of 64 HTTPS sessions, divided between all contexts.

Connections—Sets the limit for concurrent TCP or UDP connections between any two hosts,
including connections between one host and multiple other hosts. Select the check box to enable this
limit. You can set the limit as a percentage by entering any integer greater than 1 and selecting
Per cent from thelist. You can assign more than 100 percent if you want to oversubscribe the device.
Or you can set the limit as an absolute value by entering an integer between 0 (system limit) and the
system limit for your model, and selecting Absolute from the list. See the Release Notes for

Cisco ASDM for the connection limit for your model.

Xlates—Sets the limit for address translations. Select the check box to enable this limit. If you set
the limit to O, it is unlimited.

SSH—Setsthelimit for SSH sessions. Select the check box to enablethislimit. You can set the limit
as a percentage by entering any integer greater than 1 and selecting Per cent from the list. You can
assign more than 100 percent if you want to oversubscribe the device. Or you can set the limit as an
absolute value by entering an integer between 1 and 5 and selecting Absolute from the list. The
system has a maximum of 100 sessions divided between all contexts.

MAC Entries—(Transparent mode only) Setsthe limit for MAC address entriesin the MAC address
table. Select the check box to enable thislimit. You can set the limit as a percentage by entering any
integer greater than 1 and selecting Per cent from the list. You can assign more than 100 percent if
you want to oversubscribe the device. Or you can set the limit as an absolute value by entering an
integer between 0 (system limit) and 65535 and selecting Absolute from the list.

Step5  Inthe Rate Limited Resources area, set the rate limit for resources.

If you do not set alimit, the limit is inherited from the default class. If the default class does not set a
limit, then it is unlimited by default.

You can set one or more of the following limits:

Conns/sec—Sets the limit for connections per second. Select the check box to enable this limit. If
you set the limit to O, it is unlimited.

Syslogs/sec—Sets the limit for system log messages per second. Select the check box to enable this
limit. If you set the limit to O, it is unlimited.
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- Inspects/sec—Sets the limit for application inspections per second. Select the check box to enable
thislimit. If you set the limit to O, it is unlimited.

Step6  Click OK.

Monitoring Context Resource Usage

To monitor resource usage of all contexts from the system execution space, perform the following steps:

Stepl  If youarenot already inthe System mode, in the Device List pane, double-click System under the active
device IP address.

Step2  Click the Monitoring button on the toolbar.

Step3  Click Context Resource Usage.

Click each resource type to view the resource usage for all contexts:

- ASDM —Shows the usage of ASDM connections.

Context—Shows the name of each context.
Existing Connections (#)—Shows the number of existing connections.

Existing Connections (%)—Shows the connections used by this context as a percentage of the
total number of connections used by all contexts.

Peak Connections (#)—Shows the peak number of connections since the statistics were last
cleared, either using the clear resource usage command or because the device rebooted.

» Telnet—Shows the usage of Telnet connections.

Context—Shows the name of each context.
Existing Connections (#)—Shows the number of existing connections.

Existing Connections (%)—Shows the connections used by this context as a percentage of the
total number of connections used by all contexts.

Peak Connections (#)—Shows the peak number of connections since the statistics were last
cleared, either using the clear resource usage command or because the device rebooted.

» SSH—Shows the usage of SSH connections.

Context—Shows the name of each context.
Existing Connections (#)—Shows the number of existing connections.

Existing Connections (%)—Shows the connections used by this context as a percentage of the
total number of connections used by all contexts.

Peak Connections (#)—Shows the peak number of connections since the statistics were last
cleared, either using the clear resource usage command or because the device rebooted.

» Xlates—Shows the usage of netword address translations.

Context—Shows the name of each context.
Xlates (#)—Shows the number of current xlates.

Xlates (%)—Shows the xlates used by this context as a percentage of the total number of xlates
used by all contexts.
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- Peak (#)—Shows the peak number of xlates since the statistics were last cleared, either using
the clear resource usage command or because the device rebooted.

+« NATs—Shows the number of NAT rules.
- Context—Shows the name of each context.
— NATs (#)—Shows the current number of NAT rules.

- NATs (%)—Shows the NAT rules used by this context as a percentage of the total number of
NAT rules used by all contexts.

- Peak NATSs (#)—Shows the peak number of NAT rules since the statistics were last cleared,
either using the clear resour ce usage command or because the device rebooted.

» Syslogs—Shows the rate of system log messages.
- Context—Shows the name of each context.
- Syslog Rate (#/sec)—Shows the current rate of system log messages.

- Syslog Rate (%)—Shows the system |og messages generated by this context as a percentage of
the total number of system log messages generated by all contexts.

- Peak Syslog Rate (#/sec)—Shows the peak rate of system |og messages since the statistics were
last cleared, either using the clear resource usage command or because the device rebooted.

Click Refresh to refresh the view.

Configuring Security Contexts

This section describes how to add security contexts, and includes the following topics:
- Adding a Security Context, page 11-16
- Automatically Assigning MAC Addresses, page 11-18

For more information about security contexts, see the “ Security Context Overview” section on
page 11-1.

Adding a Security Context

Step 1

Step 2

Step 3

Step 4

For more information about security contexts, see the “ Security Context Overview” section on
page 11-1.

To add a security context, perform the following steps:

If you are not already in the System configuration mode, in the Device List pane, double-click System
under the active device |P address.

On the Context Management > Security Contexts pane, click Add.
The Add Context dialog box appears.
In the Security Context field, enter the context name as a string up to 32 characters long.

This name is case sensitive, so you can have two contexts named “customerA” and “ CustomerA,” for
example. “System” or “Null” (in upper or lower case letters) are reserved names, and cannot be used.

In the Interface Allocation area, click the Add button to assign an interface to the context.
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Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

Step 12

Step 13
Step 14

Step 15

Configuring Security Contexts ||

From the Interfaces > Physical Interface drop-down list, choose an interface.

You can assign the main interface, in which case you leave the subinterface ID blank, or you can assign
a subinterface or arange of subinterfaces associated with this interface. In transparent firewall mode,
only interfacesthat have not been allocated to other contexts are shown. If the main interface was already
assigned to another context, then you must choose a subinterface.

(Optional) In the Interfaces > Subinterface Range (optional) drop-down list, choose a subinterface ID.
For arange of subinterface IDs, choose the ending ID in the second drop-down list, if available.
In transparent firewall mode, only subinterfaces that have not been allocated to other contexts are shown.

(Optional) In the Aliased Names area, check Use Aliased Name in Context to set an aliased name for
this interface to be used in the context configuration instead of the interface ID.

a. Inthe Name field, sets the aliased name.

An aliased name must start with aletter, end with aletter, and have asinterior charactersonly letters,
digits, or an underscore. This field lets you specify a name that ends with aletter or underscore; to
add an optional digit after the name, set the digit in the Range field.

b. (Optional) In the Range field, set the numeric suffix for the aliased name.
If you have arange of subinterfaces, you can enter arange of digits to be appended to the name.

(Optional) To enable context users to see physical interface properties even if you set an aliased name,
check Show Hardware Propertiesin Context.

Click OK to return to the Add Context dialog box.

(Optional) If you use I PSvirtual sensors, then assign a sensor to the context in the IPS Sensor Allocation
area.

For detailed information about | PS and virtual sensors, see Chapter 30, “Configuring the IPS
Application on the AIP SSM and SSC.”

(Optional) To assign this context to aresource class, choose a class name from the Resource Assignment
> Resource Class drop-down list.

You can add or edit aresource class directly from this area. See the “Configuring Resource Classes’
section on page 11-10 for more information.

To set the context configuration location, identify the URL by choosing a file system type from the
Config URL drop-down list and entering a path in the field.

For example, the combined URL for FTP has the following format:
ftp://server.example.com/configs/admin.cfg
(Optional) For external filesystems, set the username and password by clicking L ogin.

(Optional) To set the failover group for active/active failover, choose the group name in the Failover
Group drop-down list.

(Optional) Add a description in the Description field.
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Automatically Assigning MAC Addresses

This section tells how to configure auto-generation of MAC addresses, and includes the following
sections:

« Information About MAC Addresses, page 11-18

» Default MAC Address, page 11-18

- Failover MAC Addresses, page 11-18

- MAC Address Format, page 11-19

» Enabling Auto-Generation of MAC Addresses, page 11-19
- Viewing Assigned MAC Addresses, page 11-19

Information About MAC Addresses

To allow contexts to share interfaces, we suggest that you assign unique MAC addresses to each shared
context interface. The MAC addressis used to classify packetswithin acontext. If you share an interface,
but do not have unique MAC addresses for the interface in each context, then the destination | P address
isused to classify packets. The destination address is matched with the context NAT configuration, and
this method has some limitations compared to the MAC address method. See the “How the Security
Appliance Classifies Packets” section on page 11-2 for information about classifying packets.

In the rare circumstance that the generated MAC address conflicts with another private MAC addressin
your network, you can manually set the MAC address for the interface within the context. See the
Chapter 9, “Configuring Interfaces,” to manually set the MAC address.

Default MAC Address

By default, the physical interface uses the burned-in MAC address, and all subinterfaces of a physical
interface use the same burned-in MAC address.

All auto-generated MAC addresses start with A2. The auto-generated MAC addresses are persistent
across reloads.

Interaction with Manual MAC Addresses

If you manually assign a MAC address and also enable auto-generation, then the manually assigned
MAC addressis used. If you later remove the manual MAC address, the auto-generated addressis used.

Because auto-generated addresses start with A2, you cannot start manual MAC addresseswith A2 if you
also want to use auto-generation.

Failover MAC Addresses

For use with failover, the security appliance generates both an active and standby MAC address for each
interface. If the active unit fails over and the standby unit becomes active, the new active unit starts using
the active MAC addresses to minimize network disruption. See the “MAC Address Format” section for
more information.

For upgrading failover units with the legacy version of the mac-address auto command before the
prefix keyword was introduced, see the mac-address auto command in the Cisco ASA 5500 Series
Command Reference.
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MAC Address Format

The security appliance generates the MAC address using the following format:
A2xX.yyzz.zzzz

Where xx.yy is a user-defined prefix, and zz.zzzz is an internal counter generated by the security
appliance. For the standby MAC address, the address is identical except that the internal counter is
increased by 1.

For an example of how the prefix is used, if you set a prefix of 77, then the security appliance converts
77 into the hexadecimal value 004D (yyxx). When used inthe MAC address, the prefix isreversed (xXxyy)
to match the security appliance native form:

A24D.00zz.zzzz
For a prefix of 1009 (03F1), the MAC addressis:
A2F1.03zz.zzzz

Enabling Auto-Generation of MAC Addresses

To enable automatic MAC address assignment, perform the following steps:

Stepl If you are not already in the System configuration mode, in the Device List pane, double-click System
under the active device | P address.

Step2  Choose the Configuration > Context Management > Security Contexts pane, and check
Mac-Address auto.

Step3  Check the Prefix check box, and in the field, enter a a decimal value between 0 and 65535.

This prefix is converted to a 4-digit hexadecimal number, and used as part of the MAC address. The
prefix ensures that each security appliance uses unique MAC addresses, so you can have multiple
security appliances on anetwork segment, for example. Seethe“MAC Address Format” section for more
information about how the prefix is used.

When you configure a name for the interface in a context, the new MAC address is generated
immediately. If you enable this option after you configure context interfaces, then MAC addresses are
generated for all interfaces immediately after you apply it. If you disable the option, the MAC address
for each interface revertsto the default MAC address. For example, subinterfaces of GigabitEthernet 0/1
revert to using the MAC address of GigabitEthernet 0/1.

Note  For the MAC address generation method when not using a prefix (not recommended), see the
mac-address auto command in the Cisco ASA 5500 Series Command Reference.

Viewing Assigned MAC Addresses
You can view auto-generated M AC addresses within the system configuration or within the context. This
section includes the following topics:
» Viewing MAC Addresses in the System Configuration, page 11-20
« Viewing MAC Addresses Within a Context, page 11-20
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Viewing MAC Addresses in the System Configuration

Step 1

Step 2

To view the assigned MAC addresses from the system execution space, perform the following steps:

If you are not already in the System configuration mode, in the Device List pane, double-click System
under the active device |P address.

Choose the Configuration > Context Management > Security Contexts pane, and view the Primary

MAC and Secondary MAC columns.

~

Note  If you manually assign a MAC address to an interface, but also have auto-generation enabled,
the auto-generated address continues to show in the configuration even though the manual MAC
addressistheonethat isin use. If you later remove the manual MAC address, the auto-generated
one shown will be used.

Viewing MAC Addresses Within a Context

Step 1

Step 2

To view the MAC address in use by each interface within the context,

If you are not already in the System configuration mode, in the Device List pane, double-click System
under the active device |P address.

Choose the Configuration > Interfaces pane, and view the MAC Address address column.

This table shows the MAC address in use; if you manually assign a MAC address and also have
auto-generation enabled, then you can only view the unused auto-generated address from within the
system configuration.
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Configuring Dynamic And Static Routing

To configure static routes and dynamic routing protocols, go to Configuration > Device Setup >
Routing area of the ASDM interface.

You can configure up to two OSPF, one EIGRP, and one RIP routing process on the security appliance
at the same time. Dynamic routing is only available on security appliances in routed firewall mode; you
cannot configure dynamic routing protocols on a security appliance in transparent firewall mode.

You can configure static routes on security appliancesin either routed or transparent firewall mode. You
can use the static route tracking feature to have the security appliance a backup static route if a primary
static route becomes unavailable.

This section contains the following topics:
- Dynamic Routing, page 12-1
- Static Routes, page 12-40
« ASR Group, page 12-46
< Proxy ARPs, page 12-47

Dynamic Routing

OSPF

This section contains the following topics:
e OSPF, page 12-1
* RIP page 12-22
- EIGRP, page 12-28

OSPF is an interior gateway routing protocol that uses link states rather than distance vectors for path
selection. OSPF propagates link-state advertisements rather than routing table updates. Because only

L SAsare exchanged instead of the entire routing tables, OSPF networks converge more quickly than RIP
networks.

OSPF supports MD5 and clear text neighbor authentication. Authentication should be used with all
routing protocols when possible because route redistribution between OSPF and other protocols (like
RIP) can potentially be used by attackers to subvert routing information.

[ oL-18494-03
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Setup

Note

If NAT isused, if OSPF is operating on public and private areas, and if address filtering is required, then
you need to run two OSPF processes—one process for the public areas and one for the private areas.

A router that has interfaces in multiple areasis called an Area Border Router (ABR). A router that acts
as agateway to redistribute traffic between routers using OSPF and routers using other routing protocols
is called an Autonomous System Boundary Router (ASBR).

An ABR uses L SAs to send information about available routes to other OSPF routers. Using ABR type
3 LSA filtering, you can have separate private and public areas with the security appliance acting as an
ABR. Type 3 LSAs (inter-area routes) can befiltered from one area to other. Thisletsyou use NAT and
OSPF together without advertising private networks.

Only type 3 LSAs can be filtered. If you configure the security appliance as an ASBR in a private
network, it will send type 5 LSAs describing private networks, which will get flooded to the entire AS
including public areas.

If NAT is employed but OSPF is only running in public areas, then routes to public networks can be
redistributed inside the private network, either as default or type 5 AS External LSAs. However, you
need to configure static routes for the private networks protected by the security appliance. Also, you
should not mix public and private networks on the same security appliance interface.

You can have two OSPF routing processes, one RIP routing process, and one EIGRP routing process
running on the security appliance at the same time.

For more information about enabling and configuring OSPF, see the following:
» Setup, page 12-2
- Filtering, page 12-8
» Interface, page 12-10
» Redistribution, page 12-15
- Static Neighbor, page 12-17
e Summary Address, page 12-18
- Virtua Link, page 12-20

The Setup pane lets you enable OSPF processes, configure OSPF areas and networks, and define OSPF
route summarization.

For more information about configuring these areas, see the following:
» Setup > Process Instances Tab, page 12-3
» Setup > Area/Networks Tab, page 12-5
» Setup > Route Summarization Tab, page 12-7

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Setup > Process Instances Tab

You can enable up to two OSPF process instances. Each OSPF process has its own associated areas and
networks.

Fields
» OSPF Process 1 and 2 areas—Each area contains the settings for a specific OSPF process.

» Enable this OSPF Process—Check the check box to enable an OSPF process. Uncheck this check
box to remove the OSPF process.

» OSPF Process | D—Enter aunique numeric identifier for the OSPF process. This process ID is used
internal and does not need to match the OSPF process ID on any other OSPF devices. Valid values
are from 1 to 65535.

» Advanced—Opens the Edit OSPF Process Advanced Properties dialog box, where you can
configure the Router 1D, Adjacency Changes, Administrative Route Distances, Timers, and Default
Information Originate settings. See Edit OSPF Process Advanced Properties, page 12-3 for more
information.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Edit OSPF Process Advanced Properties

You can edit process-specific settings, such asthe Router D, Adjacency Changes, Administrative Route
Distances, Timers, and Default Information Originate settings, in the Edit OSPF Process Advanced
Properties dialog box.

Fields
» OSPF Process—Displays the OSPF process you are configuring. You cannot change this value.

» Router ID—To used afixed router ID, enter arouter ID in |P address format in the Router ID field.
If you leave this value blank, the highest-level 1P address on the security appliance is used as the
router |D.

» Ignore LSA MOSPF—Check this check box to suppress the sending of system log messages when
the security appliance receives type 6 (MOSPF) LSA packets. This setting is unchecked by default.

Cisco Security Appliance Configuration Guide using ASDM
I oL-18494-03 .m



Chapter 12 Configuring Dynamic And Static Routing |

Dynamic Routing

RFC 1583 Compatible—Check this check box to calculate summary route costs per RFC 1583.
Uncheck this check box to calculate summary route costs per RFC 2328. To minimize the chance of
routing loops, all OSPF devices in an OSPF routing domain should have RFC compatibility set
identically.This setting is selected by default.

Adjacency Changes—Contains settings that define the adjacency changes that cause system log
messages to be sent.

- LogAdjacency Changes—Check this check box to cause the security applianceto send asystem
log message whenever an OSPF neighbor goes up or down. This setting is selected by default.

- Log Adjacency Changes Detail—Check this check box to cause the security appliance to send
a system log message whenever any state change occurs, not just when a neighbor goes up or
down. This setting is unchecked by default.

Administrative Route Distances—Contains the settings for the administrative distances of routes
based on the route type.

— Inter Area—Setsthe administrative distancefor all routes from one areato another. Valid values
range from 1 to 255. The default value is 100.

- Intra Area—Sets the administrative distance for all routes within an area. Valid values range
from 1 to 255. The default value is 100.

- External—Sets the administrative distance for all routes from other routing domains that are
learned through redistribution. Valid values range from 1 to 255. The default value is 100.

Timers—Contains the settings used to configure LSA pacing and SPF calculation timers.

— SPF Delay Time—Specifiesthe time between when OSPF receives atopology change and when
the SPF calculation starts. Valid values range from 0 to 65535. The default valueis 5.

- SPF Hold Time—Specifies the hold time between consecutive SPF calculations.Valid values
range from 1 to 65534. The default value is 10.

- LSA Group Pacing—Specifies the interval at which LSAs are collected into a group and
refreshed, checksummed, or aged. Valid values range from 10 to 1800. The default value is 240.

Default Information Originate—Contains the settings used by an ASBR to generate a default
external route into an OSPF routing domain.

— Enable Default Information Originate—Check this check box to enable the generation of the
default route into the OSPF routing domain.

- Always advertise the default route—Check this check box to always advertise the default route.
This option is unchecked by default.

— Metric Value—Specifies the OSPF default metric. Valid values range from 0 to 16777214. The
default valueis 1.

- Metric Type—Specifies the external link type associated with the default route advertised into
the OSPF routing domain. Valid valuesare 1 or 2, indicating a Type 1 or a Type 2 external route.
The default value is 2.

- Route Map—(Optional) The name of the route map to apply. The routing process generates the
default route if the route map is satisfied.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System
Setup > Area/Networks Tab

The Area/Networks tab displays the areas, and the networks they contain, for each OSPF process on the
security appliance.

Fields

« Area/Networks—Displays information about the areas and the area networks configured for each
OSPF process. Double-clicking arow in the table opens the Add/Edit OSPF Areadialog box for the
selected area.

— OSPF Process—Displays the OSPF process the area applies to.
- ArealD—Displaysthe area|D.

- AreaType—Displaysthe areatype. The areatype is one of the following values: Normal, Stub,
NSSA.

- Networks—Displays the area networks.

— Authentication—Displays the type of authentication set for the area. The authentication typeis
one of the following values: None, Password, MD5.

- Options—Displays any options set for the area type.
- Cost—Displays the default cost for the area.
e Add—Opensthe Add/Edit OSPF Areadialog box. Use this button to add a new area configuration.

» Edit—Opens the Add/Edit OSPF Area dialog box. Use this button to change the parameters of the
selected area.

- Delete—Removes the selected area from the configuration.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Add/Edit OSPF Area

You define area parameters, the networks contained by the area, and the OSPF process associated with
the areain the Add/Edit OSPF Area dialog box.
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Fields

» OSPF Process—When adding a new area, choose the OSPF process ID for the OSPF process for
which the areais being. If there is only one OSPF process enabled on the security appliance, then
that processis selected by default. When editing an existing area, you cannot change the OSPF
process ID.

« ArealD—When adding anew area, enter thearealD. You can specify thearealD aseither adecimal
number or an | P address. Valid decimal values range from 0 to 4294967295. You cannot change the
area |ID when editing an existing area.

- AreaType—Contains the settings for the type of area being configured.

Normal—Choose this option to make the area a standard OSPF area. This option is selected by
default when you first create an area.

Stub—Choosing this option makes the area a stub area. Stub areas do not have any routers or
areas beyond it. Stub areas prevent AS External LSASs (type 5 LSAS) from being flooded into
the stub area. When you create a stub area, you have the option of preventing summary LSAs
(type 3 and 4) from being flooded into the area by unchecking the Summary check box.

Summary—When the area being defined is a stub area, unchecking this check box prevents
L SAs from being sent into the stub area. This check box is selected by default for stub areas.

NSSA—Choose this option to make the area a not-so-stubby area. NSSAs accept type 7 LSAS.
When you create aNSSA, you have the option of preventing summary L SAsfrom being flooded
into the area by unchecking the Summary check box. You can also disable route redistribution
by unchecking the Redistribute check box and enabling Default Information Originate.

Redistribute—Uncheck this check box to prevent routes from being imported into the NSSA.
This check box is selected by default.

Summary—When the area being defined isa NSSA, unchecking this check box prevents LSAs
from being sent into the stub area. This check box is selected by default for NSSAs.

Default Information Originate—Check this check box to generate a type 7 default into the
NSSA. This check box is unchecked by default.

Metric Value—Specifies the OSPF metric value for the default route. Valid values range from
0to 16777214. The default valueis 1.

Metric Type—The OSPF metric type for the default route. The choicesare 1 (type 1) or 2 (type
2). The default valueis 2.

» AreaNetworks—Contains the settings for defining an OSPF area.

Enter IP Address and Mask—Contains the settings used to define the networks in the area.

IP Address—Enter the I P address of the network or host to be added to the area. Use 0.0.0.0
with a netmask of 0.0.0.0 to create the default area. You can only use 0.0.0.0 in one area.

Netmask—Choose the network mask for the | P address or host to be added to the area. If adding
a host, choose the 255.255.255.255 mask.

Add—Adds the network defined in the Enter |P Address and Mask area to the area. The added
network appears in the Area Networks table.

Delete—Deletes the selected network from the Area Networks table.
Area Networks—Displays the networks defined for the area.

IP Address—Displays the | P address of the network.
Netmask—Displays the network mask for the network.

» Authentication—Contains the settings for OSPF area authentication.
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None—Choose this option to disable OSPF area authentication. Thisis the default setting.

Password—Choose this option to use a clear text password for area authentication. This option
is not recommended where security is a concern.

M D5—Choose this option to use M D5 authentication.

» Default Cost—Specify a default cost for the area. Valid values range from 0 to 65535. The default
valueis 1.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Setup > Route Summarization Tab

In OSPF, an ABR will advertise networks in one area into another area. If the network numbersin an
area are assigned in away such that they are contiguous, you can configure the ABR to advertise a
summary route that covers all the individual networks within the area that fall into the specified range.
To define summary address for external routes being redistributed into an OSPF area, see Summary
Address.

Fields

» Route Summarization—Displays information about route summaries defined on the security
appliance. Double-clicking arow in the table opens the Add/Edit Route Summarization dialog box
for the selected route summary.

OSPF Process—Displays the OSPF process ID for the OSPF process associated with the route
summary.

Area |D—Displays the area associated with the route summary.
IP Address—Displays the summary address.
Network Mask—Displays the summary mask.

Advertise—Displays “yes’ when the route summaries are advertised when they match the
address/mask pair or “no” when route summaries are suppressed when they match the
address/mask pair.

e Add—Opens the Add/Edit Route Summarization dialog box. Use this button to define a new route
summarization.

» Edit—Opens the Add/Edit Route Summarization dialog box. Use this button to change the
parameters of the selected route summarization.

- Delete—Removes the selected route summarization from the configuration.

Modes

The following table shows the modes in which this feature is available:

[ oL-18494-03
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Multiple
Routed Transparent [Single Context System

Add/Edit Route Summarization

Use the Add Route Summarization dialog box to add a new entry to the Route Summarization table. Use

the Edit Route Summarization dialog box to change an existing entry.

Fields

e OSPF Process—Choose the OSPF process the route summary applies to. You cannot change this
value when editing an existing route summary entry.

» ArealD—Choose the area I D the route summary applies to. You cannot change this value when
editing an existing route summary entry.

» |P Address—Enter the network address for the routes being summarized.

» Network Mask—Choose one of the common network masks from the list or type the mask in the

field.

» Advertise—Check this check box to set the address range status to “advertise”. This causes type 3
summary L SAs to be generated. Uncheck this check box to suppress the type 3 summary LSA for
the specified networks. This check box is checked by default.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed Transparent [Single

Multiple

Context

System

Filtering

TheFiltering pane displaysthe ABR type 3 L SA filtersthat have been configured for each OSPF process.

ABR type 3 LSA filters allow only specified prefixes to be sent from one area to another area and
restricts all other prefixes. This type of area filtering can be applied out of a specific OSPF area, into a

specific OSPF area, or into and out of the same OSPF areas at the same time.

Benefits

OSPF ABR type 3 LSA filtering improves your control of route distribution between OSPF areas.

Restrictions

Only type 3 LSAs that originate from an ABR are filtered.

l _ Cisco Security Appliance Configuration Guide using ASDM
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Fields

The Filtering table displaysthe following information. Double-clicking atable entry opensthe Add/Edit
Filtering Entry dialog box for the selected entry.

» OSPF Process—Displays the OSPF process associated with the filter entry.
« ArealD—Displaysthe ID of the area associated with the filter entry.
- Filtered Network—Displays the network address being filtered.

- Traffic Direction—Displays*“Inbound” if thefilter entry appliesto LSAscomingin to an OSPF area
or Outbound if it applies to L SAs coming out of an OSPF area.

» Sequence #—Displays the sequence number for the filter entry. When multiple filters apply to an
LSA, the filter with the lowest sequence number is used.

« Action—Displays*“Permit” if LSAsmatching thefilter are allowed or “Deny” if LSAs matching the
filter are denied.

» Lower Range—Displays the minimum prefix length to be matched.
» Upper Range—Displays the maximum prefix length to be matched.
You can perform the following actions on entries in the Filtering table:
» Add—Opens the Add/Edit Filtering Entry dialog box for adding a new entry to the Filter table.
- Edit—Opens the Add/Edit Filtering Entry dialog box for modifying the selected filter.
- Delete—Removes the selected filter from the Filter table.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Add/Edit Filtering Entry

The Add/Edit Filtering Entry dialog box lets you add new filters to the Filter table or to modify an
existing filter. Some of the filter information cannot be changed when you edit an existing filter.

Fields
» OSPF Process—Choose the OSPF process associated with the filter entry. If you are editing an
existing filter entry, you cannot modify this setting.

» ArealD—Choose the ID of the area associated with the filter entry. If you are editing an existing
filter entry, you cannot modify this setting.

» Filtered Network—Enter the address and mask of the network being filtered using CIDR notation
(ab.c.d/m).

- Traffic Direction—Choose the traffic direction being filtered. Choose “Inbound” to filter LSAs
coming into an OSPF area or “Outbound” to filter LSAs coming out of an OSPF area. If you are
editing an existing filter entry, you cannot modify this setting.
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» Seguence #—Enter a sequence number for the filter. Valid values range from 1 to 4294967294.
When multiple filters apply to an LSA, the filter with the lowest sequence number is used.

» Action—Choose “Permit” to allow the L SA traffic or “Deny” to block the LSA traffic.

» Optional—Contains the optional settings for the filter.

- Lower Range—Specify the minimum prefix length to be matched. The val ue of this setting must
be greater than the length of the network mask entered in the Filtered Network field and less
than or equal to the value, if present, entered in the Upper Range field.

- Upper Range—Enter the maximum prefix length to be matched. The value of this setting must
be greater than or equal to the value, if present, entered in the Lower Range field, or, if the
Lower Range field is left blank, greater than the length of the network mask length entered in
the Filtered Network field.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Interface

The Interface paneletsyou configureinterface-specific OSPF routing properties, such as OSPF message
authentication and properties. For more information about configuring these properties, see the
following:

« [Interface > Authentication Tab

» Interface > Properties Tab

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Interface > Authentication Tab

The Authentication tab displays the OSPF authentication information for the security appliance
interfaces.

Fields
» Authentication Properties—Displays the authentication information for the security appliance
interfaces. Double-clicking arow in the table opens the Edit OSPF Interface Properties dialog box

for the selected interface.
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- Interface—Displays the interface name.

— Authentication Type—Displays the type of OSPF authentication enabled on the interface. The
authentication type can be one of the following values:

None—QOSPF authentication is disabled.
Password—Clear text password authentication is enabled.
MD5—MD5 authentication is enabled.

Area—The authentication type specified for the area is enabled on the interface. Area
authentication is the default value for interfaces. However, area authentication is disabled by
default. So, unless you previously specified an area authentication type, interfaces showing
Area authentication have authentication disabled.

» Edit—Opens the Edit OSPF Interface Properties dialog box for the selected interface.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Edit OSPF Interface Authentication

The Edit OSPF I nterface Authentication dialog box lets you configure the OSPF authentication type and
parameters for the selected interface.

Fields
- Interface—Displays the name of the interface for which authentication is being configured. You
cannot edit this field.

» Authentication—Contains the OSPF authentication options.
- None—Choose this option to disable OSPF authentication.

- Password—Choose this option to use clear text password authentication. Thisis not
recommended where security is a concern.

- MD5—Choose this option to use MD5 authentication (recommended).

- Area—(Default) Choose this option to use the authentication type specified for the area (see
Add/Edit OSPF Area for information about configuring area authentication). Area
authentication is disabled by default. So, unless you have previously specified an area
authentication type, interfaces set to area authentication have authentication disabled until you
configure area authentication.

» Authentication Password—Contains the settings for entering the password when password
authentication is enabled.

— Enter Password—Enter atext string of up to 8 characters.
- Re-enter Password—Reenter the password.
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- MD?5 IDs and Keys—Contains the settings for entering the MD5 keys and parameters when MD5
authentication is enabled. All devices on the interface using OSPF authentication must use the same
MD5 key and ID.

- Enter MD5 ID and Key—Contains the settings for entering MD5 key information.
Key ID—Enter a numerical key identifier. Valid values range from 1 to 255.
Key—An alphanumeric character string of up to 16 bytes.

- Add—Adds the specified MD5 key to the MD5 ID and Key table.

- Delete—Removes the selected MD5 key and ID from the MD5 ID and Key table.

- MD5ID and Key—Displays the configured M D5 keys and key IDs.

Key ID—Displays the key ID for the selected key.
Key—Displays the key for the selected key I1D.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Interface > Properties Tab
The Properties tab displays the OSPF properties defined for each interface in a table format.

Fields

» OSPF Interface Properties—Displays interface-specific OSPF properties. Double-clicking arow in
the table opens the Edit OSPF Interface Properties dialog box for the selected interface.

- Interface—Displays the name of the interface that the OSPF configuration applies to.

Broadcast—Displays “No” if the interface is set to non-broadcast (point-to-point). Displays
“Yes” if the interface is set to broadcast. “Yes’ is the default setting for Ethernet interfaces.

- Cost—Displays the cost of sending a packet through the interface.
— Priority—Displays the OSPF priority assigned to the interface.

- MTU Ignore—Displays “No” if MTU mismatch detection is enabled. Displays “Yes’ if the
MTU mismatch detection is disabled.

- Database Filter—Displays “Yes’ if outgoing LSAs are filtered during synchronization and
flooding. Displays “No” if filtering is not enabled.

« Edit—Opens the Edit OSPF Interface Properties dialog box for the selected interface.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Edit OSPF Interface Properties

Fields

Interface—Displays the name of the interface for which you are configuring OSPF properties. You
cannot edit thisfield.

Broadcast—Check this check box to specify that the interface is a broadcast interface. This check
box is selected by default for Ethernet interfaces. Uncheck this check box to designate the interface
as a point-to-point, non-broadcast interface. Specifying aninterface as point-to-point, non-broadcast
lets you transmit OSPF routes over VPN tunnels.

When an interface is configured as point-to-point, non-broadcast, the following restrictions apply:
- You can define only one neighbor for the interface.
- You need to manually configure the neighbor. (See Static Neighbor.)
- You need to define a static route pointing to the crypto endpoint. (See Static Routes.)

— If OSPF over the tunnel is running on the interface, regular OSPF with an upstream router
cannot be run on the same interface.

- You should bind the crypto-map to the interface before specifying the OSPF neighbor to ensure
that the OSPF updates are passed through the VPN tunnel. If you bind the crypto-map to the
interface after specifying the OSPF neighbor, use the clear local-host all command to clear
OSPF connections so the OSPF adjacencies can be established over the VPN tunnel.

Cost—Specify the cost of sending a packet through the interface. The default value is 10.

Priority—Specify the OSPF router priority. When two routers connect to a network, both attempt to
become the designated router. The devices with the higher router priority becomes the designated
router. If there is atie, the router with the higher router 1D becomes the designated router.

Valid values for this setting range from 0 to 255.The default value is 1. Entering O for this setting
makes the router ineligible to become the designated router or backup designated router. This setting
does not apply to interfaces that are configured as point-to-point non-broadcast interfaces.

MTU Ignore—OSPF checks whether neighbors are using the same MTU on a common interface.
This check is performed when neighbors exchange DBD packets. If the receiving MTU in the DBD
packet is higher than the I[P MTU configured on theincoming interface, OSPF adjacency will not be
established.

Database Filter—Check this check box to filter outgoing L SA interface during synchronization and
flooding. By default, OSPF floods new LSAs over al interfaces in the same area, except the
interface on which the LSA arrives. In afully meshed topology, this can waste bandwidth and lead
to excessive link and CPU usage. Checking this check box prevents flooding OSPF L SA on the
selected interface.
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Cisco Security Appliance Configuration Guide using ASDM i



Chapter 12 Configuring Dynamic And Static Routing |

Bl DynamicRouting

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Edit OSPF Interface Advanced Properties

The Edit OSPF Interface Advanced Properties dialog box lets you change the values for the OSPF hello
interval, retransmit interval, transmit delay, and dead interval. Typically, you only need to change these
values from the defaults if you are experiencing OSPF problems on your network.

Fields

- Hello Interval—Specifies the interval, in seconds, between hello packets sent on an interface. The
smaller the hello interval, the faster topological changes are detected but the more traffic is sent on
the interface. This value must be the same for all routers and access servers on a specific interface.
Valid values range from 1 to 65535 seconds. The default value is 10 seconds.

» Retransmit Interval—Specifies the time, in seconds, between LSA retransmissions for adjacencies
belonging to the interface. When a router sends an LSA to its neighbor, it keeps the LSA until it
receives the acknowledgement message. If the router receives no acknowledgement, it will resend
the LSA. Be conservative when setting this value, or needless retransmission can result. The value
should be larger for seria lines and virtual links. Valid values range from 1 to 65535 seconds. The
default value is 5 seconds.

» Transmit Delay—Specifies the estimated time, in seconds, required to send an L SA packet on the
interface. LSAsin the update packet have their ages increased by the amount specified by thisfield
before transmission. If the delay is not added before transmission over alink, the timein which the
L SA propagates over the link is not considered. The value assigned should take into account the
transmission and propagation delays for the interface. This setting has more significance on very
low-speed links. Valid values range from 1 to 65535 seconds. The default value is 1 second.

» Dead Interval—Specifies the interval, in seconds, in which no hello packets are received, causing
neighbors to declare a router down. Valid values range from 1 to 65535. The default value of this
setting is four times the interval set by the Hello Interval field.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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The Redistribution pane displays the rules for redistributing routes from one routing process into an
OSPF routing process.

Fields

The Redistribution table displays the following information. Double-clicking a table entry opens the
Add/Edit OSPF Redistribution Entry dialog box for the selected entry.

OSPF Process—Displays the OSPF process associated with the route redistribution entry.

Protocol—Displays the source protocol the routes are being redistributed from. Valid entries are the
following:

- Static—Static routes are redistributed into the OSPF routing process.

- Connected—The route was established automatically by virtue of having IP enabled on the
interface. These routes are redistributed into the OSPF routing process as external to the AS.

- OSPF—Routes from another OSPF routing process are being redistributed into the OSPF
routing process.

- EIGRP—Routes are redistributed from the EIGRP routing process into the OSPF routing
process.

- RIP—Routes are redistributed from the RIP routing process into the OSPF routing process.

Match—Displays the conditions used for redistributing routes from one OSPF routing process to
another.

Subnets—Displays “Yes” if subnetted routes are redistributed. Does not display anything if only
routes that are not subnetted are redistributed.

Metric Value—Displays the metric that is used for the route. Thiscolumn isblank for redistribution
entries if the default metric is used.

Metric Type—Displays “1" if the metric is a Type 1 external route, “2” if the metric is Type 2
external route.

Tag Value—A 32-bit decimal value attached to each external route. Thisvalueis not used by OSPF
itself. It may be used to communicate information between ASBRs. Valid values range from 0 to
4294967295.

Route Map—Displays the name of the route map to apply to the redistribution entry.

You can perform the following actions on the Redistribution table entries:

Add—Opens the Add/Edit OSPF Redistribution Entry dialog box for adding a new redistribution
entry.

Edit—Opens the Add/Edit OSPF Redistribution Entry dialog box for modifying the selected
redistribution entry.

Delete—Removes the selected redistribution entry from the Redistribution table.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Add/Edit OSPF Redistribution Entry

The Add/Edit OSPF Redistribution Entry dialog box lets you add a new redistribution rule to or edit an
existing redistribution rulein the Redistribution table. Some of the redistribution ruleinformation cannot
be changed when you are editing an existing redistribution rule.

Fields

» OSPF Process—Choose the OSPF process associated with the route redistribution entry. If you are
editing an existing redistribution rule, you cannot change this setting.

» Protocol—Choose the source protocol the routes are being redistributed from. You can choose one
of the following options:

Static—Redistribute static routes into the OSPF routing process.

Connected—Redistribute connected routes (routes established automatically by virtue of
having | P enabled on the interface) into the OSPF routing process. Connected routes are
redistributed as external to the AS.

OSPF—Redistribute routes from another OSPF routing process. Choose the OSPF process |D
from the list.

RIP—Redistribute routes from the RIP routing process.

EIGRP—Redistribute routes from the EIGRP routing process. Choose the autonomous system
number of the EIGRP routing process from the list.

- Match—Displays the conditions used for redistributing routes from another OSPF routing process
into the selected OSPF routing process. These options are not available when redistributing static,
connected, RIP, or EIGRP routes. The routes must match the selected condition to be redistributed.
You can choose one or more of the following match conditions:;

Internal—The route isinternal to a specific AS.

External 1—Routes that are external to the autonomous system, but are imported into OSPF as
Type 1 external routes.

External 2—Routes that are external to the autonomous system, but are imported into OSPF as
Type 2 external routes.

NSSA External 1—Routes that are external to the autonomous system, but are imported into
OSPF as Type 2 NSSA routes.

NSSA External 2—Routes that are external to the autonomous system, but are imported into
OSPF as Type 2 NSSA routes.

» Metric Value—Specify the metric value for the routes being redistributed. Valid values range from
1to 16777214. When redistributing from one OSPF process to another OSPF process on the same
device, the metric will be carried through from one process to the other if no metric value is
specified. When redistributing other processes to an OSPF process, the default metric is 20 when no
metric value is specified.
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» Metric Type—Choose “1” if the metric is a Type 1 external route, “2" if the metricisa Type 2
external route.

- Tag Value—Thetag valueis a32-bit decimal value attached to each external route. Thisis not used
by OSPF itself. It may be used to communicate information between ASBRs. Valid values range
from 0 to 4294967295.

» Use Subnets—Check this check box to enable the redistribution of subnetted routes. Uncheck this
check box to cause only routes that are not subnetted to be redistributed.

» Route Map—Enter the name of the route map to apply to the redistribution entry.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Static Neighbor

The Static Neighbor pane displays manually defined neighbors; it does not display discovered neighbors.

You need to define a static neighbor for each point-to-point, non-broadcast interface. You also need to
define a static route for each static neighbor in the Static Neighbor table.

Fields

- Static Neighbor—Displays information for the static neighbors defined for each OSPF process.
Double-clicking a row in the table opens the Add/Edit OSPF Neighbor Entry dialog box.

— OSPF Process—Displays the OSPF process associated with the static neighbor.
- Neighbor—Displays the | P address of the static neighbor.
- Interface—Displays the interface associated with the static neighbor.

» Add—Opensthe Add/Edit OSPF Neighbor Entry dialog box. Use this button to define a new static
neighbor.

» Edit—Opens the Add/Edit OSPF Neighbor Entry dialog box. Use this button to change the settings
for a static neighbor.

- Delete—Removes the selected entry from the Static Neighbor table.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System
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Add/Edit OSPF Neighbor Entry
The Add/Edit OSPF Neighbor Entry dialog box lets you define a new static neighbor or change
information for an existing static neighbor.

You must define a static neighbor for each point-to-point, non-broadcast interface.

Restrictions
= You cannot define the same static neighbor for two different OSPF processes.

= You need to define a static route for each static neighbor. (See Static Routes, page 12-40.)

Fields

» OSPF Process—Choose the OSPF process associated with the static neighbor. If you are editing an
existing static neighbor, you cannot change this value.

« Neighbor—Enter the IP address of the static neighbor.
« Interface—Choose the interface associated with the static neighbor. If you are editing an existing
static neighbor, you cannot change this value.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
Summary Address

The Summary Address pane displays information about the summary addresses configured for each
OSPF routing process.

Routes learned from other routing protocols can be summarized. The metric used to advertise the
summary is the smallest metric of all the more specific routes. Summary routes help reduce the size of
the routing table.

Using summary routes for OSPF causes an OSPF ASBR to advertise one external route as an aggregate
for all redistributed routes that are covered by the address. Only routes from other routing protocols that
are being redistributed into OSPF can be summarized.

Fields

The following information appearsin the Summary Address table. Double-clicking an entry in the table
opens the Add/Edit OSPF Summary Address Entry dialog box for the selected entry.

» OSPF Process—Displays the OSPF process associated with the summary address.
- IP Address—Displays the I P address of the summary address.
» Netmask—Displays the network mask of the summary address.

» Advertise—Displays “Yes” if the summary routes are advertised. Displays “No” if the summary
route is not advertised.
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- Tag—Displays a 32-bit decimal value attached to each external route. This value is not used by
OSPF itself. It may be used to communicate information between ASBRs.

You can perform the following actions on the entries in the Summary Address table:

« Add—Opens the Add/Edit OSPF Summary Address Entry dialog box for adding new summary
address entries.

» Edit—Opens the Add/Edit OSPF Summary Address Entry dialog box for editing the selected entry.
» Delete—Removes the selected summary address entry from the Summary Address table.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Add/Edit OSPF Summary Address Entry

The Add/Edit OSPF Summary Address Entry dialog box lets you add new entries to or modify existing
entries in the Summary Address table. Some of the summary address information cannot be changed
when editing an existing entry.

Fields

» OSPF Process—Choose the OSPF process associated with the summary address. You cannot change
this information when editing an existing entry.

» |PAddress—Enter thel P address of the summary address. You cannot change thisinformation when
editing an existing entry.

- Netmask—Enter the network mask for the summary address, or choose the network mask from the
list of common masks. You cannot change this information when editing an existing entry.

» Advertise—Check this check box to advertise the summary route. Uncheck this check box to
suppress routes that fall under the summary address. By default this check box is checked.

- Tag—(Optional) Thetag value is a 32-bit decimal value attached to each external route. Thisis not
used by OSPF itself. It may be used to communicate information between ASBRs. Valid values
range from 0 to 4294967295.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System
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Virtual Link

If you add an areato an OSPF network, and it is not possible to connect the area directly to the backbone
area, you need to create avirtual link. A virtual link connects two OSPF devices that have a common
area, called the transit area. One of the OSPF devices must be connected to the backbone area

Fields

The Virtual Link table displaysthe following information. Doubling-clicking an entry in the table opens
the Add/Edit Virtual Link dialog box for the selected entry.

» OSPF Process—Displays the OSPF process associated with the virtual link.
« ArealD—Displaysthe ID of the transit area.
» Peer Router ID—Displays the router 1D of the virtual link neighbor.
» Authentication—Displays the type of authentication used by the virtual link:
- None—No authentication is used.
— Password—Clear text password authentication is used.
- MD5—MD5 authentication is used.
You can perform the following actions on the entries in the Virtual Link table:
» Add—Opensthe Add/Edit Virtual Link dialog box for adding a new entry to the Virtual Link table.
» Edit—Opens the Add/Edit Virtual Link dialog box for the selected entry.
- Delete—Removes the selected entry from the Virtual Link table.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit Virtual Link

The Add/Edit Virtual Link dialog box lets you define new virtual links or change the properties of
existing virtual links.

Fields

« OSPF Process—Choose the OSPF process associated with the virtua link. If you are editing an
existing virtual link, you cannot change this value.

« ArealD—Choose the area shared by the neighbor OSPF devices. The selected area cannot be an
NSSA or a Stub area. If you are editing an existing virtual link, you cannot change this value.

» Peer Router ID—Enter therouter 1D of thevirtual link neighbor. If you are editing an existing virtual
link, you cannot change this value.

» Advanced—Opens the Advanced OSPF Virtual Link Properties dialog box. You can configure the
OSPF properties for the virtual link in this area. These properties include authentication and packet
interval settings.
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The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Advanced OSPF Virtual Link Properties

The Advanced OSPF Virtual Link Properties dialog box lets you configure OSPF authentication and
packet intervals.

Fields

» Authentication—Contains the OSPF authentication options.

None—Choose this option to disable OSPF authentication.

Password—Choose this option to use clear text password authentication. Thisis not
recommended where security is a concern.

MD5—Choose this option to use MD5 authentication (recommended).

» Authentication Password—Contains the settings for entering the password when password
authentication is enabled.

Enter Password—Enter atext string of up to 8 characters.
Re-enter Password—Reenter the password.

- MD5 IDs and Keys—Contains the settings for entering the MD5 keys and parameters when MD5
authentication is enabled. All devices on the interface using OSPF authentication must use the same
MD?5 key and ID.

Enter MD5 ID and Key—Contains the settings for entering MD5 key information.
Key ID—Enter a numerical key identifier. Valid values range from 1 to 255.
Key—An alphanumeric character string of up to 16 bytes.

Add—Adds the specified MD5 key to the MD5 ID and Key table.
Delete—Removes the selected MD5 key and ID from the MD5 ID and Key table.
MD?5 ID and Key—Displays the configured MD5 keys and key IDs.

Key ID—Displays the key ID for the selected key.

Key—Displays the key for the selected key ID.

- Intervals—Contains the settings for modifying packet interval timing.

Hello Interval—Specifies the interval, in seconds, between hello packets sent on an interface.
The smaller the hello interval, the faster topological changes are detected but the more trafficis
sent on the interface. Thisvalue must be the sasmefor all routers and access servers on aspecific
interface. Valid values range from 1 to 65535 seconds. The default value is 10 seconds.

Retransmit Interval—Specifies the time, in seconds, between L SA retransmissions for
adjacencies belonging to the interface. When arouter sends an L SA to its neighbor, it keeps the
L SA until it receives the acknowledgement message. If the router receives no
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Modes

acknowledgement, it will resend the LSA. Be conservative when setting this value, or needless
retransmission can result. The value should be larger for serial lines and virtual links. Valid
values range from 1 to 65535 seconds. The default value is 5 seconds.

Transmit Delay—Specifies the estimated time, in seconds, required to send an LSA packet on
the interface. LSAsin the update packet have their ages increased by the amount specified by
thisfield before transmission. If the delay is not added before transmission over alink, thetime
in which the LSA propagates over the link is not considered. The value assigned should take
into account the transmission and propagation delays for the interface. This setting has more
significance on very low-speed links. Valid values range from 1 to 65535 seconds. The default
valueis 1 second.

Dead Interval—Specifies the interval, in seconds, in which no hello packets are received,
causing neighbors to declare a router down. Valid values range from 1 to 65535. The default
value of thisfield isfour times the interval set by the Hello Interval field.

The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

RIP

RIP isadistance-vector routing protocol that uses hop count as the metric for path selection. When RIP
is enabled on an interface, the interface exchanges RIP broadcasts with neighboring devices to
dynamically learn about and advertise routes.

The security appliance support both RIP version 1 and RIP version 2. RIP version 1 does not send the
subnet mask with the routing update. RIP version 2 sends the subnet mask with the routing update and
supports variable-length subnet masks. Additionally, RIP version 2 supports neighbor authentication
when routing updates are exchanged. This authentication ensures that the security appliance receives
reliable routing information from a trusted source.

Limitations
RIP has the following limitations:

» The security appliance cannot pass RIP updates between interfaces.

« RIP Version 1 does not support variable-length subnet masks.

« RIP has a maximum hop count of 15. A route with a hop count greater than 15 is considered
unreachable.

» RIP convergenceisrelatively slow compared to other routing protocols.

« You can only enable a single RIP process on the security appliance.

RIP Version 2 Notes
The following information applies to RIP Version 2 only:
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If using neighbor authentication, the authentication key and key 1D must be the same on all neighbor
devices that provide RIP version 2 updates to the interface.

With RIP version 2, the security appliance transmits and receives default route updates using the
multicast address 224.0.0.9. In passive mode, it receives route updates at that address.

When RIP version 2 is configured on an interface, the multicast address 224.0.0.9 is registered on
that interface. When a RIP version 2 configuration is removed from an interface, that multicast
address is unregistered.

Use the Setup pane to enable RIP on the security appliance and to configure global RIP protocol
parameters. You can only enable a single RIP process on the security appliance.

Fields

Enable RIP Routing—Check this check box to enable RIP routing on the security appliance. When
you enable RIP, it is enabled on all interfaces. Checking this check box also enables the other fields
on this pane. Uncheck this check box to disable RIP routing on the security appliance.

Enable Auto-summarization—Clear this check box to disable automatic route summarization.
Check this check box to reenable automatic route summarization. RIP Version 1 always uses
automatic summarization. You cannot disable automatic summarization for RIP Version 1. If you
are using RIP Version 2, you can turn off automatic summarization by unchecking this check box.
Disable automatic summarization if you must perform routing between disconnected subnets. When
automatic summarization is disabled, subnets are advertised.

Enable RIP version—Check this check box to specify the version of RIP used by the security
appliance. If this check box is cleared, then the security appliance sends RIP Version 1 updates and
accepts RIP Version 1 & Version 2 updates. This setting can be overridden on a per-interface basis
in the Interface pane.

— Version 1—Specifiesthat the security appliance only sends and receives RIP Version 1 updates.
Any version 2 updates received are dropped.

— Version 2—Specifiesthat the security appliance only sends and receives RIP Version 2 updates.
Any version 1 updates received are dropped.

Enable default information originate—Check this check box to generate a default route into the RIP
routing process. You can configure a route map that must be satisfied before the default route can
be generated.

- Route-map—Enter the name of the route map to apply. The routing process generates the
default route if the route map is satisfied.

IP Network to Add—Defines a network for the RIP routing process. The network number specified
must not contain any subnet information. Thereisno limit to the number of network you can add to
the security appliance configuration. RIP routing updates will be sent and received only through
interfaces on the specified networks. Also, if the network of an interface is not specified, the
interface will not be advertised in any RIP updates.

- Add—<Click this button to add the specified network to the list of networks.
- Delete—Click this button to removed the selected network from the list of networks.

Configure interfaces as passive globally—Check this check box to set all interfaces on the security
appliance to passive RIP mode. The security appliance listens for RIP routing broadcasts on all
interfaces and uses that information to populate the routing tables but do not broadcast routing
updates. To set specific interfaces to passive RIP, use the Passive Interfaces table.
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- Passive Interfacestable—Lists the configured interfaces on the security appliance. Check the check
box in the Passive column for those interfaces you want to operate in passive mode. The other
interfaces will still send and receive RIP broadcasts.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Interface

The Interface pane allows you to configure i nterface-specific RIP settings, such asthe version of RIP the
interface sends and receives and the authentication method, if any, used for the RIP broadcasts.

Fields

» Interface table—Each row displays the interface-specific RIP settings for an interface.
Double-clicking arow for that entry opensthe Edit RIP Interface Entry dialog box for that interface.

- Edit—Opensthe Edit RIP Interface Entry dialog box for the interface selected in the Interface table.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Edit RIP Interface Entry

The Edit RIP Interface Entry dialog box allows you to configure the interface-specific RIP settings.

Fields

« Override Global Send Version—Check this check box to specify the RIP version sent by the
interface. You can select the following options:

- Versionl

- Version 2

- Version1l& 2

Unchecking this check box restores the global setting.
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» Override Global Receive Version—Check this check box to specify the RIP version accepted by the
interface. If a RIP updated from an unsupported version of RIP is received by the interface, it is
dropped. You can select the following options:
- Versionl
- Version 2
- Version1l& 2
Unchecking this check box restores the global setting.
- Enable Authentication—Check this check box to enable RIP authentication. Uncheck this check box
to disable RIP broadcast authentication.
- Key—The key used by the authentication method. Can contain up to 16 characters.
- Key ID—Thekey ID. Valid values are from 0 to 255.
- Authentication Mode—You can select the following authentication modes:
MD5—Uses MD5 for RIP message authentication.
Text—Uses cleartext for RIP message authentication (not recommended).
Modes
The following table shows the modes in which this feature is available:
Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System
Filter Rules
Filter rulesallow you to filter the network received in RIP routing updates or sent in RIP routing updates.
Each filter rule consists of one or more network rules.
Fields
- Filter Rules table—Displays the configured RIP filter rules.
« Add—cClicking this button opens the Add/Edit Filter Rule dialog box. The new filter rule is added
to the bottom of the list.
» Edit—Clicking this button opens the Add/Edit Filter Rule dialog box for the selected filter rule.
» Delete—Clicking this button deletes the selected filter rule.
Modes
The following table shows the modes in which this feature is available:
Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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Add/Edit Filter Rule

Use the Add/Edit Filter Rule pane to create filter rules. You can create filter rules that apply to all
interfaces or that apply to a specific interface.

Fields
» Direction—Select one of the following directions for the filter to act upon:

- In—Filters networks on incoming RIP updates.
— Out—Filters networks from outgoing RIP updates.

- Interface—You can select a specific interface for the filter rule, or you can select the All Interfaces
option to apply the filter to all interfaces.

« Action—(Display only) Displays Permit if the specified network is not filtered from incoming or
outgoing RIP advertisements. Displays Deny if the specified network isto befiltered fromincoming
or outgoing RIP advertisements.

« |IP Address—(Display only) Displays the IP address of the network being filtered.
» Netmask—(Display only) Displays the network mask applied to the IP address.

» Insert—Click this button to add anetwork rule above the selected rulein thelist. Clicking thisbutton
opens the Network Rule dialog box.

» Edit—Click this button to edit the selected rule. Clicking this button opensthe Network Rule dialog
box.

« Add—cClick this button to add a network rule below the selected rule in thelist. Clicking this button
opens the Network Rule dialog box.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Network Rule

The Network Rule pane allows you to configure permit and deny rules for specific networks in afilter
rule.

Fields

» Action—Select Permit to allow the specified network to be advertised in RIP updates or accepted
into the RIP routing process. Select Deny to prevent the specified network from being advertised in
RIP updates or accepted into the RIP routing process.

» |IP Address—Type IP address of the network being permitted or denied.

» Netmask—Specify the network mask applied to the network | P address. You can type a network
mask into this field or select one of the common masks from the list.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Redistribution

The Redistribution pane displaysthe routes that are being redistributed from other routing processesinto
the RIP routing process.

Fields

» Protocol—(Display only) Displays the routing protocol being redistributed into the RIP routing
process:

— Static—Static routes.

— Connected—Directly connected networks.

— OSPF—Networks discovered by the specified OSPF routing process.

- EIGRP—Networks discovered by the specified EIGRP routing process.
» Metric—The RIP metric being applied to the redistributed routes.

- Match—(Display only) Displays the type of OSPF routes being redistributed into the RIP routing
process. If the Match column is blank for an OSPF redistribution rule, Internal, External 1, and
External 2 routes are redistributed into the RIP routing process.

- Route Map—(Display only) Displays the name of the route map, if any, being applied to the
redistribution. Route maps are used to specify with greater detail which routes from the specified
routing process are redistributed into RIP.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit Route Redistribution

Use the Add Route Redistribution dialog box to add a new redistribution rule. Use the Edit Route
Redistribution dialog box to change an existing rule.

Fields
- Protocol—Choose the routing protocol to redistribute into the RIP routing process:

- Static—Static routes.
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— Connected—Directly connected networks.

- OSPF and OSPF ID—Routes discovered by the OSPF routing process. If you choose OSPF, you
must also enter the OSPF process ID. Additionally, you can select the specific types of OSPF

routes to redistribute from the Match area.

- EIGRP and EIGRP ID—Routes discovered by the EIGRP routing process. If you choose
EIGRP, you must also specify the autonomous system number of the EIGRP routing processin

the EIGRP ID field.

« Route Map—Specifies the name of a route map that must be satisfied before the route can be
redistributed into the RIP routing process.

» Configure Metric Type—Check this check box to specify ametric for the redistributed routes. If not

specified, the routes are assigned a metric of 0.
- Transparent—Choose this option to cause the current route metric to be used.

- Value—Choose this to assign a specific metric value. You can enter a value from 0 to 16.

» Match—If you are redistributing OSPF routes into the RIP routing process, you can choose specific
types of OSPF routes to redistribute by checking the check box next to the route type. If you do not
check any route types, Internal, External 1, and External 2 routes are redistributed by default.

Modes

Internal—Routes internal to the AS are redistributed.

External 1—Type 1 routes external to the AS are redistributed.

External 2—Type 2 routes external to the AS are redistributed.

— NSSA External 1—Type 1 routes external to an NSSA are redistributed.
— NSSA External 2—Type 2 routes external to an NSSA are redistributed.

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed Transparent

Single

Multiple

Context

System

EIGRP

EIGRPisan enhanced version of IGRP developed by Cisco. Unlike IGRP and RIP, EIGRP does not send
out periodic route updates. EIGRP updates are sent out only when the network topology changes.

You can enable only one EIGRP routing process on the security appliance.

This section contains the following information:

- Configuring EIGRP, page 12-29

» Field Information for the EIGRP Panes, page 12-30
For information about monitoring dynamically discovered EIGRP neighbors, see Monitoring EIGRP

Neighbors, page 44-7.
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Configuring EIGRP

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

To configure EIGRP routing on the Security Appliance, perform the following steps:

Go to the Configuration > Device Setup > Routing > EI GRP area of the ASDM interface.

Enable the EIGRP routing process on the Setup > Process | nstances tab. See Process I nstances,
page 12-30 for more information.

(Optional) Configure the EIGRP routing process parameters. Click Advanced on the Setup > Process
Instances tab.

You can configure the EIGRP routing process as a stub routing process, disable automatic route
summarization, define the default metrics for redistributed routes, change the administrative distances
for internal and external EIGRP routes, configure a static router 1D, and enable or disable the logging of
adjacency changes. See Edit EIGRP Process Advanced Properties, page 12-31 for more information.

Define the networks and interfaces that will participate in EIGRP routing on the Setup > Networks tab.
See Networks, page 12-32 for more information.

Directly-connected and static networks that fall within the defined networks are advertised by the
security appliance. Additionally, only interfaces with an | P address that fall within the defined networks
participate in the EIGRP routing process.

If you have an interface that you do not want to participate in EIGRP routing, but that is attached to a
network that you want advertised, configure a network entry on the Setup > Networkstab that coversthe
network the interface is attached to, and then configure that interface as a passive interface to prevent
the interface from sending or receiving EIGRP updates. Interfaces configured as passive do not send or
receive EIGRP updates. See Passive Interfaces, page 12-33 for more information.

(Optional) Define route filters on the Filter Rules pane. Route filtering provides more control over the
routes that are allowed to be sent or received in EIGRP updates. See Filter Rules, page 12-34 for more
information.

(Optional) Define route redistribution on the Redistribution pane.

You can redistribute routes discovered by RIP and OSPF into the EIGRP routing process. You can also
redistribute static and connected routes into the EIGRP routing process. When redistributing static and
connected routes into the EIGRP routing process, metrics are not required to be configured, although
thisis recommended.You do not need to redistribute static or connected routes if they fall within the
range of a network configured on the Setup > Networks tab. See Redistribution, page 12-36 for more
information.

(Optional) Define static EIGRP neighbors on the Static Neighbor pane.

EIGRP hello packets are sent as multicast packets. If an EIGRP neighbor is located across a
nonbroadcast network, such as atunnel, you must manually define that neighbor. When you manually
define an EIGRP neighbor, hello packets are sent to that neighbor as unicast messages. See Static
Neighbor, page 12-37 for more information.

(Optional) Define summary addresses on the Summary Address pane.

You need to manually define summary addresses if you want to create summary addresses that do not
occur at a network number boundary or if you want to use summary addresses on a security appliance
with automatic route summarization disabled. See Summary Address, page 12-38 for more information
about defining summary addresses. See Edit EIGRP Process Advanced Properties, page 12-31 for
information about enabling and disabling automatic route summarization.

(Optional) Define interface-specific EIGRP parameters on the I nter faces pane. These parameters
include EIGRP message authentication, hold time, hello interval, delay metric, and the use of
split-horizon. See Interface, page 12-35 for more information.
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Step 10  (Optional) Control the sending and receiving of default route information in EIGRP updates on the
Default Information pane. By default, default routes are sent and accepted. See Default Information,
page 12-39 for more information.

Field Information for the EIGRP Panes

This section contains the following topics:
e Setup, page 12-30
» Filter Rules, page 12-34
» Interface, page 12-35
» Redistribution, page 12-36
- Static Neighbor, page 12-37
e Summary Address, page 12-38
» Default Information, page 12-39

Setup
Enable and EIGRP process and configure the basic setting for that process on the Setup pane. The Setup
pane contains the following tabs:
< Process Instances, page 12-30
- Networks, page 12-32
» Passive Interfaces, page 12-33

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Process Instances

The Process I nstances tab lets you enable an EIGRP routing process.

Fields

« Enable this EIGRP Process—Check this check box to enable an EIGRP routing process. You can
only enable one EIGRP routing process on the device. You must enter an autonomous system
number for the routing process in the EIGRP Process field before you can save your change.

» EIGRP Process—Enter the autonomous system number for the EIGRP process. The autonomous
system number can be from 1 to 65535.
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» Advanced—Click this button to configure the EIGRP process settings, such asthe router 1D, default
metrics, stub routing settings, neighbor change and warning logging, and the administrative
distances for the EIGRP routes.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Edit EIGRP Process Advanced Properties

The Edit EIGRP Process Advanced Properties dialog box lets you configure the router ID, default
metrics, stub routing settings, neighbor change and warning logging, and the administrative distances of
the EIGRP routes for the EIGRP routing process.

Fields
- EIGRP—Display only. Displays the autonomous system number for the EIGRP routing process.

- Router Id—Enter an IP address to be used as the Router 1D for the security appliance in the EIGRP
routing process. The router ID is used to identify the originating router for external routes. The IP
address does not have to an address configured on the security appliance, however it must be unique
within the routing domain. If not specified, the highest-level 1P address on the security applianceis
used as the router ID.

» Auto-Summary—Check to enable automatic route summarization. Clear to disable automatic route
summarization. This setting is enabled by default.

» Default Metrics—The default metrics are applied to routes redistributed into the EIGRP routing
process. If not specified, you must specify the metrics when you configure the redistribution (see
Redistribution, page 12-36).

- Bandwidth—The minimum bandwidth of the route in kilobytes per second. Valid values are
from 1 to 4294967295.

- Loading—T he effective bandwidth of the route expressed as anumber from 1 to 255 (255 is 100
percent loading).

— Reliability—The likelihood of successful packet transmission expressed as a number from 0
through 255. The value 255 means 100 percent reliability; O means no reliability.

— Delay—The route delay in tens of microseconds. Valid values are 1 to 4294967295.

- MTU—The smallest allowed value for the maximum transmission unit, expressed in bytes.
Valid values are from 1 to 65535.

» Stub—The stub area contains the setting for creating an EIGRP stub routing process. A stub routing
process does not maintain afull topology table. At aminimum, stub routing needs a default route to
a distribution router, which makes the routing decisions.

- Stub Receive only—Configures the EIGRP stub routing process to receive route information
from the neighbor routers but does not send route information to the neighbors. If thisoptionis
selected, you cannot select any of the other stub routing options.
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Stub Connected—A dvertises connected routes.

— Stub Static—Advertises static routes.

Stub Redistributed—Advertises redistributed routes.
- Stub Summary—Advertises summary routes.

« Adjacency Changes—L ets you configure the logging of neighbor warning and change messages.
Logging for both is enabled by default.

- Log Neighbor Changes—Check to enable or uncheck to disable the logging of neighbor
adjacency changes.

- Log Neighbor Warnings—Check to enable or uncheck to disable the logging of neighbor
adjacency changes. Enter the time interval (in seconds) between repeated neighbor warning
messages. Valid values are from 1 to 65535. Repeated warnings are not logged if they occur
during thisinterval.

- Administrative Distance—L ets you configure the administrative distances for internal and external
EIGRP routes.

- Internal Distance—Administrative distance for EIGRP internal routes. Internal routes are those
that are learned from another entity within the same autonomous system. Valid values are from
1 to 255. The default value is 90.

- External Distance—Administrative distance for EIGRP external routes. External routes are
those for which the best path is learned from a neighbor external to the autonomous system.
Valid values are from 1 to 255. The default value is 170.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Networks

The Network tab lets you specify the networks used by the EIGRP routing process. For an interface to
participate in EIGRP routing, it must fall within the range of addresses defined by the network entries.
For directly connected and static networks to be advertised, they must also fall within the range of the
network entries.

The Network table displays the networks configure for the EIGRP routing process. Each row of the table
displaysthe network address and associated mask configure for the specified EIGRP routing process. To
add or change a network, do one of the following:

» To add a new network entry, click Add. The Add EIGRP Network dialog box appears.

- To remove a network entry, select the entry in the table and click Delete.

» To change anetwork entry, you must first remove the entry and then add a new one. You cannot edit
existing entries.

Fields
The Add EIGRP Network Entry dialog box fields:
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- EIGRP AS—Displays the autonomous system number of the EIGRP routing process.
» |P Address—Enter the IP address of the networks to participate in the EIGRP routing process.
» Network Mask—Select or enter a network mask to apply to the IP address.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Passive Interfaces
The Passive Interface tab lets you configure one or more interfaces as passive interfaces. In EIGRP, a
passive interface does not send or receive routing updates.

The Passive Interface table lists each interface configured as a passive interface. To configure whether
an interface participates in EIGRP routing, do one of the following:

- To specify all interfaces as passive, check the Suppress routing updates on all interfaces check box.
Even if aninterface isnot shown in the Passive Interface table, it will be configured as passive when
this check box is selected.

- To add a passive interface entry, click Add. The Add EIGRP Passive I nterface dialog box appears.
You can select the interface you want to make passive in the dialog box.

- To remove a passive interface, select the interface in the table and click Delete.

Fields
Passive Interface pane fields:

» EIGRP Process—The autonomous system number of the EIGRP routing process.

» Suppress routing updates on all interfaces—Check this check box to set all interfaces to passive.
Clear this check box to allow all interfaces to send and receive EIGRP updates. Note that the
interfaces must also have an associated network entry to participate in EIGRP routing.

» Passive Interfaces table—Displays the interface configured as passive.
- Interface—Displays the name of the interface.
— EIGRP Process—Displays the autonomous system number of the EIGRP process.
- Passive—Displays “true” to indicate that the interface is operating in passive mode.
Add Passive Interface dialog box fields:
» EIGRP AS—The autonomous system number of the EIGRP routing process.
« Interface—Select the interface from the list.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

For More Information

Filter Rules

Configuring EIGRP, page 12-29

The Filter Rules pane displays the route filtering rules configured for the EIGRP routing process. Filter
rules let you control which routes are accepted or advertised by the EIGRP routing process.

Each row of the Filter Rule table describes afilter rule for a specific interface or routing protocol. For

example, afilter rulewith adirection of “in” on the outside interface would apply filtering to any EIGRP
updates received on the outside interface. A filter rule with adirection of “out” with OSPF 10 specified
asthe routing protocol would apply thefilter rulesto routesredistributed into the EIGRP routing process
in outbound EIGRP updates.

To configure filter rules, do one of the following:

To add afilter rule, click Add. The Add Filter Rules dialog box appears.

To edit afilter rule, select thefilter rulein thetable and click Edit. You can also double-click afilter
rule to edit the rule. The Edit Filter Rules dialog box appears.

To remove afilter rule, select the filter rule in the table and click Delete.

Fields
The Add/Edit EIGRP Filter Rule Dialog box fields:

EIGRP—The autonomous system number of the EIGRP routing process.

Direction—Select “in” for rules that filter routes from incoming EIGRP routing updates. Select
“out” to filter routes from EIGRP routing updates sent by the security appliance.

Routing process—(For outgoing filters only) Specifiesthe type of route being filtered. You can filter
routes redistributed from static, connected, RIP, and OSPF routing processes. Filters that specify a
routing process filter those routes from updates sent on all interfaces.

|d—The OSPF process ID.

Interface—The interface the filter applies to.

Add—Opens the Network Rule dialog box.

Edit—Opens the Network Rule dialog box for the selected network rule.

Add/Edit Network Rule dialog box lets you define an access list for the filter rule. The dialog box
contains the following fields:

Action—Select Permit to allow the specified network to be advertised. Select Deny to prevent the
specified network from being advertised.

IP Address—Type | P address of the network being permitted or denied. To permit or deny all
addresses, use the | P address 0.0.0.0 with a network mask of 0.0.0.0.

Netmask—Specify the network mask applied to the network I P address. You can type a network
mask into this field or select one of the common masks from the list.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

For More Information

Configuring EIGRP, page 12-29

Interface
The Interface pane displays the EIGRP interface configurations. The Interface Parameterstable displays
all of the interfaces on the security appliance and lets you modify the following settings on a
per-interface basis:
» Authentication key and mode.
- The EIGRP hello interval and hold time.
« Theinterface delay metric used in EIGRP metric calculations.
« The use of split-horizon on the interface.
To configure the EIGRP parameters for an interface, double-click an interface entry or select the entry
and click Edit. The Edit EIGRP Interface Entry dialog box appears.
Fields
The Edit EIGRP Interface Entry dialog box fields:
« Interface—Display only. Displays the interface being modified.
 AS—The EIGRP autonomous system number.
« Hello Interval—Enter the interval between EIGRP hello packets sent on an interface. Valid values
are from 1 to 65535 seconds. The default value is 5 seconds.
- Hold Time—Specifies the hold time, in seconds. Valid values are from 1 to 65535 seconds. The
default value is 15 seconds.
- Split Horizon—Check this check box to enable split horizon on the interface. Uncheck the check
box to disable split horizon. Split horizon is enabled by default.
- Delay—Enter the delay valuein this field. The delay time isin tens of microseconds. Valid values
are from 1 to 16777215.
- Enable MD5 Authentication—Check this check box to enable MD5 authentication of EIGRP
process messages.
- Key—Key to authenticate EIGRP updates. The key can contain up to 16 characters.
- Key ID—Key identification value; valid values range from 1 to 255.
Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

For More Information
- Configuring EIGRP, page 12-29

Redistribution

The Redistribution pane displays the rules for redistributing routes from other routing protocolsinto the
EIGRP routing process. When redistributing static and connected routesinto the EI GRP routing process,
metrics are not required to be configured, although this is recommended.

Each row of the Redistribution pane table contains a route redistribution entry.
To add or modify route redistribution into the EIGRP routing process, do one of the following:
» Toaddanew redistributionrule, click Add. The Add EIGRP Redistribution Entry dialog box opens.

- To edit an existing EIGRP static neighbor, select the address in the table and click Edit. You can
also double-click an entry in the table to edit that entry. The Edit EIGRP Redistribution Entry dialog
box opens.

Fields
The Add/Edit EIGRP Redistribution Entry dialog box fields:

» AS—Displays the autonomous system number of the EIGRP routing process to which the entry
applies.
- Static—Redistributes static routes into the EIGRP routing process. Static routes that fall within the

scope of anetwork statement are automatically redistributed into EIGRP; you do not need to define
aredistribution rule for them.

» Connected—Redistributes connected routes into the EIGRP routing process. Connected routes that
fall within the scope of anetwork statement are automatically redistributed into EIGRP; you do not
need to define aredistribution rule for them.

» RIP—Redistributes routes discovered by the RIP routing process into EIGRP.

» Optional Metrics—Defines the metrics used for the redistributed route. You do not need to define
these values if you already defined the default metricsin the Edit EIGRP Process Advanced
Properties dialog box (see Edit EIGRP Process Advanced Properties, page 12-31 for information
about setting the default metrics).

- Bandwidth—EIGRP bandwidth metric in Kilobits per second. Valid values are from 1 to
4294967295.

- Delay—EIGRP delay metric, in 10 microsecond units. Valid values are from 0 to 4294967295.

- Reliability—EIGRP reliability metric. Valid values are from 0 to 255, where 255 indicates
100% reliability.

- Loading—EIGRP effective bandwidth (loading) metric. Valid values are from 1 to 255, where
255 indicates 100% |oaded.

- MTU—The MTU of the path. Valid values are from 1 to 65535.
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- Route Map—To further define which routes are redistributed into the EIGRP routing process, enter
the name of a route map.

» Optional OSPF Redistribution—these options let you further specify which OSPF routes are
redistributed into the EIGRP routing process.

— Match Internal—Match routes internal to the specified OSPF process.

- Maitch External 1—Match type 1 routes external to the specified OSPF process.

- Maitch External 2—Match type 2 routes external to the specified OSPF process.

- Match NSSA-External 1—Match type 1 routes external to the specified OSPF NSSA.
- Match NSSA-External 2—Match type 2 routes external to the specified OSPF NSSA.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

For More Information
« Configuring EIGRP, page 12-29

The Static Neighbor pane displays the statically-defined EIGRP neighbors. An EIGRP neighbor sends
EIGRP routing information to and receives EIGRP routing information from the security appliance.
Normally, neighbors are dynamically discovered through the neighbor discovery process. However, on
point-to-point, non-broadcast networks, you must statically define the neighbors.

Each row of the Static Neighbor table displays the EIGRP autonomous system number for the neighbor,
the neighbor |IP address, and the interface through which the neighbor is available.

To configure a static neighbor, so one of the following:
» Toadd anew EIGRP static neighbor, click Add. The Add EIGRP Neighbor Entry dialog box opens.

- To edit an existing EIGRP static neighbor, select the address in the table and click Edit. You can
also double-click an entry in the table to edit that entry. The Edit EIGRP Neighbor Entry dialog box
opens.

Fields
The Add/Edit EIGRP Neighbor Entry dialog box fields:

» EIGRP AS—The autonomous system number for the EIGRP process the neighbor is being
configured for.

- Interface Name—Select the interface through which the neighbor is available from the list.
« Neighbor IP Address—Enter the | P address of the neighbor.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

For More Information

Summary Address

Configuring EIGRP, page 12-29

The Summary Address pane displays a table of the statically-defined EIGRP summary addresses. By
default, EIGRP summarizes subnet routesto the network level. You can create statically-defined EIGRP
summary addresses to the subnet level from the Summary Address pane.

To create or modify a summary address, do one of the following:

To add a new EIGRP summary address, click Add. The Add Summary Address dialog box opens.

To edit an existing EIGRP summary address, select the address in the table and click Edit. You can
also double-click an entry in the table to edit that entry. The Edit Summary Address dialog box
opens.

Fields

The Add/Edit EIGRP Summary Address Entry dialog box contains the following fields. These fields are
also shown in the Summary Address table.

EIGRP AS—Select the autonomous system number of the EIGRP routing process the summary
address applies to.

Interface—The interface the summary address is advertised from.
IP Address—Enter the I P address of the summary route.
Netmask—Select or enter the network mask to apply to the IP address.

Administrative Distance—Enter the administrative distance for the route. If left blank, the route has
the default administrative distance of 5.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

For More Information

Configuring EIGRP, page 12-29
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The Default Information pane displays atable of rules for controlling the sending and receiving of
default route information in EIGRP updates. You can have one “in” and one “out” rule for each EIGRP
routing process (only one process is currently supported).

By default, default routes are sent and accepted. To restrict or disable the sending and receiving of
default route information, perform the following steps:

Open the Configuration > Device Setup > Routing > EIGRP > Default I nfor mation pane.
Do one of the following:
» To create anew entry, click Add.
» To edit an entry, double-click the entry in the table or select an entry in the table an click Edit.

The Add or Edit Default Information dialog box opens for that entry. The EIGRP autonomous system
number is automatically selected in the EIGRP field.

Set the direction for the rule in the Direction field:
» in—therulefilters default route information from incoming EIGRP updates.
» out—the rule filters default route information from outgoing EIGRP updates.
You can have one “in” rule and one “out” rule for each EIGRP process.

Add network rules to the network rule table. The network rules define which networks are allowed and
which are not when receiving or sending default route information. Repeat the following steps for each
network rule you are adding to the default information filter rule.

a. Click Add to add a network rule. Double-click an existing network rule to edit the rule.
b. Inthe Action field, select Permit to allow the network or Deny to block the network.

c. Enter the IP address and network mask of the network being permitted or denied by the rule in the
IP Address and Network Mask fields.

To deny all default route information from being accepted or sent, use 0.0.0.0 asthe network address
and select 0.0.0.0 as the network mask.

d. Click OK to add the specified network rule to the default information filter rule.
Click OK to accept the default information filter rule.

Fields
Add/Edit Default Information dialog box:

» EIGRP—Select the autonomous system number of the EIGRP routing process the default
information filter applies to.

- Direction—Select “in” to filter default route information from incoming route updates. Select “ out”
to filter default route information from outgoing route updates.

 Add—Add a network rule to the default information filter rule.
» Edit—Modify an existing network rule.

Network Rule dialog box. The network rules appear in the Filter Rules column of the Default
Information filter rule table.

» Action—Select Permit to allow the specified network to be advertised. Select Deny to prevent the
specified network from being advertised.

[ oL-18494-03
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» |P Address—Type IP address of the network being permitted or denied. To permit or deny all
addresses, use the | P address 0.0.0.0 with a network mask of 0.0.0.0.

- Netmask—Specify the network mask applied to the network IP address. You can type a network
mask into this field or select one of the common masks from the list.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed Transparent

Single

Multiple

Context

System

For More Information

- Configuring EIGRP, page 12-29

Static Routes

This section includes the following topics:

« Information About Static Routes, page 12-40

- Configuring Static Routes, page 12-41

- Information About Static Route Tracking, page 12-44

- Configuring Static Route Tracking, page 12-44
- Editing Static Routes, page 12-45
» Deleting Static Routes, page 12-46

Information About Static Routes

Multiple context mode does not support dynamic routing, so you must define static routes for any
networks to which the security appliance is not directly connected.

In transparent firewall mode, for traffic that originates on the security appliance and is destined for a
non-directly connected network, you need to configure either a default route or static routes so that the
security appliance knows out of which interface to send traffic. Traffic that originates on the security
appliance might include communication to asyslog server, Websense or N2H2 server, or AAA server. If
you have serversthat cannot all be reached through a single default route, then you must configure static

routes.

The simplest option isto configure adefault route to send all traffic to an upstream router, relying on the
router to route the traffic for you. However, in some cases the default gateway might not be able to reach
the destination network, so you must also configure more specific static routes. For example, if the
default gateway is on the outside interface, the default route cannot direct traffic to any inside networks
that are not directly connected to the security appliance.
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You can also use static route in conjunction with dynamic routing protocols to provide a floating static
route that is used when the dynamically discovered route goes down. If you create a static route with an
administrative distance greater than the administrative distance of the dynamic routing protocol, then a
route to the specified destination discovered by the routing protocol takes precedence over the static

route. The static routeisused only if the dynamically discovered routeisremoved from the routing table.

Static routes remain in the routing table even if the specified gateway becomes unavailable. (See
Information About Static Route Tracking, page 12-44, for the exception to thisrule.) If the specified
gateway becomes unavailable, you need to remove the static route from the routing table manually.
However, static routes are removed from the routing table if the associated interface on the security
appliance goes down. They are reinstated when the interface comes back up.

You can define up to three equal cost routes to the same destination for each interface. Equal Cost
Multiple Path (ECMP) is not supported across multiple interfaces. With ECMP, the traffic is not
necessarily divided evenly between the routes; traffic is distributed among the specified gateways based
on an algorithm that hashes the source and destination |P addresses.

The default route identifies the gateway | P address to which the security appliance sends all | P packets
for which it does not have alearned or static route. A default route is simply astatic route with 0.0.0.0/0
asthe destination | P address. Routes that identify a specific destination take precedence over the default
route.

You can define up to three equal cost default route entries per device. Defining more than one equal cost
default route entry causes the traffic sent to the default route to be distributed among the specified
gateways. When defining more than one default route, you must specify the same interface for each
entry.

If you attempt to define more than three equal cost default routes, or if you attempt to define a default
route with adifferent interface than apreviously defined default route, you will receive an error message.

You can define a separate default route for tunneled traffic along with the standard default route. When
you create a default route with the tunneled option, al encrypted traffic that arrives on the security
appliance and that cannot be routed using learned or static routes is sent to this route. Otherwise, if the
traffic is not encrypted, the standard default route entry isused. You cannot define more than one default
route with the tunneled option; ECMP for tunneled traffic is not supported.

For more information about viewing and configuring static and default routes with ASDM, see the
“Configuring Static Routes” section on page 12-41.

Configuring Static Routes

Step 1
Step 2

Step 3

You can create static routes that will access networks connected to a router on any interface. This
procedure provides steps for defining static routes for any networks to which the security applianceis
not directly connected. For information about static routes, see the “Information About Static Routes”
section on page 12-40.

To configure a static route, perform the following steps:

Choose Configuration > Device Setup > Routing > Static Routes.
Choose which route to filter by clicking the appropriate radio button:
- Both (filters both IPv4 and 1Pv6)

- IPv4only
- |Pv6only
Click Add.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

The Add Static Route window appears.

From the Interface drop down list, choose the internal or external network interface name enabled in
Interfaces:

- management (internal interface)
» outside (external interface)
Enter an internal or external network IP address.

For 1Pv4 addresses, enter 0.0.0.0 to specify a default route. The 0.0.0.0 | P address can be abbreviated as
0. Optionally, click the ellipsis to browse for an address.

For 1Pv6 addresses, enter two colons (::) to specify a default route. Optionally, click the ellipsis to
browse for an address.

Enter the | P address of the gateway router, which is the next hop address for this route.
To enter a default route, set the 1P address and mask to 0.0.0.0, or the shortened form of 0.
Optionally, click the ellipsis to browse for an address.

~

Note If an IP address from one security appliance interface is used as the gateway | P address, the
security appliance will ARP the designated | P address in the packet instead of ARPing the
gateway |P address.

Depending upon which route you chose to filter (IPv4, IPv6, or both), do one of the following:

» For IPv4 static routes (or for both IPv4 and 1Pv6 static routes), enter the network mask address that
applies to the IP address. Use 0.0.0.0 to specify a default route. The 0.0.0.0 netmask can be
abbreviated as 0.

- For IPv6 static routes only, enter a prefix length.
Enter the administrative distance of the route.

The default is 1 if ametric is not specified. Leave the default setting of 1 unless you are sure of the
number of hops to the gateway router.

(Optional) In the Optionsfield, select only one of these options for a static route.
- None—No options are specified for the static route. This option is the default.

» Tunneled—Specifies the route as the default tunnel gateway for VPN traffic. Use this option for the
default route only. You can configure only one tunneled route per device. The tunneled option is not
supported under transparent mode.

- Tracked—Specifies that the route is tracked. The tracking object ID and the address of the tracking
target also display. The tracked option is supported in single, routed mode only.

- Track ID—Enter a unique identifier for the route tracking process.

— Track IP AddresssDNS Name—Enter the | P address or hostname of the target being tracked.
Typically, thiswould be the | P address of the next hop gateway for the route, but it could be any
network object available off of that interface.

- SLA ID—Enter aunique identifier for the SLA monitoring process.

N

Note  The tracking option is not supported for 1Pv6.
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Step 10  (Optional) Click the M onitoring Options button to display the Route Monitoring Options dialog box
and change the following tracking object monitoring properties:

» Freguency—Enter how often, in seconds, the security appliance should test for the presence of the
tracking target. The default value is 60 seconds. Valid values are from 1 to 604800 seconds.

» Threshold—Enter the amount of time, in milliseconds, that indicates an over-threshold event. This
value cannot be more than the timeout value.

« Timeout—Enter the amount of time, in milliseconds, that the route monitoring operation should wait
for aresponse from the request packets. The default value is 5000 milliseconds. Valid values are
from O to 604800000 milliseconds.

- Data Size—Enter the size of data payload to use in the echo request packets. The default value is
28. Valid values are from 0 to 16384.

S
Note  This setting specifies the size of the payload only; it does not specify the size of the entire
packet.

- ToS—Enter avalue for the type of service byte in the | P header of the echo request. The default
valueis 0. Valid values are from 0 to 255.

» Number of Packets—The number of echo requeststo send for each test. The default valueis 1. Valid
values are from 1 to 100.

Step1l Click OK.
Step 12  Click Apply to save the configuration.
The monitoring process begins as soon as you save the newly configured route.
Modes
The following table shows the modes in which the Static Routing feature is available:
Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System
Modes
The following table shows the modes in which the Route Monitoring Options are available:
Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
Cisco Security Appliance Configuration Guide using ASDM
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Information About Static Route Tracking

Note

It is not always possible to use dynamic routing protocols on the security appliance, such as when the
security appliance isin multiple context mode or transparent mode. In these cases, you must use static
routes.

Static route tracking is available for I Pv4 routes only.

One problem with static routes is that there is no inherent mechanism for determining if the routeis up
or down. Static routes remain in the routing table even if the next hop gateway goes down. They are
removed from the routing table only if the associated interface on the security appliance goes down.

The static route tracking feature provides a method for tracking the availability of a static route and
installing abackup routeif the primary route should fail. This feature allows you to, for example, define
adefault route to an | SP gateway and a backup default route to a secondary ISP in case the primary ISP
becomes unavailable.

The security appliance performs this action by associating a static route with a monitoring target that
you define. It monitors the target using ICMP echo requests. If an echo reply is not received within a
specified time period, the object is considered down, and the associated route is removed from the
routing table. A previously configured backup route is used in place of the removed route.

When selecting amonitoring target, make surethat it can respond to ICMP echo requests. The target can
be any network object that responds to ICMP echo requests. Consider choosing the following targets:

» The ISP gateway (for dual ISP support) address.
» The next hop gateway address (if you are concerned about the availability of the gateway).
» A server, such asa AAA server, with which the security appliance needs to communicate.

» A persistent network object on the destination network. (A desktop or notebook computer that may
be shut down at night is not a good choice.)

For more information about configuring static route tracking, see the “ Configuring Static Route
Tracking” section on page 12-44. To monitor the static route tracking process, see the “interface
connection” section on page 42-9.

Configuring Static Route Tracking

Note

Step 1
Step 2
Step 3

This procedure provides an overview of configuring static route tracking. For specific information about
the various fields used to configure this feature, see the “Configuring Static Routes” section on
page 12-41.

Static route tracking is available for | Pv4 routes only.

To configure tracking for a static route, perform the following steps:

Choose atarget of interest. Make sure the target responds to echo requests.
Open the Static Routes page. Choose Configuration > Routing > Static Routes.

Click Add to configure a static route that is to be used based on the availability of your selected target
of interest. You must enter the Interface, IP Address, Mask, Gateway, and Metric for this route.
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See the “ Configuring Static Routes” section on page 12-41, for more information about these fields.

Step4  Click the Tracked radio button in the Options area for this route.

Step5  Configure the tracking properties. You must enter a unique Track ID, aunique SLA ID, and the IP
address of your target of interest.

See the “ Configuring Static Routes” section on page 12-41, for more information about these fields.

Step6  (Optional) To configure the monitoring properties, click Monitoring Optionsin the Add Static Route
dialog box.

See Step 10 in the “ Configuring Static Routes” section on page 12-41 for more information about the
monitoring properties.

Step7  Click OK to save your changes.

The monitoring process begins as soon as you save the tracked route.

Step8  Create a secondary route. The secondary route is a static route to the same destination as the tracked
route, but through a different interface or gateway. You must assign this route a higher administrative
distance (metric) than your tracked route.

Editing Static Routes
To edit a static route, perform the following steps:
Stepl  Choose Configuration > Device Setup > Routing > Static Routes.
Step2  From the main Static Routes pane, select which route to edit.
By default, the Both radio button is checked, and both 1Pv4 and | Pv6 addresses appear in the pane.
- Tolimit your viewed choices to routes configured with I Pv4 addresses, click the | Pv4 radio button.
- Tolimit your viewed choices to routes configured with IPv6 addresses, click the | Pv6 radio button.
Step3  Click Edit.
The Edit Static Route window appears.

Step4  Make the necessary configuration changes.
For information about entering values in specific fields, see the “Configuring Static Routes” section on
page 12-41.

Step5  Click OK.
The edited route information appears in the main Static Routes pane.

Step6  Click Apply to save the changes to your configuration.
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Deleting Static Routes

Step 1
Step 2

Step 3
Step 4
Step 5

ASR Group

To delete a static route, perform the following steps:

Choose Configuration > Device Setup > Routing > Static Routes.

From the main Static Routes pane, select which route to delete.

By default, the Both radio button is checked, and both 1Pv4 and | Pv6 addresses appear in the pane.
- Tolimit your viewed choices to routes configured with I Pv4 addresses, click the | Pv4 radio button.
- Tolimit your viewed choices to routes configured with I1Pv6 addresses, click the | Pv6 radio button.

Click Delete.

The deleted route is removed from list of routes on in the main Static Routes pane.

Click Apply to save the changes to your configuration.

Use the ASR Group screen to assign asynchronous routing group ID numbers to interfaces.

In some situations, return traffic for a session may be routed through a different interface than it
originated from. In failover configurations, return traffic for aconnection that originated on one unit may
return through the peer unit. This most commonly occurs when two interfaces on a single security
appliance, or two security appliancesin afailover pair, are connected to different service providers and
the outbound connection does not use a NAT address. By default, the security appliance drops the return
traffic because there is no connection information for the traffic.

You can prevent the return traffic from being dropped using an ASR Group on interfaces where thisis
likely to occur. When an interface configured with an ASR Group receives a packet for which it has no
session information, it checks the session information for the other interfacesthat are in the same group.

If it does not find a match, the packet is dropped. If it finds a match, then one of the following actions
occurs:

- If theincoming traffic originated on a peer unit in afailover configuration, some or all of the layer
2 header isrewritten and the packet is redirected to the other unit. This redirection continues aslong
as the session is active.

- If theincoming traffic originated on a different interface on the same unit, some or all of the layer
2 header is rewritten and the packet is reinjected into the stream.

Prerequisites

You must enable Stateful Failover for session information to be passed from the standby failover group
to the active failover group.

Fields
The ASR Group table displays the following information for each interface on the security appliance:

- Interface—Displays the name of the interface on the security appliance.
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- ASR Group ID—Displays the number of the ASR Group the interface belongs to. If the interface
has not been assigned an ASR Group number, this column displays “-- None --". Valid values are
from 1 to 32.

To assign an ASR Group number to an interface, click the ASR Group 1D cell in the row of the
desired interface. A list of valid ASR Group number appears. Select the desired ASR Group humber
from the list. You can assign a maximum of 8 interfaces to a single ASR Group. If other contexts
have interfaces assigned to an ASR Group, those interface count against the total of 8, even for the
context currently being configured.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Proxy ARPs

In rare circumstances, you might want to disable proxy ARP for global addresses.

When a host sends | P traffic to another device on the same Ethernet network, the host needs to know the
MAC address of the device. ARPisalayer 2 protocol that resolves an |P addressto a MAC address. A
host sends an ARP request asking “Who is this |P address?’ The device owning the IP address replies,
“l own that | P address; hereis my MAC address.”

Proxy ARP is when a device responds to an ARP request with its own MAC address, even though the
device does not own the | P address. The security appliance uses proxy ARP when you configure NAT
and specify a global address that is on the same network as the security appliance interface. The only
way traffic can reach the hosts isif the security appliance uses proxy ARP to claim that the security
appliance MAC address is assigned to destination global addresses.

Fields
» Interface—Lists the interface names.
- Proxy ARP Enabled—Shows whether proxy ARP is enabled or disabled for NAT global addresses,
Yes or No.
- Enable—Enables proxy ARP for the selected interface. By default, proxy ARP is enabled for all
interfaces.
» Disable—Disables proxy ARP for the selected interface.

Modes
The following table shows the modes in which this feature is available:

Cisco Security Appliance Configuration Guide using ASDM
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Firewall Mode

Security Context

Routed Transparent

Single

Multiple

Context

System
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Note

cunrren 13

Configuring Multicast Routing

Multicast routing is supported in single, routed mode only. This section contains the following topics:
» Multicast, page 13-1—enable or disable multicast routing on the security appliance.
» |IGMP, page 13-2—configure IGMP on the security appliance.
- Multicast Route, page 13-7—define static multicast routes.
- MBoundary, page 13-9—configure boundaries for administratively-scoped multicast addresses.
- MPForwarding, page 13-11—enable or disable multicast forwarding on a per-interface basis.
« PIM, page 13-11—configure PIM on the security appliance.

The Multicast pane lets you enable multicast routing on the security appliance.

Enabling multicast routing enables IGMP and PIM on all interfaces by default. IGMP is used to learn
whether members of a group are present on directly attached subnets. Hosts join multicast groups by
sending IGMP report messages. PIM is used to maintain forwarding tables to forward multicast
datagrams.

Only the UDP transport layer is supported for multicast routing.

Fields

Enable Multicast Routing—Check this check box to enable IP multicast routing on the security
appliance. Uncheck this check box to disable IP multicast routing. By default, multicast is disabled.
Enabling multicast enables multicast on all interfaces. You can disable multicast on a per-interface basis.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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For More Information
Configuring Multicast Routing, page 13-1

IGMP, page 13-2

Multicast Route, page 13-7
MBoundary, page 13-9
MForwarding, page 13-11
PIM, page 13-11

IGMP

IP hosts use IGMP to report their group membershipsto directly connected multicast routers. IGMP uses
group address (Class D IP addresses). Host group addresses can be in the range 224.0.0.0 to
239.255.255.255. The address 224.0.0.0 is never assigned to any group. The address 224.0.0.1 is
assigned to all systems on a subnet. The address 224.0.0.2 is assigned to all routers on a subnet.

For more information about configuring IGMP on the security appliance, see the following:
» Access Group
« Join Group
« Protocol
- Static Group

Access Group

Access groups control the multicast groups that are allowed on an interface.

Fields
» Access Groups—Displays the access groups defined for each interface.

The table entries are processed from the top down. Place more specific entries near the top of the
table and more generic entries further down. For example, place an access group entry that permits
a specific multicast group near the top of the table and an access group entry below that denies a
range of multicast groups, including the group in the permit rule. The group is permitted because
the permit rule is enforced before the deny rule.

Double-clicking an entry in the table opens the Add/Edit Access Group dialog box for the selected
entry.

- Interface—Displays the interface the access group is associated with.

- Action—Displays “Permit” if the multicast group address is permitted by the access rule.
Displays “Deny” if the multicast group address is denied by the access rule.

- Multicast Group Address—Displays the multicast group address that the access rule applies to.
- Netmask—Displays the network mask for the multicast group address.

» Insert Before—Opens the Add/Edit Access Group dialog box. Use this button to add a new access
group entry before the selected entry in the table.

» Insert After—Opens the Add/Edit Access Group dialog box. Use this button to add a new access
group entry after the selected entry in the table.
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» Add—Opensthe Add/Edit Access Group dialog box. Use thisbutton to add a new access group entry
at the bottom of the table.

» Edit—Opens the Add/Edit Access Group dialog box. Use this button to change the information for

the selected access group entry.

- Delete—Removes the selected access group entry from the table.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Add/Edit Access Group

The Add Access Group dialog box lets you add a new access group to the Access Group Table. The Edit
Access Group dialog box lets you change information for an existing access group entry. Some fields
may be locked when editing existing entries.

Fields

- Interface—Choose the interface the access group is associated with. You cannot change the
associated interface when you are editing an existing access group.

- Action—Choose “permit” to all ow the multicast group on the selected interface. Choose “ deny”
to filter the multicast group from the selected interface.

— Multicast Group Address—Enter the address of the multicast group the access group applies to.

- Netmask—Enter the network mask for the multicast group address or choose one of the
common network masks from the list.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Join Group
You can configure the security appliance to be a member of a multicast group. The Join Group pane
displays the multicast groups the security appliance is a member of.
Cisco Security Appliance Configuration Guide using ASDM
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Note If you simply want to forward multicast packets for a specific group to an interface without the security
appliance accepting those packets as part of the group, see Static Group.

Fields
» Join Group—Displays the multicast group membership for each interface.
- Interface—Displays the name of the security appliance interface.

— Multicast Group Address—Displays the address of a multicast group that the interface belongs
to.

e Add—Opens the Add/Edit IGMP Join Group dialog box. Use this button to add a new multicast
group membership to an interface.

» Edit—Opensthe Add/Edit IGMP Join Group dialog box. Use thisbutton to edit an existing multicast
group membership entry.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit IGMP Join Group

Usethe Add IGMP Join Group dial og box to configure an interface to be amember of a multicast group.
Use the Edit IGMP Join Group dialog box to change existing membership information.

Fields

» Interface—Choose the name of the security appliance interface that you are configuring multicast
group membership for. If you are editing an existing entry, you cannot change this value.

» Multicast Group Address—Enter the address of a multicast group in this field. The group address
must be from 224.0.0.0 to 239.255.255.255.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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Protocol

The Protocol pane displays the IGMP parameters for each interface on the security appliance.

Fields

» Protocol—Displays the IGMP parameters set on each interface. Double-clicking arow in the table
opens the Configure IGMP Parameters dialog box for the selected interface.

- Interface—Displays the name of the interface.

- Enabled—Displays “Yes’ if IGMP is enabled on the interface. Displays “No” if IGMPis
disabled on the interface.

— Version—Displays the version of IGMP enabled on the interface.

- Query Interval—Displays the interval, in seconds, at which the designated router sends IGMP
host-query messages.

- Query Timeout—Displays the period of time before which the security appliance takes over as
the querier for the interface after the previous querier has stopped doing so.

- Response Time—Displays the maximum response time, in seconds, advertised in IGMP
gueries. Changes to this setting are valid only for IGMP Version 2.

— Group Limit—Displays the maximum number of groups permitted on an interface.

- Forward Interface—Displays the name of the interface that the selected interface forwards
IGMP host reports to.

» Edit—Opens the Configure IGM P Parameters dialog box for the selected interface.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Configure IGMP Parameters

The Configure IGM P Parameters dial og box lets you disable IGM P and change | GM P parameters on the
selected interface.

Fields

» Interface—Displaysthe name of the interface being configured. You cannot change the information
displayed in this field.

« Enable IGMP—Check this check box to enable IGMP on the interface. Uncheck the check box to
disable IGMP on the interface. If you enabled multicast routing on the security appliance, then
IGMP is enabled by default.

» Version—Choose the version of IGMP to enable on the interface. Choose 1 to enable IGMP Version
1, or 2 to enable IGMP Version 2. Some feature require IGMP Version 2. By default, the security
appliance uses IGMP Version 2.
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= Query Interval—Enter the interval, in seconds, at which the designated router sends IGMP
host-query messages. Valid values range from 1 to 3600 seconds. The default value is 125 seconds.

- Query Timeout—Enter the period of time, in seconds, before which the security appliance takes over
as the querier for the interface after the previous querier has stopped doing so. Valid values range
from 60 to 300 seconds. The default value is 255 seconds.

» Response Time—Enter the maximum response time, in seconds, advertised in IGMP queries. If the
security appliance does not receive any host reports within the designated response time, the IGMP
group is pruned. Decreasing this value lets the security appliance prune groups faster. Valid values
range from 1 to 12 seconds. The default value is 10 seconds. Changing thisvalue isonly valid only
for IGMP Version 2.

» Group Limit—Enter the maximum number of host that can join on an interface. Valid values range
from 1 to 500. The default value is 500.

» Forward Interface—Choose the name of an interface to forward IGMP host reports to. Choose
“None” to disable host report forwarding. By default, host reports are not forwarded.

Modes
The following table shows the modes in which this feature is available:
Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System
Static Group

Sometimes, hosts on a network may have a configuration that prevents them from answering IGMP
gueries. However, you still want multicast traffic to be forwarded to that network segment. There are two
methods to pull multicast traffic down to a network segment:

Use the Join Group pane to configure the interface as a member of the multicast group. With this
method, the security appliance accepts the multicast packets in addition to forwarding them to the
specified interface.

Use the Static Group pane configure the security appliance to be a statically connected member of
a group. With this method, the security appliance does not accept the packetsitself, but only
forwards them. Therefore, this method all ows fast switching. The outgoing interface appearsin the
IGMP cache, but itself is not a member of the multicast group.

Fields

Static Group—Displays the statically assigned multicast groups for each interface.
- Interface—Displays the name of the security appliance interface.
- Multicast Group Address—Displays the address of a multicast group assigned to the interface.

Add—Opens the Add/Edit IGMP Static Group dialog box. Use this button to assign a new static
group to an interface.

Edit—Opens the Add/Edit IGMP Static Group dialog box. Use this button to edit an existing static
group membership.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit IGMP Static Group

Usethe Add IGMP Static Group dialog box to statically assign amulticast group to an interface. Use the
Edit IGMP Static Group dialog box to change existing static group assignments.

Fields
» Interface—Choose the name of the security appliance interface that you are configuring a multicast
group for. If you are editing an existing entry, you cannot change this value.

» Multicast Group Address—Enter the address of a multicast group in thisfield. The group address
must be from 224.0.0.0 to 239.255.255.255.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Multicast Route

Defining static multicast routes lets you separate multicast traffic from unicast traffic. For example,
when a path between a source and destination does not support multicast routing, the solution is to
configure two multicast devices with a GRE tunnel between them and to send the multicast packets over

the tunnel.
Static multicast routes are local to the security appliance and are not advertised or redistributed.

Fields

« Multicast Route—Displays the statically-defined multicast routes on the security appliance.
Double-clicking an entry in the table opens the Add/Edit Multicast Route dialog box for that entry.

- Source Address—Displaysthe IP address and mask, in CIDR notation, of the multicast source.
- Source Interface—Displays the incoming interface for the multicast route.
— Destination Interface—Displays the outgoing interface for the multicast route.
— Admin Distance—Displays the administrative distance of the static multicast route.
e Add—Opens the Add/Edit Multicast Route dialog box. Use this button to add a new static route.
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» Edit—Opensthe Add/Edit Multicast Route dialog box. Use this button to change the selected static
multicast route.

» Delete—Use this button to remove the selected static route.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit Multicast Route

Use the Add Multicast Route dialog box to add a new static multicast route to the security appliance.
Use the Edit Multicast Route dialog box to change an existing static multicast route.

Fields
- Source Address—Enter the IP address of the multicast source. You cannot change this value when
editing an exiting static multicast route.

» Source Mask—Enter the network mask for the | P address of the multicast source or chose acommon
mask from the list. You cannot change this value when editing an exiting static multicast route.

» Source Interface—Choose the incoming interface for the multicast route.

« Destination Interface—(Optional) Choose the outgoing interface for the multicast route. If you
specify the destination interface, the route is forwarded through the sel ected interface. If you do not
choose a destination interface, then RPF is used to forward the route. You can specify the interface,
or the RPF neighbor, but not both at the same time.

- Admin Distance—Enter the administrative distance of the static multicast route. If the static
multicast route has the same administrative distance as the unicast route, then the static multicast
route takes precedence.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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MBoundary

The MBoundary pane lets you configure a multicast boundary for administratively-scoped multicast
addresses. A multicast boundary restricts multicast data packet flows and enables reuse of the same
multicast group address in different administrative domains. When a multicast boundary is defined on
an interface, only the multicast traffic permitted by the filter ACL passes through the interface.

Fields

The Multicast Boundary table contains the following information. Double-click atable entry to edit the
multicast boundary filter settings.

« Interface—Lists the interfaces on the device.

- Boundary Filter—Liststhe boundary filter entriesfor the specified interface. If amulticast boundary
has not been defined for an interface, then this column displays “No Boundary Filters Configured”
for the interface.

» AutoFilter—Shows if Auto-RP messages are denied by the boundary ACL. If the AutoFilter is
enabled, the ACL also restricts the flow of Auto-RP messages. If the AutoFilter is disabled, all
Auto-RP messages are passed by the interface. This setting is disabled by default.

You can perform the following actions on the entries of the Boundary table:
- Edit—Opens the Edit Boundary Filter dialog box.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Edit Boundary Filter

The Edit Boundary Filter dialog box displays the multicast boundary filter ACL. You can add and
remove boundary filter ACL entries using this dialog box.

When the boundary filter configuration is applied to the security appliance, the ACL appearsin the
running configuration with the name interface-name_multicast, where the interface-name i s the name of
the interface the multicast boundary filter is applied to. If an ACL with that name already exists, a
number is appended to the name, for example inside_multicast_1.

Fields
« Interface—Displays the interface for which you are configuring the multicast boundary filter ACL.

« Remove any Auto-RP group range—Check this check box to filter Auto-RP messages from sources
denied by the boundary ACL. If not checked, all Auto-RP messages are passed.

The Boundary Filter table contains the following information:
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» Action—Theaction for thefilter entry. Permit allows the specified traffic to pass. Deny preventsthe
specified traffic from passing through the interface. When a multicast boundary filter is configured
on an interface, multicast traffic is denied by default.

- Network Address—The multicast group address of the group being permitted or denied.
» Netmask—The network mask applied to the multicast group address.
You can perform the following actions on the Boundary Filter table;
» Insert—Inserts a neighbor filter entry before the selected entry.
- Add—Adds a neighbor filter entry after the selected entry.
- Edit—Edits the selected boundary filter.
- Delete—Removes the selected neighbor filter entry.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit/Insert Neighbor Filter Entry

The Add/Edit/Insert Neighbor Filter Entry dialog box lets you create the ACL entries for the multicast
boundary ACL.

Fields

- Action—Select Permit or Deny for the neighbor filter ACL entry. Selecting Permit allows the
multicast group advertisements through the interface. Selecting Deny prevents the specified
multicast group advertisements from passing through the interface. When a multicast boundary is
configured on an interface, all multicast traffic is prevented from passing through the interface
unless permitted with a neighbor filter entry.

» Multicast Group Address—Enter the address of the multicast group being permitted or denied. Valid
group addresses are from 224.0.0.0 to 239.255.255.255.255.

» Netmask—Type or select the netmask for the multicast group address.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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PIM

The MForwarding pane lets you disable and reenable multicast forwarding on a per interface basis. By
default, multicast forwarding is enabled on all interfaces.

When multicast forwarding is disabled on an interface, the interface does not accept any multicast
packets unless specifically configured through other methods. IGM P packets are also prevented when
multicast forwarding is disabled.

Fields
- The Multicast Forwarding table displays the following information:

- Interface—Displaystheinterfaces configured on the security appliance. Click an interface name
to select the interface. Double-click an interface name to toggle the Multicast Forwarding
Enabled status for the interface.

- Multicast Forwarding Enabled—Displays Yes if multicast forwarding is enabled on the
specified interface. Displays No if multicast forwarding is disabled on the specified interface.
Double-click this entry to toggle Yes/No for the selected interface.

» Enable—Enables multicast forwarding on the selected interface.
- Disable—Disables multicast forwarding on the selected interface.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

For More Information
- Configuring Multicast Routing, page 13-1

Routers use PIM to maintaining forwarding tables for forwarding multicast datagrams.

When you enable multicast routing on the security appliance, PIM isenabled on all interfaces by default.
You can disable PIM on a per-interface basis.

For more information about configuring PIM, see the following:
- Protocol
« Neighbor Filter, page 13-13
- Bidirectional Neighbor Filter, page 13-14
« Rendezvous Points
< Route Tree
- Request Filter
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Protocol
The Protocol pane displays the interface-specific PIM properties.

Fields

» Protocol—Displaysthe PIM settings for each interface. Double-clicking an entry in the table opens
the Edit PIM Protocol dialog box for that entry.

- Interface—Displays the name of the security appliance interfaces.

- PIM Enabled—Displays “Yes’ if PIM is enabled on the interface, “No” if PIM is not enabled.

— DR Priority—Displays the interface priority.

- Hello Interval—Displays the frequency, in seconds, at which the interface sends PIM hello
messages.

- Join-Prune Interval—Displays the frequency, in seconds, at which the interface sends PIM join
and prune advertisements.

» Edit—Opens the Edit PIM Protocol dialog box for the selected entry.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Edit PIM Protocol

The Edit PIM Protocol dialog box lets you change the PIM properties for the selected interface.

Fields
- Interface—Display only. Displays the name of the selected interface. You cannot edit this value.

« PIM Enabled—Check this check box to enable PIM on the selected interface. Uncheck this check
box to disable PIM on the selected interface.

« DR Priority—Sets the designated router priority for the selected interface. The router with the
highest DR priority on subnet becomes the designated router. Valid values range from 0 to
4294967294. The default DR priority is 1. Setting this value to 0 makes the security appliance
interface ineligible to become the default router.

« Hello Interval—Enter the frequency, in seconds, at which the interface sends PIM hello messages.
Valid values range from 1 to 3600 seconds. The default value is 30 seconds.

« Join-Prune Interval—Enter the frequency, in seconds, at which the interface sends PIM join and
prune advertisements. Valid values range from 10 to 600 seconds. The default value is 60 seconds.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Neighbor Filter

The Neighbor Filter pane displays the PIM neighbor filters, if any, that are configured on the security
appliance. A PIM neighbor filter isan ACL that defines the neighbor devicesthat can participatein PIM.
If aneighbor filter is not configured for an interface, then there are no restrictions. If a PIM neighbor
filter is configured, only those neighbors permitted by the filter list can participate in PIM with the
security appliance.

When a PIM neighbor filter configuration is applied to the security appliance, an ACL appearsin the
running configuration with the name interface-name_multicast, where the interface-name i s the name of
the interface the multicast boundary filter is applied to. If an ACL with that name already exists, a
number is appended to the name, for example inside_multicast_1. This ACL defines which devices can
become PIM neighbors of the security appliance.

Fields

The PIM Neighbor Filter table displays the following information. Double-clicking an entry in the table
opens the Edit Neighbor Filter Entry dialog box for the selected entry.

» Interface—Displays the name of the interface the PIM neighbor filter entry applies to.

- Action—Display “permit” if the specified neighbors are allowed to participate in PIM. Displays
“deny” if the specified neighbors are prevented from participating in PIM.

» Network Address—The network address of the neighbor or neighbors being permitted or denied.
« Netmask—The network mask to use with the Network Address.
You can perform the following actions:
« Insert—Click to insert a neighbor filter entry before the selected entry.
» Add—cClick to add a neighbor filter entry after the selected entry.
- Edit—Click to edit the selected neighbor filter entry.
- Delete—Click to remove the selected neighbor filter entry.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

For More Information
Add/Edit/Insert Neighbor Filter Entry, page 13-14
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Add/Edit/Insert Neighbor Filter Entry

Bidirectional

The Add/Edit/Insert Neighbor Filter Entry lets you create ACL entries for the PIM neighbor filter ACL.

Fields
» Interface—Select the name of the interface the PIM neighbor filter entry applies to from the list.

» Action—Select “permit” to allow the specified neighbors to participate in PIM. Select “deny” to
prevent the specified neighbors from participating in PIM.

« Network Address—The network address of the neighbor or neighbors being permitted or denied.
« Netmask—The network mask to use with the Network Address.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context

Multiple
Routed Transparent |Single Context System
Neighbor Filter

The Bidirectional Neighbor Filter pane shows the PIM bidirectional neighbor filters, if any, that are
configured on the security appliance. A PIM bidirectional neighbor filtersisan ACL that defines the
neighbor devices that can participate in the DF election. If a PIM bidirectional neighbor filter is not
configured for an interface, then there are no restrictions. If a PIM bidirectional neighbor filter is
configured, only those neighbors permitted by the ACL can participate in DF election process.

When a PIM bidirectional neighbor filter configuration is applied to the security appliance, an ACL
appearsin the running configuration with the name interface-name_multicast, where theinterface-name
isthe name of the interface the multicast boundary filter is applied to. If an ACL with that name already
exists, a number is appended to the name, for example inside_multicast_1. This ACL defines which
devices can become PIM neighbors of the security appliance.

Bidirectional PIM allows multicast routersto keep reduced stateinformation. All of the multicast routers
in a segment must be bidirectionally enabled for bidir to elect a DF.

The PIM bidirectional neighbor filters enable the transition from a sparse-mode-only network to a bidir
network by letting you specify the routers that should participate in DF election while still allowing all
routers to participate in the sparse-mode domain. The bidir-enabled routers can elect a DF from among
themselves, even when there are non-bidir routers on the segment. Multicast boundaries on the non-bidir
routers prevent PIM messages and data from the bidir groups from leaking in or out of the bidir subset
cloud.

When a PIM bidirectional neighbor filter is enabled, the routers that are permitted by the ACL are
considered to be bidir-capable. Therefore:

- If apermitted neighbor does not support bidir, the DF election does not occur.
» If adenied neighbor supports bidir, then DF election does not occur.
« If adenied neighbor does not support bidir, the DF election can occur.
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Fields

The PIM Bidirectional Neighbor Filter table contains the following entries. Double-click an entry to
open the Edit Bidirectional Neighbor Filter Entry dialog box for that entry.

Interface—Displays the interface the bidirectional neighbor filter applies to.

Action—Displays “permit” if the bidirectional neighbor filter entry allows participation in the DF
election process. Display “deny” if the entry prevents the specified addresses from participating in
the DF election process.

Network Address—T he address being permitted or denied.
Netmask—The network mask to apply to the Network Address.

You can perform the following actions:

Insert—Click to insert a bidirectional neighbor filter entry before the selected entry.
Add—Click to add a bidirectional neighbor filter entry after the selected entry.
Edit—Click to edit the selected bidirectional neighbor filter entry.

Delete—Click to remove the selected bidirectional neighbor filter entry.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

For More Information
Add/Edit/Insert Bidirectional Neighbor Filter Entry, page 13-15

Add/Edit/Insert Bidirectional Neighbor Filter Entry

The Add/Edit/Insert Bidirectional Neighbor Filter Entry dialog box lets you create ACL entries for the
PIM bidirectional neighbor filter ACL.

Fields

Interface—Sel ect the interface for which you are configuring the PIM bidirectional neighbor filter
ACL entry.

Action—Select permit to allow the specified devices to participate in the DF election. Select deny
to prevent the specified devices from participating in the DF election.

Network Address—T he network address of the neighbor or neighbors being permitted or denied.

Netmask—The network mask to use with the Network Address.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Rendezvous Points

When you configure PIM, you must choose one or more routers to operate asthe RP. An RPisasingle,
common root of a shared distribution tree and is statically configured on each router. First hop routers
use the RP to send register packets on behalf of the source multicast hosts.

You can configure a single RP to serve more than one group. If a specific group is not specified, the RP
for the group is applied to the entire P multicast group range (224.0.0.0/4).

You can configure more than one RP, but you cannot have more than one entry with the same RP.

Fields

» Generate | OS compatible register messages—Check this check box if your RPisaCisco |OSrouter.
The security appliance software accepts register messages with the checksum on the PIM header and
only the next 4 bytesrather than using the Cisco | OS software method—accepting register messages
with the checksum on the entire PIM message for all PIM message types.

» Rendezvous Points—Displays the RPs configured on the security appliance.

Rendezvous Point—Displays the | P address of the RP.

Multicast Groups—Displays the multicast groups associated with the RP. Displays “--All
Groups--" if the RP is associated with all multicast groups on the interface.

Bi-directional—Displays “ Yes’ if the specified multicast groups are to operate in bidirectional
mode. Displays “No” if the specified groups are to operate in sparse mode.

» Add—Opens the Add/Edit Rendezvous Point dialog box. Use this button to add a new RP entry.

- Edit—Opens the Add/Edit Rendezvous Point dialog box. Use this button to change an existing RP
entry.

- Delete—Removes the selected RP entry from the Rendezvous Point table.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Multiple
Context

Transparent |Single System

Add/Edit Rendezvous Point

The Add Rendezvous Point dialog box |ets you add a new entry to the Rendezvous Point table. The Edit
Rendezvous Point dialog box lets you change an existing RP entry.
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Restrictions

You cannot use the same RP address twice.

You cannot specify All Groups for more than one RP.

Fields

N

Note

Rendezvous Point |P Address—Enter the | P address of the RP. Thisis a unicast address. When
editing an existing RP entry, you cannot change this value.

Use bi-directional forwarding—Check this check box if you want the specified multicast groups to
operation in bidirectional mode. In bidirectional mode, if the security appliance receives a multicast
packet and has no directly connected members or PIM neighbors present, it sends a Prune message
back to the source. Uncheck this check box if you want the specified multicast groups to operatein
sparse mode.

The security appliance always advertises the bidir capability in the PIM hello messages
regardless of the actual bidir configuration.

Use this RP for All Multicast Groups—Choose this option to use the specified RP for all multicast
groups on the interface.

Use this RP for the Multicast Groups as specified below—Choose this option to designate the
multicast groups to use with specified RP.

Multicast Groups—Displays the multicast groups associated with the specified RP.

The table entries are processed from the top down. You can create an RP entry that includes arange
of multicast groups but excludes specific groups within that range by placing deny rules for the
specific groups at the top of the table and the permit rule for the range of multicast groups below the
deny statements.

Double-click an entry to open the Multicast Group dialog box for the selected entry.

- Action—Displays “Permit” if the multicast group isincluded or “deny” if the multicast group
is excluded.

- Multicast Group Address—Displays the address of the multicast group.
- Netmask—Displays the network mask of the multicast group address.

Insert Before—Opens the Multicast Group dialog box. Use this button to add a new multicast group
entry before the selected entry in the table.

Insert After—Opens the Multicast Group dialog box. Use this button to add a new multicast group
entry after the selected entry in the table.

Add—Opens the Multicast Group dialog box. Use this button to add a new multicast group entry at
the bottom of the table.

Edit—Opens the Multicast Group dialog box. Use this button to change the information for the
selected multicast group entry.

Delete—Removes the selected multicast group entry from the table.

Modes
The following table shows the modes in which this feature is available:
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Multicast Group

Request Filter

Firewall Mode Security Context

Multiple
Context

Routed Transparent [Single System

Multicast groups are lists of access rules that define which multicast addresses are part of the group. A
multicast group can contain a single multicast address or a range of multicast addresses. Use the Add
Multicast Group dialog box to create a new multicast group rule. Use the Edit Multicast Group dialog
box to modify an existing multicast group rule.

Fields

« Action—Choose “Permit” to create a group rule that allows the specified multicast addresses;
choose “Deny” to create a group rule that filters the specified multicast addresses.

» Multicast Group Address—Enter the multicast address associated with the group.
» Netmask—Enter or choose the network mask for the multicast group address.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple

Context

Routed Transparent |Single System

When the security appliance is acting as an RP, you can restrict specific multicast sources from
registering with it. This prevents unauthorized sources from registering with the RP. The Request Filter
pane lets you define the multicast sources from which the security appliance will accept PIM register

messages.

Fields
» Multicast Groups—Displays the request filter access rules.

The table entries are processed from the top down. You can create an entry that includes a range of
multicast groups but excludes specific groups within that range by placing deny rulesfor the specific
groups at the top of the table and the permit rule for the range of multicast groups below the deny
statements.

Double-click an entry to open the Request Filter Entry dialog box for the selected entry.

- Action—Displays “Permit” if the multicast source is allowed to register or “deny” if the
multicast source is excluded.

- Source—Displays the address of the source of the register message.
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— Destination—Displays the multicast destination address.

- Insert Before—Opens the Request Filter Entry dialog box. Use this button to add a new multicast
group entry before the selected entry in the table.

- Insert After—Opens the Request Filter Entry dialog box. Use this button to add a new multicast
group entry after the selected entry in the table.

» Add—Opensthe Request Filter Entry dialog box. Use this button to add a new multicast group entry
at the bottom of the table.

- Edit—Opens the Request Filter Entry dialog box. Use this button to change the information for the
selected multicast group entry.

» Delete—Removes the selected multicast group entry from the table.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Request Filter Entry

The Request Filter Entry dialog box letsyou define the multicast sourcesthat are allowed to register with
the security appliance when the security appliance acts as an RP. You create the filter rules based on the
source | P address and the destination multicast address.

Fields

» Action—Choose “Permit” to create arule that allows the specified source of the specified multicast
traffic to register with the security appliance; choose “Deny” to create a rule that prevents the
specified source of the specified multicast traffic from registering with the security appliance.

» Source |P Address—Enter the IP address for the source of the register message.

» Source Netmask—Enter or choose the network mask for the source of the register message.

» Destination IP Address—Enter the multicast destination address.

» Destination Netmask—Enter or choose the network mask for the multicast destination address.

Modes
Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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Route Tree

By default, PIM leaf routers join the shortest-path tree immediately after the first packet arrives from a
new source. This reduces delay, but requires more memory than shared tree.

You can configure whether the security appliance should join shortest-path tree or use shared tree, either
for all multicast groups or only for specific multicast addresses.

Fields

Use Shortest Path Tree for All Groups—Choose this option to use shortest-path tree for all multicast
groups.

Use Shared Tree for All Groups—Choose this option to use shared tree for all multicast groups.

Use Shared Tree for the Groups specified bel ow—Choose this option to use shared tree for the
groups specified in the Multicast Groupstable. Shortest-path tree isused for any group not specified
in the Multicast Groups table.

Multicast Groups—Displays the multicast groups to use Shared Tree with.

The table entries are processed from the top down. You can create an entry that includes a range of
multicast groups but excludes specific groups within that range by placing deny rulesfor the specific
groups at the top of the table and the permit rule for the range of multicast groups below the deny
statements.

Double-click an entry to open the Multicast Group dialog box for the selected entry.

- Action—Displays “Permit” if the multicast group isincluded or “deny” if the multicast group
is excluded.

- Multicast Group Address—Displays the address of the multicast group.
- Netmask—Displays the network mask of the multicast group address.

Insert Before—Opens the Multicast Group dialog box. Use this button to add a new multicast group
entry before the selected entry in the table.

Insert After—Opens the Multicast Group dialog box. Use this button to add a new multicast group
entry after the selected entry in the table.

Add—Opens the Multicast Group dialog box. Use this button to add a new multicast group entry at
the bottom of the table.

Edit—Opens the Multicast Group dialog box. Use this button to change the information for the
selected multicast group entry.

Delete—Removes the selected multicast group entry from the table.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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Configuring IPv6 Neighbors

This chapter provides information about | Pv6 neighbor discovery. It shows how to add an IPv6 neighbor
and how to configure neighbor solicitation messages.

This chapter includes the following sections:
- Information About IPv6 Neighbor Discovery, page 14-1
» Adding an IPv6 Static Neighbor, page 14-2
- Configuring IPv6 Neighbor Discovery, page 14-2
- Editing and Deleting Static Neighbors, page 14-7
« Viewing and Clearing Dynamic Neighbors, page 14-8

Information About IPv6 Neighbor Discovery

Nodes (hosts) use neighbor discovery to determine the link-layer addresses for neighbors known to
reside on attached links and to quickly purge cashed values that become invalid. Hosts also use neighbor
discovery to find neighboring routers that are willing to forward packets on their behalf. Finally, nodes
use the protocol to actively keep track of which neighbors are reachable and which are not, and to detect
changed link-layer addresses. When a router or the path to arouter fails, a host actively searches for
functioning alternates.

The neighbor discovery process uses | Pv6 (ICMPv6) messages and solicited-node multicast addresses.
Every IPv6 node is required to join the multicast groups corresponding to its unicast and any cast
addresses.

Neighbor solicitation messages are sent on the local link when a node wants to determine the link-layer
address of another node on the samelocal link. Thisfunction is similar to the ARP in IPv4, but it avoids
broadcasts used in IPv4 ARP messages, where all nodes receive unnecessary broadcast requests that do
not concern them. The source node takes the right-most 24 bits of the IPv6 address of the destination
node and sends aneighbor solicitation message to the solicited-node multicast group address on thelocal
link. The destination node will respond with its link-layer address. To send a neighbor solicitation
message, the source node must first identify the IPv6 unicast address of the destination node using a
naming service mechanism, such as DNS. A neighbor solicitation message is also used to verify the
reachability of a neighbor after the link-layer address of a neighbor is identified.

The neighbor advertisement message is a response to the neighbor solicitation message. After receiving
the neighbor solicitation message, the destination node replies by sending a neighbor advertisement
message on the local link. After receiving the neighbor advertisement, the source node and the
destination node can communicate. Neighbor advertisement messages are also sent when thereis a
change in the link-layer address of a node on the local link.
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W Adding an IPv6 Static Neighbor

A node can be manually added to the neighbor discovery cache.

Adding an IPv6 Static Neighbor

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Ensure that IPv6 is enabled on at |east one interface before attempting to add a neighbor, or ASDM will
return an error message indicating that the configuration failed. For information about configuring IPv6
on an interface, see the Chapter 9, “Configuring Interfaces.”.

For information about IPv6 Neighbor Discovery, see the“ Information About IPv6 Neighbor Discovery”
section on page 14-1.

To add an I1Pv6 static neighbor, perform the following steps:

Choose Configuration > Device Management > Advanced > | Pv6 Neighbor Discovery Cache.
Click Add.

The Add IPv6 Static Neighbor dialog box appears.

From the Interface Name drop-down list, choose an interface on which to add the neighbor.

In the IP Address field, enter the |Pv6 address that corresponds to the local data-link address, or click
the ellipsis (...) to browse for an address.

If an entry for the specified |Pv6 address already exists in the neighbor discovery cache—Ilearned
through the IPv6 neighbor discovery process—the entry is automatically converted to a static entry.

In the MAC address field, enter the local data-line (hardware) MAC address.
Click OK.
A

Note  Before you apply the changes and save the configuration, you can click Reset to cancel any
changes and restore the original values.

Click Apply to save the configuration.

Configuring IPv6 Neighbor Discovery

The IPv6 neighbor discovery process uses |CMPv6 messages and solicited-node multicast addresses to
determine the link-layer address of a neighbor on the same network (local link), verify the reachability
of aneighbor, and keep track of neighboring routers. For information about adding an 1Pv6 static
neighbor, see the “Adding an IPv6 Static Neighbor” section on page 14-2. For information about |Pv6
neighbor discovery, see the “Information About IPv6 Neighbor Discovery” section on page 14-1.

This section includes the following topics:
- Configuring Neighbor Solicitation Messages, page 14-3
- Configuring Router Advertisement Messages, page 14-5
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Configuring Neighbor Solicitation Messages

Neighbor solicitation messages (ICMPv6 Type 135) are sent on the local link by nodes attempting to
discover the link-layer addresses of other nodes on the local link. The neighbor solicitation message is
sent to the solicited-node multicast address.The source address in the neighbor solicitation message is
the IPv6 address of the node sending the neighbor solicitation message. The neighbor solicitation
message al so includes the link-layer address of the source node.

After receiving a neighbor solicitation message, the destination node replies by sending a neighbor
advertisement message (ICPMv6 Type 136) on the local link. The source address in the neighbor
advertisement message is the | Pv6 address of the node sending the neighbor advertisement message; the
destination address is the I1Pv6 address of the node that sent the neighbor solicitation message. The data
portion of the neighbor advertisement message includes the link-layer address of the node sending the
neighbor advertisement message.

After the source node receives the neighbor advertisement, the source node and destination node can
communicate. Figure 14-1 shows the neighbor solicitation and response process.

Figure 14-1 IPv6 Neighbor Discovery—Neighbor Solicitation Message
Neighbor solicitation messages are also used to verify the reachability of a neighbor after the link-layer
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address of aneighbor isidentified. When a node wants to verifying the reachability of a neighbor, the
destination address in a neighbor solicitation message is the unicast address of the neighbor.

Neighbor advertisement messages are also sent when thereis achange in thelink-layer address of anode
on alocal link. When there is such a change, the destination address for the neighbor advertisement is
the all-nodes multicast address.

You can configure the neighbor solicitation message interval and neighbor reachable time on a
per-interface basis. See the following topics for more information:

- Configuring the IPv6 Neighbor Solicitation Message Interval, page 14-4
« Configuring the IPv6 Neighbor Reachable Time, page 14-4
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Configuring the IPv6 Neighbor Solicitation Message Interval

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7

You can configure the interval between IPv6 neighbor solicitation retransmissions on an interface. Valid
values range from 1000 to 3600000 milliseconds. The default valueis 1000 milliseconds. Thissettingis
also sent in router advertisement messages.

To configure the neighbor solicitation message interval, perform the following steps:

Choose Configuration > Device Setup > | nterfaces.

Choose the interface on which to configure the neighbor solicitation interval. The interface must have
been configured with an 1Pv6 address. See the “ Configuring IPv6 Neighbor Discovery” section on
page 14-2 for more information.

Click Edit.

The Edit Interface dialog box appears with three tabs: General, Advanced, and IPv6.
Click the I Pv6 tab.

In the NS Interval field, enter the time interval.

Click OK.

Click Apply to save the configuration.

Configuring the IPv6 Neighbor Reachable Time

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7

The neighbor reachable time enables detecting unavailable neighbors. Shorter configured times enable
detecting unavailable neighbors more quickly; however, shorter times consume more IPv6 network
bandwidth and processing resources in all IPv6 network devices. Very short configured times are not
recommended in normal IPv6 operation.

Valid time values range from 0 to 3600000 milliseconds. The default is O; however, when you use 0, the
reachable time is sent as undetermined. It is up to the receiving devices to set and track the reachable
time value.

To configure the amount of time that a remote IPv6 node is considered reachable after a reachability
confirmation event has occurred, perform the following steps:

Choose Configuration > Device Setup > | nterfaces.

Select the interface for which you want to configure the time. The interface must have been configured
with an IPv6 address. See the “Configuring IPv6 Neighbor Discovery” section on page 14-2 for more
information.

Click Edit.

The Edit Interface dialog box appears with three tabs: General, Advanced, and IPv6.
Click the I Pv6 tab.

In the Reachable Time field, enter avalid value.

Click OK.

Click Apply to save the configuration.
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Configuring Router Advertisement Messages

Router advertisement messages (ICMPv6 Type 134) are periodically sent out each IPv6 configured
interface of the security appliance. The router advertisement messages are sent to the all-nodes multicast

address.

Figure 14-2

m

IPv6 Neighbor Discovery—Router Advertisement Message
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Router advertisement messages typically include the following information:

One or more IPv6 prefix that nodes on the local link can use to automatically configure their 1Pv6
addresses.

Lifetime information for each prefix included in the advertisement.
Sets of flags that indicate the type of autoconfiguration (stateless or stateful) that can be completed.

Default router information (whether the router sending the advertisement should be used as adefault
router and, if so, the amount of time (in seconds) the router should be used as a default router).

Additional information for hosts, such as the hop limit and MTU a host should use in packets that it
originates.

The amount of time between neighbor solicitation message retransmissions on a given link.
The amount of time a node considers a neighbor reachable.

Router advertisements are also sent in response to router solicitation messages (ICMPv6 Type 133).
Router solicitation messages are sent by hosts at system startup so that the host can immediately
autoconfigure without needing to wait for the next scheduled router advertisement message. Because
router solicitation messages are usually sent by hosts at system startup, and the host does not have a
configured unicast address, the source address in router solicitation messages is usually the unspecified
IPv6 address (0:0:0:0:0:0:0:0). If the host has a configured unicast address, the unicast address of the
interface sending the router solicitation message is used as the source address in the message. The
destination addressin router solicitation messages is the all-routers multicast address with a scope of the
link. When a router advertisement is sent in response to a router solicitation, the destination addressin
the router advertisement message is the unicast address of the source of the router solicitation message.

You can configure the following settings for router adverti sement messages:

The time interval between periodic router advertisement messages.

The router lifetime value, which indicates the amount of time IPv6 nodes should consider the
security appliance to be the default router.

The IPv6 network prefixes used on the link.
Whether or not an interface transmits router advertisement messages.

[ oL-18494-03
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Unless otherwise noted, the router advertisement message settings are specific to an interface and are
entered in interface configuration mode. See the following topics for information about changing these
settings:

- Configuring the Router Advertisement Transmission Interval, page 14-6
- Configuring the Router Lifetime Value, page 14-6
» Suppressing Router Advertisement Messages, page 14-7

Configuring the Router Advertisement Transmission Interval
By default, router advertisements are sent out every 200 seconds. Valid values range from 3 to 1800
seconds.

Theinterval between transmissions should be less than or equal to the | Pv6 router advertisement lifetime
if the security appliance is configured as a default router. (See the “ Configuring the Router Lifetime
Value” section on page 14-6.) To prevent synchronization with other IPv6 nodes, randomly adjust the
actual value used to within 20 percent of the desired value.

To change the interval between router advertisement transmissions on an interface, perform the
following steps:

Stepl  Choose Configuration > Device Setup > Interfaces.
Step2  Select the interface for which you want to configure the time.

The interface must have been configured with an |Pv6 address. See the Chapter 9, “ Configuring
Interfaces,” for more information.

Step3  Click Edit.

The Edit Interface dialog box appears with three tabs: General, Advanced, and |Pv6.
Step4  Click the IPv6 tab.
Step5  Inthe RA Interval field, enter avalid transmission interval value.

N

Note (Optional) To add a router advertisement transmission interval value in milliseconds instead of
the default valuein seconds, check the RA Interval in Milliseconds check box, and enter avalue
from 500 to 1800000 in the RA Interval field.

Step6  Click OK.
Step7  Click Apply to save the configuration.

Configuring the Router Lifetime Value

The router lifetime value specifies how long nodes on the local link should consider the security
appliance as the default router on the link. Valid values range from 0 to 9000 seconds. The default is
1800 seconds. Entering 0 indicates that the security appliance should not be considered a default router
on the selected interface.
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m. 0L-18494-03 |



| Chapter 14

Configuring IPv6 Neighbors

Step 1
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Step 3

Step 4
Step 5
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Editing and Deleting Static Neighbors

To configure the router lifetime value in I1Pv6 router advertisements on an interface, perform the
following steps:

Choose Configuration > Device Setup > | nterfaces.
Select the interface for which you want to configure the lifetime value.

The interface must have been configured with an |Pv6 address. See the Chapter 9, “ Configuring
Interfaces,” for more information.

Click Edit.

The Edit Interface dialog box appears with three tabs: General, Advanced, and IPv6.
Click the I Pv6 tab.

Inthe RA Lifetimefield, enter avalid lifetime value.

Click OK.

Click Apply to save the configuration.

Suppressing Router Advertisement Messages

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

By default, router advertisement messages are automatically sent in response to router solicitation
messages. You may want to disable these messages on any interface for which you do not want the
security appliance to supply the IPv6 prefix (for example, the outside interface).

To suppress | Pv6 router advertisement transmissions on an interface, perform the following steps:

Choose Configuration > Device Setup > | nterfaces.

Select the interface for which you want to configure the lifetime value. The interface must have been
configured with an 1Pv6 address. See the “ Configuring | Pv6 Neighbor Discovery” section on page 14-2
for more information.

Click Edit.

The Edit Interface dialog box appears with three tabs: General, Advanced, and IPv6.
Click the I Pv6 tab.

Check the Suppress RA check box.

Verify that the router advertisement messageis suppressed on theinterfacethat is configured for the |Pv6
address.

Editing and Deleting Static Neighbors

This section includes the following topics:
- Editing Static Neighbors, page 14-8
« Deleting Static Neighbors, page 14-8
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Editing Static Neighbors

To edit a static neighbor that is defined in your configuration, perform the following steps:

Stepl  Choose Configuration > Device Management > Advanced > | Pv6 Neighbor Discovery Cache.
Step2  Inthe main pane, select the neighbor you wish to edit, and click Edit.

The Edit I1Pv6 Static Neighbor dialog box appears.
Step3  Enter all necessary changes, and click OK.

A

Note  Beforeyou apply the changes and permanently alter the neighbor in your configuration, you can
click Reset to restore the original values.

Step4  Click Apply to save the changes to your configuration.

Deleting Static Neighbors

To delete a static neighbor from your configuration, perform the following steps:

Stepl  Choose Configuration > Device Management > Advanced > | Pv6 Neighbor Discovery Cache.
Step2  Inthe main pane, select the neighbor you wish to delete, and click Delete.

The selected neighbor is removed from the list.

>

Note  Beforeyou apply the changes and permanently delete the neighbor from your configuration, you
can click Reset to restore the original values.

Step3  Click Apply to save the change to your current configuration.

Viewing and Clearing Dynamic Neighbors

When a host or node communicates with a neighbor, the neighbor is added to the neighbor discovery
cache. The neighbor is removed from the cache when there is no longer any communication with the
neighbor.

To view dynamically discovered neighbors and to clear neighbors from the IPv6 Neighbor Discovery
Cache, perform the following steps:

Stepl  Choose Monitoring > Interface Graphs > IPv6 Neighbor Discovery Cache.

You can view all static and dynamically discovered neighbors from the IPv6 Neighbor Discovery Cache
pane.

Step2  Toclear all dynamically discovered neighbors from the cache, click Clear Dynamic Neighbor Entries.
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Viewing and Clearing Dynamic Neighbors

The neighbor information is removed from the cache.

S,
Note  Thistask clears only dynamically discovered neighbors from the cache. It does not clear static
neighbors. To clear static neighbors, see the “Deleting Static Neighbors” section on page 14-8.
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DHCP, DNS and WCCP Services

A DHCP server provides network configuration parameters, such as | P addresses, to DHCP clients. The
security appliance can provide DHCP server or DHCP relay services to DHCP clients attached to
security appliance interfaces. The DHCP server provides network configuration parameters directly to
DHCP clients. DHCP relay passes DHCP requests received on one interface to an external DHCP server
located behind a different interface.

The Domain Name System (DNS) is the system in the Internet that maps names of objects (usually
hostnames) into IP numbers or other resource record values. The namespace of the Internet is divided
into domains, and the responsibility for managing names within each domain is delegated, typically to
systems within each domain. DNS client services allows you to specify DNS servers to which the
security appliance sends DNS requests, request timeout period, and other parameters.

Dynamic DNS (DDNS) update integrates DNS with DHCP. The two protocols are complementary:
DHCP centralizes and automates | P address allocation; DDNS update automatically records the
association between assigned addresses and hostnames at pre-defined intervals. DDNS allows frequently
changing address-hostname associations to be updated frequently. Mobile hosts, for example, can then
move freely on a network without user or administrator intervention.

For information about configuring these services, see the following sections:
- DHCP Relay
- DHCP Server
- DNSClient
e Dynamic DNS
- WCCP

DHCP Relay

The DHCP Relay pane lets you configure DHCP relay services on the security appliance. DHCP relay
passes DHCP requests received on one interface to an external DHCP server located behind a different
interface. To configure DHCP relay, you need to specify at least one DHCP relay global server and then
enable a DHCP relay agent on the interface receiving DHCP requests.

Restrictions

= You cannot enable a DHCP relay agent on an interface that has a DHCP relay global server
configured for it.

- The DHCP relay agent works only with external DHCP servers; it will not forward DHCP requests
to a security appliance interface configured as a DHCP server.

[ oL-18494-03
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DHCP Relay

Prerequisites

Before you can enable aDHCP relay agent on aninterface, you must have at |east one DHCP relay global
server in the configuration or DHCP relay interface server.

Fields
- DHCP Relay Agent—Display only. Contains the fields for configuring the DHCP relay agent.

- Interface—Displaystheinterface | D. Double-clicking the interface opensthe Edit DHCP Relay
Agent Settings dialog box, where you can enable the DHCP relay agent and configure the relay
agent parameters.

~
Note  You can double-click anywhere in the row for a particular interface to open the dialog box
for that interface.

- DHCP Relay Enabled—Indicates whether the DHCP relay agent is enabled on the interface.
Thiscolumn displays*“Yes’ if the DHCPrelay agent isenabled or “No” if the DHCP relay agent
is not enabled on the interface.

- Set Route—Indicates whether the DHCP relay agent is configured to modify the default router
address in the information returned from the DHCP server. This column display “Yes” if the
DHCP relay agent is configured to change the default router address to the interface address or
“No” if the DHCP relay agent does not modify the default router address.

- Edit—Opensthe Edit DHCP Relay Agent Settings dialog box, where you can enable the DHCP
relay agent and configure the relay agent parameters.

 DHCP Relay Global Server—Contains the fields for configuring the DHCP relay global servers.

- Server—Display only. Displays the | P address of a configured, external DHCP server.
Double-clicking aserver address opensthe DHCP Relay - Edit DHCP Server dialog box, where
you can edit the DHCP relay global server settings.

- Interface—Display only. Display the interface the specified DHCP server is attached to.

— Add—Opens the DHCP Relay - Add DHCP Server dialog box, where you can specify a new
DHCP relay global server. You can define up to 4 DHCP relay global servers on the security
appliance. This button is unavailable if you already have 4 DHCP relay global servers defined.

- Edit—Opens the DHCP Relay - Edit DHCP Server dialog box, where you can edit the DHCP
relay global server settings.

- Delete—Removes the selected DHCP relay global server. The server is removed from the
security appliance configuration when you apply or save your changes.

- Timeout—Specifies the amount of time, in seconds, allowed for DHCP address negotiation.
Valid values range from 1 to 3600 seconds. The default value is 60 seconds.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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Edit DHCP Relay Agent Settings

You can enable the DHCP relay agent and configure the relay agent parameters for the selected interface
in the Edit DHCP Relay Agent Settings dialog box.

Restrictions
« You cannot enable a DHCP relay agent on an interface that has a DHCP relay global server
configured for it.

» You cannot enable a DHCP relay agent on a security appliance that has DHCP server configured on
an interface.

Prerequisites
Before you can enable a DHCP relay agent on an selected interface, you must have at least one DHCP
relay global server in the configuration.

Fields
« Enable DHCP Relay Agent—When checked, enables the DHCP relay agent on the selected
interface. You must have aDHCP relay global server defined before enabling the DHCP relay agent.

» Set Route—Specifies whether the DHCP relay agent is configured to modify the default router
address in the information returned from the DHCP server. When this check box is checked, the
DHCP relay agent substitutes the address of the selected interface for the default router address in
the information returned from the DHCP server.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Add/Edit Global DHCP Relay Server

Define new global DHCP relay servers in the DHCP Relay - Add DHCP Server dialog box or edit
existing server information in the DHCP Relay - Edit DHCP Server dialog box. You can define up to 4
DHCP relay global servers.

Restrictions
You cannot define a global DHCP relay server on an interface with a DHCP server enabled on it.

Fields
- DHCP Server—Specifies the | P address of the external DHCP server to which DHCP reguests are
forwarded.
» Interface—Specifies the interface through which DHCP requests are forwarded to the external
DHCP server.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

DHCP Server

The DHCP Server pane lets you configure the security appliance interfaces as DHCP servers. You can
configure one DHCP server per interface on the security appliance.

S
Note  You cannot configure a DHCP server on an interface that has DHCP relay configured on it. For more
information about DHCP relay, see DHCP Relay.

Fields
« Interface—Display only. Displaystheinterface ID. Double-clicking the interface ID opens the Edit
DHCP Server dialog box, where you can enable DHCP on and assign a DHCP address pool to the
selected interface.

N

Note  You can double-click anywhere in the row for a particular interface to open the dialog box for
that interface.

» DHCP Enabled—Display only. Indicates whether DHCP is enabled on the interface. This column
displays“Yes” if DHCP is enabled or “No” if DHCP is not enabled on the interface.

» Address Pool—Display only. Displays the range of | P addresses assigned to the DHCP address pool .
- DNS Servers—Display only. Displays the DNS servers configured for the interface.

«  WINS Servers—Display only. Displays the WINS servers configured for the interface.

« Domain Name—Display only. Displays the domain name of the interface.

» Ping Timeout—Display only. Displaystime in milliseconds that the security appliance will wait for
an ICMP ping response on the interface.

» LeaseLength—Display only. Displays the duration of time that the DHPC server configured on the
interface allows DHCP clients to use the an assigned I P address.

- Auto Interface—Display only. Displays the interface on aDHCP client providing DNS, WINS, and
domain name information for automatic configuration.

» Options—Display only. Displays advanced DHCP options configured for the interface.
- Dynamic DNS Settings—Display only. Displays

- Edit—Opensthe Edit DHCP Server dialog box for the selected interface. You can enable DHCP and
specify the DHCP address pool in the Edit DHCP Server dialog box.

» Globa DHCP Options—Contains optional DHCP parameters.
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Enable Auto-configuration from interface—Check this check box to enable DHCP auto
configuration and select the interface from the menu.

DHCP auto configuration causes the DHCP server to provide DHCP clients with DNS server,
domain name, and WINS server information obtained from a DHCP client running on the
specified interface. If any of the information obtained through auto configuration is also
specified manually in the Other DHCP Options area, the manually specified information takes
precedence over the discovered information.

Allow VPN override—Overrides interface DHCP or PPPoOE client WINS parameter with
vpnclient parameter.

DNS Server 1—(Optional) Specifies the IP address of the primary DNS server for a DHCP
client.

DNS Server 2—(Optional) Specifies the IP address of the alternate DNS server for aDHCP
client.

Domain Name—(Optional) Specifies the DNS domain name for DHCP clients. Enter avalid
DNS domain name, for example example.com.

Lease Length—(Optional) Specifies the amount of time, in seconds, that the client can useits
allocated |P address before the |ease expires. Valid values range from 300 to 1048575 seconds.
The default value is 3600 seconds (1 hour).

Primary WINS Server—(Optional) Specifies the |P address of the primary WINS server for a
DHCP client.

Secondary WINS Server—(Optional) Specifies the | P address of the alternate WINS server for
aDHCPclient.

Ping Timeout—(Optional) To avoid address conflicts, the security appliance sends two ICMP
ping packets to an address before assigning that address to a DHCP client. The Ping Timeout

field specifies the amount of time, in milliseconds, that the security appliance waits to time out
a DHCP ping attempt. Valid values range from 10 to 10000 milliseconds. The default value is
50 milliseconds.

Advanced—Opens the Advanced DHCP Options dialog box, where you can specify DHCP
options and their parameters.

Dynamic DNS Settings for DHCP Server—In thisarea, you can configure the DDNS update settings
for the DHCP server.

- Update DNS Clients—Check this check box to specify that, besides the default action of

updating the client PTR resource records, the DHCP server should also perform the following
update actions (if selected):

Update Both Records—Check this check box to specify that the DHCP server should update
both the A and PTR RRs.

Override Client Settings—Check this check box to specify that the DHCP server actions should
override any update actions requested by the DHCP client.

The following table shows the modes in which this feature is available:
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Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Edit DHCP Server

You can enable DHCP and specify the DHCP address pool for the selected interface in the Edit DHCP
Server dialog box.

Fields

- Enable DHCP Server—Check this check box to enable the DHCP server on the selected interface.
Uncheck this check box to disable DHCP on the selected interface. Disabling the DHCP server on
the selected interface does not clear the specified DHCP address pool.

» DHCP Address Pool—Enter the IP address pool used by the DHCP server. Enter the range of |P
addresses from lowest to highest. The range of |P addresses must be on the same subnet as the
selected interface and cannot contain the IP address of the interface itself.

» Optional Parameters—You can optionally configure the following parameters for the DHCP server:
— DNS Server 1—Enter the IP address of the primary DNS server for a DHCP client.
— DNS Server 2— Enter the IP address of the alternate DNS server for a DHCP client.

— Domain Name—Enter the DNS domain name for DHCP clients. Enter avalid DNS domain
name, for example example.com.

- Lease Length—Enter the amount of time, in seconds, that the client can use its allocated | P
address before the lease expires. Valid values range from 300 to 1048575 seconds. The default
value is 3600 seconds (1 hour).

- Primary WINS Server—Enter the |P address of the primary WINS server for aDHCP client.
- Secondary WINS Server—Enter the | P address of the alternate WINS server for aDHCP client.

- Ping Timeout—Enter the amount of time, in milliseconds, that the security appliance waits to
time out a DHCP ping attempt. Valid values range from 10 to 10000 milliseconds. The default
value is 50 milliseconds.

— Enable Auto-configuration on interface—Check this check box to enable DHCP
auto-configuration and select the interface from the menu.

- Advanced—Opens the Advanced DHCP Options dialog box, where you can specify DHCP
options and their parameters.

» Dynamic DNS Settingsfor DHCP Server—In thisarea, you can configure the DDNS update settings
for the DHCP server.

- Update DNS Clients—Check this check box to specify that, besides the default action of
updating the client PTR resource records, the DHCP server should also perform the following
update actions (if selected):

- Update Both Records—Check this check box to specify that the DHCP server should update
both the A and PTR RRs.

— Override Client Settings—Check this check box to specify that DHCP server actions should
override any update actions requested by the DHCP client.
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Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
Advanced DHCP Options

The Advanced DHCP Options dialog box lets you configure DHCP option parameters. You use DHCP
options to provide additional information to DHCP clients. For example, DHCP option 150 and DHCP
option 66 provide TFTP server information to Cisco | P Phones and Cisco | OS routers.

You can use that advanced DHCP options to provide DNS, WINS, and domain name parameters to
DHCP clients. You can also use the DHCP auto configuration setting to obtain these values or manually
specify them on the DHCP Server pane. When you use more than one method to specify thisinformation,
the information is passed to DHCP clients with the following preference:

1. Manually configured settings.
2. Advanced DHCP Options settings.
3. DHCP auto configuration.

For example, you can manually define the domain name that you want the DHCP clientsto receive, and
then enable DHCP auto configuration. Although DHCP auto configuration will discover the domain
along with the DNS and WINS servers, the manually-defined domain name is passed to DHCP clients
with the discovered DNS and WINS server names. The domain name discovered by the DHCP auto
configuration process is discarded in favor of the manually-defined domain name.

Fields
- Option to be Added—Contains the fields used to configure a DHCP option.

— Choosethe option code—L ists the available option codes. All DHCP options (options 1 through
255) are supported except 1, 12, 50-54, 58-59, 61, 67, and 82. Choose the option that you want
to configure.

Some options are standard. For standard options, the option name is shown in parentheses after
the option number and the option parameters are limited to those supported by the option. For
all other options, only the option number is shown and you must choose the appropriate
parameters to supply with the option.

For standard DHCP options, only the supported option value type is available. For example, if
you choose DHCP Option 2 (Time Offset), you can only supply a hexadecimal value for the
option. For all other DHCP options, all of the option value types are available and you must
choose the appropriate options val ue type.

« Option Data—T hese options specify the type of information the option returns to the DHCP client.
For standard DHCP options, only the supported option value typeis available. For all other DHCP
options, al of the option value types are available.

- IP Address—Choosing this value specifies that an |P address is returned to the DHCP client. You
can specify up to two | P addresses.
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Note  The name of the associated IP Address fields can change based on the DHCP option you
chose. For example, if you choose DHCP Option 3 (Router), the fields change name to
Router 1 and Router 2.

— IP Address 1—An |P address in dotted-decimal notation.
— IP Address 2—(Optional) An IP address in dotted-decimal notation.
» ASCII—Choose this option specifies that an ASCII value is returned to the DHCP client.
>
Note  The name of the associated Datafield can change based on the DHCP option you chose. For

example, if you choose DHCP Option 14 (Merit Dump File), the associated Data field
changes name to File Name.

- Data—An ASCII character string. The string cannot include white space.
» Hex—Selecting this option specifies that a hexadecimal value is returned to the DHCP client.
S
Note  The name of the associated Datafield can change based on the DHCP option you chose. For

example, if you choose DHCP Option 2 (Time Offset), the associated Datafield becomesthe
Offset field.

- Data—A hexadecimal string with an even number of digits and no spaces. You do not need to
use a Ox prefix.

» Add—Adds the configured option to the DHCP option table.
» Delete—Removes the selected option from the DHCP option table.
» DHCP option table—Lists the DHCP options that have been configured.

- Option Code—Shows the DHCP option code. For standard DHCP options, the option name
appears in parentheses next to the option code.

- Option Data—Shows the parameters that have been configured for the selected option.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System
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DNS Client W

The DNS Client pane shows the DNS server groups and DNS lookup information for the security
appliance, so it can resolve server names to | P addresses in your Clientless SSL VPN configuration or
certificate configuration. Other features that define server names (such as AAA) do not support DNS
resolution. In those cases, you must enter the | P address or manually resolve the name to an | P address
by adding the server name in the Network Object Groups pane.

Fields

» DNS Server Groups—Displays and manages the DNS server list. There can be up to six addresses
to which DNS requests can be forwarded. The security appliancetries each DNS server in order until
it receivesaresponse. You must enable DNSon at |east oneinterfacein the DNS L ookup areabefore
you can add a DNS server. The contents of the table in this area are as follows:

Name—Display only. Shows the name of each configured DNS server group.

Servers—Display only. Shows the IP addresses of the configured servers.

Timeout—Display only. Shows the number of secondsto wait before trying the next DNS server
inthelist, between 1 and 30 seconds. The default is 2 seconds. Each time the security appliance

retries the list of servers, this timeout doubles.

Retries—Display only. Shows the number of secondsto wait before trying the next DNS server

inthelist.

Domain Name—Display only. Shows the number of times the security appliance retries the

reguest.

- DNS Lookup—Enables or disables DNS lookup on an interface.

- Interface—Display only. Lists all interface names.

— DNS Enabled—Display only. Shows whether an interface supports DNS lookup, Yes or No.
- Disable—Disables DNS lookup for the selected interface.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Add/Edit DNS Server Group

The Add or Edit DNS Server Group pane lets you specify or modify one or more DNS servers for the
security appliance so it can resolve server names to |P addresses in your Clientless SSL VPN
configuration or certificate configuration. Other features that define server names (such as AAA) do not
support DNS resolution. For those, you must enter the | P address or manually resolve the nameto an IP
address by adding the server name in the Network Object Groups pane.
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Fields

Name—Specifies the server name. For the Edit function, thisfield is Display only.

DNS Servers—Manages the DNS server list. You can specify up to six addresses to which DNS
requests can be forwarded. The security appliance tries each DNS server in order until it receives a
response. You must enable DNS on at least one interface in the DNS Lookup area before you can
add a DNS server.

- Server to be Added—Specifies the DNS server | P address.
— Add—Adds a DNS server to the bottom of the list.

— Delete—Deletesthe selected DNS server from the list.

- Servers—Display only. Shows the DNS server list.

- Move Up—Moves the selected DNS server up the list.

— Move down—Moves the selected DNS server down the list.

Timeout—Specifies the number of seconds to wait before trying the next DNS server in the list,
between 1 and 30 seconds. The default is 2 seconds. Each time the security appliance retries the list
of servers, this timeout doubles.

Retries—Sets the number of times the security appliance retries the request. The rangeis 1 through
10 retries.

Domain Name—(Optional) Specifies the DNS domain name for the server. Enter avalid DNS
domain name; for example example.com.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Dynamic DNS

Dynamic DNS provides address and domain name mappings so hosts can find each other even though
their DHCP-assigned | P addresses change frequently. The DDNS name and address mappings are held
on the DHCP server in two resource records: the A RR contains the name to | P address mapping while
the PTR RR maps addresses to names. Of the two methods for performing DDNS updates—the IETF
standard defined by RFC 2136 and a generic HTTP method—the security appliance supports the IETF
method in this release.

The Dynamic DNS pane shows the configured DDNS update methods and the interfaces configured for
DDNS. By automatically records the association between assigned addresses and hostnames at
pre-defined intervals, DDNS allows frequently changing address-hostname associations to be updated
frequently. Mobile hosts, for example, can then move freely on a network without user or administrator
intervention.
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Fields

» Update Methods—L ists the DDNS update methods that are configured on the security appliance.
This table includes:

- Method Name—Display only. Shows the user-defined name for the DDNS update method.

- Interval—Display only. Showsthe time between DNS update attempts configured for the update
method.

— Update DNS Server Records—Display only. Shows whether the method updates both the A
resource record (name to IP address) and the PTR resource record (IP address to name), or
neither record.

- Add/Edit—Displays the Add/Edit Dynamic DNS Update M ethods dial og box.
- Delete—Removes the currently selected update method from the table.
« Dynamic DNS Interface Settings—L iststhe DDNS settings for each interface configured for DDNS.

- Interface—Display only. Shows the names of the security appliance interfaces configured for
DDNS.

- Method Name—Display only. Shows the update methods assigned to each interface.
- Hostname—Display only. Shows the hostname of the DDNS client.

- Update DHCP Server Records—Display only. Shows whether the interface updates both the A
and PTR resource records or neither.

- Add/Edit—Displays the Add/Edit Dynamic DNS Interface Settings dialog box.
- Delete—Removes the DDNS update settings for the selected interface.

 DHCPClientsUpdate DNS Records—Thisisthe global setting specifying which recordsthe DHCP
client requests to be updated by the DHCP server. Click one of the following radio buttons:

- Default (PTR Records) to specify that the client request PTR record updating by the server
—or—

- Both (PTR Records and A Records) to specify that the client request both the A and PTR DNS
resource records by the server

—or—
- None to specify that the client request no updates by the server

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System
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Add/Edit Dynamic DNS Update Methods

The Add/Edit Dynamic DNS Update M ethods dial og box lets you add a new method or edit a previously
added method. You can specify the method name (if adding a method), specify the interval between
DDNS update attempts, and specify whether the DDNS client attempts to update both or neither of the
two DNS records, the A record and the PTR record.

Fields
« Name—If you are adding a method, enter then nhame of the new method in this field. If you are
editing an existing method, thisfield is display-only and shows the name of the method selected for
editing.
» Update Interval—Specifies the time to el apse between update attempts. The interval ranges from 0
to nearly one year.
- Days—Choose the number of days between update attempts from 0 to 364.
— Hours—Choose the number of hours (in whole numbers) between update attempts from 0 to 23.

- Minutes—Choose the number of minutes (in whole numbers) between update attempts from 0
to 59.

- Seconds—Choose the number of minutes (in whole numbers) between update attempts from 0O
to 59.

- Update Records—Click Both (A and PTR Records) for the client to attempt updates to both the
A and PTR DNS resource records, or click A Records Only to update just the A records. This
isthe individual method setting for DNS server records updated by the client.

These units are additive. That is, if you enter 0 days, 0 hours, 5 minutes and 15 seconds, the update
method will attempt an update every 5 minutes and 15 seconds for as long as the method is active.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent |Single Context System

Add/Edit Dynamic DNS Interface Settings

The Add/Edit Dynamic DNS Interface Settings allows you to configure DDNS on a security appliance
interface. You can assign an update method, specify the hostname, and configure DHCP server updating
of both the A and PTR records by the client or neither.

Fields
» Interface—Choose an interface on which to configure DDNS from the menu.

» Update Method—Choose an available DDNS update method from the menu.
» Hostname—Enter the hostname of the DDNS client.
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WCCP Service Groups

wcee W

» DHCP Client—This area allows you to specify that the DHCP client updates both the A and PTR
DNS records or neither. This interface setting overrides the global setting at Configuration >

Properties > DNS > Dynamic DNS

- DCHP Client Updates DNS Records—Click one of the following radio buttons:
- Default (PTR Records only) to specify that the client request only PTR record updating by the

server

—or—

- Both (PTR Records and A Records) to specify that the client request both the A and PTR DNS

resource records by the server
—or—
None to specify that the client request no updates by the server

)

We DHCP must be enabled on the selected interface for this action to be effective.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context System

The Web Cache Communication Protocol (WCCP) feature lets you specify WCCP service groups and
redirect web cache traffic. The feature transparently redirects selected types of traffic to a group of web
cache engines to optimize resource usage and lower response times.

The Service Groups pane lets you allocate space and enable support of the specified Web Cache
Communication Protocol (WCCP) service group.

Fields

» Service—Displays the service group name or service group number for WCCP support.

- Redirect List—Displays the name of the access list that controls traffic redirected to a specific
service group.

- Group List—Displays the name of the access list that determines which web caches are allowed to

participate in the service group.
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Add or Edit WCCP Service Group

The Add or Edit Service Group dialog box lets you change the service group parameters for a configured
service group.

Fields

Service—Specifies the service group. You can specify the web cache service, or the identification
number of the service.

Web Cache—Specifies the web cache service. The maximum number of services, including those
specified with a dynamic service identifier is 256.

Dynamic Service Number—Enter the dynamic serviceidentifier, which means the service definition
is dictated by the cache. Valid dynamic service numbers are 0 to 254, and are used as the name of
the service group.

Redirect List—L ets you choose the predefined access list that controls traffic redirected to this
service group.

Group List—Lets you choose the predefined access list that determines which web caches are
allowed to participate in the service group. Only extended ACLs are allowed.

Password—Enter a password up to seven characters long, which is used for MD5 authentication for
messages received from the service group.

Confirm Password—Reenter the password.
Manage—Click to open the ACL Manager window, where you can create or change the ACL.

Modes
The following table shows the modes in which this feature is available:

Firewall Mode Security Context
Multiple
Routed Transparent [Single Context System

Redirection

The Redirection pane lets you enable packet redirection on the ingress of an interface using WCCP.

Fields

Interface—Displays the interface on which WCCP redirection is enabled.
Service Group—Displays the name of the service group configured for WCCP.

Modes
The following table shows the modes in which this feature is available:
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Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Add or Edit WCCP Redirection

The Redirection pane lets you add or change packet redirection on the ingress of an interface using

WCCP.

Fields

» Interface—Choose the interface on which to enable WCCP redirection.

» Service Group—Choose the service group.

» New—Opens the Add Service Group dialog box.

Modes

The following table shows the modes in which this feature is available:

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System
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Configuring AAA Servers and the Local Database

This chapter describes support for AAA (pronounced “triple A”) and how to configure AAA servers and
the local database.

This chapter includes the following sections:
- AAA Overview, page 16-1
» AAA Server and Local Database Support, page 16-3
- Configuring AAA Server Groups, page 16-9
» Testing Server Authentication and Authorization, page 16-18
» Adding a User Account, page 16-18
« Configuring LDAP Attribute Maps, page 16-22
» Adding an Authentication Prompt, page 16-23

AAA Overview

AAA enables the security appliance to determine who the user is (authentication), what the user can do
(authorization), and what the user did (accounting).

AAA provides an extralevel of protection and control for user access than using access lists alone. For
example, you can create an accesslist allowing all outside usersto access Telnet on aserver onthe DMZ
network. If you want only some users to access the server and you might not always know | P addresses
of these users, you can enable AAA to allow only authenticated and/or authorized users to make it
through the security appliance. (The Telnet server enforces authentication, too; the security appliance
prevents unauthorized users from attempting to access the server.)

You can use authentication alone or with authorization and accounting. Authorization always requires a
user to be authenticated first. You can use accounting alone, or with authentication and authorization.

This section includes the following topics:
- About Authentication, page 16-2
» About Authorization, page 16-2
« About Accounting, page 16-2
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About Authentication

Authentication controls access by requiring valid user credentials, which are typically a username and
password. You can configure the security appliance to authenticate the following items:

- All administrative connections to the security appliance including the following sessions:
— Telnet
- SSH
— Serial console
— ASDM (using HTTPS)
- VPN management access
- The enable command
- Network access
< VPN access

About Authorization

Authorization controls access per user after users authenticate. You can configure the security appliance
to authorize the following items:

- Management commands
- Network access
< VPN access

Authorization controls the services and commands available to each authenticated user. Were you not to
enable authorization, authentication alone would provide the same access to services for all
authenticated users.

If you need the control that authorization provides, you can configure a broad authentication rule, and
then have a detailed authorization configuration. For example, you authenticate inside users who attempt
to access any server on the outside network and then limit the outside servers that a particular user can
access using authorization.

The security appliance cachesthefirst 16 authorization requests per user, so if the user accesses the same
services during the current authentication session, the security appliance does not resend the request to
the authorization server.

About Accounting

Accounting tracks traffic that passes through the security appliance, enabling you to have a record of
user activity. If you enable authentication for that traffic, you can account for traffic per user. If you do
not authenticate the traffic, you can account for traffic per P address. Accounting information includes
when sessions start and stop, username, the number of bytes that pass through the security appliance for
the session, the service used, and the duration of each session.
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AAA Server and Local Database Support

The security appliance supports a variety of AAA server types and alocal database that is stored on the
security appliance. This section describes support for each AAA server type and the local database.

This section contains the following topics:

Summary of Support, page 16-3

RADIUS Server Support, page 16-4

TACACS+ Server Support, page 16-4

SDI Server Support, page 16-5

NT Server Support, page 16-5

Kerberos Server Support, page 16-5

LDAP Server Support, page 16-6

SSO Support for WebVPN with HTTP Forms, page 16-7
Local Database Support, page 16-8

Summary of Support

Table 16-1 summarizes the support for each AAA service by each AAA server type, including the local
database. For more information about support for a specific AAA server type, refer to the topics
following the table.

Table 16-1 Summary of AAA Support
Database Type

HTTP
AAA Service Local |RADIUS |TACACS+ |SDI NT Kerberos |LDAP |Form
Authentication of...
VPN users Yes |Yes Yes Yes |Yes |Yes Yes |Yes!
Firewall sessions Yes Yes Yes Yes Yes Yes Yes No
Administrators Yes Yes Yes Yes? | Yes Yes Yes No
Authorization of...
VPN users Yes Yes No No No No Yes No
Firewall sessions No Yes® Yes No No No No No
Administrators Yes* |No Yes No No No No No
Accounting of...
VPN connections No Yes Yes No No No No No
Firewall sessions No Yes Yes No No No No No
Administrators No Yes® Yes No No No No No

1.
2.
3.

HTTP Form protocol supports single sign-on authentication for WebVPN users only.
SDI is not supported for HT TP administrative access.

For firewall sessions, RADIUS authorization is supported with user-specific access lists only, which are received or
specified in a RADIUS authentication response.
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4. Loca command authorization is supported by privilege level only.
5. Command accounting is available for TACACS+ only.

RADIUS Server Support

The security appliance supports RADIUS servers.
This section contains the following topics:

» Authentication Methods, page 16-4

« Attribute Support, page 16-4

« RADIUS Authorization Functions, page 16-4

Authentication Methods

The security appliance supports the following authentication methods with RADIUS:

« PAP—For al connection types.
« CHAP—For L2TP-over-1PSec.
« MS-CHAPv1—For L2TP-over-1PSec.

« MS-CHAPv2—For L2TP-over-1PSec, and for regular |PSec remote access connections when the

password management feature is enabled.

Attribute Support

The security appliance supports the following sets of RADIUS attributes:

« Authentication attributes defined in RFC 2138.
« Accounting attributes defined in RFC 2139.

- RADIUS attributes for tunneled protocol support, defined in RFC 2868.

- Cisco IOS VSAs, identified by RADIUS vendor 1D 9.

- Cisco VPN-related VSAs, identified by RADIUS vendor ID 3076.

« Microsoft VSAS, defined in RFC 2548.

RADIUS Authorization Functions

The security appliance can use RADIUS serversfor user authorization for network access using dynamic
access lists or access list names per user. To implement dynamic access lists, you must configure the
RADIUS server to support it. When the user authenticates, the RADIUS server sends a downloadable
access list or access list name to the security appliance. Access to a given service is either permitted or
denied by the access list. The security appliance deletes the access list when the authentication session

expires.

TACACS+ Server Support

The security appliance supports TACACS+ authentication with ASCII, PAP, CHAP, and MS-CHAPv1.

l _ Cisco Security Appliance Configuration Guide using ASDM

0L-18494-03 |



| Chapter16 Configuring AAA Servers and the Local Database

AAA Server and Local Database Support

SDI Server Support

The RSA SecurlD servers are also known as SDI servers.
This section contains the following topics:

« SDI Version Support, page 16-5

« Two-step Authentication Process, page 16-5

« SDI Primary and Replica Servers, page 16-5

SDI Version Support

The security appliance supports SDI Version 5.0 and 6.0. SDI uses the concepts of an SDI primary and
SDI replicaservers. Each primary and itsreplicas share asingle node secret file. The node secret file has
its name based on the hexadecimal value of the ACE/Server | P address with .sdi appended.

A version 5.0 or 6.0 SDI server that you configure on the security appliance can be either the primary or
any one of thereplicas. Seethe “SDI Primary and Replica Servers’ section on page 16-5 for information
about how the SDI agent selects servers to authenticate users.

Two-step Authentication Process

SDI version 5.0 and 6.0 uses a two-step process to prevent an intruder from capturing information from
an RSA SecurlD authentication request and using it to authenticate to another server. The Agent first
sends alock request to the SecurlD server before sending the user authentication request. The server
locks the username, preventing another (replica) server from accepting it. This means that the same user
cannot authenticate to two security appliances using the same authentication servers simultaneously.
After a successful username lock, the security appliance sends the passcode.

SDI Primary and Replica Servers

The security appliance obtains the server list when the first user authenticates to the configured server,
which can be either aprimary or areplica. The security appliance then assigns priorities to each of the
serverson thelist, and subsequent server selection derives at random from those assigned priorities. The
highest priority servers have a higher likelihood of being selected.

NT Server Support

The security appliance supports Microsoft Windows server operating systems that support NTLM
version 1, collectively referred to as NT servers.

~

Note  NT servershave amaximum length of 14 charactersfor user passwords. Longer passwords are truncated.
Thisisalimitation of NTLM version 1.

Kerberos Server Support

The security appliance supports 3DES, DES, and RC4 encryption types.
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S,
Note  The security appliance does not support changing user passwords during tunnel negotiation. To avoid

this situation happening inadvertently, disable password expiration on the Kerberos/Active Directory
server for users connecting to the security appliance.

LDAP Server Support

This section describes LDAP server support, and includes the following topics:
« Authentication with LDAP, page 16-6
« Securing LDAP Authentication with SASL, page 16-6
- LDAP Server Types, page 16-7
» Authorization with LDAP for VPN, page 16-7

Authentication with LDAP

During authentication, the security appliance acts as a client proxy to the LDAP server for the user, and
authenticates to the LDAP server in either plain text or using the Simple Authentication and Security
Layer (SASL) protocol. By default, the security appliance passes authentication parameters, usually a
username and password, to the LDAP server in plain text. Whether using SASL or plain text, you can
secure the communications between the security appliance and the LDAP server with SSL.

Note  If you do not configure SASL, we strongly recommend that you secure L DAP communications with
SSL.

When user LDAP authentication has succeeded, the LDAP server returns the attributes for the
authenticated user. For VPN authentication, these attributes generally include authorization data which
is applied to the VPN session. Thus, using L DAP accomplishes authentication and authorization in a
single step.

Securing LDAP Authentication with SASL

The security appliance supports the following SASL mechanisms, listed in order of increasing strength:

- Digest-MD5 — The security appliance responds to the LDAP server with an MD5 value computed
from the username and password.

» Kerberos— The security appliance respondsto the LDAP server by sending the username and realm
using the GSSAPI (Generic Security Services Application Programming Interface) Kerberos
mechanism.

You can configure the security appliance and LDAP server to support any combination of these SASL
mechanisms. If you configure multiple mechanisms, the security appliance retrieves the list of SASL
mechani sms configured on the server and sets the authentication mechanism to the strongest mechanism
configured on both the security appliance and the server. For example, if both the LDAP server and the
security appliance support both mechanisms, the security appliance selects Kerberos, the stronger of the
mechanisms.
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LDAP Server Types

The security appliance supports LDAP version 3 and is compatible with the Sun Microsystems JAVA
System Directory Server (formerly named the Sun ONE Directory Server), the Microsoft Active
Directory, and other LDAPv3 directory servers.

By default, the security appliance auto-detects whether it is connected to a Microsoft Active Directory,
aSun LDAP directory server, or ageneric LDAPv3 directory server. However, if auto-detection fails to
determine the LDAP server type, and you know the server is either a Microsoft, Sun or generic LDAP
server, you can manually configure the server type.

« Sun—The DN configured on the security appliance to access a Sun directory server must be able to
access the default password policy on that server. We recommend using the directory administrator,
or auser with directory administrator privileges, asthe DN. Alternatively, you can place an ACI on
the default password policy.

» Microsoft—You must configure LDAP over SSL to enable password management with Microsoft
Active Directory.

» Generic—The security appliance does not support password management with a generic LDAPv3
directory server.

Authorization with LDAP for VPN

When user L DAP authentication for VPN access has succeeded, the security appliance queriesthe LDAP
server which returns LDAP attributes. These attributes generally include authorization data that applies
to the VPN session. Thus, using LDAP accomplishes authentication and authorization in a single step.

There may be cases, however, where you require authorization from an LDAP directory server that is
separate and distinct from the authentication mechanism. For example, if you use an SDI or certificate
server for authentication, no authorization information is passed back. For user authorizations in this
case, you can query an LDAP directory after successful authentication, accomplishing authentication
and authorization in two steps.

SSO Support for WebVPN with HTTP Forms

The security appliance can use the HTTP Form protocol for single sign-on (SSO) authentication of
WebV PN users only. Single sign-on support lets WebV PN users enter a username and password only
onceto access multiple protected services and Web servers. The WebV PN server running on the security
appliance acts as a proxy for the user to the authenticating server. When a user logs in, the WebVPN
server sends an SSO authentication request, including username and password, to the authenticating
server using HTTPS. If the server approves the authentication request, it returns an SSO authentication
cookie to the WebV PN server. The security appliance keeps this cookie on behalf of the user and usesit
to authenticate the user to secure websites within the domain protected by the SSO server.

In addition to the HTTP Form protocol, WebVPN administrators can choose to configure SSO with the
HTTP Basic and NTLM authentication protocols (the auto-signon command), or with Computer
Associates eTrust SiteMinder SSO server (formerly Netegrity SiteMinder) as well. For an in-depth
discussion of configuring SSO with either HTTP Forms, auto-signon or SiteMinder, see the Clientless
SSL VPN chapter.
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Local Database Support

User Profiles

Fallback Support

The security appliance maintains alocal database that you can populate with user profiles.
This section contains the following topics:

e User Profiles, page 16-8

» Fallback Support, page 16-8

User profiles contain, at a minimum, a username. Typically, a password is assigned to each username,
although passwords are optional.

The username attributes command lets you enter the username mode. In this mode, you can add other
information to aspecific user profile. The information you can add includesVV PN-rel ated attributes, such
as a VPN session timeout value.

The local database can act as afallback method for several functions. This behavior is designed to help
you prevent accidental lockout from the security appliance.

For users who need fallback support, we recommend that their usernames and passwords in the local
database match their usernames and passwords in the AAA servers. This provides transparent fallback
support. Because the user cannot determine whether a AAA server or the local database is providing the
service, using usernames and passwords on AAA servers that are different than the usernames and
passwords in the local database means that the user cannot be certain which username and password
should be given.

The local database supports the following fallback functions:

- Console and enable password authentication—When you use the aaa authentication console
command, you can add the LOCAL keyword after the AAA server group tag. If the serversin the
group all are unavailable, the security appliance uses the local database to authenticate
administrative access. This can include enable password authentication, too.

- Command authorization—When you use the aaa authorization command command, you can
add the LOCAL keyword after the AAA server group tag. If the TACACS+ serversin the group all
are unavailable, the local database is used to authorize commands based on privilege levels.

- VPN authentication and authorization—\V PN authentication and authorization are supported to
enable remote access to the security appliance if AAA servers that normally support these VPN
services are unavailable. The authentication-server-group command, available in tunnel-group
general attributes mode, lets you specify the LOCAL keyword when you are configuring attributes
of atunnel group. When VPN client of an administrator specifies a tunnel group configured to
fallback to the local database, the VPN tunnel can be established even if the AAA server group is
unavailable, provided that the local database is configured with the necessary attributes.
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Configuring AAA Server Groups

If youwant to use an external AAA server for authentication, authorization, or accounting, you must first
create at |east one AAA server group per AAA protocol and add one or more servers to each group. You
identify AAA server groups by name. Each server group is specific to one type of server: Kerberos,
LDAPR NT, RADIUS, SDI, or TACACS+.

You can have up to 100 server groups in single mode or 4 server groups per context in multiple mode.
Each group can have up to 16 serversin single mode or 4 serversin multiple mode. When a user logsin,
the servers are accessed one at atime starting with the first server you specify in the configuration, until
a server responds. If all serversin the group are unavailable, the security appliance tries the local
database if you configured it as afallback method (management authentication and authorization only).
If you do not have a fallback method, the security appliance continues to try the AAA servers.

This section includes the following procedures:
» Adding a Server Group, page 16-9
» Adding a Server to a Group, page 16-10
« AAA Server Parameters, page 16-11

Adding a Server Group

Step 1
Step 2

Step 3
Step 4

Step 5

To add a server group, perform the following steps:

Choose Configuration > Device Management > UsersS/AAA > AAA Server Groups.
In the AAA Server Groups area, click Add.
The Add AAA Server Group dialog box appears.
In the Server Group field, add a name for the group.
From the Protocol drop-down list, choose the server type:
- RADIUS
« TACACS+
- SDI
« NT Domain
- Kerberos
- LDAP
« HTTP Form

In the Accounting Mode field, click the radio button for the mode you want to use (Simultaneous or
Single).

In Single mode, the security appliance sends accounting data to only one server.
In Simultaneous mode, the security appliance sends accounting data to all serversin the group.
>

Note  Thisoption is not available for the following protocols: HTTP Form, sdi, NT, Kerberos, and
LDAP.
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Step6  Inthe Reactivation Mode field, click the radio button for the mode you want to use (Depletion or
Timed).

In Depletion mode, failed servers are reactivated only after all of the servers in the group are inactive.
In Timed mode, failed servers are reactivated after 30 seconds of down time.
Step7  If you chose Depletion reactivation mode, add atime interval in the Dead Time field.

The Dead Time is the duration of time, in minutes, to elapse between the disabling of the last server in
a group and the subsequent reenabling of all servers.

Step8  Inthe Max Failed Attempts field, add the number of failed attempts permitted.

This option sets the number of failed connection attempts allowed before declaring a nonresponsive
server to be inactive.

Step9  (Optional) If you are adding a RADIUS server type, you can perform the following optional steps:

a. Check the Enableinterim accounting update check box if you want to enable multi-session
accounting for SSL clientless and AnyConnect sessions.

b. Click VPN3K Compatibility Option to expand thelist, and click one of the following radio buttons
to specify whether or not a downloadable ACL received from RADIUS should be merged with a
Cisco AV-pair ACL:

— Donot merge
- Place the downloadable ACL after Cisco AV-pair ACL
- Place the downloadable ACL before Cisco AV-pair ACL
Step10 Click OK.
The dialog box closes, and the server group is added to the AAA server groups table.
Step 11  Inthe AAA Server Groups dialog box, click Apply to save the changes.
The changes are saved.

Adding a Server to a Group

To add a AAA server to agroup, perform the following steps:

Stepl  Choose Configuration > Device Management > User S/AAA > AAA Server Groups, andinthe AAA
Server Groups area, click the server group to which you want to add a server.

The row is highlighted in the table.
Step2  Inthe Serversin the Selected Group area (lower pane), click Add.
The Add AAA Server Group dialog box appears for the server group.

Step3  From the Interface Name drop-down menu, choose the interface name where the authentication server
resides.

Step4  Inthe Server Name or IP Address field, add either a server name or |P address for the server you are
adding to the group.

Step5  Inthe Timeout field, either add atimeout value or keep the default. The timeout is the duration of time,
in seconds, that the security appliance waits for a response from the primary server before sending the
request to the backup server.
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The other parameters avail able depend on the server type. See the following sections for parameters
unique to each server type:

RADIUS Server Fields, page 16-11

TACACS+ Server Fields, page 16-13

SDI Server Fields, page 16-13

Windows NT Domain Server Fields, page 16-13
Kerberos Server Fields, page 16-14

LDAP Server Fields, page 16-15

HTTP Form Server Fields, page 16-17

Click OK.
The dialog box closes and the AAA server is added to the AAA server group.

In the AAA Server Groups pane, click Apply to save the changes.

The changes are saved.

AAA Server Parameters

The following sections list the unique fields for each server type when adding a server to a server group
(see the “Adding a Server to a Group” section on page 16-10):

RADIUS Server Fields, page 16-11

TACACS+ Server Fields, page 16-13

SDI Server Fields, page 16-13

Windows NT Domain Server Fields, page 16-13
Kerberos Server Fields, page 16-14

LDAP Server Fields, page 16-15

HTTP Form Server Fields, page 16-17

RADIUS Server Fields

The following table describes the unique fields for configuring RADIUS servers, for use with the
“Adding a Server to a Group” section on page 16-10.

Field Description

Server Authentication Port | The server port to be used for authentication of users.

The default port is 1645.

Server Accounting Port The server port to be used for accounting of users.

The default port is 1646.

Retry Interval Theduration of time, 1 to 10 seconds, that the security appliance waits

between attempts to contact the server.
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Field Description

Server Secret Key The shared secret key used to authenticate the RADIUS server to the
security appliance. The server secret you configure here should match
the one configured on the RADIUS server. If you do not know the
server secret, ask the RADIUS server administrator. The maximum
field length is 64 characters.

Common Password A case-sensitive password that is common among users who access
this RADIUS authorization server through this security appliance.
Be sure to provide this information to your RADIUS server
administrator.

Note  For an authentication RADIUS server (rather than
authorization) do not configure a common password.

If you leave this field blank, the users username is the password for
accessing this RADIUS authorization server.

Never use a RADIUS authorization server for authentication.
Common passwords or usernames as passwords are less secure than
assigning unique user passwords.

Note  Although the password is required by the RADIUS protocol
and the RADIUS server, users do not need to know it.

ACL Netmask Convert How you want the security appliance to handle netmasks received in
downloadable access lists.

« Detect automatically: The security appliance attempts to
determine the type of netmask expression used. If it detects a
wildcard netmask expression, it converts it to a standard netmask
expression;

S
Note  Because some wildcard expressions are difficult to detect

clearly, this setting may misinterpret a wildcard netmask
expression as a standard netmask expression.

» Standard: The security appliance assumes downloadable access
lists received from the RADIUS server contain only standard
netmask expressions. No translation from wildcard netmask
expressions is performed.

« Wildcard: The security appliance assumes downloadable access
lists received from the RADIUS server contain only wildcard
netmask expressions and it convertsthem all to standard netmask
expressions when the access lists are downloaded.

Microsoft CHAPv2 Capable |If you use double authentication and enable password management in
the tunnel group, then the primary and secondary authentication
requestsinclude MS-CHAPv2 request attributes. If aRADIUS server
does not support MS-CHAPv2, then you can configure that server to
send a non-MS-CHAPv2 authentication request by unchecking this
check box.
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The following table describes the unique fields for configuring TACACS+ servers, for use with the
“Adding a Server to a Group” section on page 16-10.

Field

Description

Server Port

The port to be used for this server.

Server Secret Key

The shared secret key used to authenticate the TACACS+ server to the
security appliance. The server secret you configure here should match
the one configured on the TACACS+ server. If you do not know the
server secret, ask the RADIUS server administrator. The maximum
field length is 64 characters.

SDI Server Fields

Windows NT Domain Server Fields

The following table describes the unique fields for configuring SDI servers, for use with the “Adding a
Server to a Group” section on page 16-10.

Field

Description

Server Port

The TCP port number by which this server is accessed.

Retry Interval

Theduration of time, 1 to 10 seconds, that the security appliance waits
between attempts to contact the server.

The following table describes the unique fields for configuring Windows NT Domain servers, for use
with the “Adding a Server to a Group” section on page 16-10.

Field

Description

Server Port

Port number 139, or the TCP port number used by the security
appliance to communicate with the Windows NT server.

Domain Controller

The host name (no more than 15 characters) of the NT Primary
Domain Controller for this server. For example, PDCO1. You must
enter aname, and it must be the correct host name for the server whose
IP Address you added in the field, Authentication Server Address. If
the name is incorrect, authentication fails.
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Kerberos Server Fields

The following table describes the unique fields for configuring Kerberos servers, for use with the
“Adding a Server to a Group” section on page 16-10.

Field Description

Server Port Server port number 88, or the UDP port number over which the
security appliance communicates with the Kerberos server.

Retry Interval Theduration of time, 1to 10 seconds, that the security appliance waits
between attempts to contact the server.

Realm The name of the Kerberos realm. For example:
« EXAMPLE.COM
« EXAMPLE.NET
« EXAMPLE.ORG

>

Note  Most Kerberos servers require the realm to be all uppercase
for authentication to succeed.

The maximum length is 64 characters. The following types of servers
require that you enter the realm name in all uppercase letters:

« Windows 2000
< Windows XP
e Windows.NET

You must enter this name, and it must be the correct realm name for
the server whose | P address you entered in the Server |P Addressfield.
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LDAP Server Fields

The following table describes the unique fields for configuring LDAP servers, for use with the “Adding
a Server to a Group” section on page 16-10.

Field Description
Enable LDAP over SSL When checked, SSL secures communications between the security
check box appliance and the LDAP server. Also called secure LDAP (LDAP-S).

Note  If you do not configure SASL protocol, we strongly
recommend that you secure LDAP communications with SSL.

Server Port TCP port number 389, the port which the security appliance uses to
accessthe LDAP server for simple (non-secure) authentication or TCP
port 636 for secure authentication (LDAP-S).

All LDAP servers support authentication and authorization. Only
Microsoft AD and Sun LDAP servers additionally provide VPN
remote access password management capability, which requires
LDAP-S.
Server type A drop-down list for choosing one of the following L DAP server
types:

» Detect Automatically/Use Generic Type

e Microsoft

- Novell

e OpenLDAP
« Sun

Base DN The Base Distinguished Name (DN), or location in the LDAP
hierarchy where the server should begin searching when it receives an
LDAP request. For example, OU=people, dc=cisco, dc=com.

Scope The extent of the search the server should make in the LDAP hierarchy
when it receives an authorization request. The available options are:

* One Level: Searches only one level beneath the Base DN. This
option is quicker.

e All Levels: Searches all levels beneath the Base DN; in other
words, search the entire subtree hierarchy. This option takes more
time.

Naming Attribute(s) The Relative Distinguished Name attribute (or attributes) that
uniguely identifies an entry on the LDAP server. Common naming
attributes are Common Name (CN), SAMAccountName,
userPrincipalName, and User ID (uid).
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Field Description

Login DN The security appliance uses the Login Distinguished Name (DN) and
Login Password to establish trust (bind) with an LDAP server. The
Login DN represents a user record in the LDAP server that the
administrator uses for binding.

When binding, the security appliance authenticatesto the server using
the Login DN and the Login Password. When performing a Microsoft
Active Directory read-only operation (such as for authentication,
authorization, or group-search), the security appliance can bind with
aLogin DN with less privileges. For example, the Login DN can bea
user whose AD “Member Of” designation is part of Domain Users.
For VPN password management operations, the Login DN needs
elevated privileges and must be part of the Account Operators AD

group.
An example of aLogin DN include:

cn=Binduserl, ou=Admins, ou=Users, dc=company A,dc=com

The security appliance supports.

« Simple LDAP authentication with an unencrypted password on
port 389

» Secure LDAP (LDAP-S) on port 636
« Simple Authentication and Security Layer (SASL) MD5
» SASL Kerberos.
The security appliance does not support anonymous authentication.

Login Password The password for the Login DN user account. The charactersyou type
are replaced with asterisks.
LDAP Attribute Map The LDAP attribute maps that you can apply to LDAP server. Used to

map Cisco attribute names to user-defined attribute names and val ues.
See the “ Configuring LDAP Attribute Maps” section on page 16-22.

SASL MD5 authentication  |When checked, the M D5 mechani sm of the Simple Authentication and
check box Security Layer (SASL) authenticates communications between the
security appliance and the LDAP server.

SASL Kerberos When checked, the Kerberos mechanism of the SASL secures

authentication authentication communications between the security appliance and
the LDAP server.

Kerberos Server Group The Kerberos server or server group used for authentication. The

Kerberos Server group option is disabled by default and is enabled
only when SASL Kerberos authentication is chosen.
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Field Description

Group Base DN Used only for Active Directory serversusing LDAP protocol. ThisDN
specifiesthelocation inthe LDAP hierarchy to begin searching for the
AD groups. That is, thelist of memberOf enumerations. If thisfieldis
not configured, the security appliance usesthe Base DN for AD group
retrieval.

ASDM uses thelist of retrieved AD groups to define AAA selection
criterion for dynamic access policies. For more information, see the
show ad-groups command in CLI Command Reference Guide.

Group Search Timeout Specifies the maximum time to wait for a response from an Active
Directory server queried for available groups.

HTTP Form Server Fields

This area appears only when the selected server group uses HT TP Form, and only the server group name
and the protocol are visible. Other fields are not available when using HTTP Form.

If you do not know what the following parameters are, use an HTTP header analyzer to extract the data
fromthe HTTP GET and POST exchanges when logging into the authenticating web server directly, not
through the security appliancee. See the Cisco ASA 5500 Series Configuration Guide using the CLI, for
more detail on extracting these parameters from the HTTP exchanges.

The following table describes the unique fields for configuring HTTP Form servers, for use with the
“Adding a Server to a Group” section on page 16-10.

Field Description

Start URL The complete URL of the authenticating web server location where a
pre-login cookie can beretrieved. This parameter must be configured
only when the authenticating web server |oads a pre-login cookie with
the login page. A drop-down list offers both HTTP and HTTPS. The
maximum number of charactersis 1024, and there is no minimum.

Action URI The complete Uniform Resource Identifier for the authentication
program on the authorizing web server. The maximum number of
characters for the complete URI is 2048 characters.

Username The name of a username parameter—not a specific username—that
must be submitted as part of the HTTP form used for SSO
authentication. The maximum number of charactersis 128, and there
iS no minimum.

Password The name of a user password parameter—not a specific password
value—that must be submitted as part of the HTTP form used for SSO
authentication. The maximum number of charactersis 128, and there
iS no minimum.
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Field Description

Hidden Values The hidden parameters for the HTTP POST request submitted to the
authenticating web server for SSO authentication. This parameter is

necessary only when it is expected by the authenticating web server as
indicated by its presence in the HTTP POST request. The maximum

number of charactersis 2048.

Authentication Cookie (Optional) The name of the cookie that is set by the server on

Name successful login and that contains the authentication information. It is
used to assign a meaningful name to the authentication cookie to help
distinguish it from other cookies that the web server may pass back.
The maximum number of charactersis 128, and there is no minimum.

Testing Server Authentication and Authorization

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6
Step 7

To determine whether the security appliance can contact an AAA server and authenticate or authorize a
user, perform the following steps:

From the Configuration > Device Management > Users/AAA > AAA Server Groups > AAA Server
Groups table, click the server group where the server resides.

The row is highlighted in the table.

From the Servers in the Selected Group table, click the server you want to test.

The row is highlighted in the table.

Click Test.

The Test AAA Server dialog box appears for that server.

Click the type of test you want to perform, Authentication or Authorization.

In the Username field, add a username.

If you are testing authentication, in the Password field, add the password for the username.
Click OK.

The security appliance sends an authentication or authorization test message to the server. If the test
fails, ASDM displays an error message.

Adding a User Account

The local database is used for the following features:
« ASDM per-user access

By default, you can log into ASDM with a blank username and the enable password (see
Configuring the Device Name and Password, page 8-15). However, if you enter a username and
password at the login screen (instead of leaving the username blank), ASDM checks the local
database for a match.
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Step 5

Step 6

Step 7
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S,

Note  Although you can configure HTTP authentication using the local database, that functionality is
always enabled by default. You should only configure HT TP authentication if you want to usea
RADIUS or TACACS+ server for authentication.

» Console authentication
» Telnet and SSH authentication
- enable command authentication
This setting is for CLI-access only and does not affect the ASDM login.
- Command authorization

If you turn on command authorization using the local database, then the security appliance refersto
the user privilege level to determine what commands are available. Otherwise, the privilege level is
not generally used. By default, all commands are either privilege level 0 or level 15. ASDM allows
you to enable three predefined privilege levels, with commands assigned to level 15 (Admin), level
5 (Read Only), and level 3 (Monitor Only). If you use the predefined levels, then assign usersto one
of these three privilege levels.

« Network access authentication
« VPN client authentication
You cannot use the local database for network access authorization.

For multiple context mode, you can configure usernames in the system execution space to provide
individual logins at the CL1 using the login command; however, you cannot configure any AAA rules
that use the local database in the system execution space.

To add a user account to the security appliance local database, perform the following steps:

From the Configuration > Device Management > Users/AAA > User Accounts pane, click Add.
The Add User Account—Identity dialog box appears.
In the Username field, add a username between 4 to 64 characters long.

In the Password field add a password between 3 and 32 characters. Entries are case-sensitive. The field
displays only asterisks. To protect security, we recommend a password length of at least 8 characters.

In the Confirm Password field, add the password again.
For security purposes, only asterisks appear in the password fields.
To enable MSCHAP authentication, check User authenticated using M SCHAP.

This option specifiesthat the password is converted to unicode and hashed using MD4 after you enter it.
Use this feature if users are authenticated using MSCHAPv1 or MSCHAPv2.

To specify the VPN groups that the user belongsto, enter a group nhame in the Member of field, and click
Add.

To delete a VPN group, choose the group in the window, and click Delete.

In the Access Restriction area, set the management access level for a user. You must first enable
management authorization using the Perform authorization for exec shell access option on the
Configuration > Device Management > Users/AAA > AAA Access > Authorization tab.

Choose one of the following options:
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Cisco Security Appliance Configuration Guide using ASDM i



Chapter 16 Configuring AAA Servers and the Local Database |

W Adding a User Account

Step 8

Step 9

Note

» Full Access (ASDM, Telnet, SSH and console)—If you configure authentication for management
access using the local database , then this option lets the user use ASDM, SSH, Telnet, and the
console port. If you also configure enable authentication, then the user can access global
configuration mode.

— Privilege L evel—Selects the privilege level for this user to use with local command
authorization. The range is 0 (lowest) to 15 (highest) .

e CLI login prompt for SSH, Telnet and console (ho ASDM access)—If you configure
authentication for management access using the local database , then this option lets the user use
SSH, Telnet, and the console port. The user cannot use ASDM for configuration (if you configure
HTTP authentication). ASDM monitoring is allowed. If you also configure enable authentication,
then the user cannot access global configuration mode.

« No ASDM, SSH, Telnet, or console access—If you configure authentication for management
access using the local database, then this option disallows the user from accessing any management
access method for which you configured authentication (excluding the Serial option; serial access
is allowed).

If you want to configure VPN policy attributesfor this user, see the“ Configuring VPN Policy Attributes
for aUser” section on page 16-20.

Click Apply.

The user is added to the local security appliance database and changes are saved to the running
configuration.

To configure the enable password from the User Accounts pane (see Configuring the Device Name and
Password, page 8-15), change the password for the enable_15 user. Theenable 15 user isalways present
in this pane, and represents the default username. This method of configuring the enable password is the
only method available in ASDM for the system configuration. If you configured other enable level

passwords at the CLI (enable password 10, for example), then those users are listed as enable_10, etc.

Configuring VPN Policy Attributes for a User

Step 1

Step 2

By default, each user inherits the settings set in the VPN policy. To override the settings, you can
customize VPN attributes by performing the following steps:

If you have not already added a user according to the “Adding a User Account” section on page 16-18,
from the Configuration > Device Management > Users/AAA > User Accounts pane, click Add.

The Add User Account—Identity dialog box appears.
In the left-hand pane, click VPN Palicy.

By default, the Inherit check box is checked for each option, which means the user account inherits the
settings from the VPN policy. To override each setting, uncheck I nherit, and fill in a new value:

» Group Policy—Choose a group policy from the list.

» Tunneling Protocol s—Specifieswhat tunneling protocol sthat this user can use, or whether to inherit
the value from the group policy. Check the desired Tunneling Protocols check boxes to select the
VPN tunneling protocols that this user can use. Users can use only the selected protocols. The
choices are as follows:
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— IPSec—IP Security Protocol. IPSec provides the most complete architecture for VPN tunnels,
and it is perceived as the most secure protocol. Both LAN-to-LAN (peer-to-peer) connections
and client-to-LAN connections can use | PSec.

— Clientless SSL VPN—VPN via SSL/TLS. Uses aweb browser to establish a secure
remote-access tunnel to a VPN Concentrator; requires neither a software nor hardware client.
Clientless SSL VPN can provide easy accessto abroad range of enterprise resources, including
corporate websites, web-enabled applications, NT/AD file share (web-enabled), e-mail, and
other TCP-based applications from almost any computer that can reach HTTPS Internet sites.

- SSL VPN Client—L ets users connect after downloading the Cisco AnyConnect Client
application. Users use a clientless SSL VPN connection to download this application the first
time. Client updates then occur automatically as needed whenever the user connects.

- L2TP over IPSec—Allows remote users with VPN clients provided with several common PC
and mobile PC operating systems to establish secure connections over the public I P network to
the security appliance and private corporate networks.

~

Note If no protocol is selected, an error message appears.

IPv4 Filter/IPv6 Filter—Specifies what filter to use, or whether to inherit the value from the group
policy. Filters consist of rules that determine whether to allow or reject tunneled data packets
coming through the security appliance, based on criteriasuch as source address, destination address,
and protocol. To configure filters and rules, see the Configuration > VPN > VPN General > Group
Policy pane.

Manage—Displays the ACL Manager pane, on which you can add, edit, and delete Access Control
Lists (ACLs) and Extended Access Control Lists (ACESs).

Tunnel Group L ock—Specifieswhether to inherit the tunnel group lock or to use the selected tunnel
group lock, if any. Selecting a specific lock restricts users to remote access through this group only.
Tunnel Group Lock restricts users by checking if the group configured inthe VPN client isthe same
asthe user’s assigned group. If it isnot, the security appliance prevents the user from connecting. If
the Inherit check box is not selected, the default value is --None--.

Store Password on Client System—Specifies whether to inherit this setting from the group.
Deselecting the Inherit check box activates the Yes and No radio buttons. Selecting Yes stores the
login password on the client system (potentially aless-secure option). Selecting No (the default)
requiresthe user to enter the password with each connection. For maximum security, we recommend
that you not do all ow password storage. This parameter has no bearing on interactive hardware client
authentication or individual user authentication for a VPN 3002.

Step3  To change Connection Settings, uncheck I nherit, and fill in a new value:

Access Hours—If the Inherit check box isnot selected, you can sel ect the name of an existing access
hours policy, if any, applied to this user or create a new access hours policy. The default value is
Inherit, or, if the Inherit check box is not selected, the default value is --Unrestricted--.

New—Opens the Add Time Range dialog box, on which you can specify a new set of access hours.

Simultaneous L ogins—If the Inherit check box is not selected, this parameter specifies the
maximum number of simultaneous|ogins allowed for thisuser. The default valueis 3. The minimum
valueis 0, which disables login and prevents user access.

S,
Note  While there is no maximum limit, allowing several simultaneous connections could
compromise security and affect performance.
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Step 4

Step 5

Step 6

Step 7

» Maximum Connect Time—If the Inherit check box is not selected, this parameter specifies the
maximum user connection time in minutes. At the end of this time, the system terminates the
connection. The minimum is 1 minute, and the maximum is 2147483647 minutes (over 4000 years).
To alow unlimited connection time, select the Unlimited check box (the default).

« ldle Timeout—If the Inherit check box is not selected, this parameter specifies thisuser’'sidle
timeout period in minutes. If there is no communication activity on the user’s connection in this
period, the system terminatesthe connection. The minimum timeis 1 minute, and the maximum time
is 10080 minutes. This value does not apply to users of clientless SSL VPN connections.

To set adedicated | P address for this user, enter an |P address and subnet mask in the Dedicated |P
Address (Optional) area.

To configure clientless SSL settings, in the left-hand pane, click Clientless SSL VPN.

To override each setting, uncheck Inherit, and fill in a new value. See the “Group Policies” section on
page 36-5.

To configure SSL VPN settings, in the left-hand pane, click SSL VPN Client.

To override each setting, uncheck I nherit, and fill in a new value. See the “ Configuring AnyConnect
(SSL) VPN Client Connections” section on page 36-41.

Click Apply.

Configuring LDAP Attribute Maps

Note

Step 1

If you are introducing a security appliance to an existing LDAP directory, your existing LDAP attribute
names and values are probably different from the existing ones. You must create LDAP attribute maps
that map your existing user-defined attribute names and values to Cisco attribute names and val ues that
are compatible with the security appliance. You can then bind these attribute maps to LDAP servers or
remove them as needed. You can also show or clear attribute maps.

To use the attribute mapping features correctly, you need to understand the Cisco L DAP attribute names
and values as well as the user-defined attribute names and values.

The names of frequently mapped Cisco LDAP attributes and the type of user-defined attributes they
would commonly be mapped to include:

IETF-Radius-Class — Department or user group

IETF-Radius-Filter-Id — Access control list

IETF-Radius-Framed-IP-Address — A static IP address

IPSec-Bannerl — A organization title
Tunneling-Protocols — Allow or deny dial-in

For alist of Cisco LDAP attribute names and values, see Appendix C, “Configuring an External LDAP
Server”.

To map the LDAP attribute names used in your organization to their Cisco counterparts on the security
appliance, perform the following steps:

From the Configuration > Remote Access VPN > AAA Local Users > LDAP Attribute Map pane, click
Add.

The Add LDAP Attribute Map dialog box appears with the Map Name tab active.
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Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Step 9

Step 10
Step 11
Step 12

Step 13
Step 14
Step 15

Adding an Authentication Prompt Il

In the Name field, add a name for the map.

In the Customer Name field, add the name of your organization’s corresponding attribute.
From the Cisco Name drop-down list, choose an attribute.

Click Add.

To add more names, repeat steps 1 through 5.

To map the customer names, click the Map Value tab.

Click Add.

The Add LDAP Attributes Map Value dialog box appears.

Choose the attribute from the Customer Name drop-down list.

In the Customer Value field, add the value for this attribute.

In the Cisco Value field, add the Cisco value that the value in step 10 maps to.

Click Add.

The values are mapped.

To map more names, repeat steps 8 through 12.

Click OK to return to the Map Value tab, and then click OK again to close the dialog box.
In the LDAP Attribute Map pane, click Apply.

The value mappings are saved in the running configuration.

Adding an Authentication Prompt

Step 1

You can specify text to display to the user during the AAA authentication challenge process.You can
specify the AAA challenge text for HTTP, FTP, and Telnet access through the security appliance when
requiring user authentication from TACACS+ or RADIUS servers. Thistext is primarily for cosmetic
purposes and displays above the username and password prompts that users view when logging in.

If you do not specify an authentication prompt, users will see the following when authenticating with a
RADIUS or TACACS+ server:

Connection type  |Default prompt

FTP FTP authentication
HTTP HTTP Authentication
Telnet None

To add an authentication prompt, perform the following steps:

From the Configuration > Device Management > Users/AAA > Authentication Prompt pane, add a
message to appear above the username and password prompts that users see when logging in by entering
text in the Prompt field.

The following are maximum characters allowed for authentication prompts:

[ oL-18494-03
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Character limit for

Application Authentication prompt
Microsoft Internet Explorer 37

Telnet 235

FTP 235

Step2  Inthe Messages area, add messages in the User accepted message and User rejected message fields.

If the user authentication occurs from Telnet, you can use the User accepted message and User rejected
message optionsto display different status promptsto indicate that the authentication attempt is accepted

or rejected by the AAA server.

If the AAA server authenticates the user, the security appliance displays the User accepted message text,
if specified, to the user; otherwiseit displaysthe User rejected message text, if specified. Authentication
of HTTP and FTP sessions displays only the challenge text at the prompt. The User accepted message
and User rejected message text are not displayed.

Step3  Click Apply.

The changes are saved to the running configuration.
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High Availability

This chapter provides an overview of failover and shows how to configure failover with high availability.
This chapter contains the following sections:

» Understanding Failover, page 17-1

- Configuring Failover with the High Availability and Scalability Wizard, page 17-4

» Field Information for the Failover Panes, page 17-15

Understanding Failover

A

The Failover pane contains the settings for configuring failover on the security appliance. However, the
Failover pane changes depending upon whether you are in multiple mode or single mode, and when you
are in multiple mode, it changes based on the security context you are in.

Failover allows you to configure two security appliances so that one will take over operation if the other
fails. Using apair of security appliances, you can provide high availability with no operator intervention.
The security appliance communicates fail over information over a dedicated failover link. The following
information is communicated over the failover link:

- Thefailover state (active or standby).
» Hello messages (keep-alives).

« Network link status.

 MAC address exchange.

- Configuration replication.

Caution

All information sent over the failover and Stateful Failover linksis sent in clear text unless you secure
the communication with afailover key. If the security appliance is used to terminate VPN tunnels, this
information includes any usernames, passwords and preshared keys used for establishing the tunnels.
Transmitting this sensitive datain clear text could pose a significant security risk. We recommend
securing the failover communication with a failover key if you are using the security appliance to
terminate VPN tunnels.
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M Understanding Failover

Note

The security appliance supports two types of failover, Active/Standby and Active/Active. Additionally,
failover can be stateful or stateless.

For failover to function properly, we recommend that you configure at least one management interface
with the standby I P address.

For more information about the types of failover, see the following topics:
» Active/Standby Failover, page 17-2
« Active/Active Failover, page 17-2
- Stateless (Regular) Failover, page 17-3
- Stateful Failover, page 17-4

Active/Standby Failover

Note

In an Active/Standby configuration, the active security appliance handles all network traffic passing
through the failover pair. The standby security appliance does not handle network traffic until afailure
occurs on the active security appliance. Whenever the configuration of the active security appliance
changes, it sends configuration information over the failover link to the standby security appliance.

When afailover occurs, the standby security appliance becomes the active unit. It assumes the IP and
MAC addresses of the previously active unit. Because the other devices on the network do not see any
changesin the IP or MAC addresses, ARP entries do not change or time out anywhere on the network.

During a successful failover event on the security appliance, the interfaces are brought down, roles are
switched (IP addresses and MAC addresses are swapped), and the interfaces are brought up again.
However, the process is transparent to users. The security appliance does not send link-down messages
or system log messages to notify users that interfaces were taken down during failover (or link-up
messages for interfaces brought up by the failover process).

Active/Standby failover is available to security appliances in single mode or multiple mode.

Active/Active Failover

In an Active/Active failover configuration, both security appliances pass network traffic. Active/Active
failover is only available to security appliances in multiple context mode.

To enable Active/Active failover on the security appliance, you need to create failover groups. If you
enable failover without creating failover groups, you are enabling Active/Standby failover. A failover
group issimply alogical group of one or more security contexts. You can create two failover groups on
the security appliance. You should create the failover groups on the unit that will have failover group 1
in the active state. The admin context is always a member of failover group 1. Any unassigned security
contexts are also members of failover group 1 by default.

Asin Active/Standby failover, each unitin an Active/Activefailover pair isgiven aprimary or secondary
designation. Unlike Active/Standby failover, this designation does not indicate which unit is active when
both units start simultaneously. Each failover group in the configuration is given a primary or secondary
role preference. This preference determines on which unit in the failover pair the contextsin the failover
group appear in the active state when both units start simultaneously. You can have both failover groups
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Note

Understanding Failover 1l

be in the active state on asingle unit in the pair, with the other unit containing the failover groupsin the
standby state. However, a more typical configuration is to assign each failover group a different role
preference to make each one active on a different unit, balancing the traffic across the devices.

During a successful failover event on the security appliance, the interfaces are brought down, roles are
switched (IP addresses and MAC addresses are swapped), and the interfaces are brought up again.
However, the process is transparent to users. The security appliance does not send link-down messages
or system log messages to notify users that interfaces were taken down during failover (or link-up
messages for interfaces brought up by the failover process).

Initial configuration synchronization occurs when one or both units start. This synchronization occurs
as follows:

« When both units start simultaneously, the configuration is synchronized from the primary unit to the
secondary unit.

« When one unit starts while the other unit is already active, the unit that is starting up receives the
configuration from the already active unit.

After both units are running, commands are replicated from one unit to the other as follows:

- Commands entered within a security context are replicated from the unit on which the security
context appears in the active state to the peer unit.

)

Note A context is considered in the active state on a unit if the failover group to which it belongsis
in the active state on that unit.

- Commands entered in the system execution space are replicated from the unit on which failover
group 1isin the active state to the unit on which failover group 1 is in the standby state.

- Commands entered in the admin context are replicated from the unit on which failover group 1isin
the active state to the unit on which failover group 1 isin the standby state.

Failure to enter the commands on the appropriate unit for command replication to occur will cause the
configurations to be out of synchronization. Those changes may be lost the next time the initial
configuration synchronization occurs.

In an Active/Active failover configuration, failover occurs on afailover group basis, not a system basis.
For example, if you designate both failover groups as active on the primary unit, and failover group 1
fails, failover group 2 remains active on the primary unit, while failover group 1 becomes active on the
secondary unit.

When configuring Active/Active failover, make sure that the combined traffic for both unitsiswithin the
capacity of each unit.

Stateless (Regular) Failover

Stateless failover is also referred to as regular failover. In stateless failover, all active connections are
dropped when a failover occurs. Clients need to reestablish connections when the new active unit takes
over.

[ oL-18494-03
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Stateful Failover

N

Note

Note

Stateful Failover is not supported on the ASA 5505 series adaptive security appliance.

When Stateful Failover isenabled, the active unit in the failover pair continually passes per-connection
state information to the standby unit. After afailover occurs, the same connection information is
available at the new active unit. Supported end-user applications are not required to reconnect to keep
the same communication session.

The IP address and MAC address for the state and LAN failover links do not change at failover.

To use Stateful Failover, you must configure a state link to pass all state information to the standby unit.
You can use the same interface for the state link as the failover link. However, we recommend that you
use a dedicated interface for passing state information the standby unit.

The following information is passed to the standby unit when Stateful Failover is enabled:
- NAT translation table.
» TCP connection table (except for HTTP), including the timeout connection.
- HTTP connection states (if HTTP replication is enabled).
- H.323, SIP, and MGCP UDP media connections.
» The system clock.
e Thel