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Audience

Preface

This preface describes who should read this document, how it is organized, and its conventions. The
preface also tells you how to obtain Cisco documents, as well as how to obtain technical assistance.

This guide is for experienced network administrators who are responsible for configuring and
maintaining Catalyst 4500 series switches.

Organization

This guide is organized into the following chapters:

Chapter Title Description
Chapter 1 Product Overview Presents an overview of the Cisco 10S software for
the Catalyst 4500 series switches
Chapter 2 Command-Line Interfaces Describes how to use the CLI
Chapter 3 Configuring the Switch for the Describes how to perform a baseline configuration
First Time of the switch
Chapter 4 Configuring Interfaces Describes how to configure non-layer-specific
features on Fast Ethernet, Gigabit Ethernet, and
10-Gigabit Ethernet interfaces
Chapter 5 Checking Port Status and Describes how to check module and interface status
Connectivity
Chapter 6 Configuring Supervisor Engine Describes how to configure RPR and SSO on the
Redundancy Using RPR and SSO |Catalyst 4507R and 4510R switches
Chapter 7 Environmental Monitoring and Describes how to configure power management and
Power Management environmental monitoring features
Chapter 8 Configuring Power over Ethernet |Describes how to configure Power over Ethernet
(PoE)
Chapter 9 Configuring Switches with Describes how to install and configure Network

Web-Based Tools

Assistant and Embedded CiscoView
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W Organization

Chapter

Title

Description

Chapter 10

Understanding and Configuring
VLANSs, VTP, and VMPS

Describes how to configure VLANs, VTP, and
VMPS.

Chapter 11

Configuring Layer 2 Ethernet
Interfaces

Describes how to configure interfaces to support
Layer 2 features, including VLAN trunks

Chapter 12

Configuring SmartPort Macros

Describes how to configure SmartPort macros

Chapter 13

Understanding and
Configuring STP

Describes how to configure the Spanning Tree
Protocol (STP) and explains how spanning tree
works

Chapter 14

Configuring STP Features

Describes how to configure the spanning-tree
PortFast, UplinkFast, BackboneFast, and other STP
features

Chapter 15

Understanding and Configuring
Multiple Spanning Trees

Describes how to configure the Multiple Spanning
Tree (MST) protocol and explains how it works

Chapter 16

Understanding and Configuring
EtherChannel

Describes how to configure Layer 2 and Layer 3
EtherChannel port bundles

Chapter 17

Configuring IGMP Snooping and
Filtering

Describes how to configure Internet Group
Management Protocol (IGMP) snooping

Chapter 18

Configuring 802.1Q and Layer 2
Protocol Tunneling

Describes how to configure 802.1Q and Layer 2
protocol Tunneling

Chapter 19

Understanding and Configuring
CDP

Describes how to configure the Cisco Discovery
Protocol (CDP)

Chapter 20

Configuring UDLD

Describes how to configure the UniDirectional Link
Detection (UDLD) protocol

Chapter 21

Configuring Unidirectional
Ethernet

Describes how to configure unidirectional Ethernet

Chapter 22

Configuring Layer 3 Interfaces

Describes how to configure interfaces to support
Layer 3 features

Chapter 23

Configuring Cisco Express
Forwarding

Describes how to configure Cisco Express
Forwarding (CEF) for IP unicast traffic

Chapter 24

Understanding and Configuring IP
Multicast

Describes how to configure IP Multicast Multilayer
Switching (MMLS)

Chapter 25

Configuring Policy-Based
Routing

Describes how to configure policy-based routing

Chapter 27

Understanding and Configuring
VTP

Describes how to configure the VLAN Trunking
Protocol

Chapter 26

Configuring VRF-lite

Describes how to configure multiple VPN
routing/forwarding (multi-VRF) instances in
customer edge (CE) devices

Chapter 27

Configuring Quality of Service

Describes how to configure quality of service

(QoS).

Chapter 28

Configuring Voice Interfaces

Describes how to configure multi-VLAN access
ports for use with Cisco IP phones
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Chapter Title Description
Chapter 29 |Understanding and Configuring  |Describes how to configure 802.1X port-based
802.1X Port-Based authentication
Authentication
Chapter 30 |Configuring Port Security and Describes how to configure port security and trunk
Trunk Port Security port security.
Chapter 31 |Configuring DHCP Snooping and |Describes how to configure DHCP snooping and IP
IP Source Guard Source Guard
Chapter 32 |Understanding and Configuring  |Describes how to configure Dynamic ARP
Dynamic ARP Inspection Inspection
Chapter 33 |Configuring Network Security Describes how to configure ACLS, VACLs, and
with ACLs MACLs
Chapter 34 | Configuring Private VLANSs Describes how to set up and modify private VLANs
Chapter 35 |Port Unicast and Multicast Flood |Describes how to configure unicast flood blocking
Blocking
Chapter 36 |Configuring Storm Control Describes how to configure storm control
suppression
Chapter 37 |Configuring SPAN and RSPAN Describes how to configure the Switched Port
Analyzer (SPAN)
Chapter 38 |Configuring NetFlow Describes how to configure NetFlow statistics
gathering
Appendix A |Acronyms and Abbreviations Defines acronyms and abbreviations used in this

book

Related Documentation

The following publications are available for the Catalyst 4500 series switches:

e Catalyst 4000 Series Switch Installation Guide

e Catalyst 4500 Series Switch Installation Guide

e Catalyst 4500 Series Switch Module Installation Guide

e Catalyst 4500 Series Switch Cisco I0S Command Reference

e Catalyst 4500 Series Switch Cisco 10S System Message Guide

e Release Notes for the Catalyst 4500 series switch

e Cisco IOS configuration guides and command references—Use these publications to help you
configure Cisco I0S software features not described in the preceding publications:

— Configuration Fundamentals Configuration Guide

— Configuration Fundamentals Command Reference

— Interface Configuration Guide

— Interface Command Reference

— Network Protocols Configuration Guide, Part 1, 2, and 3

— Network Protocols Command Reference, Part 1,2, and 3
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— Security Configuration Guide

— Security Command Reference

— Switching Services Configuration Guide

— Switching Services Command Reference

— Voice, Video, and Fax Applications Configuration Guide

— Voice, Video, and Fax Applications Command Reference
— Cisco IOS IP Configuration Guide
— Cisco IOS IP Command Reference

The Cisco IOS configuration guides and command references are at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

¢ For information about MIBs, refer to
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Conventions

This document uses the following typographical conventions:

Note

Convention

Description

boldface font

Commands, command options, and keywords are in boldface.

italic font

Command arguments for which you supply values are in italics.

[ ]

Command elements in square brackets are optional.

{xlylz} Alternative keywords in command lines are grouped in braces and separated by
vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string

because the string will include the quotation marks.

screen font

System displays are in screen font.

boldface screen
font

Information you must enter verbatim is in boldface screen font.

italic screen font

Arguments for which you supply values are in italic screen font.

This pointer highlights an important line of text in an example.

A Represents the key labeled Control—for example, the key combination *D in a
screen display means hold down the Control key while you press the D key.
< > Nonprinting characters such as passwords are in angle brackets.

Notes use the following conventions:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the

publication.
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Cautions use the following conventions:

A

Caution = Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Commands in Task Tables

Commands listed in task tables show only the relevant information for completing the task and not all
available options for the command. For a complete description of a command, refer to the command in
the Catalyst 4500 Series Switch Cisco I0S Command Reference.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

Cisco documentation and additional literature are available in the Product Documentation DVD package,
which may have shipped with your product. The Product Documentation DVD is updated regularly and
may be more current than printed documentation.

The Product Documentation DVD is a comprehensive library of technical product documentation on
portable media. The DVD enables you to access multiple versions of hardware and software installation,
configuration, and command guides for Cisco products and to view technical documentation in HTML.
With the DVD, you have access to the same documentation that is found on the Cisco website without
being connected to the Internet. Certain products also have .pdf versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD-=) from the Ordering tool or Cisco Marketplace.

Cisco Ordering tool:

http://www.cisco.com/en/US/partner/ordering/
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Cisco Marketplace:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco documentation at the Product
Documentation Store in the Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/
Cisco will continue to support documentation orders using the Ordering tool:

e Registered Cisco.com users (Cisco direct customers) can order documentation from the
Ordering tool:

http://www.cisco.com/en/US/partner/ordering/
e Instructions for ordering documentation using the Ordering tool are at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm

e Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 1 800 553-NETS (6387).

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can send comments about Cisco documentation to bug-doc @cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you can perform these tasks:

e Report security vulnerabilities in Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.

A current list of security advisories and notices for Cisco products is available at this URL:
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http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can access a Product
Security Incident Response Team Really Simple Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Tip

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you might have identified a
vulnerability in a Cisco product, contact PSIRT:

e Emergencies—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e Nonemergencies—psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product to encrypt any sensitive
information that you send to Cisco. PSIRT can work from encrypted information that is compatible with
PGP versions 2.x through 8.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.htm

The link on this page has the current PGP key ID in use.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.
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Cisco Technical Support & Documentation Website

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note  Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts
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Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e Cisco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

e Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

® (0 Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/iqgmagazine
or view the digital edition at this URL:

http://ciscoiq.texterity.com/ciscoig/sample/
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e [nternet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

e Networking Professionals Connection is an interactive website for networking professionals to share
questions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Product Overview

This chapter provides an overview of Catalyst 4500 series switches and includes the following major
sections:

e Layer 2 Software Features, page 1-1
e Layer 3 Software Features, page 1-5
e Management Features, page 1-9

e Security Features, page 1-12

m For more information about the chassis, modules, and software features supported by the
Catalyst 4500 series switch, refer to the Release Notes for the Catalyst 4500 Series Switch, Cisco 10S
Release 12.2(25)EWA at http://www.cisco.com/univercd/cc/td/doc/product/lan/cat4000/relnotes/

Layer 2 Software Features

The following subsections describe the key Layer 2 switching software features on the
Catalyst 4500 series switch:

e 802.1Q and Layer 2 Protocol Tunneling, page 1-2
e CDP, page 1-2

e FEtherChannel Bundles, page 1-2
e Jumbo Frames, page 1-2

e MST, page 1-2

e PVRST+, page 1-3

* QoS, page 1-3

e Spanning Tree Protocol, page 1-3
e SSO, page 1-4

e UDLD, page 1-4

e Unidirectional Ethernet, page 1-4
e VLAN:S, page 1-5
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802.1Q and Layer 2 Protocol Tunneling

CDP

802.1Q tunneling is a Q-in-Q technique that expands the VLAN space by retagging the tagged packets
that enter the service provider infrastructure. 802.1Q tunneling allows service providers to assign a
VLAN to each customer without losing the original customer VLAN IDs inside the tunnel. All data
traffic that enters the tunnel is encapsulated with the tunnel VLAN ID. Layer 2 Protocol Tunneling is a
similar technique for all Layer 2 control traffic. 802.1Q tunneling and Layer 2 Protocol Tunneling are
supported on Supervisor Engine V only.

For information on configuring 802.1Q tunneling, see Chapter 18, “Configuring 802.1Q and Layer 2
Protocol Tunneling.”

The Cisco Discovery Protocol (CDP) is a device-discovery protocol that is both media- and
protocol-independent. CDP is available on all Cisco products, including routers, switches, bridges, and
access servers. Using CDP, a device can advertise its existence to other devices and receive information
about other devices on the same LAN. CDP enables Cisco switches and routers to exchange information,
such as their MAC addresses, IP addresses, and outgoing interfaces. CDP runs over the data-link layer
only, allowing two systems that support different network-layer protocols to learn about each other. Each
device configured for CDP sends periodic messages to a multicast address. Each device advertises at
least one address at which it can receive Simple Network Management Protocol (SNMP) messages.

For information on configuring CDP, see Chapter 19, “Understanding and Configuring CDP.”

EtherChannel Bundles

EtherChannel port bundles allow you to create high-bandwidth connections between two switches by
grouping multiple ports into a single logical transmission path.

For information on configuring EtherChannel, see Chapter 16, “Understanding and Configuring
EtherChannel.”

Jumbo Frames

MST

The jumbo frames feature allows the switch to forward packets as large as 9216 bytes (larger than the
IEEE Ethernet MTU), rather than declare those frames “oversize” and discard them. This feature is
typically used for large data transfers. The jumbo feature can be configured on a per-port basis on
Layer 2 and Layer 3 interfaces and is supported only on non-blocking GB front ports.

For information on Jumbo Frames, see Chapter 4, “Configuring Interfaces.”

IEEE 802.1s Multiple Spanning Tree (MST) allows for multiple spanning tree instances within a single
802.1Q or Inter-Switch Link (ISL) VLAN trunk. MST extends the IEEE 802.1w Rapid Spanning Tree
(RST) algorithm to multiple spanning trees. This extension provides both rapid convergence and load
balancing within a VLAN environment.
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MST allows you to build multiple spanning trees over trunks. You can group and associate VLANSs to
spanning tree instances. Each instance can have a topology independent of other spanning tree instances.
This new architecture provides multiple forwarding paths for data traffic and enables load balancing.
Network fault tolerance is improved because a failure in one instance (forwarding path) does not affect
other instances (forwarding paths).

For information on configuring MST, see Chapter 15, “Understanding and Configuring Multiple
Spanning Trees.”

Per-VLAN Rapid Spanning Tree (PVRST+) is the implementation of 802.1w on a per-VLAN basis. It is
the same as PVST+ with respect to STP mode and runs RSTP protocol based on 802.1w.

For information on configuring PVRST+, see Chapter 13, “Understanding and Configuring STP.”

The quality of service (QoS) feature prevents congestion by selecting network traffic and prioritizing it
according to its relative importance. Implementing QoS in your network makes network performance
more predictable and bandwidth use more effective.

The Catalyst 4500 series switch supports the following QoS features:
¢ C(lassification and marking
e Ingress and egress policing, including per-Port per-VLAN policing
e Sharing and shaping

Catalyst 4500 series switch supports trusted boundary, which uses the Cisco Discovery Protocol (CDP)
to detect the presence of a Cisco IP phone (such as the Cisco IP Phone 7910, 7935, 7940, and 7960) on
a switch port. If the telephone is not detected, the trusted boundary feature disables the trusted setting
on the switch port and prevents misuse of a high-priority queue.

The Catalyst 4500 series switch also supports QoS Automation (Auto QoS), which simplifies the
deployment of existing QoS features through automatic configuration.

For information on QoS and Auto QoS, see Chapter 27, “Configuring Quality of Service.”

Spanning Tree Protocol

The Spanning Tree Protocol (STP) allows you to create fault-tolerant internetworks that ensure an active,
loop-free data path between all nodes in the network. STP uses an algorithm to calculate the best
loop-free path throughout a switched network.

For information on configuring STP, see Chapter 13, “Understanding and Configuring STP.”
The Catalyst 4500 series switch supports the following STP enhancements:

e Spanning tree PortFast—PortFast allows a port with a directly attached host to transition to the
forwarding state directly, bypassing the listening and learning states.

e Spanning tree UplinkFast—UplinkFast provides fast convergence after a spanning-tree topology
change and achieves load balancing between redundant links using uplink groups. Uplink groups
provide an alternate path in case the currently forwarding link fails. UplinkFast is designed to
decrease spanning-tree convergence time for switches that experience a direct link failure.
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e Spanning tree BackboneFast—BackboneFast reduces the time needed for the spanning tree to
converge after a topology change caused by an indirect link failure. BackboneFast decreases
spanning-tree convergence time for any switch that experiences an indirect link failure.

e Spanning tree root guard—Root guard forces a port to become a designated port so that no switch
on the other end of the link can become a root switch.

For information on the STP enhancements, see Chapter 14, “Configuring STP Features.”

Stateful switchover (SSO) enables you to propagate configuration and state information from the active
to the redundant supervisor engine so that sub-second interruptions in Layer 2 traffic occur when the
active supervisor engine switches over to the redundant supervisor engine.

e Stateful IGMP Snooping

This feature propagates the IGMP data learned by the active supervisor engine to the redundant
supervisor engine so that when a switchover occurs, the newly active supervisor engine is aware of
the multicast group membership, which alleviates a disruption to multicast traffic during a
switchover.

e Stateful DHCP Snooping

This feature propagates the DHCP-snooped data from the active supervisor engine to the redundant
supervisor engine so that when a switchover occurs, the newly active supervisor engine is aware of
the DHCP data that was already snooped, and the security benefits continue uninterrupted.

User Based Rate Limiting (UBRL) enables you to adopt microflow policing to dynamically learn traffic
flows and rate limit each unique flow to an individual rate. UBRL is available only on the Supervisor
Engine V-10GE with the built-in NetFlow support.

The UniDirectional Link Detection (UDLD) protocol allows devices connected through fiber-optic or

copper Ethernet cables to monitor the physical configuration of the cables and detect a unidirectional
link.

For information about UDLD, see Chapter 20, “Configuring UDLD.”

Unidirectional Ethernet

Unidirectional Ethernet uses only one strand of fiber for either transmitting or receiving one-way traffic
for the Gigaport, instead of two strands of fiber for a full-duplex Gigaport Ethernet.

For information about Unidirectional Ethernet, see Chapter 21, “Configuring Unidirectional Ethernet.”
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A VLAN configures switches and routers according to logical, rather than physical, topologies. Using
VLANS, a network administrator can combine any collection of LAN segments within an internetwork
into an autonomous user group, such that the segments appear as a single LAN in the network. VLANs
logically segment the network into different broadcast domains so that packets are switched only
between ports within the VLAN. Typically, a VLAN corresponds to a particular subnet, although not
necessarily.

For more information about VLANs, VTP, and Dynamic VLAN Membership, see Chapter 10,
“Understanding and Configuring VLANs, VTP, and VMPS.”

The following VLAN-related features are also supported.

e VLAN Trunking Protocol (VTP)—VTP maintains VLAN naming consistency and connectivity
between all devices in the VTP management domain. You can have redundancy in a domain by using
multiple VTP servers, through which you can maintain and modify the global VLAN information.
Only a few VTP servers are required in a large network.

e Private VLANs—Private VLANSs are sets of ports that have the features of normal VLANSs and also
provide some Layer 2 isolation from other ports on the switch.

For information about private VLANSs, see Chapter 34, “Configuring Private VLANs.”

e Private VLAN Trunk Ports—Private VLAN trunk ports allow a secondary port on a private VLAN
to carry multiple secondary VLANSs.

e Dynamic VLAN Membership—Dynamic VLAN Membership allows you to assign switch ports to
VLANSs dynamically, based on the source Media Access Control (MAC) address of the device
connected to the port. When you move a host from a port on one switch in the network to a port on
another switch in the network, that switch dynamically assigns the new port to the proper VLAN for
that host. With the VMPS Client feature, you can convert a dynamic access port to a VMPS client.
VMPS clients can use VQP queries to communicate with the VMPS server to obtain a VLAN
assignment for the port based on the MAC address of the host attached to that port.

Layer 3 Software Features

A Layer 3 switch is a high-performance switch that has been optimized for a campus LAN or an intranet,
and it provides both wirespeed Ethernet routing and switching services. Layer 3 switching improves
network performance with two software functions—route processing and intelligent network services.

Compared to conventional software-based switches, Layer 3 switches process more packets faster; they
do so by using application-specific integrated circuit (ASIC) hardware instead of microprocessor-based
engines.

The following subsections describe the key Layer 3 switching software features on the Catalyst 4500
series switch:

e CEF, page 1-6
e HSRP, page 1-6
e [P Routing Protocols, page 1-6

e Multicast Services, page 1-8
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e Policy-Based Routing, page 1-9
e Unidirectional Link Routing, page 1-9
e VRF-lite, page 1-9

CEF

Cisco Express Forwarding (CEF) is an advanced Layer 3 IP-switching technology. CEF optimizes
network performance and scalability in networks with large and dynamic traffic patterns, such as the
Internet, and on networks that use intensive web-based applications or interactive sessions. Although
you can use CEF in any part of a network, it is designed for high-performance, highly resilient Layer 3
IP-backbone switching.

For information on configuring CEF, see Chapter 23, “Configuring Cisco Express Forwarding.”

HSRP

The Hot Standby Router Protocol (HSRP) provides high network availability by routing IP traffic from
hosts on Ethernet networks without relying on the availability of any single Layer 3 switch. This feature
is particularly useful for hosts that do not support a router discovery protocol and do not have the
functionality to switch to a new router when their selected router reloads or loses power.

For information on configuring HSRP, refer to the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ip_c/ipcprtl/1cdip.htm

IP Routing Protocols

The following routing protocols are supported on the Catalyst 4500 series switch:
e RIP
e OSPF
e IS-IS
e IGRP
e EIGRP
e BGP

RIP

The Routing Information Protocol (RIP) is a distance-vector, intradomain routing protocol. RIP works
well in small, homogeneous networks. In large, complex internetworks, it has many limitations, such as
a maximum hop count of 15, lack of support for variable-length subnet masks (VLSMs), inefficient use
of bandwidth, and slow convergence. RIP II does support VLSMs.

OSPF

The Open Shortest Path First (OSPF) protocol is a standards-based IP routing protocol designed to
overcome the limitations of RIP. Because OSPF is a link-state routing protocol, it sends link-state
advertisements (LSAs) to all other routers within the same hierarchical area. Information on the attached
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interfaces and their metrics is used in OSPF LSAs. As routers accumulate link-state information, they
use the shortest path first (SPF) algorithm to calculate the shortest path to each node. Additional OSPF
features include equal-cost multipath routing and routing based on the upper-layer type of service (ToS)
requests.

OSPF employs the concept of an area, which is a group of contiguous OSPF networks and hosts. OSPF
areas are logical subdivisions of OSPF autonomous systems in which the internal topology is hidden
from routers outside the area. Areas allow an additional level of hierarchy different from that provided
by IP network classes, and they can be used to aggregate routing information and mask the details of a
network. These features make OSPF particularly scalable for large networks.

The Intermediate System-to-Intermediate System Protocol (IS-IS Protocol) uses a link-state routing
algorithm. It closely follows the Open Shortest Path First (OSPF) routing protocol used within the
TCP/IP environment. The operation of ISO IS-IS Protocol requires each router to maintain a full
topology map of the network (that is, which intermediate systems and end systems are connected to
which other intermediate systems and end systems). Periodically, the router runs an algorithm over its
map to calculate the shortest path to all possible destinations.

The IS-IS Protocol uses a two-level hierarchy. Intermediate Systems (or routers) are classified as Level
1 and Level 2. Level 1 intermediate systems deal with a single routing area. Traffic is relayed only within
that area. Any other internetwork traffic is sent to the nearest Level 2 intermediate systems, which also
acts as a Level 1 intermediate systems. Level 2 intermediate systems move traffic between different
routing areas within the same domain.

An IS-IS with multi-area support allows multiple Level 1 areas within in a single intermediate system,
thus allowing an intermediate system to be in multiple areas. A single Level 2 area is used as backbone
for inter-area traffic.

Only Ethernet frames are supported. The IS-IS Protocol does not support IPX.

The Interior Gateway Routing Protocol (IGRP) is a robust distance-vector Interior Gateway Protocol
(IGP) developed by Cisco to provide for routing within an autonomous system (AS). Distance vector
routing protocols request that a switch send all or a portion of its routing table data in a routing update
message at regular intervals to each of its neighboring routers. As routing information proliferates
through the network, routers can calculate distances to all nodes within the internetwork. IGRP uses a
combination of metrics: internetwork delay, bandwidth, reliability, and load are all factored into the
routing decision.

The Enhanced Interior Gateway Routing Protocol (EIGRP) is a version of IGRP that combines the
advantages of link-state protocols with distance-vector protocols. EIGRP incorporates the Diffusing
Update Algorithm (DUAL). EIGRP includes fast convergence, variable-length subnet masks, partially
bounded updates, and multiple network-layer support. When a network topology change occurs, EIGRP
checks its topology table for a suitable new route to the destination. If such a route exists in the table,
EIGRP updates the routing table instantly. You can use the fast convergence and partial updates that
EIGRP provides to route Internetwork Packet Exchange (IPX) packets.
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Note

EIGRP saves bandwidth by sending routing updates only when routing information changes. The
updates contain information only about the link that changed, not the entire routing table. EIGRP also
takes into consideration the available bandwidth when determining the rate at which it transmits updates.

Layer 3 switching does not support the Next Hop Resolution Protocol (NHRP).

The Border Gateway Protocol (BGP) is an exterior gateway protocol that allows you to set up an
interdomain routing system to automatically guarantee the loop-free exchange of routing information
between autonomous systems. In BGP, each route consists of a network number, a list of autonomous
systems that information has passed through (called the autonomous system path), and a list of other path
attributes.

The Catalyst 4500 series switch supports BGP version 4, including classless interdomain routing
(CIDR). CIDR lets you reduce the size of your routing tables by creating aggregate routes, resulting in
supernets. CIDR eliminates the concept of network classes within BGP and supports the advertising of
IP prefixes. CIDR routes can be carried by OSPF, EIGRP, and RIP.

For BGP configuration information, refer to the chapter “Configuring BGP” in the Cisco I0S IP and IP
Routing Configuration Guide at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ip_c/ipcprt2/1cdbgp.htm

For a complete description of the BGP commands, refer to the chapter “BGP Commands” in the
Cisco I0OS IP and IP Routing Command Reference at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ip_r/iprprt2/1rdbgp.htm

Multicast Services

Multicast services save bandwidth by forcing the network to replicate packets only when necessary and
by allowing hosts to join and leave groups dynamically. The following multicast services are supported:

¢ Cisco Group Management Protocol (CGMP) server—CGMP server manages multicast traffic.
Multicast traffic is forwarded only to ports with attached hosts that request the multicast traffic.

e Internet Group Management Protocol (IGMP) snooping—IGMP snooping manages multicast
traffic. The switch software examines IP multicast packets and forwards packets based on their
content. Multicast traffic is forwarded only to ports with attached hosts that request multicast traffic.

Support for IGMPv3 provides constrained flooding of multicast traffic in the presence of IGMPv3
hosts or routers. IGMPv3 snooping listens to IGMPv3 query and membership report messages to
maintain host-to-multicast group associations. It enables a switch to propagate multicast data only
to ports that need it. IGMPv3 snooping is fully interoperable with IGMPv1 and IGMPv2.

Explicit Host Tracking (EHT) is an extension to IGMPv3 snooping. EHT enables immediate leave
operations on a per-port basis. EHT can be used to track per host membership information or to
gather statistics about all IGMPv3 group members.

For information on configuring IGMP snooping, see Chapter 17, “Configuring IGMP Snooping and
Filtering.”
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e Protocol Independent Multicast (PIM)—PIM is protocol-independent because it can leverage
whichever unicast routing protocol is used to populate the unicast routing table, including EIGRP,
OSPF, BGP, or static route. PIM also uses a unicast routing table to perform the Reverse Path
Forwarding (RPF) check function instead of building a completely independent multicast routing
table.

For information on configuring multicast services, see Chapter 24, “Understanding and Configuring
IP Multicast.”

Policy-Based Routing

Traditional IP forwarding decisions are based purely on the destination IP address of the packet being
forwarded. Policy Based Routing (PBR) enables forwarding based upon other information associated
with a packet, such as the source interface, IP source address, Layer 4 ports, and so on. This feature
allows network managers more flexibility in how they configure and design their networks.

For more information on policy-based routing, see Chapter 25, “Configuring Policy-Based Routing.”

Unidirectional Link Routing

Unidirectional link routing (UDLR) provides a way to forward multicast packets over a physical
unidirectional interface (such as a satellite link of high bandwidth) to stub networks that have a back
channel.

For information on configuring unidirectional link routing, refer to the chapter “Configuring
Unidirectional Link Routing” in the Cisco IP and IP Routing Configuration Guide.

VRF-lite

VPN routing and forwarding (VRF-lite) is an extension of IP routing that provides multiple routing instances.
Along with BGP, it enables the creation of a Layer 3 VPN service by keeping separate IP routing and
forwarding tables for each VPN customer. VRF-lite uses input interfaces to distinguish routes for different
VPNss. It forms virtual packet-forwarding tables by associating one or more Layer 3 interfaces with each VRF,
allowing the creation of multiple Layer 3 VPNs on a single switch. Interfaces in a VRF could be either
physical, such as an Ethernet port, or logical, such as a VLAN switch virtual interface (SVI). However,
interfaces cannot belong to more than one VRF at any time.

For information on VRF-lite, see Chapter 26, “Configuring VRF-lite.”

Management Features

The Catalyst 4500 series switch offers network management and control through the CLI or through
alternative access methods, such as SNMP. The switch software supports these network management
features:

¢ Cisco Network Assistant and Embedded CiscoView, page 1-10
e Dynamic Host Control Protocol, page 1-10
e Forced 10/100 Autonegotiation, page 1-10

e Intelligent Power Management, page 1-10
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e NetFlow Statistics, page 1-11

e Secure Shell, page 1-11

e Simple Network Management Protocol, page 1-11
e SPAN and RSPAN, page 1-11

Cisco Network Assistant and Embedded CiscoView

Web-based tools to configure the Catalyst 4500 series switch. Cisco Network Assistant manages
standalone devices, clusters of devices, or federations of devices from anywhere in your intranet. Using
its graphical user interface, you can perform multiple configuration tasks without having to remember
command-line interface commands. Embedded CiscoView is a device management application that can
be embedded on the switch flash and provides dynamic status, monitoring, and configuration
information for your switch.

Visual port status information—The switch LEDs provide visual management of port- and switch-level
status.

For more information on Cisco Network Assistant and Embedded CiscoView, see Chapter 9,
“Configuring Switches with Web-Based Tools.”

Dynamic Host Control Protocol

The Catalyst 4500 series switch uses DHCP in the following ways:

¢ Dynamic Host Control Protocol server—The Cisco IOS DHCP server feature is a full DHCP server
implementation that assigns and manages IP addresses from specified address pools within the
router to DHCP clients. If the Cisco IOS DHCP server cannot satisfy a DHCP request from its own
database, it can forward the request to one or more secondary DHCP servers defined by the network
administrator.

e Dynamic Host Control Protocol autoconfiguration—With this feature your switch (the DHCP client)
is automatically configured at startup with IP address information and a configuration file.

For more information on configuring the DHCP server, refer to the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t1/easyip2.htm

Forced 10/100 Autonegotiation

This feature allows you to configure a port to limit the speed at which it will autonegotiate to a speed
lower than the physically maximum speed. This method of reducing the throughput incurs much less
overhead than using an ACL.

Intelligent Power Management

Working with powered devices (PDs) from Cisco, this feature uses power negotiation to refine the power
consumption of an 802.3af-compliant PD beyond the granularity of power consumption provided by the
802.3af class. Power negotiation also enables the backward compatibility of newer PDs with older
modules that do not support either 802.3af or high-power levels as required by IEEE standard.
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NetFlow Statistics

NetFlow Statistics is a global traffic monitoring feature that allows flow-level monitoring of all
IPv4-routed traffic through the switch. Both routed and switched IP flows are supported.

For more information on NetFlow statistics, see Chapter 38, “Configuring NetFlow.”

Secure Shell

Secure Shell (SSH) is a program that enables you to log into another computer over a network, to execute
commands remotely, and to move files from one machine to another. The switch may not initiate SSH
connections: SSH will be limited to providing a remote login session to the switch and will only function
as a server.

Simple Network Management Protocol

Simple Network Management Protocol (SNMP) facilitates the exchange of management information
between network devices. The Catalyst 4500 series switch supports these SNMP types and
enhancements:

e SNMP—A full Internet standard
e SNMP v2—Community-based administrative framework for version 2 of SNMP

e SNMP v3—Security framework with three levels: noAuthNoPriv, authNoPriv, and authPriv
(available only on a crypto image, like cat4000-i5k91s-mz)

e SNMP trap message enhancements—Additional information with certain SNMP trap messages,
including spanning-tree topology change notifications and configuration change notifications

For information on SNMP, refer to the Cisco IOS Configuration Fundamentals Configuration Guide and
Cisco 10S Configuration Fundamentals Command Reference at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/index.htm

SPAN and RSPAN

Switched Port Analyzer (SPAN) allows you to monitor traffic on any port for analysis by a network
analyzer or Remote Monitoring (RMON) probe. You also can do the following:

e Configure ACLs on SPAN sessions.
e Allow incoming traffic on SPAN destination ports to be switched normally.
e Explicitly configure the encapsulation type of packets that are spanned out of a destination port.

e Restrict ingress sniffing depending on whether the packet is unicast, multicast, or broadcast, and
depending on whether the packet is valid.

e Mirror packets sent to or from the CPU out of a SPAN destination port for troubleshooting purposes.
For information on SPAN, see Chapter 37, “Configuring SPAN and RSPAN.”
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Remote SPAN (RSPAN) is an extension of SPAN, where source ports and destination ports are
distributed across multiple switches, allowing remote monitoring of multiple switches across the
network. The traffic for each RSPAN session is carried over a user-specified RSPAN VLAN that is
dedicated for that RSPAN session on all participating switches.

For information on RSPAN, see Chapter 37, “Configuring SPAN and RSPAN.”

Security Features

The Catalyst 4500 series switch offers network management and control through the CLI or through
alternative access methods, such as SNMP. The switch software supports these security features:

e Network Security with ACLs, page 1-14

e 802.1X Identity-Based Network Security, page 1-13

e Dynamic ARP Inspection, page 1-13

e Dynamic Host Configuration Protocol Snooping, page 1-13
e Flood Blocking, page 1-13

e [P Source Guard, page 1-14

e Local Authentication, RADIUS, and TACACS+ Authentication, page 1-14
e Network Security with ACLs, page 1-14

e Port Security, page 1-14

e Storm Control, page 1-15

e Utilities, page 1-15

Network Admission Control (NAC)

NAC supports consists of two features:
e NAC Layer 2 IP Validation

NAC L2 IP is an integral part of Cisco Network Admission Control. It offers the first line of defense
for infected hosts (PCs and other devices attached to a LAN port) attempting to connect to the
corporate network. NAC L2 IP on the Cisco Catalyst 4500 Series performs posture validation at the
Layer 2 edge of the network for non-802.1x-enabled host devices. Host device posture validation
includes anti-virus state and OS patch levels. Depending on the corporate access policy and host
device posture, a host may be unconditionally admitted, admitted with restricted access, or
quarantined to prevent the spread of viruses across the network.

For more information on Layer 2 IP validation, see the URL:
http://www.cisco.com/en/US/products/hw/switches/ps4324/prod_configuration_guide09186a0080
5764fd.html

e NAC Layer 2 802.1X Authentication

The Cisco Catalyst 4500 Series extends NAC support to 802.1x-enabled devices. Like NAC L2 IP,
the NAC L2 802.1x feature determines the level of network access based on endpoint information.

For more information on 802.1X identity-based network security, see Chapter 29, “Understanding
and Configuring 802.1X Port-Based Authentication.”
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802.1X Identity-Based Network Security

This security feature consists of the following:

e 802.1X protocol—This feature provides a means for a host that is connected to a switch port to be
authenticated before it is given access to the switch services.

e 802.1X with VLAN assignment—This feature enables you to enable non-802.1X-capable hosts to
access networks that use 802.1X authentication.

e 802.1X authentication for guest VLANs—This feature enables you to use VLAN assignment to
limit network access for certain users.

e 802.1X RADIUS accounting—This feature enables you to track the usage of network devices.

e 802.1X with Voice VLAN—THhis feature enables you to use 802.1X security on a port while
enabling it to be used by both Cisco IP phones and devices with 802.1X supplicant support.

For more information on 802.1X identity-based network security, see Chapter 29, “Understanding and
Configuring 802.1X Port-Based Authentication.”

Dynamic ARP Inspection

Dynamic ARP Inspection (DAI) intercepts all ARP requests, replies on untrusted ports, and verifies each
intercepted packet for valid IP to MAC bindings. Dynamic ARP Inspection helps to prevent attacks on
a network by not relaying invalid ARP replies out to other ports in the same VLAN. Denied ARP packets
are logged by the switch for auditing.

For more information on dynamic ARP inspection, see Chapter 32, “Understanding and Configuring
Dynamic ARP Inspection.”

Dynamic Host Configuration Protocol Snooping

Dynamic Host Configuration Protocol (DHCP) Snooping is a security feature that is a component of a
DHCP server. DHCP snooping provides security by intercepting untrusted DHCP messages and by
building and maintaining a DHCP snooping binding table. An untrusted message is a message that is
received from outside the network or firewall that can cause traffic attacks within your network.

DHCP snooping acts like a firewall between untrusted hosts and DHCP servers. It also provides a way
to differentiate between untrusted interfaces connected to the end-user and trusted interfaces connected
to the DHCP server or another switch.

For DHCP server configuration information, refer to the chapter, “Configuring DHCP,” in the Cisco I0S
IP and IP Routing Configuration Guide at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ip_c/ipcprtl/1cddhep.htm

For information on configuring DHCP snooping, see Chapter 31, “Configuring DHCP Snooping and IP
Source Guard.”

Flood Blocking

Flood blocking enables users to disable the flooding of unicast and multicast packets on a per-port basis.
Occasionally, unknown unicast or multicast traffic from an unprotected port is flooded to a protected port
because a MAC address has timed out or has not been learned by the switch.
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For information on flood blocking, see Chapter 35, “Port Unicast and Multicast Flood Blocking.”

IP Source Guard

Similar to DHCP snooping, this feature is enabled on an untrusted 12 port that is configured for DHCP
snooping. Initially all IP traffic on the port is blocked except for the DHCP packets, which are captured
by the DHCP snooping process. When a client receives a valid IP address from the DHCP server, a
PVACL is installed on the port, which restricts the client IP traffic only to clients with assigned IP
addresses, so any IP traffic with source IP addresses other than those assigned by the DHCP server will
be filtered out. This filtering prevents a malicious host from attacking a network by hijacking neighbor
host's IP address.

For information on configuring IP Source Guard, see Chapter 31, “Configuring DHCP Snooping and IP
Source Guard.”

Local Authentication, RADIUS, and TACACS+ Authentication

RADIUS and TACACS+ control access to the switch. For additional information, refer to the chapter
“Authentication, Authorization, and Accounting (AAA),” in Cisco 10S Security Configuration Guide,
Release 12.1, at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/secur_c/scprtl/index.htm

Network Security with ACLs

Port Security

An access control list (ACL) filters network traffic by controlling whether routed packets are forwarded
or blocked at the router interfaces. The Catalyst 4500 series switch examines each packet to determine
whether to forward or drop the packet based on the criteria you specified within the access lists.

MAC access control lists (MACLs) and VLAN access control lists (VACLs) are supported. VACLs are
also known as VLAN maps in Cisco 10S.

The following security features are supported:

e MAC address filtering, which enables you to block unicast traffic for a MAC address on a VLAN
interface.

e Port ACLs, which enable you to apply ACLs to Layer 2 interfaces on a switch for inbound traffic.

For information on ACLs, MACLs, VLAN maps, MAC address filtering, and Port ACLs, see
Chapter 33, “Configuring Network Security with ACLs.”

Port Security restricts traffic on a port based upon the MAC address of the workstation that accesses the
port. Trunk port security extends this feature to trunks, including private VLAN isolated trunks, on a
per-VLAN basis.

For information on port security, see Chapter 30, “Configuring Port Security and Trunk Port Security.”
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Broadcast suppression is used to prevent LANs from being disrupted by a broadcast storm on one or
more switch ports. A LAN broadcast storm occurs when broadcast packets flood the LAN, creating
excessive traffic and degrading network performance. Errors in the protocol-stack implementation or in
the network configuration can cause a broadcast storm. Multicast and broadcast suppression measures
how much broadcast traffic is passing through a port and compares the broadcast traffic with some
configurable threshold value within a specific time interval. If the amount of broadcast traffic reaches
the threshold during this interval, broadcast frames are dropped, and optionally the port is shut down.

For information on configuring broadcast suppression, see Chapter 36, “Configuring Storm Control.”

Layer 2 Traceroute

Layer 2 Traceroute allows the switch to identify the physical path that a packet takes from a source
device to a destination device. Layer 2 traceroute supports only unicast source and destination MAC
addresses.

For information about Layer 2 Traceroute, see Chapter 5, “Checking Port Status and Connectivity.”

Time Domain Reflectometry

Time Domain Reflectometry (TDR) is a technology used for diagnosing the state and reliability of
cables. TDR can detect open, shorted, or terminated cable states. The calculation of the distance to the
failure point is also supported.

For information about TDR, see Chapter 5, “Checking Port Status and Connectivity.”

Debugging Features

The Catalyst 4500 series switch has several commands to help you debug your initial setup. These
commands are included in the following groups:

e platform
¢ debug platform

For more information, refer to the Catalyst 4500 Series Switch Cisco I0S Command Reference.
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CHAPTER

Command-Line Interfaces

This chapter describes the CLIs you use to configure the Catalyst 4500 series switch. This chapter
includes the following major sections:

e Accessing the Switch CLI, page 2-1

e Performing Command-Line Processing, page 2-3

e Performing History Substitution, page 2-3

e Understanding Cisco IOS Command Modes, page 2-4
e Getting a List of Commands and Syntax, page 2-5

¢ ROMMOM Command-Line Interface, page 2-6

N

Note  For complete syntax and usage information for the commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco 10S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

Accessing the Switch CLI

The following sections describe how to access the switch CLI:
e Accessing the CLI Using the EIA/TTA-232 Console Interface, page 2-1
e Accessing the CLI Through Telnet, page 2-2

Accessing the CLI Using the EIA/TIA-232 Console Interface
N

Note  EIA/TIA-232 was known as recommended standard 232 (RS-232) before its acceptance as a standard by
the Electronic Industries Alliance (EIA) and Telecommunications Industry Association (TIA).

Perform the initial switch configuration over a connection to the EIA/TIA-232 console interface. Refer
to the Catalyst 4500 Series Switch Module Installation Guide for console interface cable connection
procedures.
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Step 1

Step 2

Step 3

Accessing the CLI Through Telnet

Step 1

Step 2

Step 3

Step 4

To access the switch through the console interface, perform this task:

Command

Purpose

Switch> enable

From the user EXEC prompt (>), enter enable to change
to enable mode (also known as privileged mode or
privileged EXEC mode).

Password: password

Switch#

At the password prompt, enter the system password. The
prompt (#) appears, indicating that you have accessed the
CLI in enabled mode.

Switch# quit

When you are finished executing the task command, exit
the session.

After accessing the switch through the EIA/TIA-232 interface, you see this display:

Press Return for Console prompt

Switch> enable
Password:< >
Switch#

N

Note  Before you make a Telnet connection to the switch, you must set the IP address for the switch. See the
“Configuring Physical Layer 3 Interfaces” section on page 22-4.

The switch supports up to eight simultaneous Telnet sessions. Telnet sessions disconnect automatically
after remaining idle for the period specified by the exec-timeout command.

To make a Telnet connection to the switch, perform this task:

Command

Purpose

telnet {hostname | ip_addr}

From the remote host, enter the telnet command and the
name or IP address of the switch you want to access.

Password: password

Switch#

At the prompt, enter the password for the CLI. If no
password has been configured, press Return.

Enter the necessary commands to complete your desired
tasks.

Switch# quit

When finished, exit the Telnet session.
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This example shows how to open a Telnet session to the switch:

unix_host% telnet Switch_ 1

Trying 172.20.52.40...

Connected to 172.20.52.40.

Escape character is '~]'.
User Access Verification
Password:< >

Switch_1> enable
Password:

Switch_ 1#

Performing Command-Line Processing

Switch commands are not case sensitive. You can abbreviate commands and parameters if the
abbreviations contain enough letters to be different from any other currently available commands or

parameters.

You can scroll through the last 20 commands stored in the history buffer and enter or edit a command at
the prompt. Table 2-1 lists the keyboard shortcuts for entering and editing switch commands.

Table 2-1 Keyboard Shortcuts

Keystrokes

Result

Press Ctrl-B or
press the Left Arrow key!

Moves the cursor back one character.

Press Ctrl-F or
press the Right Arrow key'

Moves the cursor forward one character.

Press Ctrl-A

Moves the cursor to the beginning of the command line.

Press Ctrl-E

Moves the cursor to the end of the command line.

Press Esc-B

Moves the cursor back one word.

Press Esc-F

Moves the cursor forward one word.

1. The Arrow keys function only on ANSI-compatible terminals, such as VT100s.

Performing History Substitution

The history buffer stores the last 20 command lines you entered. History substitution allows you to
access these command lines without retyping them. Table 2-2 lists the history substitution commands.

Table 2-2  History Substitution Commands

Command

Purpose

Ctrl-P or the Up Arrow key'

Recalls commands in the history buffer, beginning with
the most recent command. Repeat the key sequence to
recall older commands successively.
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Table 2-2  History Substitution Commands (continued)

Command Purpose

Ctrl-N or the Down Arrow key' Returns to more recent commands in the history buffer
after commands have been recalled with Ctrl-P or the
Up Arrow key. Repeat the key sequence to recall more
recent commands.

Switch# show history Lists the last several commands you have entered in
EXEC mode.

1. The Arrow keys function only on ANSI-compatible terminals such as VT100s.

Understanding Cisco I0S Command Modes

~

Note

For complete information about Cisco IOS command modes, refer to the Cisco I0S Configuration
Fundamentals Configuration Guide and the Cisco 10S Configuration Fundamentals Command
Reference at: http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

The Cisco IOS user interface has many different modes: user EXEC, privileged EXEC (enable), global
configuration, interface, subinterface, and protocol-specific. The commands available to you depend on
which mode you are in. To get a list of the commands in a given mode, enter a question mark (?) at the
system prompt. See the “Getting a List of Commands and Syntax” section on page 2-5 for more
information.

When you start a session on the switch, you begin in user mode, also called user EXEC mode. Only a
small subset of commands are available in EXEC mode. To have access to all commands, you must enter
privileged EXEC mode, also called enable mode. To access the privileged EXEC mode, you must enter
a password. When you are in the privileged EXEC mode, you can enter any EXEC command or access
global configuration mode. Most EXEC commands are one-time commands, such as show commands,
which display the current configuration status, and clear commands, which reset counters or interfaces.
The EXEC commands are not saved when the switch is rebooted.

The configuration modes allow you to make changes to the running configuration. If you save the
configuration, these commands are stored when you reboot the switch. You must start in global
configuration mode. From global configuration mode, you can enter interface configuration mode,
subinterface configuration mode, and a variety of protocol-specific modes.

You would use a separate mode called ROMMON when the switch cannot boot up properly. For example,
the switch might enter ROMMON mode if it does not find a valid system image when it is booting, or if
its configuration file is corrupted. For more information, see the “ROMMOM Command-Line Interface”
section on page 2-6.

Table 2-3 lists and describes frequently used Cisco IOS modes.
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Table 2-3  Frequently Used Cisco I0S Command Modes

Getting a List of Commands and Syntax

Mode

What You Use It For

How to Access

Prompt

User EXEC

To connect to remote devices,
change terminal settings on a
temporary basis, perform basic
tests, and display system
information.

Log in.

Switch>

Privileged EXEC (enable)

To set operating parameters. The
privileged command set includes
the commands in user EXEC
mode, as well as the configure
command. Use the configure
command to access the other
command modes.

From user EXEC mode, enter the
enable command and the enable
password (if a password has been
configured).

Switch#

Global configuration

To configure features that affect
the system as a whole, such as the
system time or switch name.

From privileged EXEC mode,
enter the configure terminal
command.

Switch(config)#

Interface configuration

To enable or modify the operation
of a 10-Gigabit Ethernet, Gigabit

Ethernet, or Fast Ethernet interface
with interface commands.

From global configuration mode,
enter the interface rype location
command.

Switch(config-if)#

Console configuration

To configure the console interface;
from the directly connected
console or the virtual terminal;
used with Telnet.

From global configuration mode,

enter the line console 0 command.

Switch(config-1line)#

The Cisco IOS command interpreter, called the EXEC, interprets and runs the commands you enter. You
can abbreviate commands and keywords by entering just enough characters to make the command unique
from other commands. For example, you can abbreviate the show command to sh and the configure

terminal command to config t.

When you type exit, the switch backs out one level. To exit configuration mode completely and return
to privileged EXEC mode, press Ctrl-Z.

Getting a List of Commands and Syntax

In any command mode, you can get a list of available commands by entering a question mark (?).

Switch> ?

To obtain a list of commands that begin with a particular character sequence, enter those characters
followed by the question mark (?). Do not include a space before the question mark. This form of help
is called word help, because it completes a word for you.
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To list keywords or arguments, enter a question mark in place of a keyword or argument. Include a space
before the question mark. This form of help is called command syntax help, because it reminds you
which keywords or arguments are applicable based on the command, keywords, and arguments you have
already entered.

Switch# configure ?

memory Configure from NV memory

network Configure from a TFTP network host
overwrite-network Overwrite NV memory from TFTP network host
terminal Configure from the terminal

<cr>

To redisplay a command you previously entered, press the Up Arrow key or Ctrl-P. You can continue
to press the Up Arrow key to see the last 20 commands you entered.

Tip If you are having trouble entering a command, check the system prompt and enter the question mark (?)
for a list of available commands. You might be in the wrong command mode or using incorrect syntax.

Type exit to return to the previous mode. Press Ctrl-Z or enter the end command in any mode to
immediately return to privileged EXEC mode.

ROMMOM Command-Line Interface

ROMMON is a ROM-based program that is involved at power-up or reset, or when a fatal exception error
occurs. The switch enters ROMMON mode if the switch does not find a valid software image, if the
NVRAM configuration is corrupted, or if the configuration register is set to enter ROMMON mode.
From the ROMMON mode, you can load a software image manually from Flash memory, from a network
server file, or from bootflash.

You can also enter ROMMON mode by restarting the switch and pressing Ctrl-C during the first five
seconds of startup.

Note  Ctrl-C is always enabled for 60 seconds after you reboot the switch, even if Ctrl-C is configured to be
off in the configuration register settings.

When you enter ROMMON mode, the prompt changes to rommon 1>. Use the ? command to see the
available ROMMON commands.

For more information about the ROMMON commands, refer to the
Catalyst 4500 Series Switch Cisco I0S Command Reference.
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Configuring the Switch for the First Time

This chapter describes how to initially configure a Catalyst 4500 series switch. The information
presented here supplements the administration information and procedures in these publications:

e Cisco 10S Configuration Fundamentals Configuration Guide, Release 12.2, at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fun_c/index.htm

e Cisco I0S Configuration Fundamentals Configuration Command Reference, Release 12.2, at this
URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fun_r/index.htm

This chapter includes the following major sections:

e Default Switch Configuration, page 3-1

e Configuring DHCP-Based Autoconfiguration, page 3-2

e Configuring the Switch, page 3-8

e Controlling Access to Privileged EXEC Commands, page 3-13

e Recovering a Lost Enable Password, page 3-18

e Modifying the Supervisor Engine Startup Configuration, page 3-18

e Resetting a Switch to Factory Default Settings, page 3-25

S

Note  For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco 10S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

Default Switch Configuration

This section describes the default configurations for the Catalyst 4500 series switch. Table 3-1 shows the
default configuration settings for each feature.

Table 3-1 Default Switch Configuration

Feature Default Settings
Administrative connection Normal mode
Global switch information No default value for system name, system contact, and location
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Table 3-1 Default Switch Configuration (continued)

Feature Default Settings

System clock No value for system clock time

Passwords No passwords are configured for normal mode or enable mode
(press the Return key)

Switch prompt Switch>

Interfaces Enabled, with speed and flow control autonegotiated, and without

IP addresses

Configuring DHCP-Based Autoconfiguration

These sections describe how to configure DHCP-based autoconfiguration.
¢ Understanding DHCP-Based Autoconfiguration, page 3-2
e DHCEP Client Request Process, page 3-3
e Configuring the DHCP Server, page 3-4
e Configuring the TFTP Server, page 3-4
e Configuring the DNS Server, page 3-5
e Configuring the Relay Device, page 3-5
e Obtaining Configuration Files, page 3-6
e Example Configuration, page 3-7

If your DHCP server is a Cisco device, or if you are configuring the switch as a DHCP server, refer to
the “IP Addressing and Services” section in the Cisco I10S IP and IP Routing Configuration Guide for
Cisco 10S Release 12.1 for additional information about configuring DHCP.

Understanding DHCP-Based Autoconfiguration
S

Note  Starting with Release 12.2(20)EW, you can enable DHCP AutoConfiguration by issuing the write erase

command. This command clears the startup-config in NVRAM. In images prior to Release 12.2(20)EW,
this command will not enable autoconfiguration.

DHCP provides configuration information to Internet hosts and internetworking devices. This protocol
consists of two components: one component for delivering configuration parameters from a DHCP
server to a device and another component that is a mechanism for allocating network addresses to
devices. DHCP is built on a client-server model, in which designated DHCP servers allocate network
addresses and deliver configuration parameters to dynamically configured devices. The switch can act
as both a DHCP client and a DHCP server.

With DHCP-based autoconfiguration, no DHCP client-side configuration is needed on your switch
because your switch (the DHCP client) is automatically configured at startup with IP address
information and a configuration file. However, you need to configure the DHCP server or the DHCP
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server feature on your switch for various lease options associated with IP addresses. If you are using
DHCEP to relay the configuration file location on the network, you might also need to configure a Trivial
File Transfer Protocol (TFTP) server and a Domain Name System (DNS) server.

DHCP-based autoconfiguration replaces the BOOTP client functionality on your switch.

DHCP Client Request Process

At startup the switch automatically requests configuration information from a DHCP server if a
configuration file is not present on the switch.

Figure 3-1 shows the sequence of messages that are exchanged between the DHCP client and the DHCP
server.
Figure 3-1 DHCP Client and Server Message Exchange

DHCPDISCOVER (broadcast)
Switch A DHCPOFFER (unicast) DHCP server

E’ DHCPREQUEST (broadcast) . Sar
DHCPACK (unicast) *

\

A

A

A
51807

The client, Switch A, broadcasts a DHCPDISCOVER message to locate a DHCP server. The DHCP
server offers configuration parameters (such as an IP address, subnet mask, gateway IP address, DNS IP
address, lease for the IP address, and so forth) to the client in a DHCPOFFER unicast message.

In a DHCPREQUEST broadcast message, the client returns a formal request for the offered
configuration information to the DHCP server. The formal request is broadcast so that all other DHCP
servers that received the DHCPDISCOVER broadcast message from the client can reclaim the IP
addresses that they offered to the client.

The DHCP server confirms that the IP address has been allocated to the client by returning a DHCPACK
unicast message to the client. With this message, the client and server are bound, and the client uses the
configuration information that it received from the server. The amount of information the switch receives
depends on how you configure the DHCP server. For more information, see the “Configuring the DHCP
Server” section on page 3-4.

If the configuration parameters sent to the client in the DHCPOFFER unicast message are invalid (if
configuration error exists), the client returns a DHCPDECLINE broadcast message to the DHCP server.

The DHCP server sends the client a DHCPNAK denial broadcast message, which means that the offered
configuration parameters have not been assigned, that an error has occurred during the negotiation of the
parameters, or that the client has been slow in responding to the DHCPOFFER message. (The DHCP
server might have assigned the parameters to another client.)

A DHCP client might receive offers from multiple DHCP servers and can accept any of them; however,
the client usually accepts the first offer it receives. The offer from the DHCP server is not a guarantee
that the IP address will be allocated to the client; however, the server usually reserves the address until
the client has had a chance to formally request the address.
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Configuring the DHCP Server

A switch can act as both the DHCP client and the DHCP server. By default, the Cisco IOS DHCP server
and relay agent features are enabled on your switch.

You should configure the DHCP server, or the DHCP server feature running on your switch, with
reserved leases that are bound to each switch by the switch hardware address.

If you want the switch to receive IP address information, you must configure the DHCP server with these
lease options:

e [P address of the client (required)

e Subnet mask of the client (required)
e DNS server IP address (optional)

e Router IP address (required)

Note  The router IP address is the default gateway address for the switch.

If you want the switch to receive the configuration file from a TFTP server, you must configure the
DHCP server with these lease options:

e TFTP server name or IP address (required)
e Boot filename (the name of the configuration file that the client needs) (recommended)
e Host name (optional)

Depending on the settings of the DHCP server or the DHCP server feature running on your switch, the
switch can receive IP address information, the configuration file, or both.

If you do not configure the DHCP server, or the DHCP server feature running on your switch, with the
lease options described earlier, the switch replies to client requests with only those parameters that are
configured. If the IP address and subnet mask are not in the reply, the switch is not configured. If the
router IP address or TFTP server name (or IP address) are not found, the switch might send broadcast,
instead of unicast, TFTP requests. Unavailability of other lease options does not impact
autoconfiguration.

The DHCP server, or the DHCP server feature running on your switch, can be on the same LAN or on a
different LAN than the switch. If the DHCP server is running on a different LAN, you should configure
a DHCP relay, which forwards broadcast traffic between two directly connected LANs. A router does
not forward broadcast packets, but it forwards packets based on the destination IP address in the received
packet. For more information on relay devices, see the “Configuring the Relay Device” section on
page 3-5.

Configuring the TFTP Server

Based on the DHCP server configuration, the switch attempts to download one or more configuration
files from the TFTP server. If you configured the DHCP server to respond to the switch with all the
options required for IP connectivity to the TFTP server, and if you configured the DHCP server with a
TFTP server name, address, and configuration filename, the switch attempts to download the specified
configuration file from the specified TFTP server.

If you did not specify the configuration filename or the TFTP server name, or if the configuration file
could not be downloaded, the switch attempts to download a configuration file using various
combinations of filenames and TFTP server addresses. The files include the specified configuration
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filename (if any) and the following files: network-confg, cisconet.cfg, hostname.confg, or hostname.cfg,
where hostname is the current hostname of the switch and router-confg and ciscortr.cfg. The TFTP server
addresses used include the specified TFTP server address (if any) and the broadcast address
(255.255.255.255).

For the switch to successfully download a configuration file, the TFTP server must contain one or more
configuration files in its base directory. The files can include the following:

e The configuration file named in the DHCP reply (the actual switch configuration file).
e The network-confg or the cisconet.cfg file (known as the default configuration files).

e The router-confg or the ciscortr.cfg file. (These files contain commands common to all switches.
Normally, if the DHCP and TFTP servers are properly configured, these files are not accessed.)

If you specify the TFTP server name in the DHCP server-lease database, you must also configure the
TFTP server name-to-IP-address mapping in the DNS-server database.

If the TFTP server you plan to use is on a different LAN from the switch, or if it is to be accessed by the
switch through the broadcast address (which occurs if the DHCP server response does not contain all the
required information described earlier), a relay must be configured to forward the TFTP packets to the
TFTP server. For more information, see the “Configuring the Relay Device” section on page 3-5. The
preferred solution is to configure either the DHCP server or the DHCP server feature running on your
switch with all the required information.

Configuring the DNS Server

The DHCP server, or the DHCP server feature running on your switch, uses the DNS server to resolve
the TFTP server name to an IP address. You must configure the TFTP server name-to-IP address map on
the DNS server. The TFTP server contains the configuration files for the switch.

You can configure the IP addresses of the DNS servers in the lease database of the DHCP server where
the DHCP replies will retrieve them. You can enter up to two DNS server IP addresses in the lease
database.

The DNS server can be on the same or on a different LAN as the switch. If it is on a different LAN, the
switch must be able to access it through a router.

Configuring the Relay Device

You must configure a relay device to forward received broadcast packets to the destination host whenever
a switch sends broadcast packets to which a host on a different LAN must respond. Examples of such
broadcast packets are DHCP, DNS, and in some cases, TFTP packets.

If the relay device is a Cisco router, enable IP routing (ip routing global configuration command), and
configure helper addresses (ip helper-address interface configuration command). For example, in
Figure 3-2, configure the router interfaces as follows:

On interface 10.0.0.2:

N

router (config-if)# ip helper-address 20.0.0.
router (config-if)# ip helper-address 20.0.0.
router (config-if)# ip helper-address 20.0.0.

> W

On interface 20.0.0.1

router (config-if)# ip helper-address 10.0.0.1
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Figure 3-2 Relay Device Used in Autoconfiguration
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Obtaining Configuration Files

Depending on the availability of the IP address and the configuration filename in the DHCP reserved
lease, the switch obtains its configuration information in these ways:

The IP address and the configuration filename are reserved for the switch and provided in the DHCP
reply (one-file read method).

The switch receives its IP address, subnet mask, TFTP server address, and the configuration
filename from either the DHCP server or the DHCP server feature running on your switch. The
switch sends a unicast message to the TFTP server to retrieve the named configuration file from the
base directory of the server, and upon receipt, completes its boot-up process.

The IP address and the configuration filename is reserved for the switch, but the TFTP server
address is not provided in the DHCP reply (one-file read method).

The switch receives its IP address, subnet mask, and the configuration filename from either the
DHCP server or the DHCP server feature running on your switch. The switch sends a broadcast
message to a TFTP server to retrieve the named configuration file from the base directory of the
server, and upon receipt, completes its boot-up process.

Only the IP address is reserved for the switch and provided in the DHCP reply. The configuration
filename is not provided (two-file read method).

The switch receives its IP address, subnet mask, and the TFTP server address from either the DHCP
server or the DHCP server feature running on your switch. The switch sends a unicast message to
the TFTP server to retrieve the network-confg or cisconet.cfg default configuration file. (If the
network-confg file cannot be read, the switch reads the cisconet.cfg file.)

The default configuration file contains the host names-to-IP-address mapping for the switch. The
switch fills its host table with the information in the file and obtains its host name. If the host name
is not found in the file, the switch uses the host name in the DHCP reply. If the host name is not
specified in the DHCP reply, the switch uses the default Switch as its host name.

After obtaining its host name from the default configuration file or the DHCP reply, the switch reads
the configuration file that has the same name as its host name (hostname-confg or hostname.cfg,
depending on whether or not the network-confg file or the cisconet.cfg file was read earlier) from
the TFTP server. If the cisconet.cfg file is read, the filename of the host is truncated to eight
characters.
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If the switch cannot read the network-confg, cisconet.cfg, or the hostname file, it reads the
router-confg file. If the switch cannot read the router-confg file, it reads the ciscortr.cfg file.

The switch broadcasts TFTP server requests provided that one of these conditions is met: 1) the TFTP
server is not obtained from the DHCP replies; 2) all attempts to read the configuration file through
unicast transmissions fail, or 3) the TFTP server name cannot be resolved to an IP address.

Example Configuration

Figure 3-3 shows a network example for retrieving IP information using DHCP-based autoconfiguration.

Figure 3-3 DHCP-Based Autoconfiguration Network Example
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Table 3-2 shows the configuration of the reserved leases on either the DHCP server or the DHCP server
feature running on your switch.

Switch 1 Switch 2 Switch 3 Switch 4
Binding key 00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004
(hardware address)
IP address 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24
Subnet mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Router address 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10
DNS server address 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2

TFTP server name

maritsu or 10.0.0.3

maritsu or 10.0.0.3

maritsu or 10.0.0.3

maritsu or 10.0.0.3

Boot filename
(configuration file)
(optional)

switchl-confg

switch2-confg

switch3-confg

switch4-confg

Host name (optional)

switchl

switch2

switch3

switch4
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DNS Server Configuration
The DNS server maps the TFTP server name maritsu to IP address 10.0.0.3.
TFTP Server Configuration (on UNIX)

The TFTP server base directory is set to /tftpserver/work/. This directory contains the network-confg file
used in the two-file read method. This file contains the host name to be assigned to the switch based on
its IP address. The base directory also contains a configuration file for each switch (switchl-confg,
switch2-confg, and so forth) as shown in the following display:

prompt> cd /tftpserver/work/
prompt> 1ls

network-confg
switchl-confg
switch2-confg
switch3-confg
switchd4-confg

prompt> cat network-confg
ip host switchl 10.0.0.21
ip host switch2 10.0.0.22
ip host switch3 10.0.0.23
ip host switch4 10.0.0.24

DHCEP Client Configuration
No configuration file is present on Switch 1 through Switch 4.
Configuration Explanation
In Figure 3-3, Switch 1 reads its configuration file as follows:
e Switch 1 obtains its IP address 10.0.0.21 from the DHCP server.

e If no configuration filename is given in the DHCP server reply, Switch 1 reads the network-confg
file from the base directory of the TFTP server.

e Switch 1 adds the contents of the network-confg file to its host table.
e Switch 1 reads its host table by indexing its IP address 10.0.0.21 to its host name (switchl1).

e Switch 1 reads the configuration file that corresponds to its host name; for example, it reads
switchl-confg from the TFTP server.

Switches 2 through 4 retrieve their configuration files and IP addresses in the same way.

Configuring the Switch

The following sections describe how to configure your switch:
¢ Using Configuration Mode to Configure Your Switch, page 3-9
e Verifying the Running Configuration Settings, page 3-9
e Saving the Running Configuration Settings to Your Start-Up File, page 3-10
e Reviewing the Configuration in NVRAM, page 3-10
e Configuring a Default Gateway, page 3-11
e Configuring a Static Route, page 3-11
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Using Configuration Mode to Configure Your Switch

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
Step 7

To configure your switch from configuration mode, perform this procedure:

Connect a console terminal to the console interface of your supervisor engine.

After a few seconds, you will see the user EXEC prompt (switch>). Now, you may want to enter
privileged EXEC mode, also known as enable mode. Type enable to enter enable mode:

Switch> enable

A

Note  You must be in enable mode to make configuration changes.

The prompt will change to the enable prompt (#):

Switch#

At the enable prompt (#), enter the configure terminal command to enter global configuration mode:

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

At the global configuration mode prompt, enter the interface type slot/interface command to enter
interface configuration mode:

Switch(config)# interface fastethernet 5/1
Switch(config-if)#

In either of these configuration modes, enter changes to the switch configuration.
Enter the end command to exit configuration mode.

Save your settings. (See the “Saving the Running Configuration Settings to Your Start-Up File” section
on page 3-10.)

Your switch is now minimally configured and can boot with the configuration you entered. To see a list
of the configuration commands, enter ? at the prompt or press the help key in configuration mode.

Verifying the Running Configuration Settings

To verify the configuration settings you entered or the changes you made, enter the show
running-config command at the enable prompt (#), as shown in this example:

Switch# show running-config
Building configuration...

Current configuration:

!

version 12.0

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
1
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hostname Switch

<...output truncated...>

!
line con 0
transport input none
line vty 0 4
exec-timeout 0 0
password lab
login
transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end
Switch#

Saving the Running Configuration Settings to Your Start-Up File
A

Caution  This command saves the configuration settings that you created in configuration mode. If you fail to do
this step, your configuration will be lost the next time you reload the system.

To store the configuration, changes to the configuration, or changes to the startup configuration in
NVRAM, enter the copy running-config startup-config command at the enable prompt (#), as follows:

Switch# copy running-config startup-config

Reviewing the Configuration in NVRAM

To display information stored in NVRAM, enter the show startup-config EXEC command.
The following example shows a typical system configuration:

Switch# show startup-config
Using 1579 out of 491500 bytes, uncompressed size = 7372 bytes
Uncompressed configuration from 1579 bytes to 7372 bytes
!

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service compress-config

1

hostname Switch

!

!

ip subnet-zero

!

1

1

!

interface GigabitEthernetl/1

no snmp trap link-status

!

interface GigabitEthernetl/2

no snmp trap link-status
!——More——
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<...output truncated...>

!
line con 0
exec-timeout 0 0
transport input none
line vty 0 4
exec-timeout 0 0
password lab
login
transport input lat pad dsipcon mop telnet rlogin udptn nasi
!

end

Switch#

Configuring a Default Gateway
N

Note  The switch uses the default gateway only when it is not configured with a routing protocol.

Configure a default gateway to send data to subnets other than its own when the switch is not configured
with a routing protocol. The default gateway must be the IP address of an interface on a router that is
directly connected to the switch.

To configure a default gateway, perform this task:

Command Purpose
Step 1 Switch(config)# ip default-gateway IP-address Configures a default gateway.
Step2  switch# show ip route Verifies that the default gateway is correctly displayed in
the IP routing table.

This example shows how to configure a default gateway and how to verify the configuration:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip default-gateway 172.20.52.35
Switch(config)# end

3d17h: %$SYS-5-CONFIG_I: Configured from console by console
Switch# show ip route

Default gateway is 172.20.52.35

Host Gateway Last Use Total Uses Interface
ICMP redirect cache is empty
Switch#

Configuring a Static Route

If your Telnet station or SNMP network management workstation is on a different network from your
switch and a routing protocol has not been configured, you might need to add a static routing table entry
for the network where your end station is located.
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Step 1

Step 2

To configure a static route, perform this task:

Command Purpose

Switch(config)# ip route dest_IP_address mask Configures a static route to the remote network.
{forwarding IP | vlan vlan_ID}

Switch# show running-config Verifies that the static route is displayed correctly.

This example shows how to use the ip route command to configure a static route to a workstation at IP
address 171.10.5.10 on the switch with a subnet mask and IP address 172.20.3.35 of the forwarding
router:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip route 171.10.5.10 255.255.255.255 172.20.3.35
Switch(config)# end

Switch#

This example shows how to use the show running-config command to confirm the configuration of the
static route:

Switch# show running-config
Building configuration...

<...output truncated...>

ip default-gateway 172.20.52.35

ip classless

ip route 171.10.5.10 255.255.255.255 172.20.3.35
no ip http server

!

line con 0

transport input none

line vty 0 4

exec-timeout 0 0

password lab

login

transport input lat pad dsipcon mop telnet rlogin udptn nasi
1

end
Switch#

This example shows how to use the ip route command to configure the static route IP address 171.20.5.3
with subnet mask and connected over VLAN 1 to a workstation on the switch:

Switch# configure terminal

Switch(config)# ip route 171.20.5.3 255.255.255.255 vlan 1

Switch(config)# end
Switch#

This example shows how to use the show running-config command to confirm the configuration of the
static route:

Switch# show running-config
Building configuration...

<...output truncated...>
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ip default-gateway 172.20.52.35

ip classless

ip route 171.20.5.3 255.255.255.255 Vlanl
no ip http server

!

!

x25 host z
!
line con 0
transport input none
line vty 0 4
exec-timeout 0 0
password lab
login

transport input lat pad dsipcon mop telnet rlogin udptn nasi
1

end

Switch#

Controlling Access to Privileged EXEC Commands

The procedures in these sections let you control access to the system configuration file and privileged
EXEC commands:

e Setting or Changing a Static enable Password, page 3-13

e Using the enable password and enable secret Commands, page 3-14

e Setting or Changing a Privileged Password, page 3-14

e Setting TACACS+ Password Protection for Privileged EXEC Mode, page 3-15
e Encrypting Passwords, page 3-15

¢ Configuring Multiple Privilege Levels, page 3-16

Setting or Changing a Static enable Password

To set or change a static password that controls access to the enable mode, perform this task:

Command Purpose

Switch(config)# enable password password Sets a new password or changes an existing
password for the privileged EXEC mode.

This example shows how to configure an enable password as “lab” at the privileged EXEC mode:

Switch# configure terminal
Switch(config)# enable password lab
Switch(config)#

For instructions on how to display the password or access level configuration, see the “Displaying the
Password, Access Level, and Privilege Level Configuration” section on page 3-17.
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Using the enable password and enable secret Commands

Note

To provide an additional layer of security, particularly for passwords that cross the network or that are
stored on a TFTP server, you can use either the enable password or enable secret command. Both
commands configure an encrypted password that you must enter to access the enable mode (the default)
or any other privilege level that you specify.

We recommend that you use the enable secret command.

If you configure the enable secret command, it takes precedence over the enable password command;
the two commands cannot be in effect simultaneously.

To configure the switch to require an enable password, perform either one of these tasks:

Command Purpose

Switch(config)# enable password [level Establishes a password for the privileged EXEC
level] {password \ encryption-type mode

encrypted-password}

Switch(config)# enable secret [level Specifies a secret password that will be saved using
level] {password | encryption-type a nonreversible encryption method. (If

encrypted-password
¥p P ) enable password and enable secret commands are

both set, users must enter the enable secret
password.)

When you enter either of these password commands with the level option, you define a password for a
specific privilege level. After you specify the level and set a password, give the password only to users
who need to have access at this level. Use the privilege level configuration command to specify
commands accessible at various levels.

If you enable the service password-encryption command, the password you enter is encrypted. When
you display the password with the more system:running-config command, the password displays the
password in encrypted form.

If you specify an encryption type, you must provide an encrypted password—an encrypted password you
copy from another Catalyst 4500 series switch configuration.

You cannot recover a lost encrypted password. You must clear NVRAM and set a new password. See the
“Recovering a Lost Enable Password” section on page 3-18 for more information.

For information on how to display the password or access level configuration, see the “Displaying the
Password, Access Level, and Privilege Level Configuration” section on page 3-17.

Setting or Changing a Privileged Password

To set or change a privileged password, perform this task:

Command Purpose

Switch(config-line)# password password Sets a new password or changes an existing password
for the privileged level.
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For information on how to display the password or access level configuration, see the “Displaying the
Password, Access Level, and Privilege Level Configuration” section on page 3-17.

Setting TACACS+ Password Protection for Privileged EXEC Mode

For complete information about TACACS+ and RADIUS, refer to these publications:

e The “Authentication, Authorization, and Accounting (AAA)” chapter in the Cisco I10S Security
Configuration Guide, Release 12.2, at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/secur_c/scprtl/index.htm

e Cisco IOS Security Command Reference, Release 12.2, at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/secur_r/index.htm

To set the TACACS+ protocol to determine whether or not a user can access the privileged EXEC mode,
perform this task:

Command Purpose

Switch(config)# enable use-tacacs Sets the TACACS-style user ID and
password-checking mechanism for the privileged
EXEC mode.

When you set TACACS password protection at the privileged EXEC mode, the enable EXEC command
prompts you for a new username and a new password. This information is then passed to the TACACS+
server for authentication.

If you use extended TACACS, another extension to the older TACACS protocol that provides additional
functionality, it also passes any existing UNIX user identification code to the TACACS+ server.
Extended TACACS provides information about protocol translator and router use. This information is
used in UNIX auditing trails and accounting files.

Note When used without extended TACACS, the enable use-tacacs command allows anyone with a valid
username and password to access the privileged EXEC mode, creating a potential security risk. This
problem occurs because the query resulting from entering the enable command is indistinguishable from
an attempt to log in without extended TACACS.

Encrypting Passwords

Because protocol analyzers can examine packets (and read passwords), you can increase access security
by configuring the Cisco IOS software to encrypt passwords. Encryption prevents the password from
being readable in the configuration file.

To configure the Cisco IOS software to encrypt passwords, perform this task:

Command Purpose

Switch(config)# service password-encryption Encrypts a password.
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A

Encryption occurs when the current configuration is written or when a password is configured. Password
encryption is applied to all passwords, including authentication key passwords, the privileged command
password, console and virtual terminal line access passwords, and Border Gateway Protocol (BGP)
neighbor passwords. The service password-encryption command keeps unauthorized individuals from
viewing your password in your configuration file.

Caution

The service password-encryption command does not provide a high level of network security. If you
use this command, you should also take additional network security measures.

Although you cannot recover a lost encrypted password (that is, you cannot get the original password
back), you can regain control of the switch after having lost or forgotten the encrypted password. See
the “Recovering a Lost Enable Password” section on page 3-18 for more information.

For information on how to display the password or access level configuration, see the “Displaying the
Password, Access Level, and Privilege Level Configuration” section on page 3-17.

Configuring Multiple Privilege Levels

By default, Cisco I0S software has two modes of password security: user EXEC mode and privileged
EXEC mode. You can configure up to 16 hierarchical levels of commands for each mode. By configuring
multiple passwords, you can allow different sets of users to have access to specified commands.

For example, if you want many users to have access to the clear line command, you can assign it level 2
security and distribute the level 2 password fairly widely. If you want more restricted access to the
configure command, you can assign it level 3 security and distribute that password to fewer users.

The procedures in the following sections describe how to configure additional levels of security:
e Setting the Privilege Level for a Command, page 3-16
e Changing the Default Privilege Level for Lines, page 3-17
e Logging In to a Privilege Level, page 3-17
e Exiting a Privilege Level, page 3-17
e Displaying the Password, Access Level, and Privilege Level Configuration, page 3-17

Setting the Privilege Level for a Command

To set the privilege level for a command, perform this task:

Command Purpose

Step1  sSwitch(config)# privilege mode level level Sets the privilege level for a command.
command

Step2 Switch(config)# enable password level level Specifies the enable password for a privilege level.
[encryption-type] password

For information on how to display the password or access level configuration, see the “Displaying the
Password, Access Level, and Privilege Level Configuration” section on page 3-17.
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Changing the Default Privilege Level for Lines

To change the default privilege level for a given line or a group of lines, perform this task:

Command Purpose

Switch(config-line)# privilege level level |Changes the default privilege level for the line.

For information on how to display the password or access level configuration, see the “Displaying the
Password, Access Level, and Privilege Level Configuration” section on page 3-17.

Logging In to a Privilege Level

To log in at a specified privilege level, perform this task:

Command Purpose

Switch# enable level Logs in to a specified privilege level.

Exiting a Privilege Level

To exit to a specified privilege level, perform this task:

Command Purpose

Switch# disable level Exits to a specified privilege level.

Displaying the Password, Access Level, and Privilege Level Configuration

To display detailed password information, perform this task:

Command Purpose
Step1  switch# show running-config Displays the password and access level configuration.
Step2  switch# show privilege Shows the privilege level configuration.

This example shows how to display the password and access level configuration:

Switch# show running-config
Building configuration...

Current configuration:

!

version 12.0

service timestamps debug datetime localtime
service timestamps log datetime localtime
no service password-encryption

!

hostname Switch

!

boot system flash sup-bootflash

enable password lab

1

<...output truncated...>
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This example shows how to display the privilege level configuration:

Switch# show privilege
Current privilege level is 15
Switch#

Recovering a Lost Enable Password

N

Note

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

For more information on the configuration register which is preconfigured in NVRAM, see “Configuring
the Software Configuration Register” section on page 3-19.

Perform these steps to recover a lost enable password:

Connect to the console interface.

Stop the boot sequence and enter ROM monitor by pressing Ctrl-C during the first 5 seconds of bootup.
Configure the switch to boot-up without reading the configuration memory (NVRAM).

Reboot the system.

Access enable mode (this can be done without a password if a password has not been configured).
View or change the password, or erase the configuration.

Reconfigure the switch to boot-up and read the NVRAM as it normally does.

Reboot the system.

Modifying the Supervisor Engine Startup Configuration

These sections describe how the startup configuration on the supervisor engine works and how to modify
the configuration register and BOOT variable:

e Understanding the Supervisor Engine Boot Configuration, page 3-18
¢ Configuring the Software Configuration Register, page 3-19
e Specifying the Startup System Image, page 3-23

¢ Controlling Environment Variables, page 3-24

Understanding the Supervisor Engine Boot Configuration

The supervisor engine boot process involves two software images: ROM monitor and supervisor engine
software. When the switch is booted or reset, the ROMMON code is executed. Depending on the
NVRAM configuration, the supervisor engine either stays in ROMMON mode or loads the supervisor
engine software.

Two user-configurable parameters determine how the switch boots: the configuration register and the

BOOT environment variable. The configuration register is described in the “Modifying the Boot Field
and Using the boot Command” section on page 3-20. The BOOT environment variable is described in
the “Specifying the Startup System Image” section on page 3-23.
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Understanding the ROM Monitor

Note

The ROM monitor (ROMMON) is invoked at switch bootup, reset, or when a fatal exception occurs. The
switch enters ROMMON mode if the switch does not find a valid software image, if the NVRAM
configuration is corrupted, or if the configuration register is set to enter ROMMON mode. From
ROMMON mode, you can manually load a software image from bootflash or a Flash disk, or you can
boot up from the management interface. ROMMON mode loads a primary image from which you can
configure a secondary image to boot up from a specified source either locally or through the network
using the BOOTLDR environment variable. This variable is described in the “Switch#” section on
page 3-24.

You can also enter ROMMON mode by restarting the switch and then pressing Ctrl-C during the first
five seconds of startup. If you are connected through a terminal server, you can escape to the Telnet
prompt and enter the send break command to enter ROMMON mode.

Ctrl-C is always enabled for five seconds after you reboot the switch, regardless of whether the
configuration-register setting has Ctrl-C disabled.

The ROM monitor has these features:
e Power-on confidence test
e Hardware initialization
e Boot capability (manual bootup and autoboot)

¢ File system (read-only while in ROMMON)

Configuring the Software Configuration Register

A

The switch uses a 16-bit software configuration register, which allows you to set specific system
parameters. Settings for the software configuration register are preconfigured in NVRAM.

Here are some reasons why you might want to change the software configuration register settings:
* To select a boot source and default boot filename
¢ To control broadcast addresses
¢ To set the console terminal baud rate
e To load operating software from Flash memory
e To recover a lost password
e To manually boot the system using the boot command at the bootstrap program prompt

e To force an automatic bootup from the system bootstrap software (boot image) or from a default
system image in onboard Flash memory, and read any boot system commands that are stored in the
configuration file in NVRAM

Caution

To avoid possibly halting the Catalyst 4500 series switch switch, remember that valid configuration
register settings might be combinations of settings and not just the individual settings listed in Table 3-3.
For example, the factory default value of 0x2101 is a combination of settings.

Table 3-3 lists the meaning of each of the software configuration memory bits. Table 3-4 defines the boot
field.
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Table 3-3  Software Configuration Register Bits

Bit Number' |Hexadecimal Meaning

00 to 03 0x0000 to 0x000F |Boot field (see Table 3-4)

04 0x0010 Unused

05 0x0020 Bit two of console line speed

06 0x0040 Causes system software to ignore NVRAM contents
07 0x0080 OEM? bit enabled

08 0x0100 Unused

09 0x0200 Unused

10 0x0400 IP broadcast with all zeros

11to 12 0x0800 to 0x1000 |Bits one and zero of Console line speed (default is 9600 baud)
13 0x2000 Loads ROM monitor after netboot fails

14 0x4000 IP broadcasts do not have network numbers

1. The factory default value for the configuration register is 0x2101. This value is a combination of the following: binary bit 13,
bit 8 = 0x0100 and binary bits 00 through 03 = 0x0001. (See Table 3-4.)

2. OEM = original equipment manufacturer.

Table 3-4 Explanation of Boot Field (Configuration Register Bits 00 to 03)

Boot Field |Meaning

00 Stays at the system bootstrap prompt (does not autoboot).

01 Boots the first system image in onboard Flash memory.

02 to OF |Autoboots using image(s) specified by the BOOT environment variable. If more than one
image is specified, the switch attempts to boot the first image specified in the BOOT
variable. As long as the switch can successfully boot from this image, the same image will
be used on a reboot. If the switch fails to boot from the image specified in the BOOT
variable, the switch will try to boot from the next image listed in the BOOT variable. If the
end of the BOOT variable is reached without the switch booting successfully, the switch
attempts the boot from the beginning of the BOOT variable. The autoboot continues until
the switch successfully boots from one of the images specified in the BOOT variable.

Modifying the Boot Field and Using the boot Command

Note

The configuration register boot field determines whether the switch loads an operating system image
and, if so, where it obtains this system image. The following sections describe how to use and set the
configuration register boot field and the procedures you must perform to modify the configuration
register boot field. In ROMMON, you can use the confreg command to modify the configuration register
and change boot settings.

Bits O through 3 of the software configuration register contain the boot field.

The factory default configuration register setting for systems and spares is 0x2101. However, the
recommended value is 0x0102.
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When the boot field is set to either 00 or 01 (0-0-0-0 or 0-0-0-1), the system ignores any boot instructions
in the system configuration file and the following occurs:

e When the boot field is set to 00, you must boot up the operating system manually by issuing the boot
command at the system bootstrap or ROMMON prompt.

e When the boot field is set to 01, the system boots the first image in the bootflash single in-line
memory module (SIMM).

e When the entire boot field equals a value between 0-0-1-0 and 1-1-1-1, the switch loads the system
image specified by boot system commands in the startup configuration file.

Caution

If you set bootfield to a value between 0-0-1-0 and 1-1-1-1, you must specify a value in the boot system
command, else the switch cannot boot up and will remain in ROMMON.

You can enter the boot command only or enter the command and include additional boot instructions,
such as the name of a file stored in Flash memory, or a file that you specify for booting from a network
server. If you use the boot command without specifying a file or any other boot instructions, the system
boots from the default Flash image (the first image in onboard Flash memory). Otherwise, you can
instruct the system to boot up from a specific Flash image (using the boot system flash filename
command).

You can also use the boot command to boot up images stored in the compact Flash cards located in slot 0
on the supervisor engine.

Modifying the Boot Field

Modify the boot field from the software configuration register. To modify the software configuration
register boot field, perform this task:

Command Purpose

Step1  sSwitch# show version Determines the current configuration register setting.

Step2  switch# configure terminal Enters configuration mode, and specify the terminal
option.

Step3  switch(config)# config-register value Modifies the existing configuration register setting to
reflect the way you want the switch to load a system
image.

Step4  Switch(config)# end Exits configuration mode.

Step5 Switch# reload Reboots the switch to make your changes take effect.

To modify the configuration register while the switch is running Cisco I0S software, follow these steps:
Step 1 Enter the enable command and your password to enter privileged level, as follows:
Switch> enable
Password:
Switch#
Software Configuration Guide—Release 12.2(25)SG
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Enter the configure terminal command at the EXEC mode prompt (#), as follows:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#

Configure the configuration register to 0x102 as follows:

Switch(config)# config-register 0x102

Set the contents of the configuration register by specifying the value command variable, where value is

a hexadecimal number preceded by Ox (see Table 3-3 on page 3-20).

Enter the end command to exit configuration mode. The new value settings are saved to memory;
however, the new settings do not take effect until the system is rebooted.

Enter the show version EXEC command to display the configuration register value currently in effect;
it will be used at the next reload. The value is displayed on the last line of the screen display, as shown
in this sample output:

Configuration register is 0x141 (will be 0x102 at next reload)
Save your settings. (See the “Saving the Running Configuration Settings to Your Start-Up File” section

on page 3-10. Note that configuration register changes take effect only after the system reloads, such as
when you enter a reload command from the console.)

Reboot the system. The new configuration register value takes effect with the next system boot up.

Verifying the Configuration Register Setting

Enter the show version EXEC command to verify the current configuration register setting. In
ROMMON mode, enter the show version command to verify the configuration register setting.

To verify the configuration register setting for the switch, perform this task:

Command Purpose

Switch# show version Displays the configuration register setting.

In this example, the show version command indicates that the current configuration register is set so that
the switch does not automatically load an operating system image. Instead, it enters ROMMON mode
and waits for you to enter ROM monitor commands.

Switch#show version

Cisco Internetwork Operating System Software

IOS (tm) Catalyst 4000 L3 Switch Software (cat4000-IS-M), Experimental
Version 12.1(20010828:211314) [cisco 105]

Copyright (c¢) 1986-2001 by cisco Systems, Inc.

Compiled Thu 06-Sep-01 15:40 by

Image text-base:0x00000000, data-base:0x00ADF444

ROM:1.15

Switch uptime is 10 minutes
System returned to ROM by reload
Running default software
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cisco Catalyst 4000 (MPC8240) processor (revision 3) with 262144K bytes
of memory.

Processor board ID Ask SN 12345

Last reset from Reload

Bridging software.

49 FastEthernet/IEEE 802.3 interface(s)

20 Gigabit Ethernet/IEEE 802.3 interface(s)

271K bytes of non-volatile configuration memory.

Configuration register is 0xXEC60

Switch#

Specifying the Startup System Image
You can enter multiple boot commands in the startup configuration file or in the BOOT environment

variable to provide backup methods for loading a system image.

The BOOT environment variable is also described in the “Specify the Startup System Image in the
Configuration File” section in the “Loading and Maintaining System Images and Microcode” chapter of
the Cisco 10S Configuration Fundamentals Configuration Guide.

Use the following sections to configure your switch to boot from Flash memory. Flash memory can be
either single in-line memory modules (SIMMs) or Flash disks. Check the appropriate hardware
installation and maintenance guide for information about types of Flash memory.

Using Flash Memory

Flash memory allows you to do the following:
e Copy the system image to Flash memory using TFTP
e Boot the system from Flash memory either automatically or manually

e Copy the Flash memory image to a network server using TFTP or RCP

Flash Memory Features

Flash memory allows you to do the following:

e Remotely load multiple system software images through TFTP or RCP transfers (one transfer for
each file loaded)

e Boota switch manually or automatically from a system software image stored in Flash memory (you
can also boot directly from ROM)

Security Precautions

Note the following security precaution when loading from Flash memory:

A

Caution  You can only change the system image stored in Flash memory from privileged EXEC level on the
console terminal.
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Configuring Flash Memory

Step 1

Step 2

Step 3
Step 4

To configure your switch to boot from Flash memory, perform the following procedure. (Refer to the
appropriate hardware installation and maintenance publication for complete instructions on installing
the hardware.)

Copy a system image to Flash memory using TFTP or other protocols. Refer to the “Cisco IOS File
Management” and “Loading and Maintaining System Images” chapters in the Cisco IOS Configuration
Fundamentals Configuration Guide, Release 12.2, at the following URL.:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fun_c/feprt2/fcd203.htm

Configure the system to boot automatically from the desired file in Flash memory. You might need to
change the configuration register value. See the “Modifying the Boot Field and Using the boot
Command” section on page 3-20, for more information on modifying the configuration register.

Save your configurations.

Power cycle and reboot your system to verify that all is working as expected.

Controlling Environment Variables

Note

Although the ROM monitor controls environment variables, you can create, modify, or view them with
certain commands. To create or modify the BOOT and BOOTLDR variables, use the boot system and
boot bootldr global configuration commands, respectively. Refer to the “Specify the Startup System
Image in the Configuration File” section in the “Loading and Maintaining System Images and
Microcode” chapter of the Configuration Fundamentals Configuration Guide for details on setting the
BOOT environment variable.

When you use the boot system and boot bootldr global configuration commands, you affect only the
running configuration. To save the configuration for future use, you must save the environment variable
settings to your startup configuration, which places the information under ROM monitor control. Enter
the copy system:running-config nvram:startup-config command to save the environment variables
from your running configuration to your startup configuration.

You can view the contents of the BOOT and BOOTLDR variables using the show bootvar command.
This command displays the settings for these variables as they exist in the startup configuration and in
the running configuration if a running configuration setting differs from a startup configuration setting.
This example shows how to check the BOOT and BOOTLDR variables on the switch:

Switch# show bootvar

BOOTLDR variable = bootflash:cat4000-is-mz,1;
Configuration register is 0x0

Switch#
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Resetting a Switch to Factory Default Settings

Manufacturing and repair centers can use the erase /all non-default command to do the following:

¢ Clear the non-volatile configurations and states of the local supervisor engine (NVRAM and
flashes).

e Set the factory default parameters on the Catalyst 4500 series switch before it is ready to ship to a
customer.

For example, entering this command can generate the following output:

Switch# erase /all non-default

Erase and format operation will destroy all data in non-volatile storage. Continue-?
[confirm]

Formatting bootflash:

Format of bootflash complete
Erasing nvram:
Erasing cat4000_flash:
Clearing crashinfo:data
Clearing the last power failure timestamp
Clearing all ROMMON variables
Setting default ROMMON variables:
ConfigReg=0x2101
PSl=rommon ! >
EnableAutoConfig=1
Setting vtp mode to transparent
SWARNING! Please reboot the system for the changes to take effect
Switch#
00:01:48: %$SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
Switch#

If the Catalyst 4500 series switch is accessible to an tftp server, you can copy an image to the bootflash
memory with the tftp command:

Switch# copy tftp://192.20.3.123/tftpboot/abc/cat4500-entservices-mz.bin bootflash:

When the copying completes, you can reboot the just-copied Catalyst 4500 series switch image to the
image stored in the bootflash memory with the reload command:

Switch# reload

System configuration has been modified. Save? [yes/no]: no
Proceed with reload? [confirm]

00:06:17: %SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload Command.

To see details about the default parameters set by the erase /all non-default command, see the usage
guidelines for the erase command page in the Catalyst 4500 Series Switch Command Reference.
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CHAPTER I

Configuring Interfaces

This chapter describes how to configure interfaces for the Catalyst 4500 series switches. It also provides
guidelines, procedures, and configuration examples.

This chapter includes the following major sections:
e Overview of Interface Configuration, page 4-1
e Using the interface Command, page 4-2
e Configuring a Range of Interfaces, page 4-4
e Defining and Using Interface-Range Macros, page 4-5
e Deploying 10-Gigabit Ethernet and a Gigabit Ethernet SFP Ports, page 4-6
e Configuring Optional Interface Features, page 4-7
e Understanding Online Insertion and Removal, page 4-13
e Monitoring and Maintaining the Interface, page 4-13

N

Note  For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco I0S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.

Overview of Interface Configuration

By default, all interfaces are enabled. The 10/100-Mbps Ethernet interfaces autonegotiate connection
speed and duplex. The 10/100/1000-Mbps Ethernet interfaces negotiate speed, duplex, and flow control.
The 1000-Mbps Ethernet interfaces negotiate flow control only. Autonegotiation automatically selects
the fastest speed possible on that port for the given pair. If a speed is explicitly stated for an interface,
that interface will default to half duplex unless it is explicitly set for full duplex.

Many features are enabled on a per-interface basis. When you enter the interface command, you must
specify the following:

e Interface type:
— Fast Ethernet (use the fastethernet keyword)
— Gigabit Ethernet (use the gigabitethernet keyword)
— 10-Gigabit Ethernet (use the tengigabitethernet keyword)
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¢ Slot number—The slot in which the interface module is installed. Slots are numbered starting
with 1, from top to bottom.

e Interface number—The interface number on the module. The interface numbers always begin with 1.
When you are facing the front of the switch, the interfaces are numbered from left to right.

You can identify interfaces by physically checking the slot/interface location on the switch. You can also
use the Cisco IOS show commands to display information about a specific interface or all the interfaces.

Using the interface Command

These general instructions apply to all interface configuration processes:

Step 1 At the privileged EXEC prompt, enter the configure terminal command to enter global configuration
mode:

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

Step2  In global configuration mode, enter the interface command. Identify the interface type and the number
of the connector on the interface card. The following example shows how to select Fast Ethernet, slot 5,
interface 1:

Switch(config)# interface fastethernet 5/1
Switch(config-if)#

Step3  Interface numbers are assigned at the factory at the time of installation or when modules are added to a
system. Enter the show interfaces EXEC command to see a list of all interfaces installed on your switch.
A report is provided for each interface that your switch supports, as shown in this display:

Switch(config-if) #Ctrl-2z
Switch#show interfaces
Vlanl is up, line protocol is down
Hardware is Ethernet SVI, address is 0004.dd46.7aff (bia 0004.dd46.7aff)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
GigabitEthernetl/1 is up, line protocol is down
Hardware is Gigabit Ethernet Port, address is 0004.dd46.7700 (bia 0004.dd46.7700)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
ARP type: ARPA, ARP Timeout 04:00:00

Software Configuration Guide—Release 12.2(25)SG




| Chapter4

Configuring Interfaces

Step 4

Using the interface Command

Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
input packets with dribble condition detected
packets output, 0 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
GigabitEthernetl/2 is up, line protocol is down
Hardware is Gigabit Ethernet Port, address is 0004.dd46.7701 (bia 0004.dd46.7701)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer

0
0
0
0
0
0

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

0 input packets with dribble condition detected

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out
--More--
<...output truncated...>

To begin configuring Fast Ethernet interface 5/5, as shown in the following example, enter the interface
keyword, interface type, slot number, and interface number in global configuration mode:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# interface fastethernet 5/5
Switch(config-if)#

N

Note  You do not need to add a space between the interface type and interface number. For example,
in the preceding line you can specify either fastethernet 5/5 or fastethernet5/s.
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Step5  Follow each interface command with the interface configuration commands your particular interface
requires. The commands you enter define the protocols and applications that will run on the interface.
The commands are collected and applied to the interface command until you enter another interface
command or press Ctrl-Z to exit interface configuration mode and return to privileged EXEC mode.

Step6  After you configure an interface, check its status by using the EXEC show commands listed in
“Monitoring and Maintaining the Interface” section on page 4-13.

Configuring a Range of Interfaces

The interface-range configuration mode allows you to configure multiple interfaces with the same
configuration parameters. When you enter the interface-range configuration mode, all command
parameters you enter are attributed to all interfaces within that range until you exit interface-range
configuration mode.

To configure a range of interfaces with the same configuration, perform this task:

Command Purpose

Switch(config)# interface range Selects the range of interfaces to be configured. Note

{vlan vlan ID - vlan_ID} | the following:

{{fastethernet | gigabitethernet |

tengigabitethernet | macro macro_name} * You are required to enter a space before the dash.

slot/interface - interface} [, .

(vlan vlan_ID - vlan_ID} {{fastethernet * You can enter up to five comma-separated

| gigabitethernet | tengigabitethernet | ranges.

macro macro_name} . Y ired bef

slot/interface - interface)] ou are not required to enter spaces before or
after the comma.

Note  When you use the interface range command, you must add a space between the vlan, fastethernet,
gigabitethernet, tengigabitethernet, or macro keyword and the dash. For example, the command
interface range fastethernet 5/1 - 5 specifies a valid range; the command
interface range fastethernet 1-5 does not contain a valid range command.

Note  The interface range command works only with VLAN interfaces that have been configured with the
interface vlan command (the show running-configuration command displays the configured VLAN
interfaces). VLAN interfaces that are not displayed by the show running-configuration command
cannot be used with the interface range command.
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This example shows how to reenable all Fast Ethernet interfaces 5/1 to 5/5:

Switch(config)# interface range fastethernet 5/1 - 5

Switch(config-if-range)# no shutdown

Switch(config-if-range)#

*Oct 6 08:24:35: RSLINK-3-UPDOWN: Interface FastEthernet5/1, changed state to up

*Oct 6 08:24:35: $LINK-3-UPDOWN: Interface FastEthernet5/2, changed state to up
*Oct 6 08:24:35: RSLINK-3-UPDOWN: Interface FastEthernet5/3, changed state to up
*Oct 6 08:24:35: RSLINK-3-UPDOWN: Interface FastEthernet5/4, changed state to up
*Oct 6 08:24:35: $LINK-3-UPDOWN: Interface FastEthernet5/5, changed state to up

*Oct 6 08:24:36: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
5, changed state to up

*Oct 6 08:24:36: YLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
3, changed state to up

*Oct 6 08:24:36: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
4, changed state to up

Switch(config-if)#

This example shows how to use a comma to add different interface type strings to the range to reenable
all Fast Ethernet interfaces in the range 5/1 to 5/5 and both Gigabit Ethernet interfaces 1/1 and 1/2:

Switch(config-if)# interface range fastethernet 5/1 - 5, gigabitethernet 1/1 - 2
Switch(config-if)# no shutdown

Switch(config-if)#

*Oct 6 08:29:28: $LINK-3-UPDOWN: Interface FastEthernet5/1, changed state to up
*Oct 6 08:29:28: RSLINK-3-UPDOWN: Interface FastEthernet5/2, changed state to up

*Oct 6 08:29:28: $LINK-3-UPDOWN: Interface FastEthernet5/3, changed state to up
*Oct 6 08:29:28: $LINK-3-UPDOWN: Interface FastEthernet5/4, changed state to up
*Oct 6 08:29:28: SLINK-3-UPDOWN: Interface FastEthernet5/5, changed state to up
*Oct 6 08:29:28: %LINK-3-UPDOWN: Interface GigabitEthernetl/1l, changed state to
up

*Oct 6 08:29:28: SLINK-3-UPDOWN: Interface GigabitEthernetl/2, changed state to
up

*Oct 6 08:29:29: YLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
5, changed state to up

*Oct 6 08:29:29: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
3, changed state to up

*Oct 6 08:29:29: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet5/
4, changed state to up

Switch(config-if)#

If you enter multiple configuration commands while you are in interface-range configuration mode, each
command is run as it is entered (they are not batched together and run after you exit interface-range
configuration mode). If you exit interface-range configuration mode while the commands are being run,
some commands might not be run on all interfaces in the range. Wait until the command prompt is
displayed before exiting interface-range configuration mode.

Defining and Using Interface-Range Macros

You can define an interface-range macro to automatically select a range of interfaces for configuration.
Before you can use the macro keyword in the interface-range macro command string, you must define
the macro.
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To define an interface-range macro, perform this task:

Command Purpose

Switch(config)# define interface-range macro_name |Defines the Hnerface-rangelnacro and

{vlan vian_ID - vlan_ID} | {{fastethernet | saves it in the running configuration file.
gigabitethernet} slot/interface - interface}
[, {vlan vlan_ID - vlan_ID} {{fastethernet |
gigabitethernet} slot/interface - interface}]

This example shows how to define an interface-range macro named enet_list to select Fast Ethernet
interfaces 5/1 through 5/4:

Switch(config)# define interface-range enet_list fastethernet 5/1 - 4

To show the defined interface-range macro configuration, perform this task:

Command Purpose
Switch# show running-config Shows the defined interface-range macro
configuration.

This example shows how to display the defined interface-range macro named enet_list:

Switch# show running-config | include define
define interface-range enet_list FastEthernet5/1 - 4
Switch#

To use an interface-range macro in the interface range command, perform this task:

Command Purpose
Switch(config)# interface range macro Selects the interface range to be configured using
name the values saved in a named interface-range macro.

This example shows how to change to the interface-range configuration mode using the interface-range
macro enet_list:

Switch(config)# interface range macro enet_list
Switch(config-if)#

Deploying 10-Gigabit Ethernet and a Gigabit Ethernet SFP Ports

“~

Note

On a Catalyst 4510R series switch, if you enable both the 10-Gigabit Ethernet and Gigabit Ethernet SFP
uplink ports, you must re-boot the switch. On the Catalyst 4503, 4506, and 4507R series switches, this
capability is automatically enabled.

Prior to Cisco Release 12.2(25)SG, the Cisco Catalyst 4500 Supervisor Engine V-10GE allowed you to
enable either the dual wire-speed 10-Gigabit Ethernet ports, or four alternatively wired Gigabit Ethernet
SFP uplink ports. With Cisco Release 12.2(25)SG, you can simultaneously deploy the dual 10 Gigabit
Ethernet ports and the four Gigabit Ethernet SFP ports. This capability is supported on the Catalyst 4503,
Catalyst 4506, and Catalyst 4507R chassis.
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When deploying a Catalyst 4510R chassis, one of three configurations is supported:
e Enable the dual 10 -Gigabit Ethernet ports (X2 optics) only.
e Enable the four Gigabit Ethernet ports (SFP optics) only.

e Enable both the dual 10 Gigabit Ethernet and the four Gigabit Ethernet ports, with the understanding
that the tenth slot (Flex-Slot) will only support a 2-port gigabit interface converter (GBIC) line card
(WS-X4302-GB) when in this mode.

To select the 10-Gigabit Ethernet and/or the Gigabit Ethernet SFP uplink ports, perform this task:

Command Purpose
Step1  Switch# configure terminal Establishes global configuration mode.
Step 2 Switch(config)# hw-module uplink select [all | Selects the port type to enable.
gigabitethernet | tengigabitethernet]

The following example shows how to enable both 10-Gigabit Ethernet and Gigabit Ethernet SFP uplink
ports on a Catalyst 4510R series switch:

Switch# configure terminal
Switch(config)# hw-module uplink select all
Warning: This configuration mode will place slot 10 in flex slot mode

Configuring Optional Interface Features

The following subsections describe optional procedures:
e Configuring Ethernet Interface Speed and Duplex Mode, page 4-7
e Configuring Jumbo Frame Support, page 4-10
e Interacting with the Baby Giants Feature, page 4-13

Configuring Ethernet Interface Speed and Duplex Mode

e Speed and Duplex Mode Configuration Guidelines, page 4-7

e Setting the Interface Speed, page 4-8

e Setting the Interface Duplex Mode, page 4-9

e Displaying the Interface Speed and Duplex Mode Configuration, page 4-9

¢ Adding a Description for an Interface, page 4-10

Speed and Duplex Mode Configuration Guidelines

N

Note  You do not configure the client device for autonegotiation. Rather, you configure the switch with the
speed, or range of speeds, that you want to autonegotiate.
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You can configure the interface speed and duplex mode parameters to auto and allow the Catalyst 4500
series switch to negotiate the interface speed and duplex mode between interfaces. If you decide to
configure the interface speed and duplex commands manually, consider the following:

e If you enter the no speed command, the switch automatically configures both interface speed and
duplex to auto.

e When you set the interface speed to 1000 (Mbps) or auto 1000, the duplex mode is full duplex. You
cannot change the duplex mode.

e If the interface speed is set to 10 or 100, the duplex mode is set to half duplex by default unless you
explicitly configure it.

A

Caution  Changing the interface speed and duplex mode configuration might shut down and restart the interface
during the reconfiguration.

Setting the Interface Speed

If you set the interface speed to auto on a 10/100-Mbps Ethernet interface, speed and duplex are
autonegotiated. The forced 10/100 autonegotiation feature allows you to limit interface speed auto
negotiation up to 100 Mbps on a 10/100/1000BASE-T port.

To set the port speed for a 10/100-Mbps Ethernet interface, perform this task:

Command Purpose
Step 1 Switch(config)# interface fastethermet slot/interface Specifies the interface to be configured_
Step2  switch(config-if)# speed [10 | 100 | auto [10 | 100]] Sets the interface speed of the interface.

This example shows how to set the interface speed to 100 Mbps on the Fast Ethernet interface 5/4:
Switch(config)# interface fastethernet 5/4

Switch(config-if)# speed 100

This example shows how to allow Fast Ethernet interface 5/4 to autonegotiate the speed and duplex
mode:

Switch(config)# interface fastethernet 5/4
Switch(config-if)# speed auto

Note  This is analogous to specifying speed auto 10 100.

This example shows how to limit the interface speed to 10 and 100 Mbps on the Gigabit Ethernet
interface 1/1 in auto-negotiation mode:

Switch(config)# interface gigabitethernet 1/1
Switch(config-if)# speed auto 10 100
This example shows how to limit speed negotiation to 100 Mbps on the Gigabit Ethernet interface 1/1:

Switch(config)# interface gigabitethernet 1/1
Switch(config-if)# speed auto 100

Note  Turning off autonegotiation on a Gigabit Ethernet interface will result in the port being forced into
1000 Mbps and full-duplex mode.
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To turn off the port speed autonegotiation for Gigabit Ethernet interface 1/1, perform this task:

Command Purpose
Step1  switch(config)# interface gigabitethernetl/1 Specifies the interface to be configured.
Step2  switch(config-if)# speed nonegotiate Disables autonegotiation on the interface.

To restore autonegotiation, enter the no speed nonegotiate command in the interface configuration
mode.

~

Note  For the blocking ports on the WS-X4416 module, do not set the speed to autonegotiate.

Setting the Interface Duplex Mode
N

Note  When the interface is set to 1000 Mbps, you cannot change the duplex mode from full duplex to half
duplex.

To set the duplex mode of a Fast Ethernet interface, perform this task:

Command Purpose

Step1  Switch(config)# interface fastethernet Specifies the interface to be configured.
slot/interface

Step2 Switch(config-if)# duplex [auto | full | half] Sets the duplex mode of the interface.

This example shows how to set the interface duplex mode to full on Fast Ethernet interface 5/4:

Switch(config)# interface fastethernet 5/4
Switch(config-if)# duplex full

Displaying the Interface Speed and Duplex Mode Configuration

To display the interface speed and duplex mode configuration for an interface, perform this task:

Command Purpose

Switch# show interfaces [fastethernet | Displays the interface speed and duplex mode
gigabitethernet | tengigabitethernet] conﬁguraﬁon

slot/interface

This example shows how to display the interface speed and duplex mode of Fast Ethernet interface 6/1:

Switch# show interface fastethernet 6/1
FastEthernet6/1 is up, line protocol is up
Hardware is Fast Ethernet Port, address is 0050.547a.deel (bia 0050.547a.deel)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
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Full-duplex, 100Mb/s

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:54, output never, output hang never
Last clearing of "show interface" counters never

Input queue: 50/2000/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
50 packets input, 11300 bytes, 0 no buffer
Received 50 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected
1456 packets output, 111609 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
1 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Switch#

Adding a Description for an Interface

You can add a description about an interface to help you remember its function. The description appears
in the output of the following commands: show configuration, show running-config, and

show interfaces.

To add a description for an interface, enter the following command:

Command Purpose

Switch(config-if)# description string Adds a description for an interface.

This example shows how to add a description on Fast Ethernet interface 5/5:

Switch(config)# interface fastethernet 5/5
Switch(config-if)# description Channel-group to "Marketing"

Configuring Jumbo Frame Support

These subsections describe jumbo frame support:
e Ports and Modules that Support Jumbo Frames, page 4-10
¢ Understanding Jumbo Frame Support, page 4-11
e Configuring MTU Sizes, page 4-12

Ports and Modules that Support Jumbo Frames

The following ports and modules support jumbo frames:
e Supervisor uplink ports
e WS-X4306-GB: all ports
e WS-X4232-GB-RIJ: ports 1-2
e WS-X4418-GB: ports 1-2
e WS-X4412-2GB-TX: ports 13-14
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Each of the last three modules has two non-blocking ports that can support jumbo frames. Other
ports are over-subscribed ports and cannot support jumbo frames.

Understanding Jumbo Frame Support

These sections describe jumbo frame support:
¢ Jumbo Frame Support Overview, page 4-11
e Ethernet Ports, page 4-11
e VLAN Interfaces, page 4-12

Jumbo Frame Support Overview

Ethernet Ports

Note

A jumbo frame is a frame larger than the default Ethernet size. Enable jumbo frame support by
configuring a larger-than-default maximum transmission unit (MTU) size on a port or interface.

Catalyst 4500 series switch Ethernet LAN ports configured with a nondefault MTU size accept frames
containing packets with a size between 1500 and 9198 bytes. With a nondefault MTU size configured,
the packet size of ingress frames is checked. If the packet is larger than the configured MTU, it is
dropped.

For traffic that needs to be routed, the MTU of the egress port is checked. If the MTU is smaller than the
packet size, the packet is forwarded to the CPU. If the “do not fragment bit” is not set, it is fragmented.
Otherwise, the packet is dropped.

Jumbo frame support does not fragment Layer 2 switched packets.

The Catalyst 4500 series switch does not compare the packet size with the MTU at the egress port, but
jumbo frames are dropped in ports that do not support them. The frames can be transmitted in ports that
do support jumbo frames, even though the MTU is not configured to jumbo size.

Jumbo frame support is only configured per interface; jumbo frame support cannot be configured
globally.

These sections describe configuring nondefault MTU sizes on Ethernet ports:
e Ethernet Port Overview, page 4-11
e Layer 3 and Layer 2 EtherChannels, page 4-12

Ethernet Port Overview
With Cisco I0S Release 12.2(25)EW, configuring a nondefault MTU size on certain Ethernet ports
limits the size of ingress packets. The MTU does not impact the egress packets.

With releases earlier than Cisco IOS Release 12.1(13)EW, you can configure the MTU size only on
Gigabit Ethernet.
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VLAN Interfaces

Layer 3 and Layer 2 EtherChannels

With Release Cisco IOS Release 12.2(25)EW and later releases, you can configure all the interfaces in
an EtherChannel provided that they have the same MTU. Changing the MTU of an EtherChannel
changes the MTU of all member ports. If the MTU of a member port cannot be changed to the new value,
that port is suspended (administratively shut down). A port cannot join an EtherChannel if the port has
a different MTU. If a member port of an EtherChannel changes MTU, the member port is suspended.

If switch ports reside in the same VLAN, either configure all of the switch ports to handle jumbo frames
and support the same MTU size, or configure none of them. However, such uniformity of MTU size in
the same VLAN is not enforced.

When a VLAN has switch ports with different MTU size, packets received from a port with a larger MTU
might be dropped when they are forwarded to a port with a smaller MTU.

If the switch ports in a VLAN have jumbo frames enabled, the corresponding SVI can have jumbo frames
enabled. The MTU of an SVI should always be smaller than the smallest MTU among all the switch ports
in the VLAN, but this condition is not enforced.

The MTU of a packet is not checked on the ingress side for an SVI; it is checked on the egress side of
an SVL. If the MTU of a packet is larger than the MTU of the egress SVI, the packet will be sent to the
CPU for fragmentation processing. If the “do not fragment” bit is not set, the packet is fragmented.
Otherwise, the packet is dropped.

Configuring MTU Sizes

Step 1

Step 2

Step 3
Step 4

To configure the MTU size, perform this task:

Command Purpose

Switch(config)# interface {{vlan vlan ID} | Selects the interface to configure.

{{type' slot/port} | {port-channel

port_channel_number} slot/port}}

Switch(config-if)# mtu mtu_size Configures the MTU size.
Switch(config-if)# no mtu Reverts to the default MTU size (1500 bytes).
Switch(config-if)# end Exits configuration mode.

Switch# show running-config interface Displays the running configuration.
[{fastethernet | gigabitethernet} slot/port]

1. type = fastethernet, gigabitethernet, or tengigabitethernet

N

Note

When configuring the MTU size for VLAN interfaces and Layer 3 and Layer 2 Ethernet ports, note that
the supported MTU values are from 1500 to 9198 bytes.

This example shows how to configure the MTU size on Gigabit Ethernet port 1/1:

switch# conf t
switch(config)# int gil/1
switch(config-if)# mtu 9198
switch(config-if)# end
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This example shows how to verify the configuration:

switch# show interface gigabitethernet 1/2

GigabitEthernetl/2 is administratively down, line protocol is down
Hardware is C6k 1000Mb 802.3, address is 0030.9629.9f88 (bia 0030.9629.9f88)
MTU 9216 bytes, BW 1000000 Kbit, DLY 10 usec,

<...Output Truncated...>

switch#

Interacting with the Baby Giants Feature

The baby giants feature, introduced in Cisco IOS Release 12.1(12¢)EW, uses the global command
system mtu <size> to set the global baby giant MTU. This feature also allows certain interfaces to
support Ethernet payload size of up to 1552 bytes.

Both the system mtu command and the per-interface mtu command can operate on interfaces that can
support jumbo frames, but the per-interface mtu command takes precedence.

For example, before setting the per-interface MTU for interface gil/1, you issue the

system mtu 1550 command to change the MTU for gil/1 to 1550 bytes. Next, you issue the per-interface
mtu command to change the MTU for gil/1 to 9198 bytes. Now, if you change the baby giant MTU to
1540 bytes with the command system mtu 1540, the MTU for gil/l remains unchanged at 9198 bytes.

Understanding Online Insertion and Removal

The online insertion and removal (OIR) feature supported on the Catalyst 4500 series switch allows you
to remove and replace modules while the system is online. You can shut down the module before removal
and restart it after insertion without causing other software or interfaces to shut down.

You do not need to enter a command to notify the software that you are going to remove or install a
module. The system notifies the supervisor engine that a module has been removed or installed and scans
the system for a configuration change. The newly installed module is initialized, and each interface type
is verified against the system configuration; then the system runs diagnostics on the new interface. There
is no disruption to normal operation during module insertion or removal.

If you remove a module and then replace it, or insert a different module of the same type into the same
slot, no change to the system configuration is needed. An interface of a type that has been configured
previously will be brought online immediately. If you remove a module and insert a module of a different
type, the interface(s) on that module will be administratively up with the default configuration for that
module.

Monitoring and Maintaining the Interface

The following sections describe how to monitor and maintain the interfaces:
e Monitoring Interface and Controller Status, page 4-14
e C(Clearing and Resetting the Interface, page 4-14
e Shutting Down and Restarting an Interface, page 4-15
¢ Configuring Interface Link Status and Trunk Status Events, page 4-15
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Monitoring Interface and Controller Status

The Cisco IOS software for the Catalyst 4500 series switch contains commands that you can enter at the
EXEC prompt to display information about the interface, including the version of the software and the
hardware, the controller status, and statistics about the interfaces. The following table lists some of the
interface monitoring commands. (You can display the full list of show commands by entering the show ?
command at the EXEC prompt.) These commands are fully described in the Interface Command
Reference.

To display information about the interface, perform this task:

Command Purpose

Step 1 Switch# show interfaces [type slot/interfacel |Displays the status and configuration of all interfaces or of a
specific interface.

Step2  Switch# show running-config Displays the configuration currently running in RAM.

Step3  Switch# show protocols [type slot/interface]l |Displays the global (system-wide) and interface-specific
status of any configured protocol.

Step4  Switch# show version Displays the hardware configuration, software version, the
names and sources of configuration files, and the boot images.

This example shows how to display the status of Fast Ethernet interface 5/5:

Switch# show protocols fastethernet 5/5
FastEthernet5/5 is up, line protocol is up
Switch#

Clearing and Resetting the Interface

To clear the interface counters shown with the show interfaces command, enter the following command:

Command Purpose

Switch# clear counters {type slot/interface} |Clears interface counters.

This example shows how to clear and reset the counters on Fast Ethernet interface 5/5:

Switch# clear counters fastethernet 5/5

Clear "show interface" counters on this interface [confirm] y

Switch#

*Sep 30 08:42:55: %CLEAR-5-COUNTERS: Clear counter on interface FastEthernet5/5
by vtyl (171.69.115.10)

Switch#

The clear counters command (without any arguments) clears all the current interface counters from all
interfaces.

Note The clear counters command does not clear counters retrieved with SNMP; it clears only those counters
displayed with the EXEC show interfaces command.
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Shutting Down and Restarting an Interface

You can disable an interface, which disables all functions on the specified interface and marks the
interface as unavailable on all monitoring command displays. This information is communicated to other
network servers through all dynamic routing protocols. The interface will not be mentioned in any
routing updates.

To shut down an interface and then restart it, perform this task:

Command Purpose
Step1 Switch(config)# interface {vlan vlan_ID} | Specifies the interface to be configured.
{{fastethernet | gigabitethernet |
tengigabitethernet} slot/port} | {port-channel
port_channel_number}
Step2  Switch(config-if)# shutdown Shuts down the interface.
Step3  Switch(config-if)# no shutdown Reenables the interface.

This example shows how to shut down Fast Ethernet interface 5/5:

Switch(config)# interface fastethernet 5/5

Switch(config-if)# shutdown

Switch(config-if)#

*Sep 30 08:33:47: $LINK-5-CHANGED: Interface FastEthernet5/5, changed state to a
administratively down

Switch(config-if)#

This example shows how to reenable Fast Ethernet interface 5/5:

Switch(config-if)# no shutdown

Switch(config-if)#

*Sep 30 08:36:00: RSLINK-3-UPDOWN: Interface FastEthernet5/5, changed state to up
Switch(config-if)#

To verify whether an interface is disabled, enter the EXEC show interfaces command. An interface that
has been shut down will appear as “administratively down.”

Configuring Interface Link Status and Trunk Status Events

You can configure interface link status and trunk status events. On the Catalyst 4500 series switch, the
following interface logging event notifications are supported both globally and per interface:

e Enable/disable notification on the interface whenever its data link status is changed.
e Enable/disable notification on the trunk interface whenever its trunking status is changed.

Use the [no] logging event link-status [use-global] command to enable/disable the interface link status
event. Use the [no] logging event trunk-status [use-global] command to enable/disable the interface
trunk status event.

Each interface link status logging event can be configured in one of the following states:

¢ logging event link-status - Link status logging event is enabled explicitly on the interface
regardless of the switch global setting.

¢ no logging event link-status - Link status logging event is disabled explicitly on the interface
regardless of the switch global setting.
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¢ logging event link-status use-global - This is the default link status logging event configuration on
the interface; its configuration should follow the switch global link status logging event setting.

The interface trunk status logging event can be configured in the same configuration states.

Configuring Link Status Event Notification for an Interface

To enable/disable a link status logging event, enter one of the following commands:

Command Purpose
Switch(config-if)# logging event link-status Enables interface link status logging.
Switch(config-if)# no logging event link-status Disables interface link status logging.

Switch(config-if)# logging event link-status use-global |Specifies the global default setting for interface link status
logging.

Global Settings

You can also provide a global configuration for the corresponding logging event. A global configuration
provides default logging settings for all interfaces. The [no] logging event link-status global command
lets you enable/disable the interface link status logging for the entire switch. The [no] logging event
trunk-status global command lets you enable/disable interface trunk status logging for the entire
switch.

Each interface link status logging event, if not configured at the interface level, will use the following
global logging event setting:

¢ logging event link-status global - Link status logging event is enabled, if not configured on the
interface.

¢ no logging event link-status global - Link status logging event is disabled, if not configured on the
interface.

The interface trunk status logging event has similar global configurations.

Configuring a Switch Global Link Status Logging Event

To enable/disable the global link status logging event, enter one of the following commands:

Command Purpose

Switch(config-if)# logging event link-status global Enables global link status logging,

Switch(config-if)# no logging event link-status global |Disables global link status logging_
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Result
The following example displays a summary of the operating states for the interface logging event under
different combinations of global and interface logging settings:
global setting interface setting actual logging state
on on on
off on on
on off off
off off off
on default (use-global) on
off default (use-global) off
The following example displays the configuration and logging message output for link status and trunk
status logging events:
//
// The global link status and trunk status logging events are enabled.
//
Switch# show running | include logging
show running | include logging
logging event link-status global
logging event trunk-status global
Switch#
//
// The interface link status and trunk status logging settings
// are set to default values, which follow regardless of the global
// setting.
//
Switch# show running interface gl/4
Building configuration...
Current configuration: 97 bytes
!
interface GigabitEthernetl/4
switchport trunk encapsulation dotlg
switchport mode trunk
end
Switch#
//
// The trunk status logging messages for the interface are
// displayed whenever the interface trunking status is changed.
// Here we change the other end node's trunking encapsulation
// from dotlg to isl.
//
3d00h: %DTP-5-ILGLCFG: Illegal config(on,isl--on,dotlqg) on Gil/4
3d00h: $DTP-5-ILGLCFG: Illegal config(on,isl--on,dotlqg) on Gil/4
3d00h: %DTP-5-ILGLCFG: Illegal config(on,isl--on,dotlqg) on Gil/4
//
// The link and trunk status logging message for the interface
// are displayed whenever the interface link status is changed.
// Here we do a "shut" and "no shut" on the other end link node.
//
3d00h: %DTP-5-NONTRUNKPORTON: Port Gil/4 has become non-trunk
3d00h: $LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernetl/4, changed state to down
3d00h: $LINK-3-UPDOWN: Interface GigabitEthernetl/4, changed state to
down
3d00h: $LINK-3-UPDOWN: Interface GigabitEthernetl/4, changed state to up
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3d00h: %DTP-5-TRUNKPORTON: Port Gil/4 has become dotlg trunk
3d00h: $LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernetl/4, changed state to up
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CHAPTER 5

Checking Port Status and Connectivity

This chapter describes how to check switch port status and connectivity on the Catalyst 4500 series
switch.

This chapter includes the following major sections:
¢ Checking Module Status, page 5-1
e Checking Interfaces Status, page 5-2
e Displaying MAC Addresses, page 5-3
e Checking Cable Status Using TDR, page 5-3
e Using Telnet, page 5-5
e Changing the Logout Timer, page 5-6
e Monitoring User Sessions, page 5-6
e Using Ping, page 5-7
e Using IP Traceroute, page 5-8
e Using Layer 2 Traceroute, page 5-9
e Configuring ICMP, page 5-11

N

Note  For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco 10S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.

Checking Module Status

The Catalyst 4500 series switch is a multimodule system. You can see which modules are installed, as
well as the MAC address ranges and version numbers for each module, by using the show module
command. You can use the [mod_num] argument to specify a particular module number to see detailed
information on that module.

Software Configuration Guide—Release 12.2(25)SG
| oL-7659-03 .m


http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm. 

Chapter5 Checking Port Status and Connectivity |

I Checking Interfaces Status

This example shows how to check module status for all modules on your switch:

Switch# show module all

Mod Ports Card Type Model Serial No.
————t e e e
1 2 1000BaseX (GBIC) Supervisor Module wsS-X4014 JAB012345AB
5 24 10/100/1000BaseTX (RJ45) WS-X4424-GB-RJ45 JABO045304EY
6 48 10/100BaseTX (RJ45) WS-X4148 JAB023402QK
M MAC addresses Hw Fw Sw Stat
e tmm b e -
1 0004.d4d46.9£f00 to 0004.dd46.a2ff 0.0 12.1(10r)EwW(1.21) 12.1(10)EwW(1) Ok
5 0050.3e7e.1d70 to 0050.3e7e.1d87 0.0 Ok
6 0050.0£10.2370 to 0050.0£f10.239f 1.0 Ok

Switch#

Checking Interfaces Status

You can view summary or detailed information on the switch ports using the show interfaces status
command. To see summary information on all ports on the switch, enter the

show interfaces status command with no arguments. Specify a particular module number to see
information on the ports on that module only. Enter both the module number and the port number to see
detailed information about the specified port.

To apply configuration commands to a particular port, you must specify the appropriate logical module.
For more information, see the “Checking Module Status” section on page 5-1.

This example shows how to display the status of all interfaces on a Catalyst 4500 series switch, including
transceivers. Output of this command displays “Unapproved GBIC” for non-Cisco transceivers:

Switch#show interfaces status

Port Name Status Vlan Duplex Speed Type

Gil/1 notconnect 1 auto auto No Gbic

Gil/2 notconnect 1 auto auto No Gbic

Gi5/1 notconnect 1 auto auto 10/100/1000-TX
Gi5/2 notconnect 1 auto auto 10/100/1000-TX
Gi5/3 notconnect 1 auto auto 10/100/1000-TX
Gi5/4 notconnect 1 auto auto 10/100/1000-TX
Fa6/1 connected 1 a-full a-100 10/100BaseTX
Fa6/2 connected 2 a-full a-100 10/100BaseTX
Fa6/3 notconnect 1 auto auto 10/100BaseTX
Fa6/4 notconnect 1 auto auto 10/100BaseTX
Switch#

This example shows how to display the status of interfaces in error-disabled state:

Switch# show interfaces status err-disabled

Port Name Status Reason

Fa9/4 err-disabled link-flap

informational error message when the timer expires on a cause
5d04h:%PM-SP-4-ERR_RECOVER:Attempting to recover from link-flap err-disable state on Fa9/4
Switch#
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Displaying MAC Addresses

In addition to displaying the MAC address range for a module using the show module command, you
can display the MAC address table information of a specific MAC address or a specific interface in the
switch using the show mac-address-table address and show mac-address-table interface commands.

This example shows how to display MAC address table information for a specific MAC address:

Switch# show mac-address-table address 0050.3e8d.6400

vlan mac address type protocol gos ports
————— B e e e e e
200 0050.3e8d.6400 static assigned -- Switch
100 0050.3e8d.6400 static assigned -- Switch
5 0050.3e8d.6400 static assigned -- Switch
4 0050.3e8d.6400 static ipx -- Switch
1 0050.3e8d.6400 static ipx -- Switch
1 0050.3e8d.6400 static assigned -- Switch
4 0050.3e8d.6400 static assigned -- Switch
5 0050.3e8d.6400 static ipx -- Switch
100 0050.3e8d.6400 static ipx -- Switch
200 0050.3e8d.6400 static ipx -- Switch
100 0050.3e8d.6400 static other -- Switch
200 0050.3e8d.6400 static other -- Switch
5 0050.3e8d.6400 static other -- Switch
4 0050.3e8d.6400 static ip -- Switch
1 0050.3e8d.6400 static ip -- Route
1 0050.3e8d.6400 static other -- Switch
4 0050.3e8d.6400 static other -- Switch
5 0050.3e8d.6400 static ip -- Switch
200 0050.3e8d.6400 static ip -- Switch
100 0050.3e8d.6400 static ip -- Switch
Switch#

This example shows how to display MAC address table information for a specific interface:

Switch# show mac-address-table interface gigabit 1/1
Multicast Entries

vlan mac address type ports

——————— B i T et TR
1 ffff . ffff . ffff system Switch,Gi6/1,Gi6/2,Gi6/9,Gil/1

Switch#

Checking Cable Status Using TDR

N

Note

You can use the Time Domain Reflectometer (TDR) feature to determine if cabling is at fault when you
cannot establish a link.

This test is especially important when replacing an existing switch, upgrading to Gigabit Ethernet, or
installing new cable plants.
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Overview

Note

With TDR, you can check the status of copper cables on the 48-port 10/100/1000 BASE-T modules for
the Catalyst 4500 series switch (WS-X4548-GB-RJ45, WS-X4548-GB-RJ45V, WS-X4524-GB-RJ45V,
WS-X4013+TS, WS-C4948, and WS-C4948-10GE). TDR detects a cable fault by sending a signal
through the cable and reading the signal that is reflected back. All or part of the signal can be reflected
back either by cable defects or by the end of the cable.

There are four pairs of standard category 5 cable. Each pair can assume one of the following states: open
(not connected), broken, shorted, or terminated. The TDR test detects all four states and displays the first
three as “Fault” conditions, and displays the fourth as “Terminated.” Although the CLI output is shown,
the cable length is shown only if the state is “Faulty.”

Running the TDR Test

To start the TDR test, perform this task in privileged mode:

Command Purpose

Step 1 Switch# test cable-diagnostics tdr Start the TDR test.
{interface {interface interface-number}}

Step2 Switch# show cable-diagnostics tdr Show the TDR test counter information.
{interface {interface interface-number}}

Note

This example shows how to start the TDR test on port 1 on module 2:

Switch# test cable-diagnostics tdr int gi2/1

Switch#

This example shows the message that displays when the TDR test is not supported on a module:

Switch# test cable-diagnostics tdr int gi2/1
00:03:15:%C4K_IOSDIAGMAN-4-TESTNOTSUPPORTEDONMODULE: Online cable
diag tdr test is not supported on this module

Switch#

This example shows how to display TDR test results for a port:

Switch# show cable-diagnostics tdr interface gi4/13
Interface Speed Local pair Cable length Remote channel Status

Gid/13 OMbps 1-2 102 +-2m Unknown Fault
3-6 100 +-2m Unknown Fault
4-5 102 +-2m Unknown Fault
7-8 102 +-2m Unknown Fault

This command will be deprecated in future releases of Cisco IOS software. Please use the diagnostic
start and the show diagnostic result commands to run the TDR test and display the test results.

TDR is a port test; the port can not handle traffic for the duration of the test (generally, 1 minute).
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Guidelines

Using Telnet

Note

Using Telnet

The following guidelines apply to the use of TDR:

If you connect a port undergoing a TDR test to an Auto-MDIX enabled port, the TDR result might
be invalid. On certain linecards such as WS-X4148-RJ45V, Auto-MDIX is always enabled. In those
instances, the port on the WS-X4148-RJ45V should be administratively down before the start of the
TDR test.

If you connect a port undergoing a TDR test to a I00BASE-T port such as that on the
WS-X4148-RJ45V, the unused pairs (4-5 and 7-8) will be reported as faulty because the remote end
does not terminate these pairs.

Do not change the port configuration while the TDR test is running.
Due to cable characteristics, you should run the TDR test multiple times to get accurate results.

Do not change port status (i.e. remove the cable at the near or far end), as this might make the results
inaccurate.

You can access the switch command-line interface (CLI) using Telnet. In addition, you can use Telnet
from the switch to access other devices in the network. You can have up to eight simultaneous Telnet
sessions.

Before you can open a Telnet session to the switch, you must first set the IP address (and in some cases
the default gateway) for the switch. For information about setting the IP address and default gateway,
see Chapter 3, “Configuring the Switch for the First Time.”

To establish a Telnet connection to a host by using the hostname, configure and enable DNS.

To establish a Telnet connection to another device on the network from the switch, perform this task:

Command Purpose

Switch# telnet host [port]

Opens a Telnet session to a remote host.

This example shows how to establish a Telnet connection from the switch to the remote host named
labsparc:

Switch# telnet labsparc
Trying 172.16.10.3...
Connected to labsparc.
Escape character is '~]'.

UNIX(r) System V Release 4.0 (labsparc)

login:
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Changing the Logout Timer

The logout timer automatically disconnects a user from the switch when the user is idle for longer than
the specified time. To set the logout timer, perform this task:

Command Purpose

Switch# logoutwarning number |Changes the logout timer value (a timeout value of 0 prevents idle

sessions from being disconnected automatically).

Use the no keyword to return to the default value.

Monitoring User Sessions

You can display the currently active user sessions on the switch using the show users command. The
command output lists all active console port and Telnet sessions on the switch.

To display the active user sessions on the switch, perform this task in privileged EXEC mode:

Command

Purpose

Switch# show users [all]

Displays the currently active user sessions on the
switch.

This example shows the output of the show users command when local authentication is enabled for
console and Telnet sessions (the asterisk [*] indicates the current session):

Switch# show users

Line User Host (s)
* 0 con O idle
Interface User Mode

Switch# show users all
Line User Host (s)
con idle
vty
vty
vty
vty
vty

U W N R o
> W NP O o

Interface User Mode
Switch#

Idle Location
00:00:00

Idle Peer Address

Idle Location
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00

Idle Peer Address

To disconnect an active user session, perform this task:

Command

Purpose

Switch# disconnect {console | ip_addr}

Disconnects an active user session on the switch.
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This example shows how to disconnect an active console port session and an active Telnet session:

Switch> disconnect console

Console session disconnected.

Console> (enable) disconnect tim-nt.bigcorp.com

Telnet session from tim-nt.bigcorp.com disconnected. (1)
Switch# show users

Session User Location

telnet jake jake-mac.bigcorp.com
* telnet suzy suzy-pc.bigcorp.com
Switch#

Using Ping

These sections describe how to use IP ping:
e Understanding How Ping Works, page 5-7
e Running Ping, page 5-7

Understanding How Ping Works

You can use the ping command to verify connectivity to remote hosts. If you attempt to ping a host in a
different IP subnetwork, you must define a static route to the network or configure a router to route
between those subnets.

The ping command is configurable from normal executive and privileged EXEC mode. Ping returns one
of the following responses:

e Normal response—The normal response (hostname is alive) occurs in 1 to 10 seconds, depending
on network traffic.

e Destination does not respond—If the host does not respond, a No Answer message is returned.
e Unknown host—If the host does not exist, an Unknown Host message is returned.

e Destination unreachable—If the default gateway cannot reach the specified network, a Destination
Unreachable message is returned.

e Network or host unreachable—If there is no entry in the route table for the host or network, a
Network or Host Unreachable message is returned.

To stop a ping in progress, press Ctrl-C.
Running Ping

To ping another device on the network from the switch, perform this task in normal executive and
privileged EXEC mode:

Command Purpose

Switch# ping host Checks connectivity to a remote host.
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This example shows how to ping a remote host from normal executive mode:

Switch# ping labsparc
labsparc is alive
Switch> ping 72.16.10.3
12.16.10.3 is alive
Switch#

This example shows how to enter a ping command in privileged EXEC mode specifying the number of
packets, the packet size, and the timeout period:

Switch# ping

Target IP Address []: 12.20.5.19

Number of Packets [5]: 10

Datagram Size [56]: 100

Timeout in seconds [2]: 10

Source IP Address [12.20.2.18]: 12.20.2.18
rrrrrrrrnd

----12.20.2.19 PING Statistics----

10 packets transmitted, 10 packets received, 0% packet loss
round-trip (ms) min/avg/max = 1/1/1

Switch

Using IP Traceroute

These sections describe how to use IP traceroute feature:
e Understanding How IP Traceroute Works, page 5-8
e Running IP Traceroute, page 5-9

Understanding How IP Traceroute Works

You can use IP traceroute to identify the path that packets take through the network on a hop-by-hop
basis. The command output displays all network layer (Layer 3) devices, such as routers, that the traffic
passes through on the way to the destination.

Layer 2 switches can participate as the source or destination of the trace command but will not appear
as a hop in the trace command output.

The trace command uses the Time To Live (TTL) field in the IP header to cause routers and servers to
generate specific return messages. Traceroute starts by sending a User Datagram Protocol (UDP)
datagram to the destination host with the TTL field set to 1. If a router finds a TTL value of 1 or 0, it
drops the datagram and sends back an Internet Control Message Protocol (ICMP) Time-Exceeded
message to the sender. Traceroute determines the address of the first hop by examining the source
address field of the ICMP Time-Exceeded message.

To identify the next hop, traceroute sends a UDP packet with a TTL value of 2. The first router
decrements the TTL field by 1 and sends the datagram to the next router. The second router sees a TTL
value of 1, discards the datagram, and returns the Time-Exceeded message to the source. This process
continues until the TTL is incremented to a value large enough for the datagram to reach the destination
host or until the maximum TTL is reached.

To determine when a datagram reaches its destination, traceroute sets the UDP destination port in the
datagram to a very large value that the destination host is unlikely to be using. When a host receives a
datagram with an unrecognized port number, it sends an ICMP Port Unreachable error message to the
source. The Port Unreachable error message indicates to traceroute that the destination has been reached.
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Running IP Traceroute

To trace the path that packets take through the network, perform this task in EXEC or privileged EXEC
mode:

Command Purpose

Switch# trace [protocol] [destination] Runs IP traceroute to trace the path that packets
take through the network.

This example shows use the trace command to display the route a packet takes through the network to
reach its destination:

Switch# trace ip ABA.NYC.mil

Type escape sequence to abort.
Tracing the route to ABA.NYC.mil (26.0.0.73)

1 DEBRIS.CISCO.COM (192.180.1.6) 1000 msec 8 msec 4 msec

2 BARRNET-GW.CISCO.COM (192.180.16.2) 8 msec 8 msec 8 msec
EXTERNAL-A-GATEWAY .STANFORD.EDU (192.42.110.225) 8 msec 4 msec 4 msec
BB2.SU.BARRNET.NET (192.200.254.6) 8 msec 8 msec 8 msec
SU.ARC.BARRNET.NET (192.200.3.8) 12 msec 12 msec 8 msec
MOFFETT-FLD-MB.in.MIL (192.52.195.1) 216 msec 120 msec 132 msec

7 ABA.NYC.mil (26.0.0.73) 412 msec 628 msec 664 msec
Switch#

o Ul i W

Using Layer 2 Traceroute

The Layer 2 traceroute feature allows the switch to identify the physical path that a packet takes from a
source device to a destination device. Layer 2 traceroute supports only unicast source and destination
MAC addresses. It determines the path by using the MAC address tables of the switches in the path.
When the switch detects a device in the path that does not support Layer 2 traceroute, the switch
continues to send Layer 2 trace queries and lets them time out.

If you want the switch to trace the path from a host on a source device to a host on a destination device,
the switch can identify only the path from the source device to the destination device. It cannot identify
the path that a packet takes from source host to the source device or from the destination device to the
destination host.

These sections describe how to use the Layer 2 traceroute feature:
e Layer 2 Traceroute Usage Guidelines, page 5-9
¢ Running Layer 2 Traceroute, page 5-10

Layer 2 Traceroute Usage Guidelines

These are the Layer 2 traceroute usage guidelines:

e CDP must be enabled on all the devices in the network. For Layer 2 traceroute to functional properly,
do not disable CDP.

If any devices in the physical path are transparent to CDP, the switch cannot identify the path
through these devices.
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>
Note  For more information about enabling CDP, see Chapter 19, “Understanding and Configuring
CDP.”

All switches in the physical path must have IP connectivity. When a switch is reachable from another
switch, you can test connectivity by using the ping command in privileged EXEC mode.

The maximum number of hops identified in the path is ten.

You can enter the traceroute mac or the traceroute mac ip command in privileged EXEC mode on
a switch that is not in the physical path from the source device to the destination device. All switches
in the path must be reachable from this switch.

The traceroute mac command output shows the Layer 2 path only when the specified source and
destination MAC addresses belong to the same VLAN. If you specify source and destination MAC
addresses that belong to different VLANS, the Layer 2 path is not identified, and an error message
appears.

If you specify a multicast source or destination MAC address, the path is not identified, and an error
message appears.

If the source or destination MAC address belongs to multiple VLANS, you must specify the VLAN
to which both the source and destination MAC addresses belong. If the VLAN is not specified, the
path is not identified, and an error message appears.

The traceroute mac ip command output shows the Layer 2 path when the specified source and
destination IP addresses belong to the same subnet. When you specify the IP addresses, the switch
uses Address Resolution Protocol (ARP) to associate the IP address with the corresponding MAC
address and the VLAN ID.

— If an ARP entry exists for the specified IP address, the switch uses the associated MAC address
and identifies the physical path.

— If an ARP entry does not exist, the switch sends an ARP query and tries to resolve the IP
address. If the IP address is not resolved, the path is not identified, and an error message
appears.

When multiple devices are attached to one port through hubs (for example, multiple CDP neighbors
are detected on a port), the Layer 2 traceroute feature is not supported. When more than one CDP
neighbor is detected on a port, the Layer 2 path is not identified, and an error message appears.

This feature is not supported in Token Ring VLAN:S.

Running Layer 2 Traceroute

To display the physical path that a packet takes from a source device to a destination device, perform
either one of these tasks in privileged EXEC mode:

Command Purpose

Switch# traceroute mac {source-mac-address} Runs Layer 2 traceroute to trace the path that
{destination-mac-address} packets take through the network.

or
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Command Purpose

Switch# traceroute mac ip {source-mac-address} |Runs IP traceroute to trace the paﬂ]that
{destination-mac-address} packets take through the network.

These examples show how to use the traceroute mac and traceroute mac ip commands to display the
physical path a packet takes through the network to reach its destination:

Switch# traceroute mac 0000.0201.0601 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6b (2.2.6.6) :Fa0/1 => Fa0/3

conb5 (2.2.5.5 ) : Fa0/3 => Gi0/1
conl (2.2.1.1 ) Gi0/1 => Gi0/2
con2 (2.2.2.2 ) : Gi0/2 => Fal0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed
Switch#

Switch# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 / WS-C2950G-24-EI / 2.2.6.6
FaO/1 [auto, auto] => Fa0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2
Gi0/2 [auto, auto] => Fal0/l [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.
Switch#

Configuring ICMP

Internet Control Message Protocol (ICMP) provides many services that control and manage IP
connections. [ICMP messages are sent by routers or access servers to hosts or other routers when a
problem is discovered with the Internet header. For detailed information on ICMP, refer to RFC 792.

Enabling ICMP Protocol Unreachable Messages

If the Cisco IOS software receives a nonbroadcast packet that uses an unknown protocol, it sends an
ICMP Protocol Unreachable message back to the source.

Similarly, if the software receives a packet that it is unable to deliver to the ultimate destination because
it knows of no route to the destination address, it sends an ICMP Host Unreachable message to the
source. This feature is enabled by default.
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To enable the generation of ICMP Protocol Unreachable and Host Unreachable messages, enter the
following command in interface configuration mode:

Command Purpose

Switch (config-if)# [no] ip unreachables |Enables ICMP destination unreachable messages.

Use the no keyword to disable the ICMP destination
unreachable messages.

To limit the rate that Internet Control Message Protocol (ICMP) destination unreachable messages are
generated, perform this task:

Command Purpose

Switch (config)# [no] ip icmp rate-limit |Limits the rate that ICMP destination messages are
unreachable [df] milliseconds generated.

Use the no keyword to remove the rate limit and
reduce the CPU usage.

Enabling ICMP Redirect Messages

Data routes are sometimes less than optimal. For example, it is possible for the router to be forced to
resend a packet through the same interface on which it was received. If this occurs, the Cisco I0OS
software sends an ICMP Redirect message to the originator of the packet telling the originator that the
router is on a subnet directly connected to the receiving device, and that it must forward the packet to
another system on the same subnet. The software sends an ICMP Redirect message to the packet's
originator because the originating host presumably could have sent that packet to the next hop without
involving this device at all. The Redirect message instructs the sender to remove the receiving device
from the route and substitute a specified device representing a more direct path. This feature is enabled
by default.

However, when Hot Standby Router Protocol (HSRP) is configured on an interface, ICMP Redirect
messages are disabled (by default) for the interface. For more information on HSRP, refer to the
following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/ip_c/ipcprtl/1cdip.htm

To enable the sending of ICMP Redirect messages if the Cisco IOS software is forced to resend a packet
through the same interface on which it was received, enter the following command in interface
configuration mode:

Command Purpose

Switch (config-if)# [no] ip redirects Enables ICMP Redirect messages.

Use the no keyword to disable the ICMP Redirect
messages and reduce CPU usage.
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Enabling ICMP Mask Reply Messages

Occasionally, network devices must know the subnet mask for a particular subnetwork in the
internetwork. To obtain this information, devices can send ICMP Mask Request messages. These
messages are responded to by ICMP Mask Reply messages from devices that have the requested
information. The Cisco IOS software can respond to ICMP Mask Request messages if the ICMP Mask
Reply function is enabled.

To have the Cisco I0S software respond to ICMP mask requests by sending ICMP Mask Reply
messages, perform this task:

Command Purpose

Switch (config-if)# [no] ip mask-reply |Enables response to ICMP destination mask requests.

Use the no keyword to disable this functionality.
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CHAPTER

Configuring Supervisor Engine Redundancy Using
RPR and SSO

Catalyst 4500 series switches allow a redundant supervisor engine to take over if the active supervisor
engine fails. In software, supervisor engine redundancy is enabled by running the redundant supervisor
engine in route processor redundancy (RPR) or stateful switchover (SSO) operating mode.

Note  The minimum ROMMON requirement for running SSO is Release 12.1(20r)EW1 or
Release 12.2(20r)EW1.

This chapter describes how to configure supervisor engine redundancy on the Catalyst 4507R and
Catalyst 4510R switches. It also describes the relationship between SSO and Cisco IOS NSF-awareness.

This chapter contains these major sections:
e Understanding Cisco IOS NSF-Awareness Support, page 6-2
e Understanding Supervisor Engine Redundancy, page 6-3
e Understanding Supervisor Engine Redundancy Synchronization, page 6-6
e Supervisor Engine Redundancy Guidelines and Restrictions, page 6-7
e Configuring Supervisor Engine Redundancy, page 6-8
e Performing a Manual Switchover, page 6-11
e Performing a Software Upgrade, page 6-12
e Manipulating Bootflash on the Redundant Supervisor Engine, page 6-14

~

Note  For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco I0S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.
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Understanding Cisco 10S NSF-Awareness Support

Cisco IOS Nonstop Forwarding (NSF) has two primary components:

NSF-capability—NSF works with SSO to minimize the amount of time that a Layer 3 network is
unavailable following a supervisor engine switchover by continuing to forward IP packets.
Reconvergence of Layer 3 routing protocols (BGP, EIGRP, OSPF v2, and IS-IS) is transparent to the
user and happens automatically in the background. The routing protocols recover routing
information from neighbor devices and rebuild the Cisco Express Forwarding (CEF) table.

NSF-awareness—If neighboring router devices detect that an NSF router can still forward packets
when RP (Route Processor) switchover happens, this capability is referred to as NSF-awareness.
Cisco IOS enhancements to the Layer 3 protocols OSPF, BGP, EIGRP and IS-IS are designed to
prevent route-flapping so that the CEF routing table does not timeout or the NSF router does not
drop routes. An NSF-aware router helps to send routing protocol information to the neighboring
NSF router.

Note  NSF capable devices are Catalyst 6500 series switches, Cisco 7500 series routers, Cisco 10000 series
routers, and Cisco 12000 series routers. The Catalyst 4500 series switch is an NSF-aware device for
Release 12.2(20)EWA.

For more information on BGP, EIGRP, OSPF, and IS-IS NSF-awareness, refer to the URL:
http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature_guides_list.html

A typical topology for NSF and NSF-aware routers is given below.
Figure 6-1 Topology for NSF and NSF-Aware Router
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Table 6-1 lists the supervisor engines and Catalyst 4500 series switches that support NSF-awareness:

Table 6-1 NSF-Aware Capable Supervisor Engine and Catalyst 4500 Series Switch Matrix

NSF-Aware Capable Supervisor Engine Switch Support

Supervisor Engine IIT (WS-X4014) Catalyst 4506 series switch and Catalyst 4503
series switch

Supervisor Engine IV (WS-X4515) Catalyst 4507R series switch, Catalyst 4506
series switch, and Catalyst 4503 series switch

Supervisor Engine V (WS-X4516) Catalyst 4507R series switch and Catalyst 4510R
series switch

Fixed Switch (WS-C4948) Catalyst 4948 switch

In Release 12.2(20)EWA, NSF-awareness is supported on Catalyst 4500 series switches for EIGRP,
IS-IS, OSPF and BGP protocols. NSF-awareness is turned on by default for EIGRP, IS-IS and OSPF
protocols. For BGP, it needs to be turned on manually.

If the supervisor engine is configured for BGP (with the graceful-restart command), EIGRP, OSPF or
IS-IS routing protocols, routing updates are automatically sent during the supervisor engine switchover
of a neighboring NSF capable switch (typically a Catalyst 6500 series switch).

Understanding Supervisor Engine Redundancy

Overview

These sections describe supervisor engine redundancy:
e Overview, page 6-3
e RPR Operation, page 6-4
e SSO Operation, page 6-4

e “Understanding Supervisor Engine Redundancy Synchronization” section on page 6-6

With supervisor engine redundancy enabled, if the active supervisor engine fails or if a manual
switchover is performed, the redundant supervisor engine becomes the active supervisor engine. The
redundant supervisor engine has been automatically initialized with the startup configuration of the
active supervisor engine, shortening the switchover time (30 seconds or longer in RPR mode, depending
on the configuration; subseconds in SSO mode).

In addition to the reduced switchover time, supervisor engine redundancy supports the following:
e Online insertion and removal (OIR) of the redundant supervisor engine.

Supervisor engine redundancy allows OIR of the redundant supervisor engine for maintenance.
When the redundant supervisor engine is inserted, the active supervisor engine detects its presence,
and the redundant supervisor engine boots into a partially-initialized state in RPR mode and a
fully-initialized state in SSO mode.

e Software upgrade. (See the “Performing a Software Upgrade” section on page 6-12.)

To minimize down time during software changes on the supervisor engine, load the new image on
the redundant supervisor engine, and conduct a switchover.
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When power is first applied to a switch, the supervisor engine that boots first becomes the active
supervisor engine and remains active until a switchover occurs.

A switchover will occur when one or more of the following events take place:

e The active supervisor engine fails (due to either hardware or software function) or is removed.

e A user forces a switchover.
e A user reloads the active supervisor engine.

Table 6-2 provides information about chassis and supervisor engine support for redundancy.

Table 6-2 Chassis and Supervisor Support

Chassis

(Product Number) Supported Supervisor Engines

Catalyst 4507R Supports redundant Supervisor Engine II-Plus (WS-X4013+),

(WS-C4507R) Supervisor Engine IV (WS-X4515), redundant Supervisor
Engine V (WS-X4516)

Catalyst 4510R Supports redundant Supervisor Engine V (WS-X4516)

(WS-C4510R)

RPR Operation

RPR is supported in Release 12.2(12c)EW and later releases. When a redundant supervisor engine runs
in RPR mode, it starts up in a partially-initialized state and is synchronized with the persistent
configuration of the active supervisor engine.

~

Note  Persistent configuration includes the following components: startup-config, boot variables,
config-register, and VLAN database.

The redundant supervisor engine pauses the startup sequence after basic system initialization, and in the

event that the active supervisor engine fails, the redundant supervisor engine will become the new active
supervisor engine.

In a supervisor engine switchover, traffic is disrupted because in the RPR mode all of the physical ports
restart since there is no state maintained between supervisor engines relating to module types and
statuses. When the redundant supervisor engine completes its initialization, it will read hardware
information directly from the module.

SSO Operation

SSO is supported in Release 12.2(20)EWA and later releases. When a redundant supervisor engine runs
in SSO mode, the redundant supervisor engine starts up in a fully-initialized state and synchronizes with
the persistent configuration and the running configuration of the active supervisor engine. It
subsequently maintains the state on the protocols listed below, and all changes in hardware and software
states for features that support stateful switchover are kept in sync. Consequently, it offers no zero
interruption to Layer 2 sessions in a redundant supervisor engine configuration.
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Understanding Supervisor Engine Redundancy

Because the redundant supervisor engine recognizes the hardware link status of every link, ports that
were active before the switchover will remain active, including the uplink ports. However, because
uplink ports are physically on the supervisor engine, they will be disconnected if the supervisor engine
is removed.

If the active supervisor engine fails, the redundant supervisor engine become active. This newly active
supervisor engine uses existing Layer 2 switching information to continue forwarding traffic. Layer 3

forwarding will be delayed until the routing tables have been repopulated in the newly active supervisor
engine.

SSO supports stateful switchover of the following Layer 2 features. The state of these features is
preserved between both the active and redundant supervisor engines:

802.3

802.3u

802.3x (Flow Control)
802.3ab (GE)

802.3z (Gigabit Ethernet including CWDM)

802.3ad (LACP)

802.1p (Layer 2 QoS)

802.1q

802.1X (Authentication)

802.1D (Spanning Tree Protocol)
802.3af (Inline power)

PAgP

VTP

Dynamic ARP Inspection

DHCP snooping

IP source guard

IGMP snooping (versions 1 and 2)
DTP (802.1q and ISL)

MST

PVST+

Rapid-PVST
PortFast/UplinkFast/BackboneFast
BPDU guard and filtering

Voice VLAN

Port security

Unicast MAC filtering

ACL (VACLS, PACLS, RACLS)
QOS (DBL)

Multicast storm control/broadcast storm control
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I Understanding Supervisor Engine Redundancy Synchronization

SSO is compatible with the following list of features. However, the protocol database for these features
is not synchronized between the redundant and active supervisor engines:

e 802.1Q tunneling with Layer 2 Protocol Tunneling (L2PT)
e Baby giants

e Jumbo frame support

e CDP

¢ Flood blocking
e UDLD

¢ SPAN/RSPAN
e NetFlow

The following features are learned on the redundant supervisor engine if the SSO feature is enabled:

e All Layer 3 protocols on Catalyst 4500 series switches (Switch Virtual Interfaces)

Understanding Supervisor Engine Redundancy Synchronization

During normal operation, the persistent configuration (RPR and SSO) and the running configuration
(SSO only) are synchronized by default between the two supervisor engines. In a switchover, the new
active supervisor engine uses the current configuration.

N

Note  You cannot enter CLI commands on the redundant supervisor engine console.

These sections describe supervisor engine redundancy synchronization:
e RPR Supervisor Engine Configuration Synchronization, page 6-6

¢SSO Supervisor Engine Configuration Synchronization, page 6-7

RPR Supervisor Engine Configuration Synchronization

Because the redundant supervisor engine is only partially initialized in RPR mode, it interacts with the
active supervisor engine only to receive configuration changes at startup and upon saving the
configuration changes.

When a redundant supervisor engine is running in RPR mode, the following events trigger
synchronization of the configuration information:

e When the redundant supervisor engine boots, the auto-sync command synchronizes the persistent
configuration. This command is enabled by default. For details, refer to “Synchronizing the
Supervisor Engine Configurations” section on page 6-10.

e When the active supervisor engine detects the redundant supervisor engine, the configuration
information is synchronized from the active supervisor engine to the redundant supervisor engine.
This synchronization overwrites any existing startup configuration file on the redundant supervisor
engine.

e When you make changes to the configuration, you must use the write command to save and
synchronize the startup configuration of the redundant supervisor engine.
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Supervisor Engine Redundancy Guidelines and Restrictions Il

SS0 Supervisor Engine Configuration Synchronization

When a redundant supervisor engine runs in SSO mode, the following events trigger synchronization of
the configuration information:

When the active supervisor detects the redundant supervisor engine, synchronization of the
persistent and running configuration takes place, allowing the redundant supervisor engine to arrive
at a fully-initiated state.

When real-time changes occur, the active supervisor engine synchronizes the running-config and
(or) the persistent configuration (if necessary) with the redundant supervisor engine.

When you change the configuration, you must use the write command to allow the active supervisor
engine to save and synchronize the startup configuration of the redundant supervisor engine.

Supervisor Engine Redundancy Guidelines and Restrictions

The following guidelines and restrictions apply to supervisor engine redundancy:

RPR requires Release 12.1(12¢c)EW, Release 12.1(19)E or later releases. SSO requires Release
12.2(20)EWA.

The Catalyst 4507R switch and the 4510R switch are the only Catalyst 4500 series switches that
support supervisor engine redundancy.

The Catalyst 4510R switch only supports the WS-X4516 and WS-X4516-10GE supervisor engines.
The Catalyst 4507R switch supports supervisor engines WS-X4013+, WS-X4515, and WS-X4516.

To select the 10-Gigabit Ethernet or Gigabit Ethernet uplinks on the WS-X4516-10GE, use the
hw-module uplink select command.

Redundancy requires both supervisor engines in the chassis to be of the same supervisor engine
model and to use the same Cisco IOS software image.

When you use the WS-X4013+ and WS-X4515 supervisor engines in RPR or SSO mode, only the
Gigl/1 and Gig2/1 Gigabit Ethernet interfaces are available, but the Gigl/2 and Gig2/2 uplink ports
are unavailable.

When the WS-X4516 active and redundant supervisor engines are installed in the same chassis, the
four uplink ports (Gigl/1, Gig2/1, Gig 1/2, and Gig2/2) are available.

The active and redundant supervisor engines in the chassis must be in slots 1 and 2.

Each supervisor engine in the chassis must have its own Flash device and console port connections
to operate the switch on its own.

Each supervisor engine must have a unique console connection. Do not connect a Y cable to the
console ports.

Supervisor engine redundancy does not provide supervisor engine load balancing.

The Cisco Express Forwarding (CEF) table is cleared on a switchover. As a result, routed traffic is
interrupted until route tables reconverge. This reconvergence time is minimal because the SSO
feature reduces the supervisor engine redundancy switchover time from 30+ seconds to subseconds,
so Layer 3 also has a faster failover time if the switch is configured for SSO.

Static IP routes are maintained across a switchover because they are configured from entries in the
configuration file.

Information about Layer 3 dynamic states that is maintained on the active supervisor engine is not
synchronized to the redundant supervisor engine and is lost on switchover.
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W Configuring Supervisor Engine Redundancy

Starting with Cisco IOS Release 12.2, if an unsupported condition is detected (such as when the
active supervisor engine is running Release 12.2(20)EW and the redundant supervisor engine is
running Release 12.1(20)EW), the redundant supervisor engine will be reset multiple times and then
be placed in ROMMON mode. Therefore, it is important to follow the exact procedures outlined in
the “Performing a Software Upgrade” section on page 6-12.

If you are running (or upgrading to) Release 12.2(20)EWA or Release 12.2(25)EW and are using a
single supervisor engine in a redundant chassis (Catalyst 4507R or Catalyst 4510R series switch),
and you intend to use routed ports, do one of the following:

— Use SVTI’s instead of routed ports.
— Change the redundancy mode from SSO to RPR.

Configuration changes made to the redundant supervisor engine through SNMP are not
synchronized to the redundant supervisor engine.

After you configure the switch through SNMP, copy the running-config file to the startup-config file
on the active supervisor engine to trigger synchronization of the startup-config file on the redundant
supervisor engine. Then, reload the redundant supervisor engine so that new configuration is applied
on the redundant supervisor engine.

Configuring Supervisor Engine Redundancy

These sections describe how to configure supervisor engine redundancy:

Configuring Redundancy, page 6-8

Synchronizing the Supervisor Engine Configurations, page 6-10

Configuring Redundancy

Step 1
Step 2

Step 3
Step 4

To configure redundancy, perform this task:

Command

Purpose

Switch(config)# redundancy

Enters redundancy configuration mode.

Switch(config-red)# mode {sso | rpr}

Configures SSO or RPR. When this command is entered,
the redundant supervisor engine is reloaded and begins to
work in SSO or RPR mode.

Switch# show running-config

Verifies that SSO or RPR is enabled.

Switch# show redundancy
[clients | counters | history | states]

Displays the redundancy information (counter, state, and
so on) for the active and redundant supervisor engines.

When configuring redundancy, note the following:

The sso keyword is supported in Release 12.2(20)EWA and later releases.
The rpr keyword is supported in Release 12.1(12c)EW and later releases.
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Configuring Supervisor Engine Redundancy

This example shows how to configure the system for SSO and display the redundancy facility
information:

Switch> enable
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# redundancy
Switch(config-red)# mode sso
Switch(config-red)# end
Switch# show redundancy
Redundant System Information

Available system uptime = 2 days, 2 hours, 39 minutes
Switchovers system experienced = 0

Standby failures = 0
Last switchover reason = none

Hardware Mode = Duplex
Configured Redundancy Mode = Stateful Switchover
Operating Redundancy Mode = Stateful Switchover
Maintenance Mode = Disabled
Communications = Up

Current Processor Information
Active Location = slot 1
Current Software state = ACTIVE
Uptime in current state = 2 days, 2 hours, 39 minutes
Image Version = Cisco Internetwork Operating System Software
IOS (tm) Catalyst 4000 L3 Switch Software (cat4000-I5S-M), Version 12.2(20)EWA(3
.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION
Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Wed 14-Jul-04 04:42 by esi
BOOT = bootflash:cat4000-i5s-mz.122_20_EWA_392,1
Configuration register = 0x2002

Peer Processor Information
Standby Location = slot 2
Current Software state = STANDBY HOT
Uptime in current state = 2 days, 2 hours, 39 minutes
Image Version = Cisco Internetwork Operating System Software
IOS (tm) Catalyst 4000 L3 Switch Software (cat4000-I5S-M), Version 12.2(20)EWA(3
.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION
Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Wed 14-Jul-04 0
BOOT = bootflash:cat4000-i5s-mz.122_20_EWA_392,1
Configuration register = 0x2002

Switch#

This example shows how to display redundancy facility state information:

Switch# show redundancy states
my state = 13 -ACTIVE
peer state = 8 -STANDBY HOT
Mode = Duplex
Unit = Primary
Unit ID = 2
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Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured) = Stateful Switchover
Split Mode = Disabled

Manual Swact = Enabled
Communications = Up

client count = 21
client_notification TMR = 240000 milliseconds
keep_alive TMR = 9000 milliseconds
keep_alive count = 0
keep_alive threshold = 18
RF debug mask = 0x0
Switch#
This example shows how to change the system configuration from RPR to SSO mode:

Switch(config)# redundancy

Switch(config-red) # mode

Switch(config-red)# mode sso

Changing to sso mode will reset the standby. Do you want to continue?[confirm]
Switch(config-red)# end

Switch#

*Aug 1 13:11:16: %$C4K_REDUNDANCY-3-COMMUNICATION: Communication with the peer
has been lost

*Aug 1 13:11:16: %$C4K_REDUNDANCY-3-SIMPLEX_MODE: The peer Supervisor has been

This example shows how to change the system configuration from SSO to RPR mode:

Switch(config)# redundancy

Switch(config-red)# mode rpr

Changing to rpr mode will reset the standby. Do you want to continue?[confirm]
Switch(config-red)# end

*Aug 1 13:11:16: %$C4K_REDUNDANCY-3-COMMUNICATION: Communication with the peer
has been lost

*Aug 1 13:11:16: %$C4K_REDUNDANCY-3-SIMPLEX_MODE: The peer Supervisor has been

Synchronizing the Supervisor Engine Configurations

Step 1
Step 2
Step 3

Step 4
Step 5

Supervisor

lost

Supervisor

lost

To manually synchronize the configurations used by the two supervisor engines, perform this task on the

active supervisor engine:

Command

Purpose

Switch(config)# redundancy

Enters redundancy configuration mode.

Switch(config-red) # main-cpu

Enters main-cpu configuration submode.

Switch(config-r-mc)# auto-sync {startup-config | |Synchronizes the configuration elements.

config-register | bootvar | standard}

Switch(config-r-mc)# end Returns to privileged EXEC mode.

Switch# copy running-config startup-config

configuration file in NVRAM.

Synchronizes the running configuration in dynamic
random-access memory (DRAM) to the startup

Note  This step is not required to synchronize the
running configuration file in (DRAM).
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Note

Performing a Manual Switchover ||

Configuration changes made to the redundant supervisor engine through SNMP are not synchronized to
the redundant supervisor engine. For information on how to handle this situation, see the “Supervisor
Engine Redundancy Guidelines and Restrictions” section on page 6-7.

The auto-sync command controls the synchronization of the config-reg, bootvar, and startup/private
configuration files only. The calendar and VLAN database files are always synchronized when they
change. In SSO mode, the running-config is always synchronized.

This example shows how to reenable the default automatic synchronization feature using the auto-sync
standard command to synchronize the startup-config and config-register configuration of the active
supervisor engine with the redundant supervisor engine. Updates for the boot variables are automatic
and cannot be disabled.

Switch(config)# redundancy
Switch(config-red)# main-cpu
Switch(config-r-mc)# auto-sync standard
Switch(config-r-mc)# end

Switch# copy running-config startup-config

To manually synchronize individual elements of the standard auto-sync configuration, disable the default
automatic synchronization feature.

When you configure the auto-sync standard, the individual sync options such as no auto-sync
startup-config are ignored.

This example shows how to disable default automatic synchronization and allow only automatic
synchronization of the config-registers of the active supervisor engine to the redundant supervisor
engine, while disallowing synchronization of the startup configuration:

Switch(config)# redundancy

Switch(config-red)# main-cpu
Switch(config-r-mc)# no auto-sync standard
Switch(config-r-mc)# auto-sync config-register
Switch(config-r-mc)# end

Performing a Manual Switchover

This section describes how to perform a manual switchover (from the active supervisor engine to the
redundant supervisor engine) for test purposes. We recommend that you perform a manual switchover
prior to deploying SSO in your production environment.

~

Note  This discussion assumes that SSO has been configured as the redundant mode.
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M Performing a Software Upgrade

Step 1

Step 2

To perform a manual switchover, perform this task on the active supervisor engine:

Command

Purpose

Switch# show redundancy Verifies that the peer state is in the STANDBY HOT

state.

See the example of the show redundancy states
command on page 6-10.

Switch# redundancy force-switchover Launches switchover from the active supervisor engine

to the redundant supervisor engine.

If the state of the redundant supervisor engine is not
standby hot, this command will not execute.

Be aware of these usage guidelines:

e To force a switchover, the redundant supervisor engine must be in a standby hot state. You can verify
the state with the show redundancy command. If the state is not standby hot, the
redundancy force-switchover command will not execute.

¢ Use the redundancy force-switchover command, rather than the reload command, to initiate a
switchover. The redundancy force-switchover command will first check that the redundant
supervisor engine is in the correct state. If you issue the reload command and the status is not
standby hot, the reload command will reset the current supervisor engine only.

After an initial switchover, there might be occasions when you want to make the supervisor engine in
slot 1 of the chassis the active supervisor engine. If the image on supervisor engine 1 is the one you
intend to run on both supervisor engines, it is not necessary to re-boot the image on the supervisor engine
in slot 1 to make it redundant. Instead, you can force another switchover. However, if you want a newer
version of the image to run on both supervisor engines, follow the steps under “Performing a Software
Upgrade” on page 12. Use the show module command to see which slot contains the active supervisor
engine, and force another switchover if necessary.

Performing a Software Upgrade

The software upgrade procedure supported by supervisor engine redundancy allows you to reload the
Cisco IOS software image on the redundant supervisor engine, and once complete, reload the active
supervisor engine once.

If the active supervisor engine is running IOS Release 12.2(x)S, the standby supervisor engine cannot
run IOS Release 12.1(x)E. This would reset the switch immediately after the system boot of the standby
supervisor engine. The reverse configuration, where the standby engine is running IOS Release 12.2(x)S
and the active supervisor engine is running 12.1(x)E, is fully supported.

Software Configuration Guide—Release 12.2(25)SG |
o2 o



| Chapter6

Configuring Supervisor Engine Redundancy Using RPR and SSO

Performing a Software Upgrade Il

To perform a software upgrade, perform this task:

Command Purpose
Step1 sSwitch# copy source_device:source_filename Copies the new Cisco IOS software image to bootflash on
slot0:target filename both supervisor engines.
Or:
Switch# copy source_device:source_ filename
bootflash: target_filename
Step2 sSwitch# copy source_device:source_filename Copies the new image to a slave device (such as
slaveslot0:target_filename slavebootflash and slaveslot0).
Or:
Switch# copy source_device:source_ filename
slavebootflash: target_filename
Step3 Switch# config terminal Configures the supervisor engines to boot the new image.
Switch(config)# config-register 0x2
Switch fig)# boot system flash . .
witeh(config) ¥ If your system was configured to autoboot an earlier
device: file_name . . . .
image, issue the following command string to boot the
new image instead:
no boot system flash device:old_file_name

Step4 Switch(config)# redundancy Enters redundancy configuration mode.

Step5 Switch(config-red)# main-cpu Enters main-cpu configuration submode.

Step6 Switch(config-r-mc)# auto-syn standard Synchronizes the configuration elements.

Step7 Switch(config-r-mc)# end Returns to privileged EXEC mode.

Step8 Switch# copy running-config start-config Saves the configuration.

Step9 Switch# redundancy reload peer Reloads the redundant supervisor engine and brings it
back online (using the new release of the Cisco I0S
software).

Note  Before proceeding to Step 10, ensure that the switch
is operating in RPR mode.

Step10 Switch# redundancy force-switchover Conducts a manual switchover to the redundant
supervisor engine. The redundant supervisor engine
becomes the new active supervisor engine using the new
Cisco IOS software image.

The old active supervisor engine reboots with the new
image and becomes the redundant supervisor engine.
Software Configuration Guide—Release 12.2(25)SG
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M Manipulating Bootflash on the Redundant Supervisor Engine

This example shows how to perform a software upgrade:

Switch# config terminal

Switch(config)# config-register 0x2

Switch(config)# boot system flash slot0:cat4000-i5s-mz.122-20.EWA
Switch(config)# redundancy

Switch(config-red)# main-cpu

Switch(config-r-mc)# auto-syn standard

Switch(config-r-mc)# end

Switch# copy running-config start-config

Switch# redundancy reload peer

Switch# redundancy force-switchover

Switch#

This example illustrates how to verify that the running configuration on the active supervisor engine has

successfully synchronized with the redundant supervisor engine:

Switch# config terminal

Switch(config)# redundancy

Switch(config-red)# main-cpu

Switch(config-r-mc)# auto-sync standard

4d01h: %C4K_REDUNDANCY-5-CONFIGSYNC: The bootvar has been successfully synchronized to the
standby supervisor

4d01h: %$C4K_REDUNDANCY-5-CONFIGSYNC: The config-reg has been successfully synchronized to
the standby supervisor

4d01h: %C4K_REDUNDANCY-5-CONFIGSYNC: The startup-config has been successfully synchronized
to the standby supervisor

4d01h: %C4K_REDUNDANCY-5-CONFIGSYNC: The private-config has been successfully synchronized
to the standby supervisor

The example above shows that the boot variable, the config-register, and the startup configuration from
the active supervisor engine have successfully synchronized to the redundant supervisor engine.

Manipulating Bootflash on the Redundant Supervisor Engine

N

Note  The console port on the redundant supervisor engine is not available.

To manipulate the redundant supervisor engine bootflash, perform one or more of the following tasks:

Command Purpose

Switch# dir slaveslotO:target_ filename Lists the contents of the slotQ: device on the redundant
supervisor engine.

or:

Switch# dir slavebootflash:target_filename Lists the contents of the bootflash: device on the redundant
supervisor engine.

Switch# delete slaveslot0:target filename Deletes specific files from the slot0: device on the redundant
supervisor engine.

or:

Switch# delete slave bootflash:target_filename Deletes specific files from the bootflash: device on the
redundant supervisor engine.

Switch# squeeze slaveslotO:target_filename Squeezes the slot0: device on the redundant supervisor
engine.

or:

Switch# squeeze slavebootflash:target_filename Squeezes the bootflash: device on the redundant supervisor
engine.
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Manipulating Bootflash on the Redundant Supervisor Engine

Command

Purpose

Switch# format slaveslotO:target_filename

or:
Switch# format slavebootflash:target_filename

Formats the slot0: device on the redundant supervisor engine.

Formats the bootflash: device on the redundant supervisor
engine.

Switch# copy source_device:source_filename
slaveslot0: target_filename

or:
Switch# copy source_device:source_filename
slavebootflash: target_filename

Copies a file from the active supervisor engine to the slot0:
device on the redundant supervisor engine.

Copies a file to the bootflash: device on a redundant
supervisor engine.

Note Source could be the active supervisor engine or a TFTP server.
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CHAPTER 7

Environmental Monitoring and Power
Management

Before reading this chapter, read the "Preparing for Installation” section of the
Catalyst 4500 Series Installation Guide. It is important to ensure that your installation site has enough
power and cooling to accommodate the additional electrical load and heat introduced by PoE.

This chapter describes power management and environmental monitoring features in the Catalyst 4500
series switches. It provides guidelines, procedures, and configuration examples.

This chapter consists of the following major sections:
e Understanding Environmental Monitoring, page 7-1

e Power Management, page 7-3

For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco I0S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.

Understanding Environmental Monitoring

This section contains the following subsections:
e Using CLI Commands to Monitor your Environment, page 7-2
e System Alarms, page 7-2

Environmental monitoring of chassis components provides early warning indications of possible
component failure. This warning helps you to ensure the safe and reliable operation of your system and
avoid network interruptions.

This section describes how to monitor critical system components so that you can identify and rapidly
correct hardware-related problems.
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Using CLI Commands to Monitor your Environment

Use the show environment CLI command to monitor the system. This section gives a basic overview of
the command and keywords you will need.

Enter the show environment [alarm | status | temperature] command to display system status
information. Keyword descriptions are listed in Table 7-1.

Table 7-1  show environment Keyword Descriptions

Keyword Purpose
alarm Displays environmental alarms for the system.
status Displays field-replaceable unit (FRU) operational status and power

and power supply fan sensor information.

temperature Displays temperature of the chassis.

The following example shows how to display the environment conditions. This output indicates that the
power supplies are different. The switch will use only one power supply and disable the other.

Switch# show environment
no alarm

Chassis Temperature = 35 degrees Celsius
Chassis Over Temperature Threshold = 75 degrees Celsius
Chassis Critical Temperature Threshold = 95 degrees Celsius

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-2800AC AC 2800w good good good

= PS2 PWR-C45-1000AC AC 1000w err-disable good n.a.
*** Ppower Supplies of different types have been detected***
Switch#

Note

The system has two types of alarms: major and minor. A major alarm indicates a critical problem that
could lead to system shutdown. A minor alarm is informational—it alerts you to a problem that could
turn critical if corrective action is not taken.

When the system issues an alarm (major or minor) that indicates an over-temperature condition, the
switch does not cancel the alarm nor take any action (such as module reset or shutdown) for five minutes.
If the temperature falls 5 degrees Celsius below the alarm threshold during this period, the alarm is
canceled.

An LED on the supervisor indicates if an alarm has been issued. See Table 7-2 for more information.

Refer to the Catalyst 4500 Series Switch Module Installation Guide for information on LEDs, including
the startup behavior of the supervisor engine system LED.
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Table 7-2  Alarms for Supervisor Engine and Switching Modules

Alarm |Supervisor LED
Event Type Color Description and Action

Supervisor engine' temperature sensor |Major |Red Syslog message.

. 2
exceeds major threshold If the over-temperature condition is not corrected,

the system shuts down after 5 min.

Alarm threshold:
e Chassis critical temperature threshold = 95°C
Supervisor fails power on self-test Major |Red Syslog message.
(POST) The supervisor fails to come up.
Chassis fan tray fails Major |Red If not corrected, the system shuts down in 5 minutes.
Supervisor engine temperature sensor |Minor |Orange Syslog message.

exceeds minor threshold Monitor the condition.

Alarm threshold:

e Chassis over temperature threshold = 75°C

No problems None |Green

1. The Supervisor is not a distinct module on the Catalyst 4948 switch as it is on Catalyst 4500 series switches. See the Catalyst 4948 Installation Guide
for LED behavior on the Catalyst 4948 switch.

2. Temperature sensors monitor key supervisor engine components, including daughter cards.

Power Management

This section describes the power management feature in the Catalyst 4500 series switches and the
Catalyst 4006 switch, and it includes the following major sections:

e Power Management for the Catalyst 4948 Switches, page 7-3

e Power Management for the Catalyst 4500 Series Switches, page 7-4
e Power Management for the Catalyst 4006 Switch, page 7-16

e Power Consumption of Chassis Components, page 7-19

e Powering Down a Module, page 7-19

Power Management for the Catalyst 4948 Switches

You can select from AC or DC power supplies to ensure that you have enough power for your switch.
The Catalyst 4948 switches support the following power supplies:

- 300 W AC
- 300 W DC
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These power supplies are incompatible with Catalyst 4500 series switches. Since Power over Ethernet
(PoE) is not supported on the Catalyst 4948 switch, only a limited wattage is needed. (For information
on PoE, see Chapter 8, “Configuring Power over Ethernet.”) When you insert power supplies in your
switch, the EEPROM on the power supplies can be read by the system software even if the supply is not
powered on. You may mix AC and DC power supplies.

Power Management Modes

The Catalyst 4948 switches support the redundant power management mode. In this mode, if both power
supplies are operating normally, each provides from 20/80 to 45/55 percent of the total system power
requirements at all times. If one power supply fails, the other unit increases power to 100 percent of the
total power requirement.

Power Management for the Catalyst 4500 Series Switches

This section includes the following subsections:
e Supported Power Supplies, page 7-4
e Power Management Modes, page 7-5
e Selecting a Power Management Mode, page 7-6
e Power Management Limitations in Catalyst 4500 Series Switches, page 7-6
e Available Power for Catalyst 4500 Series Switches Power Supplies, page 7-12
e Special Considerations for the 1400 W DC Power Supply, page 7-12
e Special Considerations for the 1400 W DC SP Triple Input Power Supply, page 7-14

Supported Power Supplies

You can select from several different power supplies to ensure that you have enough power for the
modules installed in your switch. The Catalyst 4500 series switches support the following power
supplies:

e Fixed Wattage—These power supplies always deliver a fixed amount of PoE and system power.

— 1000 W AC—Supports up to 1000 W of system power. (Not recommended on the Catalyst
4510R switch, PoE not supported)

— 1400 W AC—Supports up to 1400 W system power. (PoE not supported)
— 2800 W AC—Supports up to 1400 W of system power and up to 1400 W of PoE.

e Variable Wattage—These power supplies automatically adjust the wattage to accommodate PoE and
system power requirements.

— 1300 W AC—Supports up to 1000 W of system power and 800 W of PoE, limited to a total of
1300 W.

— 1400 W DC—Supports up to 1400 W of system power and variable amounts of PoE, depending
on the input feed to the power supply. See “Special Considerations for the 1400 W DC Power
Supply” section on page 7-12 for more information.
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— 1400 W DC Service Provider—Uses up to three lines (12.5 A, 15 A, 15 A) of DC input and
delivers varying amounts of system power ranging from 400 W to 1400 W depending on the
lines powered. See “Special Considerations for the 1400 W DC SP Triple Input Power Supply”
section on page 7-14 for more information. (PoE not supported)

- 4200 W AC—Supports varying amounts of system power and PoE depending on the number of
inputs powered and input voltage.

Note  All Catalyst 4500 series switch AC-input power supplies require single-phase source AC. The source AC
can be out of phase between multiple power supplies or multiple AC-power plugs on the same power
supply because all AC power supply inputs are isolated. Each chassis power supply should have its own
dedicated branch circuit: 20A for North America and circuits sized to local and national codes for
International locations.

When you insert power supplies in your switch, use power supplies that are of the same wattage.
Multi-input power supplies such as 1400 W DC triple-input and 4200 W AC have additional restrictions.
Read the sections on special considerations for these power supplies. If you mix power supplies, the
switch will use the one it recognizes first and ignore the other power supply. The power supply status
displays as err-disable and the summary displays as all zeros (0) for wattage values in the output for the
show power command.
The following example shows the output for the show power command for mixed power supplies:
Switch# show power
Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-2800AC AC 2800w good good good
- PS2 PWR-C45-1000AC AC 1000w err-disable good n.a.
*** Power Supplies of different type have been detected***
Power supplies needed by system :1
Power supplies currently available :1
Power Summary Maximum
(in Watts) Used Available
System Power (12V) 328 1360
Inline Power (-50V) 0 1400
Backplane Power (3.3V) 10 40
Total Used 338 (not to exceed Total Maximum Available = 750)
Switch#
Power Management Modes

The Catalyst 4500 series switches support two power management modes:

e Redundant mode—Redundant mode uses one power supply as a primary power supply and the
second power supply as a back-up. If the primary power supply fails, the second power supply
immediately supports the switch without any disruption in the network. Both power supplies must
be the same wattage. A single power supply must have enough power to support the switch
configuration.

¢ Combined mode—Combined mode uses the power from all installed power supplies to support the
switch configuration power requirements. However, combined mode has no power redundancy. If a
power supply fails, one or more modules might shut down.
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Note  On the Catalyst 4510R switch, the 1000 W AC power supply is not enough to support redundant
mode for all possible configurations. It is able to support redundant mode for limited
configurations that require less than 1000 W.

Note  The 1400 W DC power supply supports combined mode for data power. It does not support
combined mode for PoE power.

Selecting a Power Management Mode

By default, a switch is set to redundant mode. In the show power command, if the power supplies
needed by system is 1, the switch is in redundant mode; if the power supplies needed by system is 2,
the switch is in combined mode.

Your switch hardware configuration will dictate which power supply or supplies you should use. For
example, if your switch configuration requires more power than a single power supply provides, use the
combined mode. In combined mode, however, the switch has no power redundancy. Consider the
following possibilities:

e The supervisor engine consumes 110 W, the fan boxes for the Catalyst 4503 switch consume 30 W
each, the fan boxes for the Catalyst 4506 and Catalyst 4507 switches consume 50 W each, the
backplane for the Catalyst 4503 and Catalyst 4506 switches consumes 10 W, and the backplane for
the Catalyst 4507 switch consumes 40 W.

e 1000 W can support a fully loaded Catalyst 4503 switch with no powered device support.
e 1300 W can support a fully loaded Catalyst 4503 switch with Cisco powered devices.

e FEach PoE port on a WS-X4148-RJ45V module requires 6.3 W. Five fully loaded WS-X4148-RJ45V
modules in a switch comprise 240 ports. This configuration requires 1512 W of PoE, plus 300 W for
the modules.

Power Management Limitations in Catalyst 4500 Series Switches
It is possible to configure a switch that requires more power than the power supplies provide. The two
ways you could configure a switch to exceed the power capabilities are as follows:
e The power requirements for the installed modules exceed the power provided by the power supplies.

If you insert a single power supply and then set the switch to combined mode, the switch displays
this error message:

Insufficient power supplies present for specified configuration.
This error message also displays in the output for the show power command. This error message

displays because, by definition, combined mode requires that two working power supplies be
installed in your switch.

If the power requirements for the installed modules exceeds the power provided by the power
supplies, the switch displays this error message:

Insufficient power available for the current chassis configuration.

This error message also appears in the show power command output.
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If you attempt to insert additional modules into your switch and exceed the power supply, the switch
immediately places the newly inserted module into reset mode, and the switch displays these error
messages:

Module has been inserted
Insufficient power supplies operating.

Additionally, if you power down a functioning switch and insert an additional module or change the
module configuration so that the power requirements exceed the available power, one or more
modules enter reset mode when you power on the switch again.

e The power requirements for the PoE exceed the PoE provided by the power supplies.

If you have too many IP phones drawing power from the system, power to IP phones is cut, and some
phones may be powered down to reduce the power requirements to match the power supplies.

In the first scenario (power requirements exceed the power supplied), the system attempts to resolve this
power usage limitation by evaluating the type and number of modules installed. During the evaluation
cycle, beginning from the bottom of the chassis, the system puts the modules that it is unable to support
(for lack of power) into reset mode. The supervisor engine and modules for which there is adequate
power always remain enabled, with no disruption of network connectivity. Modules placed in reset mode
still consume some power and can be removed from the chassis to further reduce power requirements. If
you configure the chassis correctly, the system will not enter the evaluation cycle.

A module in reset mode continues to draw power as long as it is installed in the chassis; you can use the
show power module command to determine how much power is required to bring the module online.

To compute the power requirements for your system and verify that your system has enough power, add
the power consumed by the supervisor engine module(s), the fan box(es), and the installed modules
(including PoE). For PoE, total the requirements for all the phones. See the “Powering Down a Module”
section on page 7-19 for more information on the power consumption for the various components of your
switch.

The 802.3af-compliant POE modules can consume up to 20 W of PoE to power FPGAs and other
hardware components on the module. Be sure to add at least 20 W to your PoE requirements for each
802.3af-compliant PoE module to ensure that the system has adequate power for the PDs connected to
the switch.

On the WS-X4148-RJ45V PoE module, PoE consumption cannot be measured. Therefore, for all PoE
calculations, the PoE consumption on this module is presumed to be equal to its administrative PoE.

You can use the show module command to verify which modules are active and which, if any, have been
placed in reset.

The following example shows the show module command output for a system with inadequate power
for all installed modules. The system does not have enough power for Module 5; the “Status” displays
it as “PwrDeny.”

If the PoE that is consumed by the module is more than 50 W above the PoE you allocated using the
power inline consumption default command, the “Status” displays as “PwrOver.” If the PoE consumed
by the module is more than 50 W above the POE module limit, the “Status” displays as “PwrFault.”

Switch# show module

Mod Ports Card Type Model Serial No.
e — - Bt ittt fmm e o m -
1 2 1000BaseX (GBIC) Supervisor (active) wsS-xX4014 JAB054109GH
2 6 1000BaseX (GBIC) WS-X4306 00000110
3 18 1000BaseX (GBIC) WS-X4418 JAB025104WK
5 0 Not enough power for module WS-X4148-FX-MT 00000000000
6 48 10/100BaseTX (RJ45) WS-X4148 JAB023402RP
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M MAC addresses Hw Fw Sw Status

1 0.5
2 0010.7bab.9920 to 0010.7bab.9925 0.2 Ok
3 0050.7356.2b36 to 0050.7356.2b47 1.0 ok
-> 5 0001.64fe.a930 to 0001.64fe.a95f 0.0 PwrDeny
6 0050.0£10.28b0 to 0050.0£10.28df 1.0 Ok
Switch#

Configuring Redundant Mode on a Catalyst 4500 Series Switch
By default, the power supplies in a Catalyst 4500 series switch are set to operate in redundant mode. To
effectively use redundant mode, follow these guidelines:
e Use two power supplies of the same type.

e If you have the power management mode set to redundant mode and only one power supply
installed, your switch will accept the configuration but operates without redundancy.

A

Caution  If you have power supplies with different types or different wattages installed in your switch, the switch
will not recognize one of the power supplies and will not have power redundancy.

e For fixed power supplies, choose a power supply that by itself is powerful enough to support the
switch configuration.

e For variable power supplies, choose a power supply that provides enough power so that the chassis
and PoE requirements are less than the maximum available power. Variable power supplies
automatically adjust the power resources at startup to accommodate the chassis and PoE
requirements. Modules are brought up first, followed by IP phones.

e The maximum available power for chassis and PoE for each power supply are listed in Table 7-3 on
page 7-12.

To configure redundant mode on your Catalyst 4500 series switch, perform this task:

Command Purpose

Step1  sSwitch# configure terminal Enters configuration mode.

Step 2 Switch(config)# power redundancy-mode redundant |Sets the power management mode to
redundant mode.

Step3  sSwitch(config)# end Exits configuration mode.
Step4  switch# show power supplies Verifies the power redundancy mode for
the switch.

Note  The power redundancy-mode redundant command is not supported on a Catalyst 4006 switch.

The following example shows how to set the power management mode to redundant mode.

Switch (config)# power redundancy-mode redundant
Switch (config)# end
Switch#
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The following example shows how to display the current power redundancy mode. The power supplies
needed by system: 1 indicates that the switch is in redundant mode.
Switch# show power supplies

Power supplies needed by system:1
Switch#

Configuring Combined Mode on a Catalyst 4500 Series Switch

Step 1
Step 2

Step 3
Step 4

Note

If your switch configuration requires more power than a single power supply can provide, set the power
management mode to combined mode. Combined mode utilizes the available power for both power
supplies; however, your switch will have no power redundancy.

To effectively use combined mode, follow these guidelines:
e Use power supplies of the same type and wattage (fixed or variable and AC or DC).

e If you use power supplies with different types or wattages, the switch will utilize only one of the
power supplies.

e For variable power supplies, choose a power supply that provides enough power so that the chassis
and PoE requirements are less than the maximum available power. Variable power supplies
automatically adjust the power resources at startup to accommodate the chassis and PoE
requirements.

e The 1400 W DC power supply does not support combined mode. If you set the power budget to 2,
the switch disregards this setting.

e If you have the power management mode set to combined mode and only one power supply installed,
your switch will accept the configuration, but power is available from only one power supply.

e When your switch is configured to combined mode, the total available power is not the mathematical
sum of the individual power supplies. The power supplies have a predetermined current sharing ratio
(See Table 7-3 on page 7-12 for more information.)

e The maximum available power for chassis and PoE for each power supply are listed in Table 7-3 on
page 7-12.

To configure combined mode on your Catalyst 4500 series switch, perform this task:

Command Purpose

Switch# configure terminal Enters configuration mode.

Switch(config)# power redundancy-mode combined Sets the power management mode to
combined mode.

Switch(config)# end Exits configuration mode.
Switch# show power supplies Verifies the power redundancy mode for
the switch.

The power redundancy-mode combined command does not work on a Catalyst 4006 switch.

The following example shows how to set the power management mode to combined mode.

Switch (config)# power redundancy-mode combined
Switch (config)# end
Switch#
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The following example shows how to display the current power redundancy mode. The power supplies
needed by system: 2 indicates that the switch is in combined mode.
Switch# show power supplies

Power supplies needed by system:2
Switch#

Insufficient Inline Power Handling for Supervisor Engine lI-TS

When the Supervisor Engine II+TS is used with the 1400 W DC power supply (PWR-C45-1400DC), and
only one 12.5 A input of the power supply is used, the supervisor engine’s power consumption may vary
depending on the type of linecard used and on whether a linecard is inserted at slots 2 and 3. The power
consumption varies between 155 W and 330 W, which also affects the maximum amount of available
inline power through the supervisor engine (0 W to 175 W). Consequently, it is possible for the
supervisor engine to deny inline power to a connected inline power device when one or more linecards
are inserted into the chassis.

The output of the show power detail and show power module commands reveals the variable amount
of power consumption attributable to the supervisor engine and summarizes the supervisor engine’s
inline power.

Switch# show power detail
show power detail

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1l PWR-C45-1400DC DCSP1400W good good n.a.
PS1-1 12.5A good
PS1-2 15.0A off
PS1-3 15.0A off
PS2 none -- -= -= -=
Power supplies needed by system 1
Power supplies currently available : 1
Power Summary Maximum
(in Watts) Used Available
System Power (12V) 360 360
Inline Power (-50V) 0 0
Backplane Power (3.3V) 0 40
Total 360 400

Module Inline Power Summary (Watts)
(12V -> -48V on board conversion)

Maximum
Mod Used Available
1 5 25
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Watts Used of System Power (12V)

Mod Model currently out of reset 1in reset
1 WS-X4013+TS 180 180 180
2 WS-X4506-GB-T 60 60 20
3 WS-X4424-GB-RJ45 90 90 50
-- Fan Tray 30 - -
Total 360 330 250
Watts used of Chassis Inline Power (-50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device Efficiency
2 WS-X4506-GB-T 0 0 0 0 89
3 WS-X4424-GB-RJ45 - - - - -
Total 0 0 0 0

Watts used of Module Inline Power (12V -> -50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device Efficiency

Switch# show power module
sh power module
Watts Used of System Power (12V)

Mod Model currently out of reset 1in reset
1 WS-X4013+TS 180 180 180
2 WS-X4506-GB-T 60 60 20
3 WS-X4424-GB-RJ45 90 90 50
-- Fan Tray 30 -= -=
Total 360 330 250
Watts used of Chassis Inline Power (-50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device Efficiency
2 WS-X4506-GB-T 0 0 0 0 89
3 WS-X4424-GB-RJ45 - - - - -
Total 0 0 0 0

Watts used of Module Inline Power (12V -> -50V)
Inline Power Admin Inline Power Oper

Mod Model PS Device PS Device Efficiency
1 WS-X4013+TS 6 5 3 3 90
Switch#
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Available Power for Catalyst 4500 Series Switches Power Supplies

Table 7-3 lists the power available for use in the various Catalyst 4500 series switches power supplies.
When your switch is configured to combined mode, the total available power in not the mathematical
sum of the individual power supplies. The power supplies have a sharing ratio predetermined by the
hardware. In combined mode, the total power available is P + (P * sharing-ratio), where P is the amount
of power in the power supply.

Table 7-3  Available Power for Switch Power Supplies

Power Supply Redundant Mode (W) Combined Mode (W) Sharing Ratio
1000 W AC Chassis! = 1000 Chassis = 1667 2/3
PoE =0 PoE =0
1300 W AC Chassis (max) = 1000 Chassis (min) = 767 2/3
PoE (max) = 800 PoE (max) = 1333
Chassis + PoE + Backplane < |Chassis (max) = 1667
1300 PoE (min) = 533
Chassis + PoE +
Backplane < 2200
1400 W DC Chassis (min) = 200 Chassis = 2267* Chassis—2/3
Chassis (max) = 1360 PoE’ PoE—0
PoE (max)? = (DC Input? -
[Chassis (min) + Backplane] /
0.75) * 0.96
1400 W AC Chassis = 1360 Chassis = 2473 9/11
PoE = 0° PoE =0
2800 W AC Chassis = 1360 Chassis = 2473 Chassis’—9/11
PoE = 1400 PoE = 2333 PoE®—2/3

1. Chassis power includes power for the supervisor(s), all line cards, and the fan tray.
2. The efficiency for the 1400 W DC power supply is 0.75, and 0.96 is applied to PoE.

bl

for the 1400 W DC Power Supply” on page 12.

Not available for PoE.
Not available for PoE.
No voice power.

Data-only.

® N vk

Inline power.

Special Considerations for the 1400 W DC Power Supply

A

DC input can vary for the 1400 W DC power supply and is configurable. For more information, see

Special Considerations

Caution

short-term emergency. Doing so can seriously damage your switch.

Do not mix the 1400 W DC power supply with any other power supply, even for a hot swap or other
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Keep in mind the following guidelines when using a 1400 W DC power supply with your Catalyst 4500
series switch:

The 1400 W DC power supply works with a variety of DC sources. The DC input can vary from
300 W to 7500 W. Refer to the power supply documentation for additional information.

The supervisor engine cannot detect the DC source plugged into the 1400 W DC power supply. If
you are using the 1400 W DC power supply, use the power dc input command to set the DC input
power. For more information on this command, see the “Configuring the DC Input for a Power
Supply” section on page 7-13.

The software automatically adjusts between system power (for modules, backplane, and fans) and
PoE. Although PoE is 96 percent efficient, system power has only 75 percent efficiency. For
example, each 120 W of system power requires 160 W from the DC input. This requirement is
reflected in the “Power Used” column of the output for the show power available command.

The 1400 W DC power supply does not support combined mode. If you set the power budget to 2
(combined mode), the switch allows you to configure combined modes but disregards the setting and
remains in redundant mode.

The 1400 W DC power supply has a separate power on or off switch for PoE. The power supply fan
status and main power supply status are tied together. If either of them fails, both the power supply
and its fan report as bad/off. You should verify that the main power is on before turning on the power
for the inline switch. In addition, you should verify that the power for the inline switch is off before
turning off the main power.

Configuring the DC Input for a Power Supply

Step 1
Step 2
Step 3

To configure the DC input power for the 1400 W DC power supply or a power shelf, perform this task:

Command Purpose

Switch# configure terminal Enters configuration mode
Switch(config)# power dc input watts Sets the capacity of the DC input source.
Switch(config)# end Exits configuration mode.

The same configuration is applied to both power slots. For example, if you set the dec power input to
1000 W, the switch expects 1000 W as the external DC source for both slot land slot 2 (if present)
respectively.

The following example shows how to set the external DC power source to 1000 W:

Switch# configure terminal

Switch (config)# power dc input 1000
Switch (config)# end

Switch#

If you use the 1400 W DC SP power supply in combined mode, the inputs do not have to match.
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Special Considerations for the 1400 W DC SP Triple Input Power Supply

Unlike the 1400 W DC power supply, the 1400 W DC SP power supply has sub-modules (multiple
inputs) that can be powered on or off. With Release 12.2(25)EW, the output of the show power command
is modified to display the status of these sub-modules:

Switch# show power

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-1400DC DCSP1400W good good n.a.
PS1-1 12.5A good

PS1-2 15.0A bad

PS1-3 15.0A off

PS2 none -- -- -= -=

Keep in mind the following guidelines when using a 1400 W DC SP power supply with your Catalyst
4500 series switch:

e  When you use two 48 V power rails to drive two power supplies, you might employ cross-wiring to
connect the power supplies (to rails) to minimize the "inrush" current drawn during an initial power
up. In this situation, you should configure the switch in combined mode before you take a rail down
for maintenance.

e Ordinarily, when configured for redundancy, two power supplies must be matched (have identical
inputs). For example, you might provide power to inputs 1 and 3 on both PS1 and PS2. If power
supplies are mismatched upon bootup, the right (second) power supply will be in err-disable state.

In a matched redundant power supply configuration, if a power supply sub-module fails, the other (good)
power supply will provide power to its full capability.

Special Considerations for the 4200 W AC Power Supply

The 4200 W AC power supply has two inputs: each can be powered at 110 or 220 V.

The output of the show power command for the 4200 W AC power supply is similar to that of 1400 W
DC triple-input power supply (that is, the status of the sub-modules (multiple inputs) is displayed). With
these two power supplies, you can distinguish sub-module “failed” versus “off,” and the status of the
sub-modules (good, bad, or off):

Switch# show power

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-4200ACV AC 4200w good good good
PS1-1 220V good

PS1-2 off

PS2 PWR-C45-4200ACV AC 4200w bad/off good bad/off
PS2-1 220V good

PS2-2 220V bad

Power supplies needed by system 1

Power supplies currently available : 2
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Power Summary Maximum
(in Watts) Used Available
System Power (12V) 140 1360
Inline Power (-50V) 0 1850
Backplane Power (3.3V) 0 40
Total 140 (not to exceed Total Maximum Available = 2100)

Switch# show power
[ )

As with other power supplies, the two power supplies must be of the same type (4200 W AC or 1400 W
DC). Otherwise, the right power supply will be put in err-disable state and the left one will be selected.
In addition, all the inputs to the chassis must be at the same voltage. In redundant mode, the inputs to
the left and right power supplies must be identical. If the left and right power supplies are powered in
redundant mode, the power values will be based on the weaker of the two power supplies.

When the system is powered with a 4200 W power supply either in 110V or 220V combined mode
operation, the available power is determined by the configuration of the system (the type of line cards,
the number of line cards, number of ports consuming inline power etc.) and does not reflect the absolute
maximum power.

In a matched redundant power supply configuration, if a power supply sub-module fails, the other (good)
power supply will provide power to its full capability.

Table 7-4 illustrates how power supply is evaluated in redundant mode.

Table 7-4  Power Output in Redundant Mode

Power Supply 12V 33V 50V |Total
110V 660 40 700 1050
110 V+110 V 1360 40 1850 |2100
or 220V

220 V+220 V 1360 40 3700 4200

In combined mode, all the inputs to the chassis must be at the same voltage.

Table 7-5 illustrates how power supply is evaluated in combined mode.

Table 7-5 Power Output in Combined Mode

Power Supply 122V 33V 50V Total
Both sides (bays) at 110 V 1200 40 1200 1873
One-side 110 V+110 V, 1360 40 2000 2728
other side 110 V

Both sides at 110 V+110 V 1360 40 3100 3782
Both sides at 220 V 1360 40 3100 3782
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Table 7-5 Power Output in Combined Mode (continued)

Power Supply 12V 33V 50V Total
One-side 220 V+220 V, 1360 40 4700 5493
other side 220 V

Both sides at 220 V+220 V 1360 40 6800 7600

Power Management for the Catalyst 4006 Switch

The power management feature for the Catalyst 4006 switch is designed to support an optimized
Catalyst 4006 chassis with a limited module configuration on a reduced number of power supplies.

The Catalyst 4006 chassis supports only the 400 W AC, 400 W DC, and 650 W DC power supplies and
allows you to mix AC-input and DC-input power supplies in the same chassis. In systems with redundant
power supplies, both power supplies should be of the same wattage. If you mix a 400 W power supply
and a 650 W power supply, the switch performs as if there were two 400 W power supplies. For detailed
information on supported power supply configurations for each chassis, refer to the Catalyst 4000 Series
Installation Guide.

Each Catalyst 4500 series module has different power requirements; thus, some switch configurations
require more power than 1+1 redundancy mode (a single power supply) can provide. In those
configurations, redundancy requires three power supplies. Redundant and nonredundant power
configurations are discussed in later sections of this chapter.

The Catalyst 4006 switch contains holding bays for up to three power supplies. You need two primary
power supplies to operate a fully loaded Catalyst 4006 chassis. You can set the power redundancy to two
primary plus one redundant power supply (2+1 redundancy mode) or to one primary plus one redundant
power supply (1+1 redundancy mode). The 1+1 redundancy mode might not support a fully loaded
chassis.

If your switch has only two power supplies and is in 2+1 redundancy mode (the default mode), there is
no redundancy. You can create redundancy with only two power supplies by setting the power
redundancy to operate in 1+1 redundancy mode (one primary plus one redundant power supply).
However, 1+1 redundancy will not support all configurations.

The 1+1 redundancy mode is designed and optimized for the following hardware configurations:

* One Catalyst 4006 chassis with a WS-X4014 supervisor engine with two 400 W power supplies (in
1+1 redundancy mode) and four WS-X4148-RJ or WS-X4148-RJ21 modules

* One Catalyst 4006 chassis with a WS-X4014 supervisor engine with two 650 W power supplies (in
1+1 redundancy mode) and five WS-X4148-RJ or WS-X4148-RJ21 modules

Although other configurations are possible, we do not recommend that you use them without careful
consideration of the power usage in the system. For example, other similar and possible configurations
may consist of four modules that consume less power, and the total module power usage does not exceed
the absolute maximum power usage for the system.

The supervisor engine uses 110 W, the fan box uses 25 W, and the backplane does not consume any
power. The system total load for the modules + supervisor + fan cannot total more than the power
supplied by the power supply. The 1+1 redundancy mode might not support a fully loaded chassis and,
therefore, one slot of the chassis might be empty. An attempt to use five modules risks an
oversubscription of available power.

If you opt to use the 1+1 redundancy mode, the type and number of modules supported are limited by
the power available from a single power supply. To determine the power consumption for each module
in your chassis, see the “Powering Down a Module” section on page 7-19.
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To choose a 1+1 redundancy configuration, you must change the system configuration from the default
2+1 redundancy mode to 1+1 redundancy mode by using the power supplies required 1 command. The
power supplies required 1 command sets the power redundancy to 1+1 redundancy mode. In the 1+1
redundancy mode, the nonredundant power available to the system is the power of the single weakest
power supply. The second power supply installed in your switch provides full redundancy.

Limitations of the 1+1 Redundancy Mode

If you attempt to configure the system to operate in 1+1 redundancy mode, and you have more modules
installed in the chassis than a single power supply can handle, the system displays the following error
message:

Insufficient power supplies for the specified configuration

This message will also appear in the show power command output.

If you are already operating in 1+1 redundancy mode with a valid module configuration and you attempt
to insert additional modules that require more power than the single power supply provides, the system
immediately places the newly inserted module into reset mode and issues these error messages:

Module has been inserted
Insufficient power supplies operating

Additionally, if a chassis that has been operating in 1+1 redundancy mode with a valid module
configuration is powered down, and you insert a module or change the module configuration
inappropriately and power on the switch again, the module(s) in the chassis (at boot up) that require more
power than is available, are placed into reset mode.

A module in reset mode continues to draw power as long as it is installed in the chassis and as long as
the show module command output indicates that there is not enough power for the module to be brought
out of reset mode.

A single power supply provides 400 W or 650 W. Two 400 W power supplies provide 725 W. Two 650 W
power supplies supply only 750 W. The 750 W limit is a restriction on the power supply cooling capacity
for the Catalyst 4006 switches.

If you mix a 400 W power supply and a 650 W power supply, the switch performs as if there were two
400 W power supplies. If you have one 400 W power supply and one 650 W power supply in 1+1
redundancy mode, and a second 650 W power supply is set as the backup, the system performs as if there
were 400 W. If the 400 W power supply fails, the backup 650 W power supply comes into service;
however, the switch still has only 400 W available. You need to remove the failed 400 W power supply
for the switch to make use of the 650 W available.

To compute the power requirements for your system and verify that your system has enough power, add
up the power consumed by the supervisor engine module, the fan box, and the installed modules. (See
the “Powering Down a Module” section on page 7-19 for more information on the power consumption
for the various components of your switch.) For 1+1 redundancy mode, verify that the total is less than
400 W or 650 W, depending on the power supplies installed in your switch. The following examples are
provided to further explain the use of power supplies.

The following configuration requires a minimum of 395 W:
e WS-X4014 supervisor engine—110 W
e Four WS-X4148-RJ modules—65 W each (260 W total—the optimized module configuration)
e Fan tray—25 W

This configuration requires less than the maximum that a single power supply can provide in 1+1
redundancy mode.

| oL-7659-03

Software Configuration Guide—Release 12.2(25)SG
| g 717 |



Chapter7  Environmental Monitoring and Power Management |

M Power Management

The following configuration requires more power than a single 400 W power supply can provide:
e WS-X4014 supervisor engine—110 W
e Two WS-X4148-RJ modules in slots 2 and 3—65 W each (130 W total)
e Two WS-X4448-GB-LX modules in slots 4 and 5—90 W each (180 W total)
e Fan tray—25 W

This configuration requires 445 W and cannot be used in 1+1 redundancy mode for a 400 W power
supply. A single 650 W power supply provides enough power for 1+1 redundancy mode for this
configuration.

The following configuration requires more power than either a single 400 W or 650 W power supply can
provide:

e WS-X4014 supervisor engine—110 W
e Five 48-port I00BASE-FX modules in slots 2 through 6—120 W each (600 W total)
e Fan box—25 W

This configuration requires 735 W and cannot be used in 1+1 redundancy mode for either a 400 W or
650 W power supply.

Remember, when considering the 1+1 redundancy mode, you must carefully plan the configuration of
the module power usage of your chassis. An incorrect configuration will momentarily disrupt your
system during the evaluation cycle. To avoid this disruption, carefully plan your configuration to ensure
that it is within the power limits, or return to the default 2+1 redundancy configuration by installing a
third power supply in your switch and setting the power redundancy to 2+1 redundancy mode.

Use the power supplies required 2 command to set the power redundancy to the 2+1 redundancy mode.

Setting the Power Redundancy Mode

Step 1
Step 2
Step 3
Step 4

Note

To configure the power redundancy mode on a Catalyst 4006 switch, perform this task:

Command Purpose

Switch# configure terminal Enters configuration mode.

Switch(config)# power supplies required {1 | 2} |Sets the power redundancy mode.

Switch(config)# end Exits configuration mode.

Switch# show power Verifies the power redundancy mode and the
current power usage for the switch.

The power supplies required command is not supported on a Catalyst 4500 series switch.

The default power redundancy mode is 2 (2+1) redundancy mode.

The following example shows how to set the power redundancy mode to 1 (1+1 redundancy mode).

Switch (config)# power supplies required 1
Switch (config)# end
Switch#
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The following example shows how to display the current power status of system components and the
power redundancy mode. The Power supplies needed by system: 1 indicates that the switch is in 1+1
redundancy mode:

Switch# show power supplies

Power supplies needed by system:1
Switch#

The following example shows the show module command output for a system with inadequate power
for all installed modules. The system does not have enough power for Module 5; the “Status” displays
it as “PwrDeny.”

Switch# show module

Mod Ports Card Type Model Serial No.
e — - Bt ittt fmm e o m -
1 2 1000BaseX (GBIC) Supervisor (active) wsS-xX4014 JAB054109GH
2 6 1000BaseX (GBIC) WS-X4306 00000110
3 18 1000BaseX (GBIC) WS-X4418 JAB025104WK
5 0 Not enough power for module WS-X4148-FX-MT 00000000000
6 48 10/100BaseTX (RJ45)V, Cisco/IEEE WS-X4248-RJ45V JAB074804LE
M MAC addresses Hw Fw Sw Status
B Tt Fom b m o Fmm - B it

1 0.5 12.1(11br)EW 12.1(20020313:00 Ok

2 0.2 Ok

3 0050.7356.2b36 to 0050.7356.2b47 1.0 Ok

5 0.0 PwrDeny
2.0 Ok

o
o
o
o
o
[}
Q
Q
o
o
Q
Q
o
o
o
o
o
o
[oN)
[0}
Q
Q
o
Q
Q
[0}
h

Switch#

Power Consumption of Chassis Components

For power consumption of all Catalyst 4000/4500 family modules, see Appendix A, Specifications, in the
Catalyst 4500 Series Module Installation Guide.

Enter the show power command to display the current power redundancy and the current system power
usage.

Powering Down a Module

If your system does not have enough power for all modules installed in the switch, you can power down
a module, and place it in reset mode. To power down a module, perform this task:

Command Purpose

Switch(config)# no hw-module module num power Turns power down to the Specified module by
placing it in reset mode.

To power on a module that has been powered down, perform this task:

Command Purpose

Switch(config)# hw-module module num power Turns power on to the specified module.
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This example shows how to power down module 6:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# no hw-module module 6 power

Switch(config)# end

Switch#
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CHAPTER

Configuring Power over Ethernet

Before reading this chapter, read "Preparing for Installation” section of the
Catalyst 4500 Series Installation Guide. It is important to ensure that your installation site has enough
power and cooling to accommodate the additional electrical load and heat introduced by PoE.

This chapter describes how to configure Power over Ethernet (PoE) on the Catalyst 4500 series switch.
This chapter contains the following sections:

e Power Management Modes, page 8-2

e Configuring Power Consumption for Powered Devices on an Interface, page 8-3

e Displaying the Operational Status for an Interface, page 8-6

¢ Displaying the PoE Consumed by a Module, page 8-7

The Catalyst 4500 series switch provides support for Power over Ethernet (PoE) for both Cisco
Prestandard PoE and the IEEE 802.3af standard (ratified in 2003). PoE is supported by all Catalyst 4500
series chassis and requires a POE module and power supply. The amount of PoE power available depends
on the PoE capabilities of individual power supplies. Support for PoE allows the system to power inline
devices, such as IP phones, IP video phones, and wireless access points over standard copper cabling
(Category 5, Se, or 6 cabling).

In addition, with PoE, you do not need to provide wall power for each PoE enabled device. This
eliminates the cost for additional electrical cabling that would otherwise be necessary for connected
devices. Moreover, PoE allows you to isolate critical devices on a single power system, enabling the
entire system to be supported by UPS backup.

You typically deploy a Catalyst 4500 series switch in one of two deployment scenarios. The first scenario
is data-only, which requires power to operate the switch and the associated modules. The second scenario
supports data and PoE (also termed “inline power”) for deployments where the attached device derives
power from the Ethernet port.

Catalyst 4500 series switches can sense if a powered device is connected to a PoE module. They can
supply PoE to the powered device if there is no power on the circuit. (If there is power on the circuit, the
switch does not supply it.) The powered device can also be connected to an AC power source and supply
its own power to the voice circuit.

For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco I0S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.
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Power Management Modes

If your switch has a module capable of providing PoE to end stations, you can set each interface on the
module to automatically detect and apply PoE if the end station requires power.

The Catalyst 4500 series switch has three PoE modes:

e auto—PoE interface. The supervisor engine directs the switching module to power up the interface
only if the switching module discovers the phone and the switch has enough power. You can specify
the maximum wattage that is allowed on the interface. If you do not specify a wattage, then the
switch will deliver no more than the hardware-supported maximum value. This mode has no effect
if the interface is not capable of providing PoE.

e static—High priority PoE interface. The supervisor engine preallocates power to the interface, even
when nothing is connected, guaranteeing that there will be power for the interface. You can specify
the maximum wattage that is allowed on the interface. If you do not specify a wattage, then the
switch preallocates the hardware-supported maximum value. If the switch does not have enough
power for the allocation, the command will fail. The supervisor engine directs the switching module
to power up the interface only if the switching module discovers the powered device.

e never—Data interface only The supervisor engine never powers up the interface, even if an
unpowered phone is connected. This mode is only needed when you want to make sure power is
never applied to a PoE-capable interface.

The switch can measure the actual PoE consumption for an 802.3af-compliant PoE module, and displays
this in the show power module command. However, it cannot display the consumption of an individual
interface on an 802.3af-compliant POE module.

PoE consumption cannot be measured on the WS-X4148-RJ45V PoE module. Therefore, for all PoE
calculations, the PoE consumption on this module is presumed to be equal to its administrative PoE.

For more information, see the “Displaying the POE Consumed by a Module” section on page 8-7.

For most users, the default configuration of “auto” works well, providing plug and play capability. No
further configuration is required. However, to make an interface higher priority or data only, or to specify
a maximum wattage, perform this task:

Command Purpose

Step1  Switch(config)# interface {fastethernet | Selects the interface to configure.
gigabitethernet} slot/port

Step2  Switch(config-if)# power inline {auto [max The auto keyword sets the interface to automatically detect
milli-watts] | never | static [max and supply power to the powered device. This is the default

milli-watts i i
1111-w 13 configuration.

The static keyword sets the interface to higher priority than
auto.

If necessary, you can use the max keyword to specify the
maximum wattage allowed on the interface (4000 to 15400
milliwatts).

Use the never keyword to disable detection and power for
the PoE capable interface.

Step3  switch(config-if)# end Exits configuration mode.

Step4  Switch# show power inline {fastethernet | Displays the PoE state for the switch.
gigabitethernet} slot/port
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If you set a non-PoE-capable interface to automatically detect and apply power, an error message
indicates that the configuration is not valid.

The following example shows how to set the Fast Ethernet interface 4/1 to automatically detect PoE and
send power through that interface:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface fastethernet 4/1
Switch(config-if)# power inline auto

Switch(config-if)# end

This example shows how to verify the PoE configuration for the Fast Ethernet interface 4/1:

Switch# show power inline fastethernet 4/1
Available:677 (w) Used:11(w) Remaining:666 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device
Fad/1l auto on 11.2 10.0 Ieee PD 0

Interface AdminPowerMax AdminConsumption
(Watts) (Watts)

Fad/1 15.4 10.0

Switch#

The following example shows how to configure an interface so that it never supplies power through the
interface:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface fastethernet 5/2
Switch(config-if)# power inline never

Switch(config-if)# end

Switch#

Configuring Power Consumption for Powered Devices on an Interface

Overview

This section contains the following subsections:
e Overview, page 8-3
e Intelligent Power Management, page 8-5

e PoE and Supported Cabling Topology, page 8-5

By default, when the switch detects a powered device on an interface, it assumes the powered device
consumes the maximum the port can provide (7 W on a legacy Power over Ethernet (PoE) module and
15.4W on the IEEE PoE modules introduced in Release 12.2(18)EW). Then, when the switch receives a
CDP packet from the powered device, the wattage automatically adjusts downward to the specific
amount required by that device. Normally, this automatic adjustment works well, and no further
configuration is required or recommended. However, you can specify the powered device’s consumption
for the entire switch (or for a particular interface) to provide extra functionality from your switch. This
is useful when CDP is disabled or not available.
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|
A )
Note  When manually configuring the consumption for powered devices, you need to account for the power
loss over the cable between the switch and the powered device.
To change the power consumption for the entire switch, perform this task:
Command Purpose
Step1  Switch(config)# [no] power inline consumption |Sets the POE consumption (in milliwatts) of all powered

default milli-watts

devices connected to the switch. The power consumption can
range from 4000 to 15,400.

To re-enable the automatic adjustment of consumption,
either use the no keyword or specify 15,400 milliwatts.

Step2 Switch(config)# end

Exits configuration mode.

Step 3 Switch# show power inline consumption default

Displays the administrative POE consumption of powered
devices connected to the switch. The administrative PoE is
not the measured PoE value.

This example shows how to set the default POE consumption of all powered devices connected to the

switch to 5000 milliwatts:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# power inline consumption default 5000

Switch(config)# end
Switch#

This example shows how to verify the PoE consumption:

Switch# show power inline consumption default

Default PD consumption : 5000 mW
Switch#

To change the power consumption of a single powered device, perform this task:

Command

Purpose

Step 1 Switch(config)# interface {fastethernet |
gigabitethernet} slot/port

Selects the interface to configure.

Step2 Switch(config-if)# [no] power inline
consumption milli-watts

Sets the PoE consumption (in milliwatts) of the powered
device connected to a specific interface. The power
consumption can range from 4000 to 15,400.

To re-enable the automatic adjustment of consumption,
either use the no keyword or specify 15,400 milliwatts.

Step3  Switch(config-if)# end

Exits configuration mode.

Step4 Switch# show power inline consumption
{fastethernet | gigabitethernet} slot/port

Displays the PoE consumption for the interface.
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This example shows how to set the POE consumption to 5000 milliwatts for Fast Ethernet interface 4/1
regardless what is mandated by the 802.3af class of the discovered device, or by any CDP packet
received from the powered device:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface fastethernet 4/1
Switch(config-if)# power inline consumption 5000
Switch(config-if)# end

Switch#

This example shows how to verify the PoE consumption for a given interface:

Switch# show power inline fastethernet 4/1
Available:677 (w) Used:11(w) Remaining:666 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device
Fad/1l auto on 11.2 10.0 Ieee PD 0

Interface AdminPowerMax AdminConsumption
(Watts) (Watts)

Fad/1l 15.4 10.0
Switch#

Intelligent Power Management

All Catalyst 4500 PoE-capable modules use Intelligent Power Management to provision power on each
interface. When a powered device (PD) is attached to a PoE-capable port, the port will detect the PD and
provision power accordingly. If a Cisco PD is used, the switch and PD negotiate power using CDP
packets to determine the precise amount of power needed by the PD. If the PD is 802.3af compatible,
the difference between what is mandated by the 802.3af class and what is actually needed by the PD is
returned to the power budget for use by additional devices. In this way, power negotiation allows
customers to stretch their power budget and use it more effectively.

Power negotiation also enables the interoperability of newer Cisco powered devices with older legacy
PoE-capable ports from Cisco. Newer Cisco PDs do not consume more than what the switch port can
provide.

PoE and Supported Cabling Topology

When using PoE, pairs 2 and 3 (pins 1, 2, 3, and 6) of the four pairs in a standard UTP cable are used
for both the Ethernet data signals and the DC power at the same time. In DC, PoE flows from pair 3 (pins
3 and 6) to the device using PoE and back to pair 2 (pins 1 and 2) while the Ethernet port transmits
differential signals in pair 2 (between pins 1 and 2). This method of supplying DC power is sometimes
called “phantom power” because the power signals travel over the same two pairs used to transmit
Ethernet signals. The inline power signals are transparent to the Ethernet signals and do not interfere
with each other. The main electrical parameter that affects inline power operation and performance is the
DC resistance of the cable. The inline power method is designed to work with category 3 cable and
above, up to 100 meters.

PoE has been tested and found to work with the IBM Token Ring STP cable (100 meters) when used
with a Token Ring to Fast Ethernet adapter.
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When you use PoE modules with type 1/2 shielded twisted pair (STP) cable configurations (90 and 125 |
meters), the modules perform the same as with Category 5 cable for the IEEE 802.3af standard at 10 and
100 Mbps. |

The following adapters have been tested and are the only ones supported by Cisco:

e LanTel Silver Bullet (SB-LN/VIP-DATA adapter)

e BIP-1236/S (BATM)

e RIT P/N 13712017

e RIT balun with integrated unshielded twisted pair (UTP) cable, 6 and 24 foot lengths
The following topology is supported:

Figure 8-1 Supported Adapter Topology

Powered
Catglyst 4500 Balun Balun Device ©
series switch | UTP Cable Type 1/2 UTP Cable | (Cisco IP Phone) |8
STP Cable =

In Figure 8-1, a Catalyst 4500 series switch is connected to a balun through a short length of Category
5 UTP cable. Type 1 or Type 2 STP cable connects this balun to a second balun. A short length of
Category 5 UTP cable connects the second balun to another Powered Device (such as a Cisco IP phone).

Displaying the Operational Status for an Interface

Each interface has an operational status which reflects the PoE status for an interface. The operational
status for an interface is defined as one of the following:

e on—Power is supplied by the port.

e off—Power is not supplied by the port. If a powered device is connected to an interface with external
power, the switch does not recognize the powered device. The “Device” column in the show power
inline command displays as n/a.

e Power-deny—The supervisor engine does not have enough power to allocate to the port, or the
power that is configured for the port is less than the power required by the port; power is not being
supplied by the port.

e crr-disable—The port is unable to provide power to the connected device that is configured in static
mode.

e faulty—The port failed diagnostics tests.

You can use the show power inline command to view the operational status for an interface.
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This example shows how to display the operational status for all interfaces on module 3.

Switch# show power inline module 3
Available:677 (w) Used:117(w) Remaining:560 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device
Fa3/1 auto on 17.3 15.4 Ieee PD 0
Fa3/2 auto on 4.5 4.0 Ieee PD 1
Fa3/3 auto on 7.1 6.3 Cisco IP Phone 7960 0
Fa3/4 auto on 7.1 6.3 Cisco IP Phone 7960 n/a
Fa3/5 auto on 17.3 15.4 Ieee PD 0
Fa3/6 auto on 17.3 15.4 Ieee PD 0
Fa3/7 auto on 4.5 4.0 Ieee PD 1
Fa3/8 auto on 7.9 7.0 Ieee PD 2
Fa3/9 auto on 17.3 15.4 Ieee PD 3
Fa3/10 auto on 17.3 15.4 Ieee PD 4
Fa3/11 auto off 0 0 n/a n/a
Fa3/12 auto off 0 0 n/a n/a
Fa3/13 auto off 0 0 n/a n/a
Fa3/14 auto off 0 0 n/a n/a
Fa3/15 auto off 0 0 n/a n/a
Fa3/16 auto off 0 0 n/a n/a
Fa3/17 auto off 0 0 n/a n/a
Fa3/18 auto off 0 0 n/a n/a
Totals: 10 on 117.5 104.6
Switch#

This example shows how to display the operational status for Fast Ethernet interface 4/1:

Switch#show power inline fa4/1
Available:677 (w) Used:11(w) Remaining:666 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device
Fad/1l auto on 11.2 10.0 Ieee PD 0

Interface AdminPowerMax AdminConsumption
(Watts) (Watts)

Fad/1l 15.4 10.0
Switch#

Displaying the PoE Consumed by a Module

The switch can measure the actual PoE consumption for an 802.3af-compliant PoE module, and it
displays the measured PoE in both the show power module and show power detail commands.
However, the switch cannot display the consumption of an individual interface on an 802.3af-compliant
PoE module, nor can it measure the actual PoE consumption for the WS-X4148-RJ45V module.
Therefore, for all PoE calculations, the POE consumption on the WS-X4148-RJ45V module is presumed
to be equal to its administrative PoE.
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The 802.3af-compliant POE modules can consume up to 20 W of PoE to power FPGAs and other
hardware components on the module. Be sure to add at least 20 W to your PoE requirements for each
802.3af-compliant PoE module to ensure that the system has adequate power for the PDs connected to
the switch.

The example below displays the PoE consumption for an 802.3af-compliant module using the show
power module command.

The “Inline Power Oper” column displays the amount of PoE consumed by the powered devices that are
attached to the module, in addition to the PoE consumed by the FPGAs and other hardware components
on the module. The “Inline Power Admin” column displays only the amount of PoE allocated by the
powered devices attached to the module.

Note  The operating PoE consumption for an 802.3af-compliant module can be non-zero, even when there are
no powered devices attached to the module, because of the PoE consumed by FPGAs and other hardware
components on the module. In addition, the operating PoE can vary due to fluctuations in the PoE
consumed by the hardware components.

Switch# show power module

Watts Used of System Power (12V)

Mod Model currently out of reset 1in reset
1 WS-X4013+TS 330 330 330
2 WS-X4548-GB-RJ45V 60 60 20
3 WS-X4548-GB-RJ45V 60 60 20
-- Fan Tray 30 -= -=
Total 480 450 370
Watts used of Chassis Inline Power (-50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device Efficiency
2 WS-X4548-GB-RJ45V 138 123 73 65 89
3 WS-X4548-GB-RJ45V 0 0 22 20 89
Total 138 123 95 85

Watts used of Module Inline Power (12V -> -50V)
Inline Power Admin Inline Power Oper

Mod Model PS Device PS Device Efficiency
1 WS-X4013+TS 128 128 63 63 100
Switch#

The example below displays the PoE consumption for an 802.3af-compliant module using the show
power detail and show power inline commands.

The “Inline Power Oper” column displays the amount of PoE consumed by the powered devices that are
attached to the module, in addition to the PoE consumed by the FPGAs and other hardware components
on the module. The “Inline Power Admin” column displays only the amount of PoE allocated by the
powered devices attached to the module.
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Switch# show power detail

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-1300ACV AC 1300w good good good
PS2 none -= -- -= -=
Power supplies needed by system 1
Power supplies currently available : 1
Power Summary Maximum

(in Watts) Used Available
System Power (12V) 480 1000
Inline Power (-50V) 138 800
Backplane Power (3.3V) 0 0
Total 618 (not to exceed Total Maximum Available = 1300)

Module Inline Power Summary (Watts)
(12V -> -48V on board conversion)

Maximum
Mod Used Available
1 128 158

Watts Used of System Power (12V)

Mod Model currently out of reset 1in reset
1 WS-X4013+TS 330 330 330
2 WS-X4548-GB-RJ45V 60 60 20
3 WS-X4548-GB-RJ45V 60 60 20
-- Fan Tray 30 -= -=
Total 480 450 370
Watts used of Chassis Inline Power (-50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device Efficiency
2 WS-X4548-GB-RJ45V 138 123 73 65 89
3 WS-X4548-GB-RJ45V 0 0 22 20 89
Total 138 123 95 85

Watts used of Module Inline Power (12V -> -50V)
Inline Power Admin Inline Power Oper

Mod Model PS Device PS Device Efficiency
1 WS-X4013+TS 128 128 64 64 100
Switch#
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Switch# show power inline gl/1 |

Module 1 Inline Power Supply: Available:158(w) Used:128(w) Remaining:30 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device

Gil/1 auto on 10.3 10.3 CNU Platform 3

Interface AdminPowerMax AdminConsumption

(Watts) (Watts)

Gil/1l 15.4 15.4

show power modiuswitch# show power inline g2/1 |

Chassis Inline Power Supply: Available:800(w) Used:138(w) Remaining:662 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device

Gi2/1 auto on 11.5 10.2 CNU Platform n/a

Interface AdminPowerMax AdminConsumption

(Watts) (Watts)

Gi2/1 15.4 15.4

Switch# |

Switch# show power inline module 1 |

Module 1 Inline Power Supply: Available:158(w) Used:128(w) Remaining:30 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device

Gil/1 auto on 10.3 10.3 CNU Platform 3

Gil/2 auto on 10.3 10.3 CNU Platform 3

Gil/3 auto on 10.3 10.3 CNU Platform 3

Gil/4 auto on 10.3 10.3 CNU Platform 3

Gil/5 auto on 10.3 10.3 CNU Platform 3

Gil/6 auto on 10.3 10.3 CNU Platform 3

Gil/7 auto on 10.3 10.3 CNU Platform 3

Gil/8 auto on 10.3 10.3 CNU Platform 3

Gil/9 auto on 10.3 10.3 CNU Platform 3

Gil/10 auto on 15.4 15.4 Cisco/Ieee PD 3

Gil/11 auto on 10.3 10.3 CNU Platform 3

Gil/12 auto on 10.3 10.3 CNU Platform 3

Totals: 12 on 128.2 128.2

switch#

switch# show power inline module 2

Chassis Inline Power Supply: Available:800(w) Used:138(w) Remaining:662 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device

Gi2/1 auto on 11.5 10.2 CNU Platform n/a

Gi2/2 auto on 11.5 10.2 CNU Platform n/a
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Gi2/3 auto on 11.5 10.2 CNU Platform n/a
Gi2/4 auto on 11.5 10.2 CNU Platform n/a
Gi2/5 auto off 0.0 0.0 n/a n/a
Gi2/6 auto off 0.0 0.0 n/a n/a
Gi2/7 auto off 0.0 0.0 n/a n/a
Gi2/8 auto off 0.0 0.0 n/a n/a
Gi2/9 auto on 11.5 10.2 CNU Platform 3
Gi2/10 auto on 11.5 10.2 CNU Platform n/a
Gi2/11 auto on 11.5 10.2 CNU Platform n/a
Gi2/12 auto on 11.5 10.2 CNU Platform n/a
Gi2/13 auto on 11.5 10.2 CNU Platform 3
Gi2/14 auto on 11.5 10.2 CNU Platform 3
Gi2/15 auto on 11.5 10.2 CNU Platform 3
Gi2/16 auto on 11.5 10.2 CNU Platform 3
Gi2/17 auto off 0.0 0.0 n/a n/a
Gi2/18 auto off 0.0 0.0 n/a n/a
Interface Admin Oper Power (Watts) Device Class
From PS To Device
Gi2/19 auto off 0.0 0.0 n/a n/a
Gi2/20 auto off 0.0 0.0 n/a n/a
Gi2/21 auto off 0.0 0.0 n/a n/a
Gi2/22 auto off 0.0 0.0 n/a n/a
Gi2/23 auto off 0.0 0.0 n/a n/a
Gi2/24 auto off 0.0 0.0 n/a n/a
Gi2/25 auto off 0.0 0.0 n/a n/a
Gi2/26 auto off 0.0 0.0 n/a n/a
Gi2/27 auto off 0.0 0.0 n/a n/a
Gi2/28 auto off 0.0 0.0 n/a n/a
Gi2/29 auto off 0.0 0.0 n/a n/a
Gi2/30 auto off 0.0 0.0 n/a n/a
Gi2/31 auto off 0.0 0.0 n/a n/a
Gi2/32 auto off 0.0 0.0 n/a n/a
Gi2/33 auto off 0.0 0.0 n/a n/a
Gi2/34 auto off 0.0 0.0 n/a n/a
Gi2/35 auto off 0.0 0.0 n/a n/a
Gi2/36 auto off 0.0 0.0 n/a n/a
Gi2/37 auto off 0.0 0.0 n/a n/a
Gi2/38 auto off 0.0 0.0 n/a n/a
Gi2/39 auto off 0.0 0.0 n/a n/a
Gi2/40 auto off 0.0 0.0 n/a n/a
Interface Admin Oper Power (Watts) Device Class
From PS To Device
Gi2/41 auto off 0.0 0.0 n/a n/a
Gi2/42 auto off 0.0 0.0 n/a n/a
Gi2/43 auto off 0.0 0.0 n/a n/a
Gi2/44 auto off 0.0 0.0 n/a n/a
Gi2/45 auto off 0.0 0.0 n/a n/a
Gi2/46 auto off 0.0 0.0 n/a n/a
Gi2/47 auto off 0.0 0.0 n/a n/a
Gi2/48 auto off 0.0 0.0 n/a n/a
Totals: 12 on 138.2 123.0
Switch#
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CHAPTER

Configuring Switches with Web-Based Tools

This chapter describes how to install Network Assistant on the workstation and configure the Catalyst
4500 (or 4900) series switch to communicate with Network Assistant. (Heretofore, the term Catalyst
4500 series switch will be used to refer to both switch types.) It also describes how to create communities
and clusters. These are two technologies used by Network Assistant to manage a group of network
devices, including the Catalyst 4500 series switch.

Network Assistant is a free network management tool that allows you to configure and manage Catalyst
4500 series switches using a Graphical User Interface (GUI). Network Assistant works in both secure
and unsecure environments. Network Assistant manages standalone devices or groups of devices or
switches (in communities or clusters) from anywhere in your intranet. Using Network Assistant, you can
perform multiple configuration tasks without having to remember commands.

This chapter also describes how to install and configure the Embedded CiscoView network management
system to provide a graphical representation of a Catalyst 4500 series switch and to provide a GUI-based
management and configuration interface.

This chapter describes these topics:
e Configuring and Using the Network Assistant, page 9-1
e Configuring Embedded CiscoView Support, page 9-21

Note  For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco 10S Command Reference and related publications at
http://www.cisco.com/go/NetworkAssistant.

Configuring and Using the Network Assistant

This chapter contains these topics:
e Installation Requirements, page 9-2
e Software and Hardware Requirements, page 9-2
e Network Assistant-Related Features and Their Defaults, page 9-4
e Overview of the CLI Commands, page 9-4

Software Configuration Guide—Release 12.2(25)EWA
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e Installing Network Assistant, page 9-5

e Getting Started with Network Assistant, page 9-5

e Launching the Network Assistant, page 9-6

e Connecting Network Assistant to a Device, page 9-7

e Using Community Mode to Manage a Network, page 9-8

e Converting a Cluster into a Community, page 9-11

e Using Cluster Mode to Manage a Network of Switches, page 9-12

e Configuring Network Assistant in Community or Cluster Mode, page 9-15

N

Note  The Network Assistant is not bundled with an online software image on Cisco.com. You can download
the Network Assistant at: http://www.cisco.com/go/NetworkAssistant

Installation Requirements

The workstation on which you install Network Assistant must meet these minimum requirements:
e Processor speed: Pentium 1 GHz
e DRAM: 256 MB
¢ Number of colors: 65536
e Resolution: 1024 x 768
e Font size: Small
Network Assistant supports the following client platforms:
e Windows 2000 Professional SP4
e Windows XP Professional SP2

Software and Hardware Requirements

The minimum Cisco [0S software required on the Catalyst 4500 series switch is Cisco IOS Release
12.2(20)EWA.

Table 1 lists the hardware required to support the Network Assistant.

Table 1 Hardware Supported for Network Assistant 3.0 Support

Type Part Number

Chassis WS-C4503
WS-C4506
WS-C4507R
WS-C4510R

Power supplies PWR-C45-1000AC
PWR-C45-1300ACV
PWR-C45-1400DC-P
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Table 1 Hardware Supported for Network Assistant 3.0 Support (continued)

Type

Part Number

PWR-C45-1400AC

PWR-C45-2800AC

PWR-C45-4200AC

Supervisors

WS-X4013+

WS-X4013+TS

WS-X4013+10GE

WS-X4515

WS-X4516

WS-X4516-10GE

WS-X4948

WS-X4948-10GE

Modules

WS-X4124-RJ45

WS-X4124-FX-MT

WS-X4148-FE-LX-MT

WS-X4148-FX-MT

WS-X4148-RJ

WS-X4148-RJ21

WS-X4148-RJ45V

WS-X4224-RJ45V

WS-X4248-RJ21V

WS-X4248-RJ45V

WS-X4302-GB

WS-X4306-GB

WS-X4418

WS-X4424-GB-RJ45

WS-X4448-GB-LX

WS-X4448-GB-SFP

WS-X4506-GB-T

WS-X4524-GB-RJ45V

WS-X4548-GB-RJ45

WS-X4548-GB-RJ45V
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Network Assistant-Related Features and Their Defaults

Table 2 lists the Network Assistant-related configuration parameters on a Catalyst 4500 series switch.

Table 2 Network Assistant-Related Configuration on a Catalyst 4500 Series Switch
Feature Default Value Recommended Value
Authentication Disabled Optional
Community Enabled Enabled!
IP address Depends on User selectable
community or
discovery option®
IP HTTP port number 80 Optional®
IP HTTPS port number 443 Optional*
IP HTTP server Disabled Enabled’
Cluster run Disabled Enabled®

1. Does not require any configuration work besides enabling the HTTP (or HTTPS) server and ensuring that
an IP address is defined on a Catalyst 4500 series switch interface port.

2. You need to set an IP address in each switch for community device discovery and for the cluster

commander.

3. Port number on the Network Assistant and the Catalyst 4500 series switch must match.

4. Port number on the Network Assistant and the Catalyst 4500 series switch must match. Value can be
changed to any non-default number above 1024.

5. Required for Network Assistant to access the device.

6. Enabled only if you want to manage a cluster of devices.

Overview of the CLI Commands

Table 3 is an overview of the Network Assistant-related CLI commands.

Table 3 CLI Commands

Command

Functions

cluster enable

Names the cluster.

cluster run

Enables clustering.!

[no] ip http server

Configures the HTTP on a switch.

[no] ip http port port_number

Configures the HTTP port.

[no] ip http secure-server

Configures and enable HTTPS on a switch.

[no] ip http secure-port port_number

Configures the HTTPS port.

line vty

Configures additional VTYs for use by CNA.

show version

Displays the Cisco IOS release.

show running-config

Displays the switch configuration.

vtp domain

Creates a VTP domain to manage VLANSs.

vtp mode

Sets the behavior for VTP management of the
VLANS.
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1. This command is used strictly for clustering.

Installing Network Assistant

Getting Started with Network Assistant

Configuring and Using the Network Assistant ||

To install Network Assistant on your workstation, follow these steps:

Step 1 Go to this Web address: http://www.cisco.com/go/Network Assistant/

You must be a registered Cisco.com user as a guest, but you need no access privileges.

Step2  Click on Download Software.

Step3  Find the latest version of the Network Assistant installer.

Step4  Download the Network Assistant Installer and install the application. (You can operate the installer
directly from the Web if your browser offers this choice.)

Network Assistant is free—there is no charge to download, install, or use it.

When you initiate the installer, follow the displayed instructions. In the final panel, click Finish to

complete the installation of Network Assistant.

If you use the default configuration, access the Catalyst 4500 series switch and enter the ip http server
(for HTTP) or ip http secure-server (for HTTPS) global configuration command:

Command Purpose
Step1  sSwitch# configure terminal Enters global configuration mode.
Step2  Switch(config)# ip http server Enables the HTTP server on the switch. By default, the
HTTP server is disabled.
or
Enables the HTTPS server on the switch. By default, the
Switch(config)# ip http secure-server HTTPS server is disabled
Step3  Switch(config-if)# end Returns to privileged EXEC mode.
Step4  Switch# show running-config Verifies the configuration.
If you plan to use community, define an IP address on each switch:
Command Purpose
Step1  Switch# configuration terminal Enters global configuration mode.
Step 2 Switch(config)# interface {vlan vlan ID | Selects an interface.
{fastethernet | gigabitethernet}
slot/interface | Port-channel number}
Software Configuration Guide—Release 12.2(25)EWA
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Command Purpose
Step3  switch(config-if)# ip address ip address (Optional) Assigns an IP address to the Catalyst 4500 series
address_mask

)

Note  This step is mandatory if the switch is part of
community or is a cluster command switch. This step
is optional if the switch is a cluster member
candidate.

Step4  Switch(config-if)# end Returns to privileged EXEC mode.
Step5 Switch# show running-config Verifies the configuration.
If you plan to use clustering, enter the cluster run global configuration command on each device and
enter the ip address interface configuration command on the cluster commander:
Command Purpose
Step1  Switch# configuration terminal Enters global configuration mode.
Step2  switch(config)# cluster run Enables clustering.

~

Note  Enable clustering on all switches that are part of the
potential cluster.

Step3  switch(config)# cluster enable Names the cluster.

Step 4 Switch(config)# interface {vlan vlan_ID | Selects an interface.
{fastethernet | gigabitethernet}
slot/interface | Port-channel number}

Step5  Switch(config-if)# ip address ip address (Optional) Assigns an IP address to the Catalyst 4500 series
address_mask switch cluster master.

~

Note  This step is mandatory if the switch is part of a
community or is a cluster command switch. This step
is optional if the switch is a cluster member
candidate.

Stepb6 Switch(config-if)# end Returns to privileged EXEC mode.
Step7  Switch# show running-config Verifies the configuration.

Launching the Network Assistant

After installing Network Assistant, you will see its icon on your desktop. You will also see a Network
Assistant entry under Start > Programs and a Network Assistant executable file in the installation
directory. When you select any of these items, two windows will appear: the Network Assistant window,

in disconnect mode, and the Connect window.

0L-7659-03 |
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In disconnect mode, Network Assistant is not connected to any device, and it cannot manage a
standalone device or the command device of a cluster. Its menu bar and tool bar support only tasks that
customize the Network Assistant itself. The feature bar, which usually lists device features, is empty.
Online Help is available in disconnect mode.

Connecting Network Assistant to a Device

Note

To connect the Network Assistant to a device, use the Connect window, shown in Figure 1. In this
window, enter the IP address of the device to which you want to connect. From the Options button, select
either HTTP or HTTPS and specify the port number. If you are authorized to configure the device and
the HTTP port of the device is 80, you can ignore the settings in the Options button.

A Cisco IOS crypto image is required on the Catalyst 4500 series switch in order to use HTTPS.

When you click Connect, you either connect to the device directly or you are prompted for a user name
and password and then are connected.

Figure 1 Connect Window

_lox]

" Connect to a new community
& Connect To; |192.268.0.1 -
Options ==
Connect Cancel | Help ‘

120217

When the connection occurs, the Network Assistant window is in the connect mode. The toolbar adds
icons that represent device features. (They are found in the lower right corner of the screen.) The
disconnected icon (Figure 2) changes to connected (Figure 3).

Figure 2 Disconnected Icon

Ya

Figure 3 Connected Icon

2

Similarly, the feature bar fills with menus that list the device features that Network Assistant manages.
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Note

For information on how to use Network Assistant, refer to Getting Started with Cisco Network Assistant,
available at the URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cna/v2_0/gsg/index.htm

Using Community Mode to Manage a Network

Note

This section describes how to use communities to manage devices (including Catalyst 4500 series
switches, routers, access points, and PIX firewalls) using the Network Assistant application.

When you use communities to group the switches in your network, the only requirements are an HTTP
server and that you configure an IP address on each switch.

The total number of devices in the community cannot exceed 20 total devices (including up to 4 Catalyst
4500 series switches (modular), 16 Catalyst 2900/3500 or Catalyst 4948 switches (non-modular), 2
routers, 12 access points, and 2 PIX firewalls).

The Add to Community dialog display any number of devices, but only allows you to select 20 devices.
If you try to add a 21st device, the dialog displays the 21st device and prompts you to select the unwanted
device.

For complete procedures about using Network Assistant to configure switch communities and clusters,
refer to Getting Started with Cisco Network Assistant, available at:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cna/v2_0/gsg/index.htm

For the CLI cluster commands, refer to the Catalyst 4500 Series Switch Cisco 10S Command Reference
and related publications at:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

This section describes the guidelines, requirements, and caveats that you should understand before you
create a community. This section contains the following topics:

e (Candidate and Member Characteristics, page 9-8

e Automatic Discovery of Candidates and Members, page 9-9
e Community Names, page 9-9

e Hostnames, page 9-10

e Passwords, page 9-10

e Access Modes in Network Assistant, page 9-10

e Community Information, page 9-10

Candidate and Member Characteristics

Candidates are network devices that have IP addresses but are not part of a community. Members are
network devices that are currently part of a community.

To join a community, a candidate must meet these requirements:

e It has an IP address.
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e Cisco Discovery Protocol (CDP) version 2 is enabled (the default) - if you want the device to be
autodiscovered.

e It has HTTP (or HTTPS) enabled.

~

Note A cluster member can be added to a community, but the reverse is not possible.

If the cluster commander is added to a community, the other member devices of the cluster are
not added automatically. The cluster members must be added to the community on an individual
basis in order to be managed.

Automatic Discovery of Candidates and Members

Note

Note

Network Assistant forms a community using CDP to locate or discover all the available devices in the
network. Beginning with the IP address for a starting device and the port numbers for HTTP (or HTTPS)
protocols, Network Assistant uses CDP to compile a list of community candidates that neighbor the
starting device. Network Assistant can discover candidate and member devices across multiple networks
and VLANS as long as they have valid IP addresses.

By default, Network Assistant in community mode discovers up to 4 hops away.

See the “Candidate and Member Characteristics” section on page 9-8 for a list of requirements that
network devices must meet in order to be discovered.

Do not disable CDP on candidates, members, or on any network devices that you might want Network
Assistant to discover.

PIX firewalls do not support the CDP, so they are not automatically shown as neighbors in the Topology
view. They are shown only after you add them to a community with the Create Community or Modify

Community window. To see a PIX firewall link to another community member, you must add the link

manually by selecting ADD Link in a Topology popup menu.

You can edit the list of discovered devices to fit your needs and add them to the community. As each
device is added to the community, its neighbors are discovered and added to the list of candidate devices.
If Network Assistant fails to discover a device you can add it manually via the IP management IP
address.

Community Names

When you apply the community configuration information to the list of member devices, Network
Assistant requests that you enter a name (or IP address) for the community. You need to assign a name
to the community before you can manage it. Network Assistant saves the name to your PC.

The community name can consist of the characters 0-9, a-z and A-Z, with spaces allowed between the
characters.
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Note

Hostnames

Passwords

You can connect to a cluster only via an IP address. When you select a name it is always for the
community.

You do not need to assign a hostname to a starting device or a community member. However, Cisco
recommends it and Network Assistant does not assign one by default. If a discovered device does have
a hostname, Network Assistant saves it to your PC as identifying information for that device along with
its IP address, communication protocol, and designated protocol port.

Although you do not need to assign a password to a device if it will become a community member, Cisco
recommends that you do so.

Community members can have different passwords.

Communication Protocols

Network Assistant uses the HTTP (or HTTPS) protocols to communicate with network devices. It
attempts communication with HTTP (or HTTPS) when using CDP to discover candidate devices.

Access Modes in Network Assistant

When Network Assistant is connected to a community or cluster, two access modes are available:
read-write and read-only, depending on the password.

Community Information

Adding Devices

Network Assistant saves all community configuration information and individual device information
such as IP address, hostname, and communication protocol to your local PC. When Network Assistant
connects to a community, it uses the locally saved data to rediscover the member devices.

If you attempt to use a different PC to manage an existing community, the member device information
will not be available. You will need to create the community again and add the same member devices.

There are three ways to add members to a community.

The first uses the Devices Found window on Network Assistant to add devices that you discovered to a
new community:

a. In the Devices Found window, select candidate devices that you wish to add.

To add more than one candidate, press Ctrl and make your choices, or press Shift and choose
the first and last device in a range.

b. Click Add.
The second way uses the Modify Community window to add devices to an existing community:

a. Choose Application > Communities to open the Communities window.
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b. In the Communities window, select the name of the community to which you would like to add
a device, and click Modify.

c¢. To add a single device manually, enter the IP address for the desired device in the Modify
Community window, and click Add.

d. To discover candidate devices, enter the IP address for the starting device, and click Discover.
e. Select a candidate device from the list, click Add, and click OK.

To add more than one candidate, press Ctrl and make your choices, or press Shift and choose
the first and last device in a range.

The third way to add a device uses the Topology view:
a. If the Topology view is not displayed, choose View window> Topology from the feature bar.
b. Right-click a candidate icon, and select Add to Community.

Candidates are cyan; members are green. To add more than one candidate, press Ctrl and
left-click the candidates that you want to add.

When a community has 20 members, the Add to Community option is not available for that
community. In this case, you must remove a member before adding a new one.

If you are logged into a community and you delete that community from some other CNA instance, then
unless you close that community session, you can perform all the configurations through that session.
After you close that session (and thereby delete the community), you will not be able to connect to that
community.

Converting a Cluster into a Community

Note

Step 1
Step 2

Step 3

The Cluster Conversion wizard helps you convert a cluster into a community. When you complete the
conversion, you can immediately manage the device group as a community. The benefits of managing a
community is that the communication with the devices in a community is more secure (through multiple
passwords and HTTPS) than in a cluster. Moreover, device availability is greater, and the range of
devices that can be members is broader.

The Cluster Conversion wizard does not alter your cluster definition. This means that you can still
manage the devices as a cluster.

To launch the Cluster Conversion Wizard, follow these steps:

Start Network Assistant and connect to an existing cluster through its commander IP address.
In the feature bar, click Configure > Cluster > Cluster Conversion Wizard.
You will see the query "Do you want to convert this cluster to a community?”
Select Yes to proceed or No if you want to manually bring up the Cluster Conversion Wizard.

If you select Yes, the Welcome screen appears, providing information about clusters, communities, and
their benefits.

Next, a table appears listing the devices in the cluster starting with those that have no IP address and
subnet mask. Be aware that all the devices in the cluster must have an IP address and subnet mask to be
members of a community.
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Note

Step 4
Step 5

Step 6
Step 7

If a device has more than one interface with an IP address and subnet mask, you see more than one
interface listed when you click in the cell. You can choose a different interface from the one originally
shown.

In the IP Address column, enter an IP address for each device that does not have one.

In the Subnet Mask column, click in the cell for each device that does not have a subnet mask and select
one.

Enter a name for the community.
Click Finish to begin the conversion.

When the conversion completes, Network Assistant restarts and automatically connects to the newly
created community.

Using Cluster Mode to Manage a Network of Switches

This section describes how to use clustering to create and manage Catalyst 4500 series switches using
the standalone Network Assistant application or the command-line interface (CLI).

You can use clustering to group the switches in your network. You must enter the cluster run command
on each switch to be managed. The major advantage is that you can manage 16 devices with one IP
address.

Clustering is the auto- discovering mechanism used in CNA 1.0.

For complete procedures for using Network Assistant to configure switch clusters and communities,
refer to Getting Started with Cisco Network Assistant, available at:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cna/v2_0/gsg/index.htm

For the CLI cluster commands, refer to the Catalyst 4500 Series Switch Cisco 10S Command Reference
and related publications at:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

This section contains the following topics:
e Understanding Switch Clusters, page 9-12
e Using the CLI to Manage Switch Clusters, page 9-14

Understanding Switch Clusters

These sections describe:
e Clustering Overview, page 9-13
¢ Cluster Command Switch Characteristics, page 9-13

e (Candidate Switch and Cluster Member Switch Characteristics, page 9-14
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Clustering Overview

Note

N

Note

Configuring and Using the Network Assistant ||

A switch cluster is a set of up to 16 connected, cluster-capable Catalyst switches that are managed as a
single entity. The switches in the cluster use the switch clustering technology so that you can configure
and troubleshoot a group of different Catalyst 4500 series switch platforms through a single IP address.

Using switch clusters simplifies the management of multiple switches, regardless of their physical
location and platform families.

By default, Network Assistant in clustering mode discovers up to 7 hops away.

In a switch cluster, one switch must be the cluster commander switch, and up to 15 other switches can
be cluster member switches. The total number of switches in a cluster cannot exceed 16 switches. The
cluster command switch is the single point of access used to configure, manage, and monitor the cluster
member switches. Cluster members can belong to only one cluster at a time.

Always chose a Catalyst 4500 or 4948 series switch as the cluster command switch.

Cluster Command Switch Characteristics

N

Note

A cluster command switch must meet these requirements:
e It is using Cisco IOS Release 12.2(20)EWA or later.
e It has an IP address.
e It has Cisco Discovery Protocol (CDP) version 2 enabled (the default).
e It is using cluster-capable software and has clustering enabled.
e It has IP HTTP (or HTTPS) server enabled.

A

Note Ona Catalyst 4500 series switch, neither HTTP or HTTPS is enabled by default.

e Jthas 16 VTY lines.

~

Note  On a Catalyst 4500 series switch, the default is 4 lines. You configure the switch to set the value
to 16.

e It is not a command or cluster member switch of another cluster.

If your switch cluster contains a Catalyst 4500 series switch, the cluster command switch must also be
a Catalyst 4500 series switch.

Network Assistant and VTY

Network Assistant uses virtual terminal (VTY) lines to communicate with the cluster command device.
Catalyst 4500 series switches have 5 VTY lines configured by default. Network Assistant can employ

an additional 8 lines. Therefore, you should configure the maximum number of lines (or at least, 8 + 5
= 13) so that Network Assistant can communicate with the switch and not use VTY lines that might be
needed for telnet.

| oL-7659-03
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N

Note

You can configure the Catalyst 4500 series switch to support an appropriate number of VTY lines with
the line vty configuration command. For example, the line vty 6 15 command configures the switch to
include 9 VTY lines.

If your existing VTY lines have non-default configurations, you might want to apply those
configurations to the new VTY lines.

Candidate Switch and Cluster Member Switch Characteristics

Note

Candidate switches are cluster-capable switches that are not part of a cluster. Cluster member switches
are switches that are currently part of a switch cluster. Although not required, a candidate or cluster
member switch can have its own IP address and password.

The hostname of a candidate should not be in the form [a-zA-Z0-9]-n, where n is 0-16. These names are
reserved.

To join a cluster, a candidate switch must meet these requirements:
e It is running cluster-capable software and has clustering enabled.
¢ It has CDP version 2 enabled.
¢ It has HTTP server enabled.

N

Note  Even when HTTP is enabled on the commander switch, communication between the commander
switch and member switch is still carried over HTTP. So, it is not secure.

e Ithas 16 VTY lines.
e Itis not a command or cluster member switch of another cluster.
e It is connected to the cluster command switch through at least one common VLAN.

It is recommended that you configure the Catalyst 4500 candidate and cluster member switches with
an SVI on the VLAN connection to the cluster command switch.

Using the CLI to Manage Switch Clusters

You can configure cluster member switches from the CLI by first logging in to the cluster command
switch. Enter the rcommand user EXEC command and the cluster member switch number to start a
Telnet session (through a console or Telnet connection) and to access the cluster member switch CLI.
The command mode changes and the Cisco IOS commands operate as usual. Enter the exit privileged
EXEC command on the cluster member switch to return to the command-switch CLI.

This example shows how to log in to member-switch 3 from the command-switch CLI:
switch# rcommand 3
If you do not know the member-switch number, enter the show cluster members privileged EXEC

command on the cluster command switch. For more information about the rcommand command and all
other cluster commands, refer to the Catalyst 4500 Series Switch Cisco I0S Command Reference.

The Telnet session accesses the member-switch CLI at the same privilege level as on the cluster
command switch. The Cisco IOS commands then operate as usual. For instructions on configuring the
switch for a Telnet session, see the “Accessing the CLI Through Telnet” section on page 2-2.
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Note

CISCO-CLUSTER_MIB is not supported.

Configuring Network Assistant in Community or Cluster Mode

This section provides a detailed explanation of the CLI used to configure Network Assistant to work in
a community or cluster. Network Assistant communicates with a Catalyst 4500 series switch by sending
Cisco I0S commands over an HTTP (or HTTPS) connection.

The following topics are discussed:

e Configuring Network Assistant in on a Networked Switch in Community Mode, page 9-15

e Configuring Network Assistant in a Networked Switch in Cluster Mode, page 9-18

Configuring Network Assistant in on a Networked Switch in Community Mode

To configure Network Assistant on a networked switch in community mode, follow these steps:

Command Purpose
Step1  Switch# configure terminal Enters global configuration mode.
Step2  Switch(config)# enable password name Enables password protection of configuration mode.
Step3  Switch(config)# vtp domain name Creates a VTP domain to manage VLAN.
Step4d Switch(config)# vlan vlan_id Creates a VLAN.
Step5 Switch(config-vlan)# interface {vlan vlan ID | |Selects the interface that will connect to your CNA-enabled
{fastethernet | gigabitethernet} PC.
slot/interface | Port-channel number}
Step6  Switch(config-if)# switchport access vlan Enables the selected interface to be in the specified VLAN.
vlan_id
Step7 Switch(config-if)# interface {vlan vlan_ID | Select the VLAN instance for configuration.
slot/interface | Port-channel number}
Step8 sSwitch(config-if)# ip address ip_address Assigns an IP address to the SVI.
Step9  Switch(config-if)# no shutdown Enables the interface.
Step10 Switch(config-if)# ip http server Starts the HTTP server so that Network Assistant can talk to the
switch.
Step11 Switch(config-if)# ip http secure-server (Optionally) Enables the switch to accept HTTPS connections
from Network Assistant.
Step12 Switch(config)# ip route a.b.c Establishes the route to the default router, usually supplied by
the local Internet Provider.

Note  This line represents the only difference between the
configuration for a standalone and a networked
switch.

Step13 Switch(config)# line con 0 Select the console port to perform the configuration.
Step14 Switch(config-line)# exec-timeout x y Configures an automatic session logout if no keyboard input or
output is displayed on the terminal.
Step15 Switch(config-line)# password password Specifies a password for the console port.
Software Configuration Guide—Release 12.2(25)EWA
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Command Purpose
Step16 Switch(config-line)# login Allows login to the console port.
Step17 Switch(config-line)# line vty x y Creates additional VTY lines for CNA to access the switch.
Step18 switch(config-line)# password password Specifies a password for the switch.
Step19 Switch(config-line)# login Allows login to the switch.
Step20 Switch(config-line)# line vty x y Creates additional VTY lines for CNA to access the switch.
Step21 switch(config-line)# password password Specifies a password for the switch.
Step22 switch(config-line)# login Allows login to the switch.
Step23 Switch(config-line)# end Returns to privileged EXEC mode.
Step24 Switch# show running-config Verifies the configuration.

This example shows how to configure Network Assistant on a networked switch in community mode:

Switch# configure terminal

Switch(config)# wvtp domain cnadoc

Changing VTP domain name from cisco to cnadoc
Switch(config)# vlan 2

Switch(config-vlan)# interface GigabitEthernet 2/1
Switch(config-if)# switchport access vlan 2
Switch(config-if)# interface vlan 2

Switch(config-if)# ip address 123.123.123.1 255.255.255.0
Switch(config-if)# no shut

Switch(config-if)# ip http server

Switch(config-if)# ip http secure-server
Switch(config)# ip route 0.0.0.0 0.0.0.0 123.123.123.2
Switch(config)# line con 0

Switch(config-line)# exec-timeout 0 0
Switch(config-1line)# password keepout
Switch(config-line)# login

Switch(config-line)# line vty 5 15
Switch(config-line)# password keepout
Switch(config-line)# login

Switch(config-line)# line vty 5 15
Switch(config-1line)# end

Switch# show running-config

Building configuration...

)
)
)
)
)
)

Current configuration : 1426 bytes
!

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service compress-config

!

hostname Switch

!

boot-start-marker
boot-end-marker

!

enable password cna

!

no aaa new-model

ip subnet-zero

!

vtp domain cnadoc
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vtp mode transparent

power redundancy-mode redundant

no file verify auto
spanning-tree mode pvst

spanning-tree extend system-id
!

vlan internal allocation policy ascending

!
vlian 2
!
interface GigabitEthernetl/1
switchport access vlan 2
!
interface GigabitEthernetl/2
!
interface GigabitEthernetl/3
!
interface GigabitEthernetl/4
!
interface GigabitEthernetl/5
!
interface GigabitEthernetl/6
!
interface GigabitEthernetl/7
!
interface GigabitEthernetl/8
!
interface GigabitEthernetl/9
!
interface GigabitEthernetl/10
!
interface GigabitEthernetl/11
!
interface GigabitEthernetl/12
!
interface GigabitEthernetl/13
!
interface GigabitEthernetl/14
!
interface GigabitEthernetl/15
!
interface GigabitEthernetl/16
!
interface GigabitEthernetl/17
!
interface GigabitEthernetl/18
!
interface GigabitEthernetl/19
!
interface GigabitEthernetl/20
!
interface Vlanl
no ip address
!

interface Vlan2

ip address 123.123.123.1 255.255.255.0

ip route 0.0.0.0 0.0.0.0 123.123.123.2

ip http server

Configuring and Using the Network Assistant
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1

!

!

line con 0
password cna
login
stopbits 1

line vty 0 4
password cna
login

line vty 5 15
password cna
login

!

!

end

Switch#

Configuring Network Assistant in a Networked Switch in Cluster Mode

To configure Network Assistant on a networked switch in cluster mode, perform this task on the switch:

Command Purpose
Step1  Switch# configure terminal Enters global configuration mode.
Step2 Switch(config)# enable password name Enables password protection of configuration mode.
Step3  switch(config)# vtp domain name Creates a VTP domain to manage VLANSs and names.
Step4  Switch(config)# cluster run Launches the cluster on the cluster commander.
Step5 switch(config)# cluster emable cluster_name Makes the switch the cluster commander.
Step 6 Switch(config)# vlan vlan_id Creates a VLAN.
Step7  Switch(config-vlan)# interface {vlan vlan_ID | |Selects the interface that will connect to your CNA-enabled
{fastethernet | gigabitethernet} PC.
slot/interface | Port-channel number}
Step8 Switch(config-if)# switchport access vlan Enables the physical port to be in the specified VLAN.
vlan_id
Step9 Switch(config-if)# interface {vlan vlan_ID | Select the VLAN instance for configuration.
slot/interface | Port-channel number}
Step10 Switch(config-if)# ip address ip_address Assigns an IP address to the SVL.
Step11 Switch(config-if)# no shut Enables the interface.
Step12 switch(config-if)# ip http server Starts the HTTP server so that Network Assistant can talk to the
switch.
Step13 Switch(config)# ip http secure-server (Optionally) Enables the switch to accept HTTPS connections
from Network Assistant.
Step14 Switch(config)# ip route a.b.c Establishes the route to the default router, usually supplied by
the local Internet Provider.

Note This line represents the only difference between the
configuration for a standalone and a networked
switch.

Step15 Switch(config)# line con 0 Select the console port to perform the configuration.
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Command Purpose
Step16 Switch(config-line)# exec-timeout x y Configures an automatic session logout if no keyboard input or
output is displayed on the terminal.
Step17 Switch(config-line)# password password Specifies a password for the console port.
Step18 Switch(config-line)# login Allows login to the console port.
Step19 Switch(config-line)# line vty x y Creates additional VTY lines for CNA to access the switch.
Step20 Switch(config-line)# password password Specifies a password for the switch.
Step21 Switch(config-line)# login Allows login to the switch.
Step22 sSwitch(config-line)# line vty x y Creates additional VTY lines for CNA to access the switch.
Step23 switch(config-line)# password password Specifies a password for the switch.
Step24 Switch(config-line)# login Allows login to the switch.
Step25 Switch(config-line)# end Returns to privileged EXEC mode.
Step26 Switch# show running-config| include http Verifies that the HTTP server is enabled.

This example shows how to configure Network Assistant on a networked switch in cluster mode:

Switch# configure terminal

Switch(config)# vtp domain cnadoc

Switch(config)# cluster run

Switch(config)# cluster enable cnadoc
Switch(config)# wvlan 10

Switch(config-vlan)# interface GigabitEthernet 2/1
Switch(config-if)# switchport access vlan 10
Switch(config-if)# interface vlanl0
Switch(config-if)# ip address aa.bb.cc.dd
Switch(config-if)# no shut

Switch(config-if)# ip http server

Switch(config-if)# ip http secure-server
Switch(config)# ip route 0.0.0.0 0.0.0.0 123.123.123.2
Switch(config)# line con 0

Switch(config-line)# exec-timeout 0 0
Switch(config-line)# password keepout

login

line vty 5 15

Switch(config-line)#
#
# password keepout
#
#

Switch(config-line
Switch(config-line
Switch(config-line login
Switch(config-1line line vty 5 15
Switch(config-1line)# end

Switch# show running-config
Building configuration...

)
)
)
)
)
)

Current configuration : 1469 bytes
!

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service compress-config

!

hostname Switch

!

boot-start-marker

boot-end-marker
!
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enable password cna

no aaa new-model

ip subnet-

zero

vtp domain cnadoc
vtp mode transparent
cluster run

cluster enable cnadoccluster 0

power redundancy-mode redundant

no file verify auto
spanning-tree mode pvst

spanning-tree extend system-id

vlan internal allocation policy ascending

!
vlian 2
!

interface

GigabitEthernetl/1

switchport access vlan 2

!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!
interface
!

interface
1

GigabitEthernetl/2

GigabitEthernetl/3

GigabitEthernetl/4

GigabitEthernetl/5

GigabitEthernetl/6

GigabitEthernetl/7

GigabitEthernetl/8

GigabitEthernetl/9

GigabitEthernetl/10

GigabitEthernetl/11

GigabitEthernetl/12

GigabitEthernetl/13

GigabitEthernetl/14

GigabitEthernetl/15

GigabitEthernetl/16

GigabitEthernetl/17

GigabitEthernetl/18

GigabitEthernetl/19

GigabitEthernetl/20
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interface Vlanl

no ip address
1

interface Vlan2

ip address 123.123.123.1 255.255.255.0
!

ip route 0.0.0.0 0.0.0.0 123.123.123.2
ip http server

no ip http secure-server

1

!

!

line con 0

Switch#

Configuring Embedded CiscoView Support

The Catalyst 4500 series switch supports CiscoView web-based administration through the Catalyst Web
Interface (CWI) tool. CiscoView is a device management application that can be embedded on the switch
flash and provides dynamic status, monitoring, and configuration information for your switch.
CiscoView displays a physical view of your switch chassis with color-coded modules and ports and
monitoring capabilities that display the switch status, performance, and other statistics. Configuration
capabilities allow comprehensive changes to devices, if the required security privileges have been
granted. The configuration and monitoring capabilities for the Catalyst 4500 series of switches mirror
those available in CiscoView in all server-based CiscoWorks solutions, including CiscoWorks LAN
Management Solution (LMS) and CiscoWorks Routed WAN Management Solution (RWAN).

These sections describe the Embedded CiscoView support available with
Cisco IOS Release 12.1(20)EW and later releases:

e Understanding Embedded CiscoView, page 9-21
¢ Installing and Configuring Embedded CiscoView, page 9-21
e Displaying Embedded CiscoView Information, page 9-24

Understanding Embedded CiscoView

The Embedded CiscoView network management system is a web-based interface that uses HTTP and
SNMP to provide a graphical representation of the switch and to provide a GUI-based management and
configuration interface. You can download the Java Archive (JAR) files for Embedded CiscoView at
this URL at http://www.cisco.com/cgi-bin/tablebuild.pl/cview-cat4000

Installing and Configuring Embedded CiscoView

To install and configure Embedded CiscoView, perform this task:

Software Configuration Guide—Release 12.2(25)EWA
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Command Purpose
Step1 Router# dir device_name Displays the contents of the device.
If you are installing Embedded CiscoView for the first
time, or if the CiscoView directory is empty, skip to
Step 5.
Step2 Switch# delete device name:cv/* Removes existing files from the CiscoView directory.
Step3  Switch# squeeze device_name: Recovers the space in the file system.
Step4  Switch# copy tftp bootflash Copies the tar file to bootflash.
Step5  sSwitch# archive tar /xtract tftp:// Extracts the CiscoView files from the tar file on the TFTP
ip address of tftp server/ciscoview.tar server to the CiscoView directory.
device_name:cv
Step6  Switch# dir device_name: Displays the contents of the device.
In a redundant configuration, repeat Step 1 through
Step 6 for the file system on the redundant supervisor
engine.
Step7  Switch# configure terminal Enters global configuration mode.
Step8 Switch(config)# ip http server Enables the HTTP web server.
Step9 Switch(config)# snmp-server community string ro Configures the SNMP password for read-only operation.
Step10 switch(config)# snmp-server community string rw |Configures the SNMP password for read/write operation.

N

Note

The default password for accessing the switch web page is the enable-level password of the switch.

The following example shows how to install and configure Embedded CiscoView on your switch:

Switch# dir

Directory of bootflash:/

1 -rw- 8620304 Dec 23
2 -rw- 9572396 Dec 30
3 -rw- 9604192 Jan 3
4 -rw- 1985024 Jan 21
5 -rw- 1910127 Jan 23
6 -rw- 7258 Jan 23
7 -rw- 405 Jan 23
8 -rw- 2738 Jan 23
9 -rw- 20450 Jan 23
10 -rw- 20743 Jan 23
11 -rw- 12383 Jan 23
12 -rw- 529 Jan 23
13 -rw- 2523 Jan 23
14 -rw- 9630880 Feb 27
15 -rw- 1173 Mar 19
16 -rw- 10511956 Mar 26

61341696 bytes total
Switch#
Switch# del cv/*

Delete filename [cv/*]?

2002
2002
2003
2003
2003
2003
2003
2003
2003
2003
2003
2003
2003
2003
2003
2003

23

01:

07
03

04:
04:
04:
04:
04:
04:
04:
04:
04:
01:

05

04:

:27:49 +00:00 wickwire.EWl

05:01 +00:00 «cat4000-i9k2s-mz.121-19.EW
:46:49 +00:00 cat4000-i5k2s-mz.121-19.EW
:31:20 +00:00 Cat4000I0S.v4-0.tar

23:39 +00:00 «c¢cv/Cat4000I0S-4.0.s9z

23:46 +00:00 cv/Cat4000I0S-4.0_ace.html
23:46 +00:00 c¢cv/Cat4000I0S-4.0_error.html
23:46 +00:00 «c¢cv/Cat4000I0S-4.0_install.html
23:46 +00:00 c¢v/Cat4000I0S-4.0_jks.jar
23:46 +00:00 cv/Cat4000I0S-4.0_nos.jar
23:46 +00:00 cv/applet.html

23:46 +00:00 cv/cisco.x509

23:46 +00:00 cv/identitydb.obj

25:16 +00:00 kurt70.devtest-enh

:50:26 +00:00 post-2003.03.19.05.50.07-passed.txt
24:12 +00:00 kurt_alpha_bas_crypto_103

(9436548 bytes free)
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Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Switch#

bootflash:
bootflash:
bootflash:
bootflash:
bootflash:
bootflash:
bootflash:
bootflash:
bootflash:

cv/Cat4000I0S-4
cv/Cat4000I0S-4
cv/Cat4000I0S-4
cv/Cat4000I0S-4
cv/Cat4000I0S-4
cv/Cat4000I0S-4
cv/applet.html?
cv/cisco.x5097?

cv/identitydb.o

Switch# squeeze bootflash:
All deleted files will be removed. Continue?

Squeeze
Squeeze
Switch#
Switch#
Address
Source

Destination filename

.0.s9z?
.0_ace.html?

.0_error.html?

[confirm]y
[confirm]y

.0_install.html?

.0_jks.jar?
.0_nos.jar?

[confirm]y
[confirm]y

bj?

operation may take a while.

of bootf

lash complete

copy tftp bootflash
of remote host []? 10.5.5.5
[1? Cat4000I0S.v5-1.tar

or name
filename

[confirm]y

Continue?

[Cat4000I0S.v5-1.tar]?

Configuring Embedded CiscoView Support

[confirm]y

[confirm]y

[confirm]y
[confirm]y

[confirm]y
[confirm]y

Accessing tftp://10.5.5.5/Cat4000I0S.v5-1.tar...

Loading Cat4000I0S.v5-1.tar from 10.5.5.5
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

[OK - 2031616 bytes]

2031616 bytes copied in 11.388 secs

Switch#
Switch#

dir

Directory of bootflash:/

0 ~J oUW N

61341696 bytes total

Switch#

—rw-
—rw-
—rw-
—rw-
—rw-
—rw-
-rw- 1
—rw-

8620304 Dec 23
9572396 Dec 30
9604192 Jan 3
1985024 Jan 21
9630880 Feb 27

1173 Mar 19
0511956 Mar 26
2031616 Mar 26

2002
2002
2003
2003
2003
2003
2003
2003

(178400 bytes/sec)

23

01:
:46:
:31:
01:

07
03

05

04:

05

127
05

25
:50

:33

(9383128 bytes free)

24:

(via FastEthernetl) :

:49
:01
49
20
:16
126
12
:12

+00

+00:
+00:
: 00

+00

+00:
+00:
:00

+00

+00:

: 00

00
00

00
00

00

Switch# archive tar /xtract Cat4000I0S.v5-1l.tar /cv
00I0S-5.1.s8gz (1956591 bytes)
ml (7263 bytes)
(410 bytes)
(2743 bytes)
r (20450 bytes)
r (20782 bytes)
t.html (12388 bytes)

extract
extract
extract
extract
extract
extract
extract
extract
extract
Switch#
Switch#

ing Cat40
ing Cat40
ing Cat40
ing Cat4o0
ing Cat40
ing Cat40
ing apple
ing cisco
ing ident

dir

00IOS-5.1_ace.ht
00IOS-5.1_error.

html

00I0S-5.1_install.html

00I0S-5.1_3jks.ja
00I0S-5.1_nos.ja

.x509 (529 bytes

)

itydb.obj (2523 bytes)

Directory of bootflash:/

s W N R

R
R
.
—rw-

8620304 Dec 23
9572396 Dec 30
9604192 Jan 3
1985024 Jan 21

2002
2002
2003
2003

23

07
03

127
01:
:46:
:31:

05

:49
:01
49
20

+00:
+00:
:00

+00

+00:

00
00

00

wickwire.EW1l
cat4000-19k2s-mz.121-19.EW
cat4000-i5k2s-mz.121-19.EW
Cat4000I0S.v4-0.tar
kurt70.devtest-enh
post-2003.03.19.05.50.07-passed. txt
kurt_alpha_bas_crypto_103
Cat4000I0S.v5-1.tar

wickwire.EW1l
cat4000-19k2s-mz.121-19.EW
cat4000-i5k2s-mz.121-19.EW
Cat4000I0S.v4-0.tar
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5 -rw- 9630880 Feb 27 2003 01:25:16 +00:00 kurt70.devtest-enh

6 -rw- 1173 Mar 19 2003 05:50:26 +00:00 post-2003.03.19.05.50.07-passed.txt
7 -rw- 10511956 Mar 26 2003 04:24:12 +00:00 kurt_alpha_bas_crypto_103

8 -rw- 2031616 Mar 26 2003 05:33:12 +00:00 Cat4000I0S.v5-1.tar

9 -rw- 1956591 Mar 26 2003 05:36:11 +00:00 cv/Cat4000I0S-5.1.s9z

10 -rw- 7263 Mar 26 2003 05:36:19 +00:00 cv/Cat4000I0S-5.1_ace.html

11 -rw- 410 Mar 26 2003 05:36:19 +00:00 cv/Cat4000I0S-5.1_error.html
12 -rw- 2743 Mar 26 2003 05:36:19 +00:00 cv/Cat4000I0S-5.1_install.html
13 -rw- 20450 Mar 26 2003 05:36:19 +00:00 cv/Cat4000I0S-5.1_jks.jar

14 -rw- 20782 Mar 26 2003 05:36:19 +00:00 cv/Cat4000I0S-5.1_nos.jar

15 -rw- 12388 Mar 26 2003 05:36:19 +00:00 cv/applet.html

16 -rw- 529 Mar 26 2003 05:36:19 +00:00 cv/cisco.x509

17 -rw- 2523 Mar 26 2003 05:36:19 +00:00 cv/identitydb.obj

61341696 bytes total (7358284 bytes free)
Switch#
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip http server
Switch(config)# snmp-server community public ro
Switch(config)# snmp-server community public rw
Switch(config)# exit
Switch# wr
Building configuration...
Compressed configuration from 2735 bytes to 1169 bytes[OK]
Switch# show ciscoview ?

package ADP Package Details

version ADP version

| Output modifiers

<

For more information about web access to the switch, refer to the “Using the Cisco Web Browser”
chapter in the Cisco 10S Configuration Fundamentals Configuration Guide at this URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fun_c/feprt1/fcd105.htm

Displaying Embedded CiscoView Information

To display the Embedded CiscoView information, enter the following commands:

Command Purpose
Switch# show ciscoview package Displays information about the Embedded CiscoView files.
Switch# show ciscoview version Displays the Embedded CiscoView version.
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The following example shows how to display the Embedded CiscoView file and version information:

Switch# show ciscoview package
File source:

CVFILE SIZE (in bytes)
Cat4000I0S-5.1.s9z 1956591
Cat4000I0S-5.1_ace.html 7263
Cat4000I0S-5.1_error.html 410
Cat4000I0S-5.1_install.html 2743
Cat4000I0S-5.1_jks.jar 20450
Cat4000I0S-5.1_nos.jar 20782
applet.html 12388
cisco.x509 529
identitydb.obj 2523

Switch# show ciscoview version
Engine Version: 5.3.4 ADP Device: Cat4000I0S ADP Version: 5.1 ADK: 49
Switch#

Software Configuration Guide—Release 12.2(25)EWA
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VLANSs

Note

. ... 10

Understanding and Configuring VLANSs, VTP,
and VMPS

This chapter describes VLANs on Catalyst 4500 series switches. It also describes how to enable the
VLAN Trunking Protocol (VTP) and to configure the Catalyst 4500 series switch as a VMPS client.

This chapter includes the following major sections:
e VLAN:S, page 10-1
e VLAN Trunking Protocol, page 10-8
e VLAN Membership Policy Server, page 10-17

This section includes the following major subsections:
e Overview of VLANS, page 10-1
e VLAN Configuration Guidelines and Restrictions, page 10-3
e VLAN Default Configuration, page 10-4
e Configuring VLANSs, page 10-4

For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco 10S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.

Overview of VLANs

A VLAN is a group of devices on one or more LANs that are configured to communicate as if they were
attached to the same wire, when in fact they are located on a number of different LAN segments. Because
VLANSs are based on logical instead of physical connections, they are extremely flexible.

VLANS define broadcast domains in a Layer 2 network. A broadcast domain is the set of all devices that
will receive broadcast frames originating from any device within the set. Broadcast domains are typically
bounded by routers because routers do not forward broadcast frames. Layer 2 switches create broadcast
domains based on the configuration of the switch. Switches are multiport bridges that allow you to create
multiple broadcast domains. Each broadcast domain is like a distinct virtual bridge within a switch.

| oL-7659-03
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You can define one or many virtual bridges within a switch. Each virtual bridge you create in the switch
defines a new broadcast domain (VLAN). Traffic cannot pass directly to another VLAN (between
broadcast domains) within the switch or between two switches. To interconnect two different VLANSs,
you must use routers or Layer 3 switches. See the “Overview of Layer 3 Interfaces” section on page 22-1
for information on inter-VLAN routing on Catalyst 4500 series switches.

Figure 10-1 shows an example of three VLANS that create logically defined networks.
Figure 10-1 Sample VLANs

Engineering Marketing Accounting
VLAN VLAN VLAN

Cisco router

P
EII
. |
Floor 3
Fast
Ethernet
Floor 2
Floor 1

16751

VLANSs are often associated with IP subnetworks. For example, all of the end stations in a particular IP
subnet belong to the same VLAN. Traffic between VLANs must be routed. You must assign LAN
interface VLAN membership on an interface-by-interface basis (this is known as interface-based or
static VLAN membership).

You can set the following parameters when you create a VLAN in the management domain:
e VLAN number
e VLAN name
e VLAN type
e VLAN state (active or suspended)
e Maximum transmission unit (MTU) for the VLAN
e Security Association Identifier (SAID)
e VLAN number to use when translating from one VLAN type to another

~

Note = When the software translates from one VLAN type to another, it requires a different VLAN number for
each media type.

Software Configuration Guide—Release 12.2(25)SG
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VLAN Configuration Guidelines and Restrictions

vians W

Follow these guidelines and restrictions when creating and modifying VLANSs in your network:

VLAN Ranges

Table 10-1 VLAN Ranges

~

Before creating a VLAN, put the Catalyst 4500 series switch in VTP server mode or VTP
transparent mode. If the Catalyst 4500 series switch is a VTP server, you must define a VTP domain.
For information on configuring VTP, see Chapter 27, “Understanding and Configuring VTP.”

The Cisco IOS end command is not supported in VLAN database mode.
You cannot use Ctrl-Z to exit VLAN database mode.

Note

section on page 13-2.

You must enable the extended system ID to use 4094 VLANSs. See the “Understanding the Bridge ID”

With Cisco IOS Release 12.2(25)EWA and later, Catalyst 4500 series switches support 4096 VLANSs in
compliance with the IEEE 802.1Q standard. These VLANSs are organized into three ranges: reserved,
normal, and extended.

Some of these VLANSs are propagated to other switches in the network when you use the VLAN
Trunking Protocol (VTP). The extended-range VLANS are not propagated, so you must configure
extended-range VLANSs manually on each network device.

Table 10-1 describes the uses for VLAN ranges.

VLANs

Usage

Propagated
by VTP

0, 4095

Reserved

For system use only. You cannot see or use these VLANS.

1

Normal

Cisco default. You can use this VLAN but you cannot delete it.

Yes

2-1001

Normal

Used for Ethernet VLANS; you can create, use, and delete these VLAN:Ss.

Yes

1002-1005

Normal

Cisco defaults for FDDI and Token Ring. You cannot delete VLANs 1002—-1005.

Yes

1006-4094

Extended

For Ethernet VLANSs only. When configuring extended-range VLANS, note the
following:

e Layer 3 ports and some software features require internal VLANS. Internal
VLANS are allocated from 1006 and up. You cannot use a VLAN that has been
allocated for such use. To display the VLANSs used internally, enter the show
vlan internal usage command.

e Switches running Catalyst product family software do not support
configuration of VLANs 1006-1024. If you configure VLANs 10061024,
ensure that the VLANSs do not extend to any switches running Catalyst product
family software.

e You must enable the extended system ID to use extended range VLANSs. See
the “Enabling the Extended System ID” section on page 13-8.

No

| oL-7659-03
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Configurable Normal-Range VLAN Parameters

N

Note  Ethernet VLANSs I and 1006 through 4094 use only default values.

You can configure the following parameters for VLANs 2 through 1001:
e VLAN name
e VLAN type
e VLAN state (active or suspended)
e SAID
e STP type for VLANSs

VLAN Default Configuration

Table 10-2 shows the default VLAN configuration values.

Table 10-2 Ethernet VLAN Defaults and Ranges

Parameter Default Valid Values
VLAN ID 1 1-4094
VLAN name VLANYx, where x is a number assigned by |No range
the software.
802.10 SAID 100,001 1-4,294,967,294
MTU size 1500 1500-18,190
Translational bridge 1 1002 0-1005
Translational bridge 2 1003 0-1005
VLAN state active active; suspend; shutdown

Note Catalyst 4500 series switches do not support Token Ring or FDDI media. The switch does not forward
FDDI, FDDI-NET, TrCREF, or TrBREF traffic, but it does propagate the VLAN configuration via VTP. The
software reserves parameters for these media types, but they are not truly supported.

Configuring VLANs
S,

Note  Before you configure VLANS, you must use VLAN Trunking Protocol (VTP) to maintain global VLAN
configuration information for your network. For complete information on VTP, see Chapter 27,
“Understanding and Configuring VTP.”
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VLANS support a number of parameters that are not discussed in detail in this section. For complete
information, refer to the Catalyst 4500 Series Switch Cisco IOS Command Reference.

The VLAN configuration is stored in the vlan.dat file, which is stored in nonvolatile memory. You can
cause inconsistency in the VLAN database if you manually delete the vlan.dat file. If you want to
modify the VLAN configuration or VTP, use the commands described in the following sections and in
the Catalyst 4500 Series Switch Cisco I0S Command Reference.

The following sections describe how to configure VLANS:
e Configuring VLANSs in Global Configuration Mode, page 10-5
e Configuring VLANs in VLAN Database Mode, page 10-7
e Assigning a Layer 2 LAN Interface to a VLAN, page 10-8

Configuring VLANSs in Global Configuration Mode

Note

If the switch is in VTP server or transparent mode (see the “Configuring VTP” section on page 27-6),
you can configure VLANSs in global and VLAN configuration modes. When you configure VLANS in
global and config-vlan configuration modes, the VLAN configuration is saved in the vlan.dat files, not
the running-config or startup-config files. To display the VLAN configuration, enter the show vlan
command.

If the switch is in VLAN transparent mode, use the copy running-config startup-config command to
save the VLAN configuration to the startup-config file. After you save the running configuration as the
startup configuration, the show running-config and show startup-config commands display the VLAN
configuration.

When the switch boots, if the VTP domain name and VTP mode in the startup-config and vlan.dat files
do not match, the switch uses the configuration in the vlan.dat file.

You use the interface configuration command mode to define the port membership mode and add and
remove ports from a VLAN. The results of these commands are written to the running-config file, and
you can display the contents of the file by entering the show running-config command.

User-configured VLANSs have unique IDs from 1 to 4094. To create a VLAN, enter the vlan command
with an unused ID. To verify whether a particular ID is in use, enter the show vlan id /D command. To
modify a VLAN, enter the vlan command for an existing VLAN.

See the “VLAN Default Configuration” section on page 10-4 for the list of default parameters that are
assigned when you create a VLAN. If you do not use the media keyword when specifying the VLAN
type, the VLAN is an Ethernet VLAN.

| oL-7659-03
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To create a VLAN, perform this task:
Command Purpose
Step1  Switch# configure terminal Enters global configuration mode.
Step2  switch(config)# vlan vlan_ID Adds an Ethernet VLAN.

Switch(config-vlan)# .
Note  You cannot delete the default VLANS for these media types:

Ethernet VLAN 1 and FDDI or Token Ring VLANs 1002 to
1005.

When you delete a VLAN, any LAN interfaces configured as
access ports assigned to that VLAN become inactive. They
remain associated with the VLAN (and thus inactive) until you
assign them to a new VLAN.

You can use the no keyword to delete a VLAN.

When the prompt reads switch(config-vlan)#, you are in
vlan-configuration mode. If you wish to change any of the parameters
for the newly created VLAN, use this mode.

Step3  switch(config-vlan)# end Returns to enable mode from vlan-configuration mode.

Step4  sSwitch# show vlan [id | name] vlan name Verifies the VLAN configuration.

When you create or modify an Ethernet VLAN, note the following:

e Because Layer 3 ports and some software features require internal VLANSs allocated from 1006 and
up, configure extended-range VLANS starting with 4094 and work downward.

e You can configure extended-range VLANSs only in global configuration mode. You cannot configure
extended-range VLANs in VLAN database mode.

e Layer 3 ports and some software features use extended-range VLANSs. If the VLAN you are trying
to create or modify is being used by a Layer 3 port or a software feature, the switch displays a
message and does not modify the VLAN configuration.

This example shows how to create an Ethernet VLAN in global configuration mode and verify the
configuration:

Switch# configure terminal
Switch(config)# wvlan 3
Switch(config-vlan)# end
Switch# show vlan id 3

VLAN Name Status Ports

3 VLANO0003 active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
3 enet 100003 1500 - - - - - 0 0
Primary Secondary Type Interfaces

Switch#

Software Configuration Guide—Release 12.2(25)SG
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Configuring VLANs in VLAN Database Mode

When the switch is in VTP server or transparent mode, you can configure VLANSs in the VLAN database
mode. When you configure VLANs in VLAN database mode, the VLAN configuration is saved in the
vlan.dat file, not the running-config or startup-config files. To display the VLAN configuration, enter
the show running-config vlan command.

User-configurable VLANSs have unique IDs from 1 to 4094. Database mode supports configuration of
IDs from 1 to 1001, but not the extended addresses from 1006 to 4094. To create a VLAN, enter the vlan
command with an unused ID. To verify whether a particular ID is in use, enter the show vlan id /D
command. To modify a VLAN, enter the vlan command for an existing VLAN.

See the “VLAN Default Configuration” section on page 10-4 for a listing of the default parameters that
are assigned when you create a VLAN. If you do not use the media keyword when specifying the VLAN
type, the VLAN is an Ethernet VLAN.

To create a VLAN, perform this task:

Command Purpose
Step1  switch# vlan database Enters VLAN database mode.
Step2  switch(vlan)# vlan vlan_ID Adds an Ethernet VLAN.
Note  You cannot delete the default VLANS for these media
types: Ethernet VLAN 1 and FDDI or Token Ring
VLANs 1002 to 1005.
When you delete a VLAN, any LAN interfaces
configured as access ports assigned to that VLAN become
inactive. They remain associated with the VLAN (and
thus inactive) until you assign them to a new VLAN.
You can use the no keyword to delete a VLAN.
Step3  sSwitch(vlan)# exit Returns to enable mode.
Step4d  Switch# show vlan [id | name] vlan_name Verifies the VLAN configuration.
This example shows how to create an Ethernet VLAN in VLAN database mode and verify the
configuration:
Switch# vlan database
Switch(vlan)# vlan 3
VLAN 3 added:
Name: VLAN0O0O3
Switch(vlan)# exit
APPLY completed.
Exiting....
Switch# show vlan name VLAN0003
VLAN Name Status Ports
3 VLANO00O03 active
VLAN Type SAID MTU Parent RingNo BridgeNo Stp Transl Trans2
3 enet 100003 1500 - - - - 0 0
Switch#
Software Configuration Guide—Release 12.2(25)SG
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Assigning a Layer 2 LAN Interface to a VLAN

N

Note

A VLAN created in a management domain remains unused until you assign one or more LAN interfaces
to the VLAN.

Make sure you assign LAN interfaces to a VLAN of the proper type. Assign Fast Ethernet, Gigabit
Ethernet, and 10-Gigabit Ethernet interfaces to Ethernet-type VLAN:S.

To assign one or more LAN interfaces to a VLAN, complete the procedures in the “Configuring Ethernet
Interfaces for Layer 2 Switching” section on page 11-5.

VLAN Trunking Protocol

This section describes the VLAN Trunking Protocol (VTP) on the Catalyst 4500 series switches.
This section includes the following major subsections:

e Overview of VTP, page 10-8

e VTP Configuration Guidelines and Restrictions, page 10-12

e VTP Default Configuration, page 10-12

e Configuring VTP, page 10-13

Overview of VTP

VTP is a Layer 2 messaging protocol that maintains VLAN configuration consistency by managing the
addition, deletion, and renaming of VLANSs within a VTP domain. A VTP domain (also called a VLAN
management domain) is made up of one or more network devices that share the same VTP domain name
and that are interconnected with trunks. VTP minimizes misconfigurations and configuration
inconsistencies that can result in a number of problems, such as duplicate VLAN names, incorrect
VLAN-type specifications, and security violations.

Before you create VLANS, you must decide whether you want to use VTP in your network. With VTP,
you can make configuration changes centrally on one or more network devices and have those changes
automatically communicated to all the other network devices in the network. For details on configuring
VLANSs, see VLANSs, page 10-1

These sections describe how VTP works:
e Understanding the VTP Domain, page 10-9
e Understanding VTP Modes, page 10-9
e Understanding VTP Advertisements, page 10-9
e Understanding VTP Version 2, page 10-10
e Understanding VTP Pruning, page 10-10
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Understanding the VTP Domain

A VTP domain is made up of one or more interconnected network devices that share the same VTP
domain name. A network device can be configured to be in only one VTP domain. You make global
VLAN configuration changes for the domain using either the command-line interface (CLI) or Simple
Network Management Protocol (SNMP).

By default, the Catalyst 4500 series switch is in VTP server mode and is in the no-management domain
state until the switch receives an advertisement for a domain over a trunk link or you configure a
management domain. You cannot create or modify VLANs on a VTP server until the management
domain name is specified or learned.

If the switch receives a VTP advertisement over a trunk link, it inherits the management domain name
and the VTP configuration revision number. The switch ignores advertisements with a different
management domain name or an earlier configuration revision number.

If you configure the switch as VTP transparent, you can create and modify VLANS, but the changes
affect only the individual switch.

When you make a change to the VLAN configuration on a VTP server, the change is propagated to all
network devices in the VTP domain. VTP advertisements are transmitted out all Inter-Switch Link (ISL)
and IEEE 802.1Q trunk connections.

VTP maps VLANs dynamically across multiple LAN types with unique names and internal index
associations. Mapping eliminates unnecessary device administration for network administrators.

Understanding VTP Modes

You can configure a Catalyst 4500 series switch to operate in any one of these VTP modes:

e Server—In VTP server mode, you can create, modify, and delete VLANSs and specify other
configuration parameters (such as VTP version and VTP pruning) for the entire VTP domain. VTP
servers advertise their VLAN configuration to other network devices in the same VTP domain and
synchronize their VLAN configuration with other network devices based on advertisements received
over trunk links. VTP server is the default mode.

e Client—VTP clients behave the same way as VTP servers, but you cannot create, change, or delete
VLANSs on a VTP client.

e Transparent—VTP transparent network devices do not participate in VITP. A VTP transparent
network device does not advertise its VLAN configuration and does not synchronize its VLAN
configuration based on received advertisements. However, in VTP version 2, transparent network
devices do forward VTP advertisements that they receive on their trunking LAN interfaces.

A
Note  Catalyst 4500 series switches automatically change from VTP server mode to VTP client mode if the

switch detects a failure while writing configuration to NVRAM. If this happens, the switch cannot be
returned to VTP server mode until the NVRAM is functioning.

Understanding VTP Advertisements

Each network device in the VTP domain sends periodic advertisements out each trunking LAN interface
to areserved multicast address. VTP advertisements are received by neighboring network devices, which
update their VTP and VLAN configurations as necessary.

Software Configuration Guide—Release 12.2(25)SG
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The following global configuration information is distributed in VTP advertisements:

VLAN IDs (ISL and 802.1Q)

Emulated LAN names (for ATM LANE)

802.10 SAID values (FDDI)

VTP domain name

VTP configuration revision number

VLAN configuration, including maximum transmission unit (MTU) size for each VLAN

Frame format

Understanding VTP Version 2

If you use VTP in your network, you must decide whether to use VTP version 1 or version 2.

S

Note  Catalyst 4500 series switches do not support Token Ring or FDDI media. The switch does not forward
FDDI, FDDI-Net, Token Ring Concentrator Relay Function [TrCRF], or Token Ring Bridge Relay
Function [TrBRF] traffic, but it does propagate the VLAN configuration via VTP.

VTP version 2 supports the following features, which are not supported in version 1:

Token Ring support—VTP version 2 supports Token Ring LAN switching and VLANs (TrBRF and
TrCRF).

Unrecognized Type-Length-Value (TLV) Support—A VTP server or client propagates configuration
changes to its other trunks, even for TLVs it is not able to parse. The unrecognized TLV is saved in
NVRAM.

Version-Dependent Transparent Mode—In VTP version 1, a VTP transparent network device
inspects VTP messages for the domain name and version, and forwards a message only if the version
and domain name match. Because only one domain is supported in the supervisor engine software,
VTP version 2 forwards VTP messages in transparent mode, without checking the version.

Consistency Checks—In VTP version 2, VLAN consistency checks (such as VLAN names and
values) are performed only when you enter new information through the CLI or SNMP. Consistency
checks are not performed when new information is obtained from a VTP message or when
information is read from NVRAM. If the digest on a received VTP message is correct, its
information is accepted without consistency checks.

Understanding VTP Pruning

VTP pruning enhances network bandwidth use by reducing unnecessary flooded traffic, such as
broadcast, multicast, and unicast packets. VTP pruning increases available bandwidth by restricting
flooded traffic to those trunk links that the traffic must use to access the appropriate network devices.
By default, VTP pruning is disabled.

For VTP pruning to be effective, all devices in the management domain must either support VTP pruning
or, on devices that do not support VTP pruning, you must manually configure the VLANSs allowed on
trunks.
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Figure 10-2 shows a switched network without VTP pruning enabled. Interface 1 on Switch 1 and
Interface 2 on Switch 4 are assigned to the Red VLAN. A broadcast is sent from the host connected to
Switch 1. Switch 1 floods the broadcast and every network device in the network receives it, even though

Switches 3, 5, and 6 have no interfaces in the Red VLAN.

You can enable pruning globally on the Catalyst 4500 series switch (see the “Enabling VTP Pruning”

section on page 10-13).

Figure 10-2 Flooding Traffic without VTP Pruning
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Figure 10-3 shows the same switched network with VTP pruning enabled. The broadcast traffic from
Switch 1 is not forwarded to Switches 3, 5, and 6 because traffic for the Red VLAN has been pruned on

the links indicated (Interface 5 on Switch 2 and Interface 4 on Switch 4).

Figure 10-3 Flooding Traffic with VTP Pruning
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Enabling VTP pruning on a VTP server enables pruning for the entire management domain. VTP pruning
takes effect several seconds after you enable it. By default, VLANSs 2 through 1000 are eligible for
pruning. VTP pruning does not prune traffic from pruning-ineligible VLANs. VLAN 1 is always

ineligible for pruning; traffic from VLAN I cannot be pruned.
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To configure VTP pruning on a trunking LAN interface, use the switchport trunk pruning vlan
command. VTP pruning operates when a LAN interface is trunking. You can set VLAN pruning
eligibility regardless of whether VTP pruning is enabled or disabled for the VTP domain, whether any
given VLAN exists, and regardless of whether the LAN interface is currently trunking.

VTP Configuration Guidelines and Restrictions

Follow these guidelines and restrictions when implementing VTP in your network:
e All network devices in a VTP domain must run the same VTP version.

e You must configure a password on each network device in the management domain when VTP is in
secure mode.

A

Caution  If you configure VTP in secure mode, the management domain will not function properly if you do not
assign a management domain password to each network device in the domain.

e A VTP version 2-capable network device can operate in the same VTP domain as a network device
running VTP version 1 if VTP version 2 is disabled on the VTP version 2-capable network device
(VTP version 2 is disabled by default).

e Do notenable VTP version 2 on a network device unless all of the network devices in the same VTP
domain are version 2-capable. When you enable VTP version 2 on a server, all of the
version 2-capable network devices in the domain enable VTP version 2.

e Enabling or disabling VTP pruning on a VTP server enables or disables VTP pruning for the entire
management domain.

e Configuring VLANS as eligible for pruning on a Catalyst 4500 series switch affects pruning
eligibility for those VLANSs on that switch only, not on all network devices in the VTP domain.

VTP Default Configuration

Table 10-3 shows the default VTP configuration.

Table 10-3 VTP Default Configuration

Feature Default Value

VTP domain name Null

VTP mode Server

VTP version 2 enable state Version 2 is disabled
VTP password None

VTP pruning Disabled
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Configuring VTP

The following sections describe how to configure VTP:
e Configuring VTP Global Parameters, page 10-13
e Configuring the Switch as a VTP Server, page 10-14
e Configuring the Switch as a VTP Client, page 10-15
e Disabling VTP (VTP Transparent Mode), page 10-16
e Displaying VTP Statistics, page 10-16

Configuring VTP Global Parameters

The following sections describe configuring the VTP global parameters:
e Configuring a VTP Password, page 10-13
e Enabling VTP Pruning, page 10-13
e Enabling VTP Version 2, page 10-14

Configuring a VTP Password

To configure the VTP password, perform this task:

Command Purpose
Switch# [no] vtp password Sets a password for the VTP domain. The password can
password_string be from 8 to 64 characters.

Uses the no keyword to remove the password.

This example shows how to configure a VTP password:

Switch# vtp password WATER

Setting device VLAN database password to WATER.
Switch#show vtp password

VTP Password:WATER

Switch#

Enabling VTP Pruning

To enable VTP pruning in the management domain, perform this task:

Command Purpose
Step1  sSwitch# [no] vtp pruning Enables VTP pruning in the management domain.

Use the no keyword to disable VTP pruning in the
management domain.

Step2  sSwitch# show vtp status Verifies the configuration.
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This example shows how to enable VTP pruning in the management domain:
Switch# vtp pruning

Pruning switched ON

This example shows how to verify the configuration:

Switch# show vtp status | include Pruning
VTP Pruning Mode : Enabled
Switch#

Enabling VTP Version 2

By default, VTP version 2 is disabled on VTP version 2-capable network devices. When you enable VTP
version 2 on a server, every VTP version 2-capable network device in the VTP domain enables version 2.

A

Caution VTP version 1 and VTP version 2 are not interoperable on network devices in the same VTP domain.
Every network device in the VTP domain must use the same VTP version. Do not enable VTP version 2
unless every network device in the VTP domain supports version 2.

To enable VTP version 2, perform this task:

Command Purpose

Step1  sSwitch# [no] vtp version {1 | 2} Enables VTP version 2.

Use the no keyword to revert to the default.

Step2  Switch# show vtp status Verifies the configuration.

This example shows how to enable VTP version 2:

Switch# vtp version 2

V2 mode enabled.

Switch#

This example shows how to verify the configuration:

Switch# show vtp status | include V2
VTP V2 Mode : Enabled
Switch#

Configuring the Switch as a VTP Server

To configure the Catalyst 4500 series switch as a VTP server, perform this task:

Command Purpose
Step1  Switch# configuration terminal Enters configuration mode.
Step2  switch(config)# vtp mode server Configures the switch as a VTP server.
Step3  Switch(config)# vtp domain domain_name Defines the VTP domain name, which can be up to
32 characters long.
Step4  sSwitch(config)# end Exits VLAN configuration mode.
Step5  Switch# show vtp status Verifies the configuration.
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This example shows how to configure the switch as a VTP server:

Switch# configuration terminal
Switch(config)# vtp mode server

Setting device to VTP SERVER mode.

Switch(config)# wvtp domain Lab_Network
Setting VTP domain name to Lab_Network

Switch(config)# end
Switch#

This example shows how to verify the configuration:

Switch# show vtp status

VTP Version

Configuration Revision

Maximum VLANs supported locally
Number of existing VLANs

VTP Operating Mode

VTP Domain Name

VTP Pruning Mode

VTP V2 Mode

VTP Traps Generation :
MD5 digest :

2

247

1005

33

Server

Lab_Network

Enabled

Disabled

Disabled

0x45 0x52 0xB6 OxFD 0x63 0xC8 0x49 0x80

Configuration last modified by 0.0.0.0 at 8-12-99 15:04:49
Local updater ID is 172.20.52.34 on interface Gil/1l (first interface found)

Switch#

Configuring the Switch as a VTP Client

To configure the Catalyst 4500 series switch as a VTP client, perform this task:

Command Purpose
Step 1 Switch# configuration terminal Enters Configuration mode.
Step2  switch(config)# [no] vtp mode client Configure the switch as a VTP client.
Use the no keyword to return to the default setting (server
mode).
Step3  Switch(config)# end Exits configuration mode.
Step4  Switch# show vtp status Verifies the configuration.
This example shows how to configure the switch as a VTP client:
Switch# configuration terminal
Switch(config)# vtp mode client
Setting device to VTP CLIENT mode.
Switch(config)# exit
Switch#
This example shows how to verify the configuration:
Switch# show vtp status
VTP Version 2
Configuration Revision 247
Maximum VLANs supported locally 1005
Number of existing VLANs 33
VTP Operating Mode Client
VTP Domain Name Lab_Network
VTP Pruning Mode Enabled
Software Configuration Guide—Release 12.2(25)SG
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VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : 0x45 0x52 0xB6 OxFD 0x63 0xC8 0x49 0x80
Configuration last modified by 0.0.0.0 at 8-12-99 15:04:49

Switch#

Disabling VTP (VTP Transparent Mode)

To disable VTP on the Catalyst 4500 series switch, perform this task:

Command Purpose
Step1  Switch# configuration terminal Enters configuration mode.
Step2  sSwitch(config)# [no] vtp mode transparent Disables VTP on the switch.Use the no keyword to return
to the default setting (server mode).
Step3  Switch(config)# end Exits configuration mode.
Step4  sSwitch# show vtp status Verifies the configuration.

This example shows how to disable VTP on the switch:

Switch# configuration terminal
Switch(config)# vtp transparent
Setting device to VTP mode.
Switch(config)# end

Switch#

This example shows how to verify the configuration:

Switch# show vtp status

VTP Version : 2

Configuration Revision : 247

Maximum VLANs supported locally : 1005

Number of existing VLANs : 33

VTP Operating Mode : Transparent

VTP Domain Name : Lab_Network

VTP Pruning Mode : Enabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : 0x45 0x52 0xB6 0xFD 0x63 0xC8 0x49 0x80
Configuration last modified by 0.0.0.0 at 8-12-99 15:04:49
Switch#

Displaying VTP Statistics

To display VTP statistics, including VTP advertisements sent and received and VTP errors, perform this

task:
Command Purpose
Switch# show vtp counters Displays VTP statistics.
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This example shows how to display VTP statistics:

Switch# show vtp counters
VTP statistics:

Summary advertisements received 7
Subset advertisements received : 5
Request advertisements received : 0
Summary advertisements transmitted : 997
Subset advertisements transmitted : 13

Request advertisements transmitted : 3

Number of config revision errors 0

Number of config digest errors 0

Number of V1 summary errors : 0

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Fa5/8 43071 42766 5

VLAN Membership Policy Server

This section describes how to configure dynamic port VLAN membership through the VLAN
Membership Policy Server (VMPS).

This section includes the following subsections:
e Overview of VMPS, page 10-17
e Overview of VMPS Clients, page 10-20
e Dynamic Port VLAN Membership Configuration Example, page 10-26
e VMPS Database Configuration File Example, page 10-29

Overview of VMPS

These subsections describe what a VMPS server does and how it operates:
e Understanding the VMPS Server, page 10-17
e Security Modes for VMPS Server, page 10-18
e Fallback VLAN, page 10-19
e Illegal VMPS Client Requests, page 10-20

Understanding the VMPS Server

A VLAN Membership Policy Server (VMPS) provides a centralized server for selecting the VLAN for
a port dynamically based on the MAC address of the device connected to the port. When the host moves
from a port on one switch in the network to a port on another switch in the network, that switch
dynamically assigns the new port to the proper VLAN for that host.

A Catalyst 4500 series switch running Cisco IOS software does not support the functionality of a VMPS.
It can only function as a VLAN Query Protocol (VQP) client, which communicates with a VMPS
through the VQP. For VMPS functionality, you need to use a Catalyst 4500 series switch (or Catalyst
6500 series switch) running Catalyst operating system (OS) software.
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VMPS uses a UDP port to listen to VQP requests from clients, so, it is not necessary for VMPS clients
to know if the VMPS resides on a local or remote device on the network. Upon receiving a valid request
from a VMPS client, a VMPS server searches its database for an entry of a MAC-address to VLAN

mapping.
In response to a request, the VMPS takes one of the following actions:

e If the assigned VLAN is restricted to a group of ports, the VMPS verifies the requesting port against
this group and responds as follows:

— If the VLAN is allowed on the port, the VMPS sends the VLAN name to the client in response.

— If the VLAN is not allowed on the port and the VMPS is not in secure mode, the VMPS sends
an “access-denied” response.

— If the VLAN is not allowed on the port and the VMPS is in secure mode, the VMPS sends a
“port-shutdown” response.

e Ifthe VLAN in the database does not match the current VLAN on the port and there are active hosts
on the port, the VMPS sends an “access-denied” (open), a “fallback VLAN name” (open with
fallback VLAN configured), a “port-shutdown” (secure), or a “new VLAN name” (multiple)
response, depending on the secure mode setting of the VMPS.

If the switch receives an “access-denied” response from the VMPS, the switch continues to block
traffic from the MAC address to or from the port. The switch continues to monitor the packets
directed to the port and sends a query to the VMPS when it identifies a new address. If the switch
receives a “port-shutdown” response from the VMPS, the switch disables the port. The port must be
manually re-enabled by using the CLI, Cisco Visual Switch Manager (CVSM), or SNMP.

You can also use an explicit entry in the configuration table to deny access to specific MAC
addresses for security reasons. If you enter the none keyword for the VLAN name, the VMPS sends
an “access-denied” or “port-shutdown” response.

For more information on a Catalyst 6500 series switch VMPS running Catalyst operating system
software, refer to the

“Configuring Dynamic Port VLAN Membership with VMPS” chapter at the URL:
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_3/confg_gd/vmps.htm

Security Modes for VMPS Server

VMPS operates in three different modes. The way a VMPS server responds to illegal requests depends
on the mode in which the VMPS is configured:

e Open Mode, page 10-18
e Secure Mode, page 10-19
e Multiple Mode, page 10-19

Open Mode

If no VLAN is assigned to this port, VMPS verifies the requesting MAC address against this port:

e If the VLAN associated with this MAC address is allowed on the port, the VLAN name is returned
to the client.

e If the VLAN associated with this MAC address is not allowed on the port, the host receives an
“access denied” response.
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If a VLAN is already assigned to this port, VMPS verifies the requesting MAC address against this port:

e If the VLAN associated with this MAC address in the database does not match the current VLAN
assigned on the port, and a fallback VLAN name is configured, VMPS sends the fallback VLAN
name to the client.

e If a VLAN associated with this MAC address in the database does not match the current VLAN
assigned on the port, and a fallback VLAN name is not configured, the host receives an “access
denied” response.

If no VLAN is assigned to this port, VMPS verifies the requesting MAC address against this port:

e If the VLAN associated with this MAC address is allowed on the port, the VLAN name is returned
to the client.

e If the VLAN associated with this MAC address is not allowed on the port, the port is shut down.
If a VLAN is already assigned to this port, VMPS verifies the requesting MAC address against this port:

e Ifa VLAN associated with this MAC address in the database does not match the current VLAN
assigned on the port, the port is shutdown, even if a fallback VLAN name is configured.

Multiple hosts (MAC addresses) can be active on a dynamic port if they are all in the same VLAN. If the
link fails on a dynamic port, the port returns to the unassigned state. Any hosts that come online through
the port are checked again with VMPS before the port is assigned to a VLAN.

If multiple hosts connected to a dynamic port belong to different VLANSs, the VLAN matching the MAC
address in the last request is returned to the client provided that multiple mode is configured on the
VMPS server.

Although Catalyst 4500 series and Catalyst 6500 series switches running Catalyst operating system
software support VMPS in all three operation modes, the User Registration Tool (URT) supports open
mode only.

You can configure a fallback VLAN name on a VMPS server.
If no VLAN has been assigned to this port, VMPS compares the requesting MAC address to this port:

e If you connect a device with a MAC address that is not in the database, the VMPS sends the fallback
VLAN name to the client.

e If you do not configure a fallback VLAN name and the MAC address does not exist in the database,
the VMPS sends an “access-denied” response.

If a VLAN is already assigned to this port, VMPS compares the requesting MAC address to this port:

e If the VMPS is in secure mode, it sends a “port-shutdown” response, whether or not a fallback
VLAN has been configured on the server.
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lllegal VMPS Client Requests

Two examples of illegal VMPS client requests are as follows:

e When a MAC-address mapping is not present in the VMPS database and “no fall back” VLAN is
configured on the VMPS.

e When a port is already assigned a VLAN (and the VMPS mode is not “multiple”) but a second
VMPS client request is received on the VMPS for a different MAC-address.

Overview of VMPS Clients

The following subsections describe how to configure a switch as a VMPS client and configure its ports
for dynamic VLAN membership.

The following topics are included:
¢ Understanding Dynamic VLAN Membership, page 10-20
e Default VMPS Client Configuration, page 10-21
e Configuring a Switch as a VMPS Client, page 10-21
e Administering and Monitoring the VMPS, page 10-24
e Troubleshooting Dynamic Port VLAN Membership, page 10-25

Understanding Dynamic VLAN Membership

Note

When a port is configured as “dynamic,” it receives VLAN information based on the MAC-address that
is on the port. The VLAN is not statically assigned to the port; it is dynamically acquired from the VMPS
based on the MAC-address on the port.

A dynamic port can belong to one VLAN only. When the link becomes active, the switch does not
forward traffic to or from this port until the port is assigned to a VLAN. The source MAC address from
the first packet of a new host on the dynamic port is sent to the VMPS as part of the VQP request, which
attempts to match the MAC address to a VLAN in the VMPS database. If there is a match, the VMPS
sends the VLAN number for that port. If there is no match, the VMPS either denies the request or shuts
down the port (depending on the VMPS security mode setting). See the “Overview of VMPS” section
on page 10-17 for a complete description of possible VMPS responses.

Multiple hosts (MAC addresses) can be active on a dynamic port if all are in the same VLAN. If the link
goes down on a dynamic port, the port returns to the unassigned state and does not belong to a VLAN.
Any hosts that come online through the port are checked again with the VMPS before the port is assigned
to a VLAN.

For this behavior to work, the client device must be able to reach the VMPS. A VMPS client sends VQP
requests as UDP packets, trying a certain number of times before giving up. For details on how to set the
retry interval, refer to section “Configuring the Retry Interval” on page 24.

The VMPS client also periodically reconfirms the VLAN membership. For details on how to set the
reconfirm frequency, refer to section “Administering and Monitoring the VMPS” on page 24.

A maximum of 50 hosts are supported on a given port at any given time. Once this maximum is exceeded,
the port is shut down, irrespective of the operating mode of the VMPS server.

The VMPS shuts down a dynamic port if more than 50 hosts are active on that port.
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Default VMPS Client Configuration

Table 10-4 shows the default VMPS and dynamic port configuration on client switches.

Table 10-4 Default VMPS Client and Dynamic Port Configuration

Feature Default Configuration
VMPS domain server None

VMPS reconfirm interval 60 minutes

VMPS server retry count 3

Dynamic ports None configured

Configuring a Switch as a VMPS Client

This section contains the following topics:

Configuring the IP Address of the VMPS Server, page 10-21
Configuring Dynamic Access Ports on a VMPS Client, page 10-22
Reconfirming VLAN Memberships, page 10-23

Configuring Reconfirmation Interval, page 10-23

Reconfirming VLAN Memberships, page 10-23

Configuring the IP Address of the VMPS Server

To configure a Catalyst 4500 series switch as a VMPS client, you must enter the IP address or hostname
of the switch acting as the VMPS.

To define the primary and secondary VMPS on a Catalyst 4500 series switch, perform this task:

Command Purpose
Step 1 Switch# configure terminal Enters global configuration mode.
Step 2 Switch(config)# vmps server Specifies the IP address or hostname of the switch acting as the
{ipaddress | hostname} primary primary VMPS server.
Step 3 Switch(config)# vmps server Specifies the IP address or hostname of the switch acting as a
{(ipaddress | hostname) secondary VMPS server.
Step 4 Switch(config)# end Returns to privileged EXEC mode.
Step 5 Switch# show vmps Verifies the VMPS server entry.
This example shows how to define the primary and secondary VMPS devices:
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# vmps server 172.20.128.179 primary
Switch(config)# vmps server 172.20.128.178
Switch(config)# end
>
Note  You can configure up to four VMPS servers using this CLI on the VMPS client.
Software Configuration Guide—Release 12.2(25)SG
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Switch# show vmps

VQP Client Status:

VMPS VQP Version: 1

Reconfirm Interval: 60 min

Server Retry Count: 3

VMPS domain server: 172.20.128.179 (primary, current)
172.20.128.178

Reconfirmation status

VMPS Action: No Dynamic Port

Configuring Dynamic Access Ports on a VMPS Client

To configure a dynamic access port on a VMPS client switch, perform this task:

Command Purpose
Step 1 Switch# configure terminal Enters global configuration mode.
Step 2 Switch(config)# interface interface Enters interface configuration mode and specifies the port to be
configured.
Step 3 Switch(config-if)# switchport mode Sets the port to access mode.
access
Step 4 Switch(config-if)# switchport access Configures the port as eligible for dynamic VLAN access.
vlan dynamic
Step 5 Switch(config-if)# end Returns to privileged EXEC mode.
Step 6 Switch# show interface interface Verifies the entry.
switchport

This example shows how to configure a dynamic access port and to verify the entry:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface fal/1l

Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan dynamic
Switch(config-if)# end

Switch# show interface fal/l switchport
Name: Fa0O/1

Switchport: Enabled

Administrative mode: dynamic auto
Operational Mode: dynamic access
Administrative Trunking Encapsulation: isl
Operational Trunking Encapsulation: isl
Negotiation of Trunking: Disabled
Access Mode VLAN: 0 ((Inactive))
Trunking Native Mode VLAN: 1 (default)
Trunking VLANs Enabled: NONE

Pruning VLANs Enabled: NONE
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If a VVID (voice VLAN ID) is configured on a dynamic access port, the port can belong to both an
access VLAN and a voice VLAN. Consequently, an access port configured for connecting an IP phone
can have separate VLANS for the following:

e Data traffic to and from the PC that is connected to the switch through the access port of the IP phone
(access VLAN)

e Voice traffic to and from the IP phone (voice VLAN)

Reconfirming VLAN Memberships

Step 1
Step 2

To confirm the dynamic port VLAN membership assignments that the switch has received from the
VMPS, perform this task:

Command Purpose
Switch# vmps reconfirm Reconfirms dynamic port VLAN membership.
Switch# show vmps Verifies the dynamic VLAN reconfirmation status.

Configuring Reconfirmation Interval

VMPS clients periodically reconfirm the VLAN membership information received from the VMPS. You
can set the number of minutes the VMPS client waits before reconfirming the VLAN-to-MAC-address
assignments.

To configure the reconfirmation interval, perform this task:

Command Purpose
Step1 Switch# configure terminal Enters global configuration mode.
Step2 Switch(config)# vmps reconfirm minutes |Specifies the number of minutes between reconfirmations of the
dynamic VLAN membership.
Step3 Switch(config)# end Returns to privileged EXEC mode.
Step4 sSwitch# show vmps Verifies the dynamic VLAN reconfirmation status.
This example shows how to change the reconfirmation interval to 60 minutes and verify the change:
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# vmps reconfirm 60
Switch(config)# end
Switch# show vmps
VQP Client Status:
VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 10
VMPS domain server: 172.20.130.50 (primary, current)
Reconfirmation status
VMPS Action: No Host
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Configuring the Retry Interval

Step 1
Step 2

Step 3
Step 4

You can set the number of times that the VMPS client attempts to contact the VMPS before querying the

next server.

To configure the retry interval, perform this task:

Command

Purpose

Switch# configure terminal

Enters global configuration mode.

Switch(config)# vmps retry count

Specifies the retry count for the VPQ queries. Default is 3. Range is

from 1 to 10.

Switch(config)# end

Returns to privileged EXEC mode.

Switch# show vmps

Verifies the retry count.

This example shows how to change the retry count to 5 and to verify the change:

Switch# configure terminal
Enter configuration commands,
Switch(config)# vmps retry 5
Switch(config)# end

Switch# show vmps
VQP Client Status:
VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 5

VMPS domain server:

Reconfirmation status

VMPS Action:

Administering and Monitoring the VMPS

172.20.130.50

one per line.

(primary,

End with CNTL/Z.

current)

You can display the following information about the VMPS with the show vmps command:

VQP Version

The version of VQP used to communicate with the VMPS. The

switch queries the VMPS using VQP Version 1.

Reconfirm Interval

The number of minutes the switch waits before reconfirming the

VLAN-to-MAC-address assignments.

Server Retry Count

The number of times VQP resends a query to the VMPS. If no

response is received after this many tries, the switch starts to
query the secondary VMPS.
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VMPS domain server The IP address of the configured VLAN membership policy
servers. The switch currently sends queries to the one marked
“current.” The one marked “primary” is the primary server.

VMPS Action The result of the most-recent reconfirmation attempt. This action
can occur automatically when the reconfirmation interval
expired, or you can force it by entering the vmps reconfirm
command or its CVSM or SNMP equivalent.

The following example shows how to display VMPS information:

Switch# show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

The following example shows how to display VMPS statistics:
Switch# show vmps statistics
VMPS Client Statistics

VQP Queries:

VQP Responses:

VMPS Changes:

VQP Shutdowns:

VQP Denied:

VQP Wrong Domain:

VQP Wrong Version:

VQP Insufficient Resource:

Refer to the Catalyst 4500 Series Switch Cisco 10S Command Reference for details on VMPS statistics.

Troubleshooting Dynamic Port VLAN Membership

VMPS errdisables a dynamic port under the following conditions:

e The VMPS is in secure mode, and it will not allow the host to connect to the port. The VMPS
errdisables the port to prevent the host from connecting to the network.

e More than 50 active hosts reside on a dynamic port.

For information on how to display the status of interfaces in error-disabled state, refer to
Chapter 5, “Checking Port Status and Connectivity.” To recover an errdisabled port, use the
errdisable recovery cause vmps global configuration command.
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Dynamic Port VLAN Membership Configuration Example

Figure 10-4 on page 10-26 shows a network with a VMPS servers and VMPS client switches with

dynamic ports. In this example, these assumptions apply:

e The VMPS server and the VMPS client are separate switches.

e The Catalyst 4000 family Switch 1 (running CatOS) is the primary VMPS server.
e The Catalyst 6000 family Switch 3 (running CatOS) and the URT are secondary VMPS servers.

¢ End stations are connected to these clients:

— Catalyst 4500 series XL Switch 2 (running Catalyst I0S)
— Catalyst 4500 series XL Switch 9 (running Catalyst 10S)
e The database configuration file is called Bldg-G.db and is stored on the TFTP server with the IP

address 172.20.22.7.

Figure 10-4 Dynamic Port VLAN Membership Configuration
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VLAN Membership Policy Server ||

Two topologies are possible. Figure 10-5 illustrates a topology with one end station attached directly to
a Catalyst 4500 series switch operating as a VMPS client. Figure 10-6 illustrates a topology with an end
station attached to a Cisco IP Phone, which is attached to a Catalyst 4500 series switch.

Figure 10-5 Dynamic Port VLAN Membership Configuration

& o

Endstation Catalyst 4500 (10S) Catalyst 4500 (CatOS)/
(in VLAN 10) (VMPS client) Catalyst 6500 (CatOS)/
URT e
(VMPS server) 3
Figure 10-6 Dynamic Port VLAN Membership Configuration
Endstation
(in VLAN 20)
Cisco IP phone  Catalyst 4500 (IOS) Catalyst 4500 (CatOS)/
(in VLAN 10) (VMPS client) Catalyst 6500 (CatOS)/
URT 2
(VMPS server) 3

In the following procedure, the Catalyst 4000 and Catalyst 6000 series switches (running CatOS) are the
VMPS servers. Use this procedure to configure the Catalyst 4500 series switch clients in the network:

Step 1 Configure the VMPS server addresses on Switch 2, the client switch.
a. Starting from privileged EXEC mode, enter global configuration mode:

switch# configuration terminal

b. Enter the primary VMPS server IP address:

switch(config)# vmps server 172.20.26.150 primary

c. Enter the secondary VMPS server IP addresses:

switch(config)# vmps server 172.20.26.152

d. To verify your entry of the VMPS IP addresses, return to privileged EXEC mode:

switch# (config) exit

e. Display VMPS information configured for the switch:

switch# show vmps

| oL-7659-03
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B VLAN Membership Policy Server

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3
VMPS domain server: 172.20.26.152
172.20.26.150 (primary, current

Step2  Configure port Fa0/1 on Switch 2 as a dynamic port.

a. Return to global configuration mode:

switch# configure terminal

b. Enter interface configuration mode:

switch(config)# interface fa2/1

c. Configure the VLAN membership mode for static-access ports:

switch(config-if)# switchport mode access

d. Assign the port dynamic VLAN membership:

switch(config-if)# switchport access vlan dynamic

e. Return to privileged EXEC mode:

switch(config-if)# exit
switch#

Step3  Connect End Station 2 on port Fa2/1. When End Station 2 sends a packet, Switch 2 sends a query to the
primary VMPS server, Switch 1. Switch 1 responds with the VLAN ID for port Fa2/1. If spanning-tree
PortFast mode is enabled on Fa2/1, port Fa2/1 connects immediately and begins forwarding.

Step4  Set the VMPS reconfirmation period to 60 minutes. The reconfirmation period is the number of minutes
the switch waits before reconfirming the VLAN to MAC address assignments.

switch# config terminal
switch(config)# vmps reconfirm 60

Step5  Confirm the entry from privileged EXEC mode:

switch# show vmps
VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: No Dynamic Port

Step6  Repeat Steps 1 and 2 to configure the VMPS server addresses, and assign dynamic ports on each VMPS
client switch.
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VMPS Database Configuration File Example

VLAN Membership Policy Server ||

This example shows a sample VMPS database configuration file as it appears on a VMPS server. A
VMPS database configuration file is an ASCII text file that is stored on a TFTP server accessible to the
switch that functions as the VMPS server.

!vmps domain <domain-name>
! The VMPS domain must be defined.
!vmps mode { open | secure }
! The default mode is open.
'vmps fallback <vlan-name>

!vmps no-domain-req { allow | deny }

! The default value is allow.

vps domain WBU
vmps mode open
vmps fallback default
vmps no-domain-req deny

IMAC Addresses

vmps-mac-addrs

! address <addr> vlan-name <vlan_name>

1
address
address
address
address
address

address
!

0012

'Port Groups

.2233.
0000.
aabb.
1223.
fedc.
fedc.

6509.
ccdd.
5678.
bads8.
ba23.

4455
a080
eeff
9abc
7654
1245

vlan-name
vlan-name
vlan-name
vlan-name
vlan-name
vlan-name

lvmps-port-group <group-name>
! device <device-id> { port <port-name> | all-ports }

vmps-port-group WiringClosetl
device 198.92.30.32 port Fal/3
device 172.20.26.141 port Fal/4

vmps-port-group
device 198.4.254.222 port
device 198.4.254.222 port

“Executive Row”

device 198.4.254.223 all-ports

!'VLAN groups

lvmps-vlan-group <group-name>

! vlan-name <vlan-name>

vmps-vlan-group Engineering

vlan-name hardware
vlan-name software

IVLAN port Policies

hardware
hardware
Green
ExecStaff
--NONE--
Purple

es5%Fal/1
es5%Fal/2

lvmps-port-policies {vlan-name <vlan_name> | vlan-group <group-name> }
! { port-group <group-name> | device <device-id> port <port-name> }

vmps-port-policies vlan-group Engineering
port-group WiringClosetl

| oL-7659-03
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vmps-port-policies vlan-name Green
device 198.92.30.32 port Fal0/9

vmps-port-policies vlan-name Purple
device 198.4.254.22 port Fa0/10
port-group “Executive Row”
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Configuring Layer 2 Ethernet Interfaces

This chapter describes how to use the command-line interface (CLI) to configure Fast Ethernet and
Gigabit Ethernet interfaces for Layer 2 switching on Catalyst 4500 series switches. It also provides
guidelines, procedures, and configuration examples. The configuration tasks in this chapter apply to Fast
Ethernet and Gigabit Ethernet interfaces on any module, including the uplink ports on the supervisor
engine.

This chapter includes the following major sections:
e Overview of Layer 2 Ethernet Switching, page 11-1
e Default Layer 2 Ethernet Interface Configuration, page 11-4
e Layer 2 Interface Configuration Guidelines and Restrictions, page 11-5

e Configuring Ethernet Interfaces for Layer 2 Switching, page 11-5

Note  To configure Layer 3 interfaces, see Chapter 22, “Configuring Layer 3 Interfaces.”

Note  For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco 10S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.

Overview of Layer 2 Ethernet Switching

The following sections describe how Layer 2 Ethernet switching works on Catalyst 4500 series switches:
e Understanding Layer 2 Ethernet Switching, page 11-1
¢ Understanding VLAN Trunks, page 11-3
e Layer 2 Interface Modes, page 11-4

Understanding Layer 2 Ethernet Switching

Catalyst 4500 series switches support simultaneous, parallel connections between Layer 2 Ethernet
segments. Switched connections between Ethernet segments last only for the duration of the packet. New
connections can be made between different segments for successive packets.

Software Configuration Guide—Release 12.2(25)SG
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~

Note  With release 12.1(13)EW, the Catalyst 4500 series switches can handle packets of 1600 bytes, rather
than treat them as “oversized” and discard them. This size is larger than the usual IEEE Ethernet
Maximum Transmission Unit (MTU) (1518 bytes) and 802.1q MTU (1522 bytes). The ability to handle
larger packets is required to support two nested 802.1q headers and Multiprotocol Label Switching
(MPLS) on a network.

The Catalyst 4500 series solves congestion problems caused by high-bandwidth devices and a large
number of users by assigning each device (for example, a server) to its own 10-, 100-, or 1000-Mbps
segment. Because each Ethernet interface on the switch represents a separate Ethernet segment, servers
in a properly configured switched environment achieve full access to the bandwidth.

Because collisions are a major bottleneck in Ethernet networks, an effective solution is full-duplex
communication. Normally, Ethernet operates in half-duplex mode, which means that stations can either
receive or transmit. In full-duplex mode, two devices can transmit and receive at the same time. When
packets can flow in both directions simultaneously, effective Ethernet bandwidth doubles to 20 Mbps for
10-Mbps interfaces and to 200 Mbps for Fast Ethernet interfaces. Gigabit Ethernet interfaces on the
Catalyst 4500 series switch are full-duplex mode only, providing 2-Gbps effective bandwidth.

Switching Frames Between Segments

Each Ethernet interface on a Catalyst 4500 series switch can connect to a single workstation or server,
or to a hub through which workstations or servers connect to the network.

On a typical Ethernet hub, all ports connect to a common backplane within the hub, and the bandwidth
of the network is shared by all devices attached to the hub. If two devices establish a session that uses a
significant level of bandwidth, the network performance of all other stations attached to the hub is
degraded.

To reduce degradation, the switch treats each interface as an individual segment. When stations on
different interfaces need to communicate, the switch forwards frames from one interface to the other at
wire speed to ensure that each session receives full bandwidth.

To switch frames between interfaces efficiently, the switch maintains an address table. When a frame
enters the switch, it associates the MAC address of the sending station with the interface on which it was
received.

Building the MAC Address Table

The Catalyst 4500 series builds the MAC address table by using the source address of the frames

received. When the switch receives a frame for a destination address not listed in its MAC address table,
it floods the frame to all interfaces of the same VLAN except the interface that received the frame. When
the destination device replies, the switch adds its relevant source address and interface ID to the address
table. The switch then forwards subsequent frames to a single interface without flooding to all interfaces.

The address table can store at least 32,000 address entries without flooding any entries. The switch uses
an aging mechanism, defined by a configurable aging timer, so if an address remains inactive for a
specified number of seconds, it is removed from the address table.
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Understanding VLAN Trunks

A trunk is a point-to-point link between one or more Ethernet switch interfaces and another networking
device such as a router or a switch. Trunks carry the traffic of multiple VLANSs over a single link and
allow you to extend VLANSs across an entire network.

Two trunking encapsulations are available on all Ethernet interfaces:

e Inter-Switch Link (ISL) Protocol—ISL is a Cisco-proprietary trunking encapsulation.

N

Note  The blocking Gigabit ports on the WS-X4418-GB and WS-X4412-2GB-T modules do not
support ISL. Ports 3 to 18 are blocking Gigabit ports on the WS-X4418-GB module. Ports
1to 12 are blocking Gigabit ports on the WS-X4412-2GB-T module.

e 802.1Q—802.1Q is an industry-standard trunking encapsulation.

You can configure a trunk on a single Ethernet interface or on an EtherChannel bundle. For more
information about EtherChannel, see Chapter 16, “Understanding and Configuring EtherChannel.”

Ethernet trunk interfaces support different trunking modes (see Table 11-2). You can specify whether the
trunk uses ISL encapsulation, 802.1Q encapsulation, or if the encapsulation type is autonegotiated.

To autonegotiate trunking, make sure your interfaces are in the same VTP domain. Use the trunk or
nonegotiate keywords to force interfaces in different domains to trunk. For more information on VTP
domains, see Chapter 27, “Understanding and Configuring VTP.”

Trunk negotiation is managed by the Dynamic Trunking Protocol (DTP). DTP supports autonegotiation
of both ISL and 802.1Q trunks.

Encapsulation Types

Table 11-1 lists the Ethernet trunk encapsulation types.

Table 11-1 Ethernet Trunk Encapsulation Types

Encapsulation Type Encapsulation Command Purpose
ISL switchport trunk encapsulation isl Specifies ISL encapsulation on the trunk link.
802.1Q switchport trunk encapsulation dotlq Specifies 802.1Q encapsulation on the trunk link.
Negotiate switchport trunk encapsulation negotiate Specifies that the interface negotiate with the
neighboring interface to become an ISL (preferred)
or 802.1Q trunk, depending on the configuration
and capabilities of the neighboring interface.
The trunking mode, the trunk encapsulation type, and the hardware capabilities of the two connected
interfaces determine whether a link becomes an ISL or 802.1Q trunk.
Software Configuration Guide—Release 12.2(25)SG
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Layer 2 Interface Modes

Table 11-2 lists the Layer 2 interface modes and describes how they function on Ethernet interfaces.

Table 11-2 Layer 2 Interface Modes

Mode Purpose

switchport mode access Puts the interface into permanent nontrunking mode and
negotiates to convert the link into a nontrunking link. The
interface becomes a nontrunk interface even if the neighboring
interface does not change.

switchport mode Makes the interface actively attempt to convert the link to a
dynamic desirable trunking link. The interface becomes a trunk interface if the
neighboring interface is set to trunk, desirable, or auto mode.

switchport mode dynamic auto Makes the interface convert the link to a trunking link if the
neighboring interface is set to trunk or desirable mode. This is
the default mode for all Ethernet interfaces.

switchport mode trunk Puts the interface into permanent trunking mode and negotiates to
convert the link into a trunking link. The interface becomes a
trunk interface even if the neighboring interface does not change.

switchport nonegotiate Puts the interface into permanent trunking mode but prevents the
interface from generating DTP frames. You must configure the
neighboring interface manually as a trunk interface to establish a
trunking link.

Note  DTP is a point-to-point protocol. However, some internetworking devices might forward DTP frames
improperly. To avoid this problem, ensure that interfaces connected to devices that do not support DTP
are configured with the access keyword if you do not intend to trunk across those links. To enable
trunking to a device that does not support DTP, use the nonegotiate keyword to cause the interface to
become a trunk without generating DTP frames.

Default Layer 2 Ethernet Interface Configuration

Table 11-3 shows the Layer 2 Ethernet interface default configuration.

Table 11-3 Layer 2 Ethernet Interface Default Configuration

Feature Default Value

Interface mode switchport mode dynamic auto

Trunk encapsulation switchport trunk encapsulation negotiate
Allowed VLAN range VLANSs 1-1005

VLAN range eligible for pruning |VLANs 2-1001
Default VLAN (for access ports) | VLAN 1
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Table 11-3 Layer 2 Ethernet Interface Default Configuration (continued)

Feature Default Value

Native VLAN (for 802.1Q only |VLAN 1

trunks)

STP! Enabled for all VLANs

STP port priority 128

STP port cost e 100 for 10-Mbps Ethernet LAN ports

e 19 for 10/100-Mbps Fast Ethernet ports

e 19 for 100-Mbps Fast Ethernet ports

e 4 for 1000-Mbps Gigabit Ethernet ports

e 2 for 10,000-Mbps 10-Gigabit Ethernet LAN ports

1. STP = Spanning Tree Protocol

Layer 2 Interface Configuration Guidelines and Restrictions

Keep the following guidelines and restrictions in mind when you configure Layer 2 interfaces:

e Inanetwork of Cisco switches connected through 802.1Q trunks, the switches maintain one instance
of spanning tree for each VLAN allowed on the trunks. Non-Cisco 802.1Q switches maintain only
one instance of spanning tree for all VLANSs allowed on the trunks.

When you connect a Cisco switch to a non-Cisco device through an 802.1Q trunk, the Cisco switch
combines the spanning tree instance of the native VLAN of the trunk with the spanning tree instance
of the non-Cisco 802.1Q switch. However, spanning tree information for each VLAN is maintained
by Cisco switches separated by a cloud of non-Cisco 802.1Q switches. The non-Cisco 802.1Q cloud
separating the Cisco switches is treated as a single trunk link between the switches.

e Make sure the native VLAN for an 802.1Q trunk is the same on both ends of the trunk link. If the
VLAN on one end of the trunk is different from the VLAN on the other end, spanning tree loops
might result.

e Disabling spanning tree on any VLAN of an 802.1Q trunk can cause spanning tree loops.

Configuring Ethernet Interfaces for Layer 2 Switching

The following sections describe how to configure Layer 2 switching on a Catalyst 4500 series switch:
e Configuring an Ethernet Interface as a Layer 2 Trunk, page 11-6
e Configuring an Interface as a Layer 2 Access Port, page 11-8

e C(Clearing Layer 2 Configuration, page 11-9
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Configuring an Ethernet Interface as a Layer 2 Trunk

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

N

Note

The default for Layer 2 interfaces is switchport mode dynamic auto. If the neighboring interface

supports trunking and is configured to trunk mode or dynamic desirable mode, the link becomes a
Layer 2 trunk. By default, trunks negotiate encapsulation. If the neighboring interface supports ISL and
802.1Q encapsulation and both interfaces are set to negotiate the encapsulation type, the trunk uses ISL

encapsulation.

To configure an interface as a Layer 2 trunk, perform this task:

Command

Purpose

Switch(config)# interface {fastethernet
gigabitethernet | tengigabitethernet}
slot/port

Specifies the interface to configure.

Switch(config-if)# shutdown

(Optional) Shuts down the interface to prevent traffic flow until
configuration is complete.

Switch(config-if)# switchport trunk
encapsulation {isl | dotlqg | negotiate}

(Optional) Specifies the encapsulation.

Note  You must enter this command with either the isl or dotlq
keyword to support the switchport mode trunk
command, which is not supported by the default mode

(negotiate).

Switch(config-if)# switchport mode
{dynamic {auto | desirable} | trunk}

Configures the interface as a Layer 2 trunk. (Required only if the
interface is a Layer 2 access port or to specify the trunking mode.)

Switch(config-if)# switchport access vlan
vlan_num

(Optional) Specifies the access VLAN, which is used if the
interface stops trunking. The access VLAN is not used as the
native VLAN.

Note  The vlan_num parameter is either a single VLAN number
from 1 to 1005 or a range of VLANS described by two
VLAN numbers, the lesser one first, separated by a dash.
Do not enter any spaces between comma-separated vian

parameters or in dash-specified ranges.

Switch(config-if)# switchport trunk
native vlan vlan_num

For 802.1Q trunks, specifies the native VLAN.

Note If you do not set the native VLAN, the default is used

(VLAN 1).

Switch(config-if)# switchport trunk
allowed vlan {add | except | all |
remove}
vlan_numl[,vlan_num|,vlan_numl[, .. .. 11

(Optional) Configures the list of VLANSs allowed on the trunk. All
VLANS are allowed by default. You cannot remove any of the
default VLANSs from a trunk.

Switch(config-if)# switchport trunk
pruning vlan {add | except | none |
remove}

vlan _numl,vlan_num(,vlan_num[,....]]

(Optional) Configures the list of VLANSs allowed to be pruned
from the trunk (see the “Understanding VTP Pruning” section on
page 27-3). The default list of VLANSs allowed to be pruned
contains all VLANS, except for VLAN 1.

Switch(config-if)# no shutdown

Activates the interface. (Required only if you shut down the
interface.)

Switch(config-if)# end

Exits interface configuration mode.

i Software Configuration Guide—Release 12.2(25)SG

0L-7659-03 |



| Chapter11  Configuring Layer 2 Ethernet Interfaces

Configuring Ethernet Interfaces for Layer 2 Switching

Command

Purpose

Step11 Switch# show running-config interface Displays the running configuration of the interface.

{fastethernet | gigabitethernet |
tengigabitethernet} slot/port

Step12 Switch# show interfaces [fastethernet | Displays the switch port configuration of the interface.

gigabitethernet | tengigabitethernet]
slot/port switchport

Step13 Switch# show interfaces [{fastethermet | |Displays the trunk configuration of the interface.

gigabitethernet | tengigabitethernet}
slot/port] trunk

This example shows how to configure the Fast Ethernet interface 5/8 as an 802.1Q trunk. This example
assumes that the neighbor interface is configured to support 802.1Q trunking and that the native VLAN
defaults to VLAN 1:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface fastethernet 5/8
Switch(config-if)# shutdown

Switch(config-if)# switchport mode dynamic desirable
Switch(config-if)# switchport trunk encapsulation dotlg
Switch(config-if)# no shutdown

Switch(config-if)# end

Switch# exit

This example shows how to verify the running configuration:

Switch# show running-config interface fastethernet 5/8
Building configuration...
Current configuration:
1
interface FastEthernet5/8
switchport mode dynamic desirable
switchport trunk encapsulation dotlg
end

This example shows how to verify the switch port configuration:

Switch# show interfaces fastethernet 5/8 switchport
Name: Fa5/8

Switchport: Enabled

Administrative Mode: dynamic desirable
Operational Mode: trunk

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: Enabled

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

This example shows how to verify the trunk configuration:

Switch# show interfaces fastethernet 5/8 trunk

Port Mode Encapsulation Status Native vlan
Fa5/8 desirable n-802.1qg trunking 1
Port Vlans allowed on trunk

Fa5/8 1-1005
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Port

Vlans allowed and active in management domain

Fa5/8 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8

02,850,917,999,1002-1005

Port

Vlans in spanning tree forwarding state and not pruned

Fa5/8 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8

02,850,917,999,1002-1005

Switch#

Configuring an Interface as a Layer 2 Access Port

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Step 7
Step 8

Step 9

N

Note If you assign an interface to a VLAN that does not exist, the interface is not operational until you create
the VLAN in the VLAN database (see the “Configuring VLANSs in Global Configuration Mode” section
on page 10-5).
To configure an interface as a Layer 2 access port, perform this task:
Command Purpose

Switch(config)# interface {fastethernet |
gigabitethernet | tengigabitethernet}
slot/port

Specifies the interface to configure.

Switch(config-if)# shutdown

(Optional) Shuts down the interface to prevent traffic flow until
configuration is complete.

Switch(config-if)# switchport

Configures the interface for Layer 2 switching:

¢ You must enter the switchport command once without any
keywords to configure the interface as a Layer 2 port before
you can enter additional switchport commands with
keywords.

¢ Required only if you previously entered the no switchport
command for the interface.

Switch(config-if)# switchport mode access

Configures the interface as a Layer 2 access port.

Switch(config-if)# switchport access vlan
vlan_num

Place the interface in a VLAN.

Switch(config-if)# no shutdown

Activates the interface. (Required only if you had shut down the
interface.)

Switch(config-if)# end

Exits interface configuration mode.

Switch# show running-config interface
{fastethernet | gigabitethernmet} slot/port

Displays the running configuration of the interface.

Switch# show interfaces [{fastethernet |
gigabitethernet | tengigabitethernet}
slot/port] switchport

Displays the switch port configuration of the interface.

This example shows how to configure the Fast Ethernet interface 5/6 as an access port in VLAN 200:

Switch# configure terminal
Enter configuration commands,

one per line.

End with CNTL/Z.

Switch(config)# interface fastethernet 5/6

Switch(config-if)# shutdown
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Switch(config-if
Switch(config-if
no shutdown
end

Switch(config-if
Switch(config-if
Switch# exit

) #
) #
) #
) #

Configuring Ethernet Interfaces for Layer 2 Switching

switchport mode access
switchport access vlan 200

This example shows how to verify the running configuration:

Switch# show running-config interface fastethernet 5/6

Building configuration...

1

Current configuration :33 bytes
interface FastEthernet 5/6
switchport access vlan 200
switchport mode access

end

This example shows how to verify the switch port configuration:

Switch# show running-config interface fastethernet 5/6 switchport

Name:Fa5/6

Switchport:Enabled
Administrative Mode:dynamic auto
Operational Mode:static access

Administrative Trunking Encapsulation:negotiate
Operational Trunking Encapsulation:native

Negotiation of Trunking:0On
Access Mode VLAN:1 (default)
Trunking Native Mode VLAN:1 (default)

Administrative private-vlan host-association:none

Administrative private-vlan mapping:none

Operational private-vlan:none
Trunking VLANs Enabled:ALL
Pruning VLANs Enabled:2-1001
Switch#

Clearing Layer 2 Configuration

To clear the Layer 2 configuration on an interface, perform this task:

Command Purpose
Step1 Switch(config)# default interface {fastethernet | Speciﬁesthe interface to clear.
gigabitethernet | tengigabitethernet} slot/port
Step2  Switch(config-if)# end Exits interface configuration mode.
Step3  Switch# show running-config interface Displays the running configuration of the interface.
{fastethernet | gigabitethernet |
tengigabitethernet} slot/port
Step4  Switch# show interfaces [{fastethernet | Displays the switch port configuration of the interface.
gigabitethernet | tengigabitethernet} slot/port]
switchport
This example shows how to clear the Layer 2 configuration on the Fast Ethernet interface 5/6:
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# default interface fastethernet 5/6
Switch(config)# end
Switch# exit
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This example shows how to verify that the Layer 2 configuration was cleared:

Switch# show running-config interface fastethernet 5/6
Building configuration...

Current configuration:

!

interface FastEthernet5/6

end

This example shows how to verify the switch port configuration:

Switch# show interfaces fastethernet 5/6 switchport
Name: Fa5/6

Switchport: Enabled

Switch#
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CHAPTER 1

Configuring SmartPort Macros

This chapter describes how to configure and apply SmartPort macros on your switch.

For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco 10S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.

This chapter consists of these sections:
e Understanding SmartPort Macros, page 12-1
e Configuring Smart-Port Macros, page 12-2
e Displaying SmartPort Macros, page 12-8

Understanding SmartPort Macros

SmartPort macros provide a convenient way to save and share common configurations. You can use
SmartPort macros to enable features and settings based on the location of a switch in the network and
for mass configuration deployments across the network.

Each SmartPort macro is a set of CLI commands that you define. SmartPort macro sets do not contain
new CLI commands; Each SmartPort macro is a group of existing CLI commands.

When you apply a SmartPort macro on an interface, the CLI commands contained within the macro are
configured on the interface. When the macro is applied to an interface, the existing interface
configurations are not lost. The new commands are added to interface and are saved in the running
configuration file.
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Configuring Smart-Port Macros

You can create a new SmartPort macro or use an existing macro as a template to create a new macro that
is specific to your application. After you create the macro, you can apply it to an interface or a range of
interfaces.

This section includes information about these topics:
e Default SmartPort Macro Configuration, page 12-2
e SmartPort Macro Configuration Guidelines, page 12-4

e Creating and Applying SmartPort Macros, page 12-4

Default SmartPort Macro Configuration

cisco-desktop

cisco-phone

This section illustrates the default configurations for the four supported macros. These macros can only
be viewed and applied; they cannot be modified by the user.

e cisco-desktop, page 12-2
e cisco-phone, page 12-2
e cisco-switch, page 12-3

e cisco-router, page 12-3

This is the example for the cisco-desktop macro:

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

# Ensure port-security age is greater than one minute

# and use inactivity timer

# “Port-security maximum 1” is the default and will not
# Show up in the config

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

This is the example for the cisco-phone macro:

# VoIP enabled interface - Enable data VLAN

# and voice VLAN (VVID)

# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan $AVID

switchport mode access

# Update the Voice VLAN (VVID) value which should be

# different from data VLAN
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cisco-switch

cisco-router

Configuring Smart-Port Macros

# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan S$VVID

# Enable port security limiting port to a 3 MAC

# addressess -- One for desktop and two for phone
switchport port-security

switchport port-security maximum 3

# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Enable auto-gos to extend trust to attached Cisco phone
auto gos voip cisco-phone

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable@

This is the example for the cisco-switch macro:

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define uniqgue Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan SNVID

Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan S$VRANGE

Hardcode trunk and disable negotiation to

speed up convergence

switchport mode trunk

switchport nonegotiate

# Configure gos to trust this interface

HoF H I

auto gos voip trust
# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

This is the example for the cisco-router macro:

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan SNVID

Update the allowed VLAN range (VRANGE) such that it

includes data, voice and native VLANs

switchport trunk allowed vlan S$VRANGE

Hardcode trunk and disable negotiation to

speed up convergence

Hardcode speed and duplex to router

switchport mode trunk

switchport nonegotiate

speed 100

duplex full

# Configure gos to trust this interface

auto gos voip trust

gos trust dscp

# Ensure fast access to the network when enabling the interface.
# Ensure that switch devices cannot become active on the interface.

N
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spanning-tree portfast
spanning-tree bpduguard enable

SmartPort Macro Configuration Guidelines

Follow these guidelines when configuring macros on your switch:

Do not use exit or end commands when creating a macro. This action could cause commands that
follow exit or end to execute in a different command mode.

When creating a macro, all CLI commands should be interface configuration mode commands.

Some CLI commands are specific to certain interface types. The macro will fail the syntax check or
the configuration check, and the switch will return an error message if it is applied to an interface
that does not accept the configuration.

When a macro is applied to an interface, all existing configuration on the interface is retained. This
is helpful when applying an incremental configuration to an interface.

If you modify a macro definition by adding or deleting commands, the changes are not reflected on
the interface where the original macro was applied. You need to reapply the updated macro on the
interface to apply the new or changed commands.

You can use the macro trace macro-name interface configuration command to show what macros
are running on an interface or to debug the macro to determine any syntax or configuration errors.

If a command fails when you apply a macro, either due to a syntax error or to a configuration error,
the macro continues to apply the remaining commands to the interface.

Applying a macro to an interface range is the same as applying a macro to a single interface. When
you use an interface range, the macro is applied sequentially to each individual interface within the
range. If a macro command fails on one interface, it is still applied to the remaining interfaces.

Specific keywords are required when you apply the system-defined macros (cisco-desktop,
cisco-phone, cisco-switch, and cisco-router) on an interface.

At most, 3 keyword-value pairs are allowed per system-defined macro.

Creating and Applying SmartPort Macros

Step 1
Step 2

To create and apply a SmartPort macro, perform the following task:

Command Purpose
Switch # configure terminal Enters global configuration mode.
Switch(config)# macro name Creates a macro definition, and enters a macro name. A macro definition

macro-name

can contain up to 3000 characters.

Enters the macro commands with one command per line. Use the @
character to end the macro. Use the # character at the beginning of a line
to enter comment text within the macro.

Do not use the exit or end commands in a macro. This action could
cause any commands following exit or end to execute in a different
command mode. For best results, all commands in a macro should be
interface configuration mode commands.
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Step 3

Step 4

Step 5

Step 6
Step 7
Step 8

Step 9

Configuring Smart-Port Macros ||

Command

Purpose

Switch(config)# interface interface-id

Enters interface configuration mode and specifies the interface on which
to apply the macro.

Switch(config-if)# macro {app1y|
trace} macro-name [keyword] [value]
[keyword] [value] [keyword] [value]

Applies each command defined in the macro to the interface.

As of Cisco IOS Release 12.2(20)EWA, the system defined macros are
cisco-desktop, cisco-phone, cisco-switch, and cisco-router.

Switch(config-if)# macro description
text

(Optional) Enters a description about the macro that is applied to the
interface.

Switch(config-if)# end

Returns to privileged EXEC mode.

Switch# show parser macro

Verifies that the macro was created.

Switch# show running-config
interface interface-id

Verifies that the macro is applied to an interface.

Switch# copy running-config
startup-config

(Optional) Saves your entries in the configuration file.

The no form of the macro name global configuration command only deletes the macro definition. It
does not affect the configuration of those interfaces on which the macro is already applied. You can
delete a macro-applied configuration on an interface by entering the default interface interface-id
interface configuration command. Alternatively, you can create an anti-macro for an existing macro that
contains the no form of all the corresponding commands in the original macro. Then apply the

anti-macro to the interface.

The following sections illustrate how to apply and display the attachments on each of the supported

macros:

e cisco-desktop, page 12-5

e cisco-phone, page 12-6
e cisco-switch, page 12-7

e cisco-router, page 12-7

cisco-desktop

This example shows how to use the system-defined macro cisco-desktop to assign a value of 35 to the
access VLAN of the Fast Ethernet interface 2/9.

~

Note

This macro requires the $SAVID keyword, which is the access VLAN of the port.

Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-desktop $AVID 35

Switch(config-if)# end

Switch# show parser macro name cisco-desktop

Macro name :

Macro type : customizable

cisco-desktop

# Basic interface - Enable data VLAN only

# Recommended value for access vlan

(AVID) should not be 1

switchport access vlan S$SAVID [access_vlan_id]

switchport mode access

# Enable port security limiting port to a single
# MAC address -- that of desktop

Software Configuration Guide—Release 12.2(25)SG
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cisco-phone

~

Note

switchport port-security

# Ensure port-security age is greater than one minute
# and use inactivity timer

# “Port-security maximum 1” is the default and will not
# Show up in the config

switchport port-security violation restrict
switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port
spanning-tree portfast

spanning-tree bpduguard enable

Switch# show parser macro description

Interface Macro Description

This example shows how to use the system-defined macro cisco-phone to assign a value of 35 to the
access VLAN and 56 to the voice VLAN on the Fast Ethernet interface 2/9.

This macro requires the SAVID and $VVID keywords, which are the access and voice VLANSs of the
port.

Switch(config)# interface fastethernet2/9

Switch(config-if)# macro apply cisco-phone

Switch(config-if)# macro description cisco-phone $AVID 35 $VVID 56
Switch(config-if)# end

Switch# show parser macro name cisco-phone

Macro name : cisco-phone

Macro type : customizable

# VoIP enabled interface - Enable data VLAN

# and voice VLAN (VVID)

# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan $SAVID [access_vlan_id]

switchport mode access

# Update the Voice VLAN (VVID) value which should be

# different from data VLAN

# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan S$VVID [voice_vlan_id]

# Enable port security limiting port to a 3 MAC

# addressess -- One for desktop and two for phone
switchport port-security

switchport port-security maximum 3

# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Enable auto-gos to extend trust to attached Cisco phone
auto gos voip cisco-phone

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable@

Switch# show parser macro description
Interface Macro Description
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Fa2/9 cisco-phone

cisco-switch

This example shows how to use the system-defined macro cisco-switch to assign a value of 38 to the
native VLAN on the Fast Ethernet interface 2/9.

N

Note  This macro requires the $NVID keyword, which is the native VLANs of the port.

Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-switch
Switch(config-if)# macro description cisco-switch $NVID 38
Switch(config-if)# end

Switch# show parser macro name cisco-switch

Macro name : cisco-switch

Macro type : customizable

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan SNVID [native_vlan_id]
Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan S$VRANGE [vlan_range]
Hardcode trunk and disable negotiation to

speed up convergence

switchport mode trunk

H o H

switchport nonegotiate

# Configure gos to trust this interface

auto gos voip trust

# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

Switch# show parser macro description
Interface Macro Description

cisco-router

This example shows how to use the system-defined macro cisco-router to assign a value of 451 to the
native VLAN on the Fast Ethernet interface 2/9.

S

Note  This macro requires the $NVID keyword, which is the native VLANS of the port.

Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-router
Switch(config-if)# macro description cisco-router $NVID 45I
Switch(config-if)# end

Switch# show parser macro name cisco-router

Macro name : cisco-router

Macro type : customizable

# Access Uplink to Distribution

Software Configuration Guide—Release 12.2(25)SG
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Displaying

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan SNVID [native_vlan_id]
Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan S$VRANGE [vlan_range]
Hardcode trunk and disable negotiation to

speed up convergence

Hardcode speed and duplex to router

switchport mode trunk

T i

switchport nonegotiate

speed 100

duplex full

# Configure gos to trust this interface

auto gos voip trust

gos trust dscp

# Ensure fast access to the network when enabling the interface.

# Ensure that switch devices cannot become active on the interface.
spanning-tree portfast

spanning-tree bpduguard enable

Switch# show parser macro description
Interface Macro Description

SmartPort Macros

To display the SmartPort macros, use one or more of the privileged EXEC commands in Table 12-1.

Table 12-1 Commands for Displaying SmartPort Macros

Command

Purpose

show parser macro

Displays all configured macros.

show parser macro name macro-name Displays a specific macro.

show parser macro brief Displays the configured macro names.

show parser macro description [interface

interface-id)|

interface.

Displays the macro description for all interfaces or for a specified
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CHAPTER 1

Understanding and Configuring STP

This chapter describes how to configure the Spanning Tree Protocol (STP) on a Catalyst 4500 series
switch. It also provides guidelines, procedures, and configuration examples.

This chapter includes the following major sections:
e Overview of STP, page 13-1
e Default STP Configuration, page 13-6
e Configuring STP, page 13-7

Note For information on configuring the PortFast, UplinkFast, and BackboneFast, and other spanning tree
enhancements, see Chapter 14, “Configuring STP Features.”

Note  For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco 10S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.

Overview of STP

STP is a Layer 2 link management protocol that provides path redundancy while preventing undesirable
loops in the network. For a Layer 2 Ethernet network to function properly, only one active path can exist
between any two stations. A loop-free subset of a network topology is called a spanning tree. The
operation of a spanning tree is transparent to end stations, which cannot detect whether they are
connected to a single LAN segment or a switched LAN of multiple segments.

A Catalyst 4500 series switch use STP (the IEEE 802.1D bridge protocol) on all VLANs. By default, a
single spanning tree runs on each configured VLAN (provided you do not manually disable the spanning
tree). You can enable and disable a spanning tree on a per-VLAN basis.

When you create fault-tolerant internetworks, you must have a loop-free path between all nodes in a
network. The spanning tree algorithm calculates the best loop-free path throughout a switched Layer 2
network. Switches send and receive spanning tree frames at regular intervals. The switches do not
forward these frames, but use the frames to construct a loop-free path.

Multiple active paths between end stations cause loops in the network. If a loop exists in the network,
end stations might receive duplicate messages and switches might learn end station MAC addresses on
multiple Layer 2 interfaces. These conditions result in an unstable network.

Software Configuration Guide—Release 12.2(25)SG
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I Overview of STP

A spanning tree defines a tree with a root switch and a loop-free path from the root to all switches in the
Layer 2 network. A spanning tree forces redundant data paths into a standby (blocked) state. If a network
segment in the spanning tree fails and a redundant path exists, the spanning tree algorithm recalculates
the spanning tree topology and activates the standby path.

When two ports on a switch are part of a loop, the spanning tree port priority and port path cost setting
determine which port is put in the forwarding state and which port is put in the blocking state. The
spanning tree port priority value represents the location of an interface in the network topology and how
well located it is to pass traffic. The spanning tree port path cost value represents media speed.

Understanding the Bridge ID

Each VLAN on each network device has a unique 64-bit bridge ID consisting of a bridge priority value,
an extended system ID, and an STP MAC address allocation.

Bridge Priority Value

The bridge priority value determines whether a given redundant link will be given priority and
considered part of a given span in a spanning tree. Preference is given to lower values, and if you want
to manually configure a preference, assign a lower bridge priority value to a link than to its redundant
possibility. With releases prior to 12.1(12¢c)EW, the bridge priority is a 16-bit value (see

Table 13-1).With Release 12.1(12c)EW and later releases, the bridge priority is a 4-bit value when the

extended system ID is enabled (see Table 13-2). See the “Configuring the Bridge Priority of a VLAN”
section on page 13-16.

Extended System ID

Extended system IDs are VLAN IDs between 1025 and 4096. Releases 12.1(12c)EW and later releases
support a 12-bit extended system ID field as part of the bridge ID (see Table 13-2). Chassis that support
only 64 MAC addresses always use the 12-bit extended system ID. On chassis that support 1024 MAC
addresses, you can enable use of the extended system ID. STP uses the VLAN ID as the extended system
ID. See the “Enabling the Extended System ID” section on page 13-8.

Table 13-1 Bridge Priority Value with the Extended System ID Disabled

Bridge Priority Value

Bit 16

Bit 15

Bit 14

Bit 13

Bit12 |Bit11 |Bit10 |Bit9 |Bit8 |Bit7 Bit6 |Bit5 |Bit4 |Bit3 |Bit2 |Bit1

32768

16384

8192

4096

2048 1024 |512 256 |128 |64 32 16 8 4 2 1

Table 13-2 Bridge Priority Value and Extended System ID with the Extended System ID Enabled

Bridge Priority Value Extended System ID (Set Equal to the VLAN ID)
Bit16 |Bit15 |Bit14 |Bit13 |Bit12 ‘Bit11 \Bitm ‘Bitﬁ \Bits \Bin ‘Bits \Bit5 ‘Bitll \Bit3 \Bitz ‘Bit1
32768 |16384 (8192 4096 |VLAN ID
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STP MAC Address Allocation

A Catalyst 4500 series switch chassis has either 64 or 1024 MAC addresses available to support software
features like STP. Enter the show module command to view the MAC address range on your chassis.

Release 12.1(12¢)EW and later releases support chassis with 64 or 1024 MAC addresses. For chassis
with 64 MAC addresses, STP uses the extended system ID plus a MAC address to make the bridge ID
unique for each VLAN.

Earlier releases support chassis with 1024 MAC addresses. With earlier releases, STP uses one MAC
address per VLAN to make the bridge ID unique for each VLAN.

Bridge Protocol Data Units

The following elements determine the stable active spanning tree topology of a switched network:
e The unique bridge ID (bridge priority and MAC address) associated with each VLAN on each switch
e The spanning tree path cost (or bridge priority value) to the root bridge
e The port identifier (port priority and MAC address) associated with each Layer 2 interface

Bridge protocol data units (BPDUs) contain information about the transmitting bridge and its ports,
including the bridge and MAC addresses, bridge priority, port priority, and path cost. The system
computes the spanning tree topology by transmitting BPDUs among connecting switches, and in one
direction from the root switch. Each configuration BPDU contains at least the following:

e The unique bridge ID of the switch that the transmitting switch believes to be the root switch
e The spanning tree path cost to the root

e The bridge ID of the transmitting bridge

e The age of the message

e The identifier of the transmitting port

e Values for the hello, forward delay, and max-age protocol timers

When a switch transmits a BPDU frame, all switches connected to the LAN on which the frame is
transmitted receive the BPDU. When a switch receives a BPDU, it does not forward the frame but instead
uses the information in the frame to calculate a BPDU and, if the topology changes, initiate a BPDU
transmission.

A BPDU exchange results in the following:
e One switch is elected as the root bridge.
e The shortest distance to the root bridge is calculated for each switch based on the path cost.

e A designated bridge for each LAN segment is selected. This is the switch closest to the root bridge
through which frames are forwarded to the root.

e A root port is selected. This is the port providing the best path from the bridge to the root bridge.

e Ports included in the spanning tree are selected.

| oL-7659-03
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Election of the Root Bridge

For each VLAN, the switch with the highest bridge priority (the lowest numerical priority value) is
elected as the root bridge. If all switches are configured with the default priority value (32,768), the
switch with the lowest MAC address in the VLAN becomes the root bridge.

The spanning tree root bridge is the logical center of the spanning tree topology in a switched network.
All paths that are not required to reach the root bridge from anywhere in the switched network are placed
in spanning tree blocking mode.

A spanning tree uses the information provided by BPDUs to elect the root bridge and root port for the
switched network, as well as the root port and designated port for each switched segment.

STP Timers

Table 13-3 describes the STP timers that affect the performance of the entire spanning tree.

Table 13-3 Spanning Tree Protocol Timers

Variable Description

hello_time Determines how often the switch broadcasts hello messages to other
switches.

forward_time Determines how long each of the listening and learning states will last before

the port begins forwarding.

max_age Determines the amount of time that protocol information received on a port
is stored by the switch.

Creating the STP Topology

The goal of the spanning tree algorithm is to make the most direct link the root port. When the spanning
tree topology is calculated based on default parameters, the path between source and destination end
stations in a switched network might not be optimal according to link speed. For instance, connecting
higher-speed links to a port that has a higher number than the current root port can cause a root-port
change.

In Figure 13-1, Switch A is elected as the root bridge. (This could happen if the bridge priority of all the
switches is set to the default value [32,768] and Switch A has the lowest MAC address.) However, due
to traffic patterns, the number of forwarding ports, or link types, Switch A might not be the ideal root
bridge. By increasing the STP port priority (lowering the numerical value) of the ideal switch so that it
becomes the root bridge, you force a spanning tree recalculation to form a new spanning tree topology
with the ideal switch as the root.
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Figure 13-1 Spanning Tree Topology
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For example, assume that one port on Switch B is a fiber-optic link, and another port on Switch B (an
unshielded twisted-pair [UTP] link) is the root port. Network traffic might be more efficient over the
high-speed fiber-optic link. By changing the spanning tree port priority on the fiber-optic port to a higher
priority (lower numerical value) than the priority set for the root port, the fiber-optic port becomes the
new root port.

STP Port States

Propagation delays can occur when protocol information passes through a switched LAN. As a result,
topology changes can take place at different times and at different places in a switched network. When
a Layer 2 interface transitions directly from nonparticipation in the spanning tree topology to the
forwarding state, it can create temporary data loops. Ports must wait for new topology information to
propagate through the switched LAN before starting to forward frames. They must allow the frame
lifetime to expire for frames that have been forwarded under the old topology.

Each Layer 2 interface on a switch that uses spanning tree exists in one of the following five states:
e Blocking—In this state, the Layer 2 interface does not participate in frame forwarding.

e Listening—This state is the first transitional state after the blocking state when spanning tree
determines that the Layer 2 interface should participate in frame forwarding.

e Learning—In this state, the Layer 2 interface prepares to participate in frame forwarding.
e Forwarding—In this state, the Layer 2 interface forwards frames.

e Disabled—In this state, the Layer 2 interface does not participate in spanning tree and does not
forward frames.

MAC Address Allocation

The supervisor engine has a pool of 1024 MAC addresses that are used as the bridge IDs for the VLAN
spanning trees. You can use the show module command to view the MAC address range (allocation
range for the supervisor) that the spanning tree uses for the algorithm.

MAC addresses for the Catalyst 4506 switch are allocated sequentially, with the first MAC address in
the range assigned to VLAN 1, the second MAC address in the range assigned to VLAN 2, and so forth.
For example, if the MAC address range is 00-e0-1e-9b-2e-00 to 00-e0-1e-9b-31-ff, the VLAN 1 bridge
ID is 00-e0-1e-9b-2e-00, the VLAN 2 bridge ID is 00-e0-1e-9b-2e-01, the VLAN 3 bridge ID is
00-e0-1e-9b-2e-02, and so on. On other Catalyst 4500 series platforms, all VLANS map to the same
MAC address rather than mapping to separate MAC addresses.
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STP and IEEE 802.1Q Trunks

N

Note

802.1Q VLAN trunks impose some limitations on the spanning tree strategy for a network. In a network
of Cisco switches connected through 802.1Q trunks, the switches maintain one instance of spanning tree
for each VLAN allowed on the trunks. However, non-Cisco 802.1Q switches maintain only one instance
of spanning tree for all VLANSs allowed on the trunks.

When you connect a Cisco switch to a non-Cisco device (that supports 802.1Q) through an 802.1Q trunk,
the Cisco switch combines the spanning tree instance of the 802.1Q native VLAN of the trunk with the
spanning tree instance of the non-Cisco 802.1Q switch. However, all per-VLAN spanning tree
information is maintained by Cisco switches separated by a network of non-Cisco 802.1Q switches. The
non-Cisco 802.1Q network separating the Cisco switches is treated as a single trunk link between the
switches.

For more information on 802.1Q trunks, see Chapter 11, “Configuring Layer 2 Ethernet Interfaces.”

Per-VLAN Rapid Spanning Tree

Per-VLAN Rapid Spanning Tree (PVRST+) is the same as PVST+, although PVRST+ utilizes a rapid
STP based on IEEE 802.1w rather than 802.1D to provide faster convergence. PVRST+ uses roughly the
same configuration as PVST+ and needs only minimal configuration. In PVRST+, dynamic CAM entries
are flushed immediately on a per-port basis when any topology change is made. UplinkFast and
BackboneFast are enabled but not active in this mode, since the functionality is built into the Rapid STP.
PVRST+ provides for rapid recovery of connectivity following the failure of a bridge, bridge port, or
LAN.

For enabling information, see “Enabling Per-VLAN Rapid Spanning Tree” on page 20.

Default STP Configuration

Table 13-4 shows the default spanning tree configuration.

Table 13-4 Spanning Tree Default Configuration Values

Feature Default Value

Enable state Spanning tree enabled for all VLANs
Bridge priority value 32,768

Spanning tree port priority value (configurable on a 128

per-interface basis—used on interfaces configured as
Layer 2 access ports)

Spanning tree port cost (configurable on a per-interface | ® 10-Gigabit Ethernet: 2
basis—used on interfaces configured as Layer 2 access

ts) e Gigabit Ethernet: 4
ports

e Fast Ethernet: 19

Spanning tree VLAN port priority value (configurable on |128
a per-VLAN basis—used on interfaces configured as
Layer 2 trunk ports)
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Table 13-4 Spanning Tree Default Configuration Values (continued)

Feature Default Value
Spanning tree VLAN port cost (configurable on a e 10-Gigabit Ethernet: 2
per-VLAN basis—used on interfaces configured as e Gigabit Ethernet: 4
Layer 2 trunk ports)

¢ Fast Ethernet: 19
Hello time 2 sec
Forward delay time 15 sec
Maximum aging time 20 sec

Configuring STP

The following sections describe how to configure spanning tree on VLANS:
e Enabling STP, page 13-7
e Enabling the Extended System ID, page 13-8
e Configuring the Root Bridge, page 13-9
e Configuring a Secondary Root Switch, page 13-12
e Configuring STP Port Priority, page 13-13
e Configuring STP Port Cost, page 13-15
e Configuring the Bridge Priority of a VLAN, page 13-16
e Configuring the Hello Time, page 13-17
e Configuring the Maximum Aging Time for a VLAN, page 13-18
e Configuring the Forward-Delay Time for a VLAN, page 13-18
e Disabling Spanning Tree Protocol, page 13-19
e Enabling Per-VLAN Rapid Spanning Tree, page 13-20

N

Note  The spanning tree commands described in this chapter can be configured on any interface except those
configured with the no switchport command.

Enabling STP
S,

Note By default, spanning tree is enabled on all the VLANSs.

You can enable a spanning tree on a per-VLAN basis. The switch maintains a separate instance of
spanning tree for each VLAN (except on VLANs on which you have disabled a spanning tree).
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Step 1
Step 2

Step 3
Step 4

To enable a spanning tree on a per-VLAN basis, perform this task:

Command Purpose

Switch# configure terminal Enters global configuration mode.

Switch(config)# spanning-tree vlan vlan_ID |Enables spanning tree for VLAN vian_id. The vian_ID value
can range from 1 to 4094.

Switch(config)# end Exits configuration mode.

Switch# show spanning-tree vlan vlan_ID Verifies that spanning tree is enabled.

This example shows how to enable a spanning tree on VLAN 200:

Switch# configure terminal
Switch(config)# spanning-tree vlan 200
Switch(config)# end

Switch#

Note  Because spanning tree is enabled by default, issuing a show running command to view the resulting
configuration will not display the command you entered to enable spanning tree.

This example shows how to verify that spanning tree is enabled on VLAN 200:

Switch# show spanning-tree vlan 200

VLAN200 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0050.3e8d.6401
Configured hello time 2, max age 20, forward delay 15
Current root has priority 16384, address 0060.704c.7000
Root port is 264 (FastEthernet5/8), cost of root path is 38
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 01:53:48 ago
Times: hold 1, topology change 24, notification 2

hello 2, max age 14, forward delay 10
Timers: hello 0, topology change 0, notification 0

Port 264 (FastEthernet5/8) of VLAN200 is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.9.
Designated root has priority 16384, address 0060.704c.7000
Designated bridge has priority 32768, address 00e0.4fac.b000
Designated port id is 128.2, designated path cost 19
Timers: message age 3, forward delay 0, hold 0
Number of transitions to forwarding state: 1
BPDU: sent 3, received 3417

Switch#

Enabling the Extended System ID

N

m The extended system ID is enabled permanently on chassis that support 64 MAC addresses.

You can use the spanning-tree extend system-id command to enable the extended system ID on chassis
that support 1024 MAC addresses. See the “Understanding the Bridge ID” section on page 13-2.
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To enable the extended system ID, perform this task:

Command

Purpose

Step1  Switch(config)# spanning-tree extend system-id Enables the extended system ID.

Disables the extended system ID.

Note  You cannot disable the extended system ID on
chassis that support 64 MAC addresses or when
you have configured extended range VLANSs (see
“Table 13-4Spanning Tree Default Configuration
Values” section on page 13-6).

Step2 Switch(config)# end Exits configuration mode.

Step3 Switch# show spanning-tree vlan vlan_ID Verifies the configuration_

N

Note

When you enable or disable the extended system ID, the bridge IDs of all active STP instances are
updated, which might change the spanning tree topology.

This example shows how to enable the extended system ID:

Switch# configure terminal

Switch(config)# spanning-tree extend system-id
Switch(config)# end

Switch#

This example shows how to verify the configuration:

Switch# show spanning-tree summary | include extended
Extended system ID is enabled.

Configuring the Root Bridge

Note

A Catalyst 4000 family switch maintains an instance of spanning tree for each active VLAN configured
on the switch. A bridge ID, consisting of the bridge priority and the bridge MAC address, is associated
with each instance. For each VLAN, the switch with the lowest bridge ID will become the root bridge
for that VLAN. Whenever the bridge priority changes, the bridge ID also changes. This results in the
recomputation of the root bridge for the VLAN.

To configure a switch to become the root bridge for the specified VLAN, use the spanning-tree vlan
vlan-1D root command to modify the bridge priority from the default value (32,768) to a significantly
lower value. The bridge priority for the specified VLAN is set to 8192 if this value will cause the switch
to become the root for the VLAN. If any bridge for the VLAN has a priority lower than 8192, the switch
sets the priority to 1 less than the lowest bridge priority.

For example, assume that all the switches in the network have the bridge priority for VLAN 100 set to
the default value of 32,768. Entering the spanning-tree vlan 100 root primary command on a switch
will set the bridge priority for VLAN 100 to 8192, causing this switch to become the root bridge for
VLAN 100.

The root switch for each instance of spanning tree should be a backbone or distribution switch. Do not
configure an access switch as the spanning tree primary root.
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Use the diameter keyword to specify the Layer 2 network diameter (the maximum number of bridge
hops between any two end stations in the network). When you specify the network diameter, a switch
automatically picks an optimal hello time, forward delay time, and maximum age time for a network of
that diameter. This can significantly reduce the spanning tree convergence time.

Use the hello-time keyword to override the automatically calculated hello time.

Note = We recommend that you avoid manually configuring the hello time, forward delay time, and maximum
age time after configuring the switch as the root bridge.
To configure a switch as the root switch, perform this task:
Command Purpose

Step 1 Switch(config)# [no] spanning-tree vlan vlan_ID Configures a switch as the root switch.

root primary [diameter hops [hello-time seconds]]

You can use the no keyword to restore the defaults.

Step2 Switch(config)# end Exits configuration mode.

This example shows how to configure a switch as the root bridge for VLAN 10, with a network diameter
of 4:

Switch# configure terminal

Switch(config)# spanning-tree vlan 10 root primary diameter 4
Switch(config)# end

Switch#

This example shows how the configuration changes when a switch becomes a spanning tree root. This
is the configuration before the switch becomes the root for VLAN 1:

Switch#show spanning-tree vlan 1

VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0030.94fc.0a00
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0001.6445.4400
Root port is 323 (FastEthernet6/3), cost of root path is 19
Topology change flag not set, detected flag not set
Number of topology changes 2 last change occurred 00:02:19 ago

from FastEthernet6/1
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers:hello 0, topology change 0, notification 0, aging 300

Port 323 (FastEthernet6/3) of VLANl is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.67.
Designated root has priority 32768, address 0001.6445.4400
Designated bridge has priority 32768, address 0001.6445.4400
Designated port id is 129.67, designated path cost 0
Timers:message age 2, forward delay 0, hold 0
Number of transitions to forwarding state:1
BPDU:sent 3, received 91
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Port 324 (FastEthernet6/4) of VLAN1 is blocking
Port path cost 19, Port priority 128, Port Identifier 129.68.
Designated root has priority 32768, address 0001.6445.4400
Designated bridge has priority 32768, address 0001.6445.4400
Designated port id is 129.68, designated path cost 0
Timers:message age 2, forward delay 0, hold 0
Number of transitions to forwarding state:0
BPDU:sent 1, received 89

Now, you can set the switch as the root:

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 root primary
Switch(config)# spanning-tree vlan 1 root primary
VLAN 1 bridge priority set to 8192

VLAN 1 bridge max aging time unchanged at 20
VLAN 1 bridge hello time unchanged at 2

VLAN 1 bridge forward delay unchanged at 15
Switch(config)# end

This is the configuration after the switch becomes the root:

Switch# show spanning-tree vlan 1

VLAN1l is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 8192, address 0030.94fc.0a00
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topology change flag set, detected flag set
Number of topology changes 3 last change occurred 00:00:09 ago
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
Timers:hello 0, topology change 25, notification 0, aging 15

Port 323 (FastEthernet6/3) of VLANl is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.67.
Designated root has priority 8192, address 0030.94fc.0a00
Designated bridge has priority 8192, address 0030.94fc.0a00
Designated port id is 129.67, designated path cost 0
Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
BPDU:sent 9, received 105

Port 324 (FastEthernet6/4) of VLANl is listening
Port path cost 19, Port priority 128, Port Identifier 129.68.
Designated root has priority 8192, address 0030.94fc.0a00
Designated bridge has priority 8192, address 0030.94fc.0a00
Designated port id is 129.68, designated path cost 0
Timers:message age 0, forward delay 5, hold 0
Number of transitions to forwarding state:0
BPDU:sent 6, received 102

Switch#
A

Note  Because the bridge priority is now set at 8192, this switch becomes the root of the spanning tree.
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Configuring a Secondary Root Switch

When you configure a switch as the secondary root, the spanning tree bridge priority is modified from
the default value (32,768) to 16,384. This means that the switch is likely to become the root bridge for
the specified VLANS if the primary root bridge fails (assuming the other switches in the network use the
default bridge priority of 32,768).

You can run this command on more than one switch to configure multiple backup root switches. Use the
same network diameter and hello time values that you used when configuring the primary root switch.

Note = We recommend that you avoid manually configuring the hello time, forward delay time, and maximum
age time after configuring the switch as the root bridge.

To configure a switch as the secondary root switch, perform this task:

Command Purpose

Step1  switch(config)# [no] spanning-tree vlan vlan ID Configures a switch as the secondary root switch.
root secondary [diameter hops [hello-time
seconds] ] You can use the no keyword to restore the defaults.

Step2 Switch(config)# end Exits configuration mode.

This example shows how to configure the switch as the secondary root switch for VLAN 10, with a
network diameter of 4:

Switch# configure terminal

Switch(config)# spanning-tree vlan 10 root secondary diameter 4
VLAN 10 bridge priority set to 16384

VLAN 10 bridge max aging time set to 14

VLAN 10 bridge hello time unchanged at 2

VLAN 10 bridge forward delay set to 10

Switch(config)# end

Switch#

This example shows how to verify the configuration of VLAN 1:

Switch#sh spanning-tree vlan 1

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0003.6b10.e800
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0003.6b10.e800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Role Sts Cost Prio.Nbr Status
Fa3/1 Desg FWD 19 128.129 P2p
Fa3/2 Desg FWD 19 128.130 P2p
Fa3/48 Desg FWD 19 128.176 Edge P2p
Switch#
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Configuring STP Port Priority

In the event of a loop, a spanning tree considers port priority when selecting an interface to put into the
forwarding state. You can assign higher priority values to interfaces that you want a spanning tree to
select first and lower priority values to interfaces that you want a spanning tree to select last. If all
interfaces have the same priority value, a spanning tree puts the interface with the lowest interface
number in the forwarding state and blocks other interfaces. The possible priority range is O through 240,
configurable in increments of 16 (the default is 128).

Note  The Cisco IOS software uses the port priority value when the interface is configured as an access port
and uses VLAN port priority values when the interface is configured as a trunk port.
To configure the spanning tree port priority of an interface, perform this task:
Command Purpose
Step1 Switch(config)# interface {{fastethernet | Specifies an interface to configure.
gigabitethernet | tengigabitethernet} slot/port}
\ {port-channel port_channel_number}
Step2  Switch(config-if)# [no] spanning-tree Configures the port priority for an interface. The
port-priority port priority port_priority value can be from 0 to 240, in increments
of 16.
You can use the no keyword to restore the defaults.
Step3  Switch(config-if)# [no] spanning-tree vlan Configures the VLAN port priority for an interface. The
vlan_ID port-priority port priority port_priority value can be from 0 to 240, in increments
of 16.
You can use the no keyword to restore the defaults.
Step4  Switch(config-if)# end Exits configuration mode.
Step5 Switch# show spanning-tree interface Verifies the configuration.

{{fastethernet | gigabitethernet} slot/port} |
{port-channel port_channel_number}
show spanning-tree vlan vlan_ID

This example shows how to configure the spanning tree port priority of a Fast Ethernet interface:

Switch# configure terminal

Switch(config)# interface fastethernet 5/8
Switch(config-if)# spanning-tree port-priority 100
Switch(config-if)# end

Switch#

This example shows how to verify the configuration of a Fast Ethernet interface when it is configured as
an access port:

Switch# show spanning-tree interface fastethernet 3/1

Vlan Role Sts Cost Prio.Nbr Status
VLANO00O1 Desg FWD 19 128.129 P2p
VLAN1002 Desg FWD 19 128.129 P2p
VLAN1003 Desg FWD 19 128.129 P2p
VLAN1004 Desg FWD 19 128.129 P2p
VLAN1005 Desg FWD 19 128.129 P2p
Switch#
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This example shows how to display the details of the interface configuration when the interface is

configured as an access port:

Switch# show spanning-tree interface fastethernet 3/1 detail

Port 129 (FastEthernet3/1) of VLAN000l is forwarding

Port path cost 19, Port priority 128, Port Identifier 128.129.
Designated root has priority 32768, address 0003.6b10.e800

Designated bridge has priority 32768, address 0003.6b10.e800

Designated port id is 128.129, designated path cost 0

Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
Link type is point-to-point by default
BPDU:sent 187, received 1

Port 129 (FastEthernet3/1) of VLAN1002 is forwarding

Port path cost 19, Port priority 128, Port Identifier 128.129.
Designated root has priority 32768, address 0003.6bl0.ebe9

Designated bridge has priority 32768, address 0003.6bl1l0.ebe9

Designated port id is 128.129, designated path cost 0

Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
Link type is point-to-point by default
BPDU:sent 94, received 2

Port 129 (FastEthernet3/1) of VLAN1003 is forwarding

Port path cost 19, Port priority 128, Port Identifier 128.129.
Designated root has priority 32768, address 0003.6bl0.ebea

Designated bridge has priority 32768, address 0003.6bl0.ebea

Designated port id is 128.129, designated path cost 0

Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
Link type is point-to-point by default
BPDU:sent 94, received 2

Port 129 (FastEthernet3/1) of VLAN1004 is forwarding

Port path cost 19, Port priority 128, Port Identifier 128.129.
Designated root has priority 32768, address 0003.6bl0.ebeb

Designated bridge has priority 32768, address 0003.6bl0.ebeb

Designated port id is 128.129, designated path cost 0

Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
Link type is point-to-point by default
BPDU:sent 95, received 2

Port 129 (FastEthernet3/1) of VLAN1005 is forwarding

Port path cost 19, Port priority 128, Port Identifier 128.129.
Designated root has priority 32768, address 0003.6bl0.ebec

Designated bridge has priority 32768, address 0003.6bl0.ebec

Designated port id is 128.129, designated path cost 0

Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
Link type is point-to-point by default
BPDU:sent 95, received 2

Switch#

Note  The show spanning-tree port-priority command displays only information for ports with an active
link. If there is no port with an active link, enter a show running-config interface command to verify

the configuration.
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This example shows how to configure the spanning tree VLAN port priority of a Fast Ethernet interface:

Switch# configure terminal

Switch(config)# interface fastethernet 5/8
Switch(config-if)# spanning-tree vlan 200 port-priority 64
Switch(config-if)# end

Switch#

This example shows how to verify the configuration of VLAN 200 on the interface when it is configured
as a trunk port:

Switch# show spanning-tree vlan 200
<...output truncated...>

Port 264 (FastEthernet5/8) of VLAN200 is forwarding

Port path cost 19, Port priority 64, Port Identifier 129.8.
Designated root has priority 32768, address 0010.0d40.34c7
Designated bridge has priority 32768, address 0010.0d40.34c7
Designated port id is 128.1, designated path cost 0
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1
BPDU: sent 0, received 13513

<...output truncated...>
Switch#

Configuring STP Port Cost

The default value for spanning tree port path cost is derived from the interface media speed. In the event
of a loop, spanning tree considers port cost when selecting an interface to put into the forwarding state.
You can assign lower cost values to interfaces that you want spanning tree to select first, and higher cost
values to interfaces that you want spanning tree to select last. If all interfaces have the same cost value,
spanning tree puts the interface with the lowest interface number in the forwarding state and blocks other
interfaces. The possible cost range is 1 through 200,000,000 (the default is media-specific).

Spanning tree uses the port cost value when the interface is configured as an access port and uses VLAN
port cost values when the interface is configured as a trunk port.

To configure the spanning tree port cost of an interface, perform this task:

Command Purpose
Step1  Switch(config)# interface {{fastethernet | Specifies an interface to configure.
gigabitethernet | tengigabitethernet} slot/port}
\ {port-channel port_channel_number}
Step2  Switch(config-if)# [no] spanning-tree cost Configures the port cost for an interface. The port_cost

port_cost

value can be from 1 to 200,000,000.

You can use the no keyword to restore the defaults.

Step3  Switch(config-if)# [no] spanning-tree vlan Configures the VLAN port cost for an interface. The
vlan_ID cost port_cost port_cost value can be from 1 to 200,000,000.

You can use the no keyword to restore the defaults.

Step4 sSwitch(config-if)# end Exits configuration mode.

Step5 Switch# show spanning-tree interface Verifies the configuration.

{{fastethernet | gigabitethernet} slot/port} |
{port-channel port_channel_number}
show spanning-tree vlan vlan_ID

| oL-7659-03

Software Configuration Guide—Release 12.2(25)SG g



Chapter 13 Understanding and Configuring STP |

W Configuring STP

Note

This example shows how to change the spanning tree port cost of a Fast Ethernet interface:

Switch# configure terminal

Switch(config)# interface fastethernet 5/8
Switch(config-if)# spanning-tree cost 18
Switch(config-if)# end

Switch#

This example shows how to verify the configuration of the interface when it is configured as an access
port:

Switch# show spanning-tree interface fastethernet 5/8

Port 264 (FastEthernet5/8) of VLAN200 is forwarding
Port path cost 18, Port priority 100, Port Identifier 129.8.
Designated root has priority 32768, address 0010.0d40.34c7
Designated bridge has priority 32768, address 0010.0d40.34c7
Designated port id is 128.1, designated path cost 0
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1
BPDU: sent 0, received 13513

Switch#

This example shows how to configure the spanning tree VLAN port cost of a Fast Ethernet interface:

Switch# configure terminal

Switch(config)# interface fastethernet 5/8
Switch(config-if)# spanning-tree vlan 200 cost 17
Switch(config-if)# end

Switch#

This example shows how to verify the configuration of VLAN 200 on the interface when it is configured
as a trunk port:

Switch# show spanning-tree vlan 200

<...output truncated...>

Port 264 (FastEthernet5/8) of VLAN200 is forwarding

Port path cost 17, Port priority 64, Port Identifier 129.8.
Designated root has priority 32768, address 0010.0d40.34c7
Designated bridge has priority 32768, address 0010.0d40.34c7
Designated port id is 128.1, designated path cost 0
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1
BPDU: sent 0, received 13513

<...output truncated...>
Switch#

The show spanning-tree command displays only information for ports with an active link (green light
is on). If there is no port with an active link, you can issue a show running-config command to confirm
the configuration.

Configuring the Bridge Priority of a VLAN

“~

Note

Exercise care when configuring the bridge priority of a VLAN. In most cases, we recommend that you
enter the spanning-tree vlan vian_ID root primary and the spanning-tree vlan vian_ID root
secondary commands to modify the bridge priority.
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To configure the spanning tree bridge priority of a VLAN, perform this task:

Command Purpose
Step1  Switch(config)# [no] spanning-tree vlan vlan_ID Configures the bridge priority of a VLAN. The
priority bridge priority bridge_priority value can be from 1 to 65,535.
You can use the no keyword to restore the defaults.
Step2 sSwitch(config)# end Exits configuration mode.
Step3  sSwitch# show spanning-tree vlan vlan ID bridge Verifies the configuration.
[brief]

This example shows how to configure the bridge priority of VLAN 200 to 33,792:

Switch# configure terminal

Switch(config)# spanning-tree vlan 200 priority 33792
Switch(config)# end

Switch#

This example shows how to verify the configuration:

Switch# show spanning-tree vlan 200 bridge brief
Hello Max Fwd

Vlan Bridge ID Time Age Delay Protocol
VLAN200 33792 0050.3e8d.64c8 2 20 15 ieee
Switch#

Configuring the Hello Time
N

Note  Exercise care when configuring the hello time. In most cases, we recommend that you use the
spanning-tree vlan vian_ID root primary and the spanning-tree vlan vian_ID root secondary
commands to modify the hello time.

To configure the spanning tree hello time of a VLAN, perform this task:
Command Purpose
Step 1 Switch(config)# [no] spanning-tree vlan vlian ID Configures the hello time of a VLAN. The hello_time
hello-time hello time value can be from 1 to 10 seconds.
You can use the no keyword to restore the defaults.
Step2 sSwitch(config)# end Exits configuration mode.
Step 3 Switch# show spanning-tree vlan vlan_ ID bridge Verifies the configuration.
[brief]
This example shows how to configure the hello time for VLAN 200 to 7 seconds:
Switch# configure terminal
Switch(config)# spanning-tree vlan 200 hello-time 7
Switch(config)# end
Switch#
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This example shows how to verify the configuration:

Switch# show spanning-tree vlan 200 bridge brief
Hello Max Fwd

Vlan Bridge ID Time Age Delay Protocol
VLAN200 49152 0050.3e8d.64c8 7 20 15 ieee
Switch#

Configuring the Maximum Aging Time for a VLAN
S

Note  Exercise care when configuring aging time. In most cases, we recommend that you use the

spanning-tree vlan vian_ID root primary and the spanning-tree vlan vian_ID root secondary
commands to modify the maximum aging time.

To configure the spanning tree maximum aging time for a VLAN, perform this task:

Command Purpose

Step1  Switch(config)# [no] spanning-tree vlan vlan ID Configures the maximum aging time of a VLAN. The
max-age max_age max_age value can be from 6 to 40 seconds.

You can use the no keyword to restore the defaults.

Step2 switch(config)# end Exits configuration mode.
Step 3 Switch# show spanning-tree vlan vlan_ ID bridge Verifies the corﬂﬁguraﬁon,
[brief]

This example shows how to configure the maximum aging time for VLAN 200 to 36 seconds:

Switch# configure terminal

Switch(config)# spanning-tree vlan 200 max-age 36
Switch(config)# end

Switch#

This example shows how to verify the configuration:

Switch# show spanning-tree vlan 200 bridge brief
Hello Max Fwd

Vlan Bridge ID Time Age Delay Protocol
VLAN200 49152 0050.3e8d.64c8 2 36 15 ieee
Switch#

Configuring the Forward-Delay Time for a VLAN
A

Note  Exercise care when configuring forward-delay time. In most cases, we recommend that you use the

spanning-tree vlan vian_ID root primary and the spanning-tree vlan vian_ID root secondary
commands to modify the forward delay time.
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To configure the spanning tree forward delay time for a VLAN, perform this task:

Command Purpose

Step1  Switch(config)# [no] spanning-tree vlan vlan_ID  |Configures the forward time of a VLAN. The
forward-time forward time forward_time value can be from 4 to 30 seconds.

You can use the no keyword to restore the defaults.

Step2 sSwitch(config)# end Exits configuration mode.
Step 3 Switch# show spanning-tree vlan vlan_ ID bridge Verifies the configuration,
[brief]

This example shows how to configure the forward delay time for VLAN 200 to 21 seconds:

Switch# configure terminal

Switch(config)# spanning-tree vlan 200 forward-time 21
Switch(config)# end

Switch#

This example shows how to verify the configuration:

Switch# show spanning-tree vlan 200 bridge brief
Hello Max Fwd

Vlan Bridge ID Time Age Delay Protocol
VLAN200 49152 0050.3e8d.64c8 2 20 21 ieee
Switch#

This example shows how to display spanning tree information for the bridge:

Switch# show spanning-tree bridge

Hello Max Fwd

Vlan Bridge ID Time Age Dly Protocol
VLAN200 49152 0050.3e8d.64c8 2 20 15 ieee
VLAN202 49152 0050.3e8d.64c9 2 20 15 ieee
VLAN203 49152 0050.3e8d.64ca 2 20 15 ieee
VLAN204 49152 0050.3e8d.64cb 2 20 15 ieee
VLAN205 49152 0050.3e8d.64cc 2 20 15 ieee
VLAN206 49152 0050.3e8d.64cd 2 20 15 ieee
Switch#

Disabling Spanning Tree Protocol

To disable spanning tree on a per-VLAN basis, perform this task:

Command Purpose
Step1  Switch(config)# no spanning-tree vlan vlan_ID Disables spanning tree on a per-VLAN basis.
Step2 Switch(config)# end Exits configuration mode.
Step3  Switch# show spanning-tree vlan vlan ID Verifies that spanning tree is disabled.
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This example shows how to disable spanning tree on VLAN 200:

Switch# configure terminal
Switch(config)# no spanning-tree vlan 200
Switch(config)# end

Switch#

This example shows how to verify the configuration:

Switch# show spanning-tree vlan 200
Spanning tree instance for VLAN 200 does not exist.
Switch#

Enabling Per-VLAN Rapid Spanning Tree

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Step 7

Per-VLAN Rapid Spanning Tree (PVRST+) uses the existing PVST+ framework for configuration purposes
and for interaction with other features. It also supports some of the PVST+ extensions.

To configure PVRST+, perform this task:

Command Purpose

Switch(config)# [no] spantree mode rapid-pvst Enables rapid-PVST+.

Switch(config)# interface interface/port Switches to interface configuration mode.

Switch (config) # Sets the link-type to point-to-point mode for the port.
spanning-tree link-type point-to-point

Switch(config-if)# exit Exits interface mode.

Switch(config)# exit Exits configuration mode.

Switch(config-if)# clear spantree Detects any legacy bridges on the port
detected-protocols mod/port

Switch# show spanning-tree summary totals Verifies the rapid-PVST+ configuration.

The following example shows how to configure Rapid-PVST+:

Switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# spanning-tree mode rapid-pvst
Switch(config)# int fa 6/4

Switch(config-if)# spanning-tree link-type point-to-point
Switch(config-if)# end

Switch(config)# end

Switch#

23:55:32:%SYS-5-CONFIG_I:Configured from console by console
Switch# clear spanning-tree detected-protocols
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The following example shows how to verify the configuration:

Switch# show spanning-tree summary totals
Switch is in rapid-pvst mode

Root bridge for:VLAN00O1

Extended system ID is disabled
Portfast Default is disabled
PortFast BPDU Guard Default is disabled
Portfast BPDU Filter Default is disabled

Loopguard Default is disabled

EtherChannel misconfig guard is enabled

UplinkFast is disabled

BackboneFast is disabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
1 vlan 0 0 0 2 2
Switch#

Specifying the Link Type

Rapid connectivity is established only on point-to-point links. Spanning tree views a point-to-point link
as a segment connecting only two switches running the spanning tree algorithm. Because the switch
assumes that all full-duplex links are point-to-point links and that half-duplex links are shared links, you
can avoid explicitly configuring the link type. To configure a specific link type, use the spanning-tree
linktype command.

Restarting Protocol Migration

A switch running both MSTP and RSTP supports a built-in protocol migration process that enables the
switch to interoperate with legacy 802.1D switches. If this switch receives a legacy 802.1D configuration
BPDU (a BPDU with the protocol version set to 0), it sends only 802.1D BPDUs on that port.
Furthermore, when an MSTP switch receives a legacy BPDU, it can also detect the following:

e that a port is at the boundary of a region
e an MST BPDU (version 3) associated with a different region, or
e an RST BPDU (version 2).

The switch, however, does not automatically revert to the MSTP mode if it no longer receives 802.1D
BPDUs because it cannot determine whether or not the legacy switch has been removed from the link
unless the legacy switch is the designated switch. A switch also might continue to assign a boundary role
to a port when the switch to which it is connected has joined the region.

To restart the protocol migration process on the entire switch (that is, to force renegotiation with
neighboring switches), use the clear spanning-tree detected-protocols commands in privileged EXEC
mode. To restart the protocol migration process on a specific interface, enter the clear spanning-tree
detected-protocols interface command in interface-id privileged EXEC mode.
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Configuring STP Features

This chapter describes the Spanning Tree Protocol (STP) features supported on the Catalyst 4500 series
switches. It also provides guidelines, procedures, and configuration examples.

This chapter includes the following major sections:
¢ Overview of Root Guard, page 14-2
e Enabling Root Guard, page 14-2
e Overview of Loop Guard, page 14-3
e Enabling Loop Guard, page 14-4
e Overview of PortFast, page 14-5
e Enabling PortFast, page 14-6
e Overview of BPDU Guard, page 14-7
e Enabling BackboneFast, page 14-15
e Overview of PortFast BPDU Filtering, page 14-8
e Enabling BackboneFast, page 14-15
e Overview of UplinkFast, page 14-10
e Enabling UplinkFast, page 14-11
e Overview of BackboneFast, page 14-12
e Enabling BackboneFast, page 14-15

Wte For information on configuring STP, see Chapter 13, “Understanding and Configuring STP.”

Note  For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco I0S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.
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Overview of Root Guard

Spanning Tree root guard forces an interface to become a designated port, to protect the current root
status and prevent surrounding switches from becoming the root switch.

When you enable root guard on a per-port basis, it is automatically applied to all of the active VLANSs
to which that port belongs. When you disable root guard, it is disabled for the specified port and the port
automatically goes into the listening state.

When a switch that has ports with root guard enabled detects a new root, the ports will go into
root-inconsistent state. Then, when the switch no longer detects a new root, its ports will automatically
go into the listening state.

Enabling Root Guard

Step 1

Step 2

Step 3
Step 4

To enable root guard on a Layer 2 access port (to force it to become a designated port), perform this task:

Command

Purpose

Switch(config)# interface {{fastethermet | Specifies an interface to configure.

gigabitethernet | tengigabitethernet} slot/port}

Switch(config-if)# [no] spanning-tree guard root Enablesrootguard.

You can use the no keyword to disable Root Guard.

Switch(config-if)# end Exits configuration mode.

Switch# show spanning-tree Verifies the configuration.

This example shows how to enable root guard on Fast Ethernet interface 5/8:

Switch(config)# interface fastethernet 5/8
Switch(config-if)# spanning-tree guard root
Switch(config-if)# end

Switch#

This example shows how to verify the configuration:

Switch# show running-config interface fastethernet 5/8
Building configuration...

Current configuration: 67 bytes
1

interface FastEthernet5/8
switchport mode access

spanning-tree guard root
end

Switch#

This example shows how to determine whether any ports are in root inconsistent state:

Switch# show spanning-tree inconsistentports

Name Interface Inconsistency

VLAN0001 FastEthernet3/1 Port Type Inconsistent
VLAN0001 FastEthernet3/2 Port Type Inconsistent
VLAN1002 FastEthernet3/1 Port Type Inconsistent
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VLAN1002 FastEthernet3/2 Port Type Inconsistent
VLAN1003 FastEthernet3/1 Port Type Inconsistent
VLAN1003 FastEthernet3/2 Port Type Inconsistent
VLAN1004 FastEthernet3/1 Port Type Inconsistent
VLAN1004 FastEthernet3/2 Port Type Inconsistent
VLAN1005 FastEthernet3/1 Port Type Inconsistent
VLAN1005 FastEthernet3/2 Port Type Inconsistent

Number of inconsistent ports (segments) in the system :10

Overview of Loop Guard

Loop guard helps prevent bridging loops that could occur because of a unidirectional link failure on a
point-to-point link. When enabled globally, loop guard applies to all point-to-point ports on the system.
Loop guard detects root ports and blocked ports and ensures that they keep receiving BPDUs from their
designated port on the segment. If a loop-guard-enabled root or blocked port stop receiving BPDUs from
its designated port, it transitions to the blocking state, assuming there is a physical link error on this port.
The port recovers from this state as soon as it receives a BPDU.

You can enable loop guard on a per-port basis. When you enable loop guard, it is automatically applied
to all of the active instances or VLANSs to which that port belongs. When you disable loop guard, it is
disabled for the specified ports. Disabling loop guard moves all loop-inconsistent ports to the listening
state.

If you enable loop guard on a channel and the first link becomes unidirectional, loop guard blocks the
entire channel until the affected port is removed from the channel. Figure 14-1 shows loop guard in a
triangular switch configuration.

Figure 14-1 Triangular Switch Configuration with Loop Guard

——@ Designated port
—(O Root port
—+ Alternate port

55772

Figure 14-1 illustrates the following configuration:
e Switches A and B are distribution switches.
¢ Switch C is an access switch.
e Loop guard is enabled on ports 3/1 and 3/2 on Switches A, B, and C.

Enabling loop guard on a root switch has no effect but provides protection when a root switch becomes
a nonroot switch.
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Follow these guidelines when using loop guard:
e Do not enable loop guard on PortFast-enabled or dynamic VLAN ports.
e Do not enable loop guard if root guard is enabled.

Loop guard interacts with other features as follows:
e Loop guard does not affect the functionality of UplinkFast or BackboneFast.
e Enabling loop guard on ports that are not connected to a point-to-point link will not work.

e Root guard forces a port to always be the root port. Loop guard is effective only if the port is a root
port or an alternate port. You cannot enable loop guard and root guard on a port at the same time.

e Loop guard uses the ports known to spanning tree. Loop guard can take advantage of logical ports
provided by the Port Aggregation Protocol (PAgP). However, to form a channel, all the physical
ports grouped in the channel must have compatible configurations. PAgP enforces uniform
configurations of root guard or loop guard on all the physical ports to form a channel.

These caveats apply to loop guard:

— Spanning tree always chooses the first operational port in the channel to send the BPDUs. If that
link becomes unidirectional, loop guard blocks the channel, even if other links in the channel
are functioning properly.

— If a set of ports that are already blocked by loop guard are grouped together to form a channel,
spanning tree loses all the state information for those ports and the new channel port may obtain
the forwarding state with a designated role.

— If a channel is blocked by loop guard and the channel breaks, spanning tree loses all the state
information. The individual physical ports may obtain the forwarding state with the designated
role, even if one or more of the links that formed the channel are unidirectional.

S

Note  You can enable UniDirectional Link Detection (UDLD) to help isolate the link failure.
A loop may occur until UDLD detects the failure, but loop guard will not be able to
detect it.

e Loop guard has no effect on a disabled spanning tree instance or a VLAN.

Enabling Loop Guard

You can enable loop guard globally or per port.

To enable loop guard globally on the switch, perform this task:

Command Purpose
Step1 sSwitch(config)# spanning-tree loopguard default Enables loop guard globally on the switch.
Step2 Switch(config)# end Exits configuration mode.
Step3 Switch# show spanning tree interface 4/4 detail Verifies the configuration impact on a port.

This example shows how to enable loop guard globally:

Switch(config)# spanning-tree loopguard default
Switch(config)# Ctrl-z
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This example shows how to verify the previous configuration of port 4/4:

Switch# show spanning-tree interface fastethernet 4/4 detail

Port 196 (FastEthernetd4/4) of VLAN0010 is forwarding
Port path cost 1000, Port priority 160, Port Identifier 160.196.
Designated root has priority 32768, address 00d0.00b8.140a
Designated bridge has priority 32768, address 00d40.00b8.140a
Designated port id is 160.196, designated path cost 0
Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
The port is in the portfast mode by portfast trunk configuration
Link type is point-to-point by default
Bpdu filter is enabled
Loop guard is enabled by default on the port
BPDU:sent 0, received 0

To enable loop guard on an interface, perform this task:

Command

Purpose

Step1 Switch(config)# interface {type slot/port}
{port-channel port_channel_number}

Selects an interface to configure.

Step2 sSwitch(config-if)# spanning-tree guard loop Ckn]ﬁguresloop guard_
Step3 Switch(config)# end Exits configuration mode.
Step4 Switch# show spanning tree interface 4/4 detail Verifies the configuration impact on that port.

This example shows how to enable loop guard on port 4/4:

Switch(config)# interface fastEthernet 4/4
Switch(config-if)# spanning-tree guard loop
Switch(config-if)# 4z

This example shows how to verify the configuration impact on port 4/4:

Switch# show spanning-tree interface fastEthernet 4/4 detail

Port 196 (FastEthernet4/4) of VLAN0010 is forwarding
Port path cost 1000, Port priority 160, Port Identifier 160.196.
Designated root has priority 32768, address 00d0.00b8.140a
Designated bridge has priority 32768, address 00d40.00b8.140a
Designated port id is 160.196, designated path cost 0
Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
The port is in the portfast mode by portfast trunk configuration
Link type is point-to-point by default
Bpdu filter is enabled
Loop guard is enabled on the port
BPDU:sent 0, received 0

Switch#

Overview of PortFast

Spanning Tree PortFast causes an interface configured as a Layer 2 access port to enter the forwarding
state immediately, bypassing the listening and learning states. You can use PortFast on Layer 2 access

ports connected to a single workstation or server to allow those devices to connect to the network

immediately, rather than waiting for spanning tree to converge. If the interface receives a bridge protocol
data unit (BPDU), which should not happen if the interface is connected to a single workstation or server,

spanning tree puts the port into the blocking state.
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N

Note  Because the purpose of PortFast is to minimize the time that access ports must wait for spanning tree to
converge, it is most effective when used on access ports. If you enable PortFast on a port connecting to
another switch, you risk creating a spanning tree loop.

Enabling PortFast
A\

Caution  Use PortFast only when connecting a single end station to a Layer 2 access port. Otherwise, you might
create a network loop.

To enable PortFast on a Layer 2 access port to force it to enter the forwarding state immediately, perform
this task:

Command Purpose

Step 1 Switch(config)# interface {{fastethernet | Specifies an interface to configure.
gigabitethernet | tengigabitethernet} slot/port}
\ {port-channel port_channel_number}

Step2  Switch(config-if)# [no] spanning-tree portfast Enables PortFast on a Layer 2 access port connected to a
single workstation or server.

You can use the no keyword to disable PortFast.

Step3  sSwitch(config-if)# end Exits configuration mode.

Step 4 Switch# show running interface {{fastethernet | Verifies the configuration.
gigabitethernet | tengigabitethernet} slot/port}
\ {port-channel port_channel_number}

This example shows how to enable PortFast on Fast Ethernet interface 5/8:

Switch(config)# interface fastethernet 5/8
Switch(config-if)# spanning-tree portfast
Switch(config-if)# end

Switch#

This example shows how to verify the configuration:

Switch# show running-config interface fastethernet 5/8
Building configuration...

Current configuration:
!
interface FastEthernet5/8
no ip address
switchport
switchport access vlan 200
switchport mode access
spanning-tree portfast
end

Switch#
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Overview of BPDU Guard

Note

Spanning Tree BPDU guard shuts down PortFast-configured interfaces that receive BPDUs, rather than
putting them into the spanning tree blocking state. In a valid configuration, PortFast-configured
interfaces do not receive BPDUs. Reception of a BPDU by a PortFast-configured interface signals an
invalid configuration, such as connection of an unauthorized device. BPDU guard provides a secure
response to invalid configurations, because the administrator must manually put the interface back in
service.

When the BPDU guard feature is enabled, spanning tree applies the BPDU guard feature to all
PortFast-configured interfaces.

Enabling BPDU Guard

To enable BPDU guard to shut down PortFast-configured interfaces that receive BPDUs, perform this
task:

Command Purpose
Step1  Switch(config)# [no] spanning-tree portfast Enables BPDU guard on all the switch’s
bpduguard PortFast-configured interfaces.
You can use the no keyword to disable BPDU guard.

Step2 Switch(config)# end Exits configuration mode.
Step3  Switch# show spanning-tree summary totals Verifies the BPDU configuration.

This example shows how to enable BPDU guard:

Switch(config)# spanning-tree portfast bpduguard

Switch(config)# end

Switch#

This example shows how to verify the BPDU configuration:

Switch# show spanning-tree summary totals

Root bridge for: none.

PortFast BPDU Guard is enabled

Etherchannel misconfiguration guard is enabled

UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active

34 VLANs 0 0 0 36 36
Switch#
Software Configuration Guide—Release 12.2(25)SG
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Overview of PortFast BPDU Filtering

Cisco IOS Release 12.2(25)EW and later support PortFast BPDU filtering, which allows the
administrator to prevent the system from sending or even receiving BPDUs on specified ports.

When configured globally, PortFast BPDU filtering applies to all operational PortFast ports. Ports in an
operational PortFast state are supposed to be connected to hosts that typically drop BPDUs. If an
operational PortFast port receives a BPDU, it immediately loses its operational PortFast status. In that
case, PortFast BPDU filtering is disabled on this port and STP resumes sending BPDUs on this port.

PortFast BPDU filtering can also be configured on a per-port basis. When PortFast BPDU filtering is
explicitly configured on a port, it does not send any BPDUs and drops all BPDUs it receives.

A

Caution  Explicitly configuring PortFast BPDU filtering on a port that is not connected to a host can result in
bridging loops, because the port will ignore any BPDU it receives and go to the forwarding state.

When you enable PortFast BPDU filtering globally and set the port configuration as the default for
PortFast BPDU filtering (see the “Enabling BackboneFast” section on page 14-15), PortFast enables or
disables PortFast BPDU filtering.

If the port configuration is not set to default, then the PortFast configuration will not affect PortFast
BPDU filtering. Table 14-1 lists all the possible PortFast BPDU filtering combinations. PortFast BPDU
filtering allows access ports to move directly to the forwarding state as soon as the end hosts are
connected.

Table 14-1 PortFast BPDU Filtering Port Configurations

Per-Port Configuration  |Global Configuration |PortFast State |PortFast BPDU Filtering State
Default Enable Enable Enable!
Default Enable Disable Disable
Default Disable Not applicable |Disable
Disable Not applicable Not applicable |Disable
Enable Not applicable Not applicable |Enable

1. The port transmits at least 10 BPDUs. If this port receives any BPDUs, then PortFast and PortFast BPDU filtering are disabled.

Enabling PortFast BPDU Filtering

To enable PortFast BPDU filtering globally, perform this task:

Command Purpose
Step1  sSwitch(config)# spanning-tree portfast bpdufilter default |Enables BPDU filtering globally on the
switch.
Step2  Switch# show spanning-tree summary totals Verifies the BPDU configuration.

This example shows how to enable PortFast BPDU filtering on a port:

Switch(config)# spanning-tree portfast bpdufilter default
Switch(config)# Ctrl-Z
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This example shows how to verify the BPDU configuration in PVST+ mode:

Switch# show spanning-tree summary totals

Root bridge for:VLAN0010

EtherChannel misconfiguration guard is enabled
Extended system ID is disabled

Portfast is enabled by default
PortFast BPDU Guard is disabled by default
Portfast BPDU Filter is enabled by default

Loopguard is disabled by default
UplinkFast is disabled
BackboneFast is disabled

Pathcost method used is long

Name Blocking Listening Learning Forwarding STP Active
2 vlans 0 0 0 3 3
Switch#

>

Note  For PVST+ information, see Chapter 15, “Understanding and Configuring Multiple Spanning Trees.’

To enable PortFast BPDU filtering, perform this task:

Command Purpose
Step1 Switch(config)# interface fastEthernet 4/4 Selects the interface to configure.
Step2 Switch(config-if)# spanning-tree bpdufilter enable Enables BPDU filtering.
Step3 Switch# show spanning-tree interface fastethernmet 4/4 |Verifies the configuration.

This example shows how to enable PortFast BPDU filtering on port 4/4:

Switch(config)# interface fastethernet 4/4
Switch(config-if)# spanning-tree bpdufilter enable
Switch(config-if)# 4z

This example shows how to verify that PortFast BPDU filtering is enabled:

Switch# show spanning-tree interface fastethernet 4/4
Vlan Role Sts Cost Prio.Nbr Status

VLAN0010 Desg FWD 1000 160.196 Edge P2p

This example shows more detail on the port:

Switch# show spanning-tree interface fastEthernet 4/4 detail

Port 196 (FastEthernet4/4) of VLANOO010 is forwarding
Port path cost 1000, Port priority 160, Port Identifier 160.196.
Designated root has priority 32768, address 00d0.00b8.140a
Designated bridge has priority 32768, address 00d0.00b8.140a
Designated port id is 160.196, designated path cost 0
Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
The port is in the portfast mode by portfast trunk configuration
Link type is point-to-point by default
Bpdu filter is enabled
BPDU:sent 0, received 0

Switch#
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Overview of UplinkFast

N

Note

UplinkFast is most useful in wiring-closet switches. This feature might not be useful for other types of
applications.

Spanning Tree UplinkFast provides fast convergence after a direct link failure and uses uplink groups to
achieve load balancing between redundant Layer 2 links. Convergence is the speed and ability of a group
of internetworking devices running a specific routing protocol to agree on the topology of an
internetwork after a change in that topology. An uplink group is a set of Layer 2 interfaces (per VLAN),
only one of which is forwarding at any given time. Specifically, an uplink group consists of the root port
(which is forwarding) and a set of blocked ports, except for self-looping ports. The uplink group provides
an alternate path in case the currently forwarding link fails.

Figure 14-2 shows an example of a topology with no link failures. Switch A, the root switch, is
connected directly to Switch B over link L1 and to Switch C over link L2. The Layer 2 interface on
Switch C that is connected directly to Switch B is in the blocking state.

Figure 14-2 UplinkFast Before Direct Link Failure

Switch A
(Root) Switch B

g7 L1 g7

’ Blocked port

Switch C

11241

If Switch C detects a link failure on the currently active link L2 on the root port (a direct link failure),
UplinkFast unblocks the blocked port on Switch C and transitions it to the forwarding state without
going through the listening and learning states, as shown in Figure 14-3. This switchover takes
approximately one to five seconds.

Figure 14-3 UplinkFast After Direct Link Failure
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Enabling UplinkFast

UplinkFast increases the bridge priority to 49,152 and adds 3000 to the spanning tree port cost of all
interfaces on the switch, making it unlikely that the switch will become the root switch. The
max_update_rate value represents the number of multicast packets transmitted per second (the default
is 150 packets per second [pps]).

UplinkFast cannot be enabled on VLANSs that have been configured for bridge priority. To enable
UplinkFast on a VLAN with bridge priority configured, restore the bridge priority on the VLAN to the
default value by entering a no spanning-tree vlan vian_ID priority command in global configuration
mode.

Note  When you enable UplinkFast, it affects all VLANSs on the switch. You cannot configure UplinkFast on
an individual VLAN.

To enable UplinkFast, perform this task:

Command Purpose

Step 1 Switch(config)# [no] spanning-tree uplinkfast Enables[jplhijast
[max-update-rate max update_rate] . .
You can use the no keyword to disable UplinkFast and

restore the default rate, use the command

Step2 Switch(config)# end Exits configuration mode.

Step3  Switch# show spanning-tree vlan vlan_ID Verifies that UplinkFast is enabled on that VLAN.

This example shows how to enable UplinkFast with a maximum update rate of 400 pps:

Switch(config)# spanning-tree uplinkfast max-update-rate 400
Switch(config)# exit
Switch#

This example shows how to verify which VLANS have UplinkFast enabled:

Switch# show spanning-tree uplinkfast
UplinkFast is enabled

Station update rate set to 150 packets/sec.

UplinkFast statistics

Number of transitions via uplinkFast (all VLANs) :14
Number of proxy multicast addresses transmitted (all VLANs) :5308

Name Interface List

VLAN1 Fa6/9 (fwd), Gi5/7
VLAN2 Gi5/7 (fwd)
VLAN3 Gi5/7 (fwd)

VLAN10
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VLAN15

VLAN1002 Gi5/7 (fwd)
VLAN1003 Gi5/7 (fwd)
VLAN1004 Gi5/7 (fwd)
VLAN1005 Gi5/7 (fwd)
Switch#

Overview of BackboneFast

BackboneFast is a complementary technology to UplinkFast. Whereas UplinkFast is designed to quickly
respond to failures on links directly connected to leaf-node switches, it does not help with indirect
failures in the backbone core. BackboneFast optimizes based on the Max Age setting. It allows the
default convergence time for indirect failures to be reduced from 50 seconds to 30 seconds. However, it
never eliminates forward delays and offers no assistance for direct failures.

Note  BackboneFast should be enabled on every switch in your network.

Sometimes a switch receives a BPDU from a designated switch that identifies the root bridge and the
designated bridge as the same switch. Because this shouldn’t happen, the BPDU is considered inferior.

BPDUs are considered inferior when a link from the designated switch has lost its link to the root bridge.
The designated switch transmits the BPDUs with the information that it is now the root bridge as well
as the designated bridge. The receiving switch will ignore the inferior BPDU for the time defined by the
Max Age setting.

After receiving inferior BPDUs, the receiving switch will try to determine if there is an alternate path to
the root bridge.

e If the port that the inferior BPDUs are received on is already in blocking mode, then the root port
and other blocked ports on the switch become alternate paths to the root bridge.

e If the inferior BPDUs are received on a root port, then all presently blocking ports become the
alternate paths to the root bridge. Also, if the inferior BPDUs are received on a root port and there
are no other blocking ports on the switch, the receiving switch assumes that the link to the root
bridge is down and the time defined by the Max Age setting expires, which turns the switch into the
root switch.

If the switch finds an alternate path to the root bridge, it will use this new alternate path. This new path,
and any other alternate paths, will be used to send a Root Link Query (RLQ) BPDU. When BackboneFast
is enabled, the RLQ BPDUs are sent out as soon as an inferior BPDU is received. This process can enable
faster convergence in the event of a backbone link failure.

Figure 14-4 shows an example of a topology with no link failures. Switch A, the root switch, connects
directly to Switch B over link L1 and to Switch C over link L2. In this example, because switch B has a
lower priority than A but higher than C, switch B becomes the designated bridge for L3. Consequently,
the Layer 2 interface on Switch C that connects directly to Switch B must be in the blocking state.
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Figure 14-4 BackboneFast Before Indirect Link Failure

Switch A
(Root)

g7 g7

Switch B

’ Blocked port

Switch C

11241

Next, assume that L1 fails. Switch A and Switch B, the switches directly connected to this segment,
instantly know that the link is down. The blocking interface on Switch C must enter the forwarding state
for the network to recover by itself. However, because L1 is not directly connected to Switch C, Switch C
does not start sending any BPDUs on L3 under the normal rules of STP until the time defined by the Max
Age setting has expired.

In an STP environment without BackboneFast, if L1 should fail, Switch C cannot detect this failure
because it is not connected directly to link L1. However, because Switch B is directly connected to the
root switch over L1, Switch B detects the failure and elects itself the root. Then Switch B begins sending
configuration BDPUs to Switch C, listing itself as the root.

Here is what happens additionally when you use BackboneFast to eliminate the time defined by the Max
Age setting (20-second) delay:

1.

When Switch C receives the inferior configuration BPDUs from Switch B, Switch C infers that an
indirect failure has occurred.

Switch C then sends out an RLQ.

Switch A receives the RLQ. Because Switch A is the root bridge, it replies with an RLQ response,
listing itself as the root bridge.

When Switch C receives the RLQ response on its existing root port, it knows that it still has a stable
connection to the root bridge. Because Switch C originated the RLQ request, it does not need to
forward the RLQ response on to other switches.

BackboneFast allows the blocked port on Switch C to move immediately to the listening state
without waiting for the time defined by the Max Age setting for the port to expire.

BackboneFast transitions the Layer 2 interface on Switch C to the forwarding state, providing a path
from Switch B to Switch A.

This switchover takes approximately 30 seconds, twice the Forward Delay time if the default forward
delay time of 15 seconds is set.

Figure 14-5 shows how BackboneFast reconfigures the topology to account for the failure of link L1.
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Figure 14-5 BackboneFast after Indirect Link Failure
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If a new switch is introduced into a shared-medium topology as shown in Figure 14-6, BackboneFast is
not activated, because the inferior BPDUs did not come from the recognized designated bridge
(Switch B). The new switch begins sending inferior BPDUs that say it is the root switch. However, the
other switches ignore these inferior BPDUs, and the new switch learns that Switch B is the designated
bridge to Switch A, the root switch.

Figure 14-6 Adding a Switch in a Shared-Medium Topology
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Enabling BackboneFast
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Note  For BackboneFast to work, you must enable it on all switches in the network. BackboneFast is supported
for use with third-party switches but it is not supported on Token Ring VLANSs.

To enable BackboneFast, perform this task:

Command Purpose

Step 1 Switch(config)# [no] spanning-tree backbonefast Enables BackboneFast.

You can use the no keyword to disable BackboneFast.

Step2 sSwitch(config)# end Exits configuration mode.

Step3  Switch# show spanning-tree backbonefast Verifies that BackboneFast is enabled.

This example shows how to enable BackboneFast:

Switch(config)# spanning-tree backbonefast
Switch(config)# end
Switch#

This example shows how to verify that BackboneFast is enabled:

Switch# show spanning-tree backbonefast
BackboneFast is enabled

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANSs)
Number of RLQ response PDUs sent (all VLANs)
Switch#

o O O O o o

This example shows how to display a summary of port states:

Switch#show spanning-tree summary

Root bridge for:VLAN0001l, VLAN1002-VLAN1005
Extended system ID is disabled

Portfast is enabled by default

PortFast BPDU Guard is disabled by default
Portfast BPDU Filter is enabled by default

Loopguard is disabled by default
EtherChannel misconfiguration guard is enabled
UplinkFast is enabled

BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANO0O1 0 0 0 3 3
VLAN1002 0 0 0 2 2
VLAN1003 0 0 0 2 2
VLAN1004 0 0 0 2 2
VLAN1005 0 0 0 2 2
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5 vlans 0 0 0

BackboneFast statistics

Number of transition via backboneFast (all VLANs)

Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)

Number of RLQ response PDUs received (all VLANs)

Number of RLQ request PDUs sent (all VLANSs)
Number of RLQ response PDUs sent (all VLANs)
Switch#

o O O O o o

11

This example shows how to display the total lines of the spanning tree state section:

Switch#show spanning-tree summary totals
Root bridge for:VLAN0001l, VLAN1002-VLAN1005
Extended system ID is disabled

Portfast is enabled by default
PortFast BPDU Guard is disabled by default
Portfast BPDU Filter is enabled by default
Loopguard is disabled by default
EtherChannel misconfiguration guard is enabled
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Blocking Listening Learning Forwarding STP Active

Number of transition via backboneFast (all VLANSs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANSs)
Number of RLQ response PDUs sent (all VLANs)
Switch#

o O O O O o
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Understanding and Configuring Multiple
Spanning Trees

This chapter describes how to configure the IEEE 802.1s Multiple Spanning Tree (MST) protocol on the
Catalyst 4500 series switch. MST is a new IEEE standard derived from Cisco's proprietary
Multi-Instance Spanning-Tree Protocol (MISTP) implementation. With MST, you can map a single
spanning-tree instance to several VLANS.

This chapter includes the following major sections:
e Overview of MST, page 15-1
e MST Configuration Restrictions and Guidelines, page 15-8
e Configuring MST, page 15-9

For complete syntax and usage information for the switch commands used in this chapter, refer to the
Catalyst 4500 Series Switch Cisco I0S Command Reference and related publications at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm.

Overview of MST

The following sections describe how MST works on a Catalyst 4500 series switch:
e [EEE 802.1s MST, page 15-2
e IEEE 802.1w RSTP, page 15-3
e MST-to-SST Interoperability, page 15-4
e Common Spanning Tree, page 15-5
e MST Instances, page 15-5
e MST Configuration Parameters, page 15-5
e MST Regions, page 15-6
e Message Age and Hop Count, page 15-7
e MST-to-PVST+ Interoperability, page 15-8
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IEEE 802.1s MST

MST extends the IEEE 802.1w rapid spanning tree (RST) algorithm to multiple spanning trees. This
extension provides both rapid convergence and load balancing in a VLAN environment. MST converges
faster than Per VLAN Spanning Tree Plus (PVST+) and is backward compatible with 802.1D STP,
802.1w (Rapid Spanning Tree Protocol [RSTP]), and the Cisco PVST+ architecture.

MST allows you to build multiple spanning trees over trunks. You can group and associate VLANSs to
spanning tree instances. Each instance can have a topology independent of other spanning tree instances.
This architecture provides multiple forwarding paths for data traffic and enables load balancing.
Network fault tolerance is improved because a failure in one instance (forwarding path) does not affect
other instances.

In large networks, you can more easily administer the network and use redundant paths by locating
different VLAN and spanning tree instance assignments in different parts of the network. A

spanning tree instance can exist only on bridges that have compatible VLAN instance assignments. You
must configure a set of bridges with the same MST configuration information, which allows them to
participate in a specific set of spanning tree instances. Interconnected bridges that have the same MST
configuration are referred to as an MST region.

MST uses the modified RSTP, MSTP. MST has the following characteristics:

e MST runs a variant of spanning tree called Internal Spanning Tree (IST). IST augments Common
Spanning Tree (CST) information with internal information about the MST region. The MST region
appears as a single bridge to adjacent single spanning tree (SST) and MST regions.

e A bridge running MST provides interoperability with SST bridges as follows:

— MST bridges run IST, which augments CST information with internal information about the
MST region.

— IST connects all the MST bridges in the region and appears as a subtree in the CST that includes
the whole bridged domain. The MST region appears as a virtual bridge to adjacent SST bridges
and MST regions.

— The Common and Internal Spanning Tree (CIST) is the collection of the following: ISTs in each
MST region, the CST that interconnects the MST regions, and the SST bridges. CIST is
identical to an IST inside an MST region and identical to a CST outside an MST region. The
STP, RSTP, and MSTP together elect a single bridge as the root of the CIST.

e MST establishes and maintains additional spanning trees within each MST region. These spanning
trees are termed MST instances (MSTIs). The IST is numbered 0, and the MSTIs are numbered 1,
2,3, and so on. Any MSTI is local to the MST region and is independent of MSTIs in another region,
even if the MST regions are interconnected.

MST instances combine with the IST at the boundary of MST regions to become the CST as follows:
— Spanning tree information for an MSTI is contained in an MSTP record (M-record).

M-records are always encapsulated within MST bridge protocol data units (BPDUs). The
original spanning trees computed by MSTP are called M-trees, which are active only within the
MST region. M-trees merge with the IST at the boundary of the MST region and form the CST.

e MST provides interoperability with PVST+ by generating PVST+ BPDUSs for the non-CST VLANS.
e MST supports some of the PVST+ extensions in MSTP as follows:

— UplinkFast and BackboneFast are not available in MST mode; they are part of RSTP.

— PortFast is supported.

— BPDU filter and BPDU guard are supported in MST mode.

— Loop guard and root guard are supported in MST. MST preserves the VLAN 1 disabled
functionality except that BPDUs are still transmitted in VLAN 1.
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— MST switches operate as if MAC reduction is enabled.

— For private VLANs (PVLANSs), you must map a secondary VLAN to the same instance as the
primary.

IEEE 802.1w RSTP

RSTP Port Roles

RSTP, specified in 802.1w, supersedes STP specified in 802.1D, but remains compatible with STP. You
configure RSTP when you configure the MST feature. For more information, see the “Configuring MST”
section on page 15-9.

RSTP provides the structure on which the MST operates, significantly reducing the time to reconfigure
the active topology of a network when its physical topology or configuration parameters change. RSTP
selects one switch as the root of a spanning-tree-connected active topology and assigns port roles to
individual ports of the switch, depending on whether that port is part of the active topology.

RSTP provides rapid connectivity following the failure of a switch, switch port, or a LAN. A new root
port and the designated port on the other side of the bridge transition to the forwarding state through an
explicit handshake between them. RSTP allows switch port configuration so the ports can transition to
forwarding directly when the switch reinitializes.

RSTP provides backward compatibility with 802.1D bridges as follows:

e RSTP selectively sends 802.1D-configured BPDUs and Topology Change Notification (TCN)
BPDUs on a per-port basis.

e When a port initializes, the migration delay timer starts and RSTP BPDUs are transmitted. While
the migration delay timer is active, the bridge processes all BPDUs received on that port.

e If the bridge receives an 802.1D BPDU after a port’s migration delay timer expires, the bridge
assumes it is connected to an 802.1D bridge and starts using only 802.1D BPDUs.

e When RSTP uses 802.1D BPDUs on a port and receives an RSTP BPDU after the migration delay
expires, RSTP restarts the migration delay timer and begins using RSTP BPDUs on that port.

In RSTP, the port roles are defined as follows:
e Root—A forwarding port elected for the spanning tree topology.
e Designated—A forwarding port elected for every switched LAN segment.
e Alternate—An alternate path to the root bridge to that provided by the current root port.

e Backup—A backup for the path provided by a designated port toward the leaves of the spanning tree.
Backup ports can exist only where two ports are connected together in a loopback mode or bridge
with two or more connections to a shared LAN segment.

e Disabled—A port that has no role within the operation of spanning tree.
The system assigns port roles as follows:
e A root port or designated port role includes the port in the active topology.

e An alternate port or backup port role excludes the port from the active topology.
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RSTP Port States

The port state controls the forwarding and learning processes and provides the values of discarding,
learning, and forwarding. Table 15-1 shows the STP port states and RSTP port states.

Table 15-1 Comparison Between STP and RSTP Port States

Operational Status STP Port State RSTP Port State | Port Included in Active Topology
Enabled Blocking! Discarding? No
Enabled Listening Discarding No
Enabled Learning Learning Yes
Enabled Forwarding Forwarding Yes
Disabled Disabled Discarding No

1. IEEE 802.1D port state designation.
2. IEEE 802.1w port state designation. Discarding is the same as blocking in MST.

In a stable topology, RSTP ensures that every root port and designated port transitions to the forwarding
state while all alternate ports and backup ports are always in the discarding state.

MST-to-SST Interoperability

A virtual bridged LAN may contain interconnected regions of SST and MST bridges. Figure 15-1 shows
this relationship.

Figure 15-1 Network with Interconnected SST and MST Regions

F/f = Forwarding

B/b = Blocking
R = Root Bridge 9
r = Root port %
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To STP running in the SST region, an MST region appears as a single SST or pseudobridge, which
operates as follows:

e Although the values for root identifiers and root path costs match for all BPDUs in all
pseudobridges, a pseudobridge differs from a single SST bridge as follows:

— The pseudobridge BPDUs have different bridge identifiers. This difference does not affect STP
operation in the neighboring SST regions because the root identifier and root cost are the same.

— BPDUs sent from the pseudobridge ports may have significantly different message ages.
Because the message age increases by one second for each hop, the difference in the message
age is measured in seconds.

e Data traffic from one port of a pseudobridge (a port at the edge of a region) to another port follows
a path entirely contained within the pseudobridge or MST region. Data traffic belonging to different
VLANSs might follow different paths within the MST regions established by MST.

e The system prevents looping by doing either of the following:

— Blocking the appropriate pseudobridge ports by allowing one forwarding port on the boundary
and blocking all other ports.

— Setting the CST partitions to block the ports of the SST regions.

Common Spanning Tree

CST (802.1Q) is a single spanning tree for all the VLANS. In a Catalyst 4000 family switch running
PVST+, the VLAN 1 spanning tree corresponds to CST. In a Catalyst 4000 family switch running MST,
IST (instance 0) corresponds to CST.

MST Instances

This release supports up to 16 instances; each spanning tree instance is identified by an instance ID that
ranges from O to 15. Instance 0 is mandatory and is always present. Instances 1 through 15 are optional.

MST Configuration Parameters

MST configuration has three parts, as follows:
e Name—A 32-character string (null padded) that identifies the MST region.

e Revision number—An unsigned 16-bit number that identifies the revision of the current MST
configuration.

N

Note  You must set the revision number when required as part of the MST configuration. The
revision number is not incremented automatically each time you commit the MST
configuration.

e MST configuration table—An array of 4096 bytes. Each byte, interpreted as an unsigned integer,
corresponds to a VLAN. The value is the instance number to which the VLAN is mapped. The first
byte that corresponds to VLAN 0 and the 4096th byte that corresponds to VLAN 4095 are unused
and always set to zero.

You must configure each byte manually. You can use SNMP or the CLI to perform the configuration.
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MST Regions

MST BPDUs contain the MST configuration ID and the checksum. An MST bridge accepts an MST
BPDU only if the MST BPDU configuration ID and the checksum match its own MST region
configuration ID and checksum. If either value is different, the MST BPDU is considered to be an
SST BPDU.

These sections describe MST regions:
e MST Region Overview, page 15-6
e Boundary Ports, page 15-6
e IST Master, page 15-7
e Edge Ports, page 15-7
e Link Type, page 15-7

MST Region Overview

Boundary Ports

Interconnected bridges that have the same MST configuration are referred to as an MST region. There
is no limit on the number of MST regions in the network.

To form an MST region, bridges can be either of the following:
e An MST bridge that is the only member of the MST region.

e An MST bridge interconnected by a LAN. A LAN’s designated bridge has the same MST
configuration as an MST bridge. All the bridges on the LAN can process MST BPDUs.

If you connect two MST regions with different MST configurations, the MST regions do the following:

e Load balance across redundant paths in the network. If two MST regions are redundantly connected,
all traffic flows on a single connection with the MST regions in a network.

e Provide an RSTP handshake to enable rapid connectivity between regions. However, the
handshaking is not as fast as between two bridges. To prevent loops, all the bridges inside the region
must agree upon the connections to other regions. This situation introduces a delay. We do not
recommend partitioning the network into a large number of regions.

A boundary port is a port that connects to a LAN, the designated bridge of which is either an SST bridge
or a bridge with a different MST configuration. A designated port knows that it is on the boundary if it
detects an STP bridge or receives an agreement message from an RST or MST bridge with a different
configuration.

At the boundary, the role of MST ports do not matter; their state is forced to be the same as the IST port
state. If the boundary flag is set for the port, the MSTP Port Role selection mechanism assigns a port
role to the boundary and the same state as that of the IST port. The IST port at the boundary can take up
any port role except a backup port role.
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The IST master of an MST region is the bridge with the lowest bridge identifier and the least path cost
to the CST root. If an MST bridge is the root bridge for CST, then it is the IST master of that MST region.
If the CST root is outside the MST region, then one of the MST bridges at the boundary is selected as
the IST master. Other bridges on the boundary that belong to the same region eventually block the
boundary ports that lead to the root.

If two or more bridges at the boundary of a region have an identical path to the root, you can set a slightly
lower bridge priority to make a specific bridge the IST master.

The root path cost and message age inside a region stay constant, but the IST path cost is incremented
and the IST remaining hops are decremented at each hop. Enter the show spanning-tree mst command
to display the information about the IST master, path cost, and remaining hops for the bridge.

A port that is connected to a nonbridging device (for example, a host or a switch) is an edge port. A port
that connects to a hub is also an edge port if the hub or any LAN that is connected to it does not have a
bridge. An edge port can start forwarding as soon as the link is up.

MST requires that you configure each port connected to a host. To establish rapid connectivity after a
failure, you need to block the non-edge designated ports of an intermediate bridge. If the port connects
to another bridge that can send back an agreement, then the port starts forwarding immediately.
Otherwise, the port needs twice the forward delay time to start forwarding again. You must explicitly
configure the ports that are connected to the hosts and switches as edge ports while using MST.

To prevent a misconfiguration, the PortFast operation is turned off if the port receives a BPDU. You can
display the configured and operational status of PortFast by using the show spanning-tree mst interface
command.

Rapid connectivity is established only on point-to-point links. You must configure ports explicitly to a
host or switch. However, cabling in most networks meets this requirement, and you can avoid explicit
configuration by treating all full-duplex links as point-to-point links by entering the spanning-tree
linktype command.

Message Age and Hop Count

IST and MST instances do not use the message age and maximum age timer settings in the BPDU. IST
and MST use a separate hop count mechanism that is very similar to the IP time-to live (TTL)
mechanism. You can configure each MST bridge with a maximum hop count. The root bridge of the
instance sends a BPDU (or M-record) with the remaining hop count that is equal to the maximum hop
count. When a bridge receives a BPDU (or M-record), it decrements the received remaining hop count
by one. The bridge discards the BPDU (M-record) and ages out the information held for the port if the
count reaches zero after decrementing. The nonroot bridges propagate the decremented count as the
remaining hop count in the BPDUs (M-records) they generate.

The message age and maximum age timer settings in the RST portion of the BPDU remain the same
throughout the region, and the same values are propagated by the region’s designated ports at the
boundary.
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B MST Configuration Restrictions and Guidelines

MST-to-PVST+ Interoperability

Keep these guidelines in mind when you configure MST switches (in the same region) to interact with
PVST+ switches:

Configure the root for all VLANSs inside the MST region as shown in this example:

Switch# show spanning-tree mst interface gigabitethernet 1/1

GigabitEthernetl/1 of MSTO00 is root forwarding

Edge port: no (trunk) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (PVST) bpdu guard : disable (default)

Bpdus sent 10, received 310

Instance Role Sts Cost Prio.Nbr Vlans mapped
0 Root FWD 20000 128.1 1-2,4-2999,4000-4094
3 Boun FWD 20000 128.1 3,3000-3999

The ports that belong to the MST switch at the boundary simulate PVST+ and send PVST+ BPDUs
for all the VLAN:S.

If you enable loop guard on the PVST+ switches, the ports might change to a loop-inconsistent state
when the MST switches change their configuration. To correct the loop-inconsistent state, you must
disable and renewable loop guard on that PVST+ switch.

Do not locate the root for some or all of the VLANSs inside the PVST+ side of the MST switch
because when the MST switch at the boundary receives PVST+ BPDUs for all or some of the
VLANS on its designated ports, root guard sets the port to the blocking state.

When you connect a PVST+ switch to two different MST regions, the topology change from the PVST+
switch does not pass beyond the first MST region. In such a case, the topology changes are propagated
only in the instance to which the VLAN is mapped. The topology change stays local to the first MST
region, and the Cisco Access Manager (CAM) entries in the other region are not flushed. To make the
topology change visible throughout other MST regions, you can map that VLAN to IST or connect the
PVST+ switch to the two regions through access links.

MST Configuration Restrictions and Guidelines

Follow these restrictions and guidelines to avoid configuration problems:

Do not disable spanning tree on any VLAN in any of the PVST bridges.

Do no use PVST bridges as the root of CST.

Do not connect switches with access links, because access links may partition a VLAN.

Ensure that all PVST root bridges have lower (numerically higher) priority than the CST root bridge.

Ensure that trunks carry all of the VLANs mapped to an instance or do not carry any VLANs at all
for this instance.

Complete any MST configuration that incorporates a large number of either existing or new logical
VLAN ports during a maintenance window because the complete MST database gets reinitialized
for any incremental change (such as adding new VLANSs to instances or moving VLANSs across
instances).
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Configuring MST

The following sections describe how to configure MST:

e Enabling MST, page 15-9

Configuring MST W

¢ Configuring MST Instance Parameters, page 15-11

e Configuring MST Instance Port Parameters, page 15-12

e Restarting Protocol Migration, page 15-12

e Displaying MST Configurations, page 15-13

Enabling MST

To enable and configure MST on a Catalyst 4006 switch with Supervisor Engine III, perform this task:

Command Purpose
Step 1 Switch(config)# spanning-tree mode mst Enters MST mode.
Step 2 Switch(config)# spanning-tree mst configuration Enters MST configuration submode.
You can use the no keyword to clear the MST
configuration.
Step3  Switch(config-mst)# show current Displays the current MST configuration.
Step4  switch(config-mst)# name name Sets the MST region name.
Step5 Switch(config-mst)# revision revision number Sets the MST configuration revision number.
Step 6 Switch(config-mst)# instance instance_number vlan |Maps the VLANs to an MST instance.
vlan_range .
If you do not specify the vlan keyword, you can use the
no keyword to unmap all the VLANSs that were mapped
to an MST instance.
If you specify the vlan keyword, you can use the no
keyword to unmap a specified VLAN from an MST
instance.
Step7  Switch(config-mst)# show pending Displays the new MST configuration to be applied.
Step8 Switch(config-mst)# end Applies the configuration and exit MST configuration
submode.
Step9  Switch# show spanning-tree mst configuration Displays the current MST configuration.
This example show how to enable MST:
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# spanning-tree mode mst
Switch(config)# spanning-tree mst configuration
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Switch(config-mst)# show current

Current MST configuration
Name [1]

Revision O

Instance Vlans mapped

Switch(config-mst
Switch(config-mst

Switch(config-mst

Pending MST configuration
Name [cisco]
Revision 2

Instance Vlans mapped

0 1001-4094
2 1-1000

Switch(config-mst)# no instance 2
Switch(config-mst)# show pending

Pending MST configuration
Name [cisco]
Revision 2

Instance Vlans mapped

Switch(config-mst)# instance 1 vlan 2000-3000
Switch(config-mst)# no instance 1 vlan 1500
Switch(config-mst)# show pending

Pending MST configuration
Name [cisco]
Revision 2

Instance Vlans mapped

0 1-1999,2500,3001-4094

1 2000-2499,2501-3000

Switch(config-mst)# end

) # name cisco

)# revision 2
Switch(config-mst)# instance 1 vlan 1

)# instance 2 vlan 1-1000
Switch(config-mst)# show pending

Switch(config)# no spanning-tree mst configuration

Switch(config)# end

Switch# show spanning-tree mst configuration

Name [1
Revision O
Instance Vlans mapped
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Configuring MST Instance Parameters

To configure MST instance parameters, perform this task:

Command Purpose

Step1  Switch(config)# spanning-tree mst X priority Y Configures the priority for an MST instance.

Step2  switch(config)# spanning-tree mst X root [primary | |Configures the bridge as root for an MST instance.
secondary]

Step3  Switch(config)# Ctrl-z Exits configuration mode.

Step4  Switch# show spanning-tree mst Verifies the configuration.

This example shows how to configure MST instance parameters:

Switch(config)# spanning-tree mst 1 priority ?
<0-61440> Dbridge priority in increments of 4096

Switch(config)# spanning-tree mst 1 priority 1
Bridge Priority must be in increments of 4096.
Allowed values are:

0 4096 8192 12288 16384 20480 24576 28672
32768 36864 40960 45056 49152 53248 57344 61440

%
o
%

Switch(config)# spanning-tree mst 1 priority 49152
Switch(config)#

Switch(config)# spanning-tree mst 0 root primary
mst 0 bridge priority set to 24576

mst bridge max aging time unchanged at 20

mst bridge hello time unchanged at 2

mst bridge forward delay unchanged at 15
Switch(config)# +z

Switch#

Switch# show spanning-tree mst

###### MSTOO vlans mapped: 11-4094
Bridge address 0040.00b8.1400 priority 24576 (24576 sysid 0)
Root this switch for CST and IST

Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role Sts Cost Prio.Nbr Status

Fad/4 Back BLK 1000 240.196 P2p

Fad/5 Desg FWD 200000 128.197 P2p

Fad/48 Desg FWD 200000 128.240 P2p Bound(STP)
##H#### MSTOL vlans mapped: 1-10

Bridge address 00d0.00b8.1400 priority 49153 (49152 sysid 1)
Root this switch for MSTO01

Interface Role Sts Cost Prio.Nbr Status

Fad/4 Back BLK 1000 160.196 P2p

Fad/5 Desg FWD 200000 128.197 P2p

Fad/48 Boun FWD 200000 128.240 P2p Bound(STP)
Switch#
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Configuring MST Instance Port Parameters

To configure MST instance port parameters, perform this task:

Command Purpose

Step1  Switch(config-if)# spanning-tree mst x cost y Configures the MST instance port cost.

Step 2 Switch(config-if)# spanning-tree mst x port-priority y |Configures the MST instance port priority.

Step3  Switch(config-if)# Ctrl-z Exits configuration mode.

Step 4 Switch# show spanning-tree mst x interface y Verifies the configuration.

This example shows how to configure MST instance port parameters:

Switch(config)# interface fastethernet 4/4

Switch(config-if)# spanning-tree mst 1 ?
cost Change the interface spanning tree path cost for an instance
port-priority Change the spanning tree port priority for an instance

Switch(config-if)# spanning-tree mst 1 cost 1234567

Switch(config-if)# spanning-tree mst 1 port-priority 240
Switch(config-if)# 4z

Switch# show spanning-tree mst 1 interface fastethernet 4/4

FastEthernet4/4 of MSTO0l is backup blocking

Edge port:no (default) port g