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Organization

Preface

This preface describes who should read this guide, how it is organized, and its document conventions.

This publication is designed for the installer and user with a working knowledge of Cisco Wireless LAN
Controllers. Users of this publication might also include network administrators and other people
responsible for setting up and maintaining these devices.

The major sections of this publication are as follows:

Chapter Description

1 Describes how to read a system or error
message.

2 Contains new and changed system or error
messages that first appear in a particular
software release.

3 Contains message descriptions and recovery

procedures.

Related Documentation

These documents provide complete information about the Cisco Unified Wireless Network Solution:

Quick Start Guide: Cisco 2000 Series Wireless LAN Controllers
Quick Start Guide: Cisco 2100 Series Wireless LAN Controllers
Quick Start Guide: Cisco 4400 Series Wireless LAN Controllers
Cisco Wireless LAN Controller Command Reference

Cisco Wireless Control System Configuration Guide
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Wl Conventions

e Quick Start Guide: Cisco Wireless Control System

e Quick start guide and hardware installation guide for your specific lightweight access point

Click this link to browse to user documentation for the Cisco Unified Wireless Network Solution:

http://www.cisco.com/en/US/products/hw/wireless/tsd_products_support_category_home.html

Conventions

Screen examples use the following conventions:

Note

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[ ]

Elements in square brackets are optional.

{xlylz} Alternative keywords are grouped in braces and separated
by vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

screen font

Terminal sessions and information the system displays
are in screen font.

boldface screen
font

Information you must enter is in boldface screen font.

italic screen font

Arguments for which you supply values are in italic
screen font.

This pointer highlights an important line of text

in an example.

The symbol ” represents the key labeled Control—for
example, the key combination D in a screen display
means hold down the Control key while you press the D
key.

Nonprinting characters, such as passwords are in angle
brackets.

Notes use the following conventions:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the

publication.

[l Cisco Wireless LAN Controller System Message Guide
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Obtaining Documentation, Support, and Security Guidelines

Obtaining Documentation, Support, and Security Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly What's
New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Cisco Wireless LAN Controller System Message Guide
[ oL-14897-04 .n
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System Message Overview

This publication lists and describes system messages for Cisco Wireless LAN Controllers. The system
software sends these messages to the console during operation. Not all system messages indicate
problems with your system. Some messages are purely informational, while others might help to
diagnose problems with communications lines, internal hardware, or the system software.

This chapter contains the following sections:

e System Message Structure, page 1-1

e System Message Example, page 1-2

e Searching for System Messages in Online Documentation, page 1-2

System Message Structure

System messages are structured as follows:
%FACILITY-SEVERITY-MNEMONIC: Message-text
¢ FACILITY code

The facility code consists of two or more uppercase letters that indicate the facility to which the
message refers. The facility code is preceded by a % sign.

A facility can be a device, a protocol, or a module of the system software. Examples of facility codes
are %BCAST (messages that are related to broadcasting) and %LWAPP (messages that are related
to the Lightweight Access Point Protocol).

e SEVERITY level

The severity level is a single-digit code from O to 7 that reflects the severity of the condition. The
lower the number, the more serious the situation. Table 1-1 lists the message severity levels.

Table 1-1

Message Severity Levels

Severity Level

Description

0 — emergency

System is unusable

1 — alert Immediate action required
2 — critical Critical condition
3 — error Error condition

4 — warning

Warning condition

| oL-14897-04
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Bl System Message Example

Table 1-1 Message Severity Levels (Continued)

Severity Level Description

5 — notification Normal but significant condition

6 — informational Informational message only

7 — debugging Message that appears during debugging only

¢ MNEMONIC code
The MNEMONIC code uniquely identifies the message.

e Message text

Message text is a text string that describes the condition. The text string sometimes contains detailed
information about the event, including terminal port numbers, network addresses, or addresses that
correspond to locations in the system memory address space. Because variable fields change from
message to message, they are represented here by short strings enclosed in square brackets ([ ]). A
decimal number, for example, is represented as [dec]. Table 1-2 lists the variable fields in messages.

Table 1-2 Representation of Variable Fields in Messages
Representation Type of Information

[chars] or [char] Character string

[dec] Decimal

[hex] Hexadecimal integer

[int] Integer

[num] Number

System Message Example

The following is an example of a system message:

$BCAST-3-UNSUPPORTED_MSG_TYPE: Received unsupported message (type = [dec])
e 9%BCAST is the facility code.

e 3 is the severity level.
e UNSUPPORTED_MSG_TYPE is the mnemonic code.

e Received unsupported message (type = [dec]) is the message text.

Searching for System Messages in Online Documentation

To search for a message in the online documentation, copy and paste the message that appears on the
console or in the system log into the search function of your browser. Copy and paste these portions of
the message:

%FACILITY-SEVERITY-MNEMONIC

Cisco Wireless LAN Controller System Message Guide
m. 0L-14897-04 |
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New and Changed System Messages

This chapter contains new and changed system messages in particular Cisco Wireless LAN Controller
software releases.

e Controller Software Release 5.2, page 2-1
e Controller Software Release 5.1, page 2-45
e Controller Software Release 5.0, page 2-61

Controller Software Release 5.2

The following messages first appear in controller software release 5.2:

Error Message %AAA-3-GUEST_INFO_MALLOC_FAILED: Unable to allocate memory for guest
account information of user [chars].

Explanation Unable to allocate memory for guest account information.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-UPDATE_GUESTINFO_AT_LOGIN_FAILED: Unable to update guest user
information at login for [chars]. [chars].

Explanation Unable to update guest user information at login.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the

| oL-14897-04
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Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-UPDATE_GUESTINFO_AT_LOGOUT_FAILED: Unable to update guest user
information at logout for [chars]. [chars].

Explanation Unable to update guest user information at logout.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-USER_NAME_ INVALID: Invalid username provided. [chars].
Explanation Invalid username provided.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $APF-3-APF_SITE_WLAN_ENABLE_FAILS: enabling WLANs failed for AP
[chars]

Explanation Enabling the WLANSs on the AP failed.

Recommended Action Delete and re-create the AP group.

Error Message %APF-3-INVALID_MTU: Invalid MTU ([int]) Discarding packet to AP
[dec] . [dec]: [dec].[dec] ([dec])

Explanation Could not send packet to AP because the specified MTU is out of allowed range.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Cisco Wireless LAN Controller System Message Guide
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Error Message $APF-1-MOBILE_ENTRY_NAC_STATE_SET_FAILED: Could not set NAC state for
Mobile Station Entry. [chars]. Mobile: [hex]:[hex]:[hex]: [hex]:[hex]: [hex].

Explanation Could not set NAC state for mobile.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-1-SET_ PSK_AUTH_MODE: Could not set the 802.11i PSK authentication
mode. [chars]. Length:[int]. WLAN: [chars].

Explanation Could not set the 802.11i PSK authentication mode.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-3-SITE_FAILURE: Cannot find apgroup [chars]

Explanation Cannot find database for the AP group.

Recommended Action Delete and re-create the AP group.

Error Message %APF-3-SITE_INVALID_VALUE: Invalid value in AP group

Explanation Value in AP group is invalid.

Recommended Action Delete and re-create the AP group.

Error Message %APF-3-SITE_NO_AP_GROUP: Cannot find apgroup for AP

Explanation No AP group is set for the AP.

Recommended Action Set AP group for the AP.

| oL-14897-04
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Error Message %APF-3-SITE_NOT_FOUND: Cannot find AP group

Explanation An internal error occurred when processing AP group definitions. Groups might not be
correctly configured.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-3-SITE_NULL_WLAN: Invalid value 0 for WLAN
Explanation WLAN O is not valid.

Recommended Action No action is required.

Error Message %CAPWAP-3-AP_DB_ALLOC: Unable to alloc AP entry in database for
[int] . [int].[int]. [int]:[int]

Explanation Because of an internal error, the AP entry could not be added to database. The AP might
not function as expected.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-AP_DB_ERR1: Unable to find AP
[hex] : [hex] : [hex]: [hex]: [hex]: [hex] entry in the database, could not process
[chars]

Explanation The operation that is being performed for the AP failed because the internal entry for
the AP was not found. It is possible that the AP has been removed from the controller.

Recommended Action Use the show ap summary command to determine if the AP is still joined to
the controller. If it is not, the message may be ignored. If it is still joined, restart the AP to ensure
that it has the latest configuration.

Cisco Wireless LAN Controller System Message Guide
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Error Message %CAPWAP-3-BUFF_ALLOC: Failed to allocate buffer for [chars]

Explanation Out of system buffers.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-2-CAP_MSG_TRACE: [chars]

Explanation Debugging for CAPWAP packet.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-DB_CREATOR_ERR: Database entry for AP
[dec] : [dec] :[dec]: [dec] is created in LWAPP, could not process [chars]

Explanation The operation that is being performed for the AP failed because the internal entry for
the AP was created in LWAPP, and the message was received in CAPWAP.

Recommended Action Use the show ap summary command to determine if the AP is still joined to
the controller. If it is not, the message may be ignored. If it is still joined, restart the AP to ensure
that it will join in either CAPWAP or LWAPP.

Error Message %$CAPWAP-3-DECODE_ERR: Error decoding [chars] from AP
[hex] : [hex]: [hex] : [hex]: [hex]: [hex]

Explanation The CAPWAP message that was sent by the AP was not understood by the controller.
The message was dropped. The AP might not function as expected.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

| oL-14897-04
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Error Message %CAPWAP-3-DISC_AP_MGR_ERR1: Unable to process primary discovery
request from AP on interface ([int]), VLAN ([int]), could not get AP manager
[hex] : [hex] : [hex] : [hex] : [hex] : [hex]

Explanation A discovery response could not be sent to an AP because the controller was not able to
obtain the IP address of the AP manager interface.

Explanation Correct the AP manager interface configuration.

Error Message %CAPWAP-3-DISC_AP_MGR_ERR2: Unable to process primary discovery
request from AP, AP manager IP address is invalid
[hex] : [hex]: [hex] : [hex]: [hex]: [hex]

Explanation A discovery response could not be sent to an AP because the controller was not able to
obtain the IP address of the AP manager interface.

Recommended Action Correct the AP manager interface configuration.

Error Message %CAPWAP-3-DISC_BCAST_ERR: Ignoring a discovery request from AP
[hex] : [hex] : [hex]: [hex]: [hex]: [hex] via broadcast AP (IP =
[dec].[dec].[dec].[dec]) is not in the same subnet as the controller

Explanation The controller ignored a broadcast discovery request from an AP because the AP is not
on the same subnet as the controller.

Recommended Action No action is required.

Error Message %CAPWAP-3-DISC_INTF_ERR1: Ignoring discovery request received on
non-management interface ([int]) from AP [hex]:[hex]: [hex]:[hex]: [hex]: [hex]

Explanation A discovery request from an AP was ignored because it was received on an invalid
interface. The network configuration might be invalid.

Recommended Action Check the network configuration to ensure that packets from the AP are
correctly routed.

Error Message %CAPWAP-3-DISC_INTF_ERR2: Ignoring discovery request received on a
wrong VLAN ([dec]) on interface ([int]) from AP
[hex] : [hex]: [hex] : [hex]: [hex]: [hex]

Explanation A discovery request from an AP was ignored because it was received on an invalid
interface. The network configuration might be invalid.

Recommended Action Check the network configuration to ensure that packets from the AP are
correctly routed.

Cisco Wireless LAN Controller System Message Guide
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Error Message %CAPWAP-3-DISC_MAX_APl: Dropping discovery request from AP
[hex] : [hex] : [hex]: [hex]:[hex]:[hex] - limit for maximum APs supported [dec]

reached

Explanation The maximum number of supported APs has been reached. The specified AP will not
be serviced.

Recommended Action No action is required.

Error Message %CAPWAP-3-DISC_MAX_AP2: Dropping primary discovery request from AP
[hex] : [hex] : [hex]: [hex]: [hex]: [hex] - maximum APs joined [dec]/[dec]

Explanation The maximum number of supported APs has been reached. The specified AP will not
be serviced.

Recommended Action No action is required.

Error Message %CAPWAP-3-DISC_MAX_DOWNLOAD: Ignoring discovery request from AP
[hex] : [hex] : [hex] : [hex]: [hex]: [hex] - maximum number of downloads ([int])
exceeded

Explanation A discovery request from an AP was rejected because the maximum number of
concurrent downloads are already in progress. The AP might successfully join the controller on a
later attempt.

Recommended Action No action is required.

Error Message %CAPWAP-3-DISC_MAX_JOIN: Rejecting discovery request from AP
[hex] : [hex] : [hex]: [hex]:[hex]: [hex] - maximum AP joins ([int]) exceeded

Explanation A discovery request from an AP was rejected because the maximum number of
concurrent joins are already in progress. The AP might successfully join the controller on a later
attempt.

Recommended Action No action is required.

Error Message %CAPWAP-4-DISC_TIME_ERR: Unable to retrieve time information while
processing discovery request from AP [hex]:[hex]: [hex]: [hex]: [hex]: [hex]

Explanation Due to an internal error, the time at which the AP discovery request was received was
not recorded. The AP might join the controller and function normally, but monitoring of the APs
presence or absence might not work as expected.

Recommended Action No action is required.

| oL-14897-04
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Error Message %CAPWAP-3-DISC_VLAN_ERR: Received a discovery request from AP
[hex] : [hex] : [hex]: [hex]: [hex]:[hex] on an unsupported VLAN ([int]), dropping the
request

Explanation A discovery request was received on a port on which no interface was created.

Recommended Action Check the network configuration to ensure that packets from the AP are
correctly routed.

Error Message %CAPWAP-3-DTLS_BUFF_ERR: Failed to allocate DTLS buffer to AP
[hex] : [hex]: [hex] : [hex]: [hex]: [hex]

Explanation Unable to allocate DTLS buffer for message to AP [hex]:[hex]:[hex]:[hex]:[hex]:[hex]

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $CAPWAP-3-DTLS_CLOSED_ERR: [hex]: [hex]: [hex]: [hex]: [hex]: [hex]: DTLS
connection closed forAP [int]:[int]:[int]:[int] ([int]), Controller:
[int]:[int]l:[int]:[int] ([int]) I[chars]

Explanation DTLS connection closed for the AP due to an unknown reason.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-DTLS_CONN_ERR: [hex]: [hex]: [hex]: [hex]: [hex]: [hex]: DTLS
connection not found forAP [int]:[int]:[int]:[int] ([int]), Controller:
[int]: [int]:[int]:[int] ([int]) I[chars]

Explanation DTLS connection not found for the AP. Encrypting messages or processing an
encrypted packet will not be possible for this AP.

Recommended Action Check if the AP entry is present in the database. Use show ap summary or
show dtls connection to see if the AP entry exists in database.
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Error Message %CAPWAP-3-DTLS_DB_ERR: [hex]:[hex]: [hex]: [hex]:[hex]:[hex]: Failed to
create DTLS connection for AP [int]:[int]:[int]:[int] ([int]).

Explanation Unable to create DTLS database entry for the AP. The AP will not be able to join the
controller.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-DTLS_DEIL_FERR: Failed to disconnect DTLS connection for AP
[int] . [int].[int].[int] ([int]).

Explanation Unable to delete DTLS database entry for the AP. The DTLS entry remains stale, and
the AP might not be able to join the controller.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-ECHO_ERR: Did not receive heartbeat reply; AP:
[hex] : [hex] : [hex]: [hex]: [hex]: [hex]

Explanation Controller did not get a response for the AP heartbeat message. There might be
connectivity issues between the AP and the controller.

Recommended Action Check to see if the AP has rebooted or if it has been removed from the network.
Also ensure that there no connectivity issues between the AP and the controller.

Error Message %CAPWAP-3-ENCODE_ERR: Failed to encode [chars] to AP
[hex] : [hex] : [hex] : [hex] : [hex] : [hex]

Explanation Due to an internal error, a CAPWAP message could not be transmitted.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %CAPWAP-3-HDR_ENCAP_ERR: Unable to encapsulate CAPWAP header for AP
[hex] : [hex]: [hex] : [hex]: [hex]: [hex]

Explanation Could not send the CAPWAP packet because of an internal error in encapsulating the
packet. The AP might not function as expected.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $CAPWAP-3-HDR_ENCAP_ERR2: Unable to encapsulate CAPWAP header for AP
[int] . [int].[int].[int]: [int]

Explanation Could not send the CAPWAP packet because of an internal error in encapsulating the
packet. The AP might not function as expected.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-IMAGE_DOWNLOAD_ERR: Refusing [chars] from AP
[hex] : [hex] : [hex] : [hex] : [hex]: [hex] - controller image upgrade is in process

Explanation The specified request from the AP is ignored because the controller software is being
upgraded. Future attempts from the AP might succeed.

Recommended Action No action is required.

Error Message %CAPWAP-3-IMAGE_DOWNLOAD_ERR2: Refusing image download request from AP
[hex] : [hex] : [hex] : [hex] : [hex]: [hex] - max downloads ([dec]) in progress

Explanation Ignoring the image download request from the AP because the maximum number of
concurrent image download requests are in progress. This condition is a temporary. Future attempts
by the AP might succeed.

Recommended Action No action is required.
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Error Message %CAPWAP-3-IMAGE_DOWNLOAD_ERR3: Refusing image download request from AP
- unable to open image file [chars]

Explanation Due to an internal error, image for the AP requesting an image download could not be
obtained. The AP image download fails.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-IMAGE_DOWNLOAD_ERR4: Refusing image download request from AP
[hex] : [hex] : [hex]: [hex]: [hex]: [hex] - unable to open MD5 file [chars]

Explanation Due to an internal error, image for the AP requesting image download could not be
obtained. The AP image download fails.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-INIT_ERR: Failed to initialize [chars].

Explanation Because of internal error, the module initialization failed. The AP might not be able to
join the controller.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %CAPWAP-3-INVALID_MSG: Invalid message from AP
[hex] : [hex]: [hex]: [hex]: [hex]: [hex] type ([dec])

Explanation The information that was received on the controller was not understood. The message
was dropped.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-INVALID_MSG_TYPE: Invalid message type [dec] from
[hex] : [hex] : [hex] : [hex] : [hex] : [hex]

Explanation An invalid CAPWAP message was received from the AP. The message was dropped.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-INVALID_PAYLOAD: Invalid message element [dec] in [chars]
from [hex]:[hex]:[hex]:[hex]: [hex]: [hex]

Explanation An invalid CAPWAP message element was received from the AP. The message was
dropped.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message 2CAPWAP-3-INVALID_PAYLOAD2: Invalid message element [dec] in [chars]

Explanation An invalid CAPWAP message element was received from AP. The message was
dropped.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
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information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-INVALID_PAYLOAD3: Invalid vendor type [dec] in [chars]

Explanation An invalid vendor type in CAPWAP message element from the AP. The message was
dropped.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-INVALID_PREAMBLE: Invalid preamble type ([dec]) in capwap
message from [int].[int].[int].[int]:[int]

Explanation Invalid preamble type in CAPWAP message.The message was dropped.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %CAPWAP-3-INVALID_RET_CODE: Invalid result code [dec]. Failed to
[chars]

Explanation An invalid result code while processing. The message was dropped.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using