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MPHASIS SAFEGUARDS INFORMATION AND ASSETS WITH 
C ISC O SEC URITY  

 

Customer Background 
 
MphasiS, an E D S co m pany  su ppo r t s G 1 0 0 0  co m panie s ar o u nd  t he  w o r l d  t o  im pr o v e  
t he ir  b u sine ss pr o ce sse s.  T he ir  u niq u e  st r e ng t h l ie s in t he  ab il it y  t o  pr o v i d e  
int e g r at e d  so l u t io ns inv o l v ing  I nfr ast r u ct u r e  T e chno l o g y , A ppl icat io n D e v e l o pm e nt  
and  B u sine ss P r o ce ss O u t so u r cing  capab il it ie s.  MphasiS co nsist e nt l y  d e l iv e r s t he se  
se r v ice s t hr o u g h su st aine d  inv e st m e nt s in t e chno l o g y  k no w -ho w , d o m ain, and  
pr o ce ss e x pe r t ise .   

 
Busi ness Ch al l enge 
 
F ast -g r o w ing  I T  se r v ice s b u sine sse s canno t  
affo r d  ne t w o r k  fail u r e s o r  se cu r it y  b r e ache s.  
T his is e spe cial l y  t r u e  fo r  MphasiS w hich 
se r v ice s cu st o m e r s in financial  se r v ice s, 
he al t hcar e , co m m u nicat io ns, t r anspo r t at io n, 
co nsu m e r  and  r e t ail , and  g o v e r nm e nt s 
ar o u nd  t he  g l o b e .   
 
W it h MphasiS’ hig h r e l iance  o n se cu r e  
co nne ct iv it y  w it h cu st o m e r s, ne t w o r k  se cu r it y  
is e sse nt ial .  F o r  t he  co m pr e he nsiv e  pr o t e ct io n 
o f info r m at io n and  asse t s, MphasiS w ant e d  t o  
pr o v id e  accu r at e  t hr e at  d e t e ct io n and  
r e spo nse  fo r  t he  asse t s d e pl o y e d  in ce nt e r s 
t hat  cat e r  t o  t he ir  k e y  cl ie nt s.  
 
I n ad d it io n t o  t hr e at  m anag e m e nt , MphasiS 
w ant e d  t o  e l im inat e  m anu al  l o g  e x am inat io ns 
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Busi ness Ch al l enge 

• P r o t e ct io n o f info r m at io n 
and  asse t s  

• E l im inat io n o f m anu al  l o g  
e x am inat io ns 

• R e d u ct io n o f d o w nt im e  
• Me e t ing  au d it  

r e q u ir e m e nt s 
 
N etw ork S ol uti on 

• Cisco  se cu r it y  so l u t io ns t o  
im pl e m e nt  int e l l i g e nt , 
pr o act iv e  ne t w o r k  
pr o t e ct io n 

 
Busi ness V al ue  

• I ncr e ase d  pr o d u ct iv it y  and  
e fficie ncy   
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w hich w e r e  b u r d e nso m e  and  t im e  
co nsu m ing  fo r  t he  se cu r it y  st aff.  T he  
r e su l t ant  r e d u ct io n 

in d o w nt im e , m anu al  int e r v e nt io n and  l o st  pr o d u ct iv it y  w as fu r t he r  e x pe ct e d  t o  
incr e ase  e m pl o y e e  e fficie ncy .  
 
“A s w e  incr e ase  o u r  cu st o m e r s and  se r v ice s po r t fo l io s, in t o d ay ’s e nv ir o nm e nt  w e  ar e  
al so  o pe ning  o u r se l v e s u p t o  m o r e  t hr e at s,” say s Su r aj it  Sar k he l , A sso ciat e  L e ad e r , 
Gl o b al  I nfo r m at io n Se cu r it y , MphasiS.  “T he  pr o t e ct io n o f info r m at io n and  asse t s is 
cr u cial  t o  o u r  b u sine ss and  w e  ne e d  t o  e nsu r e  d ay  z e r o  t hr e at  pr o t e ct io n.  W e  al so  
w ant  t o  o ffe r  m anag e ab l e  acce ss o pt io ns fo r  o u r  cl ie nt s t o  acce ss t he  ne t w o r k s. ”  
 
F inal l y , MphasiS has he ig ht e ne d  int e r nal  co m pl iance  st and ar d s as w e l l  as st r ict  
ad he r e nce  t o  e x t e r nal  au d it s w hich hav e  t o  b e  m e t .    
 
N etw ork S ol uti on 
 
A ft e r  a se r ie s o f d e t ail e d  d iscu ssio ns and  e v al u at io ns w it h t he  MphasiS t e am , Cisco  
r e co m m e nd e d  a so l u t i o n t hat  incl u d e d  t he  d e pl o y m e nt  o f t he  C i s c o  I P S ,  C i s c o  A S A ,  
C i s c o  S e c u r i t y  M a n a g e r  p r o d u c t s ,  a n d  C i s c o  S e c u r i t y  M o n i t o r i n g  A n a l y s i s ,  &  R e s p o n s e  
S y s t e m  ( M A R S ) .  Cisco  Se cu r it y  MA R S appl iance s e fficie nt l y  ag g r e g at e  and  sy nt he siz e  
m assiv e  am o u nt s o f ne t w o r k  and  se cu r it y  d at a and  u se  so phist icat e d  e v e nt  
co r r e l at io n and  v al id at io n int e l l ig e nce  t o  he l p ad m inist r at o r s m o r e  e ffe ct iv e l y  id e nt ify  
and  r e spo nd  t o  t hr e at s.  T he  so l u t io n al so  se r v e s as a ce nt r al  r e po sit o r y  fo r  al l  
au d it ing  and  co m pl iance  info r m at io n.   
 
T he  Cisco  I P S pr o v i d e s accu r at e  &  co m pr e he nsiv e  t hr e at  d e t e ct io n and  im pr o v e d  
r e spo nse  w it h sig nat u r e  &  ne t w o r k  ano m al y  d e t e ct io n, assu r ing  g r e at e r  d e t e ct io n o f 
k no w n and  u nk no w n t hr e at s.  
 
T he  Cisco  Se cu r it y  Manag e r  w as r e co m m e nd e d  t o  pr o v i d e  t he  so l u t io n fo r  co nfig u r ing  
fir e w al l , V P N  and  I P S po l icie s o f Cisco  Se cu r it y  appl iance s, r o u t e r s and  sw it ch 
m o d u l e s.  
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Busi ness R esul ts 
 
T o d ay , MphasiS, it s g l o b al  d e l iv e r y  ce nt e r s, cu st o m e r s, and  par t ne r s ar e  b e ne fit ing  
fr o m  it s st at e -o f-t he -ar t  b u sine ss ne t w o r k  and  ne t w o r k  d e fe nse s.   
 
Co m m e nt ing  o n t he  b u sine ss r e su l t s Sar k he l  say s, “W it h o u r  asse t s and  info r m at io n 
pr o t e ct e d  no w , w e  hav e  no t ice d  incr e ase s in w o r k fo r ce  pr o d u ct iv it y  and  e fficie ncy  as 
l e ss m anu al  int e r v e nt io n is r e q u ir e d .  W e  ar e  al so  find ing  it  e asie r  t o  m e e t  o u r  au d it  
and  co m pl iance  r e q u ir e m e nt s. ” 
 
H e  ad d s, “T he  Cisco  Se cu r it y  MA R S pr o v i d e s u s w it h t r e nd  anal y sis and  r e po r t ing  
t hat  g iv e s u s a snapsho t  o f t he  he al t h o f al l  o f o u r  ne t w o r k s at  any  t im e .  W he n 
so m e t hing  g o e s w r o ng , w e  can id e nt ify  it  in m inu t e s, if no t  se co nd s, and  u nd e r st and  
e x act l y  w hat  t he  issu e  is and  ho w  it  w il l  affe ct  o u r  se r v ice s.  N o t  o nl y  d o e s t his 
sim pl ify  t hr e at  m anag e m e nt  b y  r e d u cing  t he  ne e d  fo r  m anu al  int e r v e nt io n b u t  al so  
au t o m at ical l y  l ab e l s fal se  al ar m s b y  im pr o v ing  v isib il it y  and  r e spo nse  t o  t hr e at s. ” 
 
Co m m e nt ing  o n t he  e ng ag e m e nt  w it h MphasiS, Mahe sh Gu pt a, B u sine ss 
D e v e l o pm e nt  Manag e r  fo r  Se cu r it y , Cisco  I nd ia &  SA A R C say s, “W it h t he  incr e ase d  
se cu r it y  and  av ail ab il it y  in t he  ne t w o r k  w e  b e l ie v e  t he r e  w il l  b e  sig nificant  r e d u ct io n 
in d o w nt im e  d u e  t o  t he  co m pr e he nsiv e  t hr e at  d e t e ct io n and  r e spo nse .  T his in t u r n 
w il l  im pact  e m pl o y e e  e fficie ncy  and  cu st o m e r  se r v ice  e ng ag e m e nt s al l  l e ad ing  t o  a 
co m pe t it iv e  ad v ant ag e  in t he  m ar k e t . ” 
 

 

 
 
 
 

 


