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NI a—F+4 >0 - BEHESL—X (3/4)
R UIE DAL S I O— RFEIFERSR

I EF Ny F 7 O—/0LREE: Stopped

E3 3

MAC/IP7 FL A rL=ZT710
0221.276b. debugTrace_0221.276b
« o« 1 > » 10
2020/09/02 12:50:13.071109 {wncd_x_R0O-0}{1}: [client-orch-sm] [9361]: (note): MAC: 0221.276b. Client delete initiated. Reason: CO_CLIENT_DELETE_REASON_SESSION_TIMEOUT, fsm-state transition

00]00]00|00]00]00]00]00|00|00]00[00]|00]00|00]|00]01]07]13]|17|18]28|33]42|44|46|48|4d|5c|5e|7flad]|

2020/09/02 12:50:13.071369 {wncd_x_R0O-0}{1}: [client-orch-sm] [9361]: (note): MAC: 0221.276b. Delete mobile payload sent forbssid: 00a7.42ae. WTP mac: 00a7.42ae. slotid: 1
2020/09/02 12:50:13.071396 {wncd_x_R0-0}{1}: [client-orch-state] [9361]: (note): MAC: 0221.276b. Client state transition: S_CO_RUN -> S_CO_DELETE_IN_PROGRESS
. § > = -7 I
2020/09/02 12:50:13.072547 {wncd_x_R0O-0}{1}: [dpath_svc] [9361]: (note): MAC: 0221.276b. Client datapath entry deleted for ifid 0x9000000a o J e
2020/09/02 12:50:13.074683 {wncd_x_R0-0}{1}: [client-orch-state] [9361]: (note): MAC: 0221.276b. Client state transition: S_CO_DELETE_IN_PROGRESS -> S_CO_DELETED
2020/09/02 12:50:17.706529 {wncd_x_R0O-0H{1}: [dot11k] [9361) (ERR): MAC: 0221.276b. Ignore dot 11k request,client record null
2020/09/02 12:50:17.707053 {wncd_x_RO-0}{1}: [client-orch-sm] [9361]: (note): MAC: 0221.276b. Association received. BSSID 00a7.42ae WLAN WLAN-PSK-01, Siot 1 AP 00a7.42ae. AP3802-01
2020/09/02 12:50:17.707390 {wncd_x_RO-0}{1}: [client-orch-state] [9361]: (note): MAC: 0221.276b. Client state transition: S_CO_INIT -> S_CO_ASSOCIATING
2020/09/02 12:50:17.708170 {wned_x_R0O-0H{1}: [dot11][9361]: (note): MAC: 0221.276b. Association success. AID 1, Roaming = False, WGB = False, 11r = False, 11w = False
2020/09/02 12:50:17.708687 {wncd_x_RO-0}{1}: [client-orch-state] [9361]: (note): MAC: 0221.276b. Client state transition: S_CO_ASSOCIATING -> S_CO_L2_AUTH_IN_PROGRESS
2020/09/02 12:50:17.708755 {wncd_x_R0-0H1}: [client-auth] [9361]: (note): MAC: 0221.276b. L2 Authentication initiated. method PSK, Policy VLAN 11,AAA override = 1, NAC = 0

2020/09/02 12:50:17.711678 {wncd_x_R0O-0}{1}: [ewic-infra-evq] [9361]: (note): Authentication Success. Resolved Policy bitmap:11 for client 0221.276b

© 2020 2020/09/02 12:50:17.712014 {wncd_x_RO-0}1}: [client-auth] [9361]: (note): MAC: 0221.276b. ADD MOBILE sent. Client state flags: 0x1 BSSID: MAC: 00a7.42ae capwap IFID: 090000002 16
© 202
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IES %Z%Eﬁ? NS TS Ht s

(cO RIS . AireOS(¢debuga<> R . Al _on Tracina & 811
ZEHLBREAS Dwafofgffmrfi%]é%i%
éﬁ%uﬁ‘gb‘?i?;y DOJEUSH A EE

. ?ﬁ?%f}??é?&jy% . debug client& (FERD
E5RHBIR—~>debug/JE CLIEICHDEIT IT71IL
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L — RAEBEDMEER T3 A

Trace-On-Failure Always-on Tracing R?g;gggéi\lieljia%@

- show logging trace-on- - show logging profile . debug wireless (CkDEIE
failure summaryZ &£/ wireless Z{#F . MAC/IP 7 RLR%&IEETI4E

. $FEDIP/MAC address ¥
UUID %=3E8ErIHE

C9800+# debug wireless mac aaaa.bbbb.cccc
C9800+# debug wireless ip x.X.X.x
C9800# show logging profile wireless AT23> i
filter <ip/mac/uuid> . ftp-server: J7 )L 7v FO—R9
BFTP ServerdigiE

C9800#show logging trace-on-failure
summary

- UUIDICEEZEd20O00%
show logging profile T

SBRE]AE . . monitor-time: RA Tracing£2/8
=Ha 0] gE +7> 5> E%%\%?é%me RA TracingZEW§9 2
level: HihEn200D - to-file: RA tracingZBERAD T 7 (L
level ZI8%E BERE
: BB DT 1 - monitor-time #@9 dF/(Fno IV
e R REEFT LM L. TracewBATR
‘”‘fjr)b E%:iloﬁ“b"?) J7 DERENS
A ° 1 S (©— = =
@DG%HX{% (16 12. 15) . more N> RICKDT7-1) LWG'@EEE?E\
ol DOE%%:&@ C9800# more bootflah.(RA Trace T 7 IL44)
I 7 AIVZZERIE, Flash - FTPYTFTPHY—)/ N7y JO—R
(C2T7 ALz fFhk C9800# copy bootflash: (T 7 1)L4) tftp://x.x.X.X

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public C9800+# copy bootﬂash:(??*f)b%) ftp://x.X.x.X




(B1) D=4 77> bzt kAR

1. &9 (dTrace-on Failure =M%

C9800#show logging trace-on-failure summary

Please use "show logging ... filter uuid <uuid> ..." to see the traces correspon

ding to the TOF error

File Entries: 12

Time UUID Log

2020/01/06 08:40:13.061 0x1000000625d27 94d4.69xx.xxXXX CAPWAPAC HEARTBEAT EXPIRY

2020/01/07 01:37:14.028 0x100000066bce6 94d4.69xx.xxxx CAPWAPAC HEARTBEAT EXPIRY

2020/01/07 10:56:52.179 0x1000000696a9d 08cc.68xx.xxxx CAPWAPAC HEARTBEAT EXPIRY

2020/01/07 11:13:04.994 0x10000006972d1 c4b3.0lxx.xxxx CLIENT STAGE TIMEOUT State = IP LEARNING, WLAN profile

2. IP/MACY” RL- XX2UUID(CEEE Y 20075 L. Always-on TracingsHilgEs?

C9800#show logging profile wireless start last boot filter uuid 0x10000006972d1 FERUUIDZIETE

2020/01/07 11:11:04.993 EAP Key management successful. AKM:PSK Ciphe MP
2020/01/07 11:11:04.993 L2 PSK Authentication Success. EAP H Eﬁ§%$E7T
id:000000000000009F7FB37519
2020/01/07 11:11:04.993 Mobility discovery triggered. Client mode: Flex - Central Switching

2020/01/07 11:11:04.993 Client state transition: S _CO L2 AUTH IN PROGRESS ->S CO MOBILITY DISCOVERY IN PROGRESS
2020/01/07 11:11:04.994 Client state transition: S _CO MOBILITY DISCOVERY IN PROGRESS ->S CO DPATH PLUMB_IN PROGRESS
2020/01/07 11:11:04.994 Client state transition: S _CO DPATH PLUMB IN PROGRESS ->S CO IP LEARN IN PROGRESS

2020/01/07 11:13:04.994 Triggering notification for IP learn timeout

2020/01/07 11:13:04.994 Client delete initiated. Reason: CO CLIENT DELETE REASON IPLEARN CONNECT TIMEOUT,

fsm-state transition 00]00]/00/00[00]00/00/00|00[00/00/00|00|00/00|00|00[00/00|00|01]07]13|17|18 £140|42|43|4d]|
2020/01/07 11:13:04.994 Client state transition: S CO IP LEARN IN PROGRESS -> S_CO DELETE_ IfD]g(@2epaeial: islimi:/=:rz 0N
2020/01/07 11:13:04.995 Client state transition: S CO DELETE IN PROGRESS -> S CO DELETED

3.0y hrv T F v OMEEREDHCP (CEHE UFlRE 20
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aplgd4 aplg5 aplg6 aplgba

aplg7 ap3g3

controller version.

info

readme.txt version

.info

62




3. C9120 APZE/\—=3>F7vT (AT

(1/2)

- C9120D/)\—==32h'16. 12K DFIDHZE, /\—=32 7Y

> EWCOUR— bHY16. 12 FDTz8)

\/I
LL
-

N
Rt
A
=

<< APD ALY — LG >>

User Access Verification
Username: Cisco
Password: Cisco

APA453.0EB4 . XXXX>
APA453.0EB4 .XXXX>enable
Password: Cisco

APA453.0EB4 . XXXX#

APA453.0EB4.XXXX#capwap ap ip 192.168.1.10 255.255.255.0 192.168.1.254

APA453.0EB4 . XXXX#
APA453.0EB4.XXXX#show capwap ip config

IP Address :192.168.1.10
IP netmask : 255.255.255.0
Default Gateway 0 192.168.1.254

APA453.0EB4 . XXXX#

<<< APIZIPT KL AZHE
(DHCPTT FULAZEEUG L TV AELAIIAE)
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36}%20 APZ)\—=3> 77w T (AT23>)

APA453.0EB4.XxXXX#archive download-sw /reload tftp://192.168.1.100/ewc 16122s/aplg7? <<< Y7 hy =7 Zx=at'—L, ki)
Starting download AP image tftp://192.168.1.100/ewc_16122s/aplg?

It may take a few minutes. If longer, please abort command, check network and try again.

FHEHHH A H A H A AR A A R R EH 100,05

Upgrading

do NO UPGRADE, partl is active part

do PREDOWNLOAD, partl is active part

upgrade.sh: Start doing upgrade argl=PREDOWNLOAD arg2=,from cli arg3=

upgrade.sh: Using image /tmp/cli part.tar on axel-bcm B

Image signing verify success.

Successfully setup AP image.
Archive done.

<< EEIE >>

APA453.0EB4.XXXX#show version

<<< Bl >>>

cisco C9120AXI-Q with 1809840/1040348K bytes of memory.
Processor board ID FGL2329L6GT

AP Running Image : 16.12.2.132
Primary Boot Image 0 16.12.2.132
Backup Boot Image : 8.9.111.0

Primary Boot Image Hash:
c337eb61c0373dd4cell53035bb0ce6a084b984££300181378e7¢c97963092492d8af93766694605138cd41978d8c5257ab9%b196e24bb26978%ae7
431ebal0994

Backup Boot Image Hash:

1 Gigabit Ethernet interfaces

<< HHE >>>




4, CAPWAPISEWCADE— RZEE (1/2)

- FEEDON> R CTE—FOZE. Bic#)
- BE# TR, O>bO—3500>2Y—)UICT7 Otz X0]8EE

APA453.0EB4.XXXX#ap-type ewc-ap tftp://192.168.1.100/ewc_16122s/aplg7 tftp://192.168.1.100/ewc_16122s/C9800-AP-iosxe—

wlc.bin
Starting download eWLC image tftp://192.168.1.100/ewc 16122s/C9800 APﬁﬁ’I’X—‘/ . > |\D_7ﬁﬁ’|/>(_>
It may take a few minutes. If longer, please abort command, check woU arnd vy again.

1.3
## 4.2%
LR EEE 7.1%
FHEF A A AR AR R R R 100,05
Checking ...OK
Verifying ...OK
Versioning ...ws management version: 16.12.2s.0.47

Successfully downloaded and setup eWLC image.

Starting download AP image tftp://192.168.1.100/ewc _16122s/aplg7’

It may take a few minutes. If longer, please abort command, check network and try again.
FHAHHHH AR AR A A R R 100,05
Upgrading ...
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4. CAPWAPISEWCADE— RZEE

g (2/2)

<<< EBISETH >>>

Would you like to enter the initial configuration dialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]:

Press RETURN to get started!

*Dec 15 05:35:55.072: %SYS-5-CONFIG P: Configured programmatically by process Setup from console as vty0
FH A R R R R R S

#
#
#
#
#
#
#
#
#
#

WLCA453.0EB4 . XXXX>

11l Please complete the DAYO Device Provisioning !!!

'l NOTE: COMPLETE ALL THE STEPS IN PROVISIONING GUIDE !!!

To access the provisioning guide type the below command:
more bootflash:ewc day0 device provisioning guide

WLCA453.0EB4.XXXX>enable

WLCA453.0EB4 . XXXX#

Welcome to the Cisco Catalyst 9800-AP Embedded Wireless Controller command line interface

A R

#

#
#
#
#
#
#
#
#
#

2020 Cisco ¢ or its affiliat
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Over-The-Air Provisioning (OTAP) (CK2#JHA

=L

asZ AE

- EWCTIIHIHRIARE TSSID “CiscoAirprovision-<ABCD>" (<ABCD> =
1> bO—F EIRBAPOMACT RLX) ZRIELTHED. CDSSIDIERAT
ERTEZITD Z &%&Over-The-Air Provisioning (OTAP) &WL\S

. _EEESSID(T/ VY O > & it UK TE




HAzGTEASSID (CigHt

@ Chrome File Edit View History Bookmarks People Window Help LEOR B S Q 3 A L] 2oxE) Fil0:29AM &

é: Gisco Mobity ExprossDepioy x| (0 AllFles | Powered byBox | i COB00-PODT: Cisco CIB00-C X i Cisco x | @ Cisco et Senvices nine

Turn Wi-Fi Off

& cisco.com

I CiscoAirprovision-79A5

The Wi-Fi network!'ciscoAirprovision-79A5" I —
requires a WPA2 p b

Password:l password ]

[ ] =} =) =} =} =} =} =} =} =)

) ) P) 9) 2 ) ) ) 9) )

v Show password

Introducing the Cisco Security Su vJRemember this network b of Cisco UCS

This week at Cisco

See the announcements, events, and activities happening across the globe this week.
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2. YIHAESEWebUIIC )7 o1 X
-myW|f| cisco.com(C77ITATERW\NSE(F. O> bO—3SDIPV RL X%
18E

- IP7 RLRZIEBELTCE7ITLATERWVEE. AODIE [O>Y—)LIC
K DHHAERIE %%ﬁ’iﬁ

(CF7otEX

ZAN
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3. WebUIIC KDH¥EREZE (1/2)

lllllllll éfb"‘-'t\\ 7w fR
Clsco R Yy NPT —R

EAT
FE&
+RY>TEYX MERE.
(CFTVIZEAND

EFE1—-YORE

a—tg* _
o 0> M-S ERAD 1T %8, /IR~ RERE
JRT—=RE ] e @ (WGbUI@?OtZ(:B'fﬁﬁH)

71V LAEERE

DHCP IP7RLZ :192.168.41.103

0> bO—35DIPY KL A ZEKTE
(DHCPTHUSAHDIHE (FBEE THRR)

TALVYLRA XY TV

WLAN{’EE&G)E&(:U IJ \y 73 < EBTDDWLANZEERL L TS & LY

Xy hNT—7 DM

) |

RYRNT—051T O#RRE (O 7Ab
FybhI—0%
M < 0 » » 18— Y51 h DIEH
HaHEEE— | e ‘ @
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3. WebUI(ZC KX D#)HAS

SE (2/2)
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a
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SRT—R*
TAPLAEERE
DHCP

TA4PLA Xy hT—7

FYhI-0%

[[] TEST-WLAN-02

1 5
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FYRI—0547
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1. RA b&. I—54//)I\AT— ROEE
- 1> bO—FDO/RR M, 1—53/)\AT— RZRE

- BRI —Y%/)\RTJ—RE. J>bO—3A\D707R (WebUIF7 TR,
SSHIR &) (C{ER

WLCA453.0EB4 . XXXX#
WLCA453.0EB4.XXXX#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
WLCA453.0EB4.XXXX (confiqg) #

WLCA453.0EB4.XXXX (config) #hostname C9120-EWC

C9120-EWC (config) #

C9120-EWC (config) #username admin privilege 15 password ciscol23

WARNING: Command has been added to the configuration using a type 0 password. However,
deprecated. Migrate to a supported password type

C9120-EWC (config) #

*Dec 15 05:42:27.063: $AAA-5-USER RESET: User admin failed attempts reset by console
*Dec 15 05:42:27.064: $AAAA-4-CLI DEPRECATED: WARNING: Command has been added to the configuration using a type 0

password. However, type 0 passwords will soon be deprecated. Migrate to a supported password type
C9120-EWC (config) #

type 0 passwords will soon be
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2. AP O 71 )LOHTE
cAPTOD7AILDEREZZEL. APEEIRI RN 1I—HEL/)\XT—R

==

e AE
- AP O 7 1 )LIFEHIH S51F1E 9 Ddefault-ap-profilez &

C9120-EWC (config) #ap profile default-ap-profile
C9120-EWC (config-ap-profile) #mgmtuser username admin password 0 ciscol23 secret 0 ciscol23
C9120-EWC (config-ap-profile) #
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3. 1> I\ —SDIPPRLRA, TIAILMT— b
'714 STE

0> hO—3SDIP7 RLAZEE LT DHE. IPZRLAETITAIL
T— NI I A7ZEIE

C9120-EWC (config) #interface GigabitEthernet 0

C9120-EWC (config-if) #ip address 192.168.1.201 255.255.255.0

C9120-EWC (config-if) #no shutdown

C9120-EWC (config-if) #

*Dec 15 08:25:10.623: %CAPWAPAC SMGR TRACE MESSAGE-5-AP JOIN DISJOIN: Chassis 1 R0O/0: wncd: AP Event: AP Name:
APA453.0EB4.XXXX, MAC: a453.0eb4.XXXX Disjoined

*Dec 15 08:25:10.894: %CAPWAP IMGDWNLD TRACE MESSAGE-5-CAPWAPIMGDWNLD EWC AP AP LIST EVENTS: Chassis 1 R0/0: wncd:
List Event: AP with wtp mac 084f.f92f.XXXX for Image Type aplg7 is removed from Master AP list

*Dec 15 08:25:59.696: %WEBSERVER—B—LOGINiFAILED: Chassis 1 R0/0: nginx: Login Un-Successful from host 192.168.1.100
using crypto cipher 'ECDHE-RSA-AES128-GCM-SHA256'

*Dec 15 08:26:10.096: SWEBSERVER-5-LOGIN PASSED: Chassis 1 R0/0: nginx: Login Successful from host 192.168.1.100 by
user 'admin' using crypto cipher 'ECDHE-RSA-AES128-GCM-SHA256'

*Dec 15 08:26:10.167: %CAPWAPAC SMGR TRACE MESSAGE-5-AP JOIN DISJOIN: Chassis 1 R0O/0: wncd: AP Event: AP Name:
APA453.0EB4.XXXX, MAC: a453.0ebd.XXXX Joined

*Dec 15 08:26:10.376: %CAPWAP IMGDWNLD TRACE MESSAGE-5-CAPWAPIMGDWNLD EWC AP AP LIST EVENTS: Chassis 1 R0/0: wncd:
List Event: AP with wtp mac 084f.f92f.XXXX for Image Type aplg7 is added to Master AP list

C9120-EWC (config-if) #exit

C9120-EWC (config) #ip default-gateway 192.168.1.254

C9120-EWC (config) #
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4. HTTP/HTTPSH —/) (D% E

- > hO—5DWebUIIC 7 ORI D2, HTTP/HTTPSY —/\ZEE

C9120-EWC (config) #ip http server
C9120-EWC (config) #ip http secure -server
C9120-EWC (config) #




5. EEDERF

- ECOEEMEDDIZE. REZRF

C9120-EWC (config) #end
C9120-EWC#write memory
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