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About this product

Authentication Manager is a utility for centrally managing devices, such as
multifunctional peripherals, on the network. When used in a Web browser,
Authentication Manager can manage accounts, users and external servers
used by the network devices, total copies and prints, and apply specified
function limitations.

Authentication Manager is an application that runs on Device Manager.
Device Manager must be installed in order for you to be able to install
Authentication Manager.
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Abbreviation of product names

This manual describes product names with the following abbreviations.

Product name Abbrev.

KONICA MINOLTA PageScope Enterprise Suite Enterprise Suite

KONICA MINOLTA PageScope Web Connection Web Connection

KONICA MINOLTA PageScope Net Care Device Device Manager
Manager

KONICA MINOLTA PageScope Authentication Man-| Authentication Manager
ager

KONICA MINOLTA PageScope Account Manager Account Manager

KONICA MINOLTA Registration Tool for User Au- Registration Tool for User Authen-
thentication tication

KONICA MINOLTA Gateway for Biometric Authenti- | Gateway for Biometric Authenti-
cation Manager cation Manager

Authentication Manager viii



Trademarks and registered trademarks

Trademark acknowledgements

KONICA MINOLTA and KONICA MINOLTA logo are registered trademarks or
trademarks of KONICA MINOLTA HOLDINGS, INC.

PageScope and bizhub are registered trademarks or trademarks of KONICA
MINOLTA BUSINESS TECHNOLOGIES, INC.

Microsoft, Windows, Active Directory and Excel are either registered
trademarks or trademarks of Microsoft Corporation in the United States
and/or other countries.

Mozilla and Firefox are trademarks of the Mozilla Foundation.

Apple and Mac OS are trademarks of Apple Inc., registered in the U.S. and
other countries. Safari is a trademark of Apple Inc.

Intel and Pentium are trademarks or registered trademarks of Intel
Corporation or its subsidiaries in the United States and other countries.

All other company and product names are either trademarks or registered
trademarks of their respective companies.

Q

Detail

The dlialog boxes that appear in this document may differ from those that
appear on your computer, depending on the installed devices and
specified settings.

Note

Unauthorized reproduction, translation or duplication of this document,
whether in its entirety or in part, is strictly prohibited.

The content of this document is subject to change without notice.

Copyright © 2007 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC. All
rights reserved.

Authentication Manager iX



Introduction 1

AR
1 Introduction

1.1 What is Authentication Manager?

Accounts, users and external servers used by the network devices can be
managed, and copies and printouts can be totaled. In addition, permissions
can be applied to the functions available to users by registering function
permission templates and configuring settings.

For details, refer to "Authentication Manager" on page 3-1.
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1.2  General setup operation

In order to use Authentication Manager, configure settings in the following
order.

1.2.1 Server settings

Log on to Enterprise Suite as a system administrator, and then specify
settings for the following. The following settings are necessary to enable
Authentication Manager.

Function Description

Device List ¢ Device Auto Discovery: Specify the conditions for searching for
devices to be registered.

* Manual Device Registration: Manually register devices that can-
not be found automatically.

¢ Device Management Settings: From the found devices, specify
the devices to be managed.

¢ Device Information Settings: Specify the communication set-
tings for each device.

For details, refer to the "Device Manager User's Guide".

Authentication Manager e External Server Settings: If authentication is performed by using
an external server, register the name of the external server.
(page 3-89)

¢ Device Management: Determine the devices that are authenti-
cated by Authentication Manager. Various settings for authenti-
cating devices can also be specified. (page 3-98)

Server Settings e E-mail Server Settings: Select whether or not to use e-mail func-
tions, such as notifications.
For details, refer to the "Device Manager User's Guide".

1.2.2 Setting up the device

In order to use Authentication Manager, configure the following device
settings.

Before installing the application, use Web Connection to configure the

following settings.

o Click the "Security" tab, click "SSL/TLS Setting", and then configure SSL
settings.

e Click the "Network" tab, select "OpenAPI Setting", and then select the
"Use SSL/TLS" check box, or select "Accept SSL communication only"
from the drop-down list.

e Click the "Network" tab, select "TCP Socket Setting", and then select the
"Use SSL/TLS" check box.

N...

Reminder
For details on using Web Connection, refer to the User's Guide for the
device.

Authentication Manager 1-2
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|| ([
2 Basic operations

This chapter provides details on logging on to Enterprise Suite.

2.1 Logging on to Enterprise Suite

For details on logging on to the Enterprise Suite server, refer to the "Device
Manager User's Guide".
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Basic operations

2.2 Basic operations

The basic operation of Authentication Manager is described below.

221 Top Menu page

I - o S g;‘s:::'\:m

1
Dot Suscn Regorsion/  Showcaar Se st e oy
iormaton seting

2 userREQ\stratmn and Management Registered User Display Account Function

TiackGounler Permislon Seting
3
Counernormaton ofa devie s
dspined
4 —i
SenverDetal Seing Ucense
Confimaton ang
Regisision

No. | Function Description

1 Device List Register and manage devices. For details, refer to the "De-
vice Manager User's Guide".

2 Authentication Manager Manage accounts, users, and external servers used by the
network devices, and add up values on copies and print-
outs. In addition, permissions can be applied to the func-
tions available to users by registering function permission
templates and configuring settings. For details, refer to
"3 Authentication Manager".

N
Reminder
Limits may be applied to the available functions
according to the user permissions. For detalls,
refer to "3 Authentication Manager".

3 Counter Reader The number of copies and printouts are totaled for each
registered device. For details, refer to the "Device Manager
User's Guide".

4 Server Settings Configure the server settings for Authentication Manager.

For details, refer to the "Device Manager User's Guide".

Authentication Manager
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2.2.2 Pages for the functions

Login: System Administrator | | . #y Logout
Authentication Manager M Go to Top Menu 3
User List Select Additional Users
ertit te2— 5
User Counter
Account Track List I
S — User Group [ All Users v 6
- — Display Details (] All subgroups [
Function Permission —
4 | Search Condition: [ User Name v — 7
Initial Settings
Authentication Device eiectidl 8
Setting Total: 14011 o210~ 9
Option s<s[__]r2z> > (6 10
Administrator Settings Select User Name, User Group ipti
AT R e [0 |User0t | UserGroup02
Version
O | User02 UserGroup04-
O |User03 | OTHER
O | User04 UserGroup02
[ |Usert5 | OTHER
[ | Userds | UserGroup03
O | User07 UserGroup01
O | User08 UserGroup04-
O | User09 UserGroup01
[ |Usert0 | UserGroupds
Aoply
No. | Function Description

1 Login user name

Displays the name of the user who has logged in.

2 Logout

Click this button to log off of Enterprise Suite server and
display the Login page.

3 Go to Top Menu

Click this button to display the top page of Enterprise Suite.

4 Menu

The menu items are displayed.
Click a menu item to display details on the right side of the
page.

N

Reminder

if Bl appears beside the menu title, click |
to dlisplay the collapsed menu. Click n fo
close the menu.

If . /s displayed, the collapsed menu will not
appear.

Authentication Manager
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No.

Function

Description

1

Click this button to display the page for the item one level
higher in the menu.

N

Note
The "Back" button of the Web browser cannot

be used.

Click this button to update the information on the current
page.

N

Note
Do not use the "Update" button of the Web

browser.

ird

Click this button to display the Help information for the cur-
rent page.

Select View Target

Select the target to be displayed in the list.

Search Condition

When a list is displayed in the page, the listed items can be
narrowed.

Select a column to search from the drop-down list, and
then type in the text to be searched for in the text box.

Select All/Uncheck All but-
ton

When a list is displayed in the page, all items can be select-
ed or cleared.

Maximum number of dis-
played lines

When a list is displayed on the page, select the number of
data items displayed in the list.

For example, if "10" is clicked, 10 data items are displayed
in the current page.

10

Sort

When a list is displayed in the page, click an item name in
the list to sort the entire list using the item as a sort key.

Authentication Manager
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3  Authentication Manager

3.1 User List

3.1.1 Available operations in the User List page

From the User List page, settings can be specified with the following.

Function

Details

[Register User] button

Click this button to register a new user.

[Edit User] button

Click this button to edit the information for a registered us-
er.

[Delete User] button

Click this button to delete a registered user.

[Import] button

Click this button to import user information to register the
users.

[Export] button

Click this button to export the information for the currently
registered users and save it.

[Display Settings] button

Click this button, and then select the items to be displayed
in the user list.

Display Details

Select a category of each user to be displayed in the list.

Search Condition

Specify the condition to narrow down users to be displayed
in the list.

N...

Note

The user name is not case-sensitive. For example, "USER1" and "user1”
are considered to be the same user name.

V...

Reminder

When logged on as a "group manager”, only information for managed
groups and users can be edlited or deleted. For details on "group
manager" settings, refer to "Specifying a group manager" on page 3-136.

Authentication Manager

3-1



Authentication Manager

3.1.2 Viewing the user list

The list of registered users can be viewed.

1 From the [User Group] drop-down list, select the user group to be
displayed.

— To display all users, select "All Users".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details] to display
all users, including those in subordinate groups.

— Specifying the search condition can narrow down users to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box. Click
the [Display] button to display user groups based on the specified
condition.

2 Clickthe [Display] button.

A list of users registered in the selected group appears.

User Group [ All Users
Display Details ] All subgroups
Soarch Condition: [Usar Hiame

i

[Maximum Number of Box Apply L

DDD:DDDDD:iﬁ

ExSenertt
ExSenert
Exsenert2
Easenert2

ExSeneds

1000
100
Do Not Synch

None
None user05@example com 100

Do Not Synchronize

user06@ om| 1110.128 34 fihome\UserGroup2
None

Do Not Synchronize | usar

The following items are displayed in the user list.

Function Description
(Icon) Displays whether the user is enabled.
The user is enabled.
a

The user is disabled.

Authentication Manager
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Function Description
The user is deleted via an external server.
User Name Displays the user name.

User Group Name

Displays the name of the group to belong to.

Description

Displays the description of the user.

External Server Name

Displays the name of the registered external server.

Account Name

Displays the account track information of the user. If you do
not synchronize the user and account when managing the
account, "Do Not Synchronize" is displayed. When you
synchronize them, the account name is displayed if the
name of the account that the user belongs to is specified.
"None" is displayed if no account name is specified.

E-mail Address

Displays the e-mail address of the user.

Home

Displays the address of the SMB server that is normally
used by the user.

N

Reminder

To use "Home" (send the scanned data to the
Home address) for the device, the following
conditions must be satisfied.

- The device supports the use of "Home".

- Active Directory is used to perform authenti-
catfon of the external server.

If other than Active Directory is used for authen-
tication, "Home" cannot be used for the device.

Maximum Number of Box

Displays the upper limit on the number of boxes that the
user can create. The upper limit of the user with this item
blank is not managed.

Apply Level

Displays the access permission level for the address book.

Biometric Unit No.

Displays the biometric unit No.

N

Reminder

This page is displayed when the license for
Gateway for Biometric Authentication Manager
/s registered.

3.1.3 Specifying display settings for the user list

The items to be displayed or hidden in the user list can be selected. Settings
can be specified for the following parameters.

e User Name

e User Group Name

e Description

Authentication Manager
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External Server Name
Account Name

E-mail Address

Home

Maximum Number of Box
Apply Level

Biometric Unit No.

N...

Reminder

- The user name must be displayed.

- "Biometric Unit No." is displayed when the license for Gateway for
Biometric Authentication Manager is registered.

1 Click the [Display Settings] button on the User List page.
The User List Display Setting page appears.

2 Select the check box for the items to be displayed, and then click the
[Apply] button.

— To clear the entered information, click the [Clear] button.

ik

User Name
User Group Name
¥| Description
¥| External Server Name
¥| Account Name
¥| E-mail Address
¥ Home
Maximum Number of Box
Apply Levels to Destinations
Biometric Unit No

3.1.4 Registering a new user

New users who can log on can be registered. The following information is
required for registration.

Function Details

User Group Name From the drop-down list, select the group to belong to. If
the group does not exist, register the group before starting
this operation. For details on registering groups, refer to
"Registering and editing groups" on page 3-72.

User Name Type in a user name.

Description Type in a description of the user.
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Function

Details

External Server Name

If user authentication is performed by using an external
server, select the appropriate external server from the
drop-down list.

Password Specify the password necessary for logging on to Enter-
prise Suite and the device. For confirmation, type in the
password again.

PIN Specify the PIN code used to log in to a device.

The PIN code can be specified using up to 64 numerals.
Clicking the [Auto-Generate] button automatically creates a
random PIN code.

N

Reminder
A PIN code can only contain numerical values.

N

Reminder
A PIN code that is identical to a user name can-
not be specified.

User Authentication

From the drop-down list, select whether to enable the user.
Selecting "OFF" does not authenticate the user.

Synchronize or not when Account
Name is being authenticated

Select whether or not to synchronize the user and account
when managing the account. When you select [Synchro-
nize], select an account name to synchronize from the
drop-down list.

N

Reminder

If "Synchronize" is selected but "None" is spec-
ffied for the account name to be synchronized,
the account track management authentication
/s required when the user is authenticated for
the first time. After the account track manage-
ment has been successfully authenticated, the
account entered by the user is synchronized
with the user authentication.

E-mail Address

Type in the e-mail address of the user.

Home

Specify the address of the SMB server that is normally used
by the user.

Max. No. of Use Boxes

Specify the maximum number of use boxes that can be

created by the user.

* To manage the upper limit on the number of boxes, se-
lect [ON] from the drop-down list, and then type in the
upper limit (0 to 1000) in the text box.

¢ |f you do not manage the upper limit on the number of
use boxes, select [OFF].

Apply Level

Specify the access permission level (between 0 and 5) for
the address book.

Authentication Manager
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N...

Note

- The external server name must first be specified. For details, refer to
"Specifying an external server" on page 3-89.

- Special single-byte characters (for example, single-byte katakana
characters) are treated as double-byte characters.

- We do not recommend that names (such as Public, BoxAdmin or

Admin), which can be used by devices, be registered as Authentication
Manager users. When performing authentication with Authentication
Manager, the user names listed above cannot be used to log on to the
device.

- The maximum number of use boxes that can be created can be limited
with "Max. No. of Use Boxes".

=  Specify the settings necessary for registering the user, and then click
the [Apply] button.
— To clear the entered information, click the [Clear] button.

Create/Edit User

t/2

User Group Name
User Name [Requirec] Max 64 chars
Description Max 127 chars
External Server Name
Password 0-54 chars
Retype Password 0-64 chars
PIN 0-64€Na1S [ Auto-Generate
User Authentication ~|
Synchronize or not when Account Name is being authenticated

© Synchronize

@ Do Not Synchronize
E-mail Address [ Mext29chas
Home [ ] Wax:170chas
Max. No. of Use Boxes EOFF v |:| [Required] Only Number: 0-1000
Apply Level [ominy =]
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3.1.5 Editing user information

The information for registered users can be viewed and edited.

=  Specify the settings for the user information to be edited, and then click

the [Apply] button.

— To clear the entered information, click the [Clear] button.
— To change the password, click the [Change Password] button.

Create/Edit User

12

User Group Name UserGroupl v
Usertome T —
Deserpiion [— L
External Server Name [ None v
Password Change Password
PIN 0-84 chars [™auo-Generate
User Authentication oN v
Synchronize or not when Account Name is being authenticated

© Synchrenize

@® Do Not Synchronize
E-mail Address User01@example.com Max 128 chars
Home 110.128 42 151\home\UserGroup1 Max: 170 chars
Max. No. of Use Boxes [on v| [1000 [Required] Only Number: 0-1000
Apply Level o(Min) v

Aoply

V...

Reminder

For details on the settings, refer to "Registering a new user" on page 3-4.
- Information of multiple users can be edlited at the same time. For detalils,
refer to "Edliting information of multiple users" on page 3-7.

3.1.6

Editing information of multiple users

The information for registered multiple users can be edited. The following

information can be edited.

Function

Details

User Group Name

From the drop-down list, select the group to belong to. If
the group does not exist, register the group before starting
this operation. For details on registering groups, refer to
"Registering and editing groups" on page 3-72.

Description

Type in a description of the user.

User Authentication

From the drop-down list, select whether to enable the user.
Selecting "OFF" does not authenticate the user.

Synchronize or not when Account
Name is being authenticated

Select whether or not to synchronize the user and account
when managing the account. When you select [Synchro-
nize], select an account name to synchronize from the
drop-down list.

Authentication Manager
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Function Details

Home Specify the address of the SMB server that is normally used
by the user.

Max. No. of Use Boxes Specify the maximum number of use boxes that can be

created by the user.

* To manage the upper limit on the number of boxes, se-
lect [ON] from the drop-down list, and then type in the
upper limit (O to 3000) in the text box.

¢ If you do not manage the upper limit on the number of
use boxes, select [OFF].

Apply Level From the drop-down list, select the apply level (between 0
and 5) for the address book.

1 In the User List page, select the user to be edited, and then click the
[Edit User] button.

The User Batch Edit page appears.

2

User Group Name UserGroup1 v
Description [— O
User Authentication ON v
Synchronize or not when Account Name is being authenticated

© Synchronize

@ Do Not Synchronize
Home — S
Max. No. of Use Boxes |OFF ~| [ | [Required] Only Number. 0-1000
Apply Level 0(Min) |~

2 Select the check box for the item for the user information to be edited.

3 Specify the settings, and then click the [Apply] button.

— To clear the entered information, click the [Clear] button.

3.1.7 Deleting a user

The information for the selected user can be deleted.

N...

Note
If this operation is executed, all data for the user will be deleted from the
database.

1 In the User List page, select the user to be deleted, and then click the
[Delete User] button.
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3

2 Check the message that appears, and then click the [OK] button to

delete the template.

The user is deleted.

3.1.8 Importing data

Click this button to import user information. Data can be imported using one

of the following options.

Function

Details

Import from file

Select this option to import user group and user informa-
tion from a specified file.

Import from a device

Select this option to import user information from a speci-
fied device.

Import from external server

Select this option to import user information from a speci-
fied external server.

Check users removed from Exter-
nal Server

Select this option to check for users deleted from the exter-
nal server, and delete the relevant user information from the
user list.

=  Select the import method, and then click the [Next] button.

Import Source

Please select the import object.
@ Import from file

O Import from a device

© Import from external server

O Check users removed from External Server

t/2

Next

Authentication Manager
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3.1.9

Importing from a file

Select this option to import user information or user group data already
saved in afile and register user information. Specify settings for the following
parameters when importing.

N

Note
- To save data, set the file format fo the readable one with Enterprise

Suite.

When data is saved in the text (ftab-delimited) format (.ixt) or CSV
(comma-delimited) format (.csv), change the character code of a file to
UTF-8. To select a character code, click "Accessories"” - "Notepad” to
open the saved file, and save it as a new file.

- 10007 or more data items cannot be imported. Be sure to confirm that
the number of data items /s 10000 or less.

- If there are too many users, it may take time to register them.

Function Details

Import File Path Type in the path to the file to be imported. The file path can

also be specified by clicking the [Browse] button.

Operation for Already Existing Us-| When the imported user name already exists, specify
ers/User Groups whether or not to overwrite the user information with the

specified contents. If the imported user group name al-
ready exists, specify whether or not to overwrite the data in
"Parent User Group Name" and "Description"”.

Import the file which is secured by | Select this option to import a file with a password specified
password. or a encrypted file.

Select the [Import the file which is secured by password.]
check box, and then type in the password specified for the
file in [Password].

Specify the settings necessary for importing, and then click the [Start
Import] button.
— To clear the entered information, click the [Clear] button.

Import from file

&2

Import File Path [ [ Browss.. |

Operation for Already Existing Users/User Groups | Do not Overwrite ¥

[ Import the file which is secured by password.
Password [ |

The result of the import operation appears.
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N...

Note
Specifying incorrect information in "Password"" may import incorrect
Information.

V...

Reminder

Clicking the [Start Import] button displays a confirmation message. If a
deletion file has been imported, the corresponding users are deleted.
Because deleted users cannot be restored, check the contents to be
deleted carefully and click the [OK] button.

For details on the result page, refer to "Checking the import result” on
page 3-16.

3.1.10 Creating an import file
A file to be imported can be created in a spreadsheet application.

V...

Reminder
- You can create an import file by clicking the [Export] button to export a
file, then entering the data.

For details on editing the exported file in a spreadsheet application, refer
fo "Editing an exported file" on page 3-32.

- When registering IC card information (IC card type and IC card ID) or
biometric authentication information (biometric unit No., biometric
information device name, biometric information type and biometric
information), create an import file with Registration Tool.

For details on using Registration Tool, refer to the Help for the
application.

Open the data in a spreadsheet application.

Create data, and then save it as a new file.

— To save data, set the file format to the readable one with Enterprise
Suite.

— When data is saved in the text (tab-delimited) format (.txt) or CSV
(comma-delimited) format (.csv), change the character code of a file
to UTF-8. To select a character code, click "Accessories" -
"Notepad" to open the saved file, and save it as a new file.
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N...

Reminder

The following shows the file formats that are available for importing data.
- Excel 97 to Excel 2003 book formats (. xIs)

- Excel book format (Office Excel 2007 or later) (. xIsx)

- XML spreadsheet format (XML format importable with Excel) (.xml)

- Text (tab-delimiteq) format (.ixt)

- CSV (comma-delimited) format (.csv)

- Binary format (system file) (.bin)

N...

Note

The four rows following "##TableName" contain basic information for the
data. Do not change the data in these rows. Type in the data for the user
by starting with the fifth row.

Be sure to enter data for the items marked as "Required”.

G
(SR SR S SR

9 1 {10}
No. | Re- | Function Details
quir
ed
1 O ##TableName Indicates user and authentication data. Enter "##TableNa-
me" and "UserAuth" to the right of the first column of the
first row.
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No.

Re-
quir
ed

Function

Details

##DispName

Enter item titles to be displayed in a page. Type in "## Dis-
pName", "User Group Name", "User Name", "Description",
"External Server Name", "Password", "Synchronize or not
when Account Name is being authenticated", "Account
Name", "E-mail Address", "Home", "Maximum Number of
Box", "Apply Levels to Destinations", "Card Type 1", "Card
ID 1", "Card Type 2", "Card ID 2", "Card Type 3", "Card ID
3", "Biometric Unit No.", "Biometric Information Acquisition
Device Name 1", "Biometric Information Type 1", "Biomet-
ric Information 1", "Biometric Information Acquisition De-
vice Name 2", "Biometric Information Type 2", "Biometric
Information 2", and "Pin Code" to the right of the first col-
umn of the second row.

##CharacterLimit

Type in the number of characters for each item. Enter "##
CharacterLimit", "256chars", "64chars", "127chars",
"82chars", "64chars", "0-1", "32chars", "129chars",
"170chars", "0-1000", "0-5", "255", "512chars", "255",
"512chars", "255", "512chars", "1-9999", "64chars", "0-
10", "752chars", "64chars", "0-10", "752chars", and
"64chars" to the right of the first column of the third row.

##DataName

Enter item titles to perform the database-based manage-
ment. Enter "## DataName", "TrackName", "UserName",
"Description"”, "ServerName", "UserPassword", "Synchro-
nizedAccountFlag", "AccountName", "MailAddress",
"HomeFolderName", "BoxLimitCount", "RefLevel",
"CardType1", "CardID1", "CardType2", "CardID2",
"CardType3", "CardID3", "BioGroupNo", "BioDevice1",
"BioType1", "Biolnfo1", "BioDevice2", "BioType2",
"Biolnfo2", and "PinCode" to the right of the first column of
the fourth row.

User Group Name

Type in the name of the group that the user belongs to.

User Name

Type in a user name.

Description

Type in a description of the user.

External Server
Name

If user authentication is performed by using an external
server, type in the name of the external server.

Password

Type in the password necessary for logging on.

N

Note

All passwords for the file exported using the
[Export] button will be shown by "+" (single-
byte). To change the password, delete "+", and
then type in a new password.

Ifyou do not change the password, "+" must be
used as itis.

For an additional new password, the "+" char-
acter cannot be used.

Authentication Manager

3-13



Authentication Manager

No. | Re- | Function Details
quir
ed
Synchronize or not | Typein "1" to synchronize the user and account when
when Account managing the account. Type in "0" when you do not syn-
Name is being au- | chronize them.
thenticated
Account Name Type in the account name to synchronize with the user.
E-mail Address To use e-mail functions, type in the e-mail address.
Home Enter the address of the SMB server that is normally used
by the user.
Maximum Number | Type in the maximum number of boxes that can be created.
of Box If not typing in a value, the maximum number of boxes is
not managed.

8 O Apply Level Specify the access permission level for the address book.

9 O IC card type (1 to 3)| Type in the IC card type (1 to 3).

O IC card ID Type in the IC card ID (1 to 3).
(1to 3)

10 Biometric Unit No. | Type in a biometric unit No. to be registered or the delete
code (D).

Biometric Informa- | Type in the name of the device on which you have acquired
tion Acquisition biometric information.

Device Name (1, 2)

Biometric Informa- | Type in a type of biometric information (finger type).

tion Type (1, 2)

Biometric Informa- | Type in biometric information (fingerprint and venous infor-
tion (1, 2) mation).

11 Pin Code Type in the PIN code to log in to a device using the PIN
code.

12 O ##TableName Indicates the user group data.

Enter "##TableName" and "Track" to the right of the first
column.

13 ##DispName Enter item titles to be displayed in a page. Enter "## Disp-
Name", "Parent User Group Name", "User Group Name",
and "Description" to the right of the first column.

14 ##CharacterLimit Type in the number of characters for each item. Enter "##
CharacterLimit", "256chars", "256chars", and "127chars"
to the right of the first column.

15 O ##DataName Enter item titles to perform the database-based manage-
ment. Enter "## DataName", "ParentTrackName", "Track-
Name", and "Description" to the right of the first column.

16 O Parent User Group | Type in the name of the parent user group.

Name
17 O User Group Name | Type in the name of the user group.
18 Description Type in a description of the user group.
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3.1.11 Creating a deletion file
A user deletion file can be created in a spreadsheet application.

Open the data in a spreadsheet application.

Create data, and then save it as a new file.

— To save data, set the file format to the readable one with Enterprise
Suite.

— When data is saved in the text (tab-delimited) format (.txt) or CSV
(comma-delimited) format (.csv), change the character code of a file
to UTF-8. To select a character code, click "Accessories" -
"Notepad" to open the saved file, and save it as a new file.

N...

Note
The first row ("##TableName") and third row ("##DataName") are
necessary. Be sure to enter them.

Be sure to enter data for the items marked as "Required”.

4 A [ B c D E
T T able UserDelets
2 ——eusCharacterlinit |[54chars
3 ##Datalame L
4 Use 01
5 Use 02
(<] Uzer03
4 User04
g User0S
a Use 06
10
No. | Re- | Function Details
quir
ed
1 O ##TableName Type in the first row.

Indicates data to delete user information from. Type in
"##TableName" and "UserDelete" to the right of the first
column of the first row.

2 ##CharacterLimit Type "64chars" in the third row.
3 O ##DataName Type "UserName" in the second row.
4 O User Name Type in the name of the user(s) to be deleted in the fourth

row and beyond.
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3.1.12 Checking the import result

The results of the import operation can be viewed. Check the details, and
then click the [OK] button.

]

1 processing has be
Totak 155

Result

wverName| AccountHame.

5101525 0]

E-mail Address Home [ Mai A Box| Anply Levels to Destinati Group Name

Update Usert
Update Usern2 ExtSanei]

Rogstration Compited | User)

Nore

Do Not Synchvonize

com| W0.128.2. 1000 0 UserGroup!
Usei02@example.com | W10.128.42. 151 home\UserGraup! | 500 UserGroup!

Userzn@axarmgle.com omHER

i
3

W14 ] s s
1

Userz2@example com | W10.128.42, 15 home\UserGroups | 10 omHER

Parent User

Regiration Completed s
Update UserGraup!

510 1525 [50)

<Import Result [User]>

Function

Details

Result

Displays whether the registration operation was success-
fully completed from importing.
The result is indicated as follows.

"Registration Completed": Appears when a new regis-
tration was normally completed.

"Update": Appears when "Overwrite" is specified for
"Operation for Already Existing Users" and update of the
information specified for the import file for the existing
user name was normally completed.

"Cancel": Appears when "Do not Overwrite" is specified
for "Operation for Already Existing Users" and no
processing is performed since the same user name al-
ready exists.

"Error": Appears when the entered data is inappropriate
and cannot be registered. Check the import file data
again.

"Biometric Info Registration failed": Appears when the
registration of biometric information failed. The registra-
tion of user information has been completed.
"Exceeded the number of Biometric Info Registrations.":
Appears when the number of users registered for the
specified biometric unit exceeds 500. The registration of
user information has been completed.

User Name

Displays the user name.

Description

Displays the description of the user.

External Server Name

Displays the name of the external server used for authenti-
cation.
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Function

Details

Account Name

Displays the account track information of the user. If you do
not synchronize the user and account when managing the
account, "Do Not Synchronize" is displayed. When you
synchronize them, the account name is displayed if the
name of the account that the user belongs to is specified.
"None" is displayed if no account name is specified.

E-mail Address

Displays the e-mail address.

Home

Displays the address of the SMB server that is normally
used by the user.

Maximum Number of Box

Displays the upper limit on the number of boxes that the
user can create. If a value is not displayed, the maximum
number of boxes is not managed.

Apply Level

Displays the access permission level for the address book.

User Group Name

Displays the name of the group that the user belongs to.

<Ilmport Result [User Group]>

Function

Details

Result

Displays whether the registration operation was success-

fully completed from importing.

The result is indicated as follows.

* "Registration Completed": Appears when a new regis-
tration was normally completed.

e "Update": Appears when "Overwrite" is specified for
"Operation for Already Existing Users/User Groups" and
update of the information for "Parent User Group Name"
and "Description" for the exiting user group name were
normally completed.

e "Cancel": Appears when "Do not Overwrite" is specified
for "Operation for Already Existing Users/User Groups"
and no processing is performed since the same user
group name already exists.

e "Error": Appears when the entered data is inappropriate
and cannot be registered. Check the import file data
again.

Parent User Group Name

Displays the name of the parent user group.

User Group Name

Displays the name of the user group.

Description

Displays the description of the group.
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<Import Result [Delete User]>

Import Result

2]
Import Result [Delete User]
Import processing has been completed.
Total: 1510 [5] 10 15 25 50
== 2z
Result |ser tiamd
Deletion has completed. | User70
Deletion has completed. | User71
Deletion has completed. | User72
Deletion has completed. | User73
Deletion has completed. | User74
Function Details
Result Displays the deletion result. "Deletion has completed.": Ap-

pears when the deletion was normally completed. "Error":
Appears when the entered data is inappropriate and cannot
be deleted.

User Name Displays the user name.

3.1.13 Importing from a device

Select this option to import user information from a specified device.

Selecting a device to be imported

Display the device list and select a device to be imported.

1 From the [Device Group] drop-down list, select the device group to be
displayed.

— To display all devices, select "All Devices".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details] to display
all devices, including those in subordinate groups.

— Specifying the search condition can narrow down devices to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box.

— Devices that cannot be imported are not displayed.
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2 Click the [Display] button.

A list of devices registered in the selected group appears.

Import from a device
/12
Device Group | All Devices W
Display Details All subgroups

Search Condition: | Registered Name »|[ ] Display

Total: 1-5/5 [10] 20 30 50 100
Selecthegistered Name Model Name

® | Device01 Device01

O | Device02 Device02

O | Device03 Device03

O | Device04 Device(4

O | Device0s Device05

3 Select a device to be imported, and then click the [Execute] button.

Try to connect to the device. If the connection is established
successfully, the Select User page appears.

V...

Reminder

If the connection fails, check the following again.

Power supply of the device

Device settings (FTP/HTTP/WebDAV)

Settings on the "Device Information Settings" page for the Device List

If setting such as OpenAPI setting is incorrect, only a part of information
may be imported or the default values may be imported.
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Selecting a user to be imported

A list of user information registered in the specified devices appears. Select
the user to be imported to start importing.

Specify settings for the following parameters when importing.

Function

Details

Search Condition

Specify the condition to narrow down users to be displayed
in the list.

[Select All/Uncheck All] button

Click this button to select or uncheck all displayed settings.

Operation for Already Existing Us-
ers

When the imported user name already exists, specify
whether or not to overwrite the data in "Password", "Ac-
count Name", "E-mail Address", "Maximum Number of
Box", "Apply Level".

1 From the user list, select the check box for the user to be imported.

2 Specify the settings necessary for importing, and then click the [Start

Import] button.

Search Condition:

Start Import

Operation for Already Existing Users

Uncheck All

Total:

EERE N o S )

User Mame

1-10113

L2

S | I

Do not Owerwrite %

Seleﬂ!User Name!Passwnrdl Account Name

Display

[10] 20 30 50 100

E-mail Address ‘Maximum Number of Box Apply Level

Userf0 s | Do Not Synchronize | userfD@example. corm 23 3
Userr1 s Do Not Synchronize | userf 1@example.com 1 a
User72 e Do Not Synchronize | user72@example.com 1000 2
User73 === | Do Not Synchronize user73@example.com 1000 ]
User74 w= | Do Mot Synchronize | user7d@example.com 500 2
User7s s | Do Not Synchronize | user?S@example.com ) 4
Uszer7B == | Do Not Synchronize | user7B@example.com 100 3
Userf7 | Do Not Synchronize | userf7@example. com 1000 1
Userd s Do Not Synchronize | userfB@example.com 200

User73 s | Do Not Synchronize | user79@example.com 10 4

The result of the import operation appears.
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N...

Reminder
- To select all users in the list, click the [Select All] button.
- For details on the result page, refer to "Checking the import result” on

page 3-21.

3.1.14 Checking the import result

The results of the import operation can be viewed. Check the details, and
then click the [OK] button.

Import Result

2)
Import ing has been pleted
Taotal:  1-10/13 [10] 20 30 50 100
€ < 222
Result |User Name Password) Account Name E-mail Address |Maxirnum Number of Box Apply Level
Cancel | User70 T | Do Mot Synchronize | userf0@example.com 23 ]
Cancel | User71 weet | Do Mot Synchronize | user@ 1@example.com 1 0
Cancel | User72 wreee | Do Mot Synchronize | user?2@example.com 1000 2
Cancel | User?3 === | Do Mot Synchronize | user?3@example.com 1000 ]
Cancel | User7d T Do Mot Synchronize | user7d@example.com 400
Cancel | User?a Fre | Do Mot Synchronize | user?5@example.com 55
Cancel | User76 wree | Do Mot Synchronize | user?B@example.com 100 kS
Cancel | Userf7? == Do Mot Synchronize | userf7@example.com 1000 1
Cancel | User78 wene | Do Mot Synchronize | user@B@example.com 200 0
Cancel | User79 Freer | Do Mot Synchronize | user?S@example.com 10 4
Function Details
Result Displays whether the registration operation was success-
fully completed from importing.

The result is indicated as follows.

e "Registration Completed": Appears when a new regis-
tration was normally completed.

e "Update": Appears when "Overwrite" is specified for
"Operation for Already Existing Users" and update of the
information registered in the device for the existing user
name was normally completed.

e "Cancel": Appears when "Do not Overwrite" is specified
for "Operation for Already Existing Users" and no
processing is performed since the same user name al-
ready exists.

e "Error": Appears when the entered data is inappropriate
and cannot be registered.

User Name Displays the user name.
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Function

Details

Password

Displays the password.
The password is indicated using eight * (asterisks).

Account Name

Displays the account track information of the user. If you do
not synchronize the user and account when managing the
account, "Do Not Synchronize" is displayed. When you
synchronize them, the account name is displayed if the
name of the account that the user belongs to is specified.
"None" is displayed if no account name is specified.

E-mail Address

Displays the e-mail address.

Maximum Number of Box

Displays the upper limit on the number of boxes that the
user can create. If a value is not displayed, the maximum
number of boxes is not managed.

Apply Level

Displays the access permission level for the address book.
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3.1.15 Importing from an external server

Selecting an external server
=  Select an external server, and then click the [Next] button.

V...

Note

User information cannot be imported from NTLM or the Novell NDS
server.

The following items are displayed in the external server list.

Function Details
External Server Name Displays the name of the external server.
Server Type Displays the type of the external server.

Domain Name Displays the domain name of the external server.

Itis displayed when "Microsoft Active Directory" is selected
for "Server Type".

Server Address Displays the server address.
It is displayed when "LDAP" is selected for "Server Type".

External server selection

t2l

Search Condition: | Extemal Server Name v|[ ] Display

Next
Total:  1-4i4 [10] 20 30 50 100
saecﬂemmal Server Name Server Type Domain Name |Server Anmeg[

@ | Extsener0l Microsoft Active Directory | domain{.example.com

O | ExtSener0? LDAP 10.128.42.151

O | ExtSenerd3 Microsoft Active Directory | domain2.example.com

O | ExtSenero4 Microsoft Active Directory.
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Specifying user search conditions and acquired information

Specify settings for the following parameters when importing. Available
settings vary depending on the type of external server selected.

Function

Details

Search base

Displays the search base specified for "External Server
Settings". If "OneLevel" is selected for "Range", the search
base cannot be changed.

Range

Select a range within which search is performed on the ex-
ternal server.

For the external server for which "OnelLevel" is selected on
the External Server Settings page, only "OnelLevel" can be
selected.

Filter

Type in the condition for searching. Search users contain-
ing the specified character string.

Organization Unit (OU)

Select whether to retrieve OU information of the external
server as a user group.

N

Reminder
Organization Unit is available when "Subtree" is
selected for "Range”.

User Name (check box)

Select this check box to retrieve the user name from the ex-
ternal server.

User Name (text box)

Displays the row name where the user name is stored.

Description (check box)

Select this check box to retrieve the description of the user
from the external server.

Description (text box)

Type in the row name where the description is stored.

E-mail Address (check box)

Select this check box to retrieve the user e-mail address
from the external server.

E-mail Address (text box)

Type in the row name where the e-mail address is stored.

Home (check box)

Select this check box to access the user's Home from the
external server.

Home (text box)

Type in the name of the row where Home is stored.
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Function

Details

Distinguished Name

Type in the attribute to obtain the distinguished name of the
user from the external server.

N

Reminder

The value typed in for "Distinguished Name" is
used for obtaining the default value for the user
group when importing. No value or incorrect
value entered is ignored.

If "Import (as User Group). " is selected in Or-
ganization Unit (OU), this function is necessary.
When "Active Directory" is selected, "dlistin-
guishedname" is displayed. It cannot be
changed.

-
button.

Specify the settings necessary for importing, and then click the [Next]

To clear the entered information, click the [Clear] button.

Import from external server

Search Base

Range
Filter

Organization Unit (OU)

User Name
Description
E-mail Address
Home

Distinguished Name

Search Criteria

User Information Reguest List

7]

fou=ou1 ou=SampleUsers, dc=domain1] [Required]

The user name contains the following

|

© Import (as User Group).
© Do not import.

isplayname

omedirector

= [T o) [w
e
8
El
=
®

istinguishedname

N...

Note

Ifsearch fails, check the settings for the external server again. For details
on the external server settings, refer to "Editing a server” on page 3-97.

Selecting a user

The user to be imported can be selected. Specify settings for the following

parameter when selecting.

Function

Details

Operation for Already Existing Us-
ers

If the imported user name already exists, specify whether
or not to overwrite the data in "Description”, "E-mail Ad-
dress" and "Home".

[Select All/Uncheck All] button

Click this button to select or uncheck all displayed settings.
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2l

Operation for Already Existing Users | Dg not Overwrite
Total:  1-10/10 [10] 20 30 50 100
Selem! User Name!Descrimion! E-mail Address Home User Group Name

[ |Users4 User54 UserS4@example.com | W192.168.10. 54\ home\Group | | oul v

[0 |Userd3 Users3 Useg3@exrample.com | W92.168.10. 53 homerGroup | | oul b

[ | Users2 User52 User52@example.com | W192.168.10.52%ome\Group | | oul v

[0 | Userst Usergl Usel@example.com | ¥W92.168.10.5 1 homerGroup | | oul b

[ |Users0 Users0 UserSD@example.com | W192.168.10.50Mome\Group | | oul v

[0 |Userss Usems UseBo@exrample. com oul b

[ | UseEs UserBh UserBB@example.com oul v

[0 | Uses? Usek? Usels7@exrample. com oul b

[ |UserEd Userbs UserBB@example.com oul v

[0 |Use9 Used Use9@exrample. com oul b

1 From the user list, select the check box for the user to be imported.

2 Fromthe [User Group Name] drop-down list, select the user group to
which the user is registered.

The drop-down list displays the configuration name obtained from
the external server and the user group registered in Authentication
Manager.

If "Import (as User Group)." is selected in Organization Unit (OU),
the user group is fixed to the group of the organization unit to which
the user belongs. The drop-down list is not displayed.

If the user group not registered as a user group in Authentication
Manager is selected, it is registered as a new user group when
importing.

3 Click the [Apply] button.

The result of the import operation appears.
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N...

Reminder
- To select all users in the list, click the [Select All] button.

N...

Reminder
<When "Do not import." is selected in Organization Unit (OU)>

- When "Distinguished Name" is typed in for "Specifying user search
condlitions and acquired information” on page 3-24, the configuration
name one level higher where the user information is saved is displayed.
Example: When "User50" is saved in the configuration "ou5" on the
external server, "ou5" is displayed by default.

When no value or an incorrect value is typed in for "Distinguished Name”,
the value specified for "Search Base" is displayed by default.

Example: When the search base is
"ou=ou1,ou=SampleUsers,dc=domain1,dc=example,dc=com"”, "out" /s
displayed by default.

V...

Reminder
<When "Import (as User Group). " is selected in Organization Unit (OU)>

- Import OU information together when importing user information from
the external server.

- Create a group of an external server name immedjately under Root.

- Configure a hierarchy based on OU information under the group of the
external server name.

- Import processing will fail if the same user group name as the specified
external server name resides immediately under Root.
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3.1.16 Checking the import result

The results of the import operation can be viewed. Check the details, and

then click the [OK] button.

[?]

Import Result [User]
Import processing has been completed.

Total: 155 (51101525 30
Result User Name|Description| E-mail Address Home User Group Name!
Registration Completed | UserS1 Users1 Users1@example.com | W182.168.10.51\home\Group | oul
Registration Completed | User53 Users3 Users3@@example.com | W182.1658.10.53%home\Group | oul
Registration Completed | User54 Usersd Usersd@example.com | W92, 165.10.54\home\Group | oul
Registration Completed | UserB5 Uzerks UszerBa@example.com oul
Registration Completed | UserBB Usgerbs UszelB@example.com oul

Import Result [User Group
Import processing has been completed.
Totak  1-111

[5] 10 15 25 50
Result |llser Group Name
Registration Cumpleted| oul

<Import Result [User]>

Function Details

Result Displays whether the registration operation was success-
fully completed from importing.

User Name Displays the user name.

Description Displays the description of the user.

E-mail Address Displays the e-mail address of the user.

Home Displays the user's Home.

User Group Name Displays the name of the user group.

<Ilmport Result [User Group]>

Function Details

Result Displays whether the registration operation was success-

fully completed from importing.

User Group Name

Displays the name of the new user group added.
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3.1.17 Deleting a user according to the external server

Select this option to check for users deleted from the external server, and
delete the relevant user information from the user list.

Users cannot be deleted from NTLM or the Novell NDS server according to
the external server.

Selecting an external server

=  Select an external server, and then click the [Next] button.

External server selection

&2

Search Condition: | External Server Name + Display

Next
Total:  1-4i4 [10] 20 30 50 100
Hecl{Exlemal Server Name Server Type Domain Name |Server Addre#

@ | ExtServer1 Microsoft Active Directory | domain1.example.com

O BExiSerer02 LDAP 10.128.42 151

O | ExtServer03 Microsoft Active Directory | domain1. example.com

O | ExtSerer04 Microsoft Active Directory | domain.example.com

Selecting a user

Select user(s) to be deleted from the user list.

Users removed from External Server

t?
Select All
Total: 1717 [10] 20 30 50 100
Name| Descripti

Selec#User Name User Group ! ]

O | User8d UserGroup21

[0 | User81 UserGroup21

[0 | UserB2 UserGroup21

[ | User3o UserGroup12

[ | User3i UserGroup12

O | User32 UserGroup12

[0 | User33 UserGroup12

1 From the user list, select the check box for user(s) to be deleted.

2 Click the [Delete] button.
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Check the message that appears, and then click the [OK] button to
delete the template.

V...

Reminder
To select all users in the list, click the [Select All] button.

3.1.18 Exporting data

The user information and user group information can be exported to a file.
Information can also be registered by temporarily saving the registered
information or adding user information in the correct format, then importing
it.

Specify settings for the following parameters when exporting.

Function Details

Set password and export. Select this option to specify an import password for a file to
be exported or encrypt a file.

Select the [Set password and export.] check box, and
specify a password in [Password]. For confirmation, type in
the password again.

When you import the encrypted file, you must type in this
password correctly.

From the [Select User Group] drop-down list, select a user group to be
exported.

— To export all users, select "All Users".
— If master/subordinate relationships are specified for a group, select
the [All subgroups] check box.

Select the format of a file to be exported from the drop-down list of [File
Format].

— When specifying an import password for a file to be exported or
encrypting a file, select the "Set password and export." check box
to enter a password.

— Apassword of 1-15 characters can be specified for files in the Excel
97 to Excel 2003 book formats (.xls).

— A password of 1-255 characters can be specified for files in the
Excel book format (Office excel 2007 or later) (.xIsx).

— A password of 1-32 characters can be specified for files in the
Binary format (system file) (.bin).
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— To clear the entered information, click the [Clear] button.

Export User/User Group

a2
Select User Group
Display Details I Al subgroups
File Format HLS A

[ set password and export.

Password [ ]

Reenter Password. [ |

3  Clickthe [Start Export] button.
4 Inthe File Download dialog box, click the [Save] button.

5 Specify the location where the file is to be saved, and then click the
[Save] button.

6 In the Download complete dialog box, click the [Close] button.

The exported data is saved in the specified location.

V...

Reminder
The user biometric information /s not exported.

The exported data can be viewed and edited in a spreadsheet
application. For details on editing the exported file in a spreadsheet
application, refer to "Editing an exported file" on page 3-32.

If Binary is selected in "File Format", the contents of a file are encrypted,
and the file cannot be ediited.

When opening a file for which XLS or XLSX is selected in "File Format"
while a password is specified, enter an import password.
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3.1.19 Editing an exported file

Editing an exported file

The exported file can be edited and saved in a spreadsheet application.

V...

Reminder
To ediit and save an XML file in a spreadsheet application, specify the file
type to "XML Spreadsheet”, and then save it.

For the procedure to edit a tab-delimited text file (.txt) or a comma-
delimited CSV file (.csv) in a spreadsheet application, see "Editing a text
or CSV file".

Editing a text or CSV file

The following procedure describes how to edit an exported tab-delimited
text or comma-delimited CSV file in Microsoft Excel.

Open the spreadsheet application.

Select "Open".

Select the exported file.

As a file type, select "All Files" or "Text File".

The Text Import Wizard appears.

Specify the format of data to be delimited, and then click the [Next]
button.

For "Original data type", select "Delimited - Characters such as
commas or tabs separate each field".

As the reading start row, select "1".

Select "UTF-8" as the character code.

Specify a delimiter for the field, and then click the [Next] button.

To edit a text file, select the "Tab" check box in the "Delimiters"
section.

To edit a CSV file, select the "Comma" check box in the
"Delimiters" section.

Clear the check box for specifying whether the continuous
delimiters are to be handled as one character or not.

Select " (double quotation mark) for "Text Qualifier".
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Specify a data format of the column after data is delimited, and then
click the [Finish] button.

— Click on the column displayed on the previewed data, and then
change the data format of the column to "Character String".
— Change the data format for all columns to "Text".

The exported file opens.
Edit the file.

Save the file.

— To save the file as a text file, specify the file type to "Text (Tab
delimited)", and then save it.

— To save the file as a CSV file, specify the file type to "CSV (comma
delimited)", and then save it.

Change the file character code to UTF-8.

— Open the file saved in step 8 by selecting "Accessories" -
"Notepad", and then save it as a new file. Select "UTF-8" as the
character code.
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3.2 User Counter

The counter totals for each user can be displayed.

V...

Reminder

When logged on as a group manager, only information for users
registered in the managed groups can be totaled. For details on group
manager settings, refer to "Specifying a group manager" on page 3-136.

3.2.1 Displaying the device list

User Counter Device Selection
el
22

Device Group | . Please select the device group —— v

Display Details  [] All subgroups

Search Condition: | Registered Name v Display’

There is not Device in the selected group.

1 From the [Device Group] drop-down list, select the device group to be
displayed.

— To display all groups, select "All Devices".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].

— Specifying the search condition can narrow down devices to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box.

2 Clickthe [Display] button.

A list of devices registered in the selected group appears.
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3.2.2 Selecting a specific device

=  Select the device whose data is to be totaled, and then click the [Go to
the User Counter Result dialog.] button.

User Counter Device Selection

Vel
22
Device Group | All Devices W
Display Details  [] All subgroups
Search Condition: | Registered Name ~|[ ] Display
Total: 155 [10] 20 30 50 100

Selecthegislered Name Model Name

®

o (C |0 |C

Device01 Device01
Device02 Device02
Device03 Device03
Device04 Device04
Device05 Devicel5

[ Go to the User Counter Result dialog. ]

3.2.3 Displaying counter totals

Click this button to display the counter totals. Settings for the following
parameters can be specified.

Function Details

[Display Settings] button Select the items to be displayed in the counter totals. For
details, refer to "Specifying display settings for the counter
list" on page 3-36.

User Group Select a user group of users to be displayed in the list.

Search Condition Specify the condition to narrow down users to be displayed
in the list.

[Counter Display] button Click this button to display the counter totals.

1 From the [User Group] drop-down list, select the group in which the
user to be totaled is registered.

To display the account result of all users, select "All Users".

If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].
Specifying the search condition can narrow down users to be
displayed in the list. Type in the character string to be searched for.
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2

Click the [Counter Display] button.

— Alist of counter totals appears for the users registered in the
selected group.

User Counter Result

User Group | All Users
Display Details

Display Settings

Total:  1-10111

[ Al subgroups

tel?l

v

<< Jnr2z|[6

Search Condition: User Name

Counter Display

[10] 2030 50 100

Copy
OBV | Eyll Color
Full Colo I
Large Size|

User01
User02
User03
User04
User05
User06
User07
User08

User09

User10

U N Mo. of | No. of|
SCL8ME riginals Shee
0

Copy Copy
SO arge Size COPY|  Black
Total Large Sizel
0 0

Copy Copy [o | Pt | | Print
i | single Colon S%Y | 7 Color UM arge Size E™)  Black|
Large Size Large Size Total Large Si

0 0 0 0

0 0 0

V...

Reminder

For details on the items that can be displayed in the counter totals, refer
fo "Specifying display settings for the counter list" on page 3-36.

3.2.4 Specifying display settings for the counter list

Select the items to be displayed in the counter totals. The following items can

be selected.

Category Display Item

Paper No. of Originals/No. of Sheets

Copy Total/Large Size Total/Black/Black Large Size/Full
Color/Full Color Large Size/Single Color/Single Color Large
Size/2-Color/2-Color Large Size

Print Total/Large Size Total/Black/Black Large Size/Full
Color/Full Color Large Size/Single Color/Single Color Large
Size/2-Color/2-Color Large Size

Scan/Fax Print Total/Print Large Size Total/Print Black/Print Black
Large Size/Print Color/Print Color Large Size/Scan To-
tal/Scan Large Size Total

Fax TX TX
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1 Select the check box for the items to be displayed in the counter totals,
and then click the [Apply] button.

— To clear the selected information, click the [Clear] button.

No. of Originals

No. of Sheets

Copy Total

Copy Large Size Total

Copy Black

Copy Black Large Size

Copy Full Color

Copy Full Color Large Size
Copy Single Color

Copy Single Color Large Size
Copy 2 Color

Copy 2 Color Large Size

Print Total

Print Large Size Total

Print Black

Print Black Large Size

Print Full Color

Print Full Color Large Size
Print Single Color

Print Single Color Large Size
Print 2 Color

Print 2 Color Large Size
Scan/Fax Print Total

Scan/Fax Print Large Size Total
Scan/Fax Print Black

Scan/Fax Print Black Large Size
Scan/Fax Print Color

Scan/Fax Print Color Large Size
Scan/Fax Scan Total

Scan/Fax Scan Large Size Total
Fax TX
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3.3 Account Track List

3.3.1 Available operations in the Account Track List page

From the Account Track List page, settings can be specified with the

following.

Function Details

Search Condition Specify the condition to narrow down account tracks to be
displayed in the list.

[Register] button Click this button to register a new account.

[Edit] button Click this button to edit the information for a registered ac-
count.

[Delete] button Click this button to delete a registered account.

[Import] button Click this button to import account information to register
the account.

[Export] button Click this button to export the information for the currently
registered account and save it.

Select All/Uncheck All button Click this button to select or uncheck all displayed settings.

Note

In the same way as for User List, Account Track List can be used as the
"Account Track" function of the device.

When managing output data of a specific user in multiple account tracks
based on the user's operations, for example, when handling different
customers' jobs, the Account Track function provides the flexibility.
When logging in to a device under control of Authentication Manager, you
can manage account tracks centrally.

For the account name, specify the same account name registered from
the device panel.

The account name is not case-sensitive. For example,
"ACCOUNTTRACKT1" and "accounttrack1" are considered to be the
same account name.
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3.3.2 Displaying the account track list
The list of registered account tracks can be viewed.

From the [Account Group] drop-down list, select the account group to

To display all account tracks, select "All Accounts".
If master/subordinate relationships are specified in the group,

select the [All subgroups] check box in [Display Details] to display
all account tracks, including those in subordinate groups.

To narrow account tracks to be displayed in the list, specify the

search condition. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box. To
display the list of account groups according to the specified
condition, click the [Display] button.

1
be displayed.
2 Clickthe [Display] button.

A list of account tracks registered in the selected group appears.

Account Track List

k]
Account Group | All Accounts v
Display Details ] All subgroups
Search Condition: | Account Name - |:|
Total: 11041 [10] 20 30 50 100
<« < 2 5 »»
<t Acsount Name|ccount Goup ame| D

O | Projectot AccountGroup01 Description1

[ | Project02 AccountGroup02 Description02

[ | Project03 AccountGroup03 Description03

[ | Project04 AccountGroup04 Description04

O | Projectos AccountGroupls Description0s

[ | Project0s AccountGroup01 Description06

[0 | Project07 | AccountGroup02 Description07

[ | Project08 AccountGroup03 Description08

O | Projectog AccountGroup0s Description

[ | Project10 AccountGroupls Description10

The following items are displayed in the account track list.

Function

Details

Account Name

Displays the account name.

Account Group Name

Displays the name of the group to belong to.

Description

Displays the description of the account.
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3.3.3 Registering a new account
A new account can be registered. The following information is required for

registration.

Function

Details

Account Group Name

Select the account group to belong to.

Account Name

Type in an account name.

Description

Type in a description of the account.

Password

Type in the password necessary for logging on. For confir-
mation, type in the password again.

>

Specify the settings necessary for registering the account track, and

then click the [Apply] button.

To clear the entered

information, click the [Clear] button.

Create/Edit Account Track

Account Group Name

Account Name

Password

\
Description ‘
[
\

Retype Password

2l
ParentAccountGroup01 v
| [Required] Max 32 chars
| Max 255 chars
| Max 64 chars
| Max: 54 chars

3.3.4 Editing an account

The information for registered accounts can be viewed and edited.

->
click the [Apply] button.
To clear the entered

Specify the settings for the account information to be edited, and then

information, click the [Clear] button.

To change the password, click the [Change Password] button.

Create/Edit Account Track

Account Group Name

Account Name [

Description

Password

/2]
AccountGroup01 v
|
Description01 Max: 255 chars
Change Password

N

Reminder

For details on the settings, refer to "Registering a new account” on

page 3-40.
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3.3.5 Deleting an account
The selected account track information can be deleted.

1 In the Account Track List page, select an account track to be deleted,
and then click the [Delete] button.

2 Check the message that appears, and then click the [OK] button to
delete the template.

The account is deleted.

V...

Note
When you delete the account that is synchronized with the user, the
"Account Name" of the user will become "None".

3.3.6 Importing data

Enterprise Suite reads a file saved in a supported format or connects to a
device to import account track information and account group information.

Function Details

Import from file Select this option to import account track information from
a specified file.

Import from a device Account track information can be imported from a specified
device.

=  Select the import method, and then click the [Next] button.

Import Source

Please select the import object.
@ Import from file
[¢] Import from a device

3.3.7 Importing from a file

Select this option to import account track and account group information
that was saved in a file in advance, and to register or delete account track
information. Specify settings for the following parameters when importing.
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N...

Reminder

The following shows the file formats that are available for importing data.
- Excel 97 to Excel 2003 book formats (. xIs)

- Excel book format (Office Excel 2007 or later) (. xIsx)

- XML spreadsheet format (XML format importable with Excel) (.xml)

- Text (tab-delimiteq) format (.ixt)

- CSV (comma-delimited) format (.csv)

- Binary format (system file) (.bin)

N...

Note

- 3001 or more data items cannot be imported. Be sure to confirm that
the number of data items is 3000 or /ess.

- If there are foo many data items, it may take time to register them.

Function

Details

Import File Path

Type in the path to the file to be imported. The file path can
also be specified by clicking the [Browse] button.

Operation for Already Existing Ac-
count Tracks

If the imported account name already exists, specify
whether or not to overwrite the data in "Description" and
"Password".

Import the file which is secured by
password.

Select this option to import a password-protected file.
Select the [Import the file which is secured by password.]

check box, and then type in the password specified for the
file in [Password] when exporting.

For details on specifying a password for a file to export it,
refer to "Exporting data" on page 3-54.

Specify the settings necessary for importing, and then click the [Start
Import] button.
— To clear the entered information, click the [Clear] button.

12

[ Browse.. |

Import File Path [

Operation for Already Existing Account Tracks Do not Overwrite

] import the file which is secured by password.

Password [ ]

The result of the import operation appears.
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N...

Note

- Specifying incorrect information in "Password" may import incorrect
information.

- Clicking the [Start Import] button displays a confirmation message.

- When a deletion file has been imported, the corresponding account
tracks are deleted. Because deleted users cannot be restored, check the
contents to be deleted carefully and click the [OK] button.

N...

Reminder
For details on the result page, refer to "Checking the import result" on
page 3-48.

3.3.8 Creating a file to be imported

A file to be imported can be created in a spreadsheet application.

N

Reminder
You can create an import file by clicking the [Export] button to export a
file, then entering the data.

For details on editing the exported file in a spreadsheet application, refer
fo "Editing an exported file" on page 3-32.

Open the data in a spreadsheet application.

Create data, and then save it as a new file.

— To save data, set the file format to the readable one with Enterprise
Suite.

— When data is saved in the text (tab-delimited) format (.txt) or CSV
(comma-delimited) format (.csv), change the character code of a file
to UTF-8. To select a character code, click "Accessories" -
"Notepad" to open the saved file, and save it as a new file.
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N...

Reminder

The following shows the file formats that are available for importing data.
- Excel 97 to Excel 2003 book formats (. xIs)

- Excel book format (Office Excel 2007 or later) (. xIsx)

- XML spreadsheet format (XML format importable with Excel) (.xml)

- Text (tab-delimited) format (.ixt)

- CSV (comma-delimited) format (.csv)

- Binary format (system file) (.bin)

N...

Note

The three rows following "##TableName" contain basic information for
the data. Do not change the data in these rows. Enter the detailed data
of an account track by starting with column B on the next row of
“##DataName".

Be sure to enter data for the items marked as "Required”.
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4 5 6 7
I
A IE c [ of T E

1 ] ## T ableName AccuumtTr’acktligt

2 Disphlame Account Group Mame Account Mame Descripfion | Passwalrd

3 I #t#Datalane Accnuthmun_Pll_ame A oo unthame Descripfion  |Passwilrd

4 AccountGroup0t AccountOl +
5 AccountGroup02 Account02 +
8
8 ##TableMame  [AccountGroup
9 S ##Displlame Parent Account Groug Name Account Group MName Description
10 ##DataMName ParentAccountGrouphame AccountGrouphlame Description
10 AccountGroupdl
11 AccountGroupdl AccountGroup02
1 1 1
[ [ |
11 12 13
No. | Re- | Function Details
quir
ed

1 O ##TableName Indicates the account track data. Type in "##TableName"
and "AccountTrackList" to the right of the first column of
the first row.

2 ##DispName Enter item titles to be displayed in a page. Type in "##Dis-
pName", "Account Group Name", "Account Name", "De-
scription”, and "Password" to the right of the first column
of the second row.

3 O ##DataName Enter item titles to perform the database-based manage-
ment. Type in "##DataName", " AccountGroupName", "Ac-
countName", "Description", and "Password" to the right of
the first column of the third row.

4 Account Group Type in the account group to belong to.

Name
5 O Account Name Type in an account name.
6 Description Type in the description of the account.
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No.

Re-
quir
ed

Function

Details

Password

Type in the password for the account.

N

Note

All passwords for the file exported using the
[Export] button will be shown by "+" (single-
byte). To change the password, delete "+", and
then type in a new password. If you do not
change the password, "+" must be used as it is.
For an additional new password, the "+" char-
acter cannot be used. All passwords for the file
exported using the [Export] button will be
shown by "+" (single-byte). To change the
password, delete "+", and then type in a new
password. If you do not change the passwora,
"+" must be used as it is. For an additional new
password, the "+" character cannot be used.

##TableName

Indicates that data is for account group. Type in "##Ta-
bleName" and "AccountGroup" from the first column to the
right.

##DispName

Type in item titles to be displayed in a page. Type in "##Dis-
pName", "Parent Account Group Name", "Account Group
Name", and "Description" from the first column to the right.

10

##DataName

Type in item titles to perform database-based manage-
ment. Type in "##DataName", "ParentAccountGroup-
Name", "AccountGroupName", and "Description” from the
first column to the right.

11

Parent Account
Group Name

Type in the name of the parent account group.

12

Account Group
Name

Type in the account group name.

13

Description

Type in the description of the account group.
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3.3.9 Creating a deletion file

A file to delete account tracks can be created in a spreadsheet application.

Open the data in a spreadsheet application.

Create data, and then save it as a new file.

— To save data, set the file format to the readable one with Enterprise
Suite.

— When data is saved in the text (tab-delimited) format (.txt) or CSV
(comma-delimited) format (.csv), change the character code of a file
to UTF-8. To select a character code, click "Accessories" -
"Notepad" to open the saved file, and save it as a new file.

N...

Note
The first row ("##TableName") and third row ("##DataName") are
necessary. Be sure to enter them.

Be sure to enter data for the items marked as "Required”.

; A B [ ¢ [ o [ E ]
T [##TableMName AccountDelete
2 ##Characterlimit [32chars
3 3 |##DataMarme Accountharme
4 AccountT rackOl
B AccountT rackD2
4 5 AccountT rack03
AccountT rackDd
8 AccountT rackDs
a
No. | Re- | Function Details
quir
ed
1 O ##TableName Type in the first row.
Indicates data to delete account information from. Type
in "##TableName" and "AccountDelete" to the right of
the first column of the first row.
2 ##CharacterLimit Type "32chars" in the third row.
3 O ##DataName Type "AccountName" in the second row.
4 O Account Name Type in the name of the account track(s) to be deleted in
the fourth row and beyond.
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3.3.10 Checking the import result

The results of the import operation can be viewed. Check the details, and

then click the [OK] button.

Import Result
2]
Import Result [Account Track]

Import processing has been completed.

Total: 1501 [5] 1015 25 50
<< < Y
Result !Acwunt Name! Description |Account Group Hamel

Registration Completed | Projectt Description01 | AccountGroup01

Registration Completed | Project02 Description02 | AccountGroup02

Registration Completed | Project0d | Description03 | AccountGroup03

Registration Completed| Projectdd | Description04 | AccountGroup04

Registration Completed | Project0s Description05 | AccountGroup0s

Import Result [Account Group

Import processing has been completed.
Total:  1-5111 [5] 10 15 25 50

P o PR

[

Result ‘Palem Account Group Name Account Group Name| Description
1 1 1

.

R Completed
Regi Completed
R Completed
R Completed
R Completed

D
D
Dy
Dy
D

<Import Result [Account Track]>

Function

Details

Result

Displays whether the registration operation was success-

fully completed from importing.

The result is indicated as follows.

e "Registration Completed": Appears when a new regis-
tration was normally completed.

e "Update": Appears when "Overwrite" is specified for
"Operation for Already Existing Account Tracks" and up-
date of the information for "Description" and "Pass-
word" for the exiting account name were normally
completed.

e "Cancel": Appears when "Do not Overwrite" is specified
for "Operation for Already Existing Account Tracks" and
no processing is performed since the same account
name already exists.

e "Error": Appears when the entered data is inappropriate
and cannot be registered. Check the import file data
again.

Account Name

Displays the account name.

Description

Displays the description of the account.

Account Group Name

Displays the account group name.
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<Import Result [Account Group]>

Function Details

Result Displays whether the registration operation was success-

fully completed from importing.

The result is shown as follows.

* "Registration Completed": Appears when a new regis-
tration was normally completed.

e "Update": Appears when "Overwrite" is specified for
"Operation for Already Existing Account Tracks" and up-
date of the information for "Parent Account Group
Name" and "Description" for the exiting account group
name were normally completed.

e "Cancel": Appears when "Do not Overwrite" is specified
for " Operation for Already Existing Account Tracks" and
no processing is performed since the same account
group name already exists.

e "Error": Appears when the entered data is inappropriate
and cannot be registered. Recheck the contents of the

import file.
Parent Account Group Name Displays the name of the parent account group.
Account Group Name Displays the account group name.
Description Displays the description of the group.
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<Import Result [Delete Account Track]>

Import Result

Import Result [Delete Account Track

Import processing has been completed.
Totak 155 5] 10 15 25 50

2]

Result ‘ Account Name ‘

Deletion has completed. | AccountTrackO1
Deletion has completed. | AccountTrackO2
Deletion has completed. | AccountTrack03
Deletion has completed. | AccountTrack04

Deletion has completed. | AccountTrackOS

Function

Details

Result

Displays the deletion result.

"Deletion has completed.": Appears when the deletion was
normally completed.

"Error": Appears when the entered data is inappropriate
and cannot be deleted.

Account Name Displays the account name.

3.3.11 Importing from a device

Account track information can be imported from a specified device.

Selecting a device to be imported

Display the device list and select a device to be imported.

1 From the [Device Group] drop-down list, select the device group to be
displayed.

To display all devices, select "All Devices".

If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].
Specifying the search condition can narrow down devices to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box.
Devices that cannot be imported are not displayed.
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2 Click the [Display] button.

A list of devices registered in the selected group appears.

Import from a device

/12
Device Group | All Devices W
Display Details All subgroups
Search Condition: | Registerad Name |+ Display
Total: 1.5/5 [10] 20 30 50 100
® | Device01 Device01
O | Device02 Device(2
O | Device03 Device03
O | Device04 Device04
O | Device05 Device0s

3  Selectthe import method, and then click the [Execute] button.

Try to connect to the device. If the connection is established
successfully, the Select Account Track page appears.

V...

Reminder

If the connection fails, check the following again.

Power supply of the device

Device settings (FTP/HTTP/WebDAV)

Settings on the "Device Information Settings" page for the Device List

If device settings such as OpenAPI Settings are incorrect, only a part of
information may be imported or the default values may be imported.
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Selecting the account to be imported

A list of account track information registered in the specified devices
appears. Select the account track to be imported to start importing.

Specify settings for the following parameters when importing.

Function

Details

Operation for Already Existing Ac-
count Tracks

If the imported account name already exists, specify
whether or not to overwrite the data in "Password".

Search Condition

Specify the condition to narrow down account tracks to be
displayed in the list.

[Start Import] button

Click this button to start importing the account track.

[Select All/Uncheck All] button

Click this button to select or uncheck all displayed settings.

1 From the account track list, select the check box for the account to be

imported.

2 Specify the settings necessary for importing, and then click the [Start

Import] button.

Select Account Track

2

Start Import

Uncheck All

Total:  1-9/9

Se|eC4A[:[:nunl Name Password

v] | AccTrkl | "

AccTrk? r—

&

AccTrky | e

&=

AccTrkd

Q]

AccTrkd

AccTrkb

H|E

AccTrk? | m=eeeee

Xl

AccTrkd
AccTrkd rxarrary

3]

Search Condition: AccountMame [ ] Display

Operation for Already Existing Account Tracks | Dg not Overwrite ~

[10]

I

0 3

=
1
H

The result of the import operation appears.
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N...

Reminder

To select all accounts in the list, click the [Select All] button.

For details on the result page, refer to "Checking the import result” on

page 3-53.

3.3.12 Checking the import result
The results of the import operation can be viewed. Check the details, and

then click the [OK] button.

Import Result

Total:  1-049

Result

Import processing has been completed.

Registration Completed
Registration Completed
Registration Completed
Registration Completed
Registration Completed
Registration Completed
Registration Completed
Registration Completed

Registration Completed

‘Accoum Name|Password

AcctTrk]
AcctTri2
AcctTrk3
AcctTrkd
AcctTrks
AcctTriE
AcctTrk?
AcctTrkd
AcctTrkd

<Import Result>

Function

Details

Result

Displays whether the registration operation was success-
fully completed from importing.
The result is indicated as follows.

"Registration Completed": Appears when a new regis-
tration was normally completed.

"Update": Appears when "Overwrite" is specified for
"Operation for Already Existing Account Tracks" and up-
date of the information for "Password" for the exiting ac-
count name were normally completed.

"Cancel": Appears when "Do not Overwrite" is specified
for "Operation for Already Existing Account Tracks" and
no processing is performed since the same account
name already exists.

"Error": Appears when the entered data is inappropriate
and cannot be registered.

Account Name

Displays the account name.
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Function

Details

Password

Displays the password.
The password is indicated using eight * (asterisks).

3.3.13 Exporting data

The information for account tracks and account groups can be exported to
afile. Information can also be registered by temporarily saving the registered
information or adding account track information in the correct format, then

importing it.

Specify settings for the following parameters when exporting.

Function

Details

Set password and export.

Select this option to specify an import password for a file to
be exported or encrypt a file.

Select the [Set password and export.] check box, and
specify a password in [Password]. For confirmation, type in
the password again.

When you import the encrypted file, you must type in this
password correctly.

From the [Select Account Group] drop-down list, select the account

group to be exported.

— To export all accounts, select "All Accounts".
— If master/subordinate relationships are specified in the group,
select the [All subgroups] check box.

Select the format of a file to be exported from the drop-down list of [File

Format].

— When specifying an import password for a file to be exported or
encrypting a file, select the "Set password and export." check box
to enter a password.

— Apassword of 1-15 characters can be specified for files in the Excel
97 to Excel 2003 book formats (.xls).

— A password of 1-255 characters can be specified for files in the
Excel book format (Office excel 2007 or later) (.xIsx).

— A password of 1-32 characters can be specified for files in the
Binary format (system file) (.bin).
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— To clear the entered information, click the [Clear] button.

42l
Select Account Group

Display Details [ All subgroups

File Format

[ Set password and export.
Password

Hﬂf

Reenter Password.

3 Clickthe [Start Export] button.
4 Inthe File Download dialog box, click the [Save] button.

5 Specify the location where the file is to be saved, and then click the
[Save] button.

6 In the Download complete dialog box, click the [Close] button.

The exported data is saved in the specified location.

V...

Reminder

The exported data can be viewed and edited in a spreadsheet
application. For details on edliting the exported file in a spreadsheet
application, refer to "Editing an exported file" on page 3-32.

If Binary is selected in "File Format", the contents of a file are encrypted,
and the file cannot be edited.

When opening a file for which XLS or XLSX is selected in "File Format"
while a password is specified, enter an import password.
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3.4 Account Track Counter
The counter totals for each account can be displayed.
ezl
Account Group | All Accounts v
Display Details  [] All subgroups
Search Condition: Account Name Counter Display
Total: 11011 [10] 20 30 50 100
O - S [
Account Name‘ to.of ‘"" "'Lﬂ{ume 5ue s BT:E‘? F“" Colo FuII Color . sLuzfl.: cs:»llz %Lzrczlarmﬂmfe Sizel PAIOL g;
Prn}ectm D 0 0 0 0 0 D 0 0 0 0 0 0
Project02 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Project03 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Project04 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Project05 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Project06 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Project07 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Project08 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Project09 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Project10 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Reminder
For details on the items that can be displayed in the counter totals, refer
to "Specifying display settings for the counter list" on page 3-36.
3.4.1 Displaying counter totals

In order to display the counter totals, the following parameters can be

specified.
Function Details
Display Settings Select the items to be displayed in the counter totals.

Account Group

Select an account group of account tracks to be displayed
in the list.

Search Condition

Specify the condition to narrow down account tracks to be
displayed in the list.

Counter Display

Displays the counter totals.

1 From the [Account Group] drop-down list, select the group in which the
account track to be totaled is registered.

— To display the account result of all account tracks, select "All
Accounts".

— If master/subordinate relationships are specified in the group,
select the [All subgroups] check box in [Display Details].
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— To narrow account tracks to be displayed in the list, specify the
search condition. Type in the text to be searched for in the text box.

2 Click the [Counter Display] button.

A counter totals list of account tracks registered in the selected group
appears.

el

Account Group [ Al Accounts E
Display Details (] All subgroups

Search Condition: Account Name Counter Display
Display Settings

Total: 11011 [10] 20 30 50 100

«<f_Jnrs» [
il

AccnunlName‘ e ‘"" "'L“{Lame SlleBI Black FuIICnIn FuIICnInr " "C Slm]leCnIn c| ZCnInr Tm LareSllegI:': Bl
arge Sizel =" 1°—=2"1| arge Size Larg Larg

0

Pmpcmw

Project02
Project03
Project04
Project05
Project06
Project07
Project08
Project09

Project10

V...

Reminder
For details on the items that can be displayed in the counter totals, refer
to "Specifying display settings for the counter list" on page 3-36.
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3.5

Specifying a function permission template

By using function permission templates, the functions available to users can
be permitted. The procedures for registering, editing and deleting function
permission templates are described below. For details on assigning function
permission templates, refer to "Specifying a function permission” on

page 3-63.

The registered function permission templates are displayed in the Function
Permission Template List page.

A template is aimed at temporarily assigning permissions or roles to a
specific user and applying them to each user group or user.

For example, there may be cases where a specific account track requires
only the black-and-white copying or printing permission while the other one
requires the scanning or color printing permission.

This function is available when quickly and easily setting roles to such users
using Authentication Manager.

N...

Reminder

When logged on as a group manager, only templates registered by the
user who is logged on are displayed. For details on group manager
settings, refer to "Specifying a group manager" on page 3-136.

Function Permission Template List

o~
22
[ Register Template ] [ Edit Template ] [ Delete Template ]
Select All
Total:  1-6/6 [10] 20 30 50 100
Selem| Template Name ‘D i "on! Origi ‘
[1 | DefaultTemplate System Administrator
[1 | FuncPermissionTemplate1 System Administrator
[0 | FuncPermissionTemplate2 System Administrator
[0 | FuncPermissionTemplate3 System Administrator
[0 | FuncPermissionTemplated System Administrator
[J | FuncPermissionTemplate5 System Administrator
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3.5.1

Settings for function permission templates can be specified with the

following.

Function

Details

[Register Template] button

Click this button to register a function permission template.

[Edit Template] button

Click this button to edit the information for a registered
function permission template.

[Delete Template] button

Click this button to delete a registered function permission
template.

[Select All/lUncheck All] button

Click this button to select or uncheck all displayed settings.

N

Reminder

For user groups or users for which no function permission template is
specified, the function permission template "DefaultTemplate” is applied

as default.

As default function permission, specify "DefaultTemplate”.
" DefaultTemplate" cannot be deleted.

Registering and editing function permission templates

Registering templates

A new function permission template can be registered. Settings for the
following parameters can be specified.

Function

Details

Function Permission Template
Name

Type in the name of the function permission template.

Description

Type in the description of the function permission template.

Originator

Displays the name of the user who is creating the function
limitation template.

Functions to be added to the tem-
plate

Select the check box for the functions to be added to the
function permission template.

=  Specify the necessary settings, and then click the [Apply] button.
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— To clear the entered information, click the [Clear] button.

Register/Edit Function Permission Template

i 3ird]
Function Permission Template Name [ |[Required] Max Bd chars
Descrption R
Originator System Administrator
Uncheck function to prohibit use
Select Al
[ PrinvColor

[& PrinvBlack

1 Send/Color

[d Copy

B Print

] Fax

% Scan

7 User Box

] Print Scan/Fax TX

O # save to External Memory
5 Manual Destination Input

@ B2 Allow all entries

O T2l Allow entries only for Fax / SIP Fax.
@) Web Browser
5 Printfrom Bluetooth
& USB to User Box

N...

Reminder

The function permissions available below "Function Permission" differ
dependling on the items selected below "Output Permission". Select the
appropriate function permissions below "Function Permission”
according to the items selected below "Output Permission”.

The configuration you set for Web Browser, Print from Bluetooth or USB
to User Box will only be applied if the device you are using supports these
features.

The "Save to External Memory" check box is cleared by default. Select
this check box, if necessary.

Even when you have the box checked for "Allow entries only for Fax /SIP
Fax." for a user, Manual address input will not be allowed for him, if the
device he is using does not support detailed settings for Manual address
input.

Please, refer to the user's guide of the device you are using for finding out
which functional restrictions your device supports.
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3

Editing templates

The information for registered function permission templates can be viewed
and edited.

->

N...

Reminder
- For details on the settings, refer to "Registering templates"” on
page 3-59.
- The name of the function permission template "DefaultTemplate”
cannot be changed.

Register/Edit Function Permission Template

i Yird
Function Permission Template Name [Required] Max: B4 chars
Description [ ] Max 2hchas
Originator
Uncheck function to prohibit use

Output Permission

[1 PrinvColor

O [& PrintBlack

1 Send/Color

O [ copy

B Print

O Fax

& Scan

O 533 user Box

] print Scan/Fax TX

O
& Manual Destination Input

IRY

Save to External Memory

@ 8 Allow all entries

O FEL Allow entries only for Fax / SIP Fax.
O @) Web Browser
5 Printfrom Bluetooth
O & USB to User Box

3.5.2 Deleting function permission templates

A function permission template can be deleted.

1

2

The template is deleted.

Specify the settings for the template information to be edited, and then

click the [Apply] button.
To clear the entered information, click the [Clear] button.

In the Function Permission Template List page, select the template to
be deleted, and then click the [Delete Template] button.

Check the message that appears, and then click the [OK] button to
delete the template.
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N...

Reminder
A function permission template cannot be deleted if it has been assigned
to a user or user group.
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3.6 Specifying a function permission

The procedure for assigning function permission templates is described
below.

3.6.1 Basic Settings (By User)

1 Select a function permission template to be assigned from the
template drop-down list.

2 Select a user or user group that is to be configured with the basic
settings for function permission from the user or user group list.

»

Click the [Apply] button.

Reminder

Select the desired check box in "Display Details" to narrow down the
target to be displayed. When displaying only a user group, select the
"User Group" check box in Display Details.

When displaying only a user, select the "User"” check box in Display
Details.

Basic Settings (By User)

(=]}

Display Details  [] All subgroups & user Group A user
Search Condition: | User Group Name/User Name | [ ]
Total: 11024 [10] 20 30 50 100
=< = B2 2

Group Name/User ipti Basic Settings Status of | ictic i i i )
0 BExtSenerd! FuncPemissionTemplate 1 LAQ @ o8 @n
0 Bexsenernz FuncPermissionTemplate? £l )
O BExtSenen3 FuncPemmissionTemplate3| [1 [ w©@ R Qo
0 BUserGroup01 FuncPermissionTemplate1 BALQ @ 8 @B
o izt Funcremissiontempiztes. [0 £ W (@ |8 (=N}
O Auseros FuncPermissionTemplats3 [ @ |8 @B
O BUserGroup11 FuncPermissionTemplated
0 BUserGroupt2 Template Not Registered BALQ @ oE BH @D
[} BUserGroup121 FuncPemmissionTemplated
O Busercroupoz FuncPemmissionTemplates| (1 (6 | W Bl & | 0B P @B @ B &
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Function

Details

Select (check box)

Select the check box of the user or user group to be as-
signed the function permission template.

Availability

Displays the status for assigning a function permission
template. If one is assigned, an icon appears.

User Group Name/User Name

Displays the name of the user group or user.

Description

Displays the description of the user group or user.

Basic Settings

Displays the standard template name that is currently ap-
plied to a user or user group.

Status of Restriction (Icon)

Displays the state of applied function permission.

Allow: Icon indicated

Restrict: Icon not indicated

Permit/prohibit is indicated by the Icon in the following or-
der.

N...

Reminder

For "Manual address input” the icon for "Allow
all entries" or "Allow entries only for Fax / SIP
Fax." will be displayed.

Print/Color
3

Print/Black
P}
- Send/Color
a

Copy
P

Printer
E

Fax
@

Scan
&

User Box
%)
E‘j Print Scan/Fax TX

A

Save to External Memory
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Function Details

(Manual Destination Input) Allow all entries

(Manual Destination Input) Allow entries only for Fax/SIP
el Fax.

Web browser

Print from Bluetooth

USB to User Box

3.6.2 Advanced settings (By Device)

1 From the user/user group list, select the user or user group to be
assigned the function permission template.

2 Clickthe [Go to the Template Assignment dialog.] button.

V...

Reminder
To select all users in the list, click the [Select All] button.

When logged on as a group manager, templates can be assigned only to
managed groups and users. For details on group manager settings, refer
to "Specifying a group manager” on page 3-136.
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Select user / user group for Advanced Settings (by device)

el
User Group | Al Users v
Display Details (] All subgroups & user Group A user
Search Condition: | User Group Name/User Name % | ] Display
Total: 11024 [10] 20 30 50 100
=l |82z
Group Basic Settings Status of icti i i indicated.)
0O SEasenennt FuncPermissionTemplate! BAIL @ (=R
0 BExsenen2 FuncPermissionTemplate2 7
=] BExtsenen3 FuncPemissionTemplate3| 4 [ @ @y
O BUserGroupdt FuncPermissionTemplated BAIL @ @8
o fR—— FuncPemissionTemplates| (3 £ W (@ B @ @8
O AUsertd FuncPermissionTemplate3 ) @ <8 @8
0 SuserGroup1t FuncPermissionTemplated
O BuserGrompt2 Template Not Registered BAIL @ @8
[} @UserGroup121 FuncPermissionTemplated
o B UserGroup02 FuncPermissionTemplates| (1 (3 #1 | B & (@B P Q@ & B8 &
Go to the Template Assignment dialog ]
Function Details

Select (check box)

Select the check box of the user or user group to be as-
signed the function permission template.

Availability

Displays the status for assigning a function permission
template.
If one is assigned, an icon appears.

User Group Name/User Name

Displays the name of the user group or user.

Description

Displays the description of the user group or user.

Basic Settings

Displays the basic settings (template name) applied to a
user group or user.

Status of Restriction (Icon)

Displays the state of applied function permission.

Allow: Icon indicated

Restrict: Icon not indicated

Permit/prohibit is indicated by the Icon in the following or-
der.

N

Reminder

For "Manual address input" the icon for "Allow
all entries” or "Allow entries only for Fax / SIP
Fax." will be displayed.
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Function Details
L_l Print/Color
Print/Black
P}
Send/Color

Copy

Printer

Fax

Scan

User Box

Print Scan/Fax TX

Save to External Memory

A

(Manual Destination Input) Allow all entries

(Manual Destination Input) Allow entries only for Fax/SIP

"?;"g Fax.

Web browser

Print from Bluetooth

USB to User Box
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N...

Reminder

- "Applied state of permission” displays the status of the basic settings
that are currently applied to the user group or user.

- Select the desired check box in "Display Details" to narrow down the
target to be displayed.

- When displaying only a user group, select the "User Group " check box
in Display Details.

- When displaying only a user, select the "User" check box in Display
Details.

- If a different template is assigned to a user group and a user who
belongs to that group, the user can use only the functions permitted in
both templates.

V...

Reminder
Clicking the "Availability " icon displays the Advanced settings (By
Device) page for the relevant user group or user.

Select a function permission template to be assigned from the
template drop-down list.

From the [Device Group] drop-down list, select the device group to be
displayed.

— To display all devices, select "All Devices".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].

— Specifying the search condition can narrow down devices to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box.

Click the [Display] button.

— Alist of devices registered in the selected group appears.

Select the device, which is to be configured in Advanced settings of
Function Permission, from the device list, and click the [Apply] button.

— To clear the selected information, click the [Clear] button.
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N...

Reminder

When logged on as a group manager, only templates registered by the
user who is logged on can be selected. For details on group manager
settings, refer to "Specifying a group manager" on page 3-136.

Advanced Settings (B Device)

Template [ Tempiate ot Regstered ¥

Totat: 155
T

11012030 50 1

i

Devica01
Devica2
Devica03

Devica0s

o|ojo|o|o

Devica0s

AL @ ©8
7]

BB UBEsoBYPA GNP

AL @ o8 HGew

Function

Details

Registered Name

Displays the registered name for the device.

Model Name

Displays the model name for the device.

Advanced settings

Displays the function permission template assigned to the
device.

Status of Restriction (Icon)

Displays the state of applied function permission.

Allow: Icon indicated

Restrict: Icon not indicated

Permit/prohibit is indicated by the Icon in the following or-
der.

N

Reminder

For "Manual address input" the icon for "Allow
all entries” or "Allow entries only for Fax / SIP
Fax." will be displayed.

E‘ Print/Color
Print/Black

P}

o Send/Color

i

Q Copy
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Function Details
D Printer
@B Fax
él Scan
@ User Box
E] Print Scan/Fax TX
g) Save to External Memory
(Manual Destination Input) Allow all entries
&
(Manual Destination Input) Allow entries only for Fax/SIP
[l Fax
=3 .

Web browser

Print from Bluetooth

USB to User Box

V...

Reminder

Advanced settings displays the status that is currently applied to the
specified user group or user. This is not a status that is selected in
“"Template"” on the page.

3.6.3 Function permission operations

The following explains how the basic settings (by user) and advanced
settings (by device), respectively, are reflected.

The following shows the function permissions and templates that are
assigned to a user who logged on to the device.

Advanced Settings set to Advanced Settings set to Function permission ap-
higher-level group of login login user plied to login user
user

- - Based on basic settings
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3

Advanced Settings set to Advanced Settings set to Function permission ap-
higher-level group of login login user plied to login user

user

Template A - Template A

- Template B Template B

Template A Template B Templates A and B

When based on the basic settings, the following function permissions are

assigned to the login user.

Basic Settings set to higher-
level group of login user

Basic Settings set to login
user

Basic Settings applied to
login user

- - DefaultTemplete

Template 1 - Template 1

- Template 2 Template 2

Template 1 Template 2 Templates 1 and 2
Reminder

If neither the standard nor advanced setting is configured for the login
user, the permissions specified in "DefaultTemplate” are applied to the

login user.
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3.7 Specifying a user group

Groups of registered users can be created. Master/subordinate relationships
can be created in the group according to the configuration. Settings for the
following parameters can be specified.

Function

Details

[Register Group] button

Click this button to register user groups.

[Edit Group] button

Click this button to edit a registered group.

[Delete Group] button

Click this button to delete a registered group.

[Display Settings] button

Select the items to be displayed in the group list.

Search Condition

Specify the condition to narrow down user groups to be
displayed in the list.

The user group list is displayed based on the condition
specified for "Search Condition". The master/subordinate
relationships in the group are not displayed correctly since
the user groups which do not meet the condition are not
displayed.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

Icons identify whether or not it is the user group that automatically
synchronizes with an external server. The types of icons are as follows.

Normal user group

User group which automatically synchroniz-
& es with an external server
Reminder

When logged on as a group manager, only information for managed
groups and users can be edited or deleted. For details on group manager
settings, refer to "Specifying a group manager" on page 3-136.

User groups of an external server cannot be deleted.

3.7.1 Registering and editing groups

When registering and editing groups, settings for the following parameters

can be specified.

Function

Details

User Group Name

Specify the user group name.

Description

Type in a description of the group.
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Function Details

Change Parent Group To create master/subordinate relationships in the group,

select the parent group. If master/subordinate relationships
are not to be created, select "(Root)".

1 To register a new group, click the [Register Group] button.

— To edit a group, select the group, and then click the [Edit Group]
button.

User Group Settings

22|

Search Condition: [User Group Name ¥ |

[ Register Group | [ Edit Group | [ Delete Group | [Display Settings

Select All
Total: 11013

<f 222 (o

User Group Name | Description Number of Users|

o

o

0

18
12
=

[

ExtServer01 0

ExtServer02

ExtServer03

UserGroup01

UserGroup11

UserGroup12

UserGroup121

UserGroup02

olm|o|e|oiv|o|e

UserGroup21

DDDDDDDDDD§
CAEAEAEAE A A A A

UserGroup03 2

2 Specify the necessary settings, and then click the [Apply] button.

— To clear the entered information, click the [Clear] button.

— The data in "User Group Name" cannot be changed while editing
the group.

Create/Edit User Group

User Group Name ‘ ‘ [Required] Max: 256 chars

Description [ | Max 127 chars

Change Parent Group | (Root) v

V...

Reminder

When user groups are synchronized, a user group name or parent group
fo which the user group belongs cannot be changed.
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3.7.2

Specifying display settings for the group list

The items to be displayed or hidden in the group list can be selected.
Settings can be specified for the following parameters.

e User Group Name

e Description

o Number of Users

N...

Reminder
The user group name must be displayed.

=  Select the check box for the items to be displayed, and then click the
[Apply] button.

User Group Display Settings

2

User Group Name
Description
Number of Users

Deleting a group

A group can be deleted. All groups belonging to the group to be deleted will
also be deleted.

1 In the User Group Setting page, select the group to be deleted, and
then click the [Delete Group] button.

2 Check the message that appears, and then click the [OK] button to
delete the template.

The group is deleted.

N...

Reminder
The data for users belonging to the group is not deleted; however, users
belonging to the group are changed to the "OTHER" group.
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3.8 Account Group Settings

A group of the registered accounts can be created. The master/subordinate
relationships can be created in a group according to organizations. Settings
for the following parameters can be specified.

Function Details
Register Group Click this button to register account groups.
Edit Group Click this button to edit a registered group.

Delete Group

Click this button to delete a registered group.

Display Settings

Select the items to be displayed in the group list.

Search Condition

Specify the condition for narrowing account groups to be

displayed in the list.

The account group list is displayed based on the conditions
specified for "Search Condition". The master/subordinate
relationships in the group are not displayed correctly since
the account groups that do not meet the condition are not
displayed.

Select All/Uncheck all

Click this button to select or uncheck all displayed settings.

3.8.1 Registering and editing groups

When registering and editing groups, settings for the following parameters

can be specified.

Function

Details

Account Group Name

Type in an account group name.

Description

Type in a description of the group.

Change Parent Group

To create master/subordinate relationships in the group,
select the parent group. If master/subordinate relationships
are not to be created, select "(Root)".
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1 To register a new group, click the [Register Group] button.

— To edit a group, select the group, and then click the [Edit Group]
button.

Account Group Setiings
ez

Search Condition: | Account Group Name || | ] Display
[ RegisterGroup | EditGroup |[  Delete Group | Display Settings |
Total:  1-10112 [10] 20 30 50 100

[

N N e =)

Account Group Name Description  Number of Accounts|

ParentAccountGroup01 | Description0

AccountGroup01 Desciription01

ParentAccountGroup02 | Description02

AccountGroupd2 | Description02

AccountGroup3 Description03

ParentAccountGroupl4 | Descriptiond4

AccountGroup04 | Description04.

ParentAccountGroup05 | Description05

DDDDDDDDDD%

0
2
0
2
ParentAccountGroup03 | Description03 | 0
2
0
2
0
3

AccountGroupl5 Desciription05

2 Configure the necessary settings, and then click the [Apply] button.

— To clear the entered information, click the [Clear] button.
— The data in "Account Group Name" cannot be changed while
editing the group.

Create/Edit Account Group

Account Group Name | ‘

Description Description01 Wax 127 chars
Parent Group Name ParentAccountGroup01
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3.8.2

Specifying display settings for the group list

The items to be displayed or hidden in the group list can be selected.
Settings can be specified for the following parameters.

e Account Group Name

e Description

e Number of Accounts

N...

Reminder
The account group name must be displayed.

=  Select the check box for the items to be displayed, and then click the
[Apply] button.

Account Group Display Settings

/2

Account Group Name
Description
Number of Accounts

Deleting a group

A group can be deleted. All groups belonging to the group to be deleted will
also be deleted.

1 In the Account Group Settings page, select the group to be deleted,
and then click the [Delete Group] button.

2 Check the message that appears, and then click the [OK] button to
delete the group.

The group is deleted.

N...

Reminder

The data for account tracks belonging to the group is not deleted;
however, account tracks belonging fo the group are changed to the
"OTHER" group.
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3.9 Specifying a template

User/account track/external server templates can be registered and
assigned to a device. Assigning a template displays the list on the device
panel, reducing troublesome tasks when logging on to the device.

The procedures for registering, editing and deleting the templates are
described below. For details on assigning templates to the device, refer to
"Editing device settings" on page 3-99.

V...

Reminder

These settings can be specified by the system administrator or the
administrator. For details on the administrator settings, refer to
"Specifying an administrator” on page 3-133.

2l

Select Template.

@ User Template

O Account Track Template
O External Server Template

[ Go to the Ternplate List display ]

1 Select the template type ("User Template", "Account Track Template"
or "External Server Template").

2 Clickthe [Go to the Template List display] button.

The list of templates for the selected type appears.
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3.9.1

Registering and editing user templates

When registering and editing

parameters can be specified.

user templates, settings for the following

User Template List

t/el2l

[ Register Template ] [ Edit Template

][ Delete Template ]

Select All

Total:  1-5/%

Selecl‘Temnla(e Name‘ Description|

Originator ‘

[10] 20 30 5

5]
13
2

[0 | UserTemplate1

System Administrator

[ | UserTemplateD2 System Administrator
[ | UserTemplateD3 System Administrator
[0 | UserTemplateD4 System Administrator
[0 | UserTemplateDa System Administrator
Function Details

[Register Template] button

Click this button to register a user template.

[Edit Template] button

Click this button to edit a registered user template.

[Delete Template] button

Click this button to delete a user template.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

Registering user templates

New user templates can be registered. Settings for the following parameters

can be specified.

Function

Details

User Template Name

Type in a user template name.

Description

Type in a description for the user template.

Originator

Displays the name of the user who is creating the user tem-
plate.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

Search Condition

Specify the condition to narrow down users to be displayed
in the list.

User List

A list of users is displayed. To register a user, select the
check box for the user.

=  Specify the necessary settings, and then click the [Apply] button.
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[oogumitiv s |
&l 2

Total:

<<

To clear the entered information, click the [Clear] button.

User Template Name | “RE[}LII!’EE'] Max: B4 chars

Description [ | hax: 255 chars

Originator [System Administratar

Search Condition® | |Jzar Mame - Display
Uncheck All

Select User that you wish to add to the Template.

1-10:20

< e == (5

Select‘ User Name|User Group Name|Description External Server Name|

HEEEEEERE

Usgerd1 UserGroupl
Userl2 UserGroupl
UserD3 UserGroup12
UserD4 UserGroup12
UserDs UserGroup121
UserllB UserGroup121
Usedl? UserGroup2
Usedld UserGroup2
Usedd UserGroup2

UserlO UserGroup21

[10]20 30 50 100

Editing user templates

The information of the registered user templates can be edited. Settings for
the following parameters can be specified.

Function Details

User Template Name Type in a user template name.

Description Type in a description for the user template.

Originator Displays the name of the user who is creating the user tem-
plate.

Search Condition Specify the condition to narrow down users to be displayed
in the list.

Select All/Uncheck All button Click this button to select or uncheck all displayed settings.

User List Alist of users is displayed. To add a user, select the check

box for the user to be added.

=  Specify the necessary settings, and then click the [Apply] button.
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— To clear the entered information, click the [Clear] button.

User Template Name |UserTgmp‘a(g[|‘] ‘[Requ\red] Max: B4 chars
Description [ | Mane: 265 chars
Originator [System Adrinistratar |

Search Condition: ‘ User Name v‘ ‘ | Display

Select User that you wish to add to the Template.

=
2
2
2

Total:  1-10120 [10] 20 30

=<

Select|User Name|User Group Name|Descripti | Server Name

Used1 UserGroup1

Used2 UserGroup1

Usei03 UserGroupl2

Userd4 UserGroupl2

Useds UserGroup121

Userd& UserGroup121

Use7 UserGroup2

Uszer0d UserGroup2

User9 UserGroup2

Userld UserGroup21
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3.9.2 Deleting user templates

Click this button to delete a user template.

1

2

In the User Template List page, select the template to be deleted, and
then click the [Delete Template] button.

Check the message that appears, and then click the [OK] button to
delete the template.

The template is deleted.

V...

Reminder

The data for users registered with the template is not deleted.

3.9.3

Registering and editing account track templates

When registering and editing account track templates, settings can be
specified with the following.

Account Track Template List

tigll?

[ Register Ternplate

” Edit Ternplate ][

Delete Ternplate ]

Select All

Total:  1-5/5

[10]20 30 50 100

Selet:l| Template Name |Descrimim|‘

Originator |

[ | AccountTemplated1

System Administrator

[ | AccountTemplate02 System Administrator
[ | AccountTemplate03 System Administrator
[ | AccountTemplatedd System Administrator
[ | AccountTemplateds System Administrator
Function Details

[Register Template] button

Click this button to register an account track template.

[Edit Template] button

Click this button to edit a registered account track tem-
plate.

[Delete Template] button

An account track template can be deleted.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.
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Registering account track templates

A new account track template can be registered. Settings for the following

parameters can be specified.

Function

Details

Account Track Template Name

Type in the name of the account track template.

Description

Type in the description of the account track template.

Originator

Displays the name of the user who is creating the account
track template.

Search Condition

Specify the condition to narrow down account tracks to be
displayed in the list.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

Account Track List

Displays a list of account tracks. To register an account, se-
lect the check box for the account to be added.

=  Specify the necessary settings, and then click the [Apply] button.
— To clear the entered information, click the [Clear] button.

Register/Edit Account Track Template

Total:

<<<r2>>>

SelecliAccuunl Name|Account Group Name Description

Account Track Template Name |
Description

Originator

Search Condition:

Select All

Select Account Track that you wish to add to the Template.

11011

/2]

| [Required] Max: 64 chars

| Max: 255 chars

[System Administrator |

Account Name

b Display

[10]20 30 50 1

&
=
=

O|0|g(ooo|o|o|o

Project01
Project02
Project03
Project04
Project05
Project06
Project07
Praject08
Project0d

Project10

AccountGroup01
AccountGroup02
AccountGroup03
AccountGroup04
AccountGroup05
AccountGroup01
AccountGroup02
AccountGroup03
AccountGroup04

AccountGroup05

Description01
Description02
Description03
Description04
Description05
Description06
Description07
Description08
Description09

Description10
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Editing account track templates

The information of the registered account track templates can be edited.
Settings for the following parameters can be specified.

Function

Details

Account Track Template Name

Type in the name of the account track template.

Description

Type in the description of the account track template.

Originator

Displays the name of the user who is creating the account
track template.

Search Condition

Specify the condition to narrow down account tracks to be
displayed in the list.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

Account Track List

Displays a list of account tracks. To add an account, select
the check box for the account to be added.

=  Specify the necessary settings, and then click the [Apply] button.
— To clear the entered information, click the [Clear] button.

Register/Edit Account Track Template

2l
Account Track Template Name \Ac:numTemp\atem |[Requ|rad] Max: 64 chars
Description [ | Max: 255 chars
Originator System Administrator
Search Condition: | Account Name v Display
Select Account Track that you wish to add to the Template.
Total: 110111 (0] 20 2020 0
w<sf_Jrzae
select Account Name|Account Group Hamel Description
Project01 AccountGroup01 Description01
Praject02 AccountGroup02 Description02
Project03 AccountGroup03 Description03
Praject04 AccountGroup04 Description04
Praject05 AccountGroup05 Description05
Project06 AccountGroup01 Description06
Project07 AccountGroup02 Description07
Project08 AccountGroup03 Description03
Project08 AccountGroup04 Description08
Project10 AccountGroup05 Description10
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3.9.4 Deleting account track templates
An account track template can be deleted.

1 In the Account Track Template List page, select the template to be
deleted, and then click the [Delete Template] button.

2 Check the message that appears, and then click the [OK] button to
delete the template.

The template is deleted.

V...

Reminder
The data for account tracks registered with the template is not deleted.
3.9.5 Registering and editing external server templates

When registering and editing external server templates, settings can be
specified with the following.

t2?]
[ Register Termplate ] [ Edit Termplate ] [ Delate Ternplate ]
Total  1.5/5 [10] 20 30 50 100
Selen‘ Template Name |Descri|1|inn Originator |
[0 | ExtSewerTemplated1 System Administrator
[ | ExtSenerTemplated2 System Administrator
[ | ExtSenerTemplated3 System Administrator
[ | ExtSenerTemplatedd System Administrator
[0 | ExtServerTemplateds System Administrator
Function Details
[Register Template] button Click this button to register an external server template.
[Edit Template] button Click this button to edit a registered external server tem-
plate.
[Delete Template] button An external server template can be deleted.
Select All/Uncheck All button Click this button to select or uncheck all displayed settings.
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Registering external server templates

Click this button to register a new external server template. Settings for the
following parameters can be specified.

Function Details

External Server Template Name Type in an external server template name.
Description Type in a description for the external server template.
Originator

Displays the name of the user who is creating the external
server template.

Search Condition

Specify the condition to narrow down external servers to be
displayed in the list.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

External server list

Displays a list of external servers. To register an external
server, select the check box for the external server.

N

Reminder
"Domain Name": Displays the domain name of
the Active Directory server and NTLM server.

"Default NDS Tree Name": Displays the NDS
tree name of the Novell NDS server.

"Default NDS Context Name": Displays the
context name of the Novell NDS server.

"Server Address": Displays the address of the
LDAP server.

=  Specify the necessary settings, and then click the [Apply] button.
— To clear the entered information, click the [Clear] button.

Select External Server that you add to the Template.

17
External Server Template Name [ | [Required] Max: B4 chars
Description l:| Max: 255 chars
Originator

Search Condition® [ External Server Name v[[ ] [Display

Register/Edit External Server Template

Totak  1-4/4 [10] 20 30 50 100
1 Server Nallle‘ Server Type Domain Name Default NDS Tree ! NDS Context Nal\\E‘SENEr Alhheﬂ]
O | ExtSered Microsoft Active Directory | domain? example.com
[ | ExtSere? LDAP 10.128.42.151
O | ExtServer03 MTLW dormain2 exarmple. com
[0 ExtServer4 MNovell NDS treedl context01
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Editing external server templates

The information registered with an external server template can be edited.
Settings for the following parameters can be specified.

Function

Details

External Server Template Name Type in an external server template name.

Description

Type in a description for the external server template.

Originator

Displays the name of the user who is creating the external
server template.

Search Condition

Specify the condition to narrow down external servers to be
displayed in the list.

Select All/Uncheck All button Click this button to select or uncheck all displayed settings.

External server list

Displays a list of external servers. To add an external serv-
er, select the check box for the external server to be added.

=  Specify the necessary settings, and then click the [Apply] button.
To clear the entered information, click the [Clear] button.

Register/Edit External Server Template

Total:

External Server Template Name  [ExiSererTemplated] [Required] Max: 64 chars

Description

Originator

Search Condition:

Select Al

Select External Server that you add to the Template.

144

setect|Extemal Server Namd

Extomal Server Name v Display

&2

[ — T
System Administrator

[10] 20 30 50 100
|
|

NDS Context Namsl Server Addresd

Server Type Domain Name Default NDS Tree

ExtSemverD! Micrasoft Active Ditectary | domaini.example. cor
[ ExtServedl2 LDAP 10.128.42.151
[ | ExtServerds NTLM domain2 example. com
O | ExtServerm4 Novell NDS tree1 contextd]
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3.9.6 Deleting external server templates
An external server template can be deleted.

In the External Server Template List page, select the template to be
deleted, and then click the [Delete Template] button.

Check the message that appears, and then click the [OK] button to
delete the template.

The template is deleted.

V...

Reminder
The data for external servers registered with the template is not deleted.
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3.10 Specifying an external server

If an external server is used for user authentication, specify the server that
will perform the authentication. The registered external servers appear in the

external server list.

V...

Reminder

These settings can be specified by the system administrator or the
administrator. For details on the administrator settings, refer to
"Specifying an administrator” on page 3-133.

Total:  1.55

Search Condition: | Extemal Server Name | [ ] [Display

22

1020 30 50 [100]

Seled‘Extemzl Sever Name| Server Type ‘Syn: Resul!‘ Sync Date Domain Name !Dehull NDS Tree 1 NDS Context 1 Addre#

O | ExtSenerdt Microsoft Active Directory| @ | Monthly 31st 18:00 | domaini.example. com

[ | ExtServer2 Micrasat Active Directary|  €) | Weekly Friday 20.00 | domain2. example.com

[ | ExtServe3 LDAP @ | paily 1800 10.128.34.10
[0  ExtSenens NTLM (- domain3.example.com

[ | ExtSenverds Navell NDS ) treelt contextlt

The following items are displayed in the external server list.

Function

Details

External Server Name

Displays the name of the external server.

Server Type

Displays the type of the external server.

Sync Result

Displays the synchronization result (previous result) of an
external server.

®

Failed because of timeout.

Success

Failure

V]
Q
@

Sync not allowed or not supported

Sync Date

Displays the Sync Date setting of the external server.
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3.10.1

Function Details

Domain Name Displays the domain name of the external server.
It is displayed when "Microsoft Active Directory" or "NTLM"
is selected for "Server Type".

Default NDS Tree Name Displays the name of the NDS tree.
It is displayed when "Novell NDS" is selected for "Server
Type".

Default NDS Context Name Displays the context name of the external server.
It is displayed when "Novell NDS" is selected for "Server
Type".

Server Address Displays the server address.
It is displayed when "LDAP" is selected for "Server Type".

Settings for external servers can be specified with the following.

Function Details
[Register] button Click this button to register an external server.
[Edit] button Click this button to edit the information for a registered ex-

ternal server.

[Delete] button Click this button to delete a registered external server.

Registering a new server

New external servers can be registered.

N

Reminder

The external authentication server types supported by Authentication
Manager are Microsoft Active Directory, LDAP, NTLM (v1/v2), and Novell
NDS.

N...

Note
Before registering a user, the external server name must first be
specified.

To perform the following operations, type in the correct data in "Account",
"Password", and "Search Base" for User search condition.

Importing user information from the external server

Performing IC card authentication (IC card only) using a user registered
on the external server

Performing biometric authentication using a user registered on the
external server

Registering the E-mail address information of the user using the User
Auto-Registration (External Server Connection) function
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e Automatically synchronizing external server and user information

N...

Note

- Supported search-related functions are only Microsoft Active Directory
and LDAP.

- The "User automatic registration” settings are different from the search
base settings of "User search condition”. If authentication succeeds,
users are automatically registered even when they are outside the range
specified in Search Base.

When performing authentication based on IC card information existing on
the external server, type in the IC card information attribute name. Do not
type anything in other cases.

Type in the name of the external server for [External Server Name].

Select whether to automatically register a user.

— Selecting "Yes" for "User automatic registration" automatically
registers a user who is not registered with Authentication Manager
if that user is successfully authenticated.

From [Server Type], select a type of the external server to be specified.

— "Microsoft Active Directory", "LDAP", "NTLM", or "Novell NDS" can
be selected.

Click the [Switch Display] button.

Detail settings are switched according to the server type selected for

[Server Typel].

Specify detail settings for the external server.

— Available settings vary depending on the type of external server
selected.

Specify conditions required to search for a user (AD/LDAP only).

— User search condition
— User Information Request List
— Auto Sync

Check the settings, and then click the [Apply] button.

— To check if the entered user search condition is correct, click the
[Test Connection] button. When "NTLM" or "Novell NDS" is
selected for [Server Type], the [Test Connection] button is disabled.
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— To clear the entered information, click the [Clear] button.

<Active Directory Detail Settings>
If the "Microsoft Active Directory" is selected for [Server Typel], register the
following information.

External Server Reglsraton’Edi

Y]]

(et Avte Dietory ¥ [ Swtch Diplay )

| rasgon

] e 250 chars

Function Details
Type in the domain name of the external server.

Domain Name

Authentication Manager 3-92



Authentication Manager

3

<LDAP Detail Settings>

If the "LDAP" is selected for [Server Type], register the following information.

External Server Registration/Edit

]2

Server Type

External Server Name.

User automatic registration

[Required] Max 32 chars

O Yes
@ No
LDAP ~| [Svitch Display

Server Address

Timeout

Enable SSL

Port Number

Prefix

[LDAP Detail Settings]

Authentication Type

Discovery Attribute

Authentication Search Base

Port Number(SSL)

[ Use Authentication Search Base and Discovery Attribute for authentication

Oigsthis ¥
Bl Jsec onyNumber5300
G .

O use

© Do notuse
OnlyNumber; 165535
Only Number: 1-65535

Max 32 chars

E-mail Address

Home

Account Max: 128 chars
Password ] Mactmenan
Search base ] wacasecman
Scope OneLevel v

User Name. & Wax 128 chars
Description ] wactmeman

M 128 s
——E

Intorval

When you delete a User from User List, all data of this user including his counter data will be deleted. Once
deleted, the data cannot be restored.

Users temoved from External Server Delete user from list.

In the [Test Connection] screen, the immediate synchronization with the external server can be initiated.

© Every Honth
© Every Week
© Every Day

© Do not synchronize

uset list (no deletion).

Function

Details

Server Address

Type in the address of the external server.

Authentication Type

Select the authentication type of the external server.

realm value Type a realm value required for Digest-MD5. (Enabled only

when "Digest-MD5" is selected for "Authentication Type")
Timeout Type in the connection timeout of the external server.
Discovery Attribute Type in a discovery attribute of the user.

Authentication Search Base

Type in the name of the search base used for authentica-
tion. (Enabled only when the "Use Authentication Search
Base and Discovery Attribute for authentication" check box
is selected)

Enable SSL

Specify whether to enable SSL/TLS communication set-
ting.

Port number

Specify the port number to be used for connecting to the
external server (Non-SSL/TLS connection).
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Function

Details

Port Number (SSL)

Specify the port number to be used for connecting to the
external server (SSL/TLS connection).

Use Authentication Search Base
and Discovery Attribute for au-
thentication

Specify whether to use authentication search base and dis-
covery attribute for authentication account.

Selecting this check box uses authentication search base
and discovery attribute to create an account, and then per-
form authentication.

Prefix

Type in a prefix when using search setting for authentica-
tion account. (Enabled only when the "Use Authentication
Search Base and Discovery Attribute for authentication"
check box is selected)

N...

Reminder

The authentication account must be specified using the full path for
LDAP depending on the LDAP server type.

Example:

LDAP.//uid=user01,ou=ou1,dc=domain1,dc=example,dc=com

In this case, Authentication Manager can create the full path for LDAP
from the following information, and then perform authentication.

- Value specified for "Authentication Search Base" (Example:
ou=ou1,dc=domain1,dc=example,dc=com)

- Value specified for "Discovery Attribute” (Example. uid)

- User name typed in from the device (Example: user01)

In this case, select the "Use Authentication Search Base and Discovery
Attribute for authentication” check box, and then specify authentication
search base and discovery attribute.

For information on whether this setting is required, check the
authentication method for your LDAP server.
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<NTLM Detail Settings>
If the "NTLM" is selected for [Server Type], register the following information.

External Server Registration/Edit
&2

External server basic information
External Server Name [ [Required] Max: 32 chars
User automatic registration ® Yes
O No
Server Type |NTLM vl [ Switch Display
[NTLM Detail Settings]
Domain Name 1-255 chars

Function Details
Type in the domain name of the external server.

Domain Name

<Novell NDS Detail Settings>

If the "Novell NDS" is selected for [Server Typel], register the following
information.

External Server Registration/Edit
3]

External Server Name ‘ ‘ [Required] Max: 32 chars
User automatic registration @ Yes
O Mo
Server Type ‘NDVEH NDS vl [ Switch Display
[Movell NDS Detail Settings]
Default NDS Tree Name I | 1-255 chars
Default NDS Context Name [ | 1-255chars
Function Details
Default NDS Tree Name Type in the name of the NDS tree.
Default NDS Context Name Displays the context name of the external server.
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<User search conditions>

Function Details

Account Type in the name of the user connecting to the external
server.

Password Type in the password of the user connecting to the external

server.

Search base

Type in the search base of the external server.

Scope

Select a range within which search is performed on the ex-
ternal server.

"Onelevel": Specifies one level lower than one specified for
"Search Base" as a range for the search.

"Subtree": Specifies all levels lower than one specified for
"Search Base" as a range for the search.

<User Information Request

List>

Function Details

User Name Type in a user name to be used to obtain data from an ex-
ternal server.

Description Type in a description to be used to obtain data from an ex-

ternal server.

E-mail Address

Type in an e-mail address to be used to obtain data from
an external server.

Home

Type in a Home to be used to obtain data from an external
server.

Distinguished Name

Type in the attribute to obtain the distinguished name of the
user from the external server.

IC card information attribute name

Type in the attribute of the IC card if the IC card information
is registered on the external sever.

<Auto Sync>

Function

Details

Interval

Specify the automatic synchronization interval on a day,
week, or time basis.

Users removed from External
Server

Specify how to process a user that was deleted in an exter-
nal server at synchronization.
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3.10.2 Editing a server
The information for registered servers can be viewed and edited.

=  Specify the settings for the server information to be edited, and then
click the [Apply] button.
— To clear the entered information, click the [Clear] button.

V...

Reminder
For details on the settings, refer to "Registering a new server" on
page 3-90.

3.10.3 Deleting a server
The information for the selected server can be deleted.

1 In the External Server Settings page, select the server to be deleted,
and then click the [Delete] button.

2 Check the message that appears, and then click the [OK] button to
delete the template.

The server is deleted.

N

Reminder
If the external server to be deleted was selected in user information, the
external server cannot be deleted.
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3.11

Managing a specific device

Specify whether Authentication Manager performs authentication from the
device. If the device is registered to be managed, Authentication Manager
performs authentication for the device as an extended authentication server
(intermediate authentication server).

The settings are as follows.

Function

Details

The number of licenses

Displays the number of licenses that can use Authentica-
tion Manager.

The number of unused licenses

Displays the number of unused licenses that can use Au-
thentication Manager.

Search Condition

Specify the condition to narrow down devices to be dis-
played in the list.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

Device list

Displays a list of devices. To register or unregister the de-
vice to be managed by Authentication Manager or edit the
setting of the device, select this check box.

Do not manage even if communi-
cation fails

Specify whether to forcibly exclude the device from the

management targets when unregistering the device.

e Select this check box if you forcibly exclude the device
from the management targets, for example, when com-
munication with the device fails or Authentication Man-
ager cannot be unregistered from the device.

* |f you perform unregistration operation for the device
without selecting this check box, the device continues to
be a device to be managed even if the unregistration op-
eration fails.

[Edit] button

Various settings for authenticating devices can be speci-
fied.

Registering a specific device

Click this button to manage the selected device by Authen-
tication Manager. If the device is registered for manage-
ment, Authentication Manager performs authentication for
the device as an extended authentication server (intermedi-
ate authentication server).

Unregistering a specific device

Click this button not to manage the selected device by Au-
thentication Manager. If the device is unregistered, the Au-
thentication Manager dose not perform authentication for
the device.
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N...

Reminder

- These settings can be specified by the system administrator or the
administrator. For details on the administrator settings, refer to
"Specifying an administrator" on page 3-133.

- Authentication Manager s a non-free application. You need to purchase
a license and register it on Enterprise Suite before using. For details on
license registration, refer to the "Device Manager User's Guide".

3.11.1 Editing device settings

Various settings for authenticating devices can be specified. Settings for the
following parameters can be specified.

Function

Details

Device Administrator Password

Type in the administrator password for the device.

OpenAPI Account

Type in the OpenAPI account.

OpenAPI Password

Type in the OpenAPI password.

Account Track

Select whether or not to manage the account.

Account Password

Specify whether or not to use passwords for account track
authentication.

Public User

Select whether or not to permit public users.

N

Reminder

If you specify "ON (Without Login)" when edit-
ing multiple devices, devices that do not sup-
port "ON (Without Login)" will automatically be
switched to "ON (With Login)".

Function Permission Setting for
Public User

When you click on [Change Setting], the Function Permis-
sion Setting for Public User screen appears. This screen al-
lows you to configure the functional restrictions for Public
User. For details, refer to "Function Permission Setting for
Public User" on page 3-104.

N

Reminder

You cannot click [Change Setting] in the follow-
ing cases.

When you attempt to edit a single device for
which [ON (Without Login)] cannot be selected
for public users.

When [OFF] is selected for public users.

IC Card Authentication Password

Select whether or not passwords are to be used with IC
card authentication.
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Function

Details

IC Card Template

Select an IC card information template to be assigned to a
device.

Default External Server

Specify the external server name to be displayed on the de-
vice panel as the default when you log on.

SSFC Authentication Settings

Click [Change Setting] to display the SSFC Authentication
Settings screen. Various settings for SSFC authentication
can be specified. For details, refer to "SSFC Authentication
Settings" on page 3-105.

Default biometric unit number

Specify a biometric unit No. to be displayed on the device
panel as the default value when you log on.

Biometric System

Select a biometric system.

1:N authentication: Authentication only by biometric infor-
mation input

1:1 authentication: Authentication by user name and bio-
metric information input

PIN Login

Specify whether to permit logging in to a device using a PIN

code.

If "Allow" is specified, select the default method to log in to

a device.

* "User Login": Type in a user name, and log in to a de-
vice.

e "PIN Login": Type in a PIN code, and log in to a device.

N

Note

If you permit logging in to a device using a PIN
code, convenience is enhanced, but safety is
compromised.

Automatic BOX deletion setting

Select the method for deleting boxes registered on a device
when a user is deleted.

Print without Authentication

Specify whether or not to allow print jobs to proceed with-
out authentication.

Timeout Type in the connection timeout for communicating with the
device.
User Name Displays the type of the user name list to be displayed on

the device panel.

Click the [Configuration (User Name)] button to display the
List Settings (User Name) page. On this page, the device
panel display procedure can be specified. For details, refer
to "Specifying a list (User name)" on page 3-106.

Account Name

Displays the type of the account track name list to be dis-
played on the device panel.

Click the [Configuration (Account Name)] button to display
the List Settings (Account Name) page. On this page, the
device panel display procedure can be specified. For de-
tails, refer to "Specifying a list (Account name)" on

page 3-108.
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Function Details

External Server Name Displays the type of the external server list to be displayed
on the device panel.

Click the [Configuration (External Server Name)] button to
display the List Settings (External Server Name) page. On
this page, the device panel display procedure can be spec-
ified. For details, refer to "Specifying a list (External server
name)" on page 3-110.

Authentication result screen dis- | Select whether or not the authentication result is displayed
play in the device panel.

Please select device display lan- | Select the language to be registered with the device.
guage.

N...

Note

When editing multiple devices that do not support "ON (Without Login)"”,
you can select "ON (Without Login)" for public users and "Change
Setting" for function permission setting for public users. However,
because the device does not support this setting, public users are
required to log in. Therefore, you cannot configure function permissions
using Authentication Manager.

When performing IC card authentication (IC card authentication only) or
biometric authentication using a user registered on the external server,
be sure to specify external server search conditions. For details, refer to
"Specifying an external server" on page 3-89.

Users registered on an external server of the NTLM or Novell NDS type
cannot be authenticated with the IC card authentication and biometric
authentication.

1 From the [Device Group] drop-down list, select the device group to be
displayed.

— To display all devices, select "All Devices".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].

— Specifying the search condition can narrow down devices to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box.
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2 Click the [Display] button.

A list of devices registered in the selected group appears.

Select Object Device
o
ez
Authentication Manager:The number of device licenses

The number of lcenses
The number of unused licenses

DevicelDevice Group Selection

Device Group | All Devices L

Display Details (] All subgroups

Search Condition: | Registered Name | [ ]

Total: 1515 [10] 20 30 50 100

Select Password IC Card tication Password Public User Default biometric unit number
O & on Device01 Deviced1 | Manage Do not use Only IC Card Authentication OFF 1
o OFF Device02 Device02 Not Manage | Do not use IC Card Authentication and Password  ON (With Login) 1
(=] OoN Device03 Device03 | Not Manage | Do not use Only IC Card Authentication OFF 1
O ON | Deviceld Device04 | Not Manage | Do not use IC Card Authentication and Password | ON (Without Login) 1
u} OFF | Device05 Device05 | Not Manage | Do not use IC Card Authentication and Password | ON (With Login) 1

[J Do not manage even if communication fails

3 From the device list, select the check box of the device whose setting
is to be edited.

4 Click the [Edit] button.
The Object Device Setting page appears.

5 Specify the necessary settings, and then click the [Apply] button.
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Y.L

To clear the entered information, click the [Clear] button.

2
Device Administrator Password Max 64 chars
[— L

OpenAPI Account

OpenAPI Password

Account Track O Manage
@ Not Manage
Account Password Use
Do not use

Public User © ON Without Login)
© ON (With Login)
© oFF

Function Permission Setting for Public User

IC card authentication password O IC card authentication and password

@ Only IC card authentication

Template Not Registered

1€ Card Template

Default External Server
SSFC Authentication Settings Change Setting
PIN Login O Allow

Default Login Method
© vser Login
@ PIN Login

@ Restrict

B0 |sec. [Required Only Number. 10-120

O Allow
© Restict

Device panel display setting

List Settings

Timeout

Automatic BOX deletion setting

Print without Authentication

User Name [Nane ] [c ]
Account Name [Nane ] [c ]
External Server Name [Nane ] [c ]

Authentication result screen display O Display
@ Do Not Display
Please select device display language.
English [ German [ Spanish
[ French [ ttalian [ Japanese
[ Chinese (Simplified)

Reminder
‘Default biometric unit number" and "Biometric System" are displayed
when the license for Gateway for Biometric Authentication Manager is

registered.

A maximum of five languages can be registered with the device. "English"”
must be selected.

To authenticate the device by Authentication Manager, the device must
be registered to be managed by Authentication Manager. For details,
refer to "Registering a specific device" on page 3-112.
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N...

Note

If a personal box is useq, a setting that specifies whether or not to allow
use by public users should be specified on the device. If this setting is
changed using Authentication Manager, all personal boxes will be shared
regardless.

To confirm the settings specified in the Function Permission Setting for
Public User page, SSFC Authentication Settings page, List Settings (User
Name) page, List Settings (Account Name) page, and List Settings
(External Server Name) page, click the [Apply] button in the Object Device
Setting page.

3.11.2 Function Permission Setting for Public User

Various settings for function permissions for public users can be specified.
Settings for the following parameters can be specified.

Function Details
Function to be permitted Select the check boxes for the functions to be permitted for
public users.

1 Specify the necessary settings, and then click the [Apply] button.

— To clear the entered information, click the [Clear] button.
The Object Device Setting page appears again.

Function Permission Setting for Public User
2]

Please remove the check of function which prohibits from using

1 PrinvColor

[ PrinvBlack

1 Send/Color

d copy

[El Printer printing

8 Fax

(£ Scan operation

5P User Box

] Send document printing
O % save extemal memory

& Manual address input

EE Atlow all entries
O [E] Allow entries only for Fax / SIP Fax.

@) Web Browser

B Printfrom Bluetooth

& USB to User Box

£1 Type of Color Printing allowed under Color Printing Restriction
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N...

Reminder
To select all the functions in the list, click [Select All].

The "Save to External Memory" check box is cleared by default. Select
this check box, if necessary.

N...

Note

This setting applies only to devices that support public users. On devices
that do not support public users, you cannot configure the function
permission for public users using Authentication Manager.

3.11.3 SSFC Authentication Settings

Various settings for FeliCa SSFC authentication can be specified. Settings
for the following parameters can be specified.

V...

Reminder
It is necessary for this item to be specified only when using the SSFC
card for IC card authentication. If not using the SSFC carad, it is not

necessary to specify it.
Function Details
Room Number Type in the room number of the device.
Floor Number Type in the floor number of the device.
Building Number Type in the building number of the device.
Area Number Type in the area number of the device.
Security Level Type in the security level of the device.
Company Code Type in the company code of the device.
?g)mpany Identification Code (1 - Type in the company identification code (1 - 10) of the de-
vice.

=  Specify the necessary settings, and then click the [Apply] button.
— To clear the entered information, click the [Clear] button.

The Object Device Setting page appears again.
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N...

Note

To confirm the settings specified in the SSFC Authentication Settings
screen, click the [Apply] button in the Object Device Setting screen.

SSFC Authentication Settings

t?

Room Number o] OnlyNumber. 0-65535

Floor Number CI Only Mumber: 0-85535

Building Number o] OnlyNumber 0-65535

Area Number Cl Only Mumber: 0-65535

Security Level CI anly Mumber: 0-65535

Company Code [ | Max 8 chars
Company i ion Code 1 | | Max 20 chars
Company Identification Code 2 | | Max 20 chars
Company Identif ion Code 3 | ‘ Max; 20 chars
Company i ion Code 4 | | Max 20 chars
Company Identification Code 5 | | Max 20 chars
Company i ion Code 6 | | Max: 20 chars
Company Identif ion Code 7 | | Max 20 chars
Company Identif ion Code 8 | ‘ Max; 20 chars
Company i ion Code 9 | | Max 20 chars
Company Identification Code 10 | | Max 20 chars

3.11.4 Specifying a list (User name)
A list of user names to be displayed on the device panel can be specified.

The list can be displayed by selecting it from a registered user template or
the history of logging on to the device panel can be displayed on the device

panel.

Settings for the following parameters can be specified.

Function Details

None Select this item when not displaying the user name list on
the device panel.

History Select this item to display the history of logging on to the

device panel as the use name list.

N

Reminder

Ifyou change the setting to one other than "His-
tory" ("None" or "Template”), the login history
saved in Authentication Manager is deleted.
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Function Details
Sort by Login Displays the user names in order of logging on to the de-
vice.
Sort by Name Displays the sorted user names.
Template Select this item to display the selected user template as a
user name list.
Template list Select a user template to be displayed on the device panel.

Displaying a user template on the device panel

1 Select [Template].

The list of user templates registered in the template list appears.

2 Selecta user template to be displayed on the device panel, and then
click the [Apply] button.

List Settings (User Name)

Select an item to be displayed as a List Button on the device panel.

t/?

© None
O History
Sort by Login
Sort by Name
& Template
Total:  1-5/5 [10] 20 30 50 100
Se|ec1iTemglale Name‘Descrigliun Originator
@ | UserTemplate01 System Administrator
| UserTemplate02 System Administrator
O | UserTemplate03 System Administrator
O | UserTemplate04 System Administrator
O | UserTemplate0s System Administrator
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Displaying login history on the device panel

1 Select [History].

2 Select the order of displaying the history.

Total:

Sdeci{Templale Name‘ Description

Select an item to be displayed as a List Button on the device panel.
© Mene
@ History
@ Sort by Login
© Sort by Name

O Template

1-5/5

@

o |0 |0 |0

UserTemplate01
UserTemplate02
UserTemplate03
UserTemplate04

UserTemplate05

2
[10] 20 30 50 100
Jr—
System Administrator
System Administrator
System Administrator
System Administrator
System Administrator
Apply

3.11.5 Specifying a list (Account name)
A list of account names to be displayed on the device panel can be specified.

The list can be displayed by selecting it from a registered account track
template or the login history to the device panel can be displayed on the
device panel.

Settings for the following parameters can be specified.

Function

Details

None

Select this item when not displaying the account name list
on the device panel.

History

Select this item to display the login history to the device
panel as the account name list.

N

Reminder

Ifyou change the setting to one other than "His-
tory" ("None" or "Template”), the login history
saved in Authentication Manager is deleted.
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Function Details
Sort by Login Displays the account names in order of logging on to the
device.
Sort by Name Displays the sorted account names.
Template Select this item to display the selected account track tem-
plate as an account name list.
Template list Select an account track template to be displayed on the
device panel.

Displaying an account track template on the device panel

1

2

Select [Template].

The list of account track templates registered in the template list
appears.

Select an account track template to be displayed on the device panel,
and then click the [Apply] button.

List Settings (Account Name)

t/?

Select an item to be displayed as a List Button on the device panel.
O MNone
O History

Sort by Login

Sort by Name

Total: 1-5/5 [10] 20 30 50 100
Selecl1 T late Name ‘Des:rimionl Originator

@ | AccountTemplate01 System Administrator

| AccountTemplate02 System Administrator

| AccountTemplate03 System Administrator

O | AccountTemplate04 System Administrator

O | AccountTemplate05 System Administrator
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Displaying login history on the device panel

1
2

Select [History].

Select the order of displaying the history.

List Settings {Account Name)

© None

@ History?
@ Sort by Login
O Sort by Name

© Template

Total: 1-5/5

Seecli Template Name |Descri tion

Select an item to be displayed as a List Button on the device panel.

L2

[10]

I

0

I

0

0

0 1

=
=

Originator

& | AccountTemplate01
AccountTemplate02
AccountTemplate03

AccountTemplate04

0|0 |0 |O

AccountTemplate05

System Administrator
System Administrator
System Administrator
System Administrator

System Administrator

3.11.6 Specifying a list (External server name)

A list of external server names to be displayed on the device panel can be

specified.

The list can be displayed by selecting it from a registered external server
template or the login history to the device panel can be displayed on the

device panel.

Settings for the following parameters can be specified.

Function Details

None Select this item when not displaying the external server
name list on the device panel.

History Select this item to display the login history to the device

panel as the external server name list.

N

Reminder
Ifyou change the setting to one other than "His-
tory" ("None" or "Template"), the login history

saved in Authentication Manager is deleted.
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Function Details
Sort by Login Displays the external server names in order of logging on to
the device.
Sort by Name Displays the sorted external server names.
Template Select this item to display the selected external server tem-
plate as an external server name list.
Template list Select an external server template to be displayed on the

device panel.

Displaying an external server template on the device panel

1

2

Select [Template].

The list of external server templates registered in the template list

appears.

Select an external server template to be displayed on the device panel,
and then click the [Apply] button.

List Settings (External Server Name)

Select an item to be displayed as a List Button on the device panel.

© None
O History
Sort by Login

Sort by Name

Total:  1-5/5 [10] 20 30 50 100
Sdecli Template Name |De5|:ripliur| Originator

t/?

@ | ExtServerTemplate01
| ExtServerTemplate02
| ExtServerTemplate03
O
o}

System Administrator
System Administrator

System Administrator

ExtSenverTemplate04 System Administrator
ExtSenverTemplate05 System Administrator
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Displaying login history on the device panel
1 Select "History" as a list type.

2 Under [History], select the order of displaying the history.

List Settings (External Server Name)

2
Select an item to be displayed as a List Button on the device panel.
© None
gétﬂisluwl
@ Sort by Login
O Sort by Name
O Template
Total: 1505 [10] 20 30 50 100
5elec1i Template Name ‘Deacriplinn Originator
& | ExtServerTemplate01 System Administrator
O | ExtServerTemplate(2 System Administrator
O | ExtServerTemplate03 System Administrator
O | ExtServerTemplate4 System Administrator
O | ExtServerTemplate5 System Administrator

3.11.7 Registering a specific device

Specify that authentication from the device is performed with Authentication
Manager.

N...

Note

To register a device to be managed by Authentication Manager, license
registration is required. For details on license registration, refer to the
"Device Manager User's Guide”.

If an IC card reader and biometric authentication device are available,
load the device before registering Authentication Manager.

If you replace it with another one, you need to register Authentication
Manager again.

1 From the [Device Group] drop-down list, select the device group to be
displayed.
— To display all devices, select "All Devices".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].
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— Specifying the search condition can narrow down devices to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box.

2 Clickthe [Display] button.

A list of devices registered in the selected group appears.

3 From the device list, select the check box for the device for which
authentication from the device is performed with Authentication
Manager.

4 Click the [Manage] button.

Select Object Device

22
The number of licenses
The number of unused licenses
Device/Device Group Selection
Device Group
Display Details  [] All subgroups
Search Condition: |Registered Name v [ |
Total:  1-5/5 [10120 30 50 100
Select Password| IC Card tication Password Public User
O |@ on Device01 Device01 Manage Do not use Only IC Card Authentication OFF 1
(m] OFF Device02 Device02 Not Manage | Do not use IC Card Authentication and Password  ON (With Login) 1
O ON Device03 Device03 Not Manage | Do not use Only IC Card Authentication OFF 1
O ON Device04 Device04 Not Manage | Do not use IC Card Authentication and Password  ON (Without Login) 1
(m] OFF Device05 Device05 Not Manage Do not use IC Card Authentication and Password | ON (With Login) 1
[J Do not manage even if communication fails
Function Details
Select Select the device where the authentication setting is to be
specified.
@ appears if settings for the device were edited when

"ON" is selected for "Manage". In this case, Authentication
Manager must be registered again.

Manage Displays the management status for the device.

ON: Select this setting if authentication is to be performed
by the device.

OFF: Select this setting if authentication is not to be per-
formed by the device.
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Function Details

Registered Name Displays the registered name for the device.

Model Name Displays the model name for the device.

Account Track Displays whether or not the account track is managed.

Account Password Dis;()jlays whether or not the account track password is
used.

IC Card Authentication Password | Displays whether or not passwords are to be used with IC
card authentication.

Public User Displays whether or not the public user is used.
Default biometric unit number Displays the set value of the default biometric unit number.
Reminder

For details on the result page after registering a specific device, refer to
"Checking the result of registering or unregistering a specific device" on
page 3-115.

N...

Note

If the device is registered fto be manageq, the user information (user
names and passwords) on the device Is deleted and users can no longer
be registered with the device.

If the device is excluded from managed devices, authentication is not
performed. In this case, the authentication method for the device is set to
"Not Authentication”. The history is also deleted.

When an external authentication device is used, Authentication Manager
must be registered to the device each time the device is disconnected
and connected.

3.11.8 Unregistering a specific device

Specify that authentication from the device is performed with Authentication
Manager.

1 From the [Device Group] drop-down list, select the device group to be
displayed.

— To display all devices, select "All Devices".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].

— Specifying the search condition can narrow down devices to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box.
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2 Click the [Display] button.

A list of devices registered in the selected group appears.

3 From the device list, select the check box for the device for which
authentication from the device is not performed with Authentication
Manager.

4 Click the [Do not manage] button.

V...

Reminder

For details on the result page after unregistering a specific device, refer
to "Checking the result of registering or unregistering a specific device"
on page 3-715.

For details on items to be displayed on the device list, refer to
"Registering a specific device" on page 3-112.

3.11.9 Checking the result of registering or unregistering a
specific device

The result of registering a target device can be checked. Check the details,
and then click the [OK] button.

Device Management Result

il
Device Manag Process is d.
Total:  1-6/6 [10] 20 30 50 100
Result |Regisiered Name| Model ‘ Contents ‘
Success | Device01 Device01
Success | Device02 Device02
Success | Device03 Device03
Success | Device04 Device04
Success | Device5 Devicel5
Error Device06 Device08 | Could not communicate with the device. Please check device power and device settings.
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Function Details

Result Displays whether the registration or unregistration opera-

tion was successfully completed.

* "Success": Appears when the registration or unregistra-
tion operation was normally completed.

e "Error": Appears when the specific device was not suc-
cessfully registered or unregistered due to an error in
communication with the device. For details, check the
contents.

e "Unmanaged": Appears when the specific device was
forcibly excluded from the management targets due to
an error in communication with the device. For details,
check the contents. It appears when the "Do not man-
age even if communication fails" check box is selected
and unregistration of the specific device failed on the Se-
lect Object Device page.

Registered Name Displays the registered name for the device.
Model Name Displays the model name for the device.
Contents When "Error" or "Unmanaged" is displayed for "Result", the

contents are displayed.

V...

Reminder

When the "The Authentication Manager has failed to lock the device. "
message appears, it is considered that the device panel is locked or other
application is locking the device for use.
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3.12

IC card information

This function allows you to enable or disable IC card information registered
for a user or edit card information. The name of an IC card can be specified.
Settings for the following parameters can be specified.

Function Details

Search Condition Specify the condition to narrow down users to be displayed
in the list.

Select All/Uncheck All button Click this button to select or uncheck all displayed settings.

IC Card Name Setting Specify the name of the IC card displayed on the IC card
information list.

IC card information list Displays the IC card information of the user.

Apply Click this button to apply the entered settings.

...
Reminder

The IC card authentication methods supported by Authentication
Manager are as follows:

FeliCa, FeliCa(Prepaid Card), TypeA, Mifare, LEGIC(prime), HID(Prox),
HID(iClass)

Create IC card information using Registration Tool, and then register it using
the import function of Authentication Manager.
Registering card information

To register card information, use an appropriate method depending on
situations.

For multiple users

When the card ID is known Import data from a file in the user list

When the card ID is not known Self-registration

For single user

When the card ID is known Direct entry of the card ID.

When the card ID is not known Self-registration or
registration with Registration Tool

For details, refer to "IC card self-registration” on page 3-122, "Checking or
modifying card information" on page 3-119, Registration Tool help, and
"Importing from a file" on page 3-41.
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After

importing the information, be sure to check the Enable/Disable setting

for the IC card.

When logged on as a group manager, only information for managed groups
and users can be edited or deleted. For details on the group administrator,
refer to "Specifying a group manager" on page 3-136.

3.12.1 Enabling/disabling IC card information

1

From the [User Group Name] drop-down list, select the user group to
be displayed.

— To display all users, select "All Users".

— If master and subordinate relationships are specified in the group,
select the "All subgroups" check box to display all users, including
those in subordinate groups.

— Specifying the search condition can narrow down users to be
displayed in the list. Type in the character string to be searched for.

Click the [Display] button.

A list of users registered in the selected group appears.

To enable a card, select the check box. To disable a card, clear the
check box. Then click the [Apply] button.

IC Card Information

=]

Al Users
ils [ All subgroups

| — 1)

C Card Name Setting
Select Al

Total:

jse102
jse103

sert
ser07
et
ser09

i
u
u
u
u
Userts
u
u
u
u
u

jsert)

110m [10) 20 30 50 100

card1 card2 card3
EnableiDisable, Card Type, Card 1D EnabloiDisable, Card Type, Card 1D EnableiDisable, Card Type, Card D

@ |[Typer | 12233 0| [Typen 0| [Typer ]
UserGroup04 || TypeA v [ | FeliCa v || |pmaBBCC O || TypeA o
OTHER 0 |[Typer v 0| [Typer LEGICPID) ]| auss
UserGroupt2 0| [yper v 0| [Typen 0| [Typon V)
OTHER [ | | Mifare(PID) v (223344 [ | HID(Prox) v || 559988 O | [TypeA
UserGroupd3 0| [Typer v 0| [Typer 0 |[Typer v
UserGroup01 || TypeA v O | TypeA O | | TypeA |
UserGroupds 1| [Felica (Prepaid Card) v | 890677 0| [Typen O |[Typer
UserGroup01 0| [Typer v HID(Class) || 178890 0| [Typer |
UserGroupts 0| [Typer v 0| [Typer HIDProx) ]| asses
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3.12.2 Checking or modifying card information

1 From the [User Group Name] drop-down list, select the user group to
be displayed.

— To display all users, select "All Users".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].

— Specifying the search condition can narrow down users to be
displayed in the list. Type in the character string to be searched for.

2 Clickthe [Display] button.

A list of users registered in the selected group appears.

3 Selectacard type, enter a card number, and click the [Apply] button.

IC Card Information

k2

Totat: 11011 [10]20.30 50 100
<< _Jr>2 [

| ] | cardt cara2 card3 ‘

i i | Type,CaraID. Type, Cara
Userd | UserGroupo2 v/ [11z233 0| [Tyer v 0| [Type v
Usert2 | UserGroupos [u] v Feica || lassBcc 0| [Tyer v ]
Uset3 | OTHER [s] v 0 [Typer v LEGCPID) ]| [p3as55
User04 | UserGroupt2 [a] ] 0| [Typea v 0| [Typer v |
Usarts | OTHER | foz3sas HO(Prox) | lsssses 0| [Typer -
Usert | UserGroup03 a] v 00| [Typer v 0 [1ypen v ]
Used7 | UserGroupot 0| [Typer v 0 |[Tyer v 0| [Type v
User08 | UserGroup04 FeiCa (Prepaid Card) v (998677 O |[Typer v 0| [Typen ] |
Usert | UserGroupot 0| [Typer v | [HDCiass) || rzenss 0| [Typer v
Userf | UserGroupts, 0| [Typer ~ 0 |[Tyeer v HD Prox) ] [sass6s ]

A warning message appears.

Microsoft Internet Explorer.

9 Do you want to apply the chanee?
\_‘4/ After applying the chanege, the previous info will be deleted.

| ok | [ Cancel

4 Click the [OK] button.
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3.12.3 Specifying an IC card name

1 In the IC Card Information page, click the [IC Card Name Setting]
button.

2 Type in each IC card name (IC card 1, IC card 2, or IC card 3), and then
click the [Apply] button.

— To clear the entered information, click the [Clear] button.

IC Card Name Setting

ICcard1 | | Max: B4 chars

ICcard2 | | Maux: B4 chars

ICcard3 | | Mau: B4 chars

3.12.4 Deleting IC card information

1 Blank the text box of the card ID for the card information to be deleted
in the IC Card Information page, and click the [Apply] button.

2 Check the message that appears, and then click the [OK] button.

The IC card information is deleted.
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3.13 IC Card Authentication Setting

The IC card self-registration function is a secure and safe method to reduce
the administrator's load when registering card information using

Authentication Manager.

Using this function, a newly distributed IC card or a card used to manage
entering or leaving a room can easily be associated with the Authentication
Manager user account when applying an IC card in Authentication Manager.

3.13.1 IC card self-registration setting

IC Card Authentication Setting

Allow new registrations only

@® Restrict

Self Registration Setting
O Allow

Also allow re-registrations (overwrite) of new cards

Also allow re-registrations (overwrite) of all cards (lower security)

2

Function

Details

Allow

Allows the IC card self-registration.

Allow new registrations only

Allows you to register only the cards that are not managed
by Authentication Manager. Once registered, the card can-
not be changed.

Also allow re-registrations
(overwrite) of new cards

Allows you to register only the cards that are not managed
by Authentication Manager. A card can be changed by the
user as long as it is not managed by Authentication Manag-
er.

Also allow re-registrations
(overwrite) of all cards (lower
security)

Allows the user to change a card.
If the card to be changed is already managed by Authenti-
cation Manager, its owner will be changed.

Restrict

Restricts the IC card self-registration.
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3.13.2 IC card self-registration

The self-registration function becomes available when a user logs on while

satisfying the following conditions.

e Self Registration is set to "Allow" in IC Card Authentication Setting.

e The target device is registered while an IC card reader is connected to
the device.

o A user has entered user name and password on the device panel, and
held the IC card over the card reader for authentication.

e For an external server user, IC card information is held in Authentication
Manager.

If a user has entered the correct user name and password while self-
registration conditions are satisfied, the IC card information used is saved in
IC card 3.
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3.14

IC Card Information Template Settings

Use of an IC card information template allows you to perform the correct
authentication even when a third-party authentication device is used.

This section explains how to register and edit an IC card information
template.

A template is used to convert information sent from a third-party
authentication device so that it can be authenticated correctly in an external
server.

Aregistered template is applied to a device using a third-party authentication
device.

Assign an IC card information template to a device in the device setting
editing page for managing a target device. For details, refer to "Editing
device settings" on page 3-99".

IC Card Template Settings

22

Total:  1-10/10 [10] 20 30 50 100
Soloct Template lams| Data Typd

O | TemplateO1 Bryte

[ | Templated2 Bit

O | Templated3 Byte

[ | TemplateOd Byte

O | Template0s Bryte

[ | Templateds Byte

O | Templated? Bit

[ | TemplateOf Byte

O | Template09 Bit

[ | TemplatelD Byte

The following settings can be specified in the IC Card Template Settings
page.

Function Details

Add Click this button to register an IC card information tem-
plate.

Edit Click this button to edit information of a registered IC card
information template.

Delete Click this button to delete a registered IC card information
template.

Select All/Uncheck All Click this button to select or uncheck all displayed settings.
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3.14.1 Registering and editing an IC card information template

Registering templates
A new IC card information template can be registered.

Information required for registration varies depending on the type of IC card.

1 Click the [Register] button.

The Create/Edit IC Card Template page appears.

2]
Template Name [ ] Required)MacBdchars
Data Type Byte v| [ Display
Start Position (Byte) [ ] [Reduired OnlyNumber 118
1D Length {Byte) [ ] [Reduired OnlyNumber 118
[ Reverse
[J Hex Format
Conversion Do not convert. ¥

2 Type in a template name for [Template Name].
3 Fromthe [Data Type] drop-down list, select a data type.

4 Click the [Display] button.

The page for setting detailed information appears depending on the
selected data type.

5 Type in the necessary settings, and then click the [Apply] button.

- If "Bit" is selected for [Data Type], for settings, refer to "Registering
IC card information (when the data type is "Bit")" on page 3-125.

— If "Byte" is selected for [Data Type], for settings, refer to
"Registering IC card information (when the data type is "Byte")" on
page 3-126.

An IC card information template is added.
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3

Editing a template

The information of a registered IC card information template can be viewed

and changed.

=  Specify the settings for the template information to be changed, and

then click the [Apply] button.

— The detailed settings vary depending on the type of the data
specified in a template.

- If "Bit" is selected for [Data Type], for settings, refer to "Registering
IC card information (when the data type is "Bit")" on page 3-125.

- If "Byte" is selected for [Data Type], for settings, refer to
"Registering IC card information (when the data type is "Byte")" on

page 3-126.

— To clear the entered information, click the [Clear] button.

Registering IC card information (when the data type is "Bit")

If the type of the data specified in a template is "Bit", configure the following

settings.

Template Name

Type in the template name.

Data Type

Select the data type of an IC card.

Start Position (Bit)

Specify the card ID starting position.

ID Length (Bit)

Specify the length of a card ID.

Conversion

Select a method to convert a card ID.

e "Decimal": Converts a card ID to a decimal value.

e "Hexadecimal": Converts a card ID to a hexadecimal
value.

Minimum Number of Digits (Pad-
ding)

Specify the minimum number of digits for card ID.

Create/Edit IC Card Template

/(2]
Template Name [ | [Required] Max: 64 chars
Data Type Bit v Display
Start Position (Bit) [ ] [Reguired]OnlyNumber: 1-128
ID Length (Bit) I:' [Required] Only Mumber: 1-128
Conversion Hexadecimal
Minimum Number of Digits {Padding) I:l [Required] Only Mumber: 0-&4
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Registering IC card information (when the data type is "Byte")

If the type of the data specified in a template is "Byte", configure the

following settings.

Template Name

Type in the template name.

Data Type

Select the data type of an IC card.

Start Position (Byte)

Specify the card ID starting position.

ID Length (Byte)

Specify the length of a card ID.

Reverse Select this check box to convert a card ID in the reverse or-
der.

Hex Format Selecting this check box processes a card ID in hexadeci-
mal values.
Clearing this check box processes a card ID in ASCII.

Conversion Select a method to convert a card ID.

* "Do not convert.": A conversion is not performed.

e "Decimal": Converts a card ID to a decimal value.

e "Tolower case": Converts all card ID characters to lower
case.

* "To upper case": Converts all card ID characters to up-
per case.

Create/Edit IC Card Template

/2
Template Name | [Reauired] Max. G4 chars
Data Type Byte v | Display
Start Position (Byte) l:l [Required] Only Mumber: 1-16
ID Length (Byte) I:' [Required] Only Mumber: 1-16
[ Reverse
[ Hex Format
Conversion Do not convert,

3.14.2 Deleting an IC card information template

An IC card information template can be deleted.

1 In the IC card information template setting page, select a template to
be deleted, and then click the [Delete] button.

2 Check the message that appears, and then click the [OK] button to

delete the template.

The template is deleted.
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3.15 Biometric information

Settings for the following parameters can be specified on the Biometric

Information page.

V...

Reminder

This page Is displayed when the license for Gateway for Biometric
Authentication Manager is registered.

Create biometric information using Registration Tool, and then register it
using the import function of Authentication Manager.
For details, refer to the Help for Registration Tool and "Importing from a

file" on page 3-41.

When logged on as a group manager, only information for managed
groups and users can be edited or deleted. For details on group manager
settings, refer to "Specifying a group manager" on page 3-136.

Function

Details

[Change Biometric Unit No.] but-
ton

Click this button to change the biometric unit No. of a user.

[Delete Biometric Information]
button

Click this button to delete the biometric information of a us-
er.

Search Condition

Specify the condition to narrow down users to be displayed
in the list.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

N...

Reminder

When conducting the biometric "1:N" authentication, authentication is
carried out between the users of the unit numbers registered with
Registration Tool. To authenticate, enter the number that matches the
unit number registered on the device panel of the device to conduct
biometric authentication. If a different number is entered, it will not be

authenticated.

A default unit number can be specified for each device. For details, refer
fo "Editing device settings" on page 3-99.

Up to 500 users can be registered in a unit.

Blometric information registered using AU-101 cannot be authenticated
with the device with AU-102 connected. Also, biometric information
registered using AU-102 cannot be authenticated with the device with

AU-107 connected.
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3

3.15.1 Displaying a user list

A list of users registered in the biometric unit can be displayed.

1

From the [Biometric Unit No.] drop-down list, select a biometric unit
No.

— Specifying the search condition can narrow down users to be

When both AU-101 and AU-102 are connected, register data of both AU-
1071 and AU-102 using Registration Tool.

displayed in the list. Type in the character string to be searched for.

Click the [Display] button.

A list of users registered in the selected biometric unit appears.

Biometric Unit User List

27
Biometric Unit No. | v
Search Condition: | Uger Name v Display
[ Change Biometric Unit No_ ] [ Delete Biometric Information ]
Total:  1-1010 [10] 20 30 50 100
Selec1iUser Name|User Group Name Description Biometric Information 1 Biometric Information 4
O | Userd1 OTHER Left Index Right Index
[1 | User02 OTHER Left Index Right Index
[ | User03 OTHER Left Index Right Index
[ | User04 OTHER Left Index Right Index
[ | User0a OTHER Left Index Right Index
[ | User06 OTHER Left Index Right Index
O | Userd7 OTHER Left Index Right Index
[ | User03 OTHER Left Index Right Index
[ | User09 OTHER Left Index Right Index
[1 | Userio OTHER Left Index Right Index
Function Details
Select Select the check box for the user to change the biometric
unit No. or delete the biometric information.
User Name Displays the user name.
User Group Name Displays the name of the group that the user belongs to.
Description Displays the description of the user.
Biometric Information 1 Displays the registered biometric information.
Biometric Information 2 Displays the registered biometric information.
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3.15.2 Changing the biometric unit No.

1

Select the check box for the user to be changed from the biometric unit
user list, and then click the [Change Biometric Unit No.] button.

The Change Biometric Unit No. page appears.
Type in a biometric unit No. to be changed, and then click the [Apply]
button.

— To clear the entered information, click the [Clear] button.
The biometric unit No. is changed.

Change Biometric Unit No.

t2
Biometric Unit No. [Required] Only Number: 1-9999

3.15.3 Deleting biometric information

1

In the Biometric Unit User List page, select the user to delete the
biometric information, and then click the [Delete Biometric Information]
button.

Check the message that appears, and then click the [OK] button to
delete the template.

The biometric information is deleted.
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3.16 Biometric Authentication Server Setting

To perform biometric authentication, biometric authentication server
information must be registered with Authentication Manager. Settings for the
following parameters can be specified.

V...

Reminder

This page is displayed when the license for Gateway for Biometric
Authentication Manager is registered.

These settings can be specified by the system administrator or the
administrator. For details on the administrator settings, refer to
"Specifying an administrator” on page 3-133.

Function

Details

Biometric Auth Server URL

Type in the URL of the computer on which Gateway for Bi-
ometric Authentication Manager is installed.

Server Certification URL

Type in the URL where the server certificate used by Gate-
way for Biometric Authentication Manager is shown to the
public.

Server Admin. User Name

Type in the name of the user for accessing the biometric
authentication server.

Server Admin. Password

Type in the user password for accessing the biometric au-
thentication server.

=  Specify the necessary settings, and then click the [Apply] button.
— To clear the entered information, click the [Clear] button.

Biometric Auth Server Setting

Biometric Auth Server URL
Server Certification URL
Server Admin. User Name

Server Admin. Password

[Required] Max: 256 chars

[Required] Max: 256 chars

[Required] Max: 256 chars

Max: 256 chars
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N...

Reminder

Normally, specify as follows.

- "Biometric Auth Server URL": http.//{IP address or domain of the
installed computer)/

- "Server Certification URL": URL specified in step 6 of "Installing
Gateway for Biometric Authentication Manager" in Enterprise Suite
Installation Guide

- "Server Admin. User Name", "Server Admin. Password": "Account” and
"password" specified in step 8 of "Installing Gateway for Biometric
Authentication Manager" in Enterprise Suite Installation Guide

Biometric Auth Server Setting

Biometric Auth Server URL mp:_/_/1g_123_34_1_/ [Required] Max: 256 chars
Server Certification URL Imorfﬂ0-123-34-1-’5%)&-:“

Server Admin. User Name  [GBAMUser

[Required] Max: 256 chars

[Required] Max: 256 chars

Max; 256 chars

Server Admin. Password [ravececas

For "Biometric Auth Server URL", type in only the setting information
above, not URL for accessing Enterprise Suite.

Authentication Manager 3-131



Authentication Manager

3.17 Changing the password

Specify the password or PIN code necessary for logging on to Enterprise
Suite and devices.

4

Change Password

Pasoword I— T
Reype Passvors —CL
PIN [Auto-Generate)

Type in the password.
Type in the password again for confirmation.

Change the PIN code as necessary.

— Clicking the [Auto-Generate] button creates a new PIN code.

Click the [Apply] button.

V...

Reminder
The system administrator password can be changed by using Admin
Console. For details, refer to the Device Manager User's Guide.

Users registered in the external server cannot change the password.
Change the password on the external server.
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3.18 Specifying an administrator

N...

Reminder

These settings can be specified only by the system administrator.

3.18.1 Specifying the administrator

Users who can use the Authentication Manager with Administrator privileges
can be selected. Settings can be specified for the following parameters.

Administrator Settings

Select All

Total:  1-3i3

2 7|

Search Condition:

b Display

Sdecl{User Name|User Group Name, Description

o

0 30 50 1

=
=3

[10]

S
en

[ | User01
[ | User07
O |Usertd

Function

Details

Search Condition

Specify the condition to narrow down users to be displayed
in the list.

[Add] button

Click this button to register additional users with Adminis-
trator privileges.

[Delete] button

Click this button to delete users with Administrator privileg-
es.

[Select All] button

Click this button to select all displayed users.
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3.18.2 Adding an administrator

1 From the [User Group] drop-down list, select the user group to be

displayed.

2 From the user list, select the check box for the user to be added.

To display all users, select "All Users".

If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].

Specifying the search condition can narrow down users to be
displayed in the list. Select a column to search from the drop-down
list, and then type in the text to be searched for in the text box. Click
the [Display] button to display user groups based on the specified
condition.
To cancel the selected settings, click the [Clear] button.

Select Additional Users

tlg 2

User Group | Al Users v

Display Details ] All subgroups

Search Condition: | User Name - Display
Total: 140111 [10] 20 30 50 100
<« < 2> »»

Se|ec14User Name!UserGroup Name![‘ |

1 | User01 UserGroup02

[] | Userd2 UserGroup04

[1 | Userd3 OTHER

[1 | Userdd UserGroup02

[0 | User05 OTHER

[ | User06 UserGroup03

O | User0? UserGroup01

O | User0d UserGroup04

O | User09 UserGroup01

O | Userto UserGroup05

3 Click the [Apply] button.
The selected user is registered as an administrator.
Reminder
Multiple users can be selected at the same time.
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3.18.3 Deleting an administrator

1

In the Administrator Settings page, select the check box for the user to
be deleted.

Administrator Settings
e 2]

Search Condition: | Jser Name

& Display
Total:  1-3i3

[0
Selec% User Name User Group Name|Description

User01

I
e
&

030501

I
|
I
2
3

UserGroup1

[0 | Userd7 UserGroup2

O | User19 OTHER

Click the [Delete] button.

Check the message that appears, and then click the [OK] button to
delete the template.

The selected user is deleted from the list of administrators.

Reminder
Multiple users can be selected at the same time.

The user data is not deleted.
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3.19 Specifying a group manager

Users with user group manager privileges can be selected. Settings for the
following parameters can be specified.

V...

Reminder

These settings can be specified by the system administrator or the
administrator. For details on the administrator settings, refer to
"Specifying an administrator” on page 3-133.

Function

Details

[Add] button

Click this button to register additional users with user group
manager privileges.

[Delete] button

Click this button to delete users with user group manager
privileges.

Select All/Uncheck All button

Click this button to select or uncheck all displayed settings.

Group manager list

Displays a list of registered group managers and the
groups that are managed.

User Group Manager Setting

Total:  1-313

Search Condition: [Manage UserGroup || [ Display

SelecliManage User Gmuillser Name| User Group Name Description|

22

[10]20 30 50 1

e
12
B
=]

OTHER

UserGroup1

O |OTHER User20
[ | UserGroup1 User02
[0 | UserGroup2 User08

UserGroup2
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3.19.1 Adding a group manager

Select Additional Users
e ?
Select Managed User Group

Managed User Group | ExtSenver01 v
Select User Group Manager

User Group | All Users v
Display Details  [] Al subgroups

Search Condition: ‘User Mame vl [ | Display
Select All
Total: 11011 [10] 20 30 50 100

[

st Jrz>>
User NangUser Group Namg]Desl:rigtiogl

User01 UserGroup02

User02 UserGroup04

User03 OTHER

User04 UserGroup02

User05 OTHER

User06 UserGroup03

Userd7 UserGroup01

User08 UserGroup04

User09 UserGroup01

DDDDDDDDDD§

User10 UserGroup05

1 From the [Managed User Group] drop-down list, select a group to be
managed.

2 Fromthe [Select User Group] drop-down list, select a user group to be
displayed.

— To display all users, select "All Users".

— If master and subordinate relationships are specified in the group,
select the [All subgroups] check box of [Display Details].

— Specifying the search condition can narrow down users to be
displayed in the list. Type in the character string to be searched for.

3 Click the [Display] button.
A list of users is displayed.

4 Fromthe user list, select the check box for the user to be specified as
an administrator.

— To specify all users as administrators, click the [Select All] button.
— To clear the selected information, click the [Clear] button.
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Click the [Apply] button.

The selected user is registered as a group manager.

3.19.2 Deleting a group manager

In the User Group Manager Setting page, select the check box for the
user to be deleted.

Click the [Delete] button.

Check the message that appears, and then click the [OK] button.

The selected group manager is deleted.

V...

Reminder
The user data is not deleted.

3.20 Version

The version information is displayed.
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3.21

Using with Account Manager

If Account Manager is installed separately, it can be used together with
Authentication Manager. When Authentication Manager is used together
with Account Manager, the number of printed pages is compared with the
maximum limit in real time, and further output can be restricted when the
maximum limit is reached. (Real-time Upper Limit Settings)

N...

Reminder

Account Manager is an application that calculates totals based on
various detailed elements, such as by user, function or paper size, and
analyzes the printing trends.

For details on the installation and functions of Account Manager, refer to
the "Account Manager User's Guide".

Upper warning and mail notification when the upper limit is reached are
executed when Account Manager collects the counter. For details, refer
to the "Account Manager User's Guide".

Precautions for use with Account Manager

If Authentication Manager settings are specified on a device managed with
Account Manager, the following operations are available.
e Turn the device off, then on again after the settings are specified.

Before changing the maximum limit settings or clearing the counter values,
check the following.

o The user whose settings are to be changed is not logged on.

o There are no print jobs remaining in the device.

If the user whose settings are being changed is logged on or if a print job
remains in the device, the settings may not be applied correctly.

To restart the job of the user whose upper limit was reached, increase the
upper limit value.

If the maximum limits of a user are different from the maximum limits of the

group that the user belongs to, the maximum limits of the group may not be

applied. We recommend specifying the same maximum limit settings for

users and groups for the following.

e "Enable (Total Counter)"

e "Enable (Color Counter)", "Enable (Black Counter)", "Enable (Color/Black
Counter)"

When specifying Authentication Manager settings, the counter value within
up to 10 minutes before specifying the settings may not be reflected to
Account Manager. Do not execute any job for 10 minutes before specifying
Authentication Manager.
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3.21.1

3.21.2

Real-time Upper Limit Settings

The following information is applicable when Account Manager module
license is registered.

To manage the maximum limit in real time, register the device as the device

to be managed using Authentication Manager, and make sure the device is

configured as follows using Account Manager.

e In the basic setting of the maximum limit management, the maximum
limit management is set to "Enable".

e In the basic setting of the maximum limit management, the operation
when the maximum limit is reached is set to "Output Prohibition".

e The device is registered as the device to be managed by Account
Manager.

Operation when the Real-time Upper Limit Settings is
enabled

The following information is applicable when Account Manager module
license is registered.

If the maximum limit is managed in real time for a specific device, when a
user logs on, the device acquires the counter information and the maximum
limit value information of the user from Authentication Manager, and displays
the results on the screen.

The device acquires the information regarding the number of printable pages
for the user from Authentication Manager. On the device panel, the number
of printable pages for the user is displayed as a Counter Remaining.

In addition, before copying or printing documents, the device reserves a
certain number of pages to be printed from the Upper Limit Settings of
Authentication Manager. By securing the number of printable pages in
advance, the access count of the device to the server is reduced to ensure
smoother processing.

This reserved number of printable pages is displayed as the "Counter
Remaining (Max.)" on the device panel.

While documents are being printed when the number of printable pages
becomes small, the device inquires Authentication Manager again to update
the number of printable pages for maximum limit management.
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3.21.3 Device panel display when logging on

If the device manages the maximum limit in real time, when a user logs on,
the Counter Remaining and the maximum limit count are displayed on the
device panel.

The Counter Remaining indicates the number of printable pages for the user.

The maximum limit count indicates the number of printable pages reserved
for the user when they use the device.

The Counter Remaining and the maximum limit count displayed on the
device panel vary depending on the predetermined value of the maximum
limit and the printing speed of the device.

V...

Reminder

- If the Counter Remaining is greater than the number of printable pages
for the device, the same value as the maximum limit count is displayed
as the Counter Remaining.

- The number of printable pages reserved when a user uses the device
corresponds to 4 times of the printing speed (the number of pages per
minute) of the device.

If the residual number of pages for a user is greater than the reserved
number of printable pages when a user uses the device:

If the residual number of printable pages by a user is greater than the number
of printable pages reserved when a user uses the device, the number of
printable pages reserved when a user uses the device is displayed as the
maximum limit count. In addition, the same value as the maximum limit count
is displayed as the Counter Remaining.

Condition Panel display Remarks
Counter Remaining (Max.)

(Ex- Maximum limit 260 (260) Based on the device print-
am- count specified for ing capability of 65 pages
ple) a user: 500 pages per minute.

Number of Coun- Number of printable pages

ter Remaining: (maximum)

500 to 260 pages 65 pages x 4 = 260 pages
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If the residual number of pages by a user is smaller than the reserved
number of printable pages when a user uses the device:

If the residual number of printable pages by the user is smaller than the
number of printable pages reserved when a user uses the device, the
residual number of pages when a user uses the device is displayed as the
maximum limit count. In addition, the actual value of the Counter Remaining
is displayed as the Counter Remaining.

Condition Panel display Remarks

Counter Remaining (Max.)
(Ex- Maximum limit 140 (140) Based on the device print-
am- count specified for ing capability of 65 pages
ple) a user: 150 pages per minute.

Number of Coun-
ter Remaining:
140 pages

If the residual number of pages by a user group is greater than the
reserved number of printable pages when a user uses the device:

If the residual number of printable pages by a user group is greater than the
number of printable pages reserved when a user uses the device, the
reserved number of printable pages when a user uses the device is displayed
as the maximum limit count. In addition, the same value as the maximum
limit count is displayed as the Counter Remaining. (Example 1)

When multiple users of the same group log on to the device at a time, since
a certain number of pages is reserved by the preceding user(s) when a user
logs on, the number of pages reserved by the preceding user(s) is subtracted

from the maximum limit count for the user group, and displayed as the
maximum limit count for the subsequent user. (Example 2)

Condition Panel display Remarks
Counter Remaining (Max.)
(Ex- Maximum limit 260 (260) Based on the device print-
ample countspecified for ing capability of 65 pages
1) a user group: 500 per minute.
pages Number of printable pages
Number of Coun- (maximum)
ter Remaining: 65 pages x 4 = 260 pages
500 pages
(Ex- If another user of | 240 (240) 500 pages - 260 pages =
ample the group logs on 240 pages
2) additionally: Because 260 pages are al-

Number of Coun-
ter Remaining:
500 pages

ready reserved in Example
1.
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3.22 Precautions on using Gateway for Biometric
Authentication Manager

When using Gateway for Biometric Authentication Manager, be careful with

the following.

e Set up so that Authentication Manager and Gateway for Biometric
Authentication Manager in pair. If a single Gateway for Biometric
Authentication Manager is specified by multiple Authentication
Managers, they do not operate correctly.

o The Gateway for Biometric Authentication Manager database cannot be
backed up or restored using Admin Console. Perform these operations
using SQL server. In addition, when backing up or restoring, execute
backup or restore from Admin Console at the same time. If the data that
has been backed up on a different date or time is restored, it does not
operate correctly.
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3.23

3.23.1

Operation for authentication

The authentication operation of Authentication Manager is described below.

Internal authentication and external authentication

As user authentication performed by Authentication Manager, the following
two types of authentication are available: internal authentication and external
authentication.

Function Details

Internal authentication Performs authentication using the user name and pass-
word registered with Authentication Manager.

External authentication Performs authentication using the user name and pass-
word registered with the external server.

Authentication is performed for the external server speci-
fied on the device panel.

If no external server is specified on the device panel, au-
thentication is performed for the external server specified
for a user with Authentication Manager.

N

Reminder

If the LDAP server is selected as the external
server of the user registered with Authentication
Manager, an empty password cannot be used.
Even if an empty password is registered with
the LDAP server, authentication by Authentica-
tion Manager fails.

3.23.2 Handling a user for authentication

Authentication Manager handles a user name as being unique regardless of
the internal authentication or external authentication. Multiple users with a
same name cannot be registered.

If users with a same name exist in Authentication Manager and the external
server, all of them are handled as a same user.

Handling regardless of internal authentication or external
authentication

Users are authenticated regardless of the internal authentication or external
authentication.

For example, assume there is a user "A" who is performing the internal
authentication.

Both the case that the user "A" specifies an external server on the device
panel and is authenticated successfully and the case that the user is
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authenticated successfully by the internal authentication are considered that
the user "A" is logging on.

Handling regardless of the external server to perform authentication in
the external authentication

For example, assume that a user with the same name "B" exists in multiple
external servers.

If the user specifies each external server to try authentication and is
authenticated successfully, it is considered that the user "B" is logging on in
every case.

N

Reminder

If the user automatic registration function is usead, the user is associated
with the external server that performed authentication first. After that,
there /s no need to specify the external server name on the device panel
when performing authentication using that external server. For details on
the user automatic registration function, refer to "Edliting device settings"
on page 3-99.

3.23.3 Account track authentication

Authentication is performed using the account name registered with
Authentication Manager and if necessary, password. Authentication is
successfully performed when the account name and password match
completely.

If user authentication fails, account track authentication is not performed.

The account track authentication is performed if "Do Not Synchronize" is
specified for the user and account synchronization.

If "Synchronize" is specified for the user and account synchronization,
because the user is authenticated with the account that is synchronized, the
account track authentication is not performed.

However, if "Synchronize" is selected but "None" is specified for the account
name to be synchronized, the account track management authentication is
required when the user is authenticated for the first time. After the account
track management has been successfully authenticated, the account
entered by the user is synchronized with the user authentication.
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3.23.4

3.23.5

3.23.6

Default external server

e When the default external server is specified for the device in
Authentication Manager, "External Server" on the device panel displays
the name of the specified default external server.

o \When the default external server is not specified for the device, "External
Server" on the device panel displays nothing.

e To perform internal authentication when the default external server is
specified for the device, the user must delete the external server name
displayed on the device panel. After that, type in necessary information
such as the user name and password to log on

o When no external server is registered in Authentication Manager, the
"External Server" field is not displayed on the device panel.

e Specify settings for the default external server in the Object Device
Setting page. If you edit the settings with Authentication Manager, you
need to register the specific device again.

Logging on to the device as the device administrator

To log on to the device as the device administrator (Admin), click the
[Administrator Settings] button on the Authentication page on the device
panel, and type in "Admin" for "User Name" and your password for
"Password".

You cannot log on to the device from the normal Login: page of
Authentication Manager.

License and authentication

Authentication Manager can manage the same number of devices as the

number of registered licenses collectively.

If the module license is not registered or disabled, most of the Authentication

Manager functions are restricted. The Authentication Manager functions

should be used after registering the module license. When a trial license

expires, for example, the devices operate as described below.

e [f the number of remaining valid licenses is larger than the number of
devices registered as devices to be managed, they can be used as usual.

e |f the number of remaining valid licenses is smaller than the number of
devices registered as devices to be managed, authentication cannot be
performed on all devices.

If it happens, unregister some devices so that the number of devices to be
managed is equal to or smaller than the number of remaining valid licenses.

If communication with the device to be unregistered fails, select the "Do not
manage even if communication fails" check box to unregister the target
device to forcibly exclude it from the device targets.
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The device forcibly excluded from the target devices displays the Login page
for Authentication Manager. However, you can no longer log on to the
device. On the Administrator Settings page of the device, change the user
authentication method to a mode other than the extended authentication
server (intermediate authentication server).

Authentication Manager 3-147



Setting by Purpose 4

M
4  Setting by Purpose

4.1 Performing device authentication using
Authentication Manager

Performing device authentication

On the top menu, select [Server Settings], and in the License
Management page, register Authentication Manager licenses.

Register the devices to be managed, referring to the Device Manager
User's Guide.

On the top menu, select [Authentication Manager], and in the Device
Management page, change the device authentication method from
"Manage".

— To specify the authentication method in detail, click the [Edit]
button to edit the target device. For details, refer to the relevant
help file or User's Guide.

Authentication Manager 4-1



Setting by Purpose 4

4.2 Restricting available device functions by user group
or user

Restricting device functions

On the top menu, select [Authentication Manager] - [Permission
Template Setting], and in the Register Template page, create a function
permission template.

— Here, specify the available functions.
On the top menu, select [Authentication Manager], and in the Basic

Settings (By User) page, assign the template created in step 1 to the
user group or user to be restricted.
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4.3 Switching available functions between devices in the
account track to which a user belongs and devices in
other account tracks
Function permissions can be restricted by switching a template, for example,

when permitting faxing only for devices in the account track to which the user
belongs.

Template setting

On the top menu, select [Authentication Manager] - [Permission
Template Setting], and in the Register Template page, create a function
permission template.

— Here, create multiple templates for each available function.
On the top menu, select [Authentication Manager], and in the

Advanced settings (By Device) page, assign the templates created in
step 1 to the user group or user to be restricted for each device.
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4.4 Linking with an existing Active Directory for
authentication

Linking with Active Directory

On the top menu, select [Authentication Manager], and in the External
Server Settings page, register an external server from "Register".

If Authentication Manager is already operated, register the device
again.

— For details on registering a device again, refer to "4.1 Performing
Device Authentication Using Authentication Manager".

— When performing authentication from a device, specify the external
server name registered in step 1.

— Using the Auto Sync function also enables you to automatically
synchronize user information of Authentication Manager and Active
Directory. For details, refer to "Specifying an external server" on
page 3-89.
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4.5 Simplifying authentication with IC card

Registering a card

Register card information, referring to "Registering Card Information"
in "3.1 IC Card Information".

On the top menu, select [Authentication Manager], and in the Device
Management page, connect the IC card to the device and register the
target device again from "Manage".
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4.6 Easilyregistering new card information for a user who
lost an IC card

Easily registering card information

=  On the top menu, select [Authentication Manager], and in the IC Card
Authentication Setting page, set the "Allow Self Registration" option to
the following value. Also allow re-registrations (overwrite) of new cards
— The default is set to "Allow new registrations only". This option
should be used as a temporary measure.

Authentication Manager 4-6



Setting by Purpose 4

4.7 Easily registering a card already registered as one of
other user

This function can be used when, for example, easily assigning a card of a
specific user to another user while user information such as counter totals is
still stored but the user account is not used.

Easily registering a card user

=  On the top menu, select [Authentication Manager], and in the IC Card
Authentication Setting page, set the "Allow Self Registration" option to
the following value. Also allow re-registrations (overwrite) of all cards
(lower security)
— The default is set to "Allow new registrations only". This option
should be used as a temporary measure.
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4.8 Using biometric authentication to enhance security
level

Performing biometric authentication

Purchase the biometric authentication license.
— For details, contact your sales company.

Install Gateway for Biometric Authentication Manager, referring to the
installation guide.

Install Plugin for Biometric Authentication Manager in the same
machine as for Authentication Manager, referring to the installation
guide.

Register the biometric authentication license.

On the top menu, select [Authentication Manager], and in the Biometric
Auth Server Setting page, configure the biometric authentication server
settings.

Use Registration Tool to create a biometric information file.

On the top menu, select [Authentication Manager] - [User List], and in

the Import page, import the file created in step 6 to Authentication
Manager from "Import from file".
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4.9 Using Public User
Configuring Public User Settings
On the top menu, select [Authentication Manager] - [Device

Management] - "Edit", and in the Object Device Setting page, change
the Public User settings.

— If necessary, you can apply the function permission for Public User
("Function Permission Setting for Public User").

Click the [Apply] button to confirm the contents.

Register the target device.
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4.10 Changing your password
Changing a password
Log on to Enterprise Suite.
On the top menu, select [Authentication Manager] - [Change

Password], and in the Change Password page, enter a new password
and click the [Apply] button.
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4.11 Performing counter management by job or work
besides user

Use the following steps to configure settings.

On the top menu, select [Authentication Manager] - [Account Track
List], and in the Register page, create an account track.

On the top menu, select [Authentication Manager] - [Device
Management] - "Edit", and in the Object Device Setting page, configure
the account track authentication settings.

— If necessary, you can specify whether a password is required for
account track authentication.

Click the [Apply] button to confirm the contents.

Register the target device.
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5 Troubleshooting

5.1 Problems on Device Management

Problem

Action

Message "Failed to establish
an SSL/TLS communication
with the device." appears.

Authentication Manager always uses SSL/TLS when having a
communication with a device.

(1) Use Web Connection to import a certificate to the device.
(2) In the network settings, set "Enable SSL" of OpenAPI to
"ON" or "Accept SSL communication only".

(3) In the network settings, set "Enable SSL" of TCP socket IF
to "ON".

For the detailed setting method, refer to the relevant User's
Guide of the device.

Message "The device is not
supported. Confirm the de-
vice." appears.

The HDD is not installed or recognized.
For details, contact your service representative.

Authentication Manager
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5.2 Problems on User Import

Problem

Action

An error message is dis-

played when importing a file
that was output using the ex-
port function for some users.

This error may occur when an export file has been obtained with-
out being encrypted.

If a user deletes a file after exporting it, the target user cannot im-
port the file without performing certain processing.

(1) Open the exported file using the spreadsheet application.

(2) Set "+" shown in the Password field of the target user as a
new password.

(3) Save the file.

(4) Import the file saved in step (3) using Authentication Manager.

For details on editing afile, refer to the relevant help file or User's
Guide.
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5.3 Problems on Authentication

Problem

Action

Authentication failed.

Try the following method.

(1) Pattern scanning is performed three times
when registering biometric information. For each
time, release your finger from the biometric au-
thentication device, and put your finger on the
device again.

(2) Relax and put your finger on the biometric au-
thentication device.

(3) Try to register biometric information with the
other finger.

(4) For authentication, put your finger on the bio-
metric authentication device in the same way as
when registering biometric information. (Authen-
tication will fail if your finger is bent or angled.)

No response is returned when a new IC card
or biometric authentication device has been
installed.

Register Authentication Manager again when a
new IC card or biometric authentication device
has been installed.

For details on registering Authentication Manag-
er, refer to the relevant help file or User's Guide.
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