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1.1 Welcome 1
S 1111
1 Introduction
1.1 Welcome
Thank you for purchasing this machine.
This User's Guide describes the functions, operating instructions, precautions for correct operation, and sim-
ple troubleshooting guidelines of this machine. In order to obtain maximum performance from this machine
and use it effectively, please read this User's Guide as necessary.
1.1.1 User's guides
Printed manual Overview
[Quick Guide Copy/Print/Fax/Scan Operations] | This manual describes operating procedures and the
functions that are most frequently used in order to en-
able you to begin using this machine immediately.
This manual also contains notes and precautions that
should be followed to ensure safe usage of this ma-
chine.
Please be sure to read this manual before using this
machine.
User's guide DVD manuals Overview
[User's Guide Copy Operations] This manual describes details on copy mode opera-
tions and the settings of this machine.
e Specifications of originals and copy paper
e Copy function
¢ Maintaining this machine
e Troubleshooting
[User's Guide Print Operations] This manual describes details on printer functions.
e Printer settings and operations
e Printer troubleshooting
[User's Guide Scan Operations] This manual describes details on scan functions.
e Scan settings and operations
e Scan troubleshooting
[User's Guide Fax Operations] This manual describes details on fax functions.
¢ Fax settings and operations
e Fax troubleshooting
[User's Guide Administrator Operations] This manual describes the functions or settings that
the administrator of the machine uses.
e Settings using the Control Panel
e Settings using PageScope Web Connection
1.1.2 User's Guide

This User's Guide is intended for users ranging from those using this machine for the first time to administra-
tors.

It describes basic operations, functions that enable more convenient operations, maintenance procedures,
simple troubleshooting operations, and various setting methods of this machine.

Note that basic technical knowledge about the product is required to enable users to perform maintenance
work or troubleshooting operations. Limit your maintenance and troubleshooting operations to the areas ex-
plained in this manual.

Should you experience any problems, please contact your service representative.
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Conventions used in this manual 1.2

1.2 Conventions used in this manual
1.2.1 Symbols used in this manual
Symbols are used in this manual to express various types of information.
The following describes each symbol related to correct and safe usage of this machine.
To use this machine safely
/A\ WARNING
. This symbol indicates that a failure to heed the instructions may lead to death or serious injury.
/A\ CAUTION
. This symbol indicates that negligence of the instructions may lead to mishandling that may cause injury
or property damage.
NOTICE
This symbol indicates a risk that may result in damage to this machine or documents.
Follow the instructions to avoid property damage.
Procedural instruction
v This check mark indicates an option that is required in order to use conditions or functions that are pre-
requisite for a procedure.
1 This format number "1" represents the first step.
2 This format number represents the order of serial steps. )
5 Th bol indicat | . anation of The operation pro-
is symbol indicates a supplementary explanation of a pro- _
cedural instruction. CeQUres are ‘?’e
scribed using
illustrations.
=> This symbol indicates transition of the Control Panel to access a desired menu item.
Copy > Original Size
Select original size.
Custom Size l| Executive | 16K
| | | 002
Cancel OK wlf W
This symbol indicates a desired page.
@ Reference
This symbol indicates a reference.
View the reference as required.
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1.2 Conventions used in this manual 1
Key symbols
[l
Key names on the Touch Panel or computer screen, or a name of user's guide are indicated by these brack-
ets.
Bold text

Key names on the Control Panel, part names, product names and option names are indicated in bold text.

1.2.2 Document and paper indications

Original and paper sizes

The following explains the indication for originals and paper described
in this manual.

When indicating the original or paper size, the Y side represents the
width and the X side the length.

Original and paper indications

@ indicates the paper size with the length (X) being longer than the
width (Y).

[d indicates the paper size with the length (X) being shorter than the
width (Y).
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21 Control Panel and functions

2 Control Panel Keys

This section describes the functions of the keys on the Control Panel.

2.1 Control Panel and functions

Press the keys on the Control Panel to use the Copy, Folder, E-mail, Fax, or other functions.

N
w
N
V)
(o))
N

Powerpave® F[x  E-thail _ Folller  Cclpy Re|set

g it i f il i 20

m

~|  Access ABC DEF

Te) (2] (3]  eme

\_

GHI JKL MNO E 8
wer ] T L6 s

PQRS TUV WXYZ
J CoJ (@ 9
Utility/Counter

) 0 g 7)), Start
C @)—10

Data : ’jL /

171615 14 13 12 11

No. Name Description

1 Touch Panel Various screens and messages are displayed. You can configure
various settings by directly pressing the Touch Panel.

2 Power Save Press to enter Sleep Mode. While the machine is in Sleep Mode,
the indicator on the Power Save key lights up in green and the
touch panel goes off. To cancel Sleep Mode, press the Power
Save key again.

3 Fax Press this key to enter Fax mode. While the machine is in Fax
mode, the indicator on the Fax key lights up in green.

Allows you to use this function if the Fax Kit FK-509 is installed and
the fax function is available.

For details on the fax function, refer to the [User's Guide Fax Op-
erations].

4 E-mail Press this key to enter Scan to E-mail mode. While the machine is
in Scan to E-mail mode, the indicator on the E-mail key lights up
in green.

For details on the Scan to E-mail function, refer to the [User's
Guide Scan Operations].

5 Folder Press this key to enter Scan to Folder mode. While the machine is
in Scan to Folder mode, the indicator on the Folder key lights up
in green.

For details on the Scan to Folder function, refer to the [User's
Guide Scan Operations].

6 Copy Press this key to enter Copy mode. While the machine is in Copy
mode, the indicator on the Copy key lights up in green.

For details on the copy function, refer to the [User's Guide Copy
Operations].

7 Reset Press this key to reset settings (except programmed settings) en-

tered using the Control Panel and Touch Panel.
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No. Name Description

8 Interrupt Press this key to enter Interrupt mode. While the machine is in In-
terrupt mode, the indicator on the Interrupt key lights up in green.
To cancel Interrupt mode, press the Interrupt key again.

9 Stop Pressing this key while copying, scanning or printing temporarily
stops the operation.

10 Start Press to start the copy, scan or fax operation.

11 Keypad Allows you to specify the number of copies. Allows you to enter the
magnification. Allows you to enter various settings.

12 C (Clear) Clears a value (such as the number of copies, a zoom ratio and
size) entered using the Keypad.

13 Error Indicator Flashes in orange if an error occurred.
Lights up in orange when the service representative is being called.

14 Data Indicator Flashes in blue while a print job is being received. Lights up in blue
when a print job is queued to be printed or while it is being printed.

15 Utility/Counter Press to display the [Utility Settings] screen. From the [Utility Set-
tings] screen, settings can be specified for the parameters in the
[Accessibility], [Meter Count], [Address Registration], [User Set-
tings], and [Admin Settings] screens.

16 Mode Memory Allows you to register (store) the desired copy/fax/scan settings as
a program or to recall a registered program.

17 Access If user authentication or account track settings have been applied,

press the Access key after entering the user name and password
(for user authentication) or the account name and password (for
account track) in order to use this machine.

While logged on, press the Access key to log off.
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2.2 Utility/Counter 2

2.2 Utility/Counter

Press the Utility/Counter key to display the Utility screen. You can configure the machine settings and check
its use status in the Utility menu screen.

=2 Press the Utility/Counter key.
Utility Settings
Select sub menu button.

Accessibility Meter Count \

A:_idresls User Settings \

g B
B

" |

i

| =
Settings
[Accessibility] Provides items on machine settings.
For details on [Accessibility], refer to the [User's Guide Copy Operations].
[Meter Count] Provides data on the operations made on the machine according to type
of operation.
For details on [Meter Count], refer to the [Quick Guide].
[Address Registration] Provides items on registration and deletion of addresses used on the ma-
chine.
For details on [Address Registration], refer to the [User's Guide Scan Op-
erations] and [User's Guide Fax Operations].
[User Settings] Provides setting items that can be operated by the user.
[Admin Settings] Provides setting items that can only be operated by the administrator of the
machine.
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2.3 Basic operations in Administrator Settings

2.3.1 Displaying the Administrator Settings screen

1 Press the Utility/Counter key.

Utility/Counter
)
O

2 Press[ | ].
Utility Settings
Select sub menu button.
Accessibility \ Meter Count \

ﬁ A:_idres_s \ User Settings \
AN 001
0 By
¥ |
3 Press [Admin Settings].

Utility Settings
Select sub menu button.
-

Admin Settings

|

BB
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23 Basic operations in Administrator Settings -

4 Enterthe password, and then press [OK].

= For details on setting or changing the password, refer to page 4-35.

The Administrator Settings screen appears.

Admin Settings
Select sub menu button.

Administrator

Authentication

= To finish configuring the Utility mode settings, press the Utility/Counter key.
= To return through the hierarchy of the Utility menu, press [Close] until the desired screen appears.
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3.1 Connecting to network

N 0
3 Using PageScope Web Connection

3.1 Connecting to network

3.1.1 Basic settings for TCP/IP communication
Configure settings to use this machine in the TCP/IP network environment.

These settings are required before using this machine via the network.

[TCP/IP]
In [Admin Settings] on the Control Panel, select [Ethernet] »» [TCP/IP].

@ Reference

For detalls on the menu structure of the [Ethernet] in the Control Panel, refer to page 4-171.

For details on how to use this machine in the IPv6 environment, refer to page 3-4.

TCP/IP
Select sub menu button.
-
Enable \ IP Address \
Subnet Mask \ Gateway \

" |

[Network Speed]

In [Admin Settings] on the Control Panel, select [Ethernet] »» [Network Speed].

@ Reference

For details on the menu structure of the [Network Speed] in the Control Panel, refer to page 4-14.

Network Speed
Select setting.
-
I | | 10Mbps | 10Mbps |
100Mbps | 100Mbps | 1Gbps |

Cancel | oK | w

b
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Connecting to network 3.1

3.1.2

Communicating using IPv6

Reference

° If the IPv6 environment does not operate normally, the machine cannot be connected to the IPv4 net-
work. In this case, disable settings for IPv6.

Configure settings for IPv6 communication.

These settings are required if you want use this machine with an IPv6 address assigned. You can use |IPv6
together with IPv4, but you cannot use IPv6 alone.

When you use this machine in an IPv6 environment, the following restrictions apply.

° No scanned data can be sent with SMB (but it is allowed for the Direct Hosting service).
° NTLM authentication is not supported (but it is allowed for the Direct Hosting service).
° You cannot use the IP filtering function.
[ ]

You cannot use the installer of the printer driver (available for Windows Vista/7/Server 2008/Server 2008
R2).

@ Reference

For details on the Direct Hosting service, refer to the sections listed below.

[Direct Hosting Settings] (p. 5-1317)

[TCP/IP]
In [Admin Settings] on the Control Panel, select [Ethernet] »» [TCP/IP].

For details on the menu structure of the [Ethernet] in the Control Panel, refer to page 4-11.
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3.2 Using PageScope Web Connection 3
3.2 Using PageScope Web Connection
Configure settings to use PageScope Web Connection.
PageScope Web Connection is a device management utility that is supported by the HTTP server built into
this machine. Using a Web browser on a computer connected to the network, you can change machine set-
tings and check the status of the machine. You can also handle some settings, which are to be configured
on the Control Panel of this machine, through your computer.
Use the following flowchart to configure settings. Clicking a step jumps to the associated procedure.
[TCP/IP]
Do you use SSL communi-
cation?
Yes No
| [Device Certificate] |
| [SSL/TLS Settings] |
| Finish |
3.21 [TCP/IP]
Configure settings to use this machine in the TCP/IP network environment.
For details, refer to page 3-3.
3.2.2 [Device Certificate]
Configure device certificate settings for encrypting communication from a computer to this machine using
SSL.
For details, refer to page 5-35.
3.2.3 [SSL/TLS Settings]

Select whether or not to use SSL in communication from a computer to the machine.

For details, refer to page 5-40.
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Logging in to the administrator mode 3.3

Logging in to the administrator mode

To configure this machine with PageScope Web Connection, log in to the administrator mode. The following

shows a procedure to log in to the administrator mode.

Reference
As many as 8 sessions (users and administrators) can log on to PageScope Web Connection at the

same time. These can be logged on as Administrator.

In the login page, select [Administrator] and click [Log in].

= If necessary, select the [Language].

Enter the administrator password of this machine.

>

|

IKONICA MINOLTA

>

&Sk Web Connection

Language
English (English)
Log in
() Public User

O Administrator

If an incorrect password is entered the specified number of times, it will no longer be possible to log
in to the administrator mode. To turn the Power Switch off and on, first turn the power off, and then

turn it on after 10 or more seconds have elapsed.

l
l

IKONICA MINOLTA

PAGE
I&SCOPE

Administrator Password

Web Connection

bizhub 42/36



3.3 Logging in to the administrator mode

3 Click [OK].

The administrator mode window

appears.

¥ Device Information

¥ Paper Source
» Ouiput Tray
¥ Storage
¥ Interface Information
¥ Consumables
b Counter
I Online Assistance
b mport/Export
I Date/Time Settings
I Machine Settings
¥ ROM Version
b Maintenance

I Notification Seitings

&Admmistratnr

gRe ady

Ready

[ pom | Swme | Adieer | Newess |

Device Status

Memory
HDD

Fax Board
Duplex
Paper Zoutce
Qutput Tray
Hetwotk

A dmindstrator Mame
Device Name
Device Location
Device Information

Engine Serial Humber

1536 MB

Installed

Installed

Installed

Trayl, Tray2, Tray3, Trayd Trayd

MainTray

Ethernet 10Base-T/100Base-TH/1000Base-T
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Specifying the Automatic Logout Time 3.4

Specifying the Automatic Logout Time

Configure time before auto logout from the administrator or user mode of PageScope Web Connection.

If no operation is performed for a predefined length of time, the user will automatically be logged out.

[Auto Logout]

In the administrator mode of PageScope Web Connection, select [Security] »» [Auto Logout] »» [Auto Lo-

gout].
&Adrmmstrawr
7,
gReady
Ready

b Authentication
Auto Logout

b Authentication Device Settings

» PKI Settings Admin hods Logout Time _ (1-60)

- User Made Logout Time (160

#IP Address Filtering Bpply

b IEFEB02.1X

P Limiting Access to Destination

Item Description

[Admin Mode Logout
Time]

Specify the time period before the user will automatically be logged out when

no operations have been performed in the administrator mode.

[User Mode Logout
Time]

Specify the time period before the user will automatically be logged out when

no operations have been performed in the user mode.
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4 [Admin Settings]

[Admin Settings] are used only by the administrator to adjust the settings. Logging on to Administrator Set-
tings requires the administrator password.

Admin Settings
Select sub menu button.

Machine \ Administrator \
Address \ Authentication \

¥ |

Settings

[Machine Settings]

Configure the basic functions of this machine.

[Administrator Registra-
tion]

Register administrator information and E-mail address of this machine.

[Address Registration]

The destination lists for [Address Book], [Group] and [Program] can be
printed.

[Authentication Setting]

Configure authentication settings.

[Ethernet]

Configure network settings.

[External Memory Print]

Configure external memory print settings.

[Job Timeout]

Configure job timeout settings.

[Copy Settings]

Configure the settings for copy functions to be used in copy operations.

[Print Settings]

Configure settings for the print operations.

[Maintenance Menu]

Configure machine maintenance settings.

[Folder Settings]

Configure settings on data stored on the machine HDD.

[Security Settings]

Configure settings to restrict the functions of this machine for processing
secret data.

[Restore Defaults]

Configure settings applied when restoring default on the machine.

[HDD Format]

Configure HDD format settings.

[Paper Empty]

Configure indication settings applied when paper runs out in a tray.

[Restriction Code Settings]

Configure settings to prevent our deprecated OpenAPI connection appli-
cation from being registered in this machine.

[Erase Job Log]

Configure job log deletion settings.

[Fax Settings]

Configure settings for the fax and network fax operations.
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4.1 [Machine Settings]

Configure the basic functions of this machine.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Machine Settings].
Machine Settings
Select sub menu button.
Sleep _Time \ Auto Povn_rer OFF
Auto Pgwer \ Date 8_1Time \

N ES
- |

|
Settings
[Sleep Time Setting] Set a time period before switching to the sleep mode when this machine is

not being operated. The following items can be set; [1 min.], [2 min.], [5

min.], [6 min.], [7 min.], [8 min.], [9 min.], [10 min.], [11 min.], [12 min.], [13

min.], [14 min.], [15 min.], [30 min.], [45 min.], [1 Hour], or [3 Hours].

Sleep mode refers to a power saving state into which the machine auto-

matically enters and in which the touch panel goes off if the machine is not

used over a period of time.

[Auto Power OFF Setting] Select whether or not to automatically turn the machine off.

[Auto Power OFF Time] Configure the time from 00:00 to 23:59 to automatically turn this machine
off.

This item is not displayed if [Auto Power OFF Setting] is set to [OFF].

[Date & Time Settings] [Date (xx.xx.xx)] Specify the current date.
The default setting is set in the order month, day,
then year (MM.DD.YY) for 120V model, month,
then year (DD.MM.YY) for 220V model (Europe),
and year, month, then day (YY.MM.DD) for 220V
model (Asia and China).

[Time] Specify the current time.

[Time Zone] Specify the time difference from UTC (Coordinate
Universal Time).

[Daylight Saving Time] [Enable] Specify whether to apply daylight saving time in
the time display on this machine.

[Offset] If [ON] is selected, this item displays the time that
is ahead of the current time by the specified
number of minutes.

This item is not displayed if the [Daylight Saving
Time] setting is disabled.

[List/Counter] [Job Settings List] The machine settings can be printed.

[Report Input Tray] Select the paper tray loaded with the paper used to print reports.
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[Machine Settings]

Settings

[Auto Reset Settings]

[Enable] Select whether or not to exit the current screen
and return to the home screen if the machine is
not used over a period of time.

@ Reference

If user authentication or enhanced se-
curity mode is enabled, the adminis-
trator settings mode or user
authentication mode /s logged off ac-
cording to the setting for System Auto
Reset Time.

[Auto Reset] Specify the period of time before the auto reset
function starts working.

[Priority Mode] Configure a screen to be displayed in the system
auto reset mode.

[Shift Output Each Job]

Select whether to shift the output paper for each job. This item is displayed
if the Finisher FS-529 is installed.

[Low Power Mode Setting]

Set whether or not exchanged to low power mode. Low power mode refers
to a power saving state into which the machine automatically enters and in
which the touch panel goes off if the machine is not used over a period of
time.

[LowPowerMode Time Set-
ting]

Set a time period before switching to the low power mode when this ma-
chine is not being operated. The following items can be set; [1 min.], [2
min.], [8 min.], [4 min.], [5 min.], [6 min.], [7 min.], [8 min.], [9 min.], [10 min.],
[11 min.], [12 min.], [13 min.], [14 min.], [15 min.], [80 min.], [45 min.], [1
Hour], or [3 Hours]. The low power switching time is always as long as the
sleeping time. If the switching time is longer, the sleep mode may come be-
fore the low power mode.

This item is not displayed if [Low Power Mode Setting] is set to [OFF].

Factory default
[Sleep Time Setting] bizhub 42
[1 Hour]
bizhub 36
[45 min.]
[Auto Power OFF Setting] This value varies depending on the area.
[Time Zone] [00:00]
[Daylight Saving Time] [OFF]
[Report Input Tray] [Tray 2]

[Auto Reset Settings]

[Enable]: [ON]
[Auto Reset]: [1]
[Priority Mode]: [Home]

[Shift Output Each Job] [ON]
[Low Power Mode Setting] | [ON]
[LowPowerMode Time Set- | [15 min.]

ting]
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4.2 [Administrator Registration]

Register administrator information and E-mail address of this machine.

v The device name entered under the Machine Settings may not be supported by your operating system.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Administrator Registration].
Administrator Registration
Select sub menu button.
Adm!nistr_ator \ Machine \

o

| § " |

Settings

[Administrator Registra- Register the name of the administrator, extension number(s), E-mail ad-

tion] dress of the administrator.
The E-mail address of the administrator can be used as From address in
E-mails and Internet Fax sent from the machine. Notification on the status
of the machine is sent from the administrator's E-mail address.

[Machine Settings] Register the device name and E-mail address of this machine. The E-mail
address is set as the From address for E-mail transmission and Internet
Fax by default.

Factory default

[Device Name] The default abbreviation is input for the device name. If necessary, it can

be changed freely.
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4.3

[Address Registration]

4.3

4.3.1

[Address Registration]

Print the lists of addresses registered in Address Book, Groups, and Programs.

For details, refer to the [User's Guide Fax Operations] and [User's Guide Scan Operations].

[Address Book]

Output the addresses registered in Address Book according to type of transmission.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Address Registration] »» [Address Book] »» [Ad-

Address Book
Select sub menu button.
-

dress Book].

Address Book \ Group \
Program \

e

| S - |
Settings
[E-mail] Individual lists of addresses registered in Address Book are printed ac-
o cording to type of transmission.
[FTP] [Start Number]: Select this button to specify the start number of the desti-
[WebDAV] nation numbers you wish to output to the list.
[Number of Addresses]: Select this button to specify the number of ad-
[SMB] dresses to be output to the list.
[Fax] [List Output]: Select this button to output the list of address book destina-
tions defined by [Start Number] and [Number of Addresses].
[Internet Fax] [Fax] and [Internet Fax] are displayed when the optional Fax Kit FK-509 is
installed.
Factory default
[Start Number] [1]
[Number of Addresses] [100]
[List Output] [Print]
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[Address Registration] 4.3

4.3.2 [Group]
Output the addresses registered in Groups.
=2  Press the Utility/Counter key »» [Admin Settings] »» [Address Registration] »» [Address Book] »»
[Group].
Group
Select sub menu button.
Start Number \ Ni ulml ber of \
List Output \
001
| ¥

Settings
[Start Number] Select this button to specify the start number of the destination numbers

you wish to output to the list.
[Number of Addresses] Select this button to specify the number of addresses to be output to the

list.
[List Output] Select this button to output the list of group destinations defined by [Start

Number] and [Number of Addresses].
Factory default
[Start Number] [1]
[Number of Addresses] [20]
[List Output] [Print]
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4.3

[Address Registration]

4.3.3

[Program]

Output the addresses registered in Programs.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Address Registration] »» [Address Book] »» [Pro-

gram].
Program
Select sub menu button.
E-mail \ FTP \
WebDAV \ SMB \
001
88
| S " |
Settings
[E-mail] Individual lists of addresses registered in Programs are printed according
FTP to type of transmission.
[FTP] [Start Number]: Select this button to specify the start number of the desti-
[WebDAV] nation numbers you wish to output to the list.
[Number of Addresses]: Select this button to specify the number of ad-
[SMB] dresses to be output to the list.
A Book [Li;t Output]: Select this button to output the list of program destinations
[Address Book] defined by [Start Number] and [Number of Addresses].
[Group Address] [Fax] and [Internet Fax] are displayed when the optional Fax Kit FK-509 is
installed.
[Fax]
[Internet Fax]
Factory default
[Start Number] 1]
[Number of Addresses] [50]
[List Output] [Print]
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4.4 [Authentication Setting]

Configure the authentication settings to control the use of this machine.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Authentication Setting].
Authentication Setting
Select sub menu button.
: User List_ \ Log_out C_onfir— \
Car_d : \

-

Settings

[User List Display Setting] Select this button to specify whether or not to make the key that displays
the list of registered users grayed out. This item is enabled when the en-
hanced security settings are disabled.

[Logout Confirmation Dis- Configure whether to display the logout confirmation screen when you
play] press the Access key to log out.
[Card Authentication] Select this button to configure the relationship between users and IC cards

if IC card authentication is enabled.

This item is displayed when the Authentication Unit AU-201 is installed.
[All]: Select this button to display registered users.

[Search]: Select this button to search registered users.

For the relationship between users and IC cards, refer to page 7-5.

Factory default
[User List Display Setting] [OFF]

[Logout Confirmation Dis- [OFF]
play]
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4.5 [Ethernet]

4.5 [Ethernet]

Configure network settings.

These settings are required before using this machine via the network.

4.5.1 [TCP/IP]

Specify network settings for the machine.
If you change the setting items below and exit the Ethernet menu, the machine is rebooted.

[Enable]
[DHCP]
[BOOTP]

[ARP/PING]

[SLP]
[SNMP]

[IPv6]-[Enable]
[Auto Setting]

=2  Press the Utility/Counter key »» [Admin Settings] »» [Ethernet] »» [TCP/IP].

TCP/IP
Select sub menu button.
Enable \ IP Address \

Subnet Mask \ Gateway \

001 -

B
¥ |

| S
Settings
[Enable] Select the TCP/IP setting.
[ON]: Enables the TCP/IP setting.
[OFF]: Disables the TCP/IP setting. ltems except for this one are not dis-
played.
[IP Address] To directly specify the IP address, enter the IP address of this machine.

Format: *.*.*.* (Asterisk * can be 0 to 255)
If the IP address is specified here, the following items are set to [OFF].

¢ DHCP
« BOOTP
« ARP/PING

[Subnet Mask]

When directly entering the IP address, configure the subnet mask of the
network to be connected.
Format: *.*.*.* (Asterisk * can be 0 to 255)

[Gateway] When directly entering the IP address, specify the default gateway of the
network to be connected.

Format: *.*.*.* (Asterisk * can be 0 to 255)

[DHCP] If there is a DHCP server on the network, specify whether the IP address
and other network information are automatically assigned by the DHCP
server.

If the IP address is manually specified, [DHCP] is automatically set to
[OFF].
[BOOTP] If there is a BOOTP server on the network, specify whether the IP address

and other network information are automatically assigned by the BOOTP
server.

If the IP address is manually specified, [BOOTP] is automatically set to
[OFF].
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Settings
[ARP/PING] Select whether or not the ARP/PING command is used when the IP ad-
dress is assigned.
If the IP address is manually specified, [ARP/PING] is automatically set to
[OFF].
[HTTP] Select whether or not to enable HTTP.
[FTP] Select whether or not to enable the FTP server.
[Telnet] Select whether or not to enable Telnet transmissions.
[Bonjour] To display the machine as a connected device via Bonjour, select [Enable].
[Dynamic DNS] Select [Enable] when automatically registering the host name with the DNS
server that supports the Dynamic DNS function.
[IPP] To use IPP print, select [Enable].
[RAW Port] [Enable] To use RAW port (Port 9100) print, select [Yes].
[Bidirectional] Select whether or not to enable RAW port bidirec-
tional communication.
If the RAW port setting is disabled, this item is not
displayed.
[SLP] Select whether or not to enable SLP.
[SMTP] Select whether or not to enable E-mail transmission operations for this ma-
chine.
[SNMP] Select whether or not to enable SNMP.
[WSD Print] Select whether or not to enable WSD printing.
[IPSec] Select whether or not to enable IPsec.
[IP Address Filter] [Permit Access] Select [Enable] to allow access from certain IP
addresses.
[Deny Access] Select [Enable] to deny access from certain IP ad-
dresses.
[IPv6] [Enable] [ON]: Enable the IPv6 Setting.
[OFF]: Disable the IPv6 Setting. Buttons except
for this one are not displayed.
[Auto Setting] To obtain the IPv6 address automatically, select
[Enable].
[Link Local] Displays the link-local address generated from
the MAC address.
[Global Address] Displays the global address.
[Gateway Address] Displays the gateway address.
Factory default
[Enable] [ON]
[IP Address] [0.0.0.0]
[Subnet Mask] [0.0.0.0]
[Gateway] [0.0.0.0]
[DHCP] [ON]
[BOOTP] [OFF]
[ARP/PING] [OFF]
[HTTP] [Enable]
[FTP] [Enable]
[Telnet] [Enable]
[Bonjour] [Enable]
[Dynamic DNS] [Disable]
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4.5 [Ethernet] 4
Factory default
[IPP] [Enable]
[RAW Port] [Enable]: [Yes]
[Bidirectional]: [OFF]
[SLP] [Enable]
[SMTP] [Enable]
[SNMP] [Enable]
[WSD Print] [Enable]
[IPSec] [Disable]
[IP Address Filter] [Permit Access]: [Disable]
[Deny Access]: [Disable]
[IPv6] [Enable]: [ON]
[Auto Setting]: [Enable]
4.5.2 [Netware]
Specify Netware setting.
If you change this setting and exit the Ethernet menu, the machine is rebooted.
=2 Press the Utility/Counter key »» [Admin Settings] »» [Ethernet] »» [Netware].
Netware
Select setting.
Cancel | OK |
" |
Settings
[Enable] Select whether or not to enable NetWare.
[Disable]
Factory default
[Netware] [Disable]
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[Ethernet] 4.5

4.5.3 [AppleTalk]
Specify AppleTalk setting.
=2 Press the Utility/Counter key »» [Admin Settings] »» [Ethernet] »» [AppleTalk].
AppleTalk
Select setting.
Cancel | OK |
| S - |
Settings
[Enable] Select whether or not to enable AppleTalk.
[Disable]
Factory default
[AppleTalk] \ [Enable]
4.5.4 [Network Speed]
Specify Network speed setting.
=2  Press the Utility/Counter key »» [Admin Settings] »» [Ethernet] »» [Network Speed].
Network Speed
Select setting.
100Mbps | 100Mbps | 1Gbps |
| | | 001
Cancel OK wlf
| S - |
Settings
[Auto] Select whether or not to enable network speed.
[10Mbps Full Duplex]
[10Mbps Half Duplex]
[100Mbps Full Duplex]
[100Mbps Half Duplex]
[1Gbps Full Duplex]
Factory default
[Network Speed] [Auto]
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4.5 [Ethernet] 4

455 [IEEES802.1X]

If you use this machine in a wired LAN environment having the IEEE802.1x authentication system, you must
configure the supplicant (authentication client) function of this machine.

If you change this setting and exit the Ethernet menu, the machine is rebooted.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Ethernet] »» [IEEE802.1X].

IEEE802.1X
Select setting.
Cancel | 0K |

| 8 ’ |
Settings
[Enable] Select whether or not to enable IEEE802.1X.
[Disable]
Factory default
[[EEE802.1X] ‘ [Disable]

4.5.6 [Binary Division]
Select whether or not transmission data is divided.

If the E-mail software that received an E-mail does not have a restoration function, you may not be able to
read the E-mail.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Ethernet] »» [Binary Division].

Binary Division
Select setting.
-
u “
Cancel | oK |

| § " |
Settings
[ON] Select whether or not to enable binary division.
[OFF]
Factory default
[Binary Division] [OFF]
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[Ethernet] 4.5

4.5.7 [S/MIME Comm. Setting]
Select whether or not to use S/MINE communication when sending E-mails from the machine.
=2 Press the Utility/Counter key »» [Admin Settings] »» [Ethernet] »» [S/MIME Comm. Setting].
S/MIME Comm. Setting
Select sub menu button.
S/MIME \ _Digital \
Encryption \
001
| S - |
Settings
[S/MIME Enabled] Select the S/MIME communication setting.
[Enable]: Enable the S/MIME setting.
[Disable]: Disable the S/MIME setting. Items except for this one are grayed
out.
[Digital Signature] Select whether or not to attach a digital signature in S/MIME communica-
tion.
[Encryption Method] Specify the E-mail text encryption format.
Factory default
[S/MIME Enabled] [Disable]
[Digital Signature] [Do not add signature]
[Encryption Method] [BDES]
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4.6 [External Memory Print]

4.6 [External Memory Print]

Use the setting to print data stored in the external memory.

=2 Press the Utility/Counter key »» [Admin Settings] »» [External Memory Print].

External Memory Print
Select setting.
-

| § - |

Settings

[Enable] Select whether or not to enable the External Memory Print function.
[Disable]

Factory default

[External Memory Print]

@ Reference

For details on how to print data from the external memory, refer to [User's Guide Printer Operations].

[Enable]
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4.7 [Job Timeout]

Specify the amount of time applied to job timeout.
=2  Press the Utility/Counter key »» [Admin Settings] »» [Job Timeout].

Job Timeout
Enter value.
-

5-> 300

oo ([ =)+

| § - |

Settings

[Job Timeout] ‘ Specify the amount of time applied to any single job sent from the machine.
Factory default

[Job Timeout] ‘ [15]
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4.8 [Copy Settings]

4.8 [Copy Settings]

Configure the settings used by the copy functions.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Copy Settings].
Copy Settings
Select sub menu button.
Specify Tray \ P_ape_:r \

o

| § - |

Settings
[Specify Tray When APS Configure which paper tray to be selected when the APS (Auto Paper) set-
OFF] ting is canceled.

[Tray Before APS ON] | Uses the paper tray specified before the APS was

selected.

[Default Tray] Uses Tray 2.

[Paper Priority] Specify the paper tray that is normally used.

Factory default

[Specify Tray When APS [Tray Before APS ON]
OFF]

[Paper Priority] [Tray 2]
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4 [Print Settings] 4.9
4.9 [Print Settings]
Configure printer settings.
4.9.1 [Startup Page Setting]
Select whether or not a startup page is printed when the machine is turned on.
=2  Press the Utility/Counter key »» [Admin Settings] »» [Print Settings] »» [Startup Page Setting].
Startup Page Setting
Select setting.
“ “
Cancel | OK |
| § > |
Settings
[ON] Select [ON] to print a startup page (Configuration page) when the power of
the machine is turned on.
[OFF]
Factory default
[Startup Page Setting] ‘ [OFF]
4.9.2 [Auto Continue]

Select whether or not to continue printing if the size and type of paper is different from the one specified by
the print job.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Print Settings] »» [Auto Continue].

Auto Continue

Select setting.

“ “
Cancel | 0K |

| § ¥ |
Settings
[ON] Select whether or not to continue printing if the size and type of paper of a
[OFF] print job is different from the one loaded in the specified paper feed tray.
Factory default
[Auto Continue] [OFF]

4-20
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4.9 [Print Settings]

4.9.3 [Paper]

Specify the paper to be used unless you specify an alternative.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Print Settings] »» [Paper].

Paper
Select sub menu button.
-

Default Paper \ Ml el a.sl uirelml. ot \

001 -
Sk

Settings

[Default Paper]

[Paper Size]

Select the paper size.

[Custom Size]

Specify odd size paper.

[Width]: Specifies the paper width. (3.55 to 11.69
inches (90 to 297mm))

[Length]: Specifies the paper length. (5.50 to
14.00 inches (140 to 356 mm))

These settings can be specified if [Paper Size] is
set to [Custom Size].

[Paper Type]

Select the paper type.

[Measurement Unit Setting]

Factory default

Select the measurement units.

[Paper Size]

[Letter] ([A4])

[Custom Size]

This value varies depending on the area.

[Paper Type]

[Plain Paper]

[Measurement Unit Setting]

This value varies depending on the area.
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4-21



4 [Print Settings] 4.9

4.9.4 [Hold Job Timeout]

Specify the period of time before jobs saved on the hard disk are deleted.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Print Settings] »» [Hold Job Timeout].

Hold Job Timeout

Select setting.

-

bisable | | thow || avews |
1 Dai | 1 Week I

I I 001
Cancel OK @

Settings

[Disable] Specify the length of time until print jobs saved on the hard disk are delet-
[1 Hour] ed.

[4 Hours]
[1 Day]

[1 WeekK]

Factory default
[Hold Job Timeout] [Disable]
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4.9 [Print Settings] 4
4.9.5 [Quality Settings]
Configure image quality settings.
=2  Press the Utility/Counter key »» [Admin Settings] »» [Print Settings] »» [Quality Settings].
Quality Settings
Select sub menu button.
Brightness \ Contrast \
Halftone \ i | Edge | \
001
| S - |
Settings
[Brightness] The brightness of the printed image can be adjusted.
[Contrast] Adjust the copy density balance.
[Halftone] [Image Printing] Select how halftones in images, text and graphics
Printi are reproduced.
[Text Printing] [Line Art]: Halftones are reproduced with high
[Graphics Printing] precision.
[Detail]: Halftones are reproduced with detail.
[Smooth]: Halftones are reproduced with smooth-
ness.
ge Enhancemen mage Printing ges of characters, graphics, and images are
[Edge Enh t] [l Printing] Ed f ch t hi di
. emphasized so that small characters are made
[Text Printing] more visible.
[Graphics Printing]
[Edge Strength] Select the desired amount that edges are emphasized.
conomy Prin elect whether to print graphics with a adjusted density by reducing the
[E Print] Select whether to print hi ith a adjusted density by reducing th
amount of toner that is used.
[Gradation Adjustment] [Tone Calibration] Select whether or not to enable image quality ad-
justment.
[Density] Adjusts the density of Highlight, Middle, and
Shadow.
Factory default
[Brightness] [0]
[Contrast] [0]
[Halftone] [Image Printing]: [Detail]
[Text Printing]: [Line Art]
[Graphics Printing]: [Detail]
[Edge Enhancement] [Image Printing]: [OFF]
[Text Printing]: [ON]
[Graphics Printing]: [ON]
[Edge Strength] [Middle]
[Economy Print] [OFF]
[Tone Calibration] [ON]
[Density] [Highlight]: [0]
[Middle]: [0]
[Shadow]: [0]
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4.9.6 [Emulation]

Configure default of printer languages and fonts.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Print Settings] »» [Emulation].

Emulation
Select sub menu button.
-

Defau_lt

PCL \

—
——

Close

001 -
Sk

Settings

[Default Emulation]

Select the machine emulation language.
If [Auto] is selected, the machine automatically selects the machine emu-
lation language from the data stream.

[PS]

[Wait Timeout]

Specify the time until an error is determined to be
a PostScript error.
If [O] is selected, no timeout is performed.

[Print PS Errors]

Select whether or not an error page is printed
when a Postscript error occurs.

[PS Protocol]

Select the protocol for data transmissions with a
PostScript data stream.

If [Auto] is selected, the machine automatically
selects an applicable protocol from the data
stream.

[PCL]

[CR/LF Mapping]

Select the definitions of the CR/LF codes in the
PCL language.

[Line/Page]

Specify the number of lines per page in the PCL
language.

[Font Setting]

e [Font Number]: Specify the default font in the
PCL language. The font numbers that appear
correspond to the PCL font list.

e [Pitch Size]: Specify the font size in the PCL
language. If the setting selected for [Font
Number] is for a bitmap font, [Pitch Size] ap-
pears. If the setting selected for [Font
Number] is for an outline font, [Point Size] ap-
pears.

e [Symbol Set]: Specify the symbol set used
with the PCL language.

[XPS]

Factory default

[Digital Signature]

Select whether or not to enable XPS digital signa-
tures.

[Print XPS Errors]

Select whether or not an error report is printed af-
ter an XPS error has occurred.

[Default Emulation]

[Auto]

[Wait Timeout]

[0]

[Print PS Errors]

[OFF]

[PS Protocol]

[Auto]

[CR/LF Mapping]

[CR=CR LF=LF]
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4.9 [Print Settings]

Factory default
[Line/Page] This value varies depending on the area.
[Font Setting] [Font Number]: [000]

[Symbol Set]: [PC8]

[Digital Signature]

[Disable]

[Print XPS Errors]

[ON]

bizhub 42/36
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4 [Maintenance Menu] 4.10

410 [Maintenance Menu]

Configure machine adjustment settings.

4.10.1  [Print Menu]

Print error logs, halftone patterns, and reports.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Print Menul].

Print Menu
Select sub menu button.

Black

Event

Black Black

¥ |

i

bt

| §

Settings

[Event Log] Select this button to print event logs such as error history and consumable
replacement history.

[Black 64] Prints the halftone pattern using a 25% density.

[Black 128] Prints the halftone pattern using a 50% density.

[Black 256] Prints the halftone pattern using a 100% density.

[Gradation] Prints the gradation pattern.

[Activity Report] Select this button to print reports where transmission and reception are re-
_clz_glrg (iatg.m is displayed if the Fax Kit FK-509 is installed.

[Scan Send Report Print] Select this button to print reports where scan transmission is recorded.

[Scan Event Log] Select this button to print reports where errors that have occurred in scan-
ner are recorded.
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4.10 [Maintenance Menu]

4.10.2 [Printer Adjustment]

Adjust the starting print position and defective print images caused by paper type features.

@ Reference

The starting print position is factory-adjusted. Normally, you are not required to change the set values.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Printer Adjustment].

Printer Adjustment
Select sub menu button.

Leading Edge

Lead Edge Adj. \

Leading Edge

Side Edge \

]

Close

001 -
£ > kS
i

Settings

[Leading Edge Adjustment]

[Plain Paper]

[Thick 1]

[Thick 2]

[Envelope]

[Transparency]

Adjust the top margin for various types of media.
For details, refer to page 4-29.

[Leading Edge Adj. Side 2
(Dx)]

Adjust the top margin for media fed from each paper tray with 2-sided

printing.

For details, refer to page 4-29.

[Leading Edge Adjustment | [Tray 1] Adjust the top margin for media fed from each pa-
Tray] per tray.
[Tray 2] For details, refer to page 4-29.
[Tray 3]
[Tray 4]
[Tray 5]
[Side Edge Adjustment] [Tray 1] Adjust the side margins for media fed from each
paper tray.
[Tray 2] For details, refer to page 4-30.
[Tray 3]
[Tray 4]
[Tray 5]
[Left ADJ Duplex] [Tray 1] Adjust the side margins for media fed from each
o paper tray with 2-sided printing.
[Tray 2] For details, refer to page 4-30.
[Tray 3]
[Tray 4]
[Tray 9]

[Engine DipSW]

[Engine DipSW 1] to
[Engine DipSW 28]

Use to change engine settings.

Normally, there is no need to change the settings.
If it becomes necessary to change the settings,
contact your service representative.
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Settings

[Feed Zoom] [Plain Paper] Adjust the feed direction zoom ratio of paper
[Thick 1] types.
[Thick 2]
[Envelope]

[Paper Separation Adjust- [First Side] Adjust the paper position where the two sides are

ment]

[Second Side] separated for 2-sided print.

[Gradation Adjustment]

Adjust irregular gradation levels of print images.

[Max. Density Adjust- | This function is useful when the required printing
ment] result is not obtained, for example, the printing
density is too high or too low. Scan the amount of
toner adhered on an output test pattern, and ad-
just to the optimal density.

For details, refer to page 4-31.

[Gradation Adjust- This function is useful when a print image is not
ment] reproduced with consistent density. Scan the
density of an output test pattern and adjust to the
optimal gradation.

For details, refer to page 4-32.

[Max Image Density Adj]

This function is useful when the required printing result is not obtained, for
example, the printing density is too high or too low. Adjust the amount of
toner that is to be adhered to the paper based on the printing density value
set to the highest level in order to fine-adjust the entire printing density set-
ting (@amount of toner).

If the required printing density result is not obtained after the maximum im-
age density has been adjusted, contact your service representative.

[Replenish Toner]

Factory default

Directly after replacing the toner bottle or after printing a large number of
originals with many black areas, the machine cannot sufficiently replenish
the toner, and printing density may fall temporarily. In this case, using this
function forcibly replenishes the toner.
Press Start to start replenishing toner.

[Paper Separation Adjust-
ment]

[0.0mm]

[Max Image Density Adj]

0]
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[Leading Edge Adjustment]

Adjust the starting print position at the leading edge of each type of paper (with respect to the paper feed
direction).

v

Only 8-1/2 x 11 [§ (A4 [d) paper can be used to adjust the Bypass Tray.

Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Printer Adjustment] »»
[Leading Edge Adjustment].

= To adjust the starting print position at the leading edge of the second side for 2-sided printing (with
respect to the paper feed direction), press [Leading Edge Adj. Side 2 (Dx)].

Select a paper type to be adjusted.
Load the paper into the Tray 1 (Bypass Tray).

Press the Start key.
A test pattern is printed.

Check that the distance from the starting print position of the test
pattern to the edge of the paper (a) is 3/16 inches (4.2 mm). »

- Press [+] or [-] to adjust the width.
Press the Start key to print a test pattern.

Press [OK].

a: 4.2 mm

[Leading Edge Adjustment Tray]
Adjust the starting print position at the leading edge of each paper tray (with respect to the paper feed direc-

tion).
v

Only 8-1/2 x 11 [§ (A4 [d) paper can be used to adjust the each tray.

Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Printer Adjustment] »»
[Leading Edge Adjustment Tray].

Select a paper tray to be adjusted.
Load the paper into the selected paper tray.

Press the Start key.
A test pattern is printed.

Check that the distance from the starting print position of the test
pattern to the edge of the paper (a) is 3/16 inches (4.2 mm). »

= Press [+] or [-] to adjust the width.
Press the Start key to print a test pattern.

Press [OK].

a: 4.2 mm
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[Side Edge Adjustment]

Adjust the print position at the side edge of each paper tray (with respect to the paper feed direction).

4
1

Only 8-1/2 x 11 [§ (A4 [d) paper can be used to adjust the each tray.

Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Printer Adjustment] »»
[Side Edge Adjustment].

= To adjust the print position at the side edge of the second side for 2-sided printing (with respect to
the paper feed direction), press [Left ADJ Duplex].

Select a paper tray to be adjusted.

Press the Start key.
A test pattern is printed.

Check that the difference between (b) and (c) (distance between
the side edge of paper and the print position) is 0 + 1/16 inches (0 »
+ 1.0 mm).

- Press [+] or [-] to adjust the width.
Press the Start key to print a test pattern.

Press [OK].

b-c: 0£1.0 mm
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[Max. Density Adjustment]

This function is useful when the required printing result is not obtained, for example, the printing density is
too high or too low. Scan the amount of toner adhered on an output test pattern, and adjust to the optimal
density.

v

4
4

00 N O G~ WD

©

11

12

13
14

Before correcting the maximum density, fine-adjust the printing density (amount of toner) using [Max.
Image Density Adj].
After correcting the maximum density, be sure to also correct the gradation.

If the required printing density result is not obtained even after the maximum density has been correct-
ed, contact your service representative.

Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Printer Adjustment] »»
[Gradation Adjustment].

Gradation Adjustment
Select sub menu button.
-
Max. Density \ Gradation \

o

Press [Max. Density Adjustment].

Press [Print].

Press [OK].

Two test pattern are printed.

Press [Scan].

Place the first printed test pattern on the Touch Panel in the orientation displayed in the Original Glass.

Place 10 or more sheets of blank paper on top of the test pattern to prevent it from becoming transpar-
ent.

Close the ADF.

Press the Start key.

The test pattern is scanned.

Place the second printed test pattern on the Touch Panel in the orientation displayed in the Original
Glass.

Place 10 or more sheets of blank paper on top of the test pattern to prevent it from becoming transpar-
ent.

Close the ADF.

Press the Start key.

The test pattern is scanned.
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[Gradation Adjustment]

This function is useful when a print image is not reproduced with consistent density. Scan the density of an
output test pattern and adjust to the optimal gradation.

1 Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Printer Adjustment] »»
[Gradation Adjustment].

Gradation Adjustment
Select sub menu button.
Max. Density \ Gradation \

B

A ’ |
2 Press [Gradation Adjustment].
3 Press [Print].
4 Press [OK].
5 Atest pattern is printed.
6 Press [Scan].
7 Placethe printed test pattern on the Touch Panel in the orientation displayed in the Original Glass.
8 Place 10 or more sheets of blank paper on top of the test pattern to prevent it from becoming transpar-
ent.
9  Close the ADF.

10 Press the Start key.

The test pattern is scanned.
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4.10.3 [Drum Dry]

Perform Drum Dry to prevent condensation around the photo conductor.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Drum Dry].

Drum Dry
Select setting.
-
Cancel | 0K |

Settings

[Drum Dry] If the room temperature changes rapidly or the humidity is high, dew may
form around the photo conductor in this machine, causing smudgy images
to be generated. In this case, using this function removes dew condensa-
tion from around the photo conductor.

Press [Execute], and press [OK] to start drum dry processing.

4.10.4 [Finisher Settings]
Adjust the width of the paper alignment plate to align the output sheets of paper.
v This item is available if the Finisher FS-529 is installed.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Finisher Settings].
Finisher Settings
Select sub menu button.

Aligp[nent Plate \ Aligprpent P.Iate \

o

[Paper Alignment Plate Settings]
Adjust the width of the paper alignment plate to align the output sheets of paper.

1 Press the Utility/Counter key »» [Admin Settings] »» [Maintenance Menu] »» [Finisher Settings] »»
[Alignment Plate Position (Side)] or [Alignment Plate Position (Back)].

2  Selectthe paper alignment plate position.
3 Press [+] or [-] to adjust the position.

4 Press [OK].
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4.11 [Folder Settings]

Specify the processing method of data saved in the hard disk.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Folder Settings].
Folder Settings
Select sub menu button.
Auto Del \ Auto Docu_ment \
Docume_nt Hold \

o

| 8 a
Settings
[Auto Del Interval] Select the length of time until files saved on the hard disk are automatically
deleted.
[Auto Document Delete The administrator can specify the period between the time when docu-
Time] ments are saved and the time when they are automatically deleted.
[Document Hold Setting] Select whether or not to save documents when transmitting or printing
them.
Factory default
[Auto Del Interval] [Erase Disabled]
[Auto Document Delete [1 Day]
Time]
[Document Hold Setting] [Disable]
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412 [Security Settings]

Configure the settings for the restricting the functions of this machine for processing secret data.

4.12.1 [Administrator Password]

Change the administrator password.

v/ The administrator password can be entered using 0 through 8 digits.
v If password rules are specified, an 8-digit password must be entered.

v Ifyou enter an incorrect administrator password a configured number of times, you are prohibited from
using this machine. In this case, turn the power of the machine off and on again.

1 Press the Utility/Counter key »» [Admin Settings] »» [Security Settings] »» [Administrator Password].

Administrator Password
Set Password.
-

| Password

| Password

I

Cancel | OK |

Factory default
[Administrator Password] 12345678

2 Pressthe upper [Password] button, enter a new administrator password, and press [OK].
3 Press the lower [Password] button, enter a new administrator password, and press [OK].

4 Press [OK].

The password is changed.

@ Reference

To configure password rule settings.

Press the Utility/Counter key »» [Admin Settings] »» [Security Settings] »» [Security Details] »» [Password
Rules].
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4.12.2

[Security Details]

Configure security detail settings to restrict the functions of this machine. You can restrict the functions to

enhance security.

=>  Press the Utility/Counter key »» [Admin Settings] »» [Security Settings] »» [Security Details].

Security Details
Select sub menu button.

Password Rules

Registgring and \
Hide Personal \

Manual Destina-

Close

01

001
£ 5 BN
- |

Settings

[Password Rules]

Configure whether to enable the password rules.

When enabled, the restrictions are applied to the following passwords. The
set passwords must be changed to ones that meet the conditions.

¢ Administrator Password

e User password

e Account password

e SNMP password

e Secured Job password

<Conditions of the password rules>

e Specify a password in 8 or more digits.

e Uppercase and lowercase letters are differentiated.

¢ Only half-width symbols can be used. For some of the passwords,
specification of "', "\", """, "#", and "space" is restricted.

e A password that consists of a repetition of the same character cannot
be specified.

¢ The same password as one before being changed cannot be regis-
tered.

[Registering and Changing
Addr.]

Select whether or not to prohibit editing of the address book. If [Restrict] is
selected, the address book cannot be edited.

[Manual Destination Input]

Specify whether to allow manual destination input. If [Restrict] is selected,
destinations for fax and scan operations cannot be entered directly.

[Hide Personal Data]

Select whether or not to display transmission destinations in the job log. If
[ON] is selected, transmission destinations are not displayed.

[Disable Job History Dis-
play]

Select whether or not to display the communication log. If [ON] is selected,
the communication log is not displayed.

[Restrict Scan to USB]

Select whether or not to prohibit the Scan to USB function. If [Restrict] is
selected, the Scan to USB function cannot be used.

Factory default

[Password Rules] [OFF]
[Registering and Changing | [Allow]
Addr.]

[Manual Destination Input] [Allow]
[Hide Personal Data] [OFF]
[Disable Job History Dis- [OFF]
play]

[Restrict Scan to USB] [Allow]
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4.12.3

[Enhanced Security Mode]

If Enhanced Security settings is enabled, various security functions are configured to allow you to ensure

higher-level security of data management.

The enhanced security mode cannot be enabled when any of the current functional settings conflict with the

enhanced security mode.

When the enhanced security mode is enabled, the settings required for the mode or the settings that have
been forcibly switched when entering the mode cannot be changed.

Required settings

To enable the enhanced security mode, the following settings must have been configured.

Administrator Settings

Required settings

[Security] / [Authentication] / [General Settings] in
PageScope Web Connection

Select either [Device] or [External Server] (Active
Directory) in [User Authentication].

[Security Settings] / [Administrator Password]

Set a password complying with password rules.

[Security Settings] / [Security Details] / [Password
Rules]

Select [ON].

[Security] / [PKI Settings] / [Device Certificate] in
PageScope Web Connection

Settings to forcibly changed

Register a self-signed certificate in order to per-
form SSL communications.

When the enhanced security is enabled, the following settings are forced.
° The changed settings will not revert when the enhanced security mode is turned off.

° After the password rules have been changed, any passwords that do not comply with the changed rules
will not be authenticated. For details on the password rules, refer to page 4-36.

Administrator Settings

Settings to forcibly changed

[Authentication Setting] / [User List Display Setting]

Set to [OFF].

[Ethernet] / [TCP/IP] / [Telnet]

Set to [Disable].

[Security] / [Authentication] / [General Settings] /
[Public Access] in PageScope Web Connection

Set to [Restrict].

[Security] / [Authentication] / [General Settings] /
[Print without Authentication] in PageScope Web
Connection

Set to [Restrict].

[Security] / [PKI Settings] / [SSL/TLS Settings] /
[SSL/TLS] in PageScope Web Connection

Set to [Enable].

[Security] / [PKI Settings] / [SSL/TLS Settings] /
[Encryption strength] in PageScope Web Con-
nection

Unable to be set to the setting that includes en-
cryption strength lower than [AES-256, 3DES].

[Network] / [SNMP Settings] / [SNMPv1/v2c Set-
tings] in PageScope Web Connection

[Write] is set to [Disable].

[Network] / [SNMP Settings] / [SNMPv3 Settings] in
PageScope Web Connection

In [Write User], [Security Level] cannot be set to
[None].

Specify both of auth-password and auth/priv-
password in more than 8 digits.
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4.12.4 [HDD Settings]
Configure hard disk settings.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Security Settings] »» [HDD Settings].
HDD Settings
Select sub menu button.
Check I—_|DD \ Overwrite \

| S - |
Settings
[Check HDD Capacity] Check the total capacity of the hard disk, the amount of space used and
the amount of space available.
[Overwrite All Data] Delete all data on the hard disk by overwriting it.
For details, refer to page 4-38.

[Overwrite All Data]

This function overwrites and deletes all data in the total capacity of the HDD.

v/ This function is available when disposing of this machine. Before performing this function, be sure to
contact your service representative.

v While overwriting and deleting data, do not turn the Power Switch off and on.

=2 To overwrite and delete data, select the HDD overwrite method, press [Execute], and then press [OK].
Overwrite and delete processing is performed after this machine has been rebooted.

Overwrite All Data
Select sub menu button.
Mode \ Execute \
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Settings
[Mode] Select the method for overwriting the data on the hard disk.
[Mode 1] Overwritten with 0x00
[Mode 2] Overwritten with 1-byte random numbers »»
Overwritten with 1-byte random numbers »»
Overwritten with 0x00
[Mode 3] Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with 1-byte random numbers »» Ver-
ified
[Mode 4] Overwritten with 1-byte random numbers »»
Overwritten with 0x00 »» Overwritten with Oxff
[Mode 5] Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with 0x00 »» Overwritten with Oxff
[Mode 6] Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with specified 512-byte data
[Mode 7] Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with Oxaa
[Mode 8] Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with 0x00 »» Overwritten with Oxff »»
Overwritten with Oxaa »» Verified
[Execute] Overwrite the hard disk.
The following data is deleted.
e Registered user authentication data
¢ Registered account track data
e Registered information for secured printing and saved files
¢ |mage files
e SSL certificates
e S/MIME certificates (digital certificates)
Factory default
[Mode] [Mode 1]
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4.12.5

[SSD Low-level Format]

Overwrite and delete data stored in SSD.

v This function is available when disposing of this machine. Before performing this function, be sure to

contact your service representative.

v While overwriting and deleting data, do not turn the Power Switch off and on.

=2  To overwrite and delete data, press [OK]. Overwrite and delete processing is performed after this ma-

chine has been rebooted.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Security Settings] »» [SSD Low-level Format].

SSD Low-level Format
Select setting.

Are you sure?

Cancel

OK

Settings

[SSD Low-level Format] Overwrite and delete data stored in SSD.

The following data is deleted.
¢ Image files

e Address book (E-mail address and telephone number destination data)
e S/MIME certificates (Encryption certification)
L]

Sent and received fax data
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413 [Restore Defaults]

Restore the network and system defaults.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Restore Defaults].

Settings

Restore Defaults
Select sub menu button.
-

Restore \ Restore System \
Restore All \

[Restore Network]

Resets the network settings to their defaults.

After this is pressed, the machine is automatically restarted.

[Restore System]

Resets the system settings to their defaults.

After this is pressed, the machine is automatically restarted.

[Restore All]

Resets all settings to their defaults.

After this is pressed, the machine is automatically restarted.
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414 [HDD Format]

Format the hard disk.

=2  Press the Utility/Counter key »» [Admin Settings] »» [HDD Format.
HDD Format
Select sub menu button.

User_Area User Area \

All

o

]

Settings

[User Area (Print)] Format the area where print jobs are stored.
After this is pressed, the machine is automatically restarted.

[User Area (Scan)] Format the area where scanned jobs are stored.
After this is pressed, the machine is automatically restarted.

[All Format all the hard disk area.
After this is pressed, the machine is automatically restarted.
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4.15 [Paper Empty]

Select whether or not to display a warning message when paper runs out in a tray.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Paper Empty].
Paper Empty
Select sub menu button.
Tray 1 \ Tray 2
Tray 3 \ Tray 4 \

R o0
- |

| S

Settings

[Tray 1] Select whether or not a message appears when Tray 1 has run out of pa-
per.

[Tray 2] Select whether or not a message appears when Tray 2 has run out of pa-
per.

[Tray 3] Select whether or not a message appears when Tray 3has run out of pa-
per.

[Tray 4] Select whether or not a message appears when Tray 4has run out of pa-
per.
This item is displayed if the Paper Feed Cabinet PC-211 is installed.

[Tray 5] Select whether or not a message appears when Tray 5 has run out of pa-
per.
This item is displayed if the Paper Feed Cabinet PC-211 is installed.

Factory default

[Tray 1] [OFF]

[Tray 2] [OFF]

[Tray 3] [OFF]

[Tray 4] [OFF]

[Tray 5] [OFF]
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416 [Restriction Code Settings]

Disable registering of the applications, which work with OpenAPI and which we do not recommend, in the
machine.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Restriction Code Settings].

Restriction Code Settings

Select setting.

Type Code

| -

Settings

[Restriction Code Settings] | Displays the inhibited codes of the OpenAPI connection applications.
You can register new restriction codes using the [New] button.

[New] Select this button to register new restriction
codes of applications that work with OpenAPI.
For restriction codes, you can enter data of Index,
Vendor, and Application.
Before registering the code, be sure to contact
your service representative.
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4.17 [Erase Job Log]

Manually erase job logs.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Erase Job Log].

Erase Job Log
Select setting.

Settings

[Erase Job Log] Click [OK] to erase the following types of log file.
¢ Accounting log
e Counting log
e Audit log
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418 [Fax Settings]

Configure fax settings in the machine.
Before connecting the machine to a telephone line to use the fax function, make these settings.

Reference
° To use the fax function, the optional Fax Kit FK-509 is required.
° On how to use the fax function, refer to [User's Guide Fax Operations].

4.18.1 [Sender Settings]

Register sender information and fax ID that are included in TX documents that is to be printed on documents
received by the recipient.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Sender Settings].
Sender Settings
Select sub menu button.
Sender \ Sender \

o

| S - |

Settings

[Sender] Allows you to register the sender name that is to be printed on documents
received by the recipient as sender information. Enter a text using up to 30
characters.

[Sender Fax No.] The registered fax number is printed as the sender's information on the
document received by the recipient. Enter a sender fax number using 0-9,
[+], and space (up to 20 characters).
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4.18.2 [Header/Footer Settings]

Specify the position on a page where sender information and fax ID that are printed on received documents.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Header/Footer Settings].
Header/Footer Settings
Select sub menu button.
Header Position \ | | Fal X Txil \
Fogt_er \

| S - |

Settings

[Header Position] Specify the position of the sender information to be added on a fax docu-
ment sent from this machine. The added sender information is printed as a
part of the image on the document received by the recipient. If you select
[OFF], the sender information will not be added. [OFF] is not displayed if
[Fax Target] is set to [U.S.A] or [Hong Kong].

[Fax TX Header Name] Specify the items to be added as the sender information.

[Footer Position] Specify the position of the reception information (reception time and re-
ception number) to be printed on a document received by this machine. If
you select [RX Ft. OFF], the reception information will not be printed.

Factory default

[Header Position] [Outside Body Text]

[Fax TX Header Name] [ON]

[Footer Position] [RX Ft. OFF]

The following indicates where to print sender information or reception information.

° [Inside Body Text]: The sender or receiving information is added so that it is overlaid on part of the orig-
inal image before the fax is being sent.

FROM:MFP01 TO:123456789 2011/04/25 13:22:11 #138 P.001/001

A
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. [Outside Body Text]: The sender or receiving information is added to the outside of the original image
area before the fax is being sent.

FROM:MFPO01 TO:123456789 2011/04/25 13:22:11 #138 P.001/001

[ FAX [

° [OFF], [RX Ft. OFF]: The sender or receiving information is not added. [OFF] is not displayed if [Fax Tar-
get] is set to [U.S.A] or [Hong Kong].

@® FAX @

The following indicate how sender information is printed.

° [ON]: The sender name, destination name (TO: xxxxx), transmission start date and time, transmission
number, and the number of pages are added as sender information.

FROM:MFPO01 T0:123456789 2011/04/25 13:22:11 #138 P.001/001

[ FAX @

. [OFF]: The sender name, fax ID of this machine, transmission start date and time, transmission number,
and the number of pages are added as sender information.

FROM:MFP01 987654321 2011/04/25 13:22:11 #138 P.001/001

@ FAX @
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4.18.3 [Comm. Settings]
Configure items related to fax transmission and reception.
=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Comm. Settings].
Comm. Settings
Select sub menu button.
PB/DP \ RX Mode \
Number_ofRX \ Redial \
001
| S - |
Settings
[PB/DP] Select one of the dialing methods from PB/10pps/20pps.
[RX Mode] Select a receive mode.
¢ [Auto RX]: Automatically receives faxes.
e [Manual RX]: If you expect frequent phone calls, for example if an ex-
ternal telephone is connected to this machine, set this mode to Manual
RX.
e [DRPD]: If the receiver rings with the pattern selected from the four ring
patterns available, the incoming call is automatically received as a fax.
If [DRPD] is selected, select the ring pattern for faxing with [Ring Pat-
tern].
[Number of RX Call Rings] Set the number of incoming call rings. (The setting range varies depending
on the local standard.)
[Redial] Set the number of redials (for busy, no-answer, and so on). (The setting
range varies depending on the local standard.)
[Redial Interval] Set redial intervals. (The setting range varies depending on the local stand-
ard.)
[Line Monitor] Select whether the line monitoring tone is produced during communica-
tion.
[OFF]: No line monitoring tone is produced.
[Until Connection Complete]: The line monitoring tone is produced until the
connection with the destination has been completed after dialing.
[Until Transmission Complete]: The line monitoring tone is produced until
the fax transmission has been completed after dialing.
[Line Monitor Volume] Select the volume of the line monitoring tone.
[Ring Pattern] Select the ring pattern for faxing when [RX Mode] is set to [DRPD].
[Manual RX V.34 OFF] Select whether or not V.34 is automatically turned off during manual recep-
tion.
Factory default
[PB/DP] This value varies depending on the area.
[RX Mode] [Auto RX]
[Line Monitor] [OFF]
[Line Monitor Volume] [Low]
[Ring Pattern] [Double]
[Manual RX V.34 OFF] [No]
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4.18.4 [Function Settings]
Configure the printing method for RX operations.
=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Function Settings].
Function Settings
Select sub menu button.
Inch_ Pz_iper \ P_ape_:r \
Print Paper Size \ Tria‘f isieiliec.tion \
001
| a
Settings
[Inch Paper Priority] Specify [ON] to select inch size paper for printing received documents pri-
ory to other paper size.
[Paper Priority] ¢ [Auto Select]: Print paper is automatically selected.

e [Fixed Size]: Paper of the specified size is used for printing.

e [Size Priority]: Paper of the size specified as the preferred size is used
for printing. If no preferred size is specified, paper of the closest size is
used for printing.

[Print Paper Size] Specify paper size for printing received documents. The initial setting var-
ies depending on the setting for [Inch Paper Priority].
@ Reference
To enable the setting for the print paper size, set [Tray Selection
for RX Print] to [Auto].
[Tray Selection for RX Print] | If you want to fix the paper tray used to print received faxes, select the pa-
per tray.

The available tray types vary depending on the options that are installed.

[Min. Reduction for RX Specify the reduction ratio for received document to Full Size or a value be-
Print] tween 87 and 96%.

If the reduction rate for RX print is set to [100%], the items below are set

as follows:

e [Paper Priority]: [Auto Select]

e [Tray Selection for RX Print]: [Auto]

e [Print Separate Fax Pages]: [OFF]

[Print Separate Fax Pages] If this item is set to [ON], a document longer than the standard size is print-
ed on separate pages.

e This item does not appear if [Duplex Print (RX)] is set to [ON].

[Duplex Print (RX)] If Duplex Print (RX) is set to [ON], the original received is printed on both
sides of the paper.

e This item does not appear if [Print Separate Fax Pages] is set to [ON].

Factory default
[Inch Paper Priority] [OFF]
[Paper Priority] [Auto Select]
[Print Paper Size] [Letter], [A4]
[Tray Selection for RX Print] | [Auto]
[Min. Reduction for RX [96]
Print]
[Print Separate Fax Pages] | [OFF]
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Factory default
[Duplex Print (RX)] \[OFH

4.18.5 [Fax Function Settings]

Configure the fax function settings.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Fax Function Settings].

Fax Function Settings
Select sub menu button.
-

F-Code TX \ Dest. Check \
Confirm Addr \ Confirr_n Addr \

001 -
Lt
¥ |

Settings

[F-Code TX]

Specify whether to use F-Code TX.
¢ F-Code TX provides two methods: confidential transmission and relay
transmission.

[Dest. Check Display
Func.]

Specify whether to display the list of the specified destinations when send-
ing a fax.

[Confirm Addr (TX)]

When specifying a fax destination with direct input, a screen appears

prompting you to enter the fax number again for confirmation. Entering the

fax number twice prevents one from entering incorrect destinations.

e  When Confirm Address (TX) is enabled, you cannot specify a destina-
tion using [Off-Hook]. You cannot specify the fax address using [Log]
either.

[Confirm Addr (Register))

When the user specify a fax destination when the user registers a program,
configures the fax forwarding settings, or registers a one-touch destina-
tion, the user must enter the destination twice for confirmation. By entering
twice, you can prevent the destination from being incorrectly entered.

[Restrict Fax TX]

Select whether to restrict fax transmissions.
If [ON] is selected, the fax transmission function is unavailable in the fax
screen.

[Restrict Fax RX]

Select whether to restrict fax receptions.
If [ON] is selected, the fax reception function is unavailable in the fax
screen.

[Restrict PC-Fax TX]

Select whether to restrict PC-Fax transmissions.
If [ON] is selected, the PC-Fax transmission function is unavailable.

[Restrict Internet Fax TX]

Select whether to restrict Internet Fax transmissions.
If [ON] is selected, the internet fax transmission function is unavailable in
the fax screen.

[Restrict Internet Fax RX]

Select whether to restrict Internet Fax receptions.
If [ON] is selected, the internet fax reception function is unavailable in the
fax screen.

Factory default

[F-Code TX] [ON]
[Dest. Check Display [OFF]
Func.]

[Confirm Addr (TX)] [OFF]
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Factory default

[Confirm Addr (Register)] [ON]
[Restrict Fax TX] [OFF]
[Restrict Fax RX] [OFF]
[Restrict PC-Fax TX] [OFF]
[Restrict Internet Fax TX] [OFF]
[Restrict Internet Fax RX] [OFF]

4.18.6 [Memory RX]

Specify whether to use Memory RX Setting function. To use the function, specify a password for print.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Memory RX].
Memory RX
Select sub menu button.
Meimiimy \ Password \

o

| § - |

Settings

[Memory RX] Specify whether to use Memory RX Setting function.
If [ON] is selected, received fax data is stored in the memory and is not au-
tomatically printed.

[Password] Specify the password to be entered from the ten key pad when outputting
the data stored in the memory. (8 digits or less)

Factory default

[Memory RX] [OFF]

The following items are not available if Memory RX Settings are configured.
° PC-Fax RX Settings

° Forward TX Settings

° Nighttime RX Settings
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4.18.7 [Closed Network RX Password]

Specify whether to use the Closed Network RX function. To use the function, specify a password that is used
for Closed Network RX.

=2  Pressthe Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Closed Network RX Password].
Closed Network RX Password
Select sub menu button.

Enable \ Password \

o

| ¥
Settings
[Enable] Specify whether to use the Closed Network RX function.
[Password] Specify a password using the keypad. (up to 4 digits)
Factory default
[Enable] [No]
Reference

° Closed Network RX is only available when the receiver has password transmission function.
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4.18.8 [Forward TX Settings]
You can forward received documents to a preset recipient.
=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Forward TX Settings].
Forward TX Settings
Select sub menu button.
Forwa_rdTX \ Forwarding \
Forw_ard \
001
| S - |
Settings
[Forward TX Setting] Specify whether to use the Forward TX function.
[Forwarding Address] Allows you to enter a destination (fax number or E-mail address) using up
to 38 digits. It is also possible to select it from the address book.
[Forward & Print] [Forward & Print]: Received document are forwarded and printed on this
machine.
[Forward & Print (If TX Fails)]: Received documents are forwarded and, if
forwarding fails, are printed on the machine.
Factory default
[Forward TX Setting] [OFF]
[Forward & Print] [Forward & Print (If TX Fails)]
The following items are not available if Forward TX Setting is configured.
° PC-Fax RX Settings
° Memory RX
° Nighttime RX Settings
Reference
° If a document with a resolution of 300 x 300 dpi is received as an Internet Fax, it can not be forwarded
to a fax (G3) destination. In this case, this machine prints the document.
If [Confirm Addr (Register)] is [ON], a screen for entering the fax number again appears after you press [OK].
Enter the fax number and then press [OK].
Forwarding Address
Retype Fax number to confirm.
1| 2| 3| Tone |
e
7|8 |9
—
= 0 H B [ Cancel | 0K |
—
| § - |
@ Reference
For details on the Confirm Address function, refer to page 4-51.
4-54 bizhub 42/36



4.18 [Fax Settings]

4.18.9 [Remote RX Settings]
Send a request of reception from an external telephone to the machine by entering the remote reception
number from the external telephone.
=>  Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Remote RX Settings].
Remote RX Settings
Select sub menu button.
Reim gltle Rlx \ Remote RX No. \
001
N
| S " |
Settings
[Remote RX Enabled] Select whether or not the remote reception function is used.
[Remote RX No.] Type in the remote reception number (2 digits) for performing remote re-
ception.
Factory default
[Remote RX Enabled] [OFF]
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4.18.10 [PC-Fax RX Settings]

Specify whether to use the PC-Fax RX function. To use the function, configure the following items.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [PC-Fax RX Settings].
PC-Fax RX Settings
Select sub menu button.
PC-Fa_x RX \ PC—F_ax \

o

Reference
° The documents received by fax are saved in the TIFF format.

Settings

[PC-Fax RX Setting] Specify whether to use the PC-Fax RX function.
[PC-Fax RX Print] Specify whether to print a fax after receiving.
Factory default

[PC-Fax RX Setting] [OFF]

[PC-Fax RX Print] [OFF]

The following items are not available if PC-Fax RX Setting is configured.
° Forward TX Settings

° Memory RX

° Nighttime RX Settings
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4.18.11 [Nighttime RX Settings]
Specify whether to use the Nighttime RX function.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Nighttime RX Settings].

Settings

Nighttime RX Settings

Select sub menu button.

-
Night I_:ax \ Night _RX \
Night RX \

[Night Fax RX Print]

If [ON] is selected, printing of documents received during the night hours
are forbidden. All documents received during the night hours are printed
after the period.

[Night RX Start Time]

Specify the start time for the night using the key pad.

[Night RX End Time]

Specify the end time for the night using the key pad.

Factory default

[Night Fax RX Print] [OFF]
[Night RX Start Time] [00:00]
[Night RX End Time] [00:00]

The following items are not available if Nighttime RX Setting is configured.
Forward TX Settings

Memory RX

PC-Fax RX Settings
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4.18.12 [PBX Connection Settings]

Specify the PBX line connection method.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [PBX Connection Settings].

PBX Connection Settings
Select sub menu button.
-

PBX PBX

o

| S - |

Settings

[PBX Function] Select whether or not a PBX line is connected.

[PBX Number] Specify an access code for an outside line. An access code refers to a
number used to connect to an outside line, such as a number beginning
with a zero ("0").
Outside line numbers specified here are dialed, after which fax numbers
registered with the address book or program are dialed.
Specify an access code (0 to 9999) using the keypad.

Factory default

[PBX Function] [OFF]
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[Fax Settings]

4.18.13 [Fax Report]
Specify a way to output reports.

=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Fax Report].

Fax Report
Select sub menu button.
-

Activity Report TX Result

TX Result

i

I

" |

Settings

[Activity Report]

Configure output settings for Activity Report. To output the report, config-
ure the following settings.

[Output Settings] Specify the time when the report is to be output.
[Every 100 comm.]: Outputs the report for every
100 communication jobs.

[Every Day]: Outputs the report every day at a cer-
tain time.

[100/ Daily]: Outputs the latest 100 communica-
tion jobs every day at a certain time.

[No]: Is not output.

[Output Time Setting] | Allows you to specify this item if [Every Day] or
[100/ Daily] is selected for [Output Settings].

Specify the time when to output the report.

[Output Limit Setting] | If [Output Settings] is set to [Every Day] or [100/
Daily], select your output preference for Activity
Report.

[Journal 100]: Outputs the information for the 100
most recent communication jobs.

[Within 24 Hours]: Outputs the information for a
maximum 100 communication jobs within the
past 24 hours.

[TX Result Report]

Configure the output settings for TX Result Report. Select output condi-
tions.

[TX Result Report Image]

Specify whether or not an image of the first page of the document is out-
putted in the TX Results Report.

[TX Reserve]

Configure the output settings for TX Reserve Report.
Specify whether to output the report.

[PC-Fax TX Error Report]

Configure the output settings for PC-Fax TX Error Report. Specify whether
to output the report.

[Broadcast Report]

Configure the output settings for Broadcast Report. Specify whether to
output the report.

[Broadcast Result Report]

Configure the output settings for Broadcast Result Report. Select a way to

output the report.

e With [Mode Once] selected, a broadcast result report is output only
when a transmission still fails after a redial attempt. No report is output
when transmission is completed successfully.

[TX Result Report Screen]

Configure display settings for TX Result Report Screen. Specify whether to
display the report.

[I-Fax RX Error Report]

Specify whether or not to output a reception error report when reception of
an Internet fax fails.
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Factory default
[Output Settings] [Every 100 comm.]
[Output Time Setting] [00:00]
[Output Limit Setting] [Journal 100]
[TX Result Report] [If TX Fails]
[TX Result Report Image] [OFF]
[TX Reserve] [ON]
[PC-Fax TX Error Report] [ON]
[Broadcast Report] [ON]
[Broadcast Result Report] [All Dest.]
[TX Result Report Screen] [OFF]
[I-Fax RX Error Report] [ON]
4.18.14 [List Print]
Specify whether or not to outputs a list of settings related to faxes.
=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [List Print].
List Print
Select sub menu button.
Fax
)
| S " |
4.18.15 [Fax Target]
Select the country where this machine is installed. Select the setting when installing the machine.
=2 Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Fax Target].
Fax Target
Select setting.
H Canada I Mexico |
Austria | Beliium I Denmark |
Finland | France | Germ ani |
001
Cancel | oK | E
| S " |
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4.18.16 [Fax Factory Default]

Select whether or not to reset the fax related settings to factory default.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Fax Factory Default].

Fax Factory Default
Select setting.

4.18.17 [Fax Image Initialized]

Select whether or not to initialize fax image data stored in the machine's memory.

=2  Press the Utility/Counter key »» [Admin Settings] »» [Fax Settings] »» [Fax Image Initialized].

Fax Image Initialized
Select setting.

Reference
° After the completion of initialization, the machine is rebooted.
. Registered addresses are not deleted.
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Web Connection







5.1 [System] tab

5 Configuring from PageScope Web Connection

This section describes the operations for the administrator in PageScope Web Connection, device manage-

ment utility.

For the basic operations of the utility and the operations in user mode, refer to [User's Guide Print Opera-
tions], [User's Guide Scan Operations], or [User's Guide Fax Operations].

For details on how to log in to the administrator mode of PageScope Web Connection, refer to page 3-6.

In PageScope Web Connection, there are menus that you can specify from the Control Panel. For these
menus, the pages you can refer to are shown in the tables.

5.1 [System] tab

This page allows you to configure several user- and printer-specific items.

5.1.1 [Device Information]

[Summary]

The current status of the machine is available.

Select [System] »» [Device Information] »» [Summary].

¥ Device Information

¥ Paper Source

¥ Ouiput Tray
» Storage
¥ Interface Information
» Consumables
- Counter
I Omline Assistance
» ImportExport
¥ Date/Time Settings
b Machine Settings
I ROM Version
I Maintenance

I Notification Seitings

&Adrmnishﬂtnr

Py

Ready

Device Status
'_
Memory

HOD

Fax Board
Duplex
Paper Soutce
Output Tray
Hetwork

& dministrator Mame
Device Name
Device Location
Device Information

Engine Setial Humber

1536 MB

Installed

Installed

Installed

Trayl, Tray2, Tray3, Trayd Trays

MainTray

Ethernet 10Base-T/100Base-TX/1000Base-T
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[System] tab 5.1

[Paper Source]
The information on the installed paper feed trays and the paper used in the machine is available.

Select [System] »» [Device Information] »» [Paper Sourcel].

7 —
QReady

Ready

[

> By Paper Source Paper Size Paper Type Status Capacity
[ Trayt Ad Plain Paper Ready 130
» Ouiput Tray Trayl Ad Plait Paper Mear Empty 500
» Storage Tray3 A4 Plaity Paper Mear Empty 500
Trayd &4 Plain Paper Hear Emptr 00
I Interface i ® P
Tray3 Al Plaity Paper Mear Empty 00
# Consumables

[Output Tray]

The information on the exit tray(s) installed in the machine and their status is available.

Select [System] »» [Device Information] »» [Output Tray].

7 -
By

Ready

¥ Summary Name Status Capacity
» Paper Source IMlainTray Unknown 250

» Output Tray
b Storage
b Interface Information

» Consumables
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[Storage]
The status of the hard disk installed in the machine is available.

Select [System] »» [Device Information] »» [Storage].

2 Sp—
Py

Ready

e
¥ Device Information Hard Disk (Print)
» Summary Total Used Remaining
» Paper Source 20470 1B 14MB 20456 ME
» Ouiput Tray Hard Disk (Scan)
e Seviie
» Tnierface 3 20470 MB 3MEB 20467 MB
# Consumables
 Counter

b Omline Assistance
» EmportExport

¥ Date/Time Settings
I Machine Settings
I ROM Version

b Maintenance

I Notification Seitings

[Interface Information]
The information on the network specified in the machine is available.

Select [System] »» [Device Information] »» [Interface Information).

&‘A demitiistrator
ooy

Ready

[ soowiy | 9o | pm | e | ke |

¥ Device Information Protocel Information

» Summary TCEAP Enable
» Paper Source SMTP Enable
¥ Ouiput Tray FQP Enable
» Storage LDAF Disahle
IFP Enable
b Interface Information
FTPTEL Enable
¥ Consumables
FTF Server Enable
¥ Counter
SNMP Enable
I Online Assistanc,
sisinee SMB Client Ensble
I Inport/Export a1p Enable
b Daie/Time Settings LFD Enable
¥ Machine Settings WING Enable
¥ ROM Version Borjour Enable
I Maintenance AppleTalk Enable
I Notification Settings HetWare Dizable
Neiwork i
Type Ethemet 10Base-T/100Base-TZ/1000Base-T
Ethermet Speed Auto
[P Address
[P+ Link Local A ddress o-w
IP+h Global Address
MAC Address
Host Mame -
Print Server Hams (M etWare) .
Printer Hams (Appls Talk) .

Chtrent Zone Hams (AppleTalk)
Borjout Name

Friendly Name

WSD Printer M ame

Seanner Name
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[System] tab

5.1

5.1.2

[Consumables]

The information on the machine's consumabiles is available.

Select [System] »» [Device Information] »» [Consumables].

&Adrmnishﬂtnr

Py

Ready

» Sunmary
I Paper Source
¥ Ouiput Tray
» Storage

¥ Imterface Information

Name
Black Toner
Dram Urdt
Developing Unit
Developer

Transfer Roller

B Consumables Fusing Uit

- Counter

I Omline Assistance
» ImportExport

¥ Date/Time Settings
I Machine Settings
I+ ROM Version

I Maintenance

¥ Notification Settings

Ozone Filter
Paper Dust Remover

Staple Cartridge

Status

85%
96%
9%
96%
9%
97%
97%
96%
Ready

[Counter]

The counter information on the machine are available.

[Total Counter]

Number of pages (counting each side printed as one page) printed in the machine is available according to

type of function.

Select [System] »» [Counter] »» [Total Counter].

&Admmistratnr

gRe ady

Ready

[ocwiy | o | P ] Semee ]| ks |

» Device Tnformation Total Counter
e
» Toial Counier (o] il
Total Duple: 10
» Sheeis Printed by Paper Size bt il
Total Normalized 47
¥ Sheeis Printed by Paper Type
Number of Used Papers 37
I Omline Assistance
Copy Counter
> Bnport/Export
Total
#=Date/Time Settings
Total 11
I Machine Settings
Large Size i
¥ ROM Version
Print Counter
I Maintenance
Total
I Notification Setti
otification Settings P 5
Large Size i
Sean/Fax Counter
Print (Black) Scans
Total 1 2
Large Size i 1
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5.1 [System] tab -

[Sheets Printed by Paper Size]

Number of pages (counting each side printed as one page) printed in the machine is available according to
size of paper.

Select [System] »» [Counter] »» [Sheets Printed by Paper Size].

&b diniotor
’Re ady

Ready

Sheets Printed hy Paper Size

[

-«
o
g
£
]

b Total Counter

W Sheets Prinied hy Paper Size

» Sheets Printed by Paper Type
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[System] tab 5.1

[Sheets Printed by Paper Type]

Number of pages (counting each side printed as one page) printed in the machine is available according to

type of paper.

Select [System] »» [Counter] »» [Sheets Printed by Paper Typel].

7 —
gReady

Ready

[ocwiy | o | P | Semee | ke |

 Device Information Sheets Printed by Paper Type
C
P Total Counter pla e 7
Plain P 2nd Side o
b Sheets Printed by Paper Size apert )
Thick 1 o
» Sheets Printed hy Paper Type
Thick 2 1}
I Online Assistance
Emvelope i
¥ Import/Export
Transparency i
¥ Date/Time Settings Posicand o
¥ Machine Settings Colored paper o
» ROM Version Letterhead 0
I Maintenance Single Side Omly 1}
I Notification Settings Special Paper o

5.1.3 [Online Assistance]
The information you wish to provide users with the help function are specified.
Select [System] »» [Online Assistance] »» [Online Assistance].
2 S——
@Ready
¥ Device Information
p— Online Assistance
Con e ' ‘
Clontact Information | ‘
» InportExport Product Help TTRL [ |
» Daie/Time Settings Cosporate URL [ |
¥ Mackine Seitings Supplies and A ccessories | ‘
» ROM Version Clatact Ttilityr Link [ |
I Maintenance Driver URL | ‘
¥ Notification Settings
Item Description
[Contact Name] Enter the name of the person or organization responsible for providing as-
sistance with the machine. (Up to 63 characters)
[Contact Information] Enter the contact name information for the machine such as the URL (up
to 127 characters).
[Product Help URL] Enter the URL of the Web page for product information (up to 127 charac-
ters).
[Corporate URL] Enter the URL of the Web page for the manufacturer (up to 127 characters).
[Supplies and Accessories] | Enter consumables supplier information (up to 127 characters).
[Contact Utility Link] Enter the link to the Device Management Utilities (up to 127 characters).
[Driver URL] Enter the driver storage location (up to 127 characters).
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5.1 [System] tab

514 [Import/Export]

You can save (export) the configuration information being stored in this machine to the computer. You can
also write (import) the information from the computer to this machine. (If Enhanced Security Mode is enabled,
this menu item will not be displayed.)

[Job Log]

You can delete and download log data (accounting log, counting log, or audit log) of the jobs that were exe-
cuted in this machine.

(This page appears when [Job Log] (in the [System] »» [Machine Settings] page) is set to [Enable].)

Select [System] »» [Import/Export] »» [Job Log].

&A diuinistrabor
@Re ady

Ready

¥ Device Information Joh Log
¥+ Counter
W Online Assistance Eaport
» Authenfication Cleer
» Address
¥ Date/Time Settings
» Mackine Seitings
 ROM Version
» Maintenance
¥ Notification Settings
Item Description
[Export] Specify the number of job logs to be retrieved. The specified number of job
logs is retrieved from the most recent job logs. If the specified number of
job logs is larger than the number of job logs available, all job logs are re-
trieved. When downloading job log data, click [Export].
[Clear] Click to delete all job log information.
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[System] tab 5.1

[Authentication]
User registration information and authentication data can be imported or exported.

(This page appears when [User Authentication] (in the [Security] »» [Authentication] »» [General Settings]
page) is set to [Device] or [External Server].)

Select [System] »» [Import/Export] »» [Authentication].

7 —
gReady

Ready

[ocwiy | o | P ] Semee ]| ks |

» Device Information Authentication

- Counter

Import. |[ Browse...

I Omline Assistance

I rt
» Joh Loz
Export Export
(Eer]
» Address Clear

#=Date/Time Settings

¥ Machine Settings
¥ ROM Version

b Mainienance
¥ Notification Settings

Item Description

[Import] Imports the registered user authentication information to the device. If the
optional authentication device is used on the machine, authentication data
can be imported.

[Export] Exports the registered user authentication information to the computer. If
the optional authentication device is used on the machine, authentication
data can be exported.

[Clear] Click to delete user authentication/account track data.

Reference
° You cannot edit exported files.
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5.1 [System] tab

[Address]

Addresses can be imported or exported.
Select [System] »» [Import/Export] »» [Address].

&‘A demitiistrator
ooy

Ready

¥ Device Information Address

» Counier

Import

» Online Assistance |Browse

I I
¥ Joh Log
Export -Expnrt
F Authentication
* Address Clear

¥ Date/Time Settings

I Machine Settings
I ROM Version
b Maintenance

I Notification Seitings

Item Description
[Import] Click to send to the machine the file containing the registered destination
information.
[Export] Click to export to the computer all destination information registered on the
machine.
[Clear] Click to delete all destination information registered on the machine.
Reference
° You cannot edit exported files.
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[System] tab 5.1

5.1.5

[Date/Time Settings]

Specify the date and time of the clock built into this machine.

[Manual Settings]

Date and time can be set manually.

Select [System] »» [Date/Time Settings] »» [Manual Settings].

[ocwiy | o | P | Semee | ke |

» Device Information
¥ Counter Manual Sertings
¥ Online Assistance Fear [2011 Yanon.anaz
b Import/Export Month 1-11J
e
» Time Adjustment Settings Misate 059)
P Daylight Saving Time Settings Time Zone GMT v

» Machine Settings
» ROM Version
I Mairnienance

¥ Notification Settings

&Admmistratnr

QRe ady

Ready

Item Description Control Panel
[Year] Enter the year. page 4-4
[Month] Enter the month.
[Day] Enter the day.
[Hour] Enter the hour.
[Minute] Enter the minute.
[Time Zone] Specify the time difference from GMT.
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5.1 [System] tab

[Time Adjustment Settings]
Time adjustment that uses NTP (Network Time Protocol) is available.

Select [System] »» [Date/Time Settings] »» [Time Adjustment Settings].

&Adm:mstrator
@Ready
Read:
¥ Device Information
pr—— Time Adjustment Settings
- Online Aacistance Tims Adjustment
» ImportEaport MNTF Server Address ‘D 0.0.0
¥ Date/Time Setiings Fort Humiver 1-65535)
» Manual Sertings Time Zone GMT v
At i s
» Daylight Saving Time Setiings
» Mackine Seitings
# ROM Version
b Maintenance
¥ Notification Settings
Item Description
[Time Adjustment] Select whether or not the time is automatically adjusted with NTP.
[NTP Server Address] Enter the NTP server address.
Format: *.*.*.* (Asterisk * can be 0 to 255)
If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).
When using IPv6, you can specify the IPv6 address.
[Port Number] Enter a port number.
Default setting: 123
[Time Zone] Specify the time difference from GMT.
[Adjustment Time] Shows the last modification date and time.
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[System] tab 5.1

[Daylight Saving Time Settings]
Specify the daylight saving time.

Select [System] »» [Date/Time Settings] »» [Daylight Saving Time Settings].

&'Adrmmstrawr

gRe ady

Ready

[seewiy | b | peim | g | Adiress |
¥ Device Information
Daylight Saving Time Settings
b Counter
Daylight Saving Ti v
» Online Assistance light Saving Time
¥ Import/Export I:lmm (1-150)

¥ Date/Time Settings

I Manual Seitings

¥ Time Adjustment Seitings

W Daylight Saving Time Settings

I Machine Settings
» ROM Version
I+ Maimienance

¥ Notification Settings

Item ‘ Description ‘ Control Panel
[Daylight Saving Time] Select whether or not daylight saving time is ob- page 4-4
served.
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5.1 [System] tab

5.1.6 [Machine Settings]

Register the administrator information and the address of this machine.

Select [System] »» [Machine Settings] »» [Machine Settings].

L Y—
oy =
Ready
¥ Device Information
- o Machine Settings
- Online Assistance Device Hame
» hnport/Export Device Location
» Date/Time Settings Device Information
» ROM Version Do Startup Fage Off
I Maintenance Unit of W easure Millirmeters +
I+ Notification Settings Energy Saver Time 1 Hour v
I Sender Registration Low Powre On »
Low Power Time 15 Minutes v
JobLog Enable
Hide Personal Information Off
Item Description Control Panel

[Device Name]

Enter the device name (up to 127 characters).
This name is used as a part of an Internet fax sub-

ject name.
@ Reference

Use alphanumeric characters and
symbols.

[Device Location]

Enter the installation location of this machine (up
to 127 characters).

[Device Information]

Enter the information of this machine (up to 127
characters).

[Administrator Name] Enter the administrator name of this machine (up page 4-6
to 127 characters).

[Administrator E-mail Ad- Enter the administrator's E-mail address. page 4-6

dress] If the administrator's E-mail address is omitted,
you will not be able to send an E-mail.

[Do Startup Page] Select whether or not a startup page is printed page 4-20
when the printer is turned on.

[Unit of Measure] Select the measurement units used to indicate page 4-21
lengths.

[Energy Saver Time] Enter a time interval before transition to the Sleep page 4-4
mode since the last operation of this machine.

[Low Power] Set whether or not exchange to the low power page 4-4
mode when this machine is not being operated.

[Low Power Time] Set a time period before switching to the low pow- | page 4-4

er mode when this machine is not being operated.

[Job Log]

Select whether or not the Job Log function is
used.

[Hide Personal Information]

Select whether or not the names of printed files
(I[Document Name]) are displayed in the [Job] tab.
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[System] tab 5.1

5.1.7

5.1.8

[ROM Version]
Check the ROM version of this machine.
Select [System] »» [ROM Version] »» [ROM Version)].

&Adrmmstrawr
oy

Ready

¥ Device Information ROM Version

» Counter Controller ROM Version
- Online Assistance Engine ROM Version

» Inport/Esport Eoot ROM Version

Panel ROM Version

FDate/Time Settings

Scanner ROM Version
¥+ Machine Settings

Fax Board ROM Version
¥ ROM Yersion
» ROM Version

I Maintenance

I Notification Settings

[Maintenance]

You can initialize the settings (to the factory defaults), and reset the controller.

[Clear Settings]

You can initialize the network settings and system settings.

Select [System] »» [Maintenance] »» [Clear Settings].

&'Adrmmstrawr
gReady
Ready
[ o |
¥ Device Information Clear Settings
¥ Counter
- Ol Assistanee System Settings
¥ Import/Export
e i Seiings Hetwork Settings
> Machine Settings
- ROM Yersion AlSeltings
¥ Reset
I Notification Settings
Item Description Control Panel
[System Settings] Resets the system settings to their defaults. page 4-41
After this is pressed, the machine is automatically
restarted.
[Network Settings] Resets the network settings to their defaults.

After this is pressed, the machine is automatically
restarted.

[All Settings]

Resets all settings to their defaults.
After this is pressed, the machine is automatically
restarted.
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[Reset]

If you click [Reset], the controller is reset.

Select [System] »» [Maintenance] »» [Reset].

&'A dinistrabor
@Re ady

Ready

[/

¥ Device Information
Reset
b Counter

b Online Assistance
b Impori/Export
I Date/Time Settings

¥ Machine Seitings
- ROM Version

¥ Mainienance

» Clear Settings

I+ Notification Settings

5.1.9 [Notification Settings]

You can send the setting information being managed on this machine to the specified destination.

[Status Notification Settings]
You can send the status of this machine to the specified destination.

Select [System] »» [Notification Settings] »» [Status Notification Settings].

2 Sp—
Py

Ready

¥ Device Information
Status Notification Settings
¥ Counte:
fmex TP Address
¥ Omline Assistance )
Motification Address ‘n 0.0.0

¥ Dmport/Export
Port Humiver 162 pessas

¥ Date/Time Settings

—— [ a—
¥ Machine Settings

IPX Addvess

i

» ROM Version

Motification Address 00000000
I Maintemance
¥ Notification Settings 000000000000
P Status Notification Settings Community Natie m

E-mail Address
» Total Counier Notification Settings

iI

Hotification Address

Alert

Paper Emply m
Paper Jam m
Maintenance v

Toner Gt
Output Tray Full
Fuser Unit Bad
Operator Call
Service Call
Job Complete
Tob Ftor
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Item Description
[IP Address] [Notification Ad- Enter the destination IP address.
dress] Format: *.*.*.* (Asterisk * can be 0 to 255)
If the DNS server has already been configured, you can enter
the host name instead. For the host name, specify a fully-qual-
ified domain name (FQDN).
When using IPv6, you can specify the IPv6 address.
[Port Number] Enter the port number of the SNMP trap.
Default setting: 123
[Community Enter a community name (up to 15 characters).
Name]
[IPX Address] [Notification Ad- Enter the IPX address using an 8-digit hexadecimal value.
dress]
[Node Address] Enter the node address using a 12-digit hexadecimal value.
[Community Enter a community name (up to 15 characters).
Name]

[E-mail Address]

[Notification Ad-
dress]

Enter the destination E-mail address (up to 320 characters).

[Alert]

[Paper Empty]

Sends a notification when the paper tray is empty.

[Paper Jam] Sends a notification when a page has been jammed.
[Maintenance] Sends a notification when the periodical inspection is required.
[Toner Out] Sends a notification when the toner is empty.

[Output Tray Full]

Sends a notification when the capacity of the output tray has
been exceeded.

[Fuser Unit End]

Sends a notification when the fusing unit needs to be replaced.

[Operator Call]

Sends a notification when a error has occurred.

[Service Call]

Sends a notification when a service call has occurred.

[Job Complete]

Sends a natification when the job has finished.

[Job Error]

Sends a notification when the job has ended abnormally.
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[Total Counter Notification Settings]

You can send the counter information being managed on this machine to the specified destination by E-mail.

Select [System] »» [Notification Settings] »» [Total Counter Notification Settings].

2 Sp—
Py

Ready

I Device Information
o Total Counter Notification Settings
I Omline Assistance Model Heme
¥ Import/Export Schedule Setting
¥ Date/Time Settings Scheduls |
¥ Machine Settings O Daily
» ROM Version Interral of Day(s) 0 s
I+ Mantenance O Weekdy
e —
b Status Netification Settings Day of the Week
Ottuaty
Interval of Month(s) b e
Date of the Month 1-31)
Schedule 2
O Daity
Interval of Day(s) l:klﬁl)
O Weeldy
Interval of Week(s) l:kl-ﬁj
Day of the Week
@Munthly
Interval of M onth(s) l—ﬁ)
Date of the Manth 1 s
Register Notification Address
Address 1
E-mail Address

[ Motifies by Schedule 1
[ Motifies by Schedule 2
Address 2

E-mail Address

[ HWeotifies by Schedule 1
[ HWeotifies by Schedule 2
Address 3

E-mail Address

[ Motifies by Schedule 1
[ Motifies by Schedule 2

Item

Description

[Model Name]

Enter a model name to be included in the notification mail message (up to
20 characters).

[Schedule Setting]

Specify the conditions for the notification schedule.
Schedules 1 and 2 can be registered with different settings.

[Register Notification Ad-
dress]

Enter the destination E-mail address (up to 320 characters).
In addition, select a notification schedule.
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5.1.10

[Sender Registration]

Register sender information that is included in Fax TX documents that is to be printed on documents received

by the recipient.

Select [System] »» [Sender Registration] »» [Sender Registration].

7 Sp——
2,
oy
Ready
I Device Information
Sender Registration
¥ Counter
Sender |
I Omline Assistance
I nport/Export Apply
¥ Date/Time Settings
¥ Machine Settings
¥ ROM Version
I Maintemance
¥ Notification Settings
¥ Sender Registration
» Sender Registration

Item Description Control Panel
[Sender] Allows you to register the sender name that is to page 4-46
be printed on documents received by recipient as
sender information (up to 30 characters).
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5.2 [Security] tab 5
5.2 [Security] tab

From the [Security] tab, all settings related to user authentication and network security can be specified.
5.2.1 [Authentication]

[General Settings]

User authentication/account track settings can be configured.

If a setting is changed for any of the following parameters, all registered user/account information as well as
job data/images related to users/accounts are cleared.

° User Authentication

° Account Track

° Account Track Method

° Number of Counters Assigned for Users

However, if the user authentication method is changed ([Device] or [External Server]), the user/account infor-
mation is not cleared.

(If you use PageScope Authentication Manager for authentication, items other than [Print without Authen-
tication] are not displayed.)

Select [Security] »» [Authentication] »» [General Settings].

L S———
oy il

Ready

¥ Authentication

¥ Defauli Funciion Permission
» Public User Registration
» D & Print Settings

I Authentication Device Settings

User Authentication/Account Track
¥ Ceneral Settings
E—— User Authentication Device W
Public & All v
» Accowt Track List Ve segess o
» Extormal Server List Ticket Hold Time {Active Directory) i (1-600)
Account Track On ~

Account Track hethod

Bynchronize Uzer Authentication & Account
Track Synchronize v

Humber of Counters Assignsd for Users 500 (1999
¥ PKI Settings
Print without Authentication Restrict +
» IPsec
» IP Address Filiering Apply
» IEEE802.1X
I+ Limiting Access to Destination
# Aute Logout
Item Description

[User Authentication]

Select whether or not user authentication is performed.

[Device]: Select this setting for user authentication to be performed by the
machine.

[External Server]: Select this setting for user authentication to be per-
formed by an external server.

[Public Access]

Select whether to allow the public user access.

If [Allow] is selected, the public user can use this machine by selecting
[Public User] in the login page to log in to the machine.

If [Allow (without Login)] is selected, the public user can use this machine
without logging in to the machine in the login page.

This setting is required when select [Device] or [External Server] from [User
Authentication].

[Ticket Hold Time (Active
Directory)]

Enter a time to hold the Kerberos authentication tickets.
This setting is required when select [External Server] from [User Authenti-
cation).

[Account Track]

To enable account track, select [On].

bizhub 42/36

5-21



[Security] tab 5.2

Item

Description

[Account Track Method]

To use the account track function, select its authentication method.
This setting is required when you only use the account track function.

[Synchronize User Authen-
tication & Account Track]

To synchronize user authentication with account track and manage users
for each account track, select [Synchronize].

Once you specify the account name of the user at user registration, you will
be able to log in by entering only the user name. If you have omitted the
account name, the user must specify the account name when logging in
for the first time. The account name that the user specify at the first login
time will be registered as the account name of the user.

This setting is required when set [ON] for [Account Track] when select [De-
vice] or [External Server] from [User Authentication].

[Number of Counters As-
signed for Users]

Enter a number of user counters to be assigned if user authentication and
account track are enabled.

You can aggregate the counter by user or account track, and assign up to
1,000 counters to users and account tracks. For example, if the number of
user counters to be assigned is set to 950, you can register up to 50 ac-
count tracks.

This setting is required when set [ON] for [Account Track] when select [De-
vice] or [External Server] from [User Authentication].

[Print without Authentica-
tion]

Select the way in which the machine functions when it receives a job with-
out authentication information (a print job sent with user authentication or
account track disabled in the printer driver) or a public user job.

[Allow]: Select this option to print the received job.

[Restrict]: Select this option to delete the received job.

This setting is required when select [Device] or [External Server] from [User
Authentication)].

If Enhanced security mode is enabled, restriction is applied as follows.

. You cannot select [Off] in [User Authentication].

° You cannot select [Allow] and [Allow (without Login] in [Public Access].
° You cannot select [Allow] in [Print without Authentication].
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5.2 [Security] tab

[User List]

(This page appears when [User Authentication] (in the [Security] »» [Authentication] »» [General Settings]
page) is set to [Device] or [External Server].)

(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

Select [Security] »» [Authentication] »» [User List].

L Yp—
Py
Ready

Mew Registration
» General Settings
P User List Search for Number
¥ Account Track List [mo.| User Name | Eaie | Detere |

¥ External Server List
¥ Default Funciion Permission
¥ Public User Regisiration
b ID & Print Settings
¥ Authentication Device Settings
b PKI Settings
b IPsec
» IP Address Filtering
b [EEEB02.1X
- Limiting Access o Destination

# Aute Logout

Item

Description

[New Registration] Click to register a new user.

[Search for Number]

Select the range of user registration numbers ([No.]) to be displayed.

[Edit]

Click to edit the information for the registered user.

[Delete]

Click to delete the registered user.
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[User List] (New Registration/Edit)

Select [Security] »» [Authentication] »» [User List] »» [New Registration] or [Edit].

7 —
®Ready @

Ready

P—
¥ General Settings Ho 1
e
¥ Account Track List External Server Mame
» External Server List E-mail Address
¥ Default Function Permission Account Track Humber (1959
# Public User Regisiration Function Permission
»ID & Print Settings Copy Allow
¥ Authentication Device Settings Sean to Network Allow v
b PKI Seitings Sean to HDD Allgw v
» Psec Sean to USE Memory Allow
TP Address Filtering Fax Allow ¥
» IEEEBD2.1X Print Allow v
I Limiting Access to Destination Il atwal De stination Input Allow v
» Auto Logout Output Permission (Scan)
Color Allow ¥

Max. Allowance Set

[OTota (1-9599999)
Authentication Device Settings
Authentication Device Information Not Registerd
Item Description
[No.] Displays the registration number for the new user.
[User Name] Enter a user name (up to 64 characters).

A user name that already exists cannot be specified.
"Public" cannot be specified as the user name.

[External Server Name] Displays the name of the external server that performed authentication.
This item appears when [User Authentication] (in the [Security] »» [Authen-
tication] »» [General Settings] page) is set to [External Server].

[E-mail Address] Enter the E-mail address of the user (up to 320 characters).
This item cannot enter when [User Authentication] (in the [Security] »» [Au-
thentication] »» [General Settings] page) is set to [External Server].

[Change Password] Select this check box to change the password.
Displays this item when editing the registration information.

[Password] Enter a password (up to 64 characters, excluding space and ").
This item cannot enter when [User Authentication] (in the [Security] »» [Au-
thentication] »» [General Settings] page) is set to [External Server].

[Account Track Number] Enter an account track number of the user.

Before you specify an account track number, you must register the ac-
count.

This item is displayed if user authentication and account track are synchro-
nized.

If you have omitted the account track number, the user must specify the
user and account name when the user log in for the first time. The account
name that the user specify at the first login time will be registered as the
account name of the user.

If the account information is changed after the account track number has
been specified, the user and the account will be dissociated.

[Function Permission] Select whether to permit [Copy], [Scan to Network], [Scan to HDD], [Scan
to USB Memory], [Fax], [Print], and [Manual Destination Input].

[Output Permission (Scan)] | Select whether to allow images to be scanned in color.
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Item Description
[Max. Allowance Set] Specify the maximum number of pages that can be printed.
To specify the limit, select the appropriate check box and enter the desired
limit value.
[Authentication Device Set- | Shows whether or not an authentication device has been registered.
tings]
Reference

° You cannot register a password less than eight characters when [Security Settings] »» [Security Details]
»» [Password Rules] is set to [ON] in the [Admin Settings] on the Control Panel. If a user password
containing less than eight characters has already been registered, change the password so that it con-
tains eight characters before setting [Password Rules] to [ON].

° If you permit the public user access, you can configure the Function Permission for the public user. For
details, refer to page 5-31.

° If you specify a user whose name includes " (double quotation mark) from the printer driver and try to
print a job or save it into a HDD when user authentication is enabled on this machine, login error occurs
on the machine and the print job is deleted.

° When [Security Settings] »» [Security Details] »» [Manual Destination Input] is set to [Restrict] in [Admin
Settings] on the Control Panel, the user cannot manually enter the address regardless of the setting of
this function.

[Account Track List]

(This page appears when [Account Track] (in the [Security] »» [Authentication] »» [General Settings] page) is
set to [On].)

(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

Select [Security] »» [Authentication] »» [Account Track List].

L —
oy il

Ready

e Tk i
MNew Registration
¥ General Settings
I User List Search for Humber
» Account Track List | Nu.l Account Name |Edit | Delete |

b External Server List
¥ Default Function Permission
b Public User Registration
#ID & Print Settings
I Authentication Device Settings
I PKI Settings
b [Psec
¥ IP Address Filtering
- [EEES02.1X
I Limiting Access io Destination

I Auto Logout

Item Description

[New Registration] Click to register a new account.

[Search for Number] Select the range of account registration numbers ([No.]) to be displayed.
[Edit] Click to edit the information for the registered account.

[Delete] Click to delete the registered account.
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[Account Track List] (New Registration/Edit)

Select [Security] »» [Authentication] »» [Account Track List] »» [New Registration] or [Edit].

B toscitcaton
oy

Ready

S Tk i
¥ General Settings Ha. 1
» Tser List #ccount Hame L
b External Server List l:l
» Default Function Permission Ouiput Permission (Scan)
» Public User Registration Color
1D & Print Settings Max. Allowance Set
b Authentication Device Settings OTata [0 Taosonse
o e
- IPsec
» IP Address Filtering
» TEFES02.1 X

P Limiting Access to Destination

I Auto Logout

Item Description
[No.] Displays the registration number for the new account.
[Account Name] Enter an account name (up to 8 characters, excluding space and ").

An account name that already exists cannot be specified.

[Change Password] Select this check box to change the password.
Displays this item when editing the registration information.

[Password] Enter a password (up to 8 characters, excluding space and ").

[Output Permission (Scan)] | Select whether to allow images to be scanned in color.

[Max. Allowance Set] Specify the maximum number of pages that can be printed.
To specify the limit, select the appropriate check box and enter the desired
limit value.
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[External Server List]

(This page appears when [User Authentication] (in the [Security] »» [Authentication] »» [General Settings]
page) is set to [External Server].)

(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

Select [Security] »» [Authentication] »» [External Server List].

&'A dinistrabor
@Re ady

Ready

I T T T T

External Server List
¥ General Settings
Ry No. | Default Server Mame Server Type Edit Delete
¥ Account Track List ! Delete
I Default Function Permission 3 Delete
¥ Public User Registration 4 Delate
»ID & Print Settings
¥ Authentication Device Seitings ? el
b PKI Settings 6 Delete
P Psec 7 Delete
¥ IP Address Filtering . —
» [EEER02.1X
» Limiting Access fo Destiration ¢ EEEE
» Auio Logout 10 Delete
11 Delete
12 Delete
13 Delete
14 Delete
15 Delete
16 Delete
17 Delete
18 Delete
19 Delete
20 Delete
Item Description
[Default] Select the default external server.
[Edit] Click to edit the information for the registered external server.
[Delete] Click to delete the registered external server.
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[External Server List] (Edit)
Select [Security] »» [Authentication] »» [External Server List] »» [Edit].
&'Adrmmstrawr
gReady

Ready

R EeE———

¥ General Settings Ho.

» User List Name

1

» Account Track List Berver Type Active Dixect.ury
Dt Do o | |
I Default Funciion Permission
¥ Public User Registration
¥ ID & Print Settings
¥ Authentication Device Settings
» PKI Seitings
b IPsec
#IP Address Filtering
- IEEEBD2.1X
b Limiting Access to Destination
» Auto Logout
Item Description
[External Server (Active Di- | [No.] Displays the registration number.
recto
V)l [Name] Enter the name of an external server (up to 32
characters).
[Server Type] Displays the external server type.

[Default Domain

Enter the default domain name of Active Directory

Name] (up to 64 characters).
[External Server (NTLM)] [No.] Displays the registration number.
[Name] Enter the name of an external server (up to 32
characters).
[Server Type] Select the new external server type.

[NTLMv2] is applied on the Windows NT 4.0
(Service Pack 4) and later.

[Default Domain

Enter the NTLM default domain name (up to 64

Name] characters).
The default domain name must be uppercase let-
ters.

[External Server (NDS)] [No.] Displays the registration number.

[Name] Enter the name of an external server (up to 32
characters).

[Server Type] Displays the external server type.

[Default Tree] Enter the default NDS tree name (up to 63 char-

acters).

[Default Context]

Enter the default NDS context name (up to 191
characters).

5-28

bizhub 42/36



5.2 [Security] tab

Item

[External Server (LDAP)]

Description

[No.] Displays the registration number.

[Name] Enter the name of an external server (up to 32
characters).

[Server Type] Displays the external server type.

[Server Address] Specify the LDAP server address.

Format: *.*.*.* (Asterisk * can be 0 to 255)

If the DNS server has already been configured,
you can enter the host name instead. For the host
name, specify a fully-qualified domain name
(FQDN).

When using IPv6, you can specify the IPv6 ad-
dress.

[Port Number]

Enter a port number.
Default setting: 389

[SSL]

Select whether or not SSL is used.

[Port Number (SSL)]

Enter a SSL port number.
Default setting: 636

[Search Base]

Enter the search starting point in the directory
structure under the LDAP server (up to 255 char-
acters).

This search function also covers subdirectories
under the entered starting point.

[Timeout]

Enter the timeout period for LDAP search.

[Authentication
Method]

Select the authentication method to log in to the
LDAP server.

Select the same authentication method as that
used on the LDAP server.

[Search Attribute]

Enter attributes to be used for search of user ac-
count (up to 64 characters, the only symbol al-
lowed is a hyphen (-)).
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[Default Function Permission]
Select [Security] »» [Authentication] »» [Default Function Permission].

(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

&'Adrmmstrawr
gReady
Ready
» General Setting Default Function Permission
HE: e £
» User List Copy
b Account Track List Scan to Network
» External Server List Feente HDD
St D ey
» Puhlic User Registration Fa
»ID & Print Setiings Print
» Authentication Device Settings Mesval Destination Ingut
T Serines -Apply -Clear
I IPsec
b IP Address Filtering
» IEEER02.1X
b Limiting Aceess to Destination
» futo Logout
ltem Description
(Copy] Configure the default settings for function permissions to users who are

authenticated on the external server.

[Scan to Network] If a user not registered on this machine is authenticated on the external

[Scan to HDD] server, the user will be registered on this machine with the function permis-
sions that you configure here.

[Scan to USB Memory] Once the function permissions of a user have been registered on this ma-

[Fax] chine, you can edit them in [User Registration].

[Print]

[Manual Destination Input]

Reference

° When [Security Settings] »» [Security Details] »» [Manual Destination Input] is set to [Restrict] in [Admin
Settings] on the Control Panel, the user cannot manually enter the address regardless of the setting of
this function.
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[Public User Registration]

(This page appears when [Public Access] (in the [Security] »» [Authentication] »» [General Settings] page) is
set to [Allow] or [Allow (without Login].)

(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

Select [Security] »» [Authentication] »» [Public User Registration].

2 Sp—
Py

Ready

¥ Authentication

Public User Registration
P General Settings
Function Permission
I User List
Copy Allow
b Account Track List

Sean to Network
¥ External Server List

Sean to HDD
» Default Funciion Permission

Bean to USE Memory
» Public User Registration

Fax

EllElE|E 2
gila g a a
HIEEERE
< =) =) = =) =) =

b ID & Print Settings
¥ Authentication Device Settings Pt
» PEI Set Manual Destination Input Allow
et Quiput Permission (Scan)
» IPsec
Colot Allow
b IP Address Filtering
» [EEFB02.1X
- Limiting Access o Destination
# Aute Logout
Item Description
[Function Permission] Specify whether to permit [Copy], [Scan to Network], [Scan to HDD], [Scan

to USB Memory], [Fax], [Print], and [Manual Destination Input].

[Output Permission (Scan)] | Select whether to allow images to be scanned in color.

Reference

° When [Security Settings] »» [Security Details] »» [Manual Destination Input] is set to [Restrict] in [Admin
Settings] on the Control Panel, the user cannot manually enter the address regardless of the setting of
this function.
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5.2.2 [ID & Print Settings]
[ID & Print Settings] can be configured.

(This page appears when [User Authentication] (in the [Security] »» [Authentication] »» [General Settings]
page) is set to [Device] or [External Server].)

Select [Security] »» [ID & Print Settings] »» [ID & Print Settings].

&Adrmmstrawr
iy @

Ready

b Authentication

ID & Print Settings
¥ID & Print Settings
ID & Pint 3

» ID & Primt Settings i
» Authentication Device Settings
T Default Operation Selection Bagin Printing 3
- IPsec iy
» IP Address Filtering
» IEEFB02.1X

P Limiting Access to Destination

I Auto Logout

Item Description

[ID & Print] Select whether to process all print jobs requested from a registered user
as ID & print jobs.

If you select [Enable], all print jobs requested from a registered user are
processed as ID & print jobs even when [ID & Print] is not enabled on the
printer driver.

If you select [Disable], print jobs are processed as ID & print jobs only when
[ID & Print] is enabled on the printer driver.

A print job requested from a registered user is processed as a normal one
if [ID & Print] is not enabled on the printer driver.

[Public User] Select the operation required when receiving a job without authentication
information (a job for which printing is instructed while user authentication
or account track is not enabled on the printer driver) or receiving a public
user's job.

If you select [Print Immediately], the received job is printed as it is.

If you select [Save], the received job is saved in the hard disk.

[Default Operation Selec- Select the default operation you want to apply after Authentication has
tion] been completed on the authentication unit (success in login).

If you select [Begin Printing], ID & print jobs are executed after authentica-
tion has been completed.

If you select [Access Basic Screen], you can log in to the basic window af-
ter authentication has been completed. In this case, ID & print jobs are not
executed.

@ Reference

For details on the ID & print function, refer to the [User's Guide Print Operations].
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5.2.3 [Authentication Device Settings]
IC card authentication settings can be configured.
(This page appears when the optional Authentication Unit AU-201 is installed in this machine.)
[General Settings]
Select [Security] »» [Authentication Device Settings] »» [General Settings].
&'Adm:mstrator
@Ready
T NI T TR
¥ Authentication
¥ ID & Print Seitings General Settings
¥ Authentication Device Settings Authentizetion Type (Card Authentcstion ¥
b FeliCa (SSFC) Settings
¥ PKI Settings
¥ [Psec
[P Address Filiering
b [EEEBD2.1X
I Limiting Access io Destination
# Aute Logout
Item Description
[Authentication Type] Select the authentication method.
Select [Card Authentication] to authenticate only by IC card reading.
Select [Card Authentication+Password] to authenticate by IC card reading
and password entry.
[IC Card Type] Displays the types of cards supported by the loadable driver.
Reference
° When a setting on this menu is changed, the card information saved on the machine is erased.
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[Security] tab 5.2

[FeliCa (SSFC) Settings]
(If the optional Authentication Unit AU-201 is installed and FeliCa (SSFC) is supported, this menu is dis-

played.)

Select [Security] »» [Authentication Device Settings] »» [FeliCa (SSFC) Settings].

2 Sp—
Py
Ready
¥ Authentication
o FeliCa (§SFC) Settings
¥ Authentication Device Settings Foom Cade D
» General Settings Floor Code b
W FeliCa (SSFC) Settings Building Cads b ]
» PKI Settings AreaCode D
» TPsec Security Level D
TP Address Filtering Company Tdentification Cods
» IEEEB02.1X Code1 [poonaoooooooaoo00000 |
I Limiting Access to Destination Code 2 |DDDUDDDDDDDDDDDUDUUU ‘
» Auto Logout Code3 |poooa000000000000000 |
Coded [poonaoooooooaoo00000 |
Code 5 [nooooooonoo0ooooo0000 |
Code§ |poooa000000000000000 |
Code? |poo0a0000000a0000000 |
Codes [nooooooonoo0ooooo0000 |
Coded |poooa000000000000000 |
Code 10 |poooa000000000000000 |
Company Code | ‘
Item Description
[Room Code] Specify the room number.
Default Setting: 0
[Floor Code] Specify the floor number.
Default Setting: 0
[Building Code] Specify the building number.
Default Setting: 0
[Area Code] Specify the region number.
Default Setting: 0
[Security Level] Select the security level.
Default Setting: 0
[Company Identification Specify the company identification code.
Code]
[Company Code] Specify the company code.
Reference

° When a setting on this menu is changed, the card information saved on the machine is erased.
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5.2 [Security] tab

5.2.4 [PKI Settings]

You can configure SSL communication settings and device certificate.

[Device Certificate]

Select [Security] »» [PKI Settings] »» [Device Certificate].

&Adm:mstrator
@Ready
Ready
[ oo | viw | sorge | dress |
¥ Authentication
Device Certificate
¥ ID & Print Settings
W Authentication Device Settings —
Default Issued By Issued To E‘P];:m" Detail | Edit
b SSL/TLS Settings
¥ Protocol Settings
b External Certificate
b Validate Certificaie
¥ IPsec
b IP Addvess Filtering
- [EEEB02.1X
b Limiting Access o Destination
» Auio Logout
Item Description

[New Registration]

Register a new device certificate.

Select a registration method: creating a self-signed certificate, requesting
an issuance of a certificate, or importing a certificate.

Up to 10 certificates can be registered.

If 10 certificates have already been registered, [New Registration] does not
appear.

[Default] Specify the default device certificate.
When not using device certificates depending on protocols, specify the de-
fault device certificate.

[Issued By] Displays an issuer of a device certificate.

[Issued To] Displays a destination to issue a device certificate to.

[Expiration Date]

Displays the validity period of a device certificate.

[Detail]

Enables you to confirm detailed information about a device certificate.

[Edit]

Enables you to remove or export a device certificate if it is installed.
If [Requesting] is displayed in [Issued To] of the device certificate, you can
install a CA-issued certificate in this machine.
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5 [Security] tab 5.2

[Device Certificate] (New Registration)
Select [Security] »» [PKI Settings] »» [Device Certificate] »» [Device Certificate] (New Registration).

7 —
gReady

Ready

» Authentication

Create a Self signed Certificate
#ID & Print Settings

Common Name
# Authentication Device Settings

— Organization [ |
e U | |
b SSL/TLS Setfings Locality | |
» Protocel Settings State/Frovince | |
» External Certificate Country |:|
» Validaie Certificate E-mail &ddeess | ‘
¥ IPsec Walidity Start Date 23/05/2011
TP Address Filtering Walidity Perind days (1-3630)
S
b Limiting Access to Destination £, = e
b Auto Logout
Item Description
[Create a Self-signed Cer- [Common Name] Displays the IP address or domain name of this
tificate] machine.
This item shows the set value used to access this
machine.
[Organization] Enter an organization or association name (up to
63 characters).
[Organization Unit] Enter an account name (up to 63 characters).
You can also specify a null.
[Locality] Enter a city, ward, town, or village name (up to
127 characters).
[State/Province] Enter a prefecture name (up to 127 characters).
[Country] Enter the country name with a country code de-

fined in ISO03166 (2 characters).

United States: US, Great Britain: GB, ltaly: IT,
Australia: AU, The Netherlands: NL, Canada: CA,
Spain: ES, Czech Republic: CZ, China: CN, Den-
mark: DK, Germany: DE, Japan: JP, France: FR,
Belgium: BE, Russia: RU

[E-mail Address] Enter the E-mail address of the administrator (up
to 128 characters, excluding a space).

[Validity Start Date] Displays the validity period starting date.

[Validity Period] Enter the validity period of a certificate with the
number of days that have elapsed since the start-
ing date.
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5.2 [Security] tab 5

Item Description
[Request a Certificate] [Common Name] Displays the IP address or domain name of this
machine.
This item shows the set value used to access this
machine.
[Organization] Enter an organization or association name (up to
63 characters).
[Organization Unit] Enter an account name (up to 63 characters).
You can also specify a null.
[Locality] Enter a city, ward, town, or village name (up to
127 characters).
[State/Province] Enter a prefecture name (up to 127 characters).
[Country] Enter the country name with a country code de-

fined in ISO03166 (2 characters).

United States: US, Great Britain: GB, ltaly: IT,
Australia: AU, The Netherlands: NL, Canada: CA,
Spain: ES, Czech Republic: CZ, China: CN, Den-
mark: DK, Germany: DE, Japan: JP, France: FR,
Belgium: BE, Russia: RU

[E-mail Address] Enter the E-mail address of the administrator (up
to 128 characters, excluding a space).

[Import a Certificate] [File] Specify the file name of the device certificate to
be imported.

Click [Browse] to specify where to save a certifi-
cate file.

[Password] Enter the password to decode the encrypted cer-
tificate file (up to 32 characters).

[Retype Password] Reenter the password for confirmation (up to 32
characters).
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[Security] tab

[Device Certificate] (Request a Certificate)

Displays request data to create [Request a Certificate].

7 —
gReady
Ready

» Authentication

#ID & Print Settings

# Authentication Device Settings

¥ PKI Seitings

» Devil riificate

P SSL/TLS Settings
I Protocel Settings
b External Certificate

Request a Certificate

HIIB72CCAVYCAQAUGatxCzAJBGNVELY TAkpQUQOUC AYDVOQIEVEX HQOUCAYD
EvExHQowC AYDVQOKEVEx HSEvHuYDVOQLEXhL TOSIQOEGTULOTOX USEia¥pn
ND IxFTATBGNVEASTDD AwMjAZ QkRGHD IOMDERMAGGA1UECXx MEHTEUME IGA1UE
QkgOMi1ER]AYND AxHz AdBgkehkiGIwOBCQEVEGF kb LugHR 103 QubGo 1 YTy
DQYJK0Z IhvecNAQEBBQADGYOAMIGI A0GEANNSDMKA 102 er VKAVez jMoz/ 4ot
BLgix+MQRzopObmE1DudHazF jBEd1WN11J0P 1PSh7KS029E1hz34er S1IS1HB
1ycsiah9eBMEL I5h14XUQ1nkEE i ASRkFkypogFeghl] 2Gas5g ibpaTnuc zxw
s0YSpHYLZ rabAgHBAAGHAD ANBykahkiGOvOEAQQF ALOBYQBENZ0Z jnsZuiwc
msvahMFUDasSwp2 idFmBe 5vouOTE4RE Ixak 1 zFuZTiNNUGEShk74kG3 e0Pps

a1t075164srLNr/ cs/NevppygeazH1 10mSSr X/ dDvE2 oKGLmCBTUB 7 XnnUgy

» Validate Certificate PcLPITUSKJ41iP1Ge, JIXS 1E4+g==

¥ IPsec

» IP Address Filtering

I IEEESD2.1X < »

I Limiting Access to Destination

b Auto Logout

Item Description

[Request a Certificate] Displays request data to issue a device certificate.

Send the displayed character string to the CA.

[Save] Click this button to save certificate signing request data in your computer

as a file.

[Device Certificate] (Install a Certificate)

Ask the CA to issue a certificate, and install the certificate sent from the CA in this machine.

7 S
Py
Ready
W Authentication Install a Certificate
D & Print Settings File [ |[(Browse... ]

I Authentication Device Settings
¥ PKI Settings
® Device Certificate

» SSL/TLS Settings

» Protocol Settings
I External Certificate
b Validate Certificate

b IPsec

b IP Address Filiering

- IEEESD2.1X

¥ Limiting Access to Destination

# Aute Logout

Item
[File]
[Apply]

Description
Select the data sent from the CA.

Click this button to install a certificate.
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5.2 [Security] tab

[Device Certificate] (Edit)
Select [Security] »» [PKI Settings] »» [Device Certificate] »» [Edit].

b Authentication

b ID & Print Settings

b SSL/TLS Settings
¥ Protocol Settings
b External Ceriificate
I Validate Certificaie
b Psec
¥ IP Address Filtering

= [EEEB02.1X

» Auto Logout

» Authentication Device Settings

& Exporta Certificate
¥ PKI Sertings
» Device Certificate

P Limiting Access to Destination

&'A dinistrabor
@Energy Baver

Energy Save:

C e 1 e | swmee | ossess |

Device Certificate

@ Certificate Information

O Delste a Certificate

Item

Description

[Certificate Information]

Select to view detailed information about the device certificate.

[Export a Certificate]

[Password] Enter the password (up to 32 characters).

The entered password is required when importing

a certificate.
[Retype Password] Reenter the password for confirmation (up to 32
characters).
[Delete a Certificate] Click [OK] to remove the registered device certificate.
Reference
° If Enhanced Security Mode is enabled, the device certificate cannot be deleted.

bizhub 42/36

5-39



[Security] tab 5.2

[SSL/TLS Settings]

Select [Security] »» [PKI Settings] »» [SSL/TLS Settings].

b Authentication

¥ ID & Print Settings

I Device Certificate

* SSLTLS Settings

¥ Protocol Settings
b External Ceriificate
» Validate Certificate
b IPsec
¥ IP Address Filtering

= IEEES02.1X

» Auto Logout

» Authentication Device Settings

Breryption St
¥ PKI Settings eiyption Steength

P Limiting Access to Destination

&'Adrmmstrawr
@Ready

Ready

SSL/TLS Settings
SILTLS

| AES-256, 3DES, RC4-128, DES, RC4-40 v |

Item

Description

[SSL/TLS]

Select the PageScope Web Connection mode to apply SSL.

Click [Disable] to disable SSL.

[Encryption Strength]

Specify the SSL encryption strength.
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5.2 [Security] tab

[Protocol Settings]

Select [Security] »» [PKI Settings] »» [Protocol Settings].

Issued By

Issued To

Default

Default

Default

&‘Adrmmstrator
gReady
@-...
» Authentication Protocel Seitings
b ID & Print Seitings FProtocol
» Authentication Device Settings IEEE02.1X
—
¥ Device Certificate
HTTF Server
b SSL/TLS Settings
st Seed GTD

¥ External Certificate

» Validate Certificaie

Default

E-mail Recsive (FOF)

Default

TCF Socket

Default

Z(HEHEHETIENZHEIHENES SR

b [Psec

b IP Address Filiering LbA? Defalt

b [EEEBD2.1X WebDAV Client Default

b Limiting Access io Destination OpenaFl Default

» Auio Logout

Weh Service Default

Item Description
[Protocol] Displays the classification for each protocol.
[Ilssued By] Displays the issuer of the device certificate.

If no device certificates have been registered, [Not Installed] appears.
If a protocol has been specified as the default, [Default] appears.

[lssued To]

Displays the destination of the device certificate.

[Edit]

Click to change the device certificate or confirm the details of the device

certificate.
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[Security] tab 5.2

[Protocol Settings] (IEEE802.1X)
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (IEEE802.1X).

7 P——
QHeaay
Ready
b Authentication Pruotocel Settings
» 1D & Print Settings Frotocsl IEEES02.1
» Authentication Device Setrings Certificate Verification Settings
» Device Certificate Bl
» SSL/TLS Settings Chein
» Protocol Settings Device Certificate
» External Certificate sy | Issued To | Expiration Date
» Validate Certificate ® |Defautt
b IPsec
» IP Adiress Filtering
» EEEB02.1X
b Limiting Access to Destination
» Auts Logout
Item Description

[Protocol Settings]

Displays the name of the selected protocol.

[Certificate Verification
Settings]

Specify settings for verifying the server certificate.
[Validity Period]: Select whether to check that the server certificate is within

the validity period.

[CN]: Select whether to check that the CN of the server certificate matches

the server address.

[Chain]: Select whether to check that the server certificate chain (certifica-

tion path) is correct.

[Device Certificate]

Select the certificate to be used.
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[Security] tab

[Protocol Settings] (S/MIME)
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (S/MIME).

» External Certificate
» Validate Certificaie
» Psec
» IP Addvess Filtering
» IEEFB02.1X
» Limiting Access to Destination

» Auto Logout

&'Adm:mstrator
@Ready
Ready
[ pow |
» Authentication Protocol Seitings
¥ ID & Print Settings Protacel SMIME
» Authentication Device Settings Derice Certificate
Er— Issued By Issued To | Expiration Date
I Device Certificate @ | Default
b SSL/TLS Settings
» Protocol Settings

Item Description

[Protocol Settings] Displays the name of the selected protocol.

[Device Certificate] Select the certificate to be used.

[Protocol Settings] (HTTP Server)
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (HTTP Server).

» Authentication

#ID & Print Settings

¥ Device Certificate

» SSL/TLS Settings

b External Certificate
b Validaie Certificaie
¥ IPsec
b IP Addvess Filtering
» [EEEB02.1X

» Auto Logout

# Authentication Device Settings

&A dministrator

@Re ady

Ready

[

[ po
Protocol Settings
Protocol HTTP Server
Device Certificate
Issued By Issued To | Expiration Date
@ | Defautt

» Protocel Settings

b Limiting Access o Destination

Item

Description

[Protocol Settings]

Displays the name of the selected protocol.

[Device Certificate]

Select the certificate to be used.
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5 [Security] tab 5.2

[Protocol Settings] (E-mail Send (SMTP))
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (E-mail Send (SMTP)).

&'Adrmmstrawr
@Ready
Ready
» Authentication Protocel Seitings
#ID & Print Settings Protocel E-mail Send (SMTF)
¥ Authentication Device Settings Certificate Verification Settings
» Device Certificate o
» SSL/TLS Settings Chain
» Protocel Seitings Key Usage
» External Ceriificate Check CRL Expiration
» Validate Certificate Check OCSP Expiration

b Psec Device Certificate

b IP Address Filtering Issued By | Issued To | Expiration Date
» IEEER02.1X @ [Defautt
b Limiting Access to Destination
> A Lagens
Item Description
[Protocol Settings] Displays the name of the selected protocol.
[Certificate Verification Specify settings for verifying the server certificate.
Settings] [Validity Period]: Select whether to check that the server certificate is within

the validity period.

[CN]: Select whether to check that the CN of the server certificate matches
the server address.

[Chain]: Select whether to check that the server certificate chain (certifica-
tion path) is correct.

[Key Usage]: Select whether to check that the server certificate is used ac-
cording to the purpose approved by the issuer.

[Check CRL Expiration]: Select whether to use the certificate revocation list
(CRL) to check that the server certificate has not expired.

[Check OCSP Expiration]: Select whether to use the Online Certificate Sta-
tus Protocol (OCSP) to check that the server certificate has not expired.

[Device Certificate] Select the certificate to be used.
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5.2 [Security] tab

[Protocol Settings] (E-mail Receive (POP))
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (E-mail Receive (POP)).

¥ Authentication

»ID & Print Settings

b [Psec
b IP Address Filtering
b [EEEB02.1X

» Auto Logout

» Authentication Device Settings

¥ Device Certificate oH
¥ SSL/TLS Settings Chain
» Proiocol Settings Key Usage
b External Certificate Cherk CRL Expiration
b Validate Certificate Check OCSP Expiration

P Limiting Access to Destination

L
7
oy
Ready
Proiocol Settings
Protocol E-mail Receive (FOF)

Certificate Verification Settings

Device Certificate

Issued By | Issued To | Expiration Date

@ | Default

Item

Description

[Protocol Settings]

Displays the name of the selected protocol.

[Certificate Verification
Settings]

Specify settings for verifying the server certificate.

[Validity Period]: Select whether to check that the server certificate is within
the validity period.

[CN]: Select whether to check that the CN of the server certificate matches
the server address.

[Chain]: Select whether to check that the server certificate chain (certifica-
tion path) is correct.

[Key Usage]: Select whether to check that the server certificate is used ac-
cording to the purpose approved by the issuer.

[Check CRL Expiration]: Select whether to use the certificate revocation list
(CRL) to check that the server certificate has not expired.

[Check OCSP Expiration]: Select whether to use the Online Certificate Sta-
tus Protocol (OCSP) to check that the server certificate has not expired.

[Device Certificate]

Select the certificate to be used.
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5 [Security] tab 5.2

[Protocol Settings] (TCP Socket)
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (TCP Socket).

&'Adrmmstrawr
@Ready

]

Ready
» Authentication Protocel Setiings
#ID & Print Settings Protocel TCF Socket

¥ Authentication Device Seitings Derice Certificate

E——— Issued By Issued To | Expiration Date

» Device Certificate @ | Defautt

b SSL/TLS Settings

b External Certificate

» Validate Certificate
» Psec

» IP Addvess Filtering
» IEEFB02.1X

P Limiting Access to Destination

» Auto Logout

Item Description

[Protocol Settings] Displays the name of the selected protocol.
[Device Certificate] Select the certificate to be used.
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5.2 [Security] tab

[Protocol Settings] (LDAP)
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (LDAP).

b Authentication

b ID & Print Settings

I Device Certificate
b SSL/TLS Settings
» Protocol Settings
b External Ceriificate
I Validate Certificaie
b Psec
¥ IP Address Filtering

= [EEEB02.1X

» Auto Logout

» Authentication Device Settings

&'Adm:mstrator
2
gReady
Ready
[ pow |
Protocol Settings
Protocel LDAP
Certificate Verification Settings
¥ PKI Settings Validity Period
o
Ot
Check CRL Expiration
Check OCSF Expiration
Device Certificate
Issued By | Issued To | Expiration Date

P Limiting Access to Destination

@ |Defautt

Item

Description

[Protocol Settings]

Displays the name of the selected protocol.

[Certificate Verification
Settings]

Specify settings for verifying the server certificate.

[Validity Period]: Select whether to check that the server certificate is within
the validity period.

[CN]: Select whether to check that the CN of the server certificate matches
the server address.

[Chain]: Select whether to check that the server certificate chain (certifica-
tion path) is correct.

[Key Usage]: Select whether to check that the server certificate is used ac-
cording to the purpose approved by the issuer.

[Check CRL Expiration]: Select whether to use the certificate revocation list
(CRL) to check that the server certificate has not expired.

[Check OCSP Expiration]: Select whether to use the Online Certificate Sta-
tus Protocol (OCSP) to check that the server certificate has not expired.

[Device Certificate]

Select the certificate to be used.
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[Security] tab 5.2

[Protocol Settings] (WebDAV Client)
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (WebDAV Client).

» IPsec

&'Adrmmstrawr
@Ready
Ready
» Authentication Protocel Seitings
¥ ID & Print Settings Protocel WebDAY Client
¥ Authentication Device Settings Certificate Verification Settings
» Device Certificate o
» SSL/TLS Settings Chain
» Protocel Seitings Key Usage
» External Ceriificate Check CRL Expiration
» Validate Certificate Check OCSP Expiration

Device Certificate

» IP Address Filtering Issued By | Issued To | Expiration Date
» IEEEB02.1X @ |Defatt
» Limiting Access to Destination
Appl Clear
-
Item Description

[Protocol Settings]

Displays the name of the selected protocol.

[Certificate Verification
Settings]

Specify settings for verifying the server certificate.

[Validity Period]: Select whether to check that the server certificate is within
the validity period.

[CN]: Select whether to check that the CN of the server certificate matches
the server address.

[Chain]: Select whether to check that the server certificate chain (certifica-
tion path) is correct.

[Key Usage]: Select whether to check that the server certificate is used ac-
cording to the purpose approved by the issuer.

[Check CRL Expiration]: Select whether to use the certificate revocation list
(CRL) to check that the server certificate has not expired.

[Check OCSP Expiration]: Select whether to use the Online Certificate Sta-
tus Protocol (OCSP) to check that the server certificate has not expired.

[Device Certificate]

Select the certificate to be used.
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5.2 [Security] tab

[Protocol Settings] (OpenAPI)
Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (OpenAPI).

¥ Authentication

¥ ID & Print Settings

# Authentication Device Setlings

¥ PKI Settings alidity Period

» Device Certificate CN

b SSL/TLS Settings Chain

» Proiocol Seitings Key Usage

¥ External Certificate Check CRL Expiration

b Validate Certificate Check OCEP Expriration
» [Psec Cliesit Cestificate

Device Certificate
I IP Addvess Filtering evive Leriica
J [EEEB02.1X sl | Issued To | Expiration Date
I Limiting Access to Destination @ |Default
» Auto Logout
Aply

&Adm:mstrator
2
@Ready
Ready
o | e | somee | diress |
Protocol Settings
Protocol OpenaPl

Certificate Verification Settings

Item

Description

[Protocol Settings]

Displays the name of the selected protocol.

[Certificate Verification
Settings]

Specify settings for verifying the server certificate.

[Validity Period]: Select whether to check that the server certificate is within
the validity period.

[CN]: Select whether to check that the CN of the server certificate matches
the server address.

[Chain]: Select whether to check that the server certificate chain (certifica-
tion path) is correct.

[Key Usage]: Select whether to check that the server certificate is used ac-
cording to the purpose approved by the issuer.

[Check CRL Expiration]: Select whether to use the certificate revocation list
(CRL) to check that the server certificate has not expired.

[Check OCSP Expiration]: Select whether to use the Online Certificate Sta-
tus Protocol (OCSP) to check that the server certificate has not expired.
[Client Certificate]: Select whether to request for client certificates.

[Device Certificate]

Select the certificate to be used.
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[Security] tab 5.2

[Protocol Settings] (Web Service)

Select [Security] »» [PKI Settings] »» [Protocol Settings] »» [Edit] (Web Service).

7 P——
Qﬁeaay
Ready
» Authentication Protocol Settings
1D & Print Settings Frotacel Weh Service
» Authentication Device Settings Certificate Verification Settings
» Device Certificate Chain
» SSL/TLS Settings Eey Usage
b External Certificate Cheek OCSP Expiration
» Validate Certificate Ctient Certificate
» IPsec Device Certificate
»IP Address Filtering Ly | Issued To | Expiration Date
& IEEEB02.1X @ | Defautt
b Limiting Access to Destination
b Aaris Logout
Item Description

[Protocol Settings]

Displays the name of the selected protocol.

[Certificate Verification
Settings]

Specify settings for verifying the server certificate.

[Validity Period]: Select whether to check that the server certificate is within
the validity period.

[Chain]: Select whether to check that the server certificate chain (certifica-
tion path) is correct.

[Key Usage]: Select whether to check that the server certificate is used ac-
cording to the purpose approved by the issuer.

[Check CRL Expiration]: Select whether to use the certificate revocation list
(CRL) to check that the server certificate has not expired.

[Check OCSP Expiration]: Select whether to use the Online Certificate Sta-
tus Protocol (OCSP) to check that the server certificate has not expired.
[Client Certificate]: Select whether to request for client certificates.

[Device Certificate]

Select the certificate to be used.
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5.2 [Security] tab 5

[External Certificate]
Select [Security] »» [PKI Settings] »» [External Certificate].

&'Adm:mstrator
@Ready
Ready
| ob | prim | Sorze | Adiress |
» Authentication External Certificate
-
b ID & Print Settings
b Authentication Device Settings Certification Type |Trusted Root Certification Authorities v|
| Issued By | Esued To FRRIrAon | p ey Delm|
¥ Device Certificate
= SSL/TLS Settings
¥ Protocol Settings
» Validate Certificate
¥ IPsec
b IP Address Filtering
b [EEEB02.1X
b Limiting Access io Destination
» Auio Logout
Item Description
[New Registration] Click this button to register a new external certificate.
Click [Browse] in the new registration window to specify a new external
certificate to be registered.
[Certification Type] Select the type of external certificates to be displayed.
External certificates of the selected type appear in the list.
[Issued By] Displays the issuer of an external certificate.
[Issued To] Displays the destination of an external certificate.
[Expiration Date] Displays the validity period of an external certificate.
[Detail] Check detailed information about an external certificate.
[Delete] Displays a message asking you to confirm deletion, enables you to delete
an external certificate.
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5 [Security] tab 5.2

[External Certificate] (New Registration)
Select [Security] »» [PKI Settings] »» [External Certificate] »» [New Registration)].

&'Adrmmstrawr
72
gReady
Ready
b Authentication
Import a Certificate
¥ ID & Print Settings
Certification T i v
S —————— ertification Type ‘Trusted Root Cerification Authorities |
Fil
¥ PKI Settings e ‘ |[ Browse.. |
» Device Certificate Apnly

b SSL/TLS Settings
¥ Protocol Settings
» Validate Certificate
b IPsec
¥ IP Address Filtering
b IEEEB02.1X
b Limiting Access to Destination

» Auto Logout

Item Description

[Certification Type] Select the type of external certificate to be registered.

If [Trusted Root Certification Authorities] is selected, a root certificate from
a trusted certificate authority (CA) will be registered.

If [Trusted Intermediate Certification Authorities] is selected, an interim cer-
tificate from a trusted certificate authority (CA) will be registered.

If [Trusted Certificate] is selected, trusted certificates will be individually
registered.

If [Untrusted Certificate] is selected, untrusted certificates will be individu-
ally registered.

[File] Click [Browse] to specify a new external certificate to be registered.
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[Validate Certificate]

Select [Security] »» [PKI Settings] »» [Validate Certificate].

¥ Authentication

» D & Print Settings

# Aute Logout

» Authextication Device Settings Gertificale Venlicalion
¥ Device Certificate OCSP Service
» SSLITLS Settings URL \ |
» Proiocol Settings Proxy Settings
» Bxternal Certificate Froxy Server Addeess [nooo |
» [Psec User Name ‘ |
# IP Address Filtering Passwozd [ctangs Password
» EFEB02.1X [ l

P Limiting Access to Destination

2 Sp—
Py

Ready

Certificate Verification Settings

o Proxy for following domain \ |

Item

Description

[Certificate Verification]

Select whether or not certificate verification is performed.

[Timeout] Enter the timeout period for expiration date confirmation.

[OCSP Service] Select this check box to use the OCSP service.

[URL] Enter the URL of the OCSP service (up to 511 characters).
If this item is left blank, the machine accesses the URL of the OCSP service
embedded in the certificate. If the URL of the OCSP service is not embed-
ded in the certificate, an error will occur.

[Proxy Server Address] To confirm the expiration date via a proxy server, enter its address.

Format: *.*.*.* (Asterisk * can be 0 to 255)

If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).

When using IPv6, you can specify the IPv6 address.

[Proxy Server Port Number]

Enter the port number of a proxy server.

[User Name]

Enter the user name to log in to the proxy server (up to 63 characters).

[Change Password]

Select this check box to change the password.

[Password]

Enter the password to log in to the proxy server (up to 63 characters).

[No Proxy for following do-
main]

To enable expiration date confirmation, specify an address that does not
use the proxy server depending on your environment.

Format: *.*.*.* (Asterisk * can be 0 to 255)

If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).

When using IPv6, you can specify the IPv6 address.
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5.2.5

[IPsec]

You can configure IPsec settings.

Select [Security] »» [IPsec] »» [IPsec].

b Authentication

#ID & Print Settings

&Adrmmstrawr
oy
Ready

IPsec

General Seitings

» Authentication Device Settings

» P Settings Psec Disable

IKE Life Time 28800sec.
_ IKE Diffie-Hellman Group Group2
_ [Psec 34 Life Time Z800sec

¥ IP Address Filtering Edit

- TEEESD2.1X IEE Settings

P Limiting Access to Destination No. Encryption Algorithm Authentication Algorithm Edit | Delete

I Auto Logout 1 Delete
2 Delete
3 Delete
4 Delete

TPsec SA Settings
Security Em:r:ypﬁnn Auﬂlel.m':aﬂnn Auﬂm.lﬁcaﬁnn .
No.| poo | Algorithmfor | Algorithmfor | Algorithmfor | Edit | Deleie
ESP ESP AH
1 Delete
2 Delete
3 Delete
4 Delete
3 Delete
6 Delete
7 Delete
H Delete
IPsec Peer Settings
No.|PFS|  Peer's Address Pre-Shared Key E"”?;‘::‘i"" Eiit | Deleie
1 Delete
2 Delete
3 Delete
4 Delete
3 Delete
6 Delete
7 Delete
H Delete
9 Delete
in Delete
Item Description

[General Settings]

[IPsec]

Displays whether or not the IPsec function is en-
abled.

[IKE Life Time]

Displays the length of the life for the IKE.

[IKE Diffie-Hellman
Group]

Displays the IKE Diffie-Hellman group.

[IPsec SA Life Time]

Displays the length of the life for the IPsec SA.

[Edit]

Click this button to edit [General Settings].
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Item Description

[IKE Settings] Displays the registered settings.

oce boor Settns] [Edit] Click this button to edit each item.
[Delete] Click to delete the settings.

[General Settings]
Select [Security] »» [IPsec] »» [IPsec] »» [Edit] (General Settings).

2 Sp—
Py

Ready

» Authentication
General Settings
#ID & Print Settings
iy Disahle »

I Authentication Device Settings s

¥ PKI Settings TEE Life Time 28800 sec. ca0-604800)
I O o

» IP Address Filtering Apply

» [EEEB02.1X
b Limiting Access o Destination

» Auto Logout

Item

Description

[IPsec]

Select whether or not to enable the IPsec function.

[IKE Life Time]

Specify the length (in seconds) of the life for the IKE.

[IKE Diffie-Hellman Group] Select the IKE Diffie-Hellman group.

[IPsec SA Life Time] Specify the length (in seconds) of the life for the IPsec SA.
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[IKE Settings]
Select [Security] »» [IPsec] »» [IPsec] »» [Edit] (IKE Settings).
(Up to four groups can be registered for the IKE Settings.)

Ready

¥ Authentication

2 Ap—
Py

#ID & Print Settings TKE Settings
HMo. 1

I Authentication Device Settings

+ PKI Settings Eneryphion Algasithm

.

»IP Address Filtering

- IEEESD2.1X

b Limiting Access to Destination

» Aute Logoui
Item Description
[No.] Displays the number to be registered.
[Encryption Algorithm] Select an encryption algorithm to be used for creation of the common key.
[Authentication Algorithm] Select an authentication algorithm to be used for creation of the common

key.

[IPsec SA Settings]
Select [Security] »» [IPsec] »» [IPsec] »» [Edit] (IPsec SA Settings).
(Up to eight groups can be registered for the IPsec SA Settings.)

Ready

» PKI Settings

T
e

Authentication Algorithm for AH

#IP Address Filtering

&'Adrmmstrawr
gReady

¥ Authentication
IPsec SA Settings
- ID & Print Settings
M 1
¥ Autheniication Device Seitings °
Security Protocol AH [

= IEEES02.1X
P Limiting Access to Destination

» Auto Logout

Item Description

[No.] Displays the number to be registered.

[Security Protocol] Select a security protocol to use.

[Encryption Algorithm for If you have set the Security Protocol to [ESP], select the ESP encryption
ESP] algorithm.

[Authentication Algorithm
for ESP]

If you have set the Security Protocol to [ESP], select the ESP authentica-
tion algorithm.

[Authentication Algorithm
for AH]

If you have set the Security Protocol to [AH], select the AH authentication
algorithm.
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[IPsec Peer Settings]

Select [Security] »» [IPsec] »» [IPsec] »» [Edit] (IPsec Peer Settings).

(Up to 10 peers can be registered.)

¥ Authentication

» D & Print Settings

I Authentication Device Settings

7 Sp——
By

Ready

TPsec Peer Settings

Ho 1

Encapsulstion Mode
¥ PKI Settings
e e | '
. Pre-Shared Key ‘ |
» IP Address Filtering
=
- Limiting Access o Destination
# Aute Logout
Item Description
[No.] Displays the number to be registered.
[Encapsulation Mode] Select an IPsec operation mode.
[Peer's Address] Enter the IP address of the peer.

When using IPv6, you can specify the IPv6 address.

[Perfect Forward Secrecy]

To increase the IKE security level, select [Use].
If you have selected [Use], the communication time increases.

[Pre-Shared Key]

Enter the Pre-Shared Key text to be shared with the peer (up to 64 charac-
ters).
This text must be the same as that used at the peer.
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5.2.6 [IP Address Filtering]
You can specify the range of IP addresses from which access to the machine is permitted.
Select [Security] »» [IP Address Filtering] »» [IP Address Filtering].
2 S——
@Ready
¥ Authentication
#ID & Print Settings TP Adiress Filiering
» Authextication Device Settings Avcess Permission A ddress
¥ PKI Settings | H ‘
- IPsec | H ‘
| J |
| | |
» IEEEB02.1X [ i \
P Limiting Access to Destination Access Refuse Address
» Aute Logout | H ‘
| i |
| i |
| I |
| i |
Item Description
[Access Permission Ad- To specify addresses you permit access from, select [Enable].
dress]
Range of IP address per- Enter the start and end addresses of ranges you permit access from.
mitted access Format: *.*.*.* (Asterisk * can be 0 to 255)
[Access Refuse Address] To specify addresses you deny access from, select [Enable].
Range of IP address re- Specify the start and end addresses of ranges you deny access from.
fused access Format: *.*.*.* (Asterisk * can be 0 to 255)

Reference

° If the range of permitted IP addresses in [Access Permission Address] overlaps the range of refused IP
addresses in [Access Refuse Address], the refused addresses in [Access Refuse Address] are given pri-
ority.

. To specify a single IP address, type the same IP address into both the box for the starting IP address
and for the ending IP address, or type "0.0.0.0" into the box for either the starting IP address or the
ending IP address.
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52.7 [IEEE802.1X]

You can configure IEEE802.1X settings.
Select [Security] »» [IEEE802.1X] »» [IEEE802.1X].

[ Y—
@Ready @
Read:
¥ Authentication
TEEESD2.1X
#ID & Print Settings
I Authentication Device Settings [EEEOZIX
P EAP Type
» Poce UserID \ |
» IP Address Filtering Password [ change Password
| |
TS e renymons |
» Limiting Access o Destiation TTLS Authentication Type
» Auto Logont Send Clisnt Certificate
BerverID ‘
Encryption Steength
Hetwork Stap
Limit Tims :|
Item Description
[[EEE802.1X] Select whether or not to enable the IEEE802.1X function.
[EAP Type] Select an EAP authentication method.
If you select [Server Specification], the EAP-Type provided by the authen-
tication server will be used for authentication.
Configure the supplicant settings as required for this machine according to
the EAP-Type provided by the authentication server.
Do not set this item to [None].
[User ID] Enter a user ID (up to 128 characters).
This user ID is used for all EAP-Type options.
[Change Password] Select this check box to change the password.
[Password] Enter the password (up to 128 characters).

The password is used for all EAP-Type options other than [EAP-TLS].

[TTLS Anonymous Name] Enter an anonymous name to be used for EAP-TTLS authentication (up to

128 characters).

This item is available if [EAP-Type] is set to [EAP-TTLS] or [Server Specifi-
cation].

If [EAP Type] is set to [Server Specification] while the actual authentication
method is EAP-MD5, type in the same name as that specified for [User ID].

[TTLS Authentication Type] | Select an EAP-TTLS inner authentication protocol.

This item is available if [EAP-Type] is set to [EAP-TTLS] or [Server Specifi-
cation].

[Send Client Certificate] Select whether to encrypt authentication information using client certifi-

cates of this machine. You can configure this setting when client certifi-
cates are registered in this machine.

If [EAP-Type] is [EAP-TLS], the client certificates are always required.
This setting can be configured even if [EAP-Type] is set to [EAP-TTLS] or
[PEAP].

[Server ID]

Enter a server ID (up to 64 characters).
This setting is required if you verify the CN of the server certificate.
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5.2.8

Item

Description

[Encryption Strength]

Select an encryption strength level for encrypted communication with TLS.

e [Low]: Keys of any length are used for communication.

¢ [Medium]: Keys that are more than 56 bits in length are used for com-
munication.

e [High]: Keys that are more than 128 bits in length are used for commu-
nication.

This item is available if [EAP-Type] is set to anything other than [None] or

[EAP-MD5].

[Network Stop] If an authentication process does not succeed within the specified time, all
network communication will stop. To specify the delay between the start
of an authentication process and the stop of network communication, se-
lect [Enable].

[Limit Time] Specify the delay (sec.) between the start of an authentication process and

the stop of network communication.
To restart the authentication process after network communication has
stopped, turn the power of this machine off and on again.

[Limiting Access to Destination]

You can configure the setting that prohibits user operation.

[Restrict User Access]

Select [Security] »» [Limiting Access to Destination] »» [Restrict User Access].

b Authentication

»ID & Print Settings

» PKI Settings
» IPsec
b IP Address Filtering

» IEEEB02.1X

I Auto Logout

» Authentication Device Settings

¥ Limiting Access to Destination
» Restrict User Access

&Adrmmstrawr

oy
Ready

Restrict User Access

Allow ¥

Registering and Changing Addresses

Item

‘ Description

[Registering and Changing
Addresses]

Select whether or not to prohibit users from registering or editing destina-
tions.
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5.2.9 [Auto Logout]

Logout time can be set.

Select [Security] »» [Auto Logout] »» [Auto Logout].

7 T—
2,
ey
Ready
¥ Authentication
Ao Logout
» Authentication Device Settings
b PKI Settings Admin Mode Logout Time (1-600)
» Psee Tser bads Lagmat Time (160)
b IP Address Filtering Apply
b [EFEB02.1X
- Limiting Access io Destination

Item

Description

[Admin Mode Logout Time]

Specify the time period before the user will automatically be logged out
when no operations have been performed in the administrator mode.

[User Mode Logout Time]

Specify the time period before the user will automatically be logged out
when no operations have been performed in the user mode.
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5.2.10

[Administrator Password]

Configure the administrator password of this machine.

Select [Security] »» [Administrator Password] »» [Administrator Password].

Reference

° If Enhanced Security Mode is enabled, this page will not be displayed.
° If a device certificate has not been registered, this page will not be displayed.

. This page does not appear if [SSL/TLS] is set to [Disable] in [Security] »» [PKI Settings] »» [SSL Set-
tings], when a device certificate is already registered.

7 -
7,
Py
Ready
¥ Authentication
Administrator Password
#ID & Print Settings
b Authentication Device Settings
e Retgpe He Passwoed ]
b IP Address Filteri
- IEEESD2.1X
¥ Limiting Access to Destination
# Aute Logout
¥ Adminisirator Password
* Adminisiraior Password
Item Description

[Current Password]

Enter a currently specified administrator password.

[New Password]

Enter a new administrator password (up to 8 characters, excluding space
and ).

[Retype New Password]

Reference

Enter the new administrator password again for confirmation.

. You cannot register a password less than eight characters when [Security Settings] »» [Security Details]
»» [Password Rules] is set to [ON] in the [Admin Settings] on the Control Panel.
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53 [Job] tab

This page allows you to view the status of current print jobs.

5.3.1 [Current Jobs]

You can check the current jobs being processed on the machine.

[Print]
Select [Job] »» [Current Jobs] »» [Print].

2 T—
@Ready
[ Prim | Sorage | Adiress |
| | M. | userMame | Decumemidame | St | Timeswred |
F Send
¥ Receive
» Save
» Job History
b Communication List
Item Description
[No.] Displays the identification number of the print job. Each print job that the
machine receives is assigned a unique identification number.
[User Name] Displays the name of the owner for the print job, if known.
[Document Name] Displays the name of the print file.

This cell remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.

[Status] Displays the current status of the print job. (Waiting, Parsing, Printing,
Scanning, Pause, Cancel, or Abort)

[Time Stored] Displays the time that the job was queued.

[Delete] Click to delete the print job(s) whose check box in column 1 has been se-
lected.
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[Send]
Select [Job] »» [Current Jobs] »» [Send].
2 S——
- [T . | usertme | DocumemiMame | Starus | Timeswrea |
¥ Receive
> Save
» Joh History
¥ Communication Lisi
Item Description
[No.] Displays the identification number of the transmission job. Each job sent

by the machine is assigned a unique identification number.

[User Name]

Displays the name of the owner for the transmission job, if known.

[Document Name]

Displays the name of the transmission file.
This cell remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.

[Status] Displays the current status of the transmission job. (Waiting, Spooling,
Parsing, Printing, Scanning, Transferring, Pause, Sending, Dialing, Wait To
Redial or TimerTx)

[Time Stored] Displays the time that the job was queued.

[Delete] Click to delete the transmission job(s) whose check box in column 1 has

been selected.
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[Receive]

Select [Job] »» [Current Jobs] »» [Receive].

&‘Adrmmstrator
» Print | | No. | User Name | Document Name | Status | Time Stored |
b Send
T
> Save
¥ Joh History
b Communication List
Item Description
[No.] Displays the identification number of the reception job. Each job received

by the machine is assigned a unique identification number.

[User Name]

Displays the name of the owner for the reception job, if known.

[Document Name]

Displays the name of the reception file.
This cell remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.

[Status] Displays the current status of the reception job. (Waiting, Printing, Trans-
ferring, Pause, Receiving, Dialing or Wait To Redial)
[Time Stored] Displays the time that the job was queued.
[Delete] Click to delete the reception job(s) whose check box in column 1 has been
selected.
[Save]

Select [Job] »» [Current Jobs] »» [Save].

[ Y—
oy
- o [T . | uvsertme | DocumemMame | Starus | Time Swred |
b Send
¥ Receive
b Joh History
¥ Communication Lisi
Item Description
[No.] Displays the identification number of the stored job. Each job stored on the

machine is assigned a unique identification number.

[User Name]

Displays the name of the owner for the stored job, if known.

[Document Name]

Displays the name of the stored file.
This cell remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.

[Status] Displays the current status of the stored job. (Scanning or Pause)
[Time Stored] Displays the time that the job was queued.
[Delete] Click to delete the stored job(s) whose check box in column 1 has been se-

lected.
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5.3.2

[Job History]

You can check the jobs that have been completed on the machine.

[Print]

Select [Job] »» [Job History] »» [Print].

¥ Current Jobs

F Send
P Receive
b Save

» Communication List

B tmicistator
P
By
Job History

Document Name Result Detail
Unknown oK
34 |OPERATOR PCL FOMTLIST oK
33 |OPERATOR PCLFONTLIST O
37 |OPERATOR PCL FONTLIST oK

Item

Description

[No.]

Displays the identification number of the print job. Each print job that the
machine receives is assigned a unique identification number.

[User Name]

Displays the name of the owner for the print job, if known.

[Document Name]

Displays the name of the print file.
This cell remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.

[Result]

Displays the result of the print job. (OK, Error, or Canceled)

[Detail]

Click to display a page containing details.
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[Send]
Select [Job] »» [Job History] »» [Send].

L T——
» Current Jobs Joh History
No. | User Name Document Name Result Detail
» Print 4 | Public Unkaown oK
3 |FAXTH  |PKazar 0K
¥ Receire 19 |Pubtic test_pint txd Error
» Save
b Commrumication List 15 [Public Unkaown Error
Item Description
[No.] Displays the identification number of the transmission job. Each job sent

by the machine is assigned a unique identification number.

[User Name]

Displays the name of the owner for the transmission job, if known.

[Document Name]

Displays the name of the transmission file.
This cell remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.

[Resuli] Displays the result of the transmission job. (OK, Error, or Canceled)
[Detail] Click to display a page containing details.
[Receive]

Select [Job] »» [Job History] »» [Receive].

7 Y—
ey
¥ Current Jobs Job History
No. User Mame Document Name Result Detail
¥ Print 41 |FAXRX oK
» Send 32 |FaXRX OE
> Save
# Communication Lisi
Item Description
[No.] Displays the identification number of the reception job. Each job received

by the machine is assigned a unique identification number.

[User Name] Displays the name of the owner for the reception job, if known.

Displays the name of the reception file.
This cell remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.

[Document Name]

[Result] Displays the result of the reception job. (OK, Error, or Canceled)

[Detail] Click to display a page containing details.
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[Save]
Select [Job] »» [Job History] »» [Save].
&Adrmmstrawr
¥ Current Johs Joh History
No. User Mame Document Name Result Detail
¥ Print o |scan - oK
P Send a1 |scaN - oK
* Recetie 12| Public test_0001 jog oK
¥ Communication List
Item Description
[No.] Displays the identification number of the stored job. Each job stored on the
machine is assigned a unique identification number.
[User Name] Displays the name of the owner for the stored job, if known.
[Document Name] Displays the name of the stored file.

This cell remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.

[Result] Displays the result of the stored job. (OK, Error, or Canceled)

[Detail] Click to display a page containing details.

[Job History] (Detail)
Select [Job] »» [Job History] »» [Detail].

Reference

As an example, a description of the [Job] »» [Job History] »» [Print] »» [Detail] page is provided below.

&Adrmmstrawr
F Current Johs Detail
e pis
» Send User Hame Administrator
» Receire Document Name test_print txt
» Sawe Number of Originals 1
Copies 1
¥ Communication List
Result 0K
Time Stored 30/03/2011 14:44:34
Time Finished 30/03/2011 14:45:33
Item Description
[No.] Displays the identification number of the print job. Each print job that the
machine receives is assigned a unique identification number.
[Type] Displays the job type.
[User Name] Displays the name of the owner for the print job, if known.
[Document Name] Displays the name of the print file.
This item remains empty if [Hide Personal Information] is set to [On] in the
[System] »» [Machine Settings] »» [Machine Settings] page.
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Item Description

[Number of Originals] Displays the number of pages in the document.
This item is not displayed in the [Detail] window of [Send], [Receive], and
[Save].

[Copies] Displays the number of printed copies.

[Result] Displays the result of the print job (OK, Error, or Canceled)

[Time Stored] Displays the time that the job was queued.

[Time Finished] Displays the time that printing finished.

[OK] Click to return to the previous page.

5.3.3 [Communication List]

You can check the list of communication completed in the machine.

[Scan]

Select [Job] »» [Communication List] »» [Scan].

&‘Adrmmstrator
7,
@Remy
b Current Johs Communication List
»- Jub History Mo. Destination Start| pecult | Detail
Time
a1 1401 | Cancetled
» FaxTX 104 1223 | 0K
» FaxRX 103 10:42 | OK.
B 1212 | OK

Item Description

[No.] Displays the transmission ID.
[Destination] Displays the transmission recipient.

[Start Time] Displays the time that the job started.
[Result] Displays the results of the job.

[Detail] Click to display a page containing details.
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[Fax TX]

Select [Job] » [Communication List] »» [Fax TX].

&'Adrmmstrawr
¥ Current Johs Communication List
¥ Joh History MNo. Destination Start Time Result Detail
¥ Sean 130 - 1934 oK
— 12 - 19:52 Error
110 1144 oK
Item Description
[No.] Displays the transmission ID.
[Destination] Displays the transmission recipient.
[Start Time] Displays the time that the job started.
[Result] Displays the results of the job.
[Detail] Click to display a page containing details.
[Fax RX]
Select [Job] »» [Communication List] »» [Fax RX].
&'Adrmmstrawr
» Current Johs Communication List
b Joh History No. Destination Start Time Result Detail
¥ Sean 142 1326 oK
» Fax TX
127 . - 1615 Error
Item Description
[No.] Displays the transmission ID.
[Destination] Displays the transmission recipient.
[Start Time] Displays the time that the job started.
[Result] Displays the results of the job.
[Detail] Click to display a page containing details.
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tab

[Communication List] (Detail)

Select [Job] » [Communication List] »» [Detalil].

Reference
° As an example, the [Job] »» [Communication List] »» [Fax TX] »» [Detail] page is shown.
2 T—
%Ready
P | Sorge | Adiress |
I Current Jobs Communication List
I Job History Mo 92
» Sean Made I-Fax
Start Time 11/05/2011 08:37:53
» FaxRY Communication Time 00:00
Mumber of Originals 1
Result OK
Item Description
[No.] Displays the transmission ID.
[Destination] Displays the transmission recipient.
[Mode] Displays the communication type.
[Start Time] Displays the time that the job started.

[Communication Time]

Displays the transmission time.

[Number of Originals]

Displays the number of pages in the document.

[Result] Displays the results of the job.

[OK] Click to return to the previous page.
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[Print] tab 54

5.4.1

[Print] tab

This page allows more detailed printer settings to be specified.

[Default Settings]

You can configure printer settings and paper settings.

[General Settings]

Select [Print] »» [Default Settings] »» [General Settings].

L2 S—
gReady
Ready
Gt s
¥ Paper Source Settings POL
¥ Tray Mapping Seitings Paper Source
» PCL Settings Duplex
» PosiScript Setiings Binding
» XPS Settings Finishing
Desdbowpom T i
—] Copies [ asem
s E———
Length [ naanass
Collate
Auto Continue
Hald Job Timeout Disabled +

Item Description Control Panel
[PDL] Select the printer definition language. page 4-24
[Paper Source] Select the primary paper tray. page 4-19

[Duplex] Select whether to print in the 2-sided print format.

[Binding] Specify the default binding position for 2-sided
printing.

[Finishing] Select offset or staple.

When selecting staple, specify the staple position.

[Binding Direction Adjust-
ment]

Specify the method for paper arrangement (ad-
justing the binding position) for 2-sided printing.
[Adjust Orientation]: Execute the Adjust Orienta-
tion processing.

[Control Adjustments]: Follow the instruction from
the printer driver without executing the Adjust Ori-
entation processing.

[Output Tray] Display the output tray.

[Copies] Enter the number of copies to be printed.

[Paper Size] Select the paper size.

[width] Specifies the paper width when [Paper Size] is set
to [Custom Size].

[Length] Specifies the paper length when [Paper Size] is set

to [Custom Size].

Refer to the [User's
Guide Print Opera-
tions].
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Item Description Control Panel
[Paper Type] Select the type of paper loaded in the selected Refer to the [User's
tray. Guide Print Opera-
ti .
[Collate] Select whether or not collating pages sequentially lons]
when printing multiple sets of copies.
[Auto Continue] Select whether or not printing continues if the size | page 4-20
or type of paper in the selected paper tray is differ-
ent from the size or type of paper for the print job.
[Hold Job Timeout] Select the length of time until print jobs saved on page 4-22
the hard disk are deleted.

[Paper Source Settings]
Select [Print] »» [Default Settings] »» [Paper Source Settings].

2 Sp—
Py

Ready

¥ Default Settings

Paper Source Settings

P General Settings Teagl

I Paper Source Settings

SizeDetectionMode
» Tray Mapping Settings Paper Size
» PCL Seitings idth l:lmm(DU-ZPTJ
» PostScript Settings
o Lrng E
CRmfemm
DeoldFeorm W
SDiePnxt o,
Paper Size Al
Tray4
Paper Size a4
Trays
Paper Size a4
Tray Chaining
Tray Chaititig
ltem Description Control Panel
[Tray1] [Size Detection Select whether or not to automatically Refer to the [Us-
Mode] detect the size of paper loaded in the er's Guide Print
Tray 1. Operations].
If [Auto] is selected, [Paper Size] is
grayed out.
[Paper Size] Specifies the setting for the size of paper
loaded into Tray 1.
[Width] Specifies the paper width when [Paper
Size] is set to [Custom Size].
[Length] Specifies the paper length when [Paper
Size] is set to [Custom Size].
[Paper Type] Specifies the setting for the type of paper
loaded into Tray 1.
[Tray2] [Paper Size] Displays the setting for the size of paper
loaded into Tray 2.
[Paper Type] Specifies the setting for the type of paper
loaded into Tray 2.
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Item Description Control Panel
[Tray3] [Paper Size] Displays the setting for the size of paper | Refer to the [Us-
loaded into Tray 3. er's Guide Print
ti .
[Paper Type] Specifies the setting for the type of paper Operations]
loaded into Tray 3.
[Tray4] [Paper Size] Displays the setting for the size of paper
loaded into Tray 4.
[Paper Type] Specifies the setting for the type of paper
loaded into Tray 4.
[Tray5] [Paper Size] Displays the setting for the size of paper
loaded into Tray 5.
[Paper Type] Specifies the setting for the type of paper
loaded into Tray 5.

[Tray Chaining] Select whether a paper tray loaded with paper of the same size | Refer to the [Us-
is selected automatically when a paper tray that was selected | er's Guide Copy
manually becomes empty while printing copies. Operations].

Reference

. When the optional Paper Feed Cabinet PC-211 is installed, [Tray4] or [Tray5] is displayed.

[Tray Mapping Settings]
Select [Print] »» [Default Settings] »» [Tray Mapping Settings].

&Adrmnishﬂtnr

By

Ready

¥ Default Settings

» General Settings

Tray Mapping Settings
Tray M Mod
¥ Paper Source Settings way Wepping Mode

Logical Tray 0 Physical Tray 2

- Tray Mapping Settings
¥ PCL Settings

Logical Tray | Physical Tray 1 »

Logical Tray 2 Physical Tray 2 %

» PostScript Settings

Logical Tray 3 Physical Tray 2 +

» XPS Settings

Logical Tray 4 Physical Tray 2

Logical Tray 5 Physical Tray 2
Physical Tray 2 %

Logical Tray T

CEpetps T
PO Pusea ey

Logical Tray & Physical Tray 2 +

o
=

Logical Tray 9 Physical Tray 2

Item Description

Control Panel

[Tray Mapping Mode]
used.

Select whether or not the Tray Mapping function is

Refer to the [User's
Guide Print Opera-

[Logical Tray 0] to [Logical
Tray 9]

er driver.

Select the tray that is used for printing when a print
job is received from another manufacturer's print-

tions].
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[PCL Settings]

Select [Print] »» [Default Settings] »» [PCL Settings].
7 S——
QReady

» General Sertings FCL Settings

b Paper Source Settings Font Humber by

» Tray Mapping Settings Symbol Sel PC-3 v

¥ PostScript Settings Fant Point Size 4.00-095.75)

» XPS Sottings Font Fitch Size 0445099
oo
CRqetTees
e

Item Description Control Panel
[Font Number] Specify the default font in the PCL language. page 4-24
[Symbol Set] Select the symbol set used with the PCL lan-
guage.
[Lines Per Page] Specify the number of lines per page in the PCL
language.
[Font Point Size] Specify the font size in the PCL language.
[Font Pitch Size] Specify the font pitch in the PCL language.
[CL/LF Mapping] Select the definitions of the CR/LF codes in the
PCL language.
[PostScript Settings]
Select [Print] »» [Default Settings] »» [PostScript Settings].
7 S——
QReady
¥ Default Sertings

P — PostScript Settings

b Paper Source Settings Wait Timeant sec. (0-300)

» Tray Mapping Settings F3 Frotocol

e i Print to PS Error

» XPS Seitings
SR
- DrodsadFotom
CRqetTees
e

Item Description Control Panel
[Wait Timeout] Specify the length of time until Postscript times page 4-24

out.
"0" means that no timeout control is applied.

[PS Protocol]

Select the PS protocol.

[Print to PS Error]

Select whether to print error information when an
error occurs during PS rasterization.
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[XPS Settings]
Select [Print] »» [Default Settings] »» [XPS Settings].
2 S——
QReady
» General Settings KPS Settings
¥ Paper Source Settings Digitel Signatuze
S Print to XPS Exror
» PCL Settings
» PostScript Settings
SR
DvedeadFouFom
CReeTees
B
Item Description Control Panel
[Digital Signature] Specify whether to verify digital signature. When page 4-24
[Enable] is selected, the document without a valid
digital signature is not printed.
[Print to XPS Error] Specify whether to print error message if the dig-
ital signature of XPS data is invalid.

5.4.2 [Font/Form]

You can check the fonts and forms saved on the machine.

[PCL Font]
Select [Print] »» [Font/Form] »» [PCL Font].

B i
QReady
Ready
» PostSeript Font 1 Coutier Italic ROM
2 Courier Bold ROM
» Form Overlay
Do —
4 Maskh ROM
CReeTpes o
SheiBrin Y
7 Albertus Extra Bold ROM
8 Antique Olive ROM
Item Description
[No.] Displays the control number of the font.
[Font Name] Displays the name of the font.
[Source] Displays the location of the font.
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[PostScript Font]
Select [Print] »» [Font/Form] »» [PostScript Font].

Item

7 I—
QRe ady
Ready

¥ PCL Font Optima ROM
» PostScript Foni OptimaTtalic ROM
OCRB ROM

» Form Overlay
D Fonforn =
StempelGaramond-Boldltalic ROM
Fowearant e won
HewCenturyBchlble-Italic ROM

Description

[Font Name]

Displays the name of the font.

[Source]

Displays the location of the font.

[Form Overlay]

Select [Print] »» [Font/Form] »» [Form Overlay].

&A diuinistrabor

QRe ady

Ready

[ e

T P | o |

¥ PCL Font

» PostScript Font

» Form Overlay

Item Description
[File Name] Displays the name of the overlay.
[Source] Displays the location of the overlay.
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5.4.3

[Download Font/Form]

Configuration is necessary if you wish to download fonts and forms to the machine.

[PostScript Font]

Select [Print] »» [Download Font/Form] »» [PostScript Font].

7 -
By

Ready

SR
| [E=es
¥ Form Overlay
IR Y et Postseript Fomt
CDiePn
| | Foni Name Source
Item Description
[Download Post- [Source] Specify the download destination of the font.
Script Font] [File] Specify the file name for the PostScript font to be downloaded.
Click [Browse] to display a dialog box for browsing to the Post-
Script font file.
[Download] Click to download the specified PostScript font file to the ma-

chine.

[Delete Post- [Font Name]

Displays the name of the fonts.

Script Font] [Source]

Displays the storage source of the font.

[Delete]

Deletes the PostScript font file(s) whose check boxes the left
end are checked.
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[Form Overlay]
Select [Print] »» [Download Font/Form] »» [Form Overlay].
7 S—
QReady
B Do Form oo
R
b PosiScript Font File ‘ |(Browse..
[ Y b o vty
Spiwerdst
| | File Name Source
Item Description
[Download Form [Source] Specify the download destination of the form overlay file.
Overlay] [File] Specify the file name for the form overlay to be downloaded.
Click [Browse] to display a dialog box for browsing to the form
overlay file.
[Download] Click to download the specified form overlay file to the ma-
chine.
[Delete Form [File Name] Displays the name of the overlays.
Overlay] [Source] Displays the storage source of the form overlay.
[Delete] Deletes the form overlay file(s) whose check boxes the left end
are checked.
5.4.4 [Report Types]
Specified reports can be printed.
Select [Print] »» [Report Types] »» [Report Types].
&'Adm:mstrator
QReady
DemutSednes
O
S DemdFefo
O PCLFontPage
O FocSutptFontPege
O Sseepage
. T
Item Description
[Configuration Page] Prints the printer configuration page.
[PCL Font Page] Prints the PCL font lists.
[PostScript Font Page] Prints the PostScript font lists.
[Statistics Page] Prints the statistics page such as the number of pages printed.
[Directory Listing Page] Prints the directory list on the hard disk.
bizhub 42/36 5-79



5

[Print] tab 54

5.4.5 [Direct Print]
Specified files can be printed.
Select [Print] »» [Direct Print] »» [Direct Print].

Item

&'Adrmmstrawr
QReady

Ready

et e
P | o
Description

[File]

Specify the location of the file to be printed.
Click [Browse], and then select the file.

[Send]

Reference

Click to send the specified file to the machine.

° The following file formats can be printed using direct printing: PDF, TIFF, JPEG, and XPS.
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5.5 [Storage] tab 5
5.5 [Storage] tab

From this tab, image data saved on the machine can be managed.
5.5.1 [Scan to HDD]

You can manage the scanned data stored in the HDD.
Select [Storage] »» [Scan to HDD] »» [Scan to HDD].

7 Sp——
By

Ready

[ Prim |
St DD
» Scan i HDD Search for Humber
- PC-Fax No. User Name Yiew Delete
Item Description

[Search for Number]

Select the range of user registration numbers ([No.]) to be displayed.

[No.] Displays the registration number for the user.

[User Name] Displays the registered user name.

[View] Click to view the image of the first page of the file stored by the user.
[Delete] Click to delete all files stored by the user.

[Scan to HDD] (View)

Select [Storage] »» [Scan to HDD] »» [Scan to HDD] »» [View].

7 Sp——
By

Ready

| b ] Prim |
seaxe D
» Scan to HDD Search for Nunber
b PC-Fax Thumbnail File Name Copy Deleie
Coy Delete
oo 0001 o
Item Description

[Search for Number]

Select the range of registration numbers to be displayed.

[Thumbnail] Displays the image of the first page of the stored file.

[File Name] Displays the name of the stored file.

[Copy] Click to download the stored file.

[Delete] Click to delete the stored file from the machine's hard disk.
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[Scan to HDD] (File Information)

Select a thumbnail or file name in the [Storage] »» [Scan to HDD] »» [Scan to HDD] »» [View] page.

B s
gReady
Ready
[ Sysem | Seowiy | b ] Prim |
Fiaeme e—
» PC_Fax ) Time Stored 23M5/2011 16:06:23
Mumber of Originals 1
Colot Type Grayscale
File Format JPEG
File Size KB
Item Description
[File Name] Displays the name of the file.
[Time Stored] Displays the date that the file was stored.

[Number of Originals]

Displays the number of document pages in the file.

[Color Type]

Displays the color information for the file.

[File Format]

Displays the file format.

[File Size] Displays the file size.

[Copy] Click to download the file.

[Delete] Click to delete the file from the machine's hard disk.

[Cancel] Click to deselect this file and return to the [Scan to HDD] (View) page.
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5.5.2 [PC-Fax]

You can manage the data stored on the machine with Forced memory reception and PC-Fax.
Select [Storage] »» [PC-Fax] »» [PC-Fax].

Reference

If a memory reception password has been specified, a page appears so that the password can be typed
in. If the correct password has been typed in, the following page appears.

¥ Scan o HDD

[ otm | Seouiy | | evm ]

&A diuinistrabor
@Re ady

Ready

PC-Fax

I I [huriw] P e oy o Do |
Item Description

[Search for Number]

Select the range of registration numbers to be displayed.

[Thumbnail] Displays the image of the first page of the stored file.

[File Name] Displays the name of the stored file.

[Copy] Click to download the stored file.

[Print] Click to print the stored file. After the file is printed, it is deleted from the
machine.

[Delete] Click to delete the stored file.

[PC-Fax] (File Information)

Select a thumbnail or file name in the [Storage] »» [PC-Fax] »» [PC-Fax] page.

&Adm:mstrator
@Ready
Ready
| o ] Prim
¥ Scan to HDD File Information
Time Stored 23/05/2011 16:06:23
Number of Originals 1
File Size 1KB
Item Description
[File Name] Displays the name of the file.
[Time Stored] Displays the date that the file was stored.

[Number of Originals]

Displays the number of document pages in the file.

[File Size]

Displays the file size.

[Copy] Click to download the file.

[Print] Click to print the file. After the file is printed, it is deleted from the machine.
[Delete] Click to delete the file from the machine's hard disk.

[Cancel] Click to deselect the file and return to the [PC-Fax] page.
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5.6 [Address] tab
From the [Address] tab, settings can be specified for destination information registered on the machine and
for e-mail message subject and body text.
Reference
° If invalid data has been entered (left blank) when the [Apply] is clicked, an error message does not ap-
pear, but the entered data is cleared and the destination is not registered.
If the destination does not appear in the list, enter valid data, and then click the [Apply].
5.6.1 [Address Book]
You can manage destinations data.
[Address Book List]
Select [Address] »» [Address Book] »» [Address Book List].
2 S——
@Ready
» Growp Search by Number 1-50 v
» Program Hearch from Index
I Subject Mo. | Function Name Edit Deleie
- Text 1| 1Fax testlll
2 |Fx TOKYD
3 |Fa NEW ¥ORK.
4 |Fa PARIS
5 |Ema  |TOKYO
6 |Emsl |NEW YORK
7 |Emel  |PARIS
5 |aMB TOKYO
5 |smB HEW YORK.
0 |SMB  |PARIS
1 |LFa | TOKYO
12 |LFax | MEW YORK
13 |LFax  |PARIS
14 |FTP FTP
15 |WebDAV | WebDAY
16 |1Fax Lest02
Item Description
[New Registration] Add new destinations to the address book.
[Search by Number] Select a range of registration numbers to display the list of destinations in
the selected range.
[Search from Index] Select an index to display the list of destinations registered with the select-
ed index.
[No.] Displays the registration number.
[Function] Displays the registered functions.
[Name] Displays the registered name.
[Edit] Click this button to edit the registered address.
[Delete] Delete an address from the address book.
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[Address Book List] (New Registration)
Select [Address] »» [Address Book] »» [Address Book List] »» [New Registration].

Item

[ osem | sewiy | a | ew | Sonse |

¥ Address Book
New Registration
» Address Book List

¥ Growp
I Program
» Subject

I+ Text

&A diuinistrabor
@Re ady

Ready

E-mail
FTP

SMB
WebDAT

Fax

L-Fax

Q0000 ®

Description

[E-mail]

Select this setting to register an e-mail destination.
For details, refer to page 5-86.

[FTP]

Select this setting to register an FTP destination.
For details, refer to page 5-87.

[SMB]

Select this setting to register an SMB destination.
For details, refer to page 5-88.

[WebDAV]

Select this setting to register a WebDAV destination.
For details, refer to page 5-89.

[Fax]

Select this setting to register a fax destination.
For details, refer to page 5-90.
This item appears when the optional Fax Kit FK-509 is installed.

[I-Fax]

Select this setting to register an I-Fax destination.
For details, refer to page 5-91.
This item appears when the optional Fax Kit FK-509 is installed.
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[Address Book List] (New Registration/Edit: E-mail)
Select [Address] »» [Address Book] »» [Address Book List] »» [New Registration] »» [E-mail].

&'Adrmmstrawr
gReady
Ready
| Sysem | Seowsty | b ] P | Storage |
e e
» Growp Ha mrzuuu,u Auto)
» Program Hame |
» Subject Index
I Text [Inain
Dot
E-mail & ddress [
SIME Certification NotInstalled
[ Edit a Certification
Register a Certification ]
Drelete a Certification
Item Description
[No.] Specify the registration number of the destination.
[Name] Enter the destination name.
[Index] Select the index character used when searching for the destination.

It is convenient to select the [Main] check box for a frequently used desti-
nation.

[E-mail Address]

Enter the E-mail address of the destination (up to 320 characters).

[S/MIME Certification]

Displays whether a certificate is registered.

[Edit a Certification]

Select the check box to edit information for the certificate.

[Register a Certification]: Select this option to specify a certificate file and
register a certificate.

[Delete a Certification]: Select this option to delete a registered certificate.
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[Address Book List] (New Registration/Edit: FTP)
Select [Address] »» [Address Book] »» [Address Book List] »» [New Registration] »» [FTP].

[ Y—
@Ready
-E-
i e
» Growp He Eknrznnn,n Aato)
= Program Hame ‘
- Subject Index
I Text Clntain
Host Address \ |
Fils Path Ir |
ANONFMORS Off +
Uger ID ‘ |
Password Change Password
\ |
PASY Mode
Prooey
Fort Humiser 165539
Item Description
[No.] Specify the registration number of the destination.
[Name] Enter the destination name.
[Index] Select the index character used when searching for the destination.
It is convenient to select the [Main] check box for a frequently used desti-
nation.
[Host Address] Enter the IP address of the destination FTP server.
Format: *.*.*.* (Asterisk * can be 0 to 255)
If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).
When using IPv6, you can specify the IPv6 address.
[File Path] Specify the destination directory (up to 127 bytes).
[anonymous] Select whether to allow anonymous users to access the FTP server.
[User ID] Enter the user ID to log in to the destination FTP server (up to 63 bytes).
[Change Password] Select this check box to change the password.
[Password] Enter the password to log in to the destination FTP server (up to 63 bytes,
excluding space and ").
[PASV Mode] Select whether to communicate in PASV mode.
[Proxy] Select whether to use a proxy server.
[Port Number] Enter a port number.
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[Address Book List] (New Registration/Edit: SMB)

Select [Address] »» [Address Book] »» [Address Book List] »» [New Registration] »» [SMB].

&A\ixmmshalur

oy

Ready

¥ Address Book
Address Book (SMB)
» Address Book List

 Group
I Program
= Subject

I Text

Ho. m-ZUUU,U.Autu)

Hame [

Index

[ Main

Destination Information

Host Address | ‘

File Path [v |

User 1D [ |

Password Change Password

' |

Item

Description

[NoJ

Specify the registration number of the destination.

[Name]

Enter the destination name.

[Index]

Select the index character used when searching for the destination.
It is convenient to select the [Main] check box for a frequently used desti-
nation.

[Host Address]

Enter the IP address of the destination computer.

Format: *.*.*.* (Asterisk * can be 0 to 255)

If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).

When using IPv6, you can specify the IPv6 address. If you perform SMB
transmission using an IPv6 address, Direct Hosting needs to be enabled.
For details on the Direct Hosting service, refer to page 5-131.

[File Path]

Specify the destination directory (up to 255 bytes).

[User ID]

Enter the user ID to log in to the destination computer (up to 127 bytes).

[Change Password]

Select this check box to change the password.

[Password]

Enter the password to log in to the destination computer (up to 127 bytes,
excluding space and ").
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[Address Book List] (New Registration/Edit: WebDAV)
Select [Address] »» [Address Book] »» [Address Book List] »» [New Registration] »» [WebDAV].

[ Y—
@Ready
-E-
i
» Growp He Eknrznnn,n Aato)
= Program Hame ‘
- Subject Index
I Text Clntain
Host Address \ |
Fils Path Ir |
UserID ‘ |
Passwozd Change Password
\ |
S
Prosy Off
Port Number 1-65535)
Item Description
[No.] Specify the registration number of the destination.
[Name] Enter the destination name.
[Index] Select the index character used when searching for the destination.
It is convenient to select the [Main] check box for a frequently used desti-
nation.
[Host Address] Enter the IP address of the destination WebDAV server.
Format: *.*.*.* (Asterisk * can be 0 to 255)
If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).
When using IPv6, you can specify the IPv6 address.
[File Path] Specify the destination directory. (up to 142 bytes)
[User ID] Enter the user ID to log in to the destination WebDAV server. (up to 63
bytes)
[Change Password] Select this check box to change the password.
[Password] Enter the password to log in to the destination WebDAV server. (up to 63
bytes)
[SSL] Select whether to use SSL for encryption.
[Proxy] Select whether to use a proxy server.
[Port Number] Enter a port number.
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[Address Book List] (New Registration/Edit: Fax)

Select [Address] »» [Address Book] »» [Address Book List] »» [New Registration] »» [Fax].
(This item appears when the optional Fax Kit FK-509 is installed.)

&'Adrmmstrawr

gReady
-ﬂ-

Address Book (Fax)
» Group Mo m—ZUUU,U Auto)
» Program Hame |
» Subject Index
I Text » ] [Inain

Destination [

Commurication Setting Owvsaof

ECM Off
[JCheck Destination

Item Description

[No.] Specify the registration number of the destination.

[Name] Enter the destination name.

[Index] Select the index character used when searching for the destination.
It is convenient to select the [Main] check box for a frequently used desti-
nation.

[Destination] Enter the fax number of the destination (up to 38 characters).

[Communication Setting] Specify the communication settings.

Select the check box for [V34 Off], [ECM Off] or [Check Destination] to en-
able the corresponding function.
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[Address Book List] (New Registration/Edit: I-Fax)

Select [Address] »» [Address Book] »» [Address Book List] »» [New Registration] »» [I-Fax].
(This item appears when the optional Fax Kit FK-509 is installed.)

[ Y—
B
Ready
| System | Securiy | g ] e | Swrse |
e
¥ Growp Ho 0 joamoaws
» Program Hame ‘
I Subject Tndex
- Text [bain
Destination Information
E-mail Address \ |
Item Description
[No.] Specify the registration number of the destination.
[Name] Enter the destination name.
[Index] Select the index character used when searching for the destination.

It is convenient to select the [Main] check box for a frequently used desti-
nation.

[E-mail Address]

Enter the E-mail address of the destination (up to 320 characters).
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5.6.2 [Group]

You can manage the destinations data registered as Group.

[Group List]
Select [Address] »» [Group] »» [Group List].

L —
oy

Ready

I+ Address Book Group List

I Program No. | Function Name Edit Delete

- Subject 1 [Sean  |TO

- Text 3 | Fax gnt

3 |Seen  |gum
Item Description
[New Registration] Click this button to register a new group.
[Search by Number] Select a range of registration numbers to display the list of group destina-
tions in the selected range.

[No.] Displays the registration number.
[Function] Displays the registered function.
[Name] Displays the registered name.
[Edit] Click this button to edit the registered group. The available items are the

same as those for registration.

[Delete] Click this button to delete the group.
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[Group List] (New Registration)
Select [Address] »» [Group] »» [Group List] »» [New Registration].

o iatton
QReady
Read:
-E-
¥ Address Book
New Regisiration
© o
O Fax
I Program
» Subject
¥ Text
Item Description
[Scan] Select this setting to register a group destination where scan data is to be
sent.
For details, refer to page 5-93.
[Fax] Select this setting to register a group destination where faxes are to be
sent.
For details, refer to page 5-94.
This item appears when the optional Fax Kit FK-509 is installed.

[Group List] (New Registration/Edit: Scan)

Select [Address] »» [Group] »» [Group List] »» [New Registration] »» [Scan].

7 I——
@Ready
Ready
[ Systom | Seowriy | b ] Prim | Siree |
# Addvess Book
= "
. - Hame |
Destination
» Program
» Subject Search by Humber 1-50 b
© Text Bearch from Index
Search from Function
No. Function Name
Ols E-mail TOKYOD
Ols E-mail NEW YORK
Oz E-mail PARIZ
Ols BME TOKYD
Ole SME MEW YORK
O |sME PARIS
|14 |FTP FTP
[ |15 |WebDAV WebDAY
Item Description
[Name] Enter the destination name.
[Search by Number] Select a range of registration numbers to display the list of destinations in
the selected range.
[Search from Index] Select an index to display the list of destinations registered with the select-
ed index.
[Search from Function] Select a function from the list to display the list of destinations registered
with the selected function.
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Item ‘ Description

Destinations list Select the check boxes for the destinations to be added to the group, and
then click [Apply].

[Group List] (New Registration/Edit: Fax)
Select [Address] »» [Group] »» [Group List] »» [New Registration] »» [Fax].
(This item appears when the optional Fax Kit FK-509 is installed.)

&'Adrmmstrawr
@Ready
Ready
| System | Secwsty | Job ] prm | Swraze |
I+ Address Book
o e
= Mame |
Destination
» Program
» Subject Search by Number 1-50 b
e Search from Index
Search from Function
No. Function Name
Ot |IFax testll
lz Fax TOKYD
[ E] Fax NEW VORE
|4 |Fax PARIS
|11 |-Fax TOKYD
0|12 |I-Fax NEW YORE
0|13 |I-Fax FARIE
|16 |I-Fax testl2
Item Description
[Name] Enter the destination name.
[Search by Number] Select a range of registration numbers to display the list of destinations in
the selected range.
[Search from Index] Select an index to display the list of destinations registered with the select-
ed index.
[Search from Function] Select a function from the list to display the list of destinations registered
with the selected function.
Destinations list Select the check boxes for the destinations to be added to the group, and
then click [Apply].
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5.6.3 [Program]

You can register or edit a program destination.

You can register a combination of address information, communication information, and original information
as a program destination.

[Program List]

Select [Address] »» [Program] »» [Program List].

7 S—
@Ready
Ready
[ Sysiem | Seowrity |  dob ] e ] Siorase |
I+ Address Book Program List
¥ Growp Search by Humber 150 v
I+ Subject 3 Fax -
I Te:
4 |FTP preFTROL
5 |1Fm prelFadi2
;
7
:
:
o
Item Description
[Search by Number] Select a range of registration numbers to display the list of program desti-
nations in the selected range.
[No.] Displays the registration number.
[Function] Displays the registered function.
[Name] Displays the registered name.
[Edit] Click to register a program destination or edit an existing one.

If no program destinations have been registered when this button is
clicked, the [New Registration] page appears. Select the communication
method for the program destination to be registered. For details, refer to
page 5-96.

If a program destination has already been registered when this button is
clicked, the [Program] page appears. Change the settings for the regis-
tered program destination. For details, refer to page 5-100.

[Delete] Click to delete the program destination.
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[Program List] (New Registration: Communication Setting)
Select [Address] »» [Program] »» [Program List] »» [Edit].

&'Adrmmstrawr
@Ready
-ﬂ-
- Address Book
» Grop New Registration
[ ©
o
= Subjy t O =ME
0ee O WekDAY
= Text O Fax
O IFax
(O Address Book
O Group
Item Description
[E-mail] Select the communication method for the new program destination to be
FTP registered.
[FTP] Select a communication method, and then click [Next]. A page for specify-
[SMB] ing the destination information appears, corresponding to the selected
communication method.
[WebDAV] [Fax] and [I-Fax] appear when the optional Fax Kit FK-509 is installed.
[Fax]
[I-Fax]
[Address Book]
[Group]
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[Program List] (New Registration: Destination Setting)
Select [Address] »» [Program] »» [Program List] »» [Edit] »» [Destination Setting].

%}Admnnstrator
@Ready @
T T T T T
- Address Book
» Growp Program (E-maily
-
Destination Information
» Subject
E-mail Address
- Text
SMIME Certification Hot Installed
[CIEdit a Certification
Register a Certification
Delete a Certification
Item Description
[Program (E-mail)] Registers program destinations used for E-mail transmission.
The items of destination settings are same as those for the registration in
address book.
For details, refer to page 5-86.
Specify detailed settings for the program destination after registering the
destinations.
[Program (FTP)] Registers program destinations used for FTP transmission.
The items of destination settings are same as those for the registration in
address book.
For details, refer to page 5-87.
Specify detailed settings for the program destination after registering the
destinations.
[Program (SMB)] Registers program destinations used for SMB transmission.
The items of destination settings are same as those for the registration in
address book.
For details, refer to page 5-88.
Specify detailed settings for the program destination after registering the
destinations.
[Program (WebDAV)] Registers program destinations used for WebDAV transmission.
The items of destination settings are same as those for the registration in
address book.
For details, refer to page 5-89.
Specify detailed settings for the program destination after registering the
destinations.
[Program (Fax)] Register Program destinations used for fax transmission.
The items of destination settings are same as those for the registration in
address book.
For details, refer to page 5-90.
Specify detailed settings for the program destination after registering the
destinations.
[Program (I-Fax)] Register Program destinations used for I-Fax transmission.
The items of destination settings are same as those for the registration in
address book.
For details, refer to page 5-91.
Specify detailed settings for the program destination after registering the
destinations.
[Program (Address Book)] Registers program destinations using the data of address book.
For details, refer to page 5-98.
[Program (Group)] Registers program destinations using data registered in a group.
For details, refer to page 5-99.
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5.6

Item

‘ Description

[Apply]

Click to display the [Program] page, and then specify detailed settings for

the program destination. For details, refer to page 5-100.

[Program List] (New Registration: Address Book)
Select [Address] »» [Program] »» [Program List] »» [Edit] »» [Address Book].

I Address Book

» Growp

&Adrmmstrawr
oy

Ready

Program (Address Book)

Ho. 7
Hatue ‘
Destination
¥ Subject
Search by Number 150 v
I Text
Search from Index
Ssarch from Function
No. Function Name
O |1 |IFax testl
|2 |Fax TOEYO
O3 |Fax NEW YORK
O |4 |Fax PARIZ
O |5 |Email TOEYO
& |6 | E-mail NEW YORK
|7 |E-mal PARIZ
ol

Item Description
[No.] Displays the registration number of the destination.
[Name] Enter the destination name.

[Search by Number]

Select a range of registration numbers to display the list of destinations in

the selected range.

[Search from Index]

Select an index to display the list of destinations registered with the select-

ed index.

[Search from Function]

Select a function from the list to display the list of destinations registered

with the selected function.

Destinations list

Select the radio button on the left for the destination you wish to add and
click [Apply] to register the destination as Program destination.
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[Program List] (New Registration: Group)
Select [Address] »» [Program] »» [Program List] »» [Edit] »» [Group].

&'Adm:mstrator
@Ready
Read:
m
- Address Book
» Growp Program (Group)
[ '
. Hame |
Destination
I Subject
Search by Number 150 v
- Text
No. Funciion Name
Q|1 |Scan T.O
Q|2 |Fex grull
Q|3 |Scan grul2
Item Description
[No.] Displays the registration number of the destination.
[Name] Enter the destination name.
[Search by Number] Select a range of registration numbers to display the list of destinations in
the selected range.
Group list Select the radio button on the left for the group you wish to add and click
[Apply] to register the group as Program destination.
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[Program List] (Edit)

Select [Address] »» [Program] »» [Program List] »» [Edit].

7 I
2
QReady
Ready
[ e |
I+ Address Book
Program
¥ Group
L et s
- Subject Hame 123
» Text Type E-mail
E-mal Addeess 123
Program Settings
Resolution
File Type Compact POF v
Page Setting Multi Page  +
Subject Mot Specified v
Text Mot Specified v
SiplexDuplex 1-Sided v
Otiginal Type Text/Photo v
Lo Color
Monotone
Separats Scan
Density
Background Remowal
Shapness
Sean Size
@ standardsize
O Custom Size
% [T
v FE g
Ctiginal Direction Left v
2.ided Binding Direction
[Edit] »» [E-mail]
Item Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Resolution]

Select the resolution used for scanning the original.

[File Type] Select the file type for saving scanned data.
[Page Setting] Select whether to save the whole scanned pages in one file, or to divide a
file into one page when saving the data.
[Subject] Specify the subject of the E-mail message.
If you select [Not Specified], the default subject is used.
[Text] Specify the body text of the E-mail message.
If you select [Not Specified], the default body text is used.
[Simplex/Duplex] Select whether to scan one side or both sides of the original.

You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Auto Color]

Select whether the color information for a document is automatically de-
tected and the document is scanned with the appropriate setting.

[Monotone]

Select the color setting for scanning in black and white.
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Item

Description

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[Original Direction]

Select the orientation of the original.

[2-Sided Binding Direction]

[Edit] »» [FTP]

Item

Select the binding position of the original.

Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Resolution]

Select the resolution used for scanning the original.

[File Type] Select the file type for saving scanned data.

[Page Setting] Select whether to save the whole scanned pages in one file, or to divide a
file into one page when saving the data.

[Simplex/Duplex] Select whether to scan one side or both sides of the original.

You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Auto Color]

Select whether the color information for a document is automatically de-
tected and the document is scanned with the appropriate setting.

[Monotone]

Select the color setting for scanning in black and white.

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[E-mail Notification]

Specify whether to notify via E-mail the destination URL defined for saving
scanned data.
To notify the URL, specify the notification addresses.

[Original Direction]

Select the orientation of the original.

[2-Sided Binding Direction]

Select the binding position of the original.
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[Edit] »» [SMB]

Item

Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Resolution]

Select the resolution used for scanning the original.

[File Type] Select the file type for saving scanned data.

[Page Setting] Select whether to save the whole scanned pages in one file, or to divide a
file into one page when saving the data.

[Simplex/Duplex] Select whether to scan one side or both sides of the original.

You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Auto Color] Select whether the color information for a document is automatically de-
tected and the document is scanned with the appropriate setting.
[Monotone] Select the color setting for scanning in black and white.

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[E-mail Notification]

Specify whether to notify via E-mail the destination URL defined for saving
scanned data.
To notify the URL, specify the notification addresses.

[Original Direction]

Select the orientation of the original.

[2-Sided Binding Direction]

Select the binding position of the original.
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[Edit] »» [WebDAV]

Item

Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Resolution]

Select the resolution used for scanning the original.

[File Type] Select the file type for saving scanned data.

[Page Setting] Select whether to save the whole scanned pages in one file, or to divide a
file into one page when saving the data.

[Simplex/Duplex] Select whether to scan one side or both sides of the original.

You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Auto Color] Select whether the color information for a document is automatically de-
tected and the document is scanned with the appropriate setting.
[Monotone] Select the color setting for scanning in black and white.

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[E-mail Notification]

Specify whether to notify via E-mail the destination URL defined for saving
scanned data.
To notify the URL, specify the notification addresses.

[Original Direction]

Select the orientation of the original.

[2-Sided Binding Direction]

Select the binding position of the original.
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[Edit] » [Fax]

(This item appears when the optional Fax Kit FK-509 is installed.)

Item

Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Resolution]

Select the resolution used for scanning the original.

[Simplex/Duplex]

Select whether to scan one side or both sides of the original.
You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[2-Sided Binding Direction]

Select the binding position of the original.

[Special Original]

If the original being sent is a long original, select whichever is relevant.

[Timer TX] Select whether to perform timer transmission. To perform timer transmis-
sion, enter the send time.

[Password TX] Select whether to perform password transmission. To perform password
transmission, enter the password.

[F-Code] Select whether to use the F-code for transmission. To use this function, en-

[Edit] »» [I-Fax]

ter the SUB address and password.

(This item appears when the optional Fax Kit FK-509 is installed.)

Item

Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Simplex/Duplex]

Select whether to scan one side or both sides of the original.
You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[2-Sided Binding Direction]

Select the binding position of the original.

[Special Original]

If the original being sent is a long original, select whichever is relevant.
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[Edit] »» [Address Book]

Item

Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Resolution]

Select the resolution used for scanning the original.

[File Type] Select the file type for saving scanned data.
[Page Setting] Select whether to save the whole scanned pages in one file, or to divide a
file into one page when saving the data.
[Subject] Specify the subject of the E-mail message.
If you select [Not Specified], the default subject is used.
[Text] Specify the body text of the E-mail message.
If you select [Not Specified], the default body text is used.
[Simplex/Duplex] Select whether to scan one side or both sides of the original.

You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Auto Color]

Select whether the color information for a document is automatically de-
tected and the document is scanned with the appropriate setting.

[Monotone]

Select the color setting for scanning in black and white.

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[Original Direction]

Select the orientation of the original.

[2-Sided Binding Direction]

Select the binding position of the original.

[Special Original]

If the original being sent is a long original, select whichever is relevant.

[Timer TX] Select whether to perform timer transmission. To perform timer transmis-
sion, enter the send time.

[Password TX] Select whether to perform password transmission. To perform password
transmission, enter the password.

[F-Code] Select whether to use the F-code for transmission. To use this function, en-

ter the SUB address and password.
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[Edit] »» [Group (Scan)]

Item

Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Resolution] Select the resolution used for scanning the original.
[File Type] Select the file type for saving scanned data.
[Page Setting] Select whether to save the whole scanned pages in one file, or to divide a
file into one page when saving the data.
[Subject] Specify the subject of the E-mail message.
If you select [Not Specified], the default subject is used.
[Text] Specify the body text of the E-mail message.
If you select [Not Specified], the default body text is used.
[Simplex/Duplex] Select whether to scan one side or both sides of the original.

You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Auto Color]

Select whether the color information for a document is automatically de-
tected and the document is scanned with the appropriate setting.

[Monotone]

Select the color setting for scanning in black and white.

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[E-mail Notification]

Specify whether to notify via E-mail the destination URL defined for saving
scanned data.
To notify the URL, specify the notification addresses.

[Original Direction]

Select the orientation of the original.

[2-Sided Binding Direction]

Select the binding position of the original.
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[Edit] »» [Group (Fax)]

Item

Description

[Destination Settings]

Displays the destination information.
Click [Edit] to specify the destination information.

[Resolution]

Select the resolution used for scanning the original.

[Simplex/Duplex]

Select whether to scan one side or both sides of the original.
You can scan one side of the first page of the original, and then scan both
sides of the remaining pages.

[Original Type]

Select the original type, such as text or photo.

[Separate Scan]

Select whether to divide the original to scan.

[Density]

Select the density.

[Background Removal]

Adjust the density of the background.

[Sharpness]

Adjust the sharpness.

[Scan Size]

Select the paper size of the original.
If you select [Standard Size], select the size.
If you select [Custom Size], specify the height and width.

[2-Sided Binding Direction]

Select the binding position of the original.

[Special Original]

If the original being sent is a long original, select whichever is relevant.

[Timer TX] Select whether to perform timer transmission. To perform timer transmis-
sion, enter the send time.

[Password TX] Select whether to perform password transmission. To perform password
transmission, enter the password.

[F-Code] Select whether to use the F-code for transmission. To use this function, en-

ter the SUB address and password.
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[Address] tab 5.6

5.6.4

[Subject]
Register the subject used for sending E-mail messages or Internet faxes
Select [Address] »» [Subject] »» [Subject List].

&'Adrmmstrawr
QReady
Ready
| System | Secwity | b | primt |  Straze |
- Address Book
Subject List
¥ Group =
» Brogram No. ﬁ"ﬁ'ﬁ( Subject Edit | Delete
: i
= Text
3 Delete
4 Delete
5 Delete
[ Delete
7 Delete
3 Delete
9 Delete
1n Delete
Item Description
[No.] Displays the registration number.
[E-mail Default] Select the e-mail subject to be used as the default.
[Subject] Displays the name of the e-mail subject.
[Edit] Click to display the [Subject Registration] page in order to edit the regis-
tered e-mail subject.
[Delete] Click to delete the e-mail subject.

[Subject Registration]

Select [Address] »» [Subject] »» [Subject List] »» [Edit].

[ swem | Seowiy | | Prw | Some |

7 —
QReady

Ready

I Addvess Book
e Subject Registration
¥ Program Ho !
Subject |
= Text
Item Description
[No.] Displays the registration number.
[Subject] Register the subject of the E-mail message (up to 64 characters).
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56.5 [Text]

Register the message body used for sending E-mail messages or Internet faxes.
Select [Address] »» [Text] »» [Text List].

L Yp—
Py
Ready

[ S | Secwiy | gk | e | S |
¥ Address Book
Text List
 Group -
+ Program Mo. ]‘)—'e'r":‘:l]t Text Edit | Deleie
»* Subject 1 Delete
; —
3 Delete
4 Delete
3 Delete
[ Delete
7 Delete
g Delete
9 Delete
10 Delete
Item Description
[No.] Displays the registration number.

[E-mail Default]

Select the e-mail body text to be used as the default.

[Texi] Displays the name of the e-mail body text.

[Edit] Click to display the [Text Registration] page in order to edit the registered
e-mail body text.

[Delete] Click to delete the e-mail body text.

[Text Registration]
Select [Address] »» [Text] »» [Text List] »» [Edit].

L Yp—
Py
Ready

| b ] Prim |
¥ Address Book
Text Registration
» Group
Mo 1
I Program
Text
= Subject
Item Description
[No.] Displays the registration number.
[Text] Register the E-mail body (up to 256 characters).
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[Network] tab 5.7

5.7.1

[Network] tab

This tab allows you to configure network settings.

[General Settings]

You can specify the network speed and the settings for local connection.

[Ethernet Settings]
Select [Network] »» [General Settings] »» [Ethernet Settings].

Weh Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Network Fax Settings

%}Adrmmstrawr
®Ready @
Ready
T
Ethernet Settings
Local Interface Settings SpesdDuplex Auto v
TCP/P Settings MAC Address 00:20:6B:DF-02:40
E-mail Settings
LDAP Settings
HTTP Seitings
IPP Setiings
FTP Settings
SNMP Settings
SMB Settings

WebDAV Settings
OpenAPI Settings
TCP Socket Settings
LLTD Settings
Item Description Control Panel
[Speed/Duplex] Select the operating mode and speed for Ethernet. | page 4-14
[MAC Address] Displays the MAC address of the network inter-
face card of this machine.
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[Local Interface Settings]

Select [Network] »» [General Settings] »» [Local Interface Settings].

o iatton
ey
Ready

T
Local Inferface Seitings
IO Timeont 15 Jee.ann
TCP/P Settings pr

E-mail Settings

Ethernet Settings

LDAP Settings
HTTP Settings

IPP Settings

FTP Settings

SNMP Settings

SMB Settings

Web Service Settings
Bonjour Settings
NeiWare Settings
AppleTalk Settings
Network Fax Settings

WebDAY Settings
OpenAPI Setiings
TCP Soecket Settings
LLTD Settings
Item ‘ Description
[I/O Timeout] ‘ Specify the reception timeout period.
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5.7.2 [TCP/IP Settings]
Configure the settings for TCP/IP function.
[TCP/IP Settings]
Select [Network] »» [TCP/IP Settings] »» [TCP/IP Settings].
l%‘}Adrmmstrawr
@Ready @
S_\,-s(em Seturity _REady Prin( S(ux-age Add.mss
General Settings
TCP/IP Seitings
TCP/IP Enable
TPud Settings LFD Enable
IPvS Settings SLP Enable v
RAW Port Settings LLMINE Enable |1
DNS Settings
E-mail Settings
LDAP Settings
HTTP Settings
IPP Settings
FIP Settings
SNMP Settings
SMB Settings
Web Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Neiwork Fax Settings
‘WebDAV Settings
OpenAPI Settings
TCP Socket Settings
LLTD Settings
Item Description Control Panel
[TCP/IP] Select whether or not to make a connection via page 4-11
TCP/IP.
[LPD] Select whether or not LPD is used.
[SLP] Select whether or not SLP is used. Select [Enable] | page 4-11
to search for this machine using TWAIN.
[LLMNR] To perform name resolution to send data to a
computer with Windows Vista/7/Server
2008/Server 2008 R2 installed in the environment
where the DNS server is not running, select [Ena-
ble].
To perform the name resolution especially in the
IPv6-only communication environment, enable
this setting.
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[IPv4 Settings]
Select [Network] »» [TCP/IP Settings] »» [IPv4 Settings].

General Settings

TCPAP Settings

IPv6 Settings
RAW Port Settings
DNS Settings
E-mail Settings
LDAP Settings
HITP Settings
IPP Settings
FTP Settings
SNMP Settings
SME Settings
Weh Service Settings
Bonjour Settings
NeiWare Settings
AppleTalk Settings
Network Fax Settings
WebDAY Settings
OpendPI Settings
TCP Secket Settings
LLTD Settings

7 Sp——
By el

Ready

[ em | seewiy | b | pem | s | s |

TPv4 Settings
[P Address Betting Method OoHer
OBaotp
] ARP/FING
Auto [P
IF Address 0.0.0.0
Subnet Mask 0.0.0.0
Default Gateway 0.0.00
Domain Name Automatic A cquisition Enable

D3 Server Automatic &cquisition Enable +

Item

Description

Control Panel

[IP Address Setting Meth-
od]

Select the automatic assigning method for the ma-
chine IP address.

[IP Address]

To directly specify the IP address, enter the IP ad-
dress of this machine.
Format: *.*.*.* (Asterisk * can be 0 to 255)

[Subnet Mask]

When directly entering the IP address, configure
the subnet mask of the network to be connected.
Format: *.*.*.* (Asterisk * can be 0 to 255)

[Default Gateway]

When directly entering the IP address, specify the
default gateway of the network to be connected.
Format: *.*.*.* (Asterisk * can be 0 to 255)

page 4-11

[Domain Name Automatic
Acquisition]

Select whether to automatically obtain the domain
name.
This item is necessary when DHCP is enabled.

[DNS Server Automatic Ac-
quisition]

Reference

If the specified address is outside of the allowable range, the value is not changed, even after [Apply]
is clicked. Instead, the setting returns to the previous value.

Select whether to automatically obtain the DNS
server address.
This item is necessary when DHCP is enabled.
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[IPv6 Settings]

Select [Network] »» [TCP/IP Settings] »» [IPv6 Settings].

Weh Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Network Fax Settings

7 —
72,
By %)
Ready
General Settings
TPv6 Settings
IPvi Enable v
TCPAP Settings naole
Auto Settin, v
e —— uto Setting Enable
Link Local Address
Global Address
RAW Port Settings
. Gateway &ddress
DNS Settings
E-mail Settings DHCPvi Enable
LDAP Setiings D3 Server Automatic Acquisition Enable v
HITP Settings Search Domain Name Automatic Acquisition | Enable
IPP Setiings NTP Server Automatic Acguisition Enable
FTP Settings APy
SNMP Settings
SME Settings

WebDAV Settings

OpenAPI Settings

TCP Socket Setiings

LLTD Settings
Item Description Control Panel
[IPv6] Select whether or not IPv6 is used. page 4-11
[IPv6 Auto Setting] Select whether or not the IPv6 auto setting is

used.

[IPv6 Link Local Address]

Displays the link-local address generated from the
MAC address.

[IPv6 Global Address]

If you do not obtain the IPv6 address automatical-
ly, enter the IPv6 global address. (up to 43 charac-
ters)

[IPv6 Gateway Address] If you do not obtain the IPv6 address automatical-
ly, enter the IPv6 gateway address. (up to 39 char-
acters)

[DHCPv6] To use DHCPV6 to obtain the IPv6 address, select
[Enable].

[DNS Server Automatic Ac- | Select whether or not the DNS server address is

quisition] automatically acquired from the DHCPvV6 server to

overwrite the current setting.

[Search Domain Name Au-
tomatic Acquisition]

Select whether or not the default DNS search do-
main name is automatically acquired from the
DHCPV6 server to overwrite the current setting.

[NTP Server Automatic Ac-
quisition]

Select whether or not the NTP server address is
automatically acquired from the DHCPVG6 server to
overwrite the current setting.
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[RAW Port Settings]
Select [Network] »» [TCP/IP Settings] »» [RAW Port Settings].

General Settings

TCP/IP Seitings
TPyd Settings
TPy6 Settings

DNS Settings
E-mail Settings
LDAP Settings
HTTP Settings
IPP Settings
FTP Settings
SNMP Settings
SMB Settings
Web Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Neiwork Fax Settings
WebDAY Setiings
OpendPI Settings
TCP Soecket Settings
LLTD Settings

%}A diuinistrabor
@Ready @

Ready

[ ostem | Seowiy | b | et | Swrase | e |

RAW Port Seitings
RAW Port Enable +
Port Number 9100 r1-65535)

Bidirectional Disable v

Item

Description

Control Panel

[RAW Port]

Select whether or not a RAW port is used.

page 4-11

[RAW Port Number]

Specify the number of the machine's RAW port.
The currently used port number and numbers 80,
161, 427, 443, 515, 631 and 4567 cannot be spec-
ified.

[RAW Port Bidirectional]

Select whether or not RAW port bidirectional is
used.

page 4-11
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[DNS Settings]

Select [Network] »» [TCP/IP Settings] »» [DNS Settings].

General Settings

TCP/IP Settings
TPvd Settings
Pv6 Settings
RAW Port Settings

E-mail Settings
LDAP Settings
HTTP Settings

IPP Settings

FTP Settings

SNMP Settings

SMB Settings

Weh Service Settings
Bonjour Settings
NefWare Settings
AppleTalk Settings
Network Fax Settings
‘WebDAY Settings
OpenAPI Settings
TCP Socket Settings
LLTD Seitings

%}Adrmmstrawr
@Ready @

Ready

[Sem | Seouiy | b | P | Sore ]| aames |

DNS Settings
Host Mame
Domain Hame
DHE Berver Address ([Pvd) 0000
0.0.0.0
0.0.0.0
DHNE Berver Address ([Pvd)

Search Domain Name

Dynatie DG Disable v

Item

Description

Control Panel

[Host Name]

Specify the host name of this machine (up to 63
characters).

[Domain Name]

Specify the name of the domain that contains this
machine (up to 63 characters).

[DNS Server Address
(IPv4)]

Specify the IPv4 DNS server address. Up to three
can be registered.
Format: *.*.*.* (Asterisk * can be 0 to 255)

[DNS Server Address
(IPve)]

Specify the IPv6 DNS server address (up to 43
characters).
Up to three can be registered.

[Search Domain Name]

Specify the DNS search domain name (up to 253
characters).

[Dynamic DNS]

Select [Enable] when automatically registering the
host name specified in [Host Name] with the DNS
server that supports the Dynamic DNS function.

page 4-11
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5.7.3 [E-mail Settings]
Configure the settings for E-mail function.
[E-mail TX (SMTP)]
Select [Network] »» [E-mail Settings] »» [E-mail TX (SMTP)].
[ —
oy =l
-E-
General Seitings
E-mail TX (SMTF)
TCP/IP Setiings
E-mail T (SMTF) Enable v
Zreanto E-mail Enable ~
Email RX(POP) E-mail Notification Enable
— Total Cournter Notification Enable
LDAP Settings SMTE Server Addeess 00.00
HTTP Sortings Port Humber 25 (1-65535)
IPP Settings SSLTLS Disable ¥
FIP Settings Part Humber (331) (16353
SNMP Settings Connection Timeout B0 sec. v
SMB Settings Administrator E-mail Address
Weh Service Settings Device E-mail Address
Bonjour Setiings Dlax Mail Size Mo Limit %
NetWare Settings Server Capacity ME (1-100)
AppleTalk Settings Bitiaty Divigion Off »
Metwork Fax Seitings Divided Mail Suze KE (16-16000)
WebDAY Setiings POP Before SRMTP
OpenAPI Settings POP Before SMTP Disable +
TCP Secket Settings POP Before SMTE Time ] sec. (0-600)
LLTD Settings SMTP Authentication
BMTE Authentication Disable
Account
Password
Domain Hathe
Item Description Control Panel
[E-mail TX (SMTP)] If [Enable] is selected, e-mail messages can be page 4-11
sent.
If [Disable] is selected, [Scan to E-mail], [E-mail
Notification], [Total Counter Notification], and [De-
vice E-mail Address] are grayed out.
[Scan to E-mail] If [Enable] is selected, the Scan to E-mail opera-
tion is enabled.
[E-mail Notification] If [Enable] is selected, e-mail notification is ena-
bled.
[Total Counter Notification] | If [Enable] is selected, total counter notification is
enabled.
[SMTP Server Address] Enter the SMTP server address.
Format: *.*.*.* (Asterisk * can be 0 to 255)
If the DNS server has already been configured,
you can enter the host name instead. For the host
name, specify a fully-qualified domain name
(FQDN).
When using IPv6, you can specify the IPv6 ad-
dress.
[Port Number] Specify number of the port for communicating
with the SMTP server.
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Item

Description

Control Panel

[SSL/TLS]

Select whether or not to encrypt a communication
between this machine and the SMTP server using
SSL/TLS.

If [Disable] is selected, [Port Number (SSL)] is
grayed out.

[Port Number (SSL)]

Enter the port number to be used for SSL commu-
nication.

[Connection Timeout]

Select the length of time until the connection with
the SMTP server times out.

[Administrator E-mail Ad-
dress]

Displays the e-mail address of the administrator.

[Device E-mail Address]

Specify the e-mail address of the device.
In order to perform network scanning, be sure to
specify an address for [Device E-mail Address].

page 4-6

[Max Mail Size]

Select whether to limit the size of an E-mail to be
sent.

If [No Limit] is selected, you cannot configure the
[Server Capacity] setting.

[Server Capacity]

Enter the SMTP server capacity. A mail that ex-
ceeds the upper limit of the server capacity will be
discarded.

If an E-mail is divided, this setting is made invalid.

[Binary Division]

Select whether or not to divide an E-mail.

If the E-mail software that received an E-mail does
not have a restoration function, you may not be
able to read the E-mail.

If [Off] is selected, you cannot configure the [Divid-
ed Mail Size] setting.

page 4-15

[Divided Mail Size]

Enter the divided mail size to divide an E-mail.

[POP Before SMTP]

Select [Enable] to perform POP before SMTP au-
thentication.

[POP Before SMTP Time]

Enter the period from a time you log in to the POP
server to a time you access the SMTP server.

If the POP and SMTP servers are in different com-
puters, it will take time to notify the SMTP server
that you have logged in to the POP server. There-
fore, if a too short time is specified, sending of E-
mails may fail.

[SMTP Authentication]

If [Enable] is selected, SMTP authentication is en-
abled.

For SMTP authentication, the authentication
method with the highest strength that is supported
by the SMTP server is automatically selected from
Digest-MD5, CRAM-MDS5, PLAIN, and LOGIN.

If [Disable] is selected, you cannot configure the
[Account], [Password], [Domain Name] setting.

[Account]

Enter the user ID for SMTP authentication (up to
255 bytes).

[Change Password]

Select this check box to change the password.

[Password]

Enter the password for SMTP authentication (up
to 128 bytes).

[Domain Name]

Reference

Enter the domain name (realm) for SMTP authen-
tication (up to 255 characters).

This setting is required when the authentication
method is set to Digest-MD5.

° When specifying a setting for [SMTP Server Address], also specify a setting for [Device E-mail Address].
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[E-mail RX (POP)]
Select [Network] »» [E-mail Settings] »» [E-mail RX (POP)].

[ A—
oy =l
Ready
[ Prim |
General Seitings
E-mail RX (POF)
TCP/IP Settings
E-mail R¥ (POF) Enable v
E mail TX (SMTP) POF Server Address 0000
Pott Number 10 (1-65535)
§/MIME BELTLS Disable
LDAP Settings Port Numbes (35L) (1-65535)
HTTP Settings Login Name
IPP Seitings Password [change Password
FTP Settings
SNMP Settings Connection Timeout B0 sec.  +
SME Settings APOFP Authentication Disable +
Web Service Seitings Auto Check of Arrival Disable +
Bonjour Settings Polling Rate min, (1-60)
NetWare Settings
Appl Clear
T
Network Fax Seitings
WebDAY Settings
OpendPI Settings
TCP Secket Settings
LLTD Settings
Item Description
[E-mail RX (POP)] If [Enable] is selected, e-mail messages can be received.
[POP Server Address] Enter the POP server address.

Format: *.*.*.* (Asterisk * can be 0 to 255)

If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).

When using IPv6, you can specify the IPv6 address.

[Port Number]

Specify number of the port for communicating with the POP server.

[SSL/TLS]

Select whether or not to encrypt a communication between this machine
and the POP server using SSL/TLS.
If [Disable] is selected, [Port Number (SSL)] is grayed out.

[Port Number (SSL)]

Enter the port number to be used for SSL communication.

[Login Name]

Enter the login name of the POP server (up to 63 characters).

[Change Password]

Select this check box to change the password.

[Password]

Enter the password to log in to the POP server (up to 15 characters).

[Connection Timeout]

Specify the timeout period for a communication with a server.

[APOP Authentication] Select [Enable] to encrypt the login name and password when logging on
to the POP server.
The password is encrypted with MD5 when APOP is used to log on to the
POP server. Before selecting [Enable], check whether the POP server sup-
ports APOP. If the POP server does not support APOP, an error will occur,
resulting in communication failure.

[Auto Check of Arrival] Select whether or not automatic reception is performed.

If [Disable] is selected, you cannot configure the [Polling Rate] setting.

[Polling Rate]

Enter the interval where reception is checked via automatic connection to
the POP server.
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[S/MIME]
Select [Network] »» [E-mail Settings] »» [S/MIME].
1 S—
@Ready @
General Seitings
S/MIME
TCPP Settings
SMIME Enahle v
Email TX (SMTP) Digital Bignature Do not add signature »
E mail RX (POP) E-mail Text Encryption Method 3DES 3
Digital Signature Type SHAT v
LDAF Settings
HTTP Settings
IPP Settings
FTP Settings
SNMP Settings
SMB Setiings
VWeb Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Seitings
Neiwork Fax Settings
‘WebDAY Settings
OpenAPI Setiings
TCP Socket Settings
LLTD Seitings
Item Description Control Panel
[S/MIME] Select whether or not to use S/MIME. page 4-16
If [Disable] is selected, [Digital Signature], [E-mail
Text Encryption Method], and [Digital Signature
Type] are grayed out.
[Digital Signature] Select whether or not a digital signature is applied
to e-mail messages.
[E-mail Text Encryption Select the e-mail text encryption format.
Method]
[Digital Signature Type] Select the type of digital signature applied.
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5.7.4 [LDAP Settings]
Configure the settings for LDAP function.

[LDAP Settings]
Select [Network] »» [LDAP Settings] »» [LDAP Settings].

L S———
oy

Ready
[ e
General Settings
LDAP Seitings
TCP/IP Setiings

o toss

LDAP Server Registration
HTTP Settings
IPP Settings
FTP Settings
SNMP Settings
SME Settings
Web Service Settings
Bonjour Settings
NeiWare Settings
AppleTalk Settings
Network Fax Seitings
WebDAY Setiings
OpenAPI Settings
TCP Soecket Settings
LLTD Settings

Item ‘ Description
[LDAP] ‘ Select whether or not the LDAP server is used.
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[LDAP Server Registration]
Select [Network] »» [LDAP Settings] »» [LDAP Server Registration].

l%‘}Adrmmstrawr
By %
Ready
General Settings
TCPAP Setiings LDAP Server Registration
F mail Settings Server Address 0.0.0.0
Port Humber 389 (1-65535)
LDAP Settings SSLTLS Disable v
Port Number (351 (1-63535)
HTTP Setiings Search Base
IPP Settings Timeout 60 sec. (5-300)
FTP Settings Max Search Result 100 (5-100)
SNMP Settings Authentication Methad anonymaous g
SMEB Settings Login Hame
Weh Service Settings Password
Bonjour Settings
NeiWare Seitings Dotain Name
AppleTalk Settings Use Refersal On w
MRS i Search Condition Attributes Name v
‘WebDAY Settings
OpenAPI Setings Initial Setting for Search Details
TCP Socket Settings Hame OR .
LLTD Settings Eomadl OR A
Fax OR v
Last Natue OR v
First Name OR >
City OR e
Organization OR B
Organizational Tnit OR v
Item Description
[Server Address] Specify the LDAP server address.

Format: *.*.*.* (Asterisk * can be 0 to 255)

If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).

When using IPv6, you can specify the IPv6 address.

[Port Number]

Enter a port number.

[SSL/TLS]

Select whether or not SSL/TLS is used.
If [Disable] is selected, [Port Number (SSL)] is grayed out.

[Port Number (SSL)]

Enter the port number to be used for SSL communication.

[Search Base]

Enter the search starting point in the directory structure under the LDAP
server (up to 255 characters).

This search function also covers subdirectories under the entered starting
point.

[Timeout]

Enter the timeout period for LDAP search.

[Max. Search Result]

Enter the maximum number of items that can be received as LDAP search
results.

[Authentication Method]

Select the authentication method to log in to the LDAP server.

The authentication method must match that used in the LDAP server.

If [anonymous] is selected, [Login Name], [Password], and [Domain Name]
can be omitted.

If [GSS-SPNEGQ] is selected, log in to the server in the Kerberos authen-
tication method. The Kerberos authentication method is supported by Ac-
tive Directory.

[Login Name]

Enter the login name to log in to the LDAP server (up to 255 characters).
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Item Description
[Change Password] Select this check box to change the password.
[Password] Enter the password to log in to the LDAP server (up to 128 characters).
[Domain Name] Enter the domain name to log in to the LDAP server (up to 64 characters).
If [GSS-SPNEGQ] is selected, enter the domain name of Active Directory.
[User Referral] Select whether to use the referral function.
Make an appropriate choice to fit the LDAP server environment.
[Search Condition At- Select the attribute of the name used for LDAP searching.
tributes] You can toggle this attribute between [Name] (cn) and [Nickname] (display-
Name).
[Initial Setting for Search Specify LDAP search conditions.
Details]
5.7.5 [HTTP Settings]
Configure the settings for HTTP server function.
Select [Network] »» [HTTP Settings] »» [HTTP Server Settings].
[ Y—
®Ready @
S_\,-s(am Se.uu‘it_v _Ready -m- Slnx-age. Addnss
General Seitings
P T— HTTP Server Settings
HTTF Berver Enable +
E-mail Settings
T St Port Number a0 (165535
SSLTLS Enable
Port Mumber (35L1) 443 (1-65535)
IPP Seitings
FTP Seitings
SNMP Settings
SMB Seitings
Web Service Seitings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Network Fax Seitings
WebDAY Setiings
OpenAPI Setiings
TCP Soecket Settings
LLTD Settings
Item Description Control Panel
[HTTP Server] Select whether or not the HTTP server is used. page 4-11
[Port Number] Specify the port number of the HTTP server.
Do not set the port number to [25], otherwise a
connection cannot be established with Page-
Scope Web Connection.
[SSL/TLS] Select whether or not SSL/TLS is used.
If [Disable] is selected, [Port Number (SSL)] is
grayed out.
[Port Number (SSL)] Enter the port number to be used for SSL commu-
nication.
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5.7.6

[IPP Settings]
Configure the settings for IPP function.
Select [Network] »» [IPP Settings] »» [IPP Settings].

TCPAP Settings
E-mail Settings
LDAP Settings
HTTP Setiings

FTP Settings
SNMP Settings

SME Settings

Weh Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Network Fax Settings
‘WebDAY Settings
OpenAPI Settings
TCP Socket Settings
LLTD Settings

2 Ap—
Py Ll

Ready

General Settings

TPP Settings
IPP Print Enahble v
Accept IFF Job Enable v
Printer Name
Printer Location
Printer Information
Printer URI
Operational Suppott Frint Job
Validate Job
Cancel Job
Get Job Attritutes
Get Tobs
Clet Print Attributes
IFF Authentication Requesting-user-name v
User Hame
Password
Realm

Item Description Control Panel
[IPP Print] Select whether or not to use IPP. page 4-11
[Accept IPP Job] Select whether or not to accept IPP jobs.
[Printer Name] Enter a printer name (up to 127 characters).
[Printer Location] Enter a printer location (up to 127 characters).
[Printer Information] Enter printer information (up to 127 characters).
[Printer URI] Displays the URI of the printer that can print data
using the IPP.
[Operational Support] Select the check box of each job to be executed
using the IPP.
[Print Job] Select whether to allow a print job.
Select this check box to enable IPP printing.
[Validate Job] Select whether to allow confirmation of a valid job.
[Cancel Job] Select whether to allow canceling the job.
[Get Job Attributes] Select whether to obtain job attributes.
[Get Jobs] Select whether to obtain a list of job attributes.
[Get Print Attributes] Select whether to obtain printer attributes.
[IPP Authentication] Select an authentication method.
[User Name] Enter a user name (up to 20 characters, excluding
a colon ().
This entry is required if you have selected [Basic]
or [Digest] for the [IPP Authentication).
[Change Password] Select this check box to change the password.
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Item Description Control Panel
[Password] Enter the password (up to 20 characters).
This entry is required if you have selected [Basic]
or [Digest] for the [IPP Authentication].
[Realm] Enter realm (up to 127 characters).
This entry is required if you have selected [Basic]
or [Digest] for the [IPP Authentication].
Reference

° If any of [Printer Name], [Printer Location], or [Printer Information] is left blank and you click the [Apply]
button, all your input is cleared and the changes you made do not take effect although no error message

appears.

5.7.7 [FTP Settings]

Configure the settings for FTP function.

[FTP Server Settings]

Select [Network] »» [FTP Settings] »» [FTP Server Settings].

%}Admnnstrator
@Ready @
Ready
e

General Seitings

TCP/P Settings FTP Server Settings

Ere— FTP Server Disable v

LDAP Settings Pott Number 21 (1-65535)

T s

IPP Settings

FTP TX Settings

SNMP Settings

SMB Settings

Weh Service Settings

Bonjour Settings

NeiWare Settings

AppleTalk Settings

Network Fax Settings

WebDAY Settings

OpendPI Settings

TCP Socket Settings

LLTD Settings

Item Description Control Panel
[FTP Server] Select whether or not the FTP server is used. page 4-11

[Port Number]

Enter the port number of the FTP server.
The currently used port number cannot be speci-
fied.
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[FTP TX Settings]
Select [Network] »» [FTP Settings] »» [FTP TX Settings].
[ ——
oy @
Ready
General Settings
TCP/P Seitings FIF TX Setiings
Email Setiings FTPTX Enable
LDAP Settings Connection Timeout B0 sec. (5-300)
HITP Settings Proxy Server Address nooo
IPP Settings Proxy Server Port Number 21 (1-65535)
FTP Server Settings
SNMP Settings
SMB Setiings
VWeb Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Seitings
Neiwork Fax Settings
‘WebDAY Settings
OpenAPI Setiings
TCP Socket Settings
LLTD Seitings
Item Description
[FTP TX] If [Enable] is selected, FTP transmission is enabled.
[Connection Timeout] Enter the timeout period for a communication with a server.
[Proxy Server Address] To perform transmissions via a proxy server, enter its address.

Format: *.*.*.* (Asterisk * can be 0 to 255)

If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).

When using IPv6, you can specify the IPv6 address.

[Proxy Server Port Number] | Enter the port number of a proxy server.
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5.7.8 [SNMP Settings]
Configure the settings for SNMP function.
Select [Network] »» [SNMP Settings] »» [SNMP Settings].
2 —
®Ready @
-ﬂ-
General Settings
TCP/IP Seitings SNMEP Setiings
b 5 SMMP Enable
E-mail Settings
ST e SNMP v1/26(0F) Enable
HTTP Settings SMMP +3(IF) Enable v
IPP Settings BHMP v1(IPX) Enable
FTP Settings UDF Port 181 s
SNMP vl Ade Settings
Read Community Mame public
SMB Settings WWrite Disable
Web Service Seitings Wiite Community Name private
Bonjour Settings SNMP v3 Settings
MNetWare Settings Context Hame
AppleTalk Settings Discovery Enable v
Network Fax Settings Discovery User ame public
WebDAY Settings Fead User Hame initial
OpendPI Settings Security Level Auth-password/Priv-password %
TCP Socket Settings auth-password [Change Password
LLTD Seitings
priv-password [change Password
Write User Mame restrict
Hecurity Level Auth-password/Priv-password ¥
auth-password [change Password
priv-password [Jchangs Password
Encryption Algosithm DES v
Authentication Method MD5  ~
Trap Settings
Allow Setting Enable
Trap Setting When Authentication Fails Disahble v
Item Description Control Panel
[SNMP] If [Enable] is selected, SNMP is enabled. page 4-11
[SNMP v1/v2¢(IP)] If [Enable] is selected, SNMPv1/v2c (IP) is ena-
bled.
[SNMP v3(IP)] If [Enable] is selected, SNMPv3 (IP) is enabled.
[SNMP v1(IPX)] If [Enable] is selected, SNMPv1 (IPX) is enabled.
[UDP Port] Enter a UDP port number.
The currently used port number cannot be speci-
fied.
[SNMP v1/v2¢c Settings] Configure the settings for SNMP v1/v2c.
[Read Community Name] Enter a community name used for reading (up to
15 characters, excluding " ' # \ and space).
[Write] If [Enable] is selected, the Write function is ena-
bled.
[Write Community Name] Enter a community name used for reading and
writing (up to 15 characters, excluding " ' #\ and
space).
[SNMP v3 Settings] Configure the settings for SNMP v3.
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Item

Description

Control Panel

[Context Name]

Enter a context name (up to 63 characters, exclud-
ing " ' #\ and space).

[Discovery]

If [Enable] is selected, the Discovery function is
enabled.

[Discovery User Name]

Enter a context user for detection (up to 32 char-
acters, excluding " ' # \ and space).

[Read User Name]

Enter a user name of the read-only user (up to 32
characters, excluding " ' # \ and space).

[Security Level]

Select a security level of the read-only user.

[Change Password]

Select this check box to change the password.

[auth-password]

Enter the password of the read-only user for au-
thentication (up to 32 from 8 characters, excluding
"' #\and space).

[Change Password]

Select this check box to change the password.

[priv-password]

Enter the privacy password of the read-only user
to be used for privacy (encryption) (up to 32 from
8 characters, excluding " ' # \ and space).

[Write User Name]

Enter a user name used of the read and write-only
user (up to 32 characters, excluding " ' # \ and
space).

[Security Level]

Select a security level of the read and write-only
user.

[Change Password]

Select this check box to change the password.

[auth-password]

Enter the password of the read and write-only user
for authentication (up to 32 from 8 characters, ex-
cluding " ' #\ and space).

[Change Password]

Select this check box to change the password.

[priv-password]

Enter the privacy password of the read and write-
only user to be used for privacy (encryption) (up to
32 from 8 characters, excluding " ' # \ and space).

[Encryption Algorithm] Select an encryption algorithm.

[Authentication Method] Select an authentication method.

[Trap Settings] Configure the settings for SNMP TRAP.

[Allow Setting] Select whether or not to permit the Trap settings.
[Trap Setting When Au- Select whether to enable TRAP transmission at

thentication Fails]

the time of authentication failure.
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5.7 [Network] tab 5
5.7.9 [SMB Settings]
Configure the settings for SMB function.
[WINS Settings]
Select [Network] »» [SMB Settings] »» [WINS Settings].
l%‘}Adrmmstrator
@Ready @
-E-
General Settings
TCP/IP Setiings WINS Setiings
F.mail Settings WIS Enahle +
LDAP Setiings WING Automatic Retrieval Enahble
HTTP Settings WWINE Berver Address 1 0000
IPP Setiings WWINS Server Address 2 0000
FTP Settings Hode Type HMaode +
SNMP Settings
SMB Client Settings
Direct Hosting Settings
Web Service Seitings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Network Fax Seitings
WebDAY Setiings
OpenAPI Setiings
TCP Soecket Settings
LLTD Settings
Item Description
[WINS] To use the WINS server, select [Enable].
[WINS Automatic Retrieval] | To automatically obtain the WINS server address, select [Enable].
This item is necessary when DHCP is enabled.
[WINS Server Address Enter the WINS server address.
1)/[WINS Server Address 2] | Format: *.*.*.* (Asterisk * can be 0 to 255)
[Node Type] Specify the name resolution method.
¢ [B Node]: Query by broadcast
e [P Node]: Query the WINS server
¢ [M Node]: Query by broadcast, and then query the WINS server
¢ [H Node]: Query the WINS server, and then query by broadcast
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[Network] tab 5.7

[SMB Client Settings]

Select [Network] »» [SMB Settings] »» [SMB Client Settings].

General Settings
TCPAP Settings
E-mail Settings
LDAP Settings
HTTP Seitings
IPP Settings
FTP Settings
SNMP Settings

WINS Settings

Direct Hosting Settings
Weh Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Network Fax Settings
‘WebDAY Settings
OpenAPI Settings
TCP Socket Settings
LLTD Seitings

B toscitcaton
oy Ll

Ready

SMB Client Settings
SME Client Enahle v
HTLM vl v

DF3 Enable

Item

Description

[SMB Client]

If [Enable] is selected, the SMB client function is enabled.

[NTLM]

Specify the NTLM version.

To perform SMB transmission for Windows sharing (Mac OS X) or Samba
(Linux/Unix), select [v1].

To perform SMB transmission for Windows 98SE or Windows Me, select
[vi/~v2] or [v1].

[DFS]

To perform SMB transmission in a DFS (Distributed File System) environ-
ment, select [Enable].
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5.7

[Network] tab

[Direct Hosting Settings]
Select [Network] »» [SMB Settings] »» [Direct Hosting Settings].

General Settings
TCP/IP Setiings
E-mail Settings
LDAP Settings
HTTP Seitings
IPP Settings
FTP Settings
SNMP Settings

WINS Settings
SMB Client Settings

Web Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Neiwork Fax Settings
WebDAY Setiings
OpendPI Settings
TCP Secket Settings
LLTD Seitings

[ —
B
Ready

[ em | seewiy | b | pem | s | s |

Direct Hosting Settings

Direct Hosting

Item

‘ Description

[Direct Hosting]

‘ To use IPv6 addresses for communication, select [Enable].
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5

[Network] tab 5.7

5.7.10

[Web Service Settings]
Configure the settings for WSD function.

[Common Settings]

Select [Network] »» [Web Service Settings] »» [Common Settings].

[ p—
. =
Ready
General Settings
e Te— Web Service Common Settings
e Friendly Name [ |
E-mail Settings
LDAP Settings Securs Mode
iy
IPP Setiings
FTP Settings
SNMP Settings
SMB Settings
Printer Settings
Scammer Settings
Bonjour Settings
NeiWare Settings
AppleTalk Settings
Neiwork Fax Settings
‘WebDAV Settings
OpenAPI Settings
TCP Socket Settings
LLTD Settings
Item Description
[Friendly Name] Enter a Friendly Name (up to 127 characters).
[Secure Mode] If [Enable] is selected, SSL is enabled.
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5.7 [Network] tab

[Printer Settings]

Select [Network] »» [Web Service Settings] »» [Printer Settings].

General Settings
TCPAP Settings
E-mail Settings
LDAP Setiings
HTTP Settings
IPP Settings
FTP Settings
SNMP Settings
SME Settings

Common Settings

Scanner Settings
Bonjour Settings
NeiWare Settings
AppleTalk Settings
Network Fax Settings
WebDAY Settings
OpenAPI Settings
TCP Secket Settings
LLTD Settings

[ bpen | Seowiy | | P | Swnee | sdire |

7 I—
®Re ady

Ready

=

Weh Service Printer Settings

Brint Function

Printer Hame

\ |
Printer Location ‘ |
\ |

Prnter Information

Item

Description

[Print Function]

If [Enable] is selected, the WSD print function is enabled.

[Printer Name]

Enter a printer name (up to 127 characters, excluding ! \ and ,).

[Printer Location]

Enter a printer location (up to 127 characters).

[Printer Information]

Enter printer information (up to 127 characters).
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[Network] tab 5.7

[Scanner Settings]

Select [Network] »» [Web Service Settings] »» [Scanner Settings].

General Settings
TCP/IP Settings
E-mail Settings
LDAP Settings
HTTP Settings
IPP Settings
FTP Settings
SNMP Settings
SMB Settings

Comumon Settings

Printer Settings

Bonjour Settings
NeiWare Settings
AppleTalk Settings
Network Fax Settings
WebDAV Settings
OpenAPI Settings
TCP Socket Settings
LLTD Settings

%}Adrmmstrawr
@Ready @
Ready

[Sem | Seouiy | b | P | Sore ]| aames |

‘Weh Service Scanner Settings
Sean Function Enable
Seanner Name
Seanmer Location
Scanner Information

Cormection Timeout 120 sec. (30-300

Item

Description

[Scan Function]

If [Enable] is selected, the WSD scan function is enabled.

[Scanner Name]

Enter a scanner name (up to 127 characters).

[Scanner Location]

Enter a scanner location (up to 127 characters).

[Scanner Information]

Enter scanner information (up to 127 characters).

[Connection Timeout]

Enter a connection timeout.
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5.7

[Network] tab

5.7.11

[Bonjour Settings]

Configure the settings for Bonjour function.

Select [Network] »» [Bonjour Settings] »» [Bonjour Settings].

General Settings
TCP/P Settings
E-mail Settings
LDAP Settings
HTTP Settings

IPP Settings

FTP Settings

SNMP Settings

SMB Settings

Web Service Settings

NetWare Settings
AppleTalk Settings
Neiwork Fax Settings
WebDAY Settings
OpendPI Settings
TCP Secket Settings
LLTD Settings

&A diuinistrabor

@Re ady

Ready

[ ostem | Seowiy | b | et | Swrase | e |

Bonjour Settings

Bogour

&)

Printer Mame ‘

RAMY Part v

Priotity Protocol

Item

Description

Control Panel

[Bonjour]

Select whether or not to enable the Bonjour func-
tion.

page 4-11

[Printer Name]

Enter a Bonjour name that is displayed as the
name of connected device (up to 63 characters).

[Priority Protocol]

Select the connection protocol given priority with
Bonjour.
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[Network] tab 5.7

5.7.12

[NetWare Settings]

Configure settings for printing in a NetWare environment.

[NetWare Settings]

Select [Network] »» [NetWare Settings] »» [NetWare Settings].

B toscitcaton
72,
oy %
Ready
General Settings
NeiWare Settings
TCPAP Settings
[PEISPX v
E mail Settings Disahle
Ethernet Frame Type Auto v
LDAP Setiings P
Er— HetWare Print Mode Disable 3
PServer Settings
IPP Settings
Print Server Name
FTP Settings
Print Server Password
SNMP Settings
SMB Settings
Weh Service Seffings Print Queve Jcan Rate sec. (165535)
Bonjour Settings Bindery/MDS
Preferred File Server
Preferred NDE Context Name
NetWare Status Preferred NDS Tree Name
AppleTalk Settings NPrinter/RPrinter Settings
Neiwork Fax Seitings Frinter Name
WebDAY Settings Printer Number (0-255,255 Auta)
OpenAPI Settings
Apply || Clear
— (Ponty ] (G}
LLTD Settings
Item Description
[IPX/SPX] If [Enable] is selected, the IPX/SPX function is enabled.

[Ethernet Frame Type]

Select a frame type to be used.

[NetWare Print Mode]

Select the NetWare configuration mode.

[Print Server Name]

Enter a print server name to be operated as PServer (up to 63 characters,
excluding/\:;,*[1<>|+="7.).

[Change Password]

Select this check box to change the password.

[Print Server Password]

Enter a print server password if necessary (up to 63 characters).

[Print Queue Scan Rate]

Set a job inquiry interval.

[Bindery/NDS]

Select the bindery options.

[Preferred File Server]

Enter the priority file server name to be used in the Bindery emulation mode
(up to 47 characters, excluding /\:; ,*[]<>|+=2.).

[Preferred NDS Context
Name]

Enter an NDS context name for print server connection (up to 191 charac-
ters, excluding /\:;, *[]<>|+="7).

[Preferred NDS Tree Name]

Enter an NDS tree name for print server connection (up to 63 characters,
excluding/\:;,* [1<>|+=7.).

[Printer Name]

Enter a printer name to be operated as the NPrinter/RPrinter (up to 63 char-
acters, excluding /\:;,*[1<>|+=7.).

[Printer Number]

@ Reference

Enter the NPrinter/RPrinter number.

For details on how to install the printer driver, refer to the [User's Guide Print Operations].
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5.7 [Network] tab 5

In Remote Printer mode using the NetWare 4.x Bindery Emulation

v

A O DN =

5
6

When you use the Bindery Emulation, make sure that the Bindery Emulation has been enabled on the
NetWare server.

From the client, log in the NetWare file system as Bindery with the administrator authority.
Start Pconsole.
Select [Quick Setup] from [Available Options] list box, and press the Enter key.

Fill in [Print Server Name], [Printer Name], and [Print Queue Name]. Set the [Type] of the printer to [Oth-
er/Unknown], and save them.

Terminate Pconsole by pressing the Esc key.

Load the PSERVER.NLM file on the NetWare Server console.

Then, configure the following settings in [NetWare Setting].

Item Description Prior check

[IPX/SPX] Select [Enable].

[Ethernet Frame Select a frame type to be used. Frame type

Type]

[NetWare Print Select [NPrinter/RPrinter].

Mode]

[Printer Name] Enter a printer name to be operated as the NPrint- The print server
er/RPrinter (up to 63 characters, excluding /\:;, *[]1 <> | name specified in
+=7.). Step 4

[Printer Number] Enter the NPrinter/RPrinter number.

In Print Server mode using the NetWare 4.x Bindery Emulation

v

H W N = <

5

When you use the Bindery Emulation, make sure that the Bindery Emulation has been enabled on the
NetWare server.

When you select the Print Server mode, the IPX protocol must already be loaded on the NetWare server.
From the client, log in the NetWare file system as Bindery with the administrator authority.

Start Pconsole.

Select [Quick Setup] from [Available Options] list box, and press the Enter key.

Fill in [Print Server Name], [Printer Name], and [Print Queue Name]. Set the [Type] of the printer to [Oth-
er/Unknown], and save them.

Terminate Pconsole by pressing the Esc key.

Then, configure the following settings in [NetWare Setting].

Item Description Prior check

[IPX/SPX] Select [Enable].

[Ethernet Frame Select a frame type to be used. Frame type

Type]

[NetWare Print Select [PServer].

Mode]

[Print Server Name] | Enter a print server name to be operated as PServer (upto | The print server
63 characters, excluding /\:;,*[]1<>|+=7.). name specified in

Step 4

[Print Server Pass- | Enter a print server password if necessary (up to 63 char-
word] acters).
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[Network] tab 5.7

Item

Description

Prior check

[Print Queue Scan
Rate]

Set a job inquiry interval.

[Bindery/NDS] Select [Bindery/NDS].
[Preferred File Enter the priority file server name to be used in the Bindery
Server] emulation mode (up to 47 characters, excluding /\:; , * [

l<>|+=7)).

In NetWare 4.x Remote Printer mode (NDS)
1 From the client, log in the NetWare file system with administrator authority.
2 Start NWAdmin.

3 Selectan organization or department container for the print service, and select [Print Services Quick
Setup] from the Tools menu.

4 Fillin [Print Server Name], [Printer Name], [Print Queue Name], and [Print Queue Volume]. Then, set the
[Type] of the printer to [Other/Unknown] and save them.

5 Load the PSERVER.NLM file on the NetWare Server console.

Then, configure the following settings in [NetWare Setting].

Item Description Prior check
[IPX/SPX] Select [Enable].

[Ethernet Frame Select a frame type to be used. Frame type
Type]

[NetWare Print Select [NPrinter/RPrinter].

Mode]

[Printer Name] Enter a printer name to be operated as the NPrint-
er/RPrinter (up to 63 characters, excluding /\:;, *[] <> |

+=7?.).

The print server
name specified in
Step 4

[Printer Number] Enter the NPrinter/RPrinter number.

In the NetWare 4.x/5.x/6 Print Server mode (NDS)

v When you select the Print Server mode, the IPX protocol must already be loaded on the NetWare server.
1 From the client, log in the NetWare file system with administrator authority.

2 Start NWAdmin.
3

Select an organization or department container for the print service, and select [Print Services Quick
Setup (hon-NDPS)] from the Tools menu.

4 Filin [Print Server Name], [Printer Name], [Print Queue Name], and [Print Queue Volume]. Then, set the
[Type] of the printer to [Other/Unknown] and click [Create].

Then, configure the following settings in [NetWare Setting].

Item Description Prior check
[IPX/SPX] Select [Enable].
[Ethernet Frame Select a frame type to be used. Frame type

Type]

[NetWare Print
Mode]

Select [PServer].

[Print Server Name]

Enter a print server name to be operated as PServer (up to
63 characters, excluding /\:;,*[1<>|+=7.).

The print server
name specified in
Step 4
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5.7 [Network] tab 5

Item Description Prior check
[Print Server Pass- Enter a print server password if necessary (up to 63 char-

word] acters).

[Print Queue Scan Set a job inquiry interval.

Rate]

[Bindery/NDS] Select [NDS].

[Preferred NDS Enter an NDS context name for print server connection (up

Context Name] to 191 characters, excluding /\:;,*[1<>|+= 7).

[Preferred NDS Enter an NDS tree name for print server connection (up to

Tree Name] 63 characters, excluding /\:;,*[1<>|+=7.).

For NetWare 5.x/6 Novell Distributed Print Service (NDPS)

v

v

11

Before starting the NDPS setting, make sure that an NDPS broker and NDPS manager have already
been created and loaded.

Make sure that the TCP/IP protocol has been set on the NetWare server, an IP address of this machine
has been set, and this machine has already been started.

From the client, log in the NetWare file system with administrator authority.
Start NWAdmin.

Right-click the [Organization] and [Organization unit] containers for printer agent creation, and select
[NDPS Printer] from Create.

Enter a [NDPS Printer Name] in the [Printer Name] field.
Select [Create a New Printer Agent] in the [Printer Agent Source] field, and click [Create].

Confirm the printer agent name, and browse and register the NDPS manager in the [NDPS Manager
Name] field.

Set the [Gateway Types] to [Novell Printer Gateway], and register it.

In the [Configure Novell NDPS for Printer Agent] window, set the Printer to [(None)] and the port handler
to [Novell Port Handler], and register the settings.

Set the [Connection type] to [Remote (LPR on IP)] and register the setting.

For the host address, enter the IP address of this machine you have configured. Enter [Print] for the
printer name, and then press [Finish] to register the settings.

When printer driver registration windows appear, select [None] for each OS and finish the registration.
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[Network] tab 5.7

[NetWare Status]

Select [Network] »» [NetWare Settings] »» [NetWare Status].

General Settings
TCP/IP Settings
E-mail Settings
LDAP Settings
HTTP Settings

IPP Settings

FTP Settings

SNMP Settings

SME Settings

Weh Service Settings
Bonjour Settings

NetWare Settings

AppleTalk Settings
Network Fax Settings
‘WebDAV Settings
OpenAPI Settings
TCP Socket Settings
LLTD Setiings

&Admmistratnr

gRe ady

Ready

[ Swem | Seowiy | b | Priw | Somer | st |

NetWare Status

[ File Server | Queue Name | Queue Status

Item

Description

[File Server]

Displays the current NetWare file server.

[Queue Name]

Displays the current NetWare queue name.

[Queue Status]

Displays the current NetWare status.
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5.7 [Network] tab

5.7.13 [AppleTalk Settings]
Configure the settings for AppleTalk function.

Select [Network] »» [AppleTalk Settings] »» [AppleTalk Settings].

%}Admnnstrator
@Ready @
Ready
T

General Settings

TCP/IP Settings AppleTalk Seitings

E-mail Settings AppleTalk Enable v

. Printer Hame

LDAP Settings

HITP Settings Zonie Name *

IPP Settings Churent Zone Hame *

T

SNMP Settings

SMB Settings

Web Service Settings

Bonjour Settings

NetWare Settings

Neiwork Fax Settings

WebDAY Settings

OpendPI Settings

TCP Secket Settings

LLTD Settings

Item Description Control Panel
[AppleTalk] If [Enable] is selected, AppleTalk is enabled. page 4-14

[Printer Name]

Enter a printer name to be displayed on the selec-
tor (up to 31 characters, excluding = and ~).

[Zone Name]

Enter a name of zone this machine belongs to (up
to 31 characters).

[Current Zone Name]

The current zone name is displayed.

bizhub 42/36

5-141



5 [Network] tab 5.7

5.7.14 [Network Fax Settings]
Configure the settings for Network Fax function.
(This menu appears when the optional Fax Kit FK-509 is installed.)

Select [Network] »» [Network Fax Settings] »» [Network Fax Function Settings].

B toscitcaton
oy Ll

Ready

General Settings

Network Fax Function Settings
TCP/P Settings

F il Settings L-Fax Enahle v
LDAP Settings
HTTP Seitings

IPP Settings

FTP Settings

SNMP Settings

SMB Settings

Weh Service Settings

Bonjour Settings

NetWare Settings

AppleTalk Settings

‘WebDAY Settings
OpenAPI Settings
TCP Socket Settings
LLTD Settings

Item ‘ Description

[I-Fax] ‘ Select whether or not the I-Fax is used.
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5.7 [Network] tab 5

5.7.15 [WebDAV Settings]
Configure the settings for WebDAV function.
Select [Network] »» [WebDAV Settings] »» [WebDAV Client Settings].

B iniconton
®Ready @
Ready
[ Prim |

General Settings

TCPAP Settings WebDAV Client Settings

Email Sertings WebDAV Client Enable v

LDAP Setiings Proxy Server Address 0000

HITP Settings Prooy Server Port Number a0s0 (1-65535)

IPP Settings Proxy Server User Name

FIP Settings Proxy Server Password [Chenge Password

SNMP Settings

SMB Seitings Connection Timeout &0 see. (53-300)

Weh Service Seitings

Bonjour Settings

NeiWare Settings

AppleTalk Settings

Network Fax Settings

OpenAPT Settings

TCP Soecket Settings

LLTD Settings
Item Description
[WebDAV Client] Select whether or not the WebDAV client is used.
[Proxy Server Address] To perform transmissions via a proxy server, enter its address.

Format: *.*.*.* (Asterisk * can be 0 to 255)

If the DNS server has already been configured, you can enter the host
name instead. For the host name, specify a fully-qualified domain name
(FQDN).

When using IPv6, you can specify the IPv6 address.

[Proxy Server Port Number] | Enter the port number of a proxy server.

[Proxy Server User Name] Enter the user name to log in to the proxy server (up to 63 characters).

[Change Password] Select this check box to change the password.
[Proxy Server Password] Enter the password to log in to the proxy server (up to 63 characters).
[Connection Timeout] Enter the timeout period for a communication with a server.
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5 [Network] tab 5.7

5.7.16 [OpenAPI Settings]

Configure the settings for OpenAPI function.
Select [Network] »» [OpenAPI Settings] »» [OpenAPI Settings].

8 iistaton
®Ready @
Ready
[ Prim |

General Settings

TCP/IP Settings OpenitP1 Settings

E-mail Settings OpenaFl Enable v

LDAP Setings Port Mumber S0001  (1-63535)

HITP Settings SELTLE SSL Only e

IPP Setiings Port Nusber (3ELTLE) 50003 (1-65535)

FTP Settings Authentication Off »

SNMP Settings Login Hame

SMB Settings Password Change Password

VWeh Service Settings

Bonjour Seitings

NeiWare Settings

AppleTalk Settings

Network Fax Settings

‘WehDAY Settings

TCP Socket Settings

LLTD Seitings
Item Description
[OpenAPI] Select whether or not OpenAPI is used.
[Port Number] Enter a port number.

The currently used port number cannot be specified.

[SSL/TLS] Select whether or not SSL/TLS is used.

You can configure this setting if device certificate(s) is registered in [Secu-
rity] »» [PKI Settings] »» [Device Certificate].

[Port Number (SSL/TLS)] Enter the port number to be used for SSL communication.
The currently used port number cannot be specified.

[Authentication] Select whether or not to perform OpenAPI authentication.

[Login Name] Enter the login name used with OpenAPI authentication (up to 8 charac-
ters, excluding symbols).

[Change Password] Select this check box to change the password.

[Password] Enter the password used with OpenAPI authentication (up to 8 characters,

excluding symbols).
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5.7 [Network] tab

5.7.17 [TCP Socket Settings]

Configure the settings for TCP Socket function.
Select [Network] »» [TCP Socket Settings] »» [TCP Socket Settings].

General Settings
TCP/P Settings
E-mail Settings
LDAP Settings
HTTP Settings

IPP Settings

FTP Settings

SNMP Settings

SMB Settings

Web Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settings
Neiwork Fax Settings
WebDAY Setiings
OpendPI Settings

LLTD Settings

%}A diuinistrabor

@Re ady

Ready

TCP Socket Settings
TCP Socket
Port Mumber
BELTLE
Port Humber (SSL/TLE)

[ ostem | Seowiy | b | et | Swrase | e |

Enable +

53158 (165533
S5L Only v

a958 (163539

@

Item

Description

[TCP Socket]

Select whether or not the TCP socket is used.

[Port Number]

Enter a port number.

The currently used port number cannot be specified.

[SSL/TLS]

Select whether or not SSL/TLS is used.
You can configure this setting if device certificate(s) is registered in [Secu-

rity] »» [PKI Settings] »» [Device Certificate].

[Port Number (SSL/TLS)]

Enter the port number to be used for SSL communication.

The currently used port number cannot be specified.
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5 [Network] tab 5.7

5.7.18 [LLTD Settings]

Configure the settings for LLTD function.
Select [Network] »» [LLTD Settings] »» [LLTD Settings].

7 —
gReady

Ready

[ Swem | Seowiy | b | Priw | Somer | st |

General Settings
LLTD Settings

E-mail Settings LLTD

LDAP Setiings
HTTP Settings

IPP Setiings

FTP Settings

TCP/IP Settings

SNMP Settings

SME Settings

Weh Service Settings
Bonjour Settings
NetWare Settings
AppleTalk Settinzs
Network Fax Settings
‘WehDAY Settings
OpenAPI Settings
TCP Socket Settings

Item ‘ Description
[LLTD] ‘ Select whether or not LLTD is used.
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6.1 Restricting users of this machine (MFP authentication) 6

[ il
6 Configuration Depending on Your Needs
6.1 Restricting users of this machine (MFP authentication)

Configure settings to restrict users who can use this machine by MFP authentication.

You can configure the user authentication and account track settings to restrict use of this machine. Specify
user authentication when managing individual users, and specify account track when managing a group or
multiple users.

You can use a combination of user authentication and account track for management of each user for each
department. You can use this function to assign the counter to both the department and user counters, and
to aggregate the resulting values of both counters.

Use the following flowchart to configure settings. Clicking a step jumps to the associated procedure.

| [General Settings] |

| [ID & Print Settings] |

(1) User authentication
(2) Account track

(8) Synchronize user au-
thentication with account
track

(1) @ @)

User Registration | | Account Track Registration | | Account Track Registration |

| User Registration |

Finish \
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Restricting users of this machine (MFP authentication)

6.1.1

6.1.2

6.1.3

[General Settings]

In the administrator mode of PageScope Web Connection, select [Security] »» [Authentication] »» [General

Settings].

(If you use PageScope Authentication Manager for authentication, the following items are not displayed.)

Item

Description

Prior check

[User Authentica-
tion]

Select [Device].

[Public Access]

Select whether to allow the public user access.

If [Allow] is selected, the public user can use this machine
by selecting [Public User] in the login page to log in to the
machine.

If [Allow (without Login)] is selected, the public user can
use this machine without logging in to the machine in the
login page.

Do you permit the
public user access?

[Account Track]

To enable account track, select [On].
To select [On], specify the authentication method first, and
then register accounts in [Account Track List].

Do you use the ac-
count track func-
tion?

[Account Track
Method]

To use the account track function, select its authentication
method.

This setting is required when you only use the account
track function.

[Synchronize User
Authentication &
Account Track]

To synchronize user authentication with account track and
manage users for each account track, select [Synchro-
nize).

Once you specify the account name of the user at user
registration, you will be able to log in by entering only the
user name. If you have omitted the account name, the
user must specify the account name when logging in for
the first time. The account name that the user specify at
the first login time will be registered as the account name
of the user.

Do you synchronize
user authentication
with account track?

[Number of
Counters As-
signed for Users]

Reference

° If Enhanced Security Mode is enabled, you cannot select [Off] in [Authentication] »» [General Settings]

Enter a number of user counters to be assigned if user au-
thentication and account track are enabled.

You can aggregate the counter by user or account track,
and assign up to 1,000 counters to users and account
tracks. For example, if the number of user counters to be
assigned is set to 950, you can register up to 50 account
tracks.

»» [User Authentication]. Also, you cannot allow the public user access.

[ID & Print Settings]

Configure settings to use or operate the ID & Print function.

For details, refer to page 5-32.

Reference

. For details on the ID & print function, refer to the [User's Guide Print Operations].

User Registration

Configure user registration settings.

(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

For details, refer to page 5-24.
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6.1 Restricting users of this machine (MFP authentication)

6.1.4 Account Track Registration
Configure account track registration settings.
(If you use PageScope Authentication Manager for authentication, this item is not displayed.)
For details, refer to page 5-26.
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6.2.1

6.2.2

Restricting users of this machine (Active Directory)

Configure settings to restrict users who use this machine by Active Directory authentication.

These settings are required if you wish to use the user authentication with Active Directory on the Windows
Server. You can restrict the functions available to each user.

You can also restrict users who use this machine using Active Directory authentication in an IPv6 environment
configured by the Active Directory function of Windows Server 2008/Server 2008 R2.

Use the following flowchart to configure settings. Clicking a step jumps to the associated procedure.

| reP/P] |

| External Server Settings

| [General Settings] |

| [ID & Print Settings] |

[Default Function Permis-
sion]

| [Date/Time Setting] |

\ Finish \

[TCP/IP]

Configure settings to use this machine in the TCP/IP network environment.
° To use Active Directory, register the DNS server connected to Active Directory in this machine.

° To perform Active Directory authentication in an IPv6 environment configured by the Active Directory
function of Windows Server 2008/Server 2008 R2, configure IPv6. For details on the IPv6 settings, refer
to page 3-4.

For details, refer to page 3-3.

External Server Settings
Configure external server (Active Directory) registration settings.
(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

For details, refer to page 5-28.
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6.2 Restricting users of this machine (Active Directory)
6.2.3 [General Settings]
In the administrator mode of PageScope Web Connection, select [Security] »» [Authentication] »» [General
Settings].
(If you use PageScope Authentication Manager for authentication, the following items are not displayed.)
Item Description Prior check
[User Authentica- Select [External Server].
tion]
[Public Access] Select whether to allow the public user access. Do you permit the
If [Allow] is selected, the public user can use this machine | public user access?
by selecting [Public User] in the login page to log in to the
machine.
If [Allow (without Login)] is selected, the public user can
use this machine without logging in to the machine in the
login page.
[Ticket Hold Time Enter a time to hold the Kerberos authentication tickets.
(Active Directory)]
[Account Track] To enable account track, select [On]. Do you use the ac-
To select [On], specify the authentication method first,and | count track func-
then register accounts in [Account Track List]. tion?
[Synchronize User To synchronize user authentication with accounttrackand | Do you synchronize
Authentication & manage users for each account track, select [Synchro- user authentication
Account Track] nize). with account track?
To synchronize, specify the account name when logging
in for the first time. The account name that the user specify
at the first login time will be registered as the account
name of the user.
6.2.4 [ID & Print Settings]
Configure settings to use or operate the ID & Print function.
For details, refer to page 5-32.
6.2.5 [Default Function Permission]
Configure the default settings for function permissions to users who are authenticated on the external server.
For details, refer to page 5-30.
6.2.6 [Date/Time Setting]

To use Active Directory, specify the date and time of this machine.

You cannot log in to Active Directory if the system time of this machine and Active Directory is extremely

different. Specify the date and time for this machine to match the system time of Active Directory.

For details, refer to page 5-12.
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6.3.1

6.3.2

Restricting users of this machine (Windows domain or work-
group)

Configure settings to restrict users who can use this machine by NTLM authentication.

These settings are required if you wish to use NTLM authentication when using the Windows NT 4.0 system
or when using Active Directory (NT-compatible domain environment) in the Windows Server system. You can
restrict the functions available to each user.

You can also restrict users who can use this machine by NTLM authentication in an IPv6 environment con-
figured by the Active Directory function (NT-compatible domain environment) of Windows Server 2008/Server
2008 R2.

To use NTLM authentication in the IPv6 environment, you must enable the Direct Hosting service. To resolve
the names using a DNS server, prepare the DNS server and configure the DNS settings of this machine.

Use the following flowchart to configure settings. Clicking a step jumps to the associated procedure.

| repap) |

| External Server Settings |

| [General Settings] |

| 1ID & Print Settings] |

[Default Function Permis-
sion]
\

‘ ‘ In an IPv6 environment? | |

No Yes
Do you use a WINS serv- | | [Direct Hosting Settings] |
‘ Yes No
| WINS Settings]
| Finish ‘
[TCP/IP]

Configure settings to use this machine in the TCP/IP network environment.

° To perform NTLM authentication in an IPv6 environment configured by the Active Directory function
(NT-compatible domain environment) of Windows Server 2008/Server 2008 R2, configure IPv6. For de-
tails on the IPv6 settings, refer to page 3-4.

° To use NTLM authentication in the IPv6 environment, you must enable the Direct Hosting service. To
resolve the names using a DNS server, prepare the DNS server and configure the DNS settings of this
machine.

For details, refer to page 3-3.

External Server Settings
Configure external server (NTLM) registration settings.
(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

For details, refer to page 5-28.
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6.3 Restricting users of this machine (Windows domain or workgroup)
6.3.3 [General Settings]
In the administrator mode of PageScope Web Connection, select [Security] »» [Authentication] »» [General
Settings].
(If you use PageScope Authentication Manager for authentication, the following items are not displayed.)
Item Description Prior check
[User Authentica- Select [External Server].
tion]
[Public Access] Select whether to allow the public user access. Do you permit the
If [Allow] is selected, the public user can use this machine | public user access?
by selecting [Public User] in the login page to log in to the
machine.
If [Allow (without Login)] is selected, the public user can
use this machine without logging in to the machine in the
login page.
[Account Track] To enable account track, select [On]. Do you use the ac-
To select [On], specify the authentication method first,and | count track func-
then register accounts in [Account Track List]. tion?
[Synchronize User To synchronize user authentication with accounttrackand | Do you synchronize
Authentication & manage users for each account track, select [Synchro- user authentication
Account Track] nize). with account track?
To synchronize, specify the account name when logging
in for the first time. The account name that the user specify
at the first login time will be registered as the account
name of the user.
6.3.4 [ID & Print Settings]
Configure settings to use or operate the ID & Print function.
For details, refer to page 5-32.
6.3.5 [Default Function Permission]
Configure the default settings for function permissions to users who are authenticated on the external server.
For details, refer to page 5-30.
6.3.6 [WINS Settings]
When you start NTLM authentication via the router, you must set up the WINS server.
For details, refer to page 5-129.
6.3.7 [Direct Hosting Settings]

To use NTLM authentication in the IPv6 environment, you must enable the direct hosting service.

For details, refer to page 5-131.
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6.4.1

6.4.2

Restricting users of this machine (NDS over IPX/SPX)

Configure settings to restrict users who use this machine by NDS over IPX/SPX authentication.

These settings are required if you use the NetWare 5.1 or later and use the NDS authentication in the IPX/SPX

environment. You can restrict the functions available to each user.

Use the following flowchart to configure settings. Clicking a step jumps to the associated procedure.

| External Server Settings |

| [General Settings] |

| [ID & Print Settings] |

[Default Function Permis-
sion]

| [NetWare Settings] |

\ Finish \

External Server Settings

Configure external server (NDS) registration settings.

(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

For details, refer to page 5-28.

[General Settings]

In the administrator mode of PageScope Web Connection, select [Security] »» [Authentication] »» [General

Settings].

(If you use PageScope Authentication Manager for authentication, the following items are not displayed.)

Item

Description

Prior check

[User Authentica-
tion]

Select [External Server].

[Public Access]

Select whether to allow the public user access.

If [Allow] is selected, the public user can use this machine
by selecting [Public User] in the login page to log in to the
machine.

If [Allow (without Login)] is selected, the public user can
use this machine without logging in to the machine in the
login page.

Do you permit the
public user access?

[Account Track]

To enable account track, select [On].
To select [On], specify the authentication method first, and
then register accounts in [Account Track List].

Do you use the ac-
count track func-
tion?

[Synchronize User
Authentication &
Account Track]

To synchronize user authentication with account track and
manage users for each account track, select [Synchro-
nizel.

To synchronize, specify the account name when logging
in for the first time. The account name that the user specify
at the first login time will be registered as the account
name of the user.

Do you synchronize
user authentication
with account track?
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6.4 Restricting users of this machine (NDS over IPX/SPX)

6.4.3 [ID & Print Settings]

Configure settings to use or operate the ID & Print function.

For details, refer to page 5-32.

6.4.4 [Default Function Permission]

Configure the default settings for function permissions to users who are authenticated on the external server.

For details, refer to page 5-30.

6.4.5 [NetWare Settings]

In the administrator mode of PageScope Web Connection, select [Network] »» [NetWare Settings] »» [Net-

Ware Settings].
Item Description Prior check
[IPX/SPX] Select [Enable].
[Ethernet Frame Select a frame type to be used. Frame type
Type]
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6.5 Restricting users of this machine (NDS over TCP/IP)

Configure settings to restrict users who use this machine by NDS over TCP/IP authentication.

These settings are required if you use the NetWare 5.1 or later and use NDS authentication in the TCP/IP
environment. You can restrict the functions available to each user.

To use the authentication with NDS over TCP/IP, you must specify the DNS server in [TCP/IP]. During user
authentication, the tree name and context name are inquired to the specified DNS server to obtain the IP ad-
dress of the NDS authentication server.

Use the following flowchart to configure settings. Clicking a step jumps to the associated procedure.

Reference
° Apply the latest service pack to each NetWare version.

| reP/P] |

| External Server Settings |

| [General Settings] |

| [ID & Print Settings] |

[Default Function Permis-
sion]

Finish

6.51  [TCP/IP]

Configure settings to use this machine in the TCP/IP network environment.
° To use the authentication with NDS over TCP/IP, you must specify the DNS server.

For details, refer to page 3-3.

6.5.2 External Server Settings
Configure external server (NDS) registration settings.
(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

For details, refer to page 5-28.
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6.5 Restricting users of this machine (NDS over TCP/IP)
6.5.3 [General Settings]
In the administrator mode of PageScope Web Connection, select [Security] »» [Authentication] »» [General
Settings].
(If you use PageScope Authentication Manager for authentication, the following items are not displayed.)
Item Description Prior check
[User Authentica- Select [External Server].
tion]
[Public Access] Select whether to allow the public user access. Do you permit the
If [Allow] is selected, the public user can use this machine | public user access?
by selecting [Public User] in the login page to log in to the
machine.
If [Allow (without Login)] is selected, the public user can
use this machine without logging in to the machine in the
login page.
[Account Track] To enable account track, select [On]. Do you use the ac-
To select [On], specify the authentication method first,and | count track func-
then register accounts in [Account Track List]. tion?
[Synchronize User To synchronize user authentication with accounttrackand | Do you synchronize
Authentication & manage users for each account track, select [Synchro- user authentication
Account Track] nize). with account track?
To synchronize, specify the account name when logging
in for the first time. The account name that the user specify
at the first login time will be registered as the account
name of the user.
6.5.4 [ID & Print Settings]
Configure settings to use or operate the ID & Print function.
For details, refer to page 5-32.
6.5.5 [Default Function Permission]

Configure the default settings for function permissions to users who are authenticated on the external server.

For details, refer to page 5-30.
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6 Restricting users of this machine (LDAP) 6.6

6.6 Restricting users of this machine (LDAP)

Configure settings to restrict users who use this machine by LDAP authentication.

These settings are required if you use the LDAP server for user authentication. You can restrict the functions
available to each user.

Use the following flowchart to configure settings. Clicking a step jumps to the associated procedure.

Reference

° To use the same LDAP server for both user authentication and destination search, the certificate veri-
fication settings of the LDAP server for user authentication specified in [External Server List] are deter-
mined according to the certificate verification settings of the LDAP server for destination search
specified in [Network] »» [LDAP Settings] »» [LDAP Server Registration]. For details on LDAP server set-
tings for destination search and certificate verification settings, refer to page 5-47.

| repap] |

| External Server Settings |

| [General Settings] |

| [ID & Print Settings] |

[Default Function Per-
mission]

Do you have an SSL
communication with the
LDAP server?

| LDAP over SSL

Yes No

\ Finish

6.6.1 [TCP/IP]

Configure settings to use this machine in the TCP/IP network environment.

For details, refer to page 3-3.

6.6.2 External Server Settings
Configure external server (LDAP) registration settings.
(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

For details, refer to page 5-28.
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6.6 Restricting users of this machine (LDAP)
6.6.3 [General Settings]
In the administrator mode of PageScope Web Connection, select [Security] »» [Authentication] »» [General
Settings].
(If you use PageScope Authentication Manager for authentication, the following items are not displayed.)
Item Description Prior check
[User Authentica- Select [External Server].
tion]
[Public Access] Select whether to allow the public user access. Do you permit the
If [Allow] is selected, the public user can use this machine | public user access?
by selecting [Public User] in the login page to log in to the
machine.
If [Allow (without Login)] is selected, the public user can
use this machine without logging in to the machine in the
login page.
[Account Track] To enable account track, select [On]. Do you use the ac-
To select [On], specify the authentication method first,and | count track func-
then register accounts in [Account Track List]. tion?
[Synchronize User To synchronize user authentication with accounttrackand | Do you synchronize
Authentication & manage users for each account track, select [Synchro- user authentication
Account Track] nize). with account track?
To synchronize, specify the account name when logging
in for the first time. The account name that the user specify
at the first login time will be registered as the account
name of the user.
6.6.4 [ID & Print Settings]
Configure settings to use or operate the ID & Print function.
For details, refer to page 5-32.
6.6.5 [Default Function Permission]

Configure the default settings for function permissions to users who are authenticated on the external server.

For details, refer to page 5-30.
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6.6.6

LDAP over SSL

External Server Settings

In the administrator mode of PageScope Web Connection, select [Security] »» [Authentication] »» [External

Server List] »» [Edit].

(If you use PageScope Authentication Manager for authentication, this item is not displayed.)

Item Description Prior check
[SSL] Select [Enable] to encrypt an SSL communication be- Does the server sup-
tween this machine and the LDAP server. port SSL?
[Port Number Enter the port number to be used for SSL communication. | Server port number
(SSL)]
LDAP Server Registration

Specify the device certificate used in LDAP protocol.

For details, refer to page 5-47.

Certificate Verification Settings

Configure settings used to verify certificates.

For details, refer to page 5-53.
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Using authentication unit 7

7

7.1

Authentication unit

This chapter describes the Authentication Unit AU-201.

1. Authentication Unit AU-201

Using authentication unit

The Authentication Unit AU-201 is an "IC card authentication" system that reads the IC card to perform per-
sonal authentication. Using this system, you can perform authentication with an IC card to log in to this ma-
chine or execute a print job when User Authentication is enabled in this machine.

To use the authentication unit, first register the card ID of the user in this machine. The registered user, who
is authenticated with the card ID, can log in to this machine or execute a print job. This section explains how
to configure the required settings in this machine, and register users.

NOTICE
Authentication Unit AU-201 must be installed inside the Working Table WT-510.

Do not disconnect the USB cable while using the authentication unit. Doing so may cause the system to be-
come unstable.

Do not leave the IC card within 71-9/16 inch (40 mm) of the card reader.
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7 Using authentication unit 74

7.1.1 Configuring this machine

NOTICE

To configure IC card authentication, the loadable driver needs to be installed in the machine. For details, con-
tact your service representative.

User authentication settings must be configured with MFP authentication on this machine. You configure
user authentication using PageScope Web Connection.

This device does not support external server authentication. For [Public Access] or [Account Track] settings,
refer to page 5-21. To combine account track settings with user authentication settings, set Synchronize
User Authentication & Account Track to [Synchronize].

1 Log in to the administrator mode of PageScope Web Connection.

- For details on how to log in to the administrator mode of PageScope Web Connection, refer to
page 3-6.

2 Select [Security] »» [Authentication] »» [General Settings].

3 set [User Authentication] to [Device].

7 —
QReady

Ready

¥ Authentication
User Authemtication/Account Track
I General Settings
— Uaer Avsthentication

Device
External Server
Off

Fublic Access
¥ IPsec

Ticket Hold Time (Active Ditectory)
#IP Address Filiering

» IEFES02.1X Account Track af ~

» Limiting Access to Destination #ceovnt TrackMethod

Synchronize User Authentication & Account
Track

Humber of Counters Assigned for Users I:b_ggg)

Print without Authentication

# Aute Logout

4 Click [Applyl.

5 Inthe [General Settings] window of [Authentication Device Settings], select your option for [Authentica-
tion Type] and [IC Card Type].

7 -
By

Ready

¥ Authentication

General Settings
» 1D & Print Settings

Authentication Type | Card Authentication V‘

¥ Authentication Device Settings

» General Settings eI ype FeliCa

» FeliCa (SSFC) Settings

» PKI Settings

¥ IPsec

» IP Addvess Filtering

- IEEEB02.1X

b Limiting Access to Destination
¥ Auio Logout
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741 Using authentication unit 7
= In [IC Card Type], specify the required IC card type.
= For [Authentication Type], specify how to log in to this machine after registration.
[Card Authentication]: Allows the user to log in by simply placing the IC card.
[Card Authentication+Password]: Allows the user to log in by placing the IC card and entering the
password.
6 Click [Apply].
7 Exit PageScope Web Connection.
7.1.2 Registering a user
The following two methods can be used to register a user.
° Connect the authentication unit to this machine, and directly register the target user in this machine
° Connect the authentication unit to your computer, and use Data Administrator to register the target
user
NOTICE
The registered user data is saved in the HDD of this machine. Changing the user authentication type of this
machine or formatting the HDD will erase the registered user data.
Registering a user using the Control Panel of this machine
1 Use the Control Panel of this machine to display the Administrator Settings screen.
2 Press [Authentication Setting].
Admin Settings
Select sub menu button.
Machine \ Adm!nistr_ator \
At_idres_s \ Authent_ication \
001
| § ¥ |
3 Press [Card Authentication].
Authentication Setting
Select sub menu button.
: User List_ \ Log_out C_onfir— \
Car_d : \
001
[ 3 - |
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Select the user name to be registered and press [OK].

Card Authentication
Select user.

User Name I
user1
user2
user3

001
Mlﬂ.ﬁl 001 [l
Close OK
| S - |

- Press [All] to display all users. Press [Search] to extract target users with search characters.

Press [Edit].

Register Authentication Information

Select setti

-

User Name B user1

Information B Not Registered

Edit ]| Delete 1| Close |

= Press [Edit] also if the IC card information which has previously been registered is to be modified or
a card ID has been registered through [Input the card ID directly] of Data Administrator.

= To delete a previously registered IC card information, press [Delete]. Select [Yes] and press [OK] on
the confirmation screen that will appear.

Place the IC card on the Working Table WT-510 and press [OK].
Register Card Authentication
IC card can be registered.

Place the IC Card on the
authentication device
and then touch [OK].

Cancel | OK |
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741 Using authentication unit 7

Press [Close].

Register Authentication Information

Select setting.

-

User Name B userl

Information dl Registered

Edit éJ Delete AJ Close

Registering a user using Data Administrator

To use Data Administrator, configure this machine, and set up Data Administrator. For setup, install the IC
Card Driver (USB-Driver) of the authentication unit, and then install Data Administrator IC Card Plugin.

NOTICE
Before setup, install Data Administrator V4.0 or later in your computer. For the Data Administrator operat-
ing environment and installation procedure, refer to the Data Administrator User's Guide.

Checking the version of the installed Data Administrator

From the [Help] menu of Data Administrator, select [Version Information)].

NOTICE
This software cannot be used if the version is "3.x". Install "4.x".

If Data Administrator V3.x is installed, it is removed when V4.x is installed.
Click [Plug-in version].

In [Plug-in information list], confirm the plugin version of Data Administrator.

= This software is available if the plugin version is "4.x".

Setup

Turn the Power Switch of this machine off, and disconnect the authentication unit from this machine.

Install IC Card Driver (USB-Driver).

Connect the authentication unit to the USB port of your computer.
The [Found New Hardware] dialog box appears.

Select [Locate and install driver software (recommended)].

Insert the application DVD-ROM provided with the authentication unit into the DVD-ROM drive of the
computer.

Click the [Browse my computer for driver software (advanced)].

Check that the driver's search location is the application DVD-ROM, and then click [Next].

= When the driver's search location is not the application DVD-ROM, click [Browse]. Select the IC
Card Driver (USB-Driver) folder in the DVD-ROM, and click [OK].

Installation starts.

Click [Close].
Installation of the IC Card Driver (USB-Driver) is completed.
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7 Using authentication unit 71

8  Install Data Administrator IC Card Plugin.
Open the IC_Card_Plugin folder on the application DVD-ROM, and then click setup.exe.

9  Selecta language, and then click [OK].

The installation program starts.
10 Follow the on-screen instructions to proceed with the installation.
11 Click [Next].
12 select [l accept the terms in the license agreement], and then click [Next].
13 Click [Install].
14 Click [Finish].

Installation of the Data Administrator IC Card Plugin is completed, which completes the setup.

User registration

To register a user with Data Administrator, connect the authentication unit to the USB port of the computer,
and also connect the computer to this machine via network.

1 If the authentication unit is already connected to this machine, turn the Power Switch of this machine
off, and then disconnect the authentication unit.

- When the authentication unit is already connected to the computer, go to step 4.

NOTICE

To turn the Power Switch off and on, first turn the Power Switch off, and then turn it on after 10 or
more seconds has elapsed. Not doing so may result in an operation failure.

When connecting or disconnecting the USB cable, hold the plug. Otherwise, the machine may be dam-
aged or a failure may occur.

2 Turn on the Power Switch of this machine.

3 Connect the authentication unit to the USB port of the computer that contains Data Administrator.

NOTICE

Do not connect another USB device to the same port as for the authentication unit. Doing so reduces
the USB power supply, resulting in an operation failure.

To use the USB hub, be sure to connect the self-power USB hub that supplies 500 mA or more.

Restart the procedure 5 or more seconds after connecting the authentication unit.

7-8 bizhub 42/36



71

Using authentication unit

4

Data Administrator starts, and device information of this machine is imported.
The Device Information window appears.

- For details on how to import device information, refer to the Data Administrator User's Guide.

#7 Data Admini - [A ication settings/Add
[ Fle Edt Tool Window Help
{4 TOP | +3 Registration of Device & Network Initial Setting

settings - Default Group:192 168 1 40]

[ e Es]

- 8 X

Function selection:

Device information:

Device information

Device address

Authentication settings - tem Value
] Address sett
588 seitings Registeringname  132_168_1_40
Group name Default Group
Mode! name KONICA MINOLTA bizhub 42

192.168.1.40

The latest access date and time
Function The latest access date and time
Authentication se... 5/25/2011 1:48:22 PM
Address settings 5/25/2011 1:48:22 PM

Current status (5/25/2011 1:48:22 PM)

Type Status
Prirter Fzady
Scanner Ready
4 M 3
Help(F1

l@ Befresh from the device...

5
[Add].

#7 Data Admini - [A ication settings/Add
[ Fle Edt Tool Window Help
{4 TOP | +3 Registration of Device & Network Initial Setting

settings - Default Group:192 168 1 40]

[ e Es]

- 8 X

Function selection: User list:

0/ 500 item(s)

Device information{192_168_1_40)

|25 Authentication settings

ﬁ Account track settings

'3 Btemal Server
MAuthentication Device Settings

ﬁ Address settings

Status

User name

E-Mail address

Pemit function Total (Co| [+5]

Column option...

mm

HelpiF1

Befresh from the device...

In Select Function, select [Authentication Settings] - [User Authentication Settings], and then click
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6

7

8

Select the desired template, and then click [OK].

Select user template @
Please select an user template.
@ Do not Use a Template
() Use a Template
No. Template name  Permitted function Max allowance management
Permi al ]
Help(F1 [ 0K | [ Cancel

The User Registration window appears.

Enter the user name and password, and select the [IC card authentication] tab.

- Enter the E-mail address and other information as required.

User Name™ user(l

User settings @

Password:

E-Mail Address:

Account Name [

Pemit function | Maximum counter settings | IC card authertication

Card Type FeliCa

Scan Result Unregistered

Card ID: (@ Read the data from the Card Reader Start reading
() Input the card 1D directly Delete

(HEX 16 digit, ex. 11223344556677EE)

Help(F1 *. Reguired field [ oK ][ ke

Place the IC card on the authentication unit, and click [Start reading].

= If necessary, click [Input the card ID directory] to register the card ID.
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9  Click [OK].

- Repeat steps 5 to 9 to register all users.

User settings
User Name™ userl3
Password: —
E-Mail Address:
Account Name [ -
Pemnit function | Maximum counter settings | IC card authertication
Card Type FeliCa
Scan Result Unregistered
Card ID: (@ Read the data from the Card Reader Start reading
@ Input the card 1D directly Delete
(HEX 16 digit, ex. 11223344556677EE)
Help(FT) “Requiredfild | OK || concel
10 click [Export to the device].
- Select the user name and click [Edit] to change the registered data.
1% Data Admini - [Authentication settings/Address settings - Default Group:192_168_1_40] (=0 EoR| 5|
[ Fe Edt Tool Window Help -8 x
@TOP +4 Registration of Device E Network Initial Setting
Function selection: User list: 3/500 item(s)
Device |nforrn§t\on(132_163_1_4ﬂ] Status User name E-Mzil address ~ Pemit function Total (Co| |4Z] Add..
Authentication settinos(Updal | » 1y ysert userd1@test] . Pemit 0/-
ViR Aocountrack setnos 2 Add =02 r02@test | Pemit al 0/ = Edit..
‘g authentication settin us; userl2@test...  Pemit al -
L Bt s Nici lusot —lusots@iod. |Femia 0/ |
- Authentication Device Settings =
ﬁ Address settings
Column option...
] [ (Sl K [ ] r
Help(F1 l@ Befresh from the device... ”@ Export to the device..
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11 Click [Write].

- Data Administrator provides the batch copy function that batch-configures the registered user
data in multiple machines with the authentication unit enabled.

Export to the device (=3

\wirite the edited data to the device?

Group name: Default Group @

Rerereirs 192_168_1_40 1~

Device address: 152.168.1.40 @

Help(F1 [ wite. || cancel

The registered user data is configured in this machine.

12 Click [OK].

Data Administrator ==

:I Update data completely.

13 Disconnect the authentication unit from the USB port of the computer.

14 Turm the Power Switch of this machine off, connect the authentication unit to this machine, and turn
the Power Switch of this machine on.

NOTICE
To turn the Power Switch off and on, first turn the Power Switch off, and then turn it on after 10 or
more seconds has elapsed. Not doing so may result in an operation failure.

When connecting or disconnecting the USB cable, hold the plug. Otherwise, the machine may be dam-
aged or a failure may occur.
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Associating the user with card using authentication device

When a user and card ID have been registered using Data Administrator, the user must be associated with
the card in the Administrator Settings of the machine.

1 Use the Control Panel of this machine to display the Administrator Settings screen.
2 Press [Authentication Setting].

3 Press [Card Authentication].
4

Select a user to be registered, and press [OK].

= Press [All] to display all users. Press [Search] to extract target users with search characters.

(&)

Press [Edit].

=> Press [Delete] to cancel the registration when IC card information is already registered.

6 Place the IC card on Working Table WT-510, and press [OK].

= This associates the user with the IC card and registers the IC card for the user.
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8 Appendix

8.1

Product specifications (Network functions)

Item Specification

Type Embedded

Frame type IEEE802.2/802.3/Ethernet II/IEEES802.3SNAP
Cable type 10Base-T/100Base-TX/1000Base-T
Connector RJ-45

Main supported proto-
cols

TCP/IP (IPv4/IPve), BOOTP, ARP, ICMP, DHCP, DHCPV6, AutolP, SLP,
SNMP, FTP, LPR/LPD, RAW Socket, SMB over TCP/IP, IPP, HTTP, POP,
SMTP, LDAP, NTP, SSL, IPX/SPX, AppleTalk, Bonjour, WebDAV, DPWS,
S/MIME, IPsec, DNS, DynamicDNS, LLMNR, LLTD, SSDP, SOAP

Supported LDAP Serv-
ers

OpenLDAP 2.1x, Active Directory, Exchange 5.5/2000, Sun Java Directory
Server (Netscape/iPlanet Directory Server), Novell NetWare 5.x/6.x NDS,
Novell eDirectory 8.6/8.7, and Lotus Domino Server (5.x/6.x)*.

Supported LDAP pro-
tocol

LDAP Protocol Version 3 (Version 2 is not supported)

Supported SSL ver-
sions

SSL2, SSL3, and TLS1.0 (An x.509 certificate must be installed on the server.)

Multiprotocol

Auto detection

Operating environ-
ments of PageScope
Web Connection

Compatible Web browsers:

<For Windows XP/Server 2003/Vista/7/Server 2008/Server 2008 R2>

e Microsoft Internet Explorer Ver. 6/7/8 (JavaScript and Cookies enabled)
e Mozilla Firefox 3.6 or later (JavaScript and Cookies enabled)

<For Macintosh Mac OS X>

e Mozilla Firefox 3.6 or later (JavaScript and Cookies enabled)

<For Linux>

e Mozilla Firefox 3.6 or later (JavaScript and Cookies enabled)

Settings

Saved to non-volatile memory

* When using the Lotus Domino Server, and setting the search condition to "OR", the function will not work
correctly.
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Error Message 8.2

8.2 Error Message
Follow the instructions below if error messages are displayed.
Message Possible Cause Remedy
[Configuration of Options While the power of the machine | Turn the machine off, then on
Changed] was ON, the configuration of again.
[Configuration of options has options was changed.
been changed. Power OFF and
ON]
[Job Log Error] The write area of the job log has | Delete the job log using the Con-
[The job log has reached the reached the maximum allowed. | trol Panel or PageScope Web
maximum allowed. Contact the Connection.
administrator.]
[Card Authentication Registra- Error occurred while reading IC Restart registration from the be-
tion Error] card. ginning.
[Authentication failure. Try again
from the beginning.]
[Counter reached its limit.] The upper limit of the counter is Delete a job.
[Counter has reached its maxi- exceeded.
mum allowance. Please delete
the job.]
[Expiration Error] In external server authentica- Contact your server administra-
[The Enhanced Server Authenti- | tion, the account is expired. tor.
cation application has expired.
Change the User Authentication
method to one other than En-
hanced Server Authentication.]
[IEEE802.1x Authentication fail- Due to timeout during Reboot the machine, perform
ure.] IEEE802.1X port authentication, IEEE802.1X port authentication,
[Please reboot.] user was automatically forcedto | and log in.
log off.
[[EEE802.1x Authenticating] IEEE 802.1X port authentication | If authentication is successful, the
[Please wait.] is being performed. message is cleared.
If authentication times out, turn
the machine off, then on again.
[Incorrect HDD] The HDD used in another ma- Format the HDD from the control
[Format HDD.] chine is installed. panel.
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8.3 Glossary

Term Description

10Base-T A set of specifications under the Ethernet standards.

/100Base-TX Those cables that consist of twisted copper wire pairs are used.

/1000Base-T The transmission speed of 10Base-T is 10 Mbps, of 100Base-TX is 100 Mbps,
and of 1000Base-T is 1000 Mbps.

2in1 A function to send the original by double-page spread, consolidating two pages
on a sheet.

2-Sided Binding Di- A function to specify the binding position of a double-sided document when it is

rection sent using ADF. Two types of binding positions are available for a double-sided
original: One is the top/bottom binding with the binding position at the top or bot-
tom of the original. The other is left/right binding with the binding position at the
left (or right) of the original. Note that the second side of the original has a different
top/bottom relationship.

Abbreviated/ad- A function to register frequently used fax numbers of recipients. When registering

dress abbreviated/addresses, you should also register the destination name and the
search string, so that you can specify the destination using the search string to
select.

Active Directory A network service provided by Microsoft. Active Directory can centrally manage
all types of information including servers, clients, printers and other hardware re-
sources, as well as properties and access permissions of users on the network.

Anonymous FTP While FTP sites are usually protected using some account name and password
mechanism, an anonymous FTP system permits anyone to access the FTP site
by simply entering "anonymous" as the account name, without a password.

APOP The acronym for Authenticated Post Office Protocol. While usual POP does not
encrypt the password used for receiving an E-mail, APOP encrypts the password.
This authentication method helps enhance the E-mail security.

AppleTalk The generic name for the protocol suite developed by Apple Computer for com-
puter networking.

Auto IP A function to obtain an IP address automatically. If one fails to get an IP address
via DHCP, the auto IP gets an IP address from the space of "169.254.0.0".

Background Remov- | A function to adjust the shading of background color before sending the original.

al

Batch transmission A function to send documents as one document at a specified time if the docu-
ments have the same transmission conditions such as destination, transmission
time, memory transmission or resolution, and are stored in the same memory.

Baudrate The transmission rate of a modem. This machine can communicate at a high
transmission rate of 33,600bps. When selecting overseas communication mode,
the machine communicates at 7200bps or 4800bps, a rate suitable for noise-re-
sistance.

bit The abbreviation for binary digit. The smallest unit of information (data quantity)
handled by a computer or printer. A bit uses only a 0 or a 1 to indicate data.

Bitmap Font A font using a collection of dots to present characters. Jagged edges are con-
spicuous for the larger size Bitmap Font characters.

BMP The abbreviation for bitmap. It is a file format used to save image data. (The file
extension is ".bmp").

Commonly used on Windows platforms. BMP covers the color depth from mon-
ochrome (2 values) to full color (16,777,216 colors). BMP images are not suitable
for compressed storage.

Bonjour A Macintosh network technology, automatically detecting a device connected to
the network for automatic configuration. Previously called "Rendezvous", and
has been changed to "Bonjour" since Mac OS X v10.4.

Book Copy A function to separate the front cover, back cover, right pages, and left pages into
individual pages when sending a book or catalog by fax.

BOOTP The abbreviation for Bootstrap Protocol. The protocol is used for a client compu-
ter on the TCP/IP network to load network configuration automatically from a
server.

Instead of BOOTP, DHCP, an advanced protocol based on BOOTP, is typically
used today.
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Term Description

bps The acronym for bit per second, which is a unit of data transmission, indicating
the amount of data transmitted per second.

Broadcast A transmission of a single original to multiple recipients in one operation.

Bulletin board

A function to post documents to be viewed, or to store the documents to be
transmitted via polling.

Byte A byte indicates a unit of information (data quantity) handled by a computer or
printer. A byte consists of eight bits.
Client A computer using services provided by servers via the network.

Closed Network RX

A function to accept only transmissions from recipient machines with a matching
password.

Compact PDF/XPS

A compression method for minimizing the data size using the PDF or XPS format,
used when digitalizing color documents.

Compact PDF allows high compression performance by identifying the text and

image regions, and applying the resolution and compression method optimized

for each region.

The compact PDF method can be selected in this machine when using the scan-
ning function to digitalize documents.

Confidential com-
munication

A function used to transmit an original only to specific people who you want to
read it. Originals sent via confidential communication are not printed when re-
ceived, and are saved in a confidential box of the recipient's fax machine. The
document can be printed by some specific operation such as entering the access
code for the confidential box.

Contrast

The difference in intensity between the light and dark parts of the image
(light/dark variation). "Low contrast" indicates an image with little light/dark vari-
ation, while "High contrast" an image with large light/dark variation.

Csv

The acronym for Comma Separated Values, which is one of the formats used for
saving database or spreadsheet data as a text file. (The file extension is ".csv".)
Data can be shared among different applications by being separated by commas
(as the delimiter).

Default

An initial setting. The settings selected in advance and enabled when the machine
is turned on, or the settings selected in advance and enabled when the function
is activated.

Default Gateway

A device, such as a computer or router, used as a "gateway" to access comput-
ers on different LANs.

Default value

A setting value configured for the machine prior to shipment from the factory.
Some default values can be changed by using the settings menu. It will be con-
venient to set a frequently used value to the default value according to your ap-
plication.

Density

The amount of density of an image.

Density Compensa-
tion

A color tone correction function used for output devices such as printers and dis-
plays.

DHCP

The acronym for Dynamic Host Configuration Protocol.

The protocol is used for a client computer on the TCP/IP network to load network
configuration automatically from a server.

Just using a DHCP server to centrally manage IP addresses of the DHCP clients
enables you to construct a network without IP address conflicts or other troubles.

Dialing Method

There are three Dialing methods: PB (push-button dialing), 10PPS (pulse dialing
/10 pps), and 20PPS (pulse dialing /20 pps).

Dither A method of presenting the quasi-shading of gray using black and white colors.
This method is easier to process than error diffusion, but may stir some uneven-
ness on the image.

DNS The acronym for Domain Name System.

DNS allows for obtaining the IP address corresponding to a host name in network
environments. This system enables a user to access other computers on the net-
work by specifying host names instead of elusive and non-intuitive IP addresses.
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DPI (dpi) The acronym for Dots Per Inch. A unit of resolution used for printers and scan-
ners.
This indicates the number of dots used to represent an inch.
The higher this value, the higher the resolution.
Driver Software that works as a bridge between a computer and a peripheral device.
DSN The acronym for Delivery Status Notifications, which is a delivery status notifica-

tion message being returned from a receiver to a sender when the E-mail is de-
livered to the receiver's mail server.

Dynamic authentica-
tion (LDAP setting)

An authentication method option used when connecting to a LDAP server form a
multifunctional product. Select this option if you want an user to enter the login
name and password each time the user logs on the LDAP server to refer to des-
tination information.

ECM

The acronym for Error Correction Mode.

An error resending method used for G8 communication. ECM checks whether the
data is correctly sent to the destination, and should it be not the case, ECM re-
sends the same data while maintains the serial communication. If a receiver also
provides the ECM mode, this machine uses the ECM-based communication with
the receiver unless the ECM mode is disabled.

Erase

A function of erasing dark shadow around the document before transmitting it via
fax, when scanning a booklet form document or a document with ADF kept open.

Ethernet

LAN transmission line standard.

F-Code

A communication procedure related to the usage of subaddress of T.30* stand-
ardized by ITU-T (international telecommunication union). F-code is provided by
Japanese Communications Industrial Corporation. Various kinds of capabilities
are available for the communication among fax machines with the F-code func-
tion irrespective of difference of the fax machine brand. This machine uses F-
code for the bulletin boards, relay request, confidential communication, and
password transmission. (* a communication standard)

File extension

Characters added to a file name for the recognition of the file format. The file ex-
tension is added after a dot of a file name, for example, ".bmp" or ".jpg".

Forced memory re-
ception

A function to store received documents in memory, and print them when re-
quired.

Frame type A type of communication format used in NetWare environments.
For mutual communication, the same frame type is required.

FTP The acronym for File Transfer Protocol, which is used to transfer files via the In-
ternet, intranet or other TCP/IP network.

G3 A fax communication mode standardized by the ITU-T (International Telecommu-
nication Union). G3 and G4 are provided for the communication modes. Today,
G3 is more widely used than G4.

Gateway Hardware and software used as the point where a network is connected to a net-
work. A gateway not only connects networks but also changes data formats, ad-
dresses, and protocols according to the connected networks.

Gradation The shading levels of an image. Larger number of the levels can reproduce
smoother transition of the shading.

Gray scale A form presenting monochrome image by using the gradation information shifting
from black to white.

Group The grouping of multiple abbreviation numbers. It will be convenient to use the

group when a volume of serial broadcasts or serial pollings are distributed to the
same destination addresses.

GSS-SPNEGO/
Simple/Digest MD5

Authentication methods used for logging in to the LDAP server. The different au-
thentication method, GSS-SPNEGO, SIMPLE or Digest MD5 is used for a LDAP
server depending on the type of the server being used or server settings.

Halftone A method for presenting the shading of an image by using different sizes of black
and white dots

Hard disk A large capacity storage device for storing data. The data is retained even after
the power is turned off.

Host name The name of a device on the network.

bizhub 42/36



Glossary 8.3

Term

Description

HTTP

The acronym for HyperText Transfer Protocol. This is a protocol used to send or
receive data between a Web server and a client (such as a Web browser). HTTP
can exchange files such as images, sounds, and movies that are associated with
documents, including their presentation formats and other information.

IEEE802.1X

A standard used in a wired or wireless LAN to authenticate terminals gaining ac-
cess to the network.

A LAN switch compatible with IEEE802.1X permits a user to connect with the LAN
after authentication (to confirm whether the user is authorized).

Install

To install hardware, operating systems, applications, printer drivers, or other soft-
ware on to a computer.

Internet Fax

A transmission method by which the scanned original data is transmitted among
Internet fax machines and computers as TIFF format E-mail attachments via the
intranet (in-house network) and the Internet.

IP Address

An address or a code used to identify an individual network device on the Inter-
net. IPv4 (Internet Protocol version 4), a protocol widely used today, adopts a 32-
bit number for an IP address separated into four sections. An example of an IPv4
IP address is: 192.168.1.10. On the other hand, IPv6 (Internet Protocol version 6),
the next generation protocol, adopts 128-bit IP addresses. The IP address is as-
signed to every computer or other device connected to the Internet.

IPP

The acronym for Internet Printing Protocol, which is used to send or receive print
data or control printers via the Internet or other TCP/IP network. IPP can also
send and print data to printers in remote areas via the Internet.

IPsec

The name of a security technology used for the TCP/IP network. IPsec allows
service with enhanced security by determining the protocol used for the encryp-
tion of transmit packets and for authentication.

IPv6

The acronym for Internet Protocol version 6.

With the number of devices on the Internet increasing, the IPv6 protocol has been
arranged to replace the current IPv4 protocol.

128-bit IP addressing system and expanded security features.

IPX

One of the protocols used for NetWare. IPX runs in the network layer of the OSI
reference model.

IPX/SPX

The abbreviation for Internetwork Packet Exchange/Sequenced Packet Ex-
change, which is a protocol developed by Novell, Inc., typically used in NetWare
environments.

JPEG

The acronym for Joint Photographic Experts Group. It is a file format used to save
image data. The compression ratio is generally 1/10 to 1/100. JPEG is an effective
method to compress photographs and other natural images.

Kerberos

A network authentication system used for Windows 2000 or later, used as the Ac-
tive Directory authentication. Kerberos arranges an authentic site within the net-
work to provide two-phase authentication processes of users login and the use

of network resources, allowing users to be securely and efficiently authenticated.

LAN

The acronym for Local Area Network, which is a network constructed by connect-
ing computers on the same floor, in the same building, or in neighboring build-
ings.

LDAP

The acronym for Lightweight Directory Access Protocol, which is a protocol used
to access a database that can manage E-mail addresses and environmental in-
formation of network users on the Internet, intranet, or other TCP/IP network.

LLMNR

The acronym for Link-local Multicast Name Resolution,which is a protocol used
for the name resolution of neighboring computers. LLMNR uses simple exchange
of request and response messages to perform name resolution of neighboring
computers without configuring DNS server or clients.

LLTD

The acronym for Link Layer Topology Discovery,which is a technology investigat-
ing how the devices on the network are connected.Network devices with this
technology are recognized by Windows Vista/Server 2008/7 on the network, and
displayed as icons configured on the network map of Windows Vista/7

Local printer

A printer connected to a parallel or USB port of a computer.

Long Original

A function to send original pages longer than the standard size. Long size docu-
ments can be sent by selecting this function.
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LPD The acronym for Line Printer Daemon. This is a platform-independent printer pro-
tocol running on the TCP/IP network. The protocol was originally developed for
BSD UNIX, and has become one of the printing protocols typically used among
general computers.
LPR/LPD The acronym for Line Printer Request/Line Printer Daemon. This is a printing

method implemented via networks, used for Windows NT or UNIX based sys-
tems. It uses TCP/IP to output printing data from Windows or UNIX to a printer
on the network.

MAC address

MAC is the acronym for Media Access Control. A MAC address is an ID number
unique to each Ethernet card, enabling sending or receiving data to or from other
Ethernet cards. A Mac address consists of 48-bit numbers. The first 24 bits are
controlled by IEEE and used to allocate a unique number to each manufacture,
whereas the latter 24 bits are used by each manufacturer to assign a unique
number to each card.

Main Scanning

The operation of scanning a document optically, and converting the document
into image data.

Main scanning di-
rection

The horizontal direction for scanning originals.

Manual transmission

An operation to send a fax while checking the status of the receiver.

MDN

The acronym for Message Disposition Notifications,which is a message sent to
confirm that the mail has been unsealed, a response to a sender when the sender
requests for doing so.

Memory

A storage device used for storing data temporarily.
Some types of memory retain data even after the power is turned off, while others
not.

Memory overflow

A condition where the fax memory becomes full while scanned documents or
temporarily stored documents are saved.

Memory transmis-
sion

A method used to start a fax transmission after scanning originals and storing
them in memory. If memory transmission is used, the total number of pages are
automatically printed in the page number of the transmission source information
and an image of the first page of the sent document is printed in the transmission
report. However, the memory may become full if the document contains many
pages, or there is a large amount of information due to high image quality.

MIB

The acronym for Management Information Base, which defines the format of
management information for network devices that are collected using SNMP in
TCP/IP communication. Two types of MIB are provided, that is, the private MIB
specific to each manufacturer and the standardized MIB.

Multi Page TIFF

A TIFF file that contains multiple pages.

NDPS

The acronym for Novell Distributed Print Services. This provides a high perform-
ance printing solution in NDS environments. By using the NDPS as a printer serv-
er, you can output from the desired printer, automatically download the printer
driver of a newly installed printer, simplify and automate complicated manage-
ment environments related to printer use, and integrate management related to
the network printer.

NDS

The acronym for Novell Directory Services.

This allows the centralized management in a hierarchical structure of shared re-
sources such as servers, printers and users information on the network, as well
as the access privilege and other information related to the users.

NetBIOS

The abbreviation for Network Basic Input Output System,which is a communica-
tion interface developed by IBM.

NetWare

A network operating system developed by Novell.
This uses NetWare IPX/SPX for the communication protocol.

Nprinter/Rprinter

A remote printer support module used when using a printer server in NetWare en-
vironments.
Rprinter is used for NetWare 3.x, and Nprinter for NetWare 4.x.

NTLM

The acronym for NT LAN Manager, which is a user authentication method used
for Windows NT or later. NTLM encodes password using MD4 or MD5 encoding
method.
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Term

Description

NTP

The acronym for Network Time Protocol, which is a protocol used to adjust the
computer's internal clock precisely via the network. In a hierarchical method, the
time is adjusted with the server at the highest level using GPS to acquire the cor-
rect time, which is then referenced by each lower level host.

Number of Originals

Transmission with information of the total number of pages. A function used for
quick memory transmission. This allows the recipient to check whether the all
pages were received or not (In case of memory transmission, the total no. of pag-
es are automatically added).

OCR The acronym for Optical Character Reader, which is a device or software that
converts handwritten or printed characters to text data by optically scanning
them and comparing them with previously stored patterns for identification.

OHP/OHT A transparent sheet used for OHP (Overhead projector). This is used for presen-
tations.

(O] The acronym for Operating System. This is base software used to control the sys-
tem of a computer. Windows, Mac OS, or Unix is an OS.

Password TX A function to send a fax with a password. If the recipient's fax machine is set to
closed network reception, the sender's fax machine should transmit the same
password as used for the closed network reception.

PASV The abbreviation for PASsiVe, a mode used to connect to an FTP server from
within a firewall. If this mode is not selected, the firewall regards the access as
unauthorized and blocks the connection, disabling any file transmission.

Pause A temporary break in dialing. In this machine, each pause creates a one second
break during dialing.

PB A push telephone line.

PC-FAX A function to send a fax directly from a computer without using paper.

PDF The acronym for Portable Document Format. This is an electronically formatted
document with file extension of ".pdf". PDF is a PostScript based format, and can
be viewed using Adobe Acrobat Reader, a free viewer software.

PDL The acronym for Page Description Language. This is a language used to instruct

a page printer about images being printed on each page.

Peer-to-peer

A type of network allowing connected devices to communicate each other with-
out using a dedicated server.

Pixel The smallest constitutional unit of an image.

Plug and play A mechanism of immediately detecting a peripheral device when it is connected
to a computer, and automatically searching an appropriate driver so that the de-
vice becomes operable.

Polling A function available on the receiver's side to request a sender to send originals

set or stored in the sender's machine or memory.

POP Before SMTP

A user authentication method used when sending E-mail messages. POP Before
SMTP receives E-mail messages first, then authenticates the user using the POP
server. The IP address, passed through the user authentication by the POP serv-
er, is then permitted to use the SMTP server. This method prevents third parties
without permission to use the mail server from sending mail messages.

POP3 The acronym for Post Office Protocol - Version 3,which is a commonly used
transmission protocol (transmission convention) for the transmission and recep-
tion of E-mail. POP3 has functions including mail box authentication, E-mail
download, list information check, and E-mail deletion.

Port Number A number used to identify the transmission port assigned to each process run-
ning on a computer on the network. The same port cannot be used by multiple
processes.

PostScript A typical page-descriptive language developed by Adobe and is commonly used
for high quality printing.

Preview A function allowing you to view an image before being processed for printing or
scanning.

Print job Print request transmitted from a computer to a printing device.

Print queue A software system used by a spooler to save generated print jobs.
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Printer buffer

A memory area temporarily used for processing data of print jobs.

Printer driver

Software that works as a bridge between a computer and a printer.

Program

A function to register frequently used destination fax numbers, or stereotyped
transmission operation procedures. By simply pressing a program key, you can
specify the destination, or configure a function automatically to start communica-
tion.

Property

Attribute information.

When using a printer driver, you can use its property to configure different func-
tions.

Also by using a file property, you can check the attribute information about the
file.

Protocol

A rule enabling a computer to communicate with other computers or peripherals.

Proxy server

A server installed for the connection with the Internet. A proxy server acts as a
proxy of client computers to contact the Internet to ensure security effectively for
the total organization.

PServer

A print server module available in Netware environments.
This module monitors, changes, pauses, restarts, or cancels print jobs.

Queue name

A logical printer name required for LPD/LPR printing.
A name assigned to each device for allowing printing to the device via network.

Quick memory
transmission

A method used to start sending fax immediately after scanning a page of the orig-
inal. This method allows even an original with many pages to be sent without
overflowing the memory.

RAW port number

A TCP port number used when the RAW protocol is selected for Windows or oth-
er TCP printing. The RAW port number is usually set to 9100.

realm (IPP setting)

An area used for allowing security functions. The area is used to organize user
names, passwords and other authentication information, and define the security
policy in the area.

Receiving

A fax machine status when it receives a call.

Redial

A function to re-dial a fax number after waiting for a specified length of time when
recipient's line is busy. Both manual redial and automatic redial functions are
available.

Reference Allowed
Level

A feature for specifying settings so that only certain people are able to view cer-
tain destination information for the security of the information. When synchro-
nized with user authentication, only information with an access permission level
matching that specified for the user can be viewed.

Referral setting
(LDAP setting)

If no relevant destination data is found on an LDAP server, the LDAP server itself
instructs which LDAP server to be searched for the next. The referral setting con-
figures whether the multifunctional product is responsible for searching the next
LDAP server.

Resending

A function to select and resend a document that was not send but stored in the
memory. The document can be resent either to the same destination or to another
destination.

Resolution

The resolution value indicates how much detail of an object can be reproduced
precisely on an image or a print matter.

RIP

The acronym for Raster Image Processor. RIP extracts picture images from text
data created using PostScript or other page description language. This processor
is usually integrated into a printer.

S/MIME

The acronym for Secure/Multipurpose Internet Mail Extensions,which is a proto-
col used to add encryption, digital signature, and other features to MIME (E-mail
operations).
Public key method is used for encryption, using a different key for encryption and
decryption.

Samba

UNIX server software which uses SMB (Server Message Block) to make UNIX
system resources available to Windows environments.
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Term

Description

Scan Size

A function to specify the scanning size of an original to transmit it. If the width of
the paper in the recipient's fax machine is smaller than that of the transmitted
document, the document will usually be reduced for printing purposes. If you do
not want to reduce the document size, specify the same document size as that
of the paper in the recipient's fax machine, so that you can send the document
with its original size.

Scanning

The reading of an image in scanner operation by moving aligned image sensors
step by step. The direction of moving image sensors is called the main scanning
direction, and the direction of image sensors alignment is called the sub-scan-
ning direction.

Screen font

A font used for displaying characters/symbols on a CRT or other monitor.

Screen frequency

The density of dots used to create the image.

Sender Fax No.

An identification code used for the mutual recognition for fax transmission. Usu-
ally the fax number is registered for the fax ID.

Sender Name

The name of a sender. On the receiver's side, the name is printed as a part of the
sender's information at the edge of the transmitted original.

Sending

Sending indicates making a call. For fax, sending indicates sending originals or
dialing for pollings.

Shared printer

A printer connected to a server on the network and configured to be used by mul-
tiple computers.

Sharpness

A function to enhance the edge of characters before sending the document.

Single-page TIFF

A TIFF file that contains only a single page.

SLP

The acronym for Service Location Protocol, which is a protocol capable of finding
services on the TCP/IP network, and the automatic configuration of clients.

SMB The acronym for Server Message Block, which is a protocol allowing the share of
files and printers mainly over the Windows network.

SMTP The acronym for Simple Mail Transfer Protocol, which is a protocol used to trans-
mit or transfer E-mail.

SNMP The acronym for Simple Network Management Protocol, which is a management
protocol in the TCP/IP network environments.

Spool The acronym for Simultaneous Peripheral Operation On-Line.
Data to be output to a printer is not sent directly to the printer, but is temporarily
stored in another location. The stored data is then sent collectively to the printer.

SSL/TLS The acronym for Secure Socket Layer/Transport Layer Security,which is an en-

coding method used to transmit data between the Web server and a browser in
a secure manner.

Subnet mask

A value used to divide a TCP/IP network into small networks (subnetworks).
This is used to identify how many higher-order bits of an IP address are used for
the network address.

Sub-scanning direc-
tion

The vertical direction for scanning originals.

Super G3 (SG3)

A G3 communication mode complying with ITU-T V.34. Compared with usual G3
communication, it allows the higher rate transmission (up to 33,400bps).

TCP/IP The acronym for Transmission Control Protocol/Internet Protocol, which is a de
facto standard protocol widely used for the Internet.
An IP address is used to identify each network device.

TCP Socket TCP Socket indicates an API used for the TCP/IP network. This socket is used to

open a transmission route for input or output of usual files.

Temporary docu-

A function to save received documents automatically to memory when the ma-

ment saving chine is unable to print the documents for some reason such as running out of
paper. When a proper action is taken such as refilling of paper, the temporarily
saved document is printed out.

Thumbnail A function to display the content of an image or document file as a small image

(image displayed when the file is opened).
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Term Description

TIFF The acronym for Tagged Image File Format. It is a file format used to save image
data. (The file extension is ".tif"). By using the "tag" indicating the data type, in-
formation for various image formats can be saved in a single image data.

Timer TX A function to transmit a fax at the specified time. It reduce costs by transmitting

faxes in the late evening or early morning when discount telephone services are
available.

Transmission reser-
vation

A function to program the next transmission during transmission or printing.

Transmission source
record

The transmission time, name, telephone number, page number, and other infor-
mation on the sender's side printed at the edge of the document on the receiver's
side.

Transmission time

The time needed to send a fax. The higher the resolution or larger the paper, the
longer the transmission takes.

TrueType A type of outline font developed by Apple and Microsoft, and currently used as a
standard font type for Macintosh and Windows.
This type of font can be used both for display and printing.

TSI The acronym for Transmitting Subscriber Identification, which is the ID of a fax
transmission terminal.

TWAIN An interface standard defined for between imaging devices including scanners

and digital cameras and applications including graphics software. To use a
TWAIN compatible device, a relevant TWAIN driver is required.

Uninstallation

To delete software installed on a computer

USB The acronym for Universal Serial Bus,which is a general-purpose interface de-
fined for connecting a mouse, printer, and other devices with a computer.
V34 A communication mode used for super G3 fax transmission. Super G3 mode

transmission may not be activated because of a telephone line status where the
receiver's or sender's machine is connected to a telephone line via a private
branch exchange switchboard. If this occurs, the G3 mode should be disabled by
turning V34 off.

Web browser

Software used to view Web pages.
Typical Web browsers include Internet Explorer and Netscape Navigator.

Web service

Which is a technology useful for detecting a device on the network, using the de-
vice functions or obtaining the device information. Web service comes equipped
with Windows Vista/7, and is used to detect devices on the network and to per-
form printing or scanning via the network.

WINS

The acronym for Windows Internet Naming Service. This is a service, available in
Windows environments, to call the name server responsible for conversion be-
tween a computer name and an |IP address.

Zone

A name used for an AppleTalk network. Zone is used to group multiple devices
on the AppleTalk network.
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9.1 Index by item 9
I
9 Index
9.1 Index by item
A F
Account track method 5-22 Fax factory default 4-67
Account track number 5-24 Fax function settings 4-57
Active directory 6-6 Fax image initialized 4-67
Address 5-84 Fax report 4-59
Address registration 4-7 Fax settings 4-46
Admin settings 4-3 Fax target 4-60
Administrator mode 3-6 Finisher settings 4-33
Administrator password 4-35 Folder settings 4-34
Administrator registration 4-6 Forward TX settings 4-54
Administrator settings 2-6 Function permission 5-24
AppleTalk 4-74 Function settings 4-50
Authentication device settings 5-25, 5-33 G
Authentication setting 4-70 ) )
Authentication unit (IC card type) 7-3 Gradation adjustment 4-32
Auto continue 4-20 H
Automatic logout time 3-8 HDD format 4-42
B HDD settings 4-38
Binary division 4-75 Header/footer settings 4-47
Hold job timeout 4-22
© |
Certificate information 5-39
Certificate verification 5-53 IC carq type 7-3
Change password 5-53 D& pr".]t 532
Closed network RX password 4-53 IKE settings 5-55
Comm. settings 4-49 Import a certificate 5-37
Contact utility link 5-8 IPsec 5-54
Control panel 2-3 IPsec peer se.ttings 5-55
Copy settings 4-79 IPsec SA settings 5-55
Create a self-signed certificate 5-36 IPv6 5-4
Custom size 4-271 J
D Job 5-63
Default operation selection 5-32 Job timeout 4-78
Default paper 4-27 L
Delete a certificate 5-39 LDAP 5-121, 6-14
Driver URL 5-8 LDAP over SSL 6-76
Drum dry 4-33 Leading edge adj. side 2 (Dx) 4-29
E Leading edge adjustment 4-29
Emulation 4-24 Leading edge adjustment tray 4-29
Encryption method 4-76 L.eft APJ duplex 4-30
Encryption strength 5-40 List print 4-60
Enhanced security mode 4-37 Low Power 5-75 .
Erase job log 4-45 Low Power Mode Setting 4-5
Error message 8-4 Low Power Time 5-75
Ethernet 4-77 LowPowerMode Time Setting 4-5
Export a certificate 5-39
External memory print 4-77
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9.1

M

Machine settings 4-4
Maintenance menu 4-26

Max. allowance set 5-25

Max. density adjustment 4-37
Measurement unit setting 4-27
Memory RX 4-52

MFP authentication 6-3

N

NDS over IPX/SPX 6-70

NDS over TCP/IP 6-72

Netware 4-713

Network 5-770

Network speed 4-74

Nighttime RX settings 4-57

No proxy for following domain 5-53

NTLM authentication 6-8

Number of counters assigned for users 5-22

o

OCSP service 5-53

Qutput permission (Scan) 5-24
Overwrite all data 4-38

P

PageScope Web Connection 3-5, 5-3
Paper 4-271

Paper alignment plate settings 4-33
Paper empty 4-43

Paper size 4-271

Paper type 4-27

Password 5-24, 5-53

PBX connection settings 4-58
PC-Fax RX settings 4-56

PKI settings 5-35

Print 5-72

Print menu 4-26

Print settings 4-20

Print without authentication 5-22
Printer adjustment 4-27

Proxy server address 5-53

Proxy server port number 5-53
Public user 5-32

Q
Quality settings 4-23

R

Remote RX settings 4-55
Request a certificate 5-37
Restore defaults 4-47
Restriction code settings 4-44

S

S/MIME comm. setting 4-76
Security 5-271

Security details 4-36
Security settings 4-35
Sender 5-20

Sender settings 4-46

Shift output each job 4-5
Side edge adjustment 4-30
Specification 8-3

SSD low-level format 4-40
SSL/TLS 5-40

Startup page setting 4-20
Storage 5-87

Supplies and accessories 5-8

Synchronize user authentication & account track

5-22
System 5-3
T

TCP socket 5-745
TCP/IP 3-3, 4-171
Timeout 5-53

U
URL 5-53

User authentication 6-3, 6-6, 6-8, 6-10, 6-12, 6-14

User name 5-53
Utility/counter 2-5
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Company ldentification Code 5-34

Accept IPP Job 5-724 Confirm Addr (Register) 4-57
Accessibility 2-5 Confirm Addr (TX) 4-57
Account Track 5-271 Connection Timeout 5-726, 5-134, 5-143
Account Track Registration 6-5 Contact Information 5-8
Activity Report 4-26, 4-59 Contact Name 5-8

Address Book 4-9 Context Name 5-728
Address Registration 2-5, 4-7 Contrast 4-23

Adjustment Time 5-73 Copy 5-30

Admin Settings 2-5, 4-3 Copy Settings 4-79
Administrator E-mail Address 5-75 Corporate URL 5-8
Administrator Name 5-75 Counter 5-6

Administrator Password 4-35, 5-62 Current Zone Name 5-747

Administrator Registration 4-6
Administrator Settings 2-6

All 4-42

All Settings 5-76

Allow Setting 5-728

AppleTalk 5-747

Area Code 5-34

ARP/PING 4-712

Authentication 5-27
Authentication Method 5-722, 5-128
Authentication Setting 4-70
Authentication Type 5-33
auth-password 5-728

Auto Del Interval 4-34

Auto Document Delete Time 4-34
Auto Logout 3-8, 5-67

Auto Power OFF Setting 4-4
Auto Power OFF Time 4-4

Auto Reset 4-5

Auto Reset Settings 4-5

Date & Time Settings 4-4
Date/Time Settings 5-72
Daylight Saving Time 4-4, 5-74
Default Emulation 4-24

Default Function Permission 6-7
Dest. Check Display Func. 4-57
Device Information 5-3, 5-75
Device Location 5-75

Device Name 5-75

DFS 5-130

DHCP 4-77

Digital Signature 4-76

Direct Hosting 5-737

Disable Job History Display 4-36
Discovery 5-128

Discovery User Name 5-728

Do Startup Page 5-75
Document Hold Setting 4-34
Domain Name 5-723

Drum Dry 4-33
Bindery/NDS 5-136 Duplex Print (RX) 4-50
Black 128 4-26 Dynamic DNS 4-72
Black 256 4-26
Blac'k 64 4-26 Economy Print 4-23
Bonjour 4-72, 5-155 Edge Enhancement 4-23
BOOTP 4-77

Edge Strength 4-23
Brightness 4-23

E-mail 4-7, 4-9
Broadcast Report 4-59 E-mail Address 5-18, 5-24
Broadcast Result Report 4-59

Enable 4-77

Building Code 5-34 Encryption Algorithm 5-128

Energy Saver Time 5-75

Cancel Job 5-724 Engine DipSW 4-27

Card Authentication 4-70 Enhanced Security Mode 4-37
Change Password 5-24 Erase Job Log 4-45

Check HDD Capacity 4-38 Ethernet 4-771

Closed Network RX Password 4-53 Ethernet Frame Type 5-736
Comm. Settings 4-49 Event Log 4-26

Company Code 5-34 External Memory Print 4-77

External Server (Active Directory) 5-28
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External Server (LDAP) 5-29

External Server (NDS) 5-28

External Server (NTLM) 5-28

External Server Name 5-24

External Server Settings 6-6, 6-8, 6-10, 6-12, 6-14,
6-16

Fax 4-7, 4-9, 5-30

Fax Factory Default 4-67
Fax Function Settings 4-57
Fax Image Initialized 4-67
Fax Report 4-59

Fax Settings 4-46

Fax Target 4-60

Fax TX Header Name 4-47
F-Code TX 4-57

Feed Zoom 4-28

File Server 5-740

Floor Code 5-34

Folder Settings 4-34
Footer Position 4-47
Forward TX Settings 4-54
Friendly Name 5-732

FTP 4-7, 4-9, 4-12

FTP Server 5-125

FTP TX 5-126

Function Settings 4-50

Gateway 4-77

General Settings 6-4, 6-7, 6-9, 6-10, 6-13, 6-15
Get Job Attributes 5-724

Get Jobs 5-724

Get Print Attributes 5-724

Gradation 4-26

Gradation Adjustment 4-23, 4-28

Group Address 4-9

Halftone 4-23

HDD Format 4-42

HDD Settings 4-38

Header Position 4-47
Header/Footer Settings 4-47
Hide Personal Data 4-36

Hide Personal Information 5-75
HTTP 4-72

HTTP Server 5-723

IC Card Type 5-33

ID & Print Settings 5-32, 6-4
IEEE802.1X 5-59

I-Fax 5-742

I-Fax RX Error Report 4-59
Import/Export 5-9

Inch Paper Priority 4-50
Internet Fax 4-7, 4-9

IP Address 4-77, 5-18
IP Address Filter 4-72
IPP 4-712

IPP Authentication 5-724
IPP Print 5-724

IPSec 4-72

IPv6 4-72

IPX Address 5-78
IPX/SPX 5-136

Job Log 5-9, 56-715
Job Timeout 4-78

Leading Edge Adj. Side 2 (Dx) 4-27, 4-29
Leading Edge Adjustment 4-27, 4-29
Leading Edge Adjustment Tray 4-27, 4-29
Left ADJ Duplex 4-27, 4-30

Limiting Access to Destination 5-60

Line Monitor 4-49

Line Monitor Volume 4-49

List Output 4-8

List Print 4-60

List/Counter 4-4

LLTD 56-746

Logout Confirmation Display 4-70

Machine Settings 4-4, 4-6
Maintenance Menu 4-26

Manual Destination Input 4-36, 5-30
Manual RX V.34 OFF 4-49

Max Image Density Adj 4-28
Max. Density Adjustment 4-37
Max. Search Result 5-722
Memory RX 4-52

Meter Count 2-5

Min. Reduction for RX Print 4-50
Model Name 5-79

NetWare Print Mode 5-736
NetWare Settings 6-77
Network Settings 5-76
Network Speed 3-3

Night Fax RX Print 4-57
Night RX End Time 4-57
Night RX Start Time 4-57
Nighttime RX Settings 4-57
No. 5-24

Node Type 5-729

NTLM 5-730

NTP Server Address 5-713
Number of Addresses 4-8
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Number of RX Call Rings 4-49
(o)

Online Assistance 5-8
OpenAPI 5-744
Operational Support 5-724
Overwrite All Data 4-38

P

PageScope Web Connection 5-3
Paper Empty 4-43

Paper Priority 4-79, 4-50

Paper Separation Adjustment 4-28
Password Rules 4-36

PB/DP 4-49

PBX Connection Settings 4-58

PBX Function 4-58

PBX Number 4-58

PC-Fax RX Print 4-56

PC-Fax RX Settings 4-56

PC-Fax TX Error Report 4-59

PCL 4-24

Port Number 5-13, 5-122, 5-123, 5-125, 5-144,
5-145

Port Number (SSL) 56-722, 5-123
Port Number (SSL/TLS) 5-744, 5-145
Preferred File Server 5-136
Preferred NDS Context Name 5-736
Preferred NDS Tree Name 5-736
Print 5-30

Print Function 5-733

Print Job 5-724

Print Paper Size 4-50

Print Queue Scan Rate 5-736

Print Separate Fax Pages 4-50

Print Server Name 5-736

Print Server Password 5-736

Print Settings 4-20

Printer Information 5-724, 5-133
Printer Location 5-724, 5-133
Printer Name 5-724, 5-133, 5-135, 5-136, 5-141
Printer Number 5-736

Printer URI 5-724

Priority Mode 4-5

Priority Protocol 5-735
priv-password 5-728

Product Help URL 5-8

Proxy Server Address 5-726, 5-143
Proxy Server Password 5-743
Proxy Server Port Number 5-126, 5-143
Proxy Server User Name 5-743

PS 4-24

Public Access 5-27

Q
Queue Name 5-740
Queue Status 5-740

R

RAW Port 4-72

Read Community Name 5-727
Read User Name 5-728

Realm 5-725

Redial 4-49

Redial Interval 4-49

Register Notification Address 5-79
Registering and Changing Addr. 4-36
Remote RX Enabled 4-55
Remote RX No. 4-55

Remote RX Settings 4-55
Replenish Toner 4-28

Report Input Tray 4-4

Restore All 4-47

Restore Defaults 4-47

Restore Network 4-47

Restore System 4-47

Restrict Fax RX 4-57

Restrict Fax TX 4-57

Restrict Internet Fax RX 4-57
Restrict Internet Fax TX 4-57
Restrict PC-Fax TX 4-57
Restrict Scan to USB 4-36
Restriction Code Settings 4-44
Ring Pattern 4-49

Room Code 5-34

RX Mode 4-49

S

S/MIME Enabled 4-76
Scan Event Log 4-26

Scan Function 5-734

Scan Send Report Print 4-26
Scan to HDD 5-30

Scan to Network 5-30
Scan to USB Memory 5-30
Scanner Information 5-734
Scanner Location 5-734
Scanner Name 5-734
Schedule Setting 5-79
Search Base 5-722
Secure Mode 5-732
Security Details 4-36
Security Level 5-34, 5-128
Security Settings 4-35
Sender 4-46

Sender Fax No. 4-46
Sender Settings 4-46
Server Address 5-722
Side Edge Adjustment 4-27, 4-30
Sleep Time Setting 4-4
SLP 4-72

SMB 4-7, 4-9

SMB Client 5-730

SMTP 4-12
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SNMP 4-72, 5-127

SNMP v1(IPX) 5-727

SNMP v1/v2c Settings 5-727
SNMP vi/i2c(IP) 5-727

SNMP v3 Settings 5-727

SNMP v3(IP) 5-727

Specify Tray When APS OFF 4-79
SSD Low-level Format 4-40
SSL/TLS 56-722, 5-123, 5-144, 5-145
Start Number 4-8

Subnet Mask 4-77

System Settings 5-76

T
TCP/IP Setting 3-4

TCP/IP Settings 3-3

Telnet 4-72

Ticket Hold Time (Active Directory) 5-27
Time Adjustment 5-73

Time Adjustment Settings 5-73

Time Zone 4-4, 5-13

Timeout 5-722

Trap Setting When Authentication Fails 5-728
Trap Settings 5-728

Tray Selection for RX Print 4-50

TX Reserve 4-59

TX Result Report 4-59

TX Result Report Image 4-59

TX Result Report Screen 4-59

)

UDP Port 5-7127

Unit of Measure 5-75
User Area (Print) 4-42
User Area (Scan) 4-42
User Authentication 5-27
User List Diplay Setting 4-70
User Name 5-24, 5-124
User Referral 5-723
User Registration 6-4
User Settings 2-5
Utility/Counter 2-5

\)
Validate Job 5-724

w

WebDAV 4-7, 4-9

WebDAV Client 5-743

WINS 5-729

WINS Automatic Retrieval 5-729
WINS Server Address 1 5-729
WINS Server Address 2 5-729
Write 5-127

Write Community Name 5-727
Write User Name 5-728

WSD Print 4-72

X
XPS 4-24

Z
Zone Name 5-741
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