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Executive Overview

Oracle Enterprise Manager is Oracle’s integrated enterprise IT management product line and
provides the industry’s first complete cloud lifecycle management solution. Oracle Enterprise
Manager’s business-driven IT Management capabilities allow you to quickly set up, manage,
and support enterprise clouds and traditional Oracle IT environments from applications to disk.
Enterprise Manager allows customers to achieve:

« Best service levels for traditional and cloud applications through management from a
business perspective including Oracle Fusion Applications

« Maximum return on IT management investment through the best solutions for intelligent
management of the Oracle stack and engineered systems

« Unmatched customer support experience through real-time integration of Oracle’s
knowledgebase with each customer environment

Introduction

This whitepaper intends to cover the all the steps required to automate provisioning and
patching via Enterprise Manager. It also covers the various prerequisites for administrators
before they actually start using the Database Provisioning and Patching functionality in 12C.
This whitepaper covers provisioning & patching of database systems such as Single Instance
Databases, Oracle Real Application Clusters (Oracle RAC) Databases, database clients and
others, a. Some of the key areas covered are as follows:

EM readiness: “Is my EM ready to provision/patch my targets?”
Provisioning Grid Infrastructure and Oracle RAC Database
Patching Grid Infrastructure and Oracle RAC Database

Other Resources and My Oracle Support Notes

PonpPE
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EM Readiness:

Setup Step Details
Install Agent Steps on how to discover new targets push agent

Privilege Delegation settings Steps for PDP setting when a proxy user is to be
used. Example : Use oracle to sudo as root & run

root.sh scripts

Named & Preferred credentials are to be stored in
Cloud Control before provisioning. These are then
used during the deployment procedures.

Named & Preferred credentials

Setting up software library Software library setup is needed for any of patching

or provisioning activity.

Creating Installation Media
Components

This step covers on how to download bits from OTN
& upload to Cloud Control so that these can be
used for provisioning. (Provisioning Specific topic)

Install Agent

One of the initial steps for automation is discovery of hosts and targets. You can do this by
installing an agent on the host. With Enterprise Managerl2c, an agent can be pushed from the
OMS so that the hosts become managed hosts in Enterprise Manager.

In Cloud Control, follow these steps:

1. Inthe Cloud Control home page, from the Setup menu, select Add Target, and then
click Add Targets Manually. (Figure 1)

ORACLE Enterprise Manager Cloud Contral 12¢ [ tep + | 14 PcHANDIRE | Log Ot
[
@@ Enterprise v @) Targets = o Eavorites v @ History « Search Targ, Iy Freferences 4
Configure Auto Discovery Add Target » =

Enterprise Summary ) Ic
Auta Discavery Results Agents

| Inventory and Us{  Add Targsts Manualy Post Upgrade Tasks |

~| Overview Yiew | all Targets w

1%

Incidents

.Agent
Unreachable(1,300)
Status Pending(11)

W Upi372)

SunQs

~| Compliance Summary
Compliance Frameworks Compliance Standa

igw - - View Trends

Pravisioning and Patching

My Oracle Support

Middleware Diagnostics

Management Services and Repository

Management Packs

Targets Monkored 2630 Show | Hosts Graup. .. 5 Extensibility 4
Status Yigw - PlatForm Administration Groups. .. | Proxy Settings |
Targets with Status 1839 Flatfarm Generic System.., | Securiy ' _
8% . Enterprise Linux Server Redundancy Systern. .. Incidents 3
S a w |
. o E - rt-:oe.tfrli::.‘ll‘toull.ection ::t:ririse Line: A rele. Gfeneric Ser\t’\ce... . HatFicatians ’
1% L Error(16) Enterprise Linx Server release 5.4 (Carthage) Cloud 3

Figure 1: Cloud Control Home Page
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2. In Add Targets Manually page, select Add Host Targets and click Add Host.

Add Targets Manually
|® add Host Targets |

) add Mon-Host Targets Using Guided Process {also Adds Related Targets)
) add Mon-Host Targets by Specifving Target Monitaring Properties

&dd Host: . | &dd Hosk Results

Figure 2: Add Targets Manually Page

3. Inthe Add Hosts page, provide host and platform details to install agents.

ORACILE Enterprise Manager Cloud Control 12¢

FAdd Target

Host and Platform Installation Detais
Add Host Targets : Host and Platform

This wizard enables vou to install Management Agents on unmanaged hosts, thereby converting them to managed hosts, Enter a session name, and validate (or add) the hosts
* Session Mame | ADD_HOST_PCHANDIRL Mov_16_2011_S:24:02_aM_ITC

3¢ Remave | [F} Load from File Add Discovered Hosts

Flatform | Different For Each Host
ﬂHost |Platfarm

host.mycomparry . com | | Linzx x586

Figure 3: Add Target Page.

4. Once Host details are provided , provide installation details as shown below :
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Add Target
5 =
Host and Platform Installation Details Review
Add Host Targets : Installation Details Back | Step2of3 MNext Cancel

On this screen, select each row from the following table and provide the installation details in the Installation Details section.
> | Deployment Type

Platform Agent Software Version |Hosts Mandatory Inputs

Linux 86 12.1.0.0.0 I e

< | (1l 2

Linux x86 : Installation Details
* Installation Base Directory

* Instance Direckory

* Marmed Credential Select i CD:'
Privileged Delegation Setting | fusr/localibinsudo -u S:RUMASS: SCOMMANDE:

Port 3872

Figure 4 : Add Host Targets: Installation Details Page

5. Once all details are completed , review the information and click Deploy Agent .

ORACLE Enterprise Manager Help~
Add Target
- - L
Host and Platform  Installation Details Rewview
Add Host Targets : Review Back | Step 3 of 3 Mext Deploy Agent Cancel

Review the details you have provided for this deployment session and click Deploy Agent.

Session Name ADD_HOST_ I Jun_0_2011_10:22:45 PM_UTC
Deployment Type Fresh Agent Install
OMS Host smptst-svc5.us.oracle.com
OMS Upload Port 4900

Host Information

Linux x86

Hosts S
Agent Software Version 12.1.0.0.0
Installation Base Directory /u0l/agentl2gc
Instance Directory [u0l/agentl2gc/agent_inst
Fort 3872
named Credential [N
Preinstallation Script Not Provided
Postinstallation Script Mot Provided
Additional Parameters Mot Provided

Fig

ure 5: Review
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Setting Up Privilege Delegation in Enterprise Manager

As both provisioning and patching require some of the tasks such as execution of root scripts
to run as super user, make sure the host user has privileges to become root user. This can be
done via ‘sudo’ setting or ‘PBrun’.

Setting up PDP is a 2 step process as follows:

1) Host level Setup :This can be done by PDP setup ,e.g. , user executing the procedure (say
ABC) can have access to run SUDO as Oracle user and ROOT user by adding the
following commands (add privileges to these commands into the SUDOERS file):

From $AGENT_HOME, the following entry must be added to sudoers file:
./agent inst/bin/nmosudo

Sample sudoersfile should have following entry:

Oracle ALL=

(root)

/ula/app/oracle/agenthome/agent inst/bin/nmosudo

2) In Enterprise Manager : To setup PDP,, go to Setup - > Security -> Privileged
Delegation as shown in the figure below:

ORACILE Enterprise Manager Cloud Control 12¢

&g Erterprise = (@) Taroets ~ o Eavorites ~ @ Hi

Search Targ

Enterprise Summary

~| Dverview
Targets Maonitored 2636

Status
Targets with Status 1843

20%

1%

Incidents

2%

1%

Wiew | All Targets

1%

W Downi139)

n Metric Collection
Errar(17)

Agent
u Unreachable(1,310)
Status Pending(12)

W Up(355)

~| Inwentory and Usage
Show | Hosts
Wiew - Flatfarm

PlatForm

Enkerprise Linux Server relea
HP-LIx

Enberprise Linux A5 release 4
Enterprise Linux Server relea
unCS

~| Compliance Summary
Compliance Framewor

igw -

| Wiew Trends

-
Administrators
Roles
Named Credentials
Preferred Credentials

Monitoring Credentials

Registration Passwards

Audit Data

P:

Privilege Delegation

b

L PCHANDIRY
My Preferences

Add Target

Agents

Post Upgrade Tasks
Extensibility

Proxy Setkings

Security

Incidents

Matifications

Cloud

Provisioning and Patching
My Oracle Suppart

Middleware Diagnostics

Log Cf
5

3

Management Services and Repasitory

Management Packs

Figure 6 : For setting PDP Goto Setup->Security->PDP

3) Inthe Manage Privilege Delegation Settings page, click Edit to setup the Privilege
Delegation for your hosts as show in figure below:
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ORACIE Enterprise Manager Setup~ Help~ | 13 NN Logouw O

M @) Targets~ o Favorites~ @ History ~ search Target Name ~ |

Security

Manage Privilege Delegation Settings

Both sudo and PowerBroker are privilege delegation tools for UNI{-like environments, which allow administrators to delegate
administrative privileges and authorization without disclosing the privileged account's password.

You can configure the host with a Privilege Delegation setting, apply a Privilege Delegation setting template or unconfigure the
Privilege Delegation setting.

Type |All E

Host
Gol
Clear| | Apply [subo[x] Gof 1-25 of 63 [=] Next 25

Select All | Select None | Show Al Details | Hide Al Details

m

Agent Operating
Select | Details |Host Status |Type |Agent Version | System Edit
O & show S @ vore INNNEEEEEGEGEGEGEGENEEEN  12.1.0.0.0 Linux

O e show IR ) ore [ 000 Linux
0 e show S ) v R 000 Linux
0 e show s ) none N i 000 Linux
B & show [N @) none N 12.1.0.0.0 Linux

0 > Show Ju— ) nNone 12.1.0.0.0 Linux
Figure 7: Manage Privilege Delegation Settings Page

A AR AR

4) Update the sudo settings and click Update as follows:
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ORACLE Enterprise Manager Setup~ Help~ | 1L NN logou O

W Grid v (@) Targets~ iy Favorites~ (@ History » search Target Name ~ [
2 I ©

7] Host~

adc2100258 > Manage Privilege Delegation Settings
Host Privilege Delegation Setting : |G

Cancef Update

You can configure the host with a Privilege Delegation setting or unconfigure the Privilege Delegation setting for this hest.

©) Mone @ Sudo (@ PowerBroker
Settings Parameters
* Sudo Command | /usr/bin/sud| Setting properties can be used in parameters
For eq. fopt/sudo/bin/sudo U %RUNAS % Name Description
COMMAND %%

%COMMAND% Sudo Command
%eRUNASY Run the command as this user.

Name of the user running the

%USERNAMESS
command.

Cancel| Update

Figure 8: Host PRIVILEGE Delegation Setting Page

Creating Named Credentials in Enterprise Manager

Provisioning and Patching require Named Credentials for executing various jobs on the host in
order to run root scripts needed for Oracle products. To do so, go to Setup -> Security ->
Named Credentials and create at least two set of named credentials, one for running jobs
with host user credential and other for running jobs with ‘root’ user.

Follow these steps:
1. Go to: Setup->Security->Named Credentials.



Provisioning & Patching Oracle Database using Enterprise Manager 12c

ORACIL.E Enterprise Manager 5 Help~ | 1L NN Logout OO

My Preferences »
" Grid v @) Targets v * Favorites = @ History = ¥
Add Target 4
Grid Summary Agents <&
Post Upgrade Tasks 0 -
~| Overview View | All Targets E P | |
Targets Monitored 1769 Extensibility b
Status Proxy Settings
Targets with Status 1577 Administrators | Security ’
W Down(217) Roles Incidents v 18)
InEﬂﬁtDr,i&%]" Named Credentials I Notifications ' =
9%, .ﬁﬁﬁgchau Preferred Credentiils Cloud i)
Stat PP . :
Peanﬁimuz Monitoring Credentials Pravisioning and Patching v janti
W Up(384) Privilege Delegation My Oracle Support 4
Registration Passwords Middleware Diagnostics f
Audit Data Management Services and Repaository Pce 5_
Incidents updated in last 31 days (2686) Management Packs »
I = |

653 Updated in last 24 hours i I
Figure 9: Navigation Details for Named Credentials

2. Click Create as shown in the figure below:
CORACLE Enterprise Manager Cloud Control 12¢

Security

Named Credentials

Following are the list of named credentials vou can access, This list include credentials created by vou, and credentials for which explicit grant: is given bo you,
Maximum Z000 credentials will be shown, You can use search options ko find appropriate credential,

Wiew Create / Edit [ Manage Access 3§ Delete & Test &4 Wiew References @
. Credential 4 [Autherticating .
Jcradantla\ Mame A S et Target Type Credential Type Target Mame Target Username
. AIME_MORMAL GUEST _SUPER_ADMI Hosk Host Credentials aime

Figure 10 : Security Page

3. Provide all details and click Test and Save.
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Create Credential

~| General Properties
* Credential name
Credential description
* Authenticating Target Tvpe
* Credential bype
Scope
* Target bype

* Target Mame

~| Credential Properties
* UserMarne
* Password
* Confirm Password

Fun Privilege

airme
aime user For all
Hiosk

Host Credentials

(# Target (O Global
Hiosk W
Q
Mone ha

Figure 11: Create Credential Page

Similarly create Privileged Credentials by following the similar wizard by going to Setup-
>Security->Privileged Credentials.

Setting up Software Library

System Administrators are responsible for configuring an upload storage location. Only after
the storage location is configured, you can start uploading the entity files.

To configure an OMS Shared File System storage location that can be used for uploading
Software Library entity files, perform the following steps:

1. In Cloud Control, from the Setup menu, select Provisioning and Patching and then,
click Software Library.

Alternately, from Grid menu, select Provisioning and Patching and then, click
Software Library. On the Software Library Console page, from Actions menu, select

Administration.

2. On Software Library: Administration page, select OMS Shared File System.

Note: Ensure that the configured storage location is a shared location that is

accessible by all the OMS instances.

3. To add a new OMS Shared File System, click +Add.

4. Inthe Add OMS Shared File System location dialog box, provide a unique name and
location on the OMS host, where you want to set up the upload location.

10
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Ensure that the storage location that you configure is a shared file system location
accessible to all the OMS hosts. For a multi OMS setup, you must set the Normal
Preferred Credentials for all the OMS(s).

Note: When you are configuring an upload location for the first time, a progress dialog
appears as the metadata files are imported from the Enterprise Manager Oracle home.
This operation may take some time for the first location being configured and cannot
be cancelled. However, this delay will not be there while configuring new storage
locations henceforth.

Provisioning Grid Infrastructure and Oracle RAC Database:
Note: For more details, viewlets, and screenwatches on Provisioning, visit OTN.

There are various options using which one can provision grid infrastructure as well as
database:

1. Using Provisioning Profiles: A Provisioning Profile is an entity which contains both the
software bits and configuration. When a provisioning profile is created from an existing
installation, it provides the flexibility to “clone” either Grid Infrastructure (with software
or configuration) or Oracle Database (with software or configuration). Once a
provisioning profile is created, it can be used for ongoing Provisioning activities.

LDRACL‘E Enterprise Manager

~—

Reference Host Cracle Home Details

Create Database Provisioning Profile : Reference Host

Select Host

select the reference host ||| NG Q,

Select Operations to include as part of Profile

Oracle Grid Infrastruckure Gold Image and its Configuration Properties
Oracle Database Gold Image
Oracle Database Template

This process will create a provisioning profile consisting of the Database gold image, Grid Infrastruckure gold image and the related configuration

Figure 12: Provisioning Profile

2. Using Installation Media: Provisioning can also be done by using installation media,
which can be pre-staged into the software library. The following section explains the
procedure to do the same.

Creating Installation Media Components

1. Create atemporary location
mkdir /tmp/installmedia

11
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2. Open a Browser and go to www.oracle.com Downloads->Database 119 or
http://www.oracle.com/technetwork/database/enterprise-edition/downloads/index.html

Depending on the OS that is going to be used click on the corresponding See All link.
For example Linux x86.

# Wicrosoft Windows (32-bit) File 1, File 2 (2GB) See Al
¥ Microsoft Windows (x64) File 1, File 2 (2GB) See Al
# Linux %86 Eile 1, File 2 (2GB) See Al
# Linux x86-64 File 1, File 2 (2GB) See Al
# Solaris (SPARC) (64-bit) File 1, File 2 (2GB) See Al
¥ Solaris (x85-64) File 1, File 2 (2GB) See Al
# HP-UX ltanium File 1, File 2 (2GB) See Al
# HP-UX PA-RISC (84-bif) File 1, File 2 (2GB) See Al
# AIX (PPCE4) File 1, File 2 (2GB) See All
Figure 13

3. Accept the License Agreement.

4. Download Files 1 and 2 for the database and the grid infrastructure to the temporary
file that was previously created.

Oracle Database 11g Release 2 (11.2.0.1.0) for Linux x86
# linux 11gR2 database 1of2.zip (1,285,396 902 bytes) (cksum - 2237015228)
# linux 11gR2 database 2of2.7ip (995353 177 bytes) (cksum - 2649514514)

Figureld

5. Navigate to the temporary folder that was created.
6. Unzip database files.

Unzip linux_11gR2_database_10f2.zip

Unzip linux_11gR2_database_20f2.zip

7. Create a zip file with the complete unzipped database.
Zip linux_11gR2_database.zip database/ -r

8. Open Browser; go to Enterprise Manager and Login.

9. Navigate to the Software Library page through Grid -> Provisioning and Patching ->
Software Library.

12
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ORACLE Enterprise Manager Cloud Contral 12

Setup = Help = | 3& PCHANDIRL

@) Targets v o Favorites = @@ History + Search Target Mame « [l
Surnmary
Page Refreshed Moy 15, 2011 6:28:10 |
Monitaring 4 b
Job b argets hs ~| Inventory and Usage
Reparts b Shews | Hosts v See Details
Configuration » Wiew - Platform v
Compliance 2 Platfarm Hy
- . Enterprise Linux Server release 5.6 {Carthage)
Provisioning and Patching  + Procedure Activity S
Quality Managerent s Procedure Library n Enterprise Linux &5 release 4 (Ockober Update 3)
My Oracle Suppart » Software Library Enterprise Linux Server release 5.4 (Carthage)
300) SunoS
Infrastructure Cloud ’ Bare Metal Provisioning '” 11’
Database Cloud L Database Provisioning -
Chargeback Middleware Provisioning v/ Compliance Summary
Consolidation Planner Patches & Lipdates Compliance Frameworks Compliance Standards
Incidents Saved Patches View - - Wiew Trends
Linux Patching | Target N
Cpen 1309 et hlame Evaluations Wialations v

Figure 15 : Navigate to Software Library

10. Select the folder where the Installation Media component will be created.
ORACLE Enterprise Manager Cloud Contral 12c

dg Enterprise =

Software Library

Saftware Library maintains entities that represent software patches, virtual appliance images
any of the Oracle-supplied entities, customize them o create a cusbom one af ywour own, Cncy
the patching, provisioning or deplovment of the associated software,

Actions = View = | BdView 7 Edi.. 3€ Delete... | Find | Mame »
|I"-.Iame |Tyd5ubtype |Revisi-:nn
W EE Software Library
B [ 11pguruswa
£ 1PRESHARM
[= [B Application Server Provisioning Lkilik
L [ as_Gold
= [0 AS_GoLD_NEW
[= EB Bare Mekal Pravisioning
[= EB BPELProvisioning

& L@ cloud

& [ cloud_components

[= EB Coherence Mode Provisioning
[= [B Commion Provisioning Ukilities
. &= [ Components
[ Directives
[ Images
Figure 16: Software Library Page.
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11. Select to create a component by clicking. Actions-> Create Entity -> Component.

ORACLE Enterprise Manager Cloud Contral 12¢

Software Library

Software Library maintains entities that represent software patches, virtual appliance images
any of the Cracle-supplied entities, customize them or create a cuskom one of wour own, Onc
the patching, provisioning of deployment of the associated safbware,

PREEBRERY view v | oo view P Edi. $€Delkte.. | Find [Name v

| ™ Create Entity ¢ Component Revision
Creake Folder Directives
ps Bate Metal Provisioning
YWirtualization
‘? | i — B
g
Imnpork
E " visioning
wpor
Ltilities

Adrminiskratiaon

I —

Figure 17 : Create Component

12. Select Installation Media Component. Click Continue.
UHACLE

SYSMAN

SYSMAN
Create Entity: Component SYSMAN

SYSMAN
SYSMAN
ORACLE
M Cancel ORACLE
“ORACLE

ORACLE

ORACLE

ORACLE

Select | Instaliation Media {=|
Subtype

Figure 18 : Select Component Type

13. Enter Name and Description for the component that is being created and click Next.
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ORACILE Enterprise Manager Cloud Control 12¢

Software Library
8—

Describe Configure

Create Installation Media : Describe

Back | Step1of4 Mext Save

Parent Directory  Components
Subtype  Installation Media

Specify name, description and other attributes that describe the entity, These attributes are shared by all revisions of this entity, Additionally, attach any documents and keep noted
* Mame | Database Linux x56

Description | |inuy xd6 Install Media For Database

Figurel9 : Create Installation Media Wizard

14. Select Product Version, Platform, and Product from the list.
ORACILE Enterprise Manager Cloud Control 12

Software Library
—B—

Describe  Configure Select Files

Create Installation Media : Configure

Back |StepZof4 Mext

Parent Directory  Components
Subbype  Installation Media

Installation Media Component
Select Product, Platfarm and Version For the Installation Media you want to upload to the software library.
*Product | Oracle Database w

* Platform | w36 32 bit v

Fiersion | 11,2.0.2.0

Figure 20 : Create Installation Media : Configure Page.

In Product, Select Oracle Database for Database, Oracle Client for Oracle Database
Replay Client and Oracle Grid Infrastructure for Grid Infrastructure Files.

15. Click Next.

16. Select Upload Files Option & In Specify Destination -> Select a configured
Software Library.

15
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[Software Library

- ™ =]
Describe  Configure  Select Files  Review

Create Installation Media : Select Files Back |Step3ofd  Mext

Parent Directory  Components
Subtype  Installation Media

Feleck one or more files to be associated with the entity, Files can either be uploaded ko or referred from a Software Library storage location.

1¥) Upload Files
() Refer Files
Specify Destination

Choose a Software Library upload files storage location for uploading the specified files,

Upload Location @

Storage Type  <Mones
Location Path - <Maone =

Figure 21: Create Installation Media: Select Files

= = = =
escribe  Configure  Seleck Files  Review
reate Installation Media : Select Files Back |step3of4  Mext

Parent Directory  Components

Select Upload Location "
Subkype  Installation Media

Upload Location

lect one or mare files ko be associaked w

|Name |Lc-cati0n Skatus |
Upload Files | swlib2 [netislc00akd) scratchy'svel 2_swiiby Ackive |
Refer Files swlib3 [netfslc00dzdf scratchfsvcl 2_swiiby Ackive

bpecify Destination
hoose a Software Library upload Files =
Upload Location

Storage Type  <Mone:
Location Path - <Mone=

Bpecify Source

Files can be uploaded from either the log
uploading the remoate Files to the specifie

File Source | dgent Machine | M M b

Host | ade# 1 108/3 115, aracle. com Q
Figure22: Select Destination software library location

ki will submit

17. Select File Source as Agent Machine.

Specify Source

Files can be uploaded From either the local filesystern ar From a remote Filesystenm monitored by an Enterprise Manager Ag
uploading the remote files to the spedified upload location, For Files uploaded From the local file swskem, the File size is limit

File Source
Local Machine
P Add ] File | %
|Name fgent Machlne Size |Mime Type

Mo new files are addedl?.-‘E'L_'

Figure 23: Specify Source

16
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18. Select Host from where the files are being uploaded. Click Select.

Search and Select: Hosts - Oracle Enterprise Manager
iare L Search and Select: Hosts

Om

~| search

Target Name

Search

|Target Name |TargetType |On Host | Status |
adc2171271.us.orade.com Host adc2171271.us.orad ﬁ
Targets Selected: 1 Mode: Single Select

Select | Cancel

Figure 24 Select Host

19. Click Add.

Specify Source

Files can be uploaded From either the local Filesystem or From a remoke Filesystemn monitared by an Enterprise Manager Agent, The 'Save and Upload' action will submit
uploading the remate files to the specified upload location. For files uploaded From the local file system, the file size is limited b ZME.

File Source | Agent Machine

Host | adc2110863, us, oracle. com Q§
e add | 3€ Remove | MainFile | v
|Name Size |Mime Type Status

Mo new files are added wet.

Figure 25 Specify Source Page
20. Click Login As

21. Enter Login Credentials and click OK.

17
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Remote File Browser
Directories
¥ Hosts

Contents of the Directory

adc2171271.us.oracke.com _Login As

[Name | Size(kB) |Last Modified |Properties
No files or directories found, o user may not have sufficent permissions to view al files.

B acarr1271.us.crade.cor

Host Credentials

Host Credentials

Enter host credentials to browse the host file system.

* Confirm Password

Credential  {*} Preferred Credential (©) Named Credential @ New Credential |
. E
UserName | rafagarc | =
* Password

Save As |NC_ADC21712_2011-06-27-180248

(] set As Preferred Credentials

£Hest I
o | _concel | |

OK | Cancel

Figure26: Host Credentials

22. Go to temporary file directory and select the database zip file that was created.

Remote File Browser 1]
Directories Contents of the Directory
v Hnsg adc2171271.us. orade.com: | fmpjinstalmedia ®E »
7 Badearnizr vs.orecie con |Hame | size (KB) |Last Modified |Properties |
0y (Jdatabase 4 DBf18/2009 12:54:25 GMT-07:00  Show
i _11gR2_datzbase.zip 2,227,363 06/27/2011 17:21:34 GMT-07:00  Show
(liinux_110R2_database_tof2.zip  1,255,270.38 06/27/2011 16:46:11 GMT-07:00  Show
[Slinux_110R2 datsbase_Jof2zip  972,030.44 06/27/2011 16:45:20 GMT-07:00  Show
[Eliru_11gR2_grid.zip 957,843.5 06/27/2011 16:46:28 GVT-07:00  Show
4
pAdd 3@ Remove
Current Selection
|Host [Path Name
nene
“ i v
oK | Cancel

Figure27 Select Database Zip File
23. Click Add and then click OK.
24. Click Next.

25. Click Finish.

Patching Grid Infrastructure and Oracle RAC Database:

Note: For more details, viewlets, and screnwatches on Patching, visit OTN

18
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Enterprise Manager provides two modes of connections to My Oracle Support for patching
Oracle software:

1. Online - If you select this, it means that you have an Internet connection and can
access My Oracle Support. Now, run the RefreshFromMetalink job. This job will
download all metadata from My Oracle Support, analyze the data, update tables in the
repositories, and calculate policy violations if any.

2. Offline - If there is no Internet connection to My Oracle Support, select this option. This
means that you will have to get the metadata required for patching and then apply the
patches.

To setup the patching mode, go to Setup->Provisioning & Patching ->Offline Patching.

ORACILE Enterprise Manager Cloud Control 12¢ F Help + | 4% PCHANDIRY | Lo
g Enterprise v @ Targets = o Favorites ~ @ History « Search Targ; My Preferences
N Add Target
Enterprise Summary |
Agents

Post Upgrade Tasks

~| Overview Wiew | All Targets w ~| Inventory and Usage
Targets Monitored 2636 Show | Hosts w 5 Extensibilicy
Status Wiew - Platform w Proxy Settings
Targets with Status 1543 Flatform Security
a5 Enterprise Linux: Server release 5.6 (Carthage) Incidents
20% 1%, W Dowini135) HP-LI=

Motifications

194  etric Callection Enterprise Linux A5 release 4 (Ockober Update 8)
e Errori17) Enterprise Linux Server release 5.4 {Carthage) Cloud

men 5un0S
Unreachablei1.310) Software Library Pravisioning and Patching
Status Pending(12) OFfline Patching My Oracle Suppart:

W Upi365) ~| Compliance Summary Linuz Patching Middleware Diagnostics

1% I
! Compliance Frameworks Metwork Profile & Management Services and Repository
View - . Wiew Trends Management Packs

Fig';u-rle28: Offline Patching: Setup -> Provisioning & Patching ->Offline Patching

On the Patching Setup page, change the connection to offline and upload all xmls. Once all
xmls are uploaded, run the RefreshFromMetalink job.

ORACLE Enterprise Manager Cloud Contral 12¢ Setup = Help = | o& PCHAMDIRI

“ Enterprise @] Targeks = * Eavarites @ Histary - Search Target Mame «

Setup

My Oracle Support and Prosy Connection Online and Offline Settings Linu Patching Setup

Settings
Conneckion O online
) Cffline
Use metadata cache For Patch Recommendations and Patch Cache For Patch upload,
Patch Cache Maximum Size (ME) 700

The aldest patches are automatically rernowed Frarn the repositary as necessary to keep the cache below the specified marirmurn cache size,

Figure 29: Change connection to offline
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Cache for metadata ¥MLs used by 'Refresh From My Oracle Support' job For processing Patch Recommendations in offline mode,

Upload

Metadata Filename

Upload
Time Skatus Location for Upload

Product { arujroducts sl

psiup racle cornfCrionService: d bl _products
Release { aru _releases,xml )
pafupd racle cornfCrionService: d bl _releases
PIatForm { aruJ:uIatForms sl
paiup racle cornfCrionService: d bl _platforrns
Language { aru _languages.xml
4 HL |

pd racle cornfCrionService:

Product Groups { aruJ:nroduct _aroups. xml )
psiup racle cornfCrionService:

_product_groups

Product ReIease(aruJ:uroduct releases, xml)

psiup racle cornfCrionService: bl _product_releases
Component reIease(aru _component_t reIeases xml)
P racle cornfCrionService: _cormp _relesses
Target ( ary targets xml)
paiup racle cornfCrionService: d bl _targets
Patch Recommendatlons { patch_recommendations, xml )
pd racle cornfCron Ser es.fsearr _id= U&classlﬁcatlon _group=recornmendeds
patch_type=allzaroup_b by p_b p_b
CertlFlcatlons { certifications.xml
racle o fCrion Services
Icomponents’ctype praduct,release, platform,platformn_wersion wildcard-rel canfi prel

companent cartification

Figure 30: Upload xml files for offline patching

As now there is no connection to MOS, one needs to upload all the patches manually.
Navigate to Enterprise ->Provisioning & Patching ->Saved Patches and upload patches.

ORACLE Enterprise Manager Cloud Contral 12¢

Summary
Monitoring 4
Job 4
Reports 3
Configuration L
Compliance 3
Provisioning and Patching  * Procedure Activity
line Settings Linux Patching Setup
Cuality Management L4 Procedure Library
My Orade Support 4 Software Library
Infrastructure Cloud 4 Bare Metal Provisioning — aline
Diatabase Cloud 4 fline
Datahase Frovisianing tadata cache For Patch Recornmendations and Patch Cache For Parch upload,
Chargeback Middleware Provisioning
Consolidation P\annerI o, Patches & Updates |
Saved Patches lest patches are autornatically reroved fram the repository as necessary to keep the cache belowe the specified rasimum cache size,
Liru:x Patching
Metadata Dump Directory
Use to dump the Metadata files processed while running 'Refresh From My Oracle Support’ job in online or offline mode.
Use Dump Directory O es @ ho Al the My Oracle Support retadata Ales are dumnped ta this directory,
(# TIP If vou have an online and an offline OMS , use the Dump directory to get the metadata files durmped up From the Online OMS to be used in the metadata upload For the offline OMS

Figure 31: Saved patches

Click on upload as shown below:
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ORACLE Enterprise Manager Cloud Control 12¢

Patching

Saved Patches in Software Library

Use this page to view a list of patches stored in the Software Library, search patches of vour interest, upload new patches to the Software Library, and remove unwanted patches From the |
products monitared in Enterprise Manager, create a patch plan.

For information about: creating a patch plan , refer to Cracle Enterprise Manager Administrator's Guide for Software and Server Provisioning and Patching available in the Enterprise Manager

Search ﬂ
Remove | | Upload

Figure 32: Upload patch

On the Patch Upload page, browse to patch and its metadata to upload them.

ORACLE Enterprise Manager Cloud Gontrol 12¢

Setup + Help
o Enterprise ¥ (@)

Search Target
Patching

Upload Patches to Software Library
Manually download the patches From My Oracle Suppart and upload to software library. The patches can be uploaded from local host or any of the agent host. Upon successful upload, a corresponding Software Library comp
Software Library.
Basic Information

Product Family | Oracle Database

Product | Oracle Database
Select Type of Patch | Pakch v

Source Information

® Upload from Local Host (O Upload from Agent Hast:

Patch Information

Part Patch Number | Created On
Patch Metadata Select Patch Zip File Mumber | Release {Optional) {Optional)
Figure 33: Upload Patch & Metadata

Other Resources

Note Id: Metalink Note Id: 1361588.1 (Diagnostics and Troubleshooting for Provisioning and

Patch Automation through Enterprise Manager 12c)

For more details on Provisioning and Patching visit OTN. .
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