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Preface

Audience

Preface

This book describes how to set up a Private Cloud, manage and deploy virtualization
targets with Oracle Enterprise Manager. The preface covers the following:

* Audience

e Supported Plug-ins

e Documentation Accessibility
* Related Documents

e Conventions

This document is intended for administrators who want to setup and manage the cloud
infrastructure. It is also intended for Cloud Administrators, Self Service Administrators

and Self Service Users.

Supported Plug-ins

The features in this book pertain to the following plug-ins:

ORACLE

# Note:

the latest patches.

It is recommended that you check the My Oracle Support Note 1549855.1 for

Plug-in Name (My Oracle Support Plug-in Name (Self Update) Version
Enterprise Manager for Oracle Cloud Oracle Cloud Application 13.2.2.0
Enterprise Manager for Oracle Oracle Consolidation Planning 13.2.1.0
Consolidation Planning and and Chargeback

Chargeback

Note: This is an optional plugin.

Enterprise Manager for Oracle Oracle Virtualization 13.2.2.0
Virtualization

Enterprise Manager for Oracle Oracle Virtual Infrastructure 13.2.2.0

Virtualization Infrastructure

Note: The Oracle Virtual Infrastructure
plugin is required for direct monitoring
of Xen based systems. See Direct
Monitoring of Xen Based Systems.
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Plug-in Name (My Oracle Support Plug-in Name (Self Update) Version

Enterprise Manager for Oracle Cloud Oracle Cloud Framework 13.2.2.0
Framework
Enterprise Manager for Oracle Oracle Database 13.2.2.0
Database
Enterprise Manager for Storage Oracle Storage Management 13.2.2.0
Management Framework
Note: This is an optional plugin.
Enterprise Manager for Oracle Fusion  Oracle Fusion Middleware 13.2.2.0
Middleware

# Note:

To use the latest updates, you must upgrade all the plugins to the versions
listed in the table. For instance, if you upgrade the Oracle Database plugin
from 12.1.0.8 to 13.2.1.0, you must upgrade the Oracle Cloud Application
plugin from 12.1.0.10 to 13.2.1.0

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: // www. or acl e. cont pl s/ t opi ¢/ | ookup?
ctx=accé& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support through My Oracle Support. For
information, visit htt p: // www. or acl e. conl pl s/t opi ¢/ | ookup?ct x=accé& d=i nf o or visit
htt p: // www. or acl e. cont pl s/t opi ¢/ | ookup?ct x=accé& d=trs if you are hearing impaired.

Related Documents

For more information, see the following documents in the Enterprise Manager
documentation set:

e Oracle Enterprise Manager Cloud Control Introduction
*  Oracle Enterprise Manager Cloud Control Basic Installation Guide

e Oracle Enterprise Manager Cloud Control Advanced Installation and Configuration
Guide

e Oracle Enterprise Manager Cloud Control Administrator's Guide

For the latest releases of these and other Oracle documentation, check the Oracle
Technology Network at:

http:// ww. oracl e. conl t echnet wor k/ docunent ati on/ i ndex. ht nl #em

Oracle Enterprise Manager also provides extensive Online Help. Click Help at the top
of any Enterprise Manager page to display the online help window.
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http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/technetwork/documentation/index.html#em

Conventions

The following text conventions are used in this document:

ORACLE

Preface

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code

in examples, user names, text that appears on the screen, or text that
you enter.
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What's New in This Guide?
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In addition to updating the books for an incremental software release or a patch set
release, Oracle revises its books regularly to incorporate bug fixes and value-added
feedback from customers, product managers, support teams, and other key
stakeholders. Every time a book is revised, the revision number of the book is
increased by one and then published on Oracle Technology Network (OTN).This
chapter lists the changes incorporated in this release.

e Setting Up and Using Oracle Compute: Added a new section and several new
chapters on setting up and using the Oracle Compute Service and managing the
Oracle Public Cloud Machine.

e Setting Up the WebLogic Self Service Portal : Updated the Load Balancer section
to include 12c support.

* WebLogic as a Service REST APIs : Updated the REST APIs.
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Cloud Management Overview

This section provides an introduction to the Oracle Cloud offering and explains the
various Cloud service models available.

It contains the following sections:

e Cloud Management - An Overview
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Cloud Management - An Overview

This chapter introduces Cloud Management and provides an overview of the various
service offerings and components available with the Oracle Cloud platform.

It also describes the Consolidation Planner, which is useful in planning your Cloud
requirements, as well as various life cycle management capabilities of Oracle
Enterprise Manager including resource management, metering and chargeback
support.

This chapter contains the following sections:

e Introduction to Cloud Management
* Managing the Cloud Management Lifecycle With Enterprise Manager
* Understanding the Oracle Cloud Service Models

*  Accessing Oracle Cloud Features

2.1 Introduction to Cloud Management

Enterprises and Cloud service providers can use Oracle Enterprise Manager to build
and operate their Cloud services. The functionality provided by Enterprise Manager
spans the entire Cloud lifecycle and allows you to setup and manage any type of
Cloud service.

Enterprises must support hundreds or even thousands of applications to meet growing
business demands. This growth has driven up the cost of acquiring and managing
servers and storage. Clouds enable customers to consolidate servers, storage, and
database workloads onto a shared hardware and software infrastructure.

By providing on-demand access to servers and storage in a self-service, elastically
scalable and metered manner, Enterprise Manager offers the following benefits.

* Increasing Quality of Service: IT organizations are not only trying to drive down
costs, they are also looking at solutions that will simultaneously improve quality of
service in terms of performance, availability and security. Cloud consumers
inherently benefit from the high availability characteristics built into the Cloud.

Organizations can also enforce a unified identity and security infrastructure as part
of standardized provisioning. Thus, instead of bolting on security policies, these
policies and compliance regulations are part of the provisioning process.

» Enabling Faster Deployment: Building the Cloud infrastructure using standard
building block components (for example, servers, CPUs, storage, and network),
configurations, and tools, enables a streamlined, automated, and simplified
deployment process.

* Providing Resource Elasticity: The ability to grow and shrink the capacity of a
given database, both in terms of storage size and compute power, allows
applications the flexibility to meet the dynamic nature of business workloads.

* Rapid Provisioning: Databases in a Cloud can be rapidly provisioned, often by
way of a self-service infrastructure, providing agility in application deployment.
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This reduces overall time in deploying production applications, development
platforms, or creating test bed configurations.

2.2 Managing the Cloud Management Lifecycle With
Enterprise Manager

Enterprise Manager allows you to manage the entire Cloud lifecycle which includes the
following:

*  Planning

e Setting Up the Cloud

e Building the Cloud

e Testing and Deploying a Service

*  Monitoring and Managing the Cloud

»  Metering, Charging, and Optimization

Figure 2-1 Cloud Lifecycle
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2.2.1 Planning

Using Enterprise Manager, you can transform existing data centers into a Cloud
environment. Before setting up a Cloud, you should map out your infrastructure
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requirements, such as the physical and virtual networks, storage arrays, applications
and so on.

The Enterprise Manager Consolidation Planner is a powerful tool that helps
administrators plan the Cloud architecture. It allows you to identify source and
destination targets and applicable technical and functional constraints such as where
the application can reside, and so on. You can generate consolidation advisories that
may include plans to move from Physical to Virtual (P2V), Physical to Physical (P2P),
or Physical to an Exadata solution. The Consolidation Planner can also be used to
identify the database consolidation plan which is helpful when setting up Database-as-
a-Service (DBaaS). See Enterprise Manager Consolidation for details.

2.2.2 Setting Up the Cloud

ORACLE

Enterprise Manager can be used to model Infrastructure-as-a-Service (laaS),
Database-as-a-Service (DBaaS), and Middleware-as-a-Service (MWaaS) clouds. It is
important to select the appropriate Cloud Service Model (as discussed in
Understanding the Oracle Cloud Service Models) that suits the needs of your users
and organization. To facilitate Cloud setup, Enterprise Manager offers capabilities for
both physical and virtual infrastructure.

For physical infrastructure, Enterprise Manager leverages its core automation
framework of deployment procedures, job system, and the enterprise software library.
It offers out of the box deployment procedures that can be used for provisioning the
pre-requisite software for both databases and middleware. The same automation
framework is also used to interact with third party storage systems for the purposes of
data cloning and storage management.For virtual infrastructure, it offers bare metal
provisioning of hypervisor and setting up server and storage pools. Once completed,
you can group all of these into zones based on functional or QoS characteristics.
Enterprise Manager leverages the Virtualization Storage Connect technology, where
the Cloud setup process is integrated with storage technologies like Netapp, Hitachi,
Fujitsu. Administrators can define standardized service templates for databases and
middleware platforms, and publish these as services. These services can represent
single-tier templates or complex, multi-tier enterprise platforms.

Enterprise Manager uses components called assemblies created by the Oracle Virtual
Assembly Builder (OVAB). Assemblies help package a multi-tier platform into a single
metadata which can be deployed by the Enterprise Manager Cloud service. An
assembly is essentially a complete multi-tier application stack - including database,
application server and other middleware components - packaged as a single
downloadable entity. When an assembly is deployed, the result is the creation of a set
of related virtual machines representing every tier of the application stack.

Using OVAB, platform architects can model the entire platform topology graphically,
define all dependencies, deployment constraints, and deliver the entire stack in the
form of an assembly. This assembly can then be published to the centralized Software
Library in Enterprise Manager, and be made available to developers as a Cloud
service — an entire application development stack, that can be provisioned
quickly.Administrators can create different types of services depending upon the
business needs. For example, administrators may offer a database service based on
different versions of the Oracle database, but only the ones approved for use within
the business.

Enterprise Manager supports role-driven access control. Resource limits, or quotas,
are assigned to roles to control access to services. This prevents unauthorized usage
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of a service while also preventing a few users from using majority of the resources in
the Cloud. Integration with LDAP allows Enterprise Manager to inherit enterprise roles.

2.2.3 Building the Cloud

Enterprise Manager allows entire applications or components to be packaged and
published to the Cloud as a service. This expedites application development and
provisioning processes within an organization.

Developers can publish utility components and applications in the form of assemblies
and service templates for reuse within their groups. Similarly, allowing applications to
be available as assemblies allows testing teams, business analysts or production
teams to deploy pre-built applications in a few clicks.

2.2.4 Testing and Deploying a Service

After an application has been built, it needs to be tested. Enterprise Manager provides
a testing portfolio that allows users to test both application changes and changes to
the database. The testing solution provides the ability to capture a production load and
replay in a test environment, so that the results are predictable. The testing solution
also leverages the diagnostic capabilities built into the technology layers and provides
prescriptions for remediation.Enterprise Manager provides a self-service application
that lets end-users deploy a service. This self service application can also be
customized. End users can choose to provision application assemblies, along with
databases and platforms, in an on-demand manner. For each request, users can
specify the amount of underlying resources such as CPU, memory, and so on that
they require for each component. Enterprise Manager automatically provisions the
requested service and the appropriate resources. The self-service application also lets
users define policies to scale out or scale back resources based on schedule or
performance metrics. For example, a user could set a policy to elastically scale out a
Web server if the processor load on existing Web servers exceeds a certain threshold
value.

2.2.5 Monitoring and Managing the Cloud

ORACLE

Enterprise Manger offers a number of inherent monitoring and management features
that collectively comprise a full Cloud management system.

For example, Enterprise Manager provides the ability to collate targets into groups for
better manageability. The Administration Group feature allows administrators to define
monitoring settings, compliance standards and cloud policies through templates and
also organize each target in multiple hierarchies, such as Line of Business and
Lifecycle status. This allows the monitoring framework to scale to thousands of
servers, databases and middleware targets in the Cloud.

Enterprise Manager's built-in Incident Management system allows you to monitor the
Cloud for complex operational issues that may affect performance. You can review,
suppress, escalate and remediate events that occur as needed, and even integrate
incident escalation with existing support ticketing systems. See the Enterprise
Manager Cloud Control Administrator's Guide for details.Contractual Service Level
Agreements (SLAs) can be defined to govern the contract between the application
owner and the provider of the Cloud. Administrators as well as users can also define
management policies that automatically adjust the service resources to ensure that
SLAs are met.

2-4



Chapter 2
Understanding the Oracle Cloud Service Models

The configuration management capabilities of Enterprise Manager are optimized for
Cloud environments. For example, Enterprise Manager can monitor vast numbers of
configurations continuously to discover changes, measure drifts, pin-point
configuration errors, and offer insight into system topologies - all through a single
console. Enterprise Manager Cloud management capabilities are also integrated with
My Oracle Support. This integration delivers facilities such as Patch Advisories,
Service Request Management, Knowledge Management right on-premise and in-
context of the overall Cloud.

The laaS, DBaaS, and MWaaS Home pages provided through the Enterprise Manager
Cloud Control user interface allow Cloud administrators to get a summary view of the
requests, the general state of the service such as zones, pools, servers, service
instances, and databases.

2.2.6 Metering, Charging, and Optimization

The Metering and Chargeback features in Enterprise Manager enable enterprises to
account for actual usage versus representative usage. Administrators can also extend
the pricing models to account for fixed costs, configurations, administrative expenses,
people costs, energy utilization or a combination of these.Cloud Management also
entails an ongoing optimization of resources as well as processes to make sure that
the service levels are persistent. Enterprise Manager provides administrators and
application users with features that help rediscover assets, re-evaluate the
performance, rebalance the Cloud, and fine-tune the provisioning process.
Chargeback supports basic metrics like CPU, memory, and storage usage. It also
offers pricing models based on application usage, database usage, and Middleware-
level metrics.

2.3 Understanding the Oracle Cloud Service Models

This section describes the available Oracle Cloud service models available.
* Oracle Cloud Service Models

e Oracle Cloud Anatomy

* laaS Components

* DBaaS and MWaaS Components

 TaaS Components

2.3.1 Oracle Cloud Service Models

ORACLE

Oracle's Cloud service models can be divided into two primary categories:
Infrastructure as a Service, which allows users to request the physical infrastructure
required to run applications; and Platform as a Service, which provides the database
and middleware components required by applications.

* Infrastructure as a Service (laaS) Service Model: In the [aaS model, users
request servers that are created as guest virtual machines, or Guest VMs.

The laaS model allows users to request Guest VMs using the Self Service Portal
in Enterprise Manager. It also allows users to specify an assembly or a template
that is to be deployed on the requested Guest VMs. Using pre-packaged
assemblies consisting of the operating system, database software and middleware
software, a platform can be deployed using this service.
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Users can monitor the services provided using the Self Service Portal and perform
limited management operations as permitted. They can also run chargeback
reports to review resource usage and chargeback amounts calculated for the
resources consumed.

laaS cloud infrastructure can be built out of Oracle hardware and software
components such as Oracle VM, Oracle Solaris, Oracle Enterprise Linux, and so
on, or it may have 3rd party components.

Platform as a Service (PaaS) Service Model: The PaaS model allows you to
create platforms onto which consumers can deploy their own applications. A
platform resource is typically comprised of a host, an operating system, an Oracle
WebLogic Application server - all of which can be virtualized. It can also include an
Oracle database or RAC cluster.

Models available with PaaS include:

— Database as a Service (DBaaS) Service Model: In this model, users can
request database services (single instance or RAC) through the Self Service
Portal. DBaaS is implemented through several options:

*  Virtual Machine Based: The database is deployed as a part of a virtual
assembly or template, and several virtual machines share the same
physical server. This offers the maximum level of isolation (at the
operating system level).

*  Shared Cluster: The database is deployed on existing clusterware.
Typically the grid infrastructure (Oracle Clusterware, ASM) and database
software is pre-installed; the Cloud service essentially consists of the
deployment of databases on top of that infrastructure.

*  Shared Installation: The database is deployed as a single instance
database on an existing database installation.

*  Pluggable Database as a Service: A pluggable database is deployed.
This model provides high consolidation, and minimal administrative and
maintenance overhead.

*  Snap Clone: You can make a thin-clone using copy on write technology of
the database. This model requires minimal space, provides instantaneous
cloning, and is ideal for functional testing.

*  Full Clone: You can make a full copy of the database. This model is ideal
for load testing with significant data updates.

*  Shared Database (Schema as a Service): The database service is a
schema deployment on an existing database. It is assumed for purposes
of metering and chargeback that each of the consumers of the database
will use a different service while accessing the database. This service
model is also referred to as Schema as a Service.

As in laaS, users are allowed to perform a few administrative tasks such as
start/stop, backup, and recovery of databases. Chargeback reports are also
made available for Self Service users.

— Middleware as a Service (MWaaS): In this model, users submit requests for
middleware domains to be created. Applications can then be deployed into
these domains. MWaas is implemented through the following option:

*  Physical Provisioning Based: The MWaasS platform is built using
physical hosts and Fusion Middleware Provisioning.
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— Testing as a Service (TaaS): In this model, testing can be made faster and
simpler though the Cloud Testing Self Service Portal. The applications being
tested can be provisioned to the private cloud using assemblies or to an
existing Enterprise Manager target. The TestDrivers need to be provisioned
into the private cloud.

2.3.2 Oracle Cloud Anatomy

ORACLE

In the Oracle implementation, Clouds are composed of logical zones. Zones are
composed of logical pools and pools are composed of targets on hosts.

The pools in an laaS zone are collections of one or more Oracle VM servers and their
associated storage resources. The pools in DBaaS zones are collections of one or
more Oracle Database homes (used for database requests), or databases (used for
schema requests) of the same platform and version (for example, Oracle Database
11.2.0.3 RAC on Oracle Linux 6 x86-64), or Oracle Middleware homes of the same
platform and version (for example, Oracle Database 11.2.0.2 on Linux x86-64).

In either laaS or PaaS, Self Service users will request resources at the zone level from
a catalog of templates. Enterprise Manager will then determine which pool in the
chosen zone can be used to satisfy the request. The needed Enterprise Manager jobs
will be initiated on one or more hosts in the selected pool to create the entities required
to fulfill the request.

In an laaS Cloud, self-service users request that servers be created. These are
actually guest virtual machines, or Guest VMs. A single laaS request may result in one
or more virtual machines being created complete with database(s), middleware
software and deployed applications.

In the DBaasS view of a PaaS Cloud, a self-service user can request that new
databases or schemas in existing databases be created. Databases can be single
instance or RAC, depending upon the zones and catalog templates to which the user
has access. Similarly, in the MWaaS view of the PaaS Cloud, self-service users
request that middleware domains be created.

Figure Figure 2-2 shows the Cloud anatomy.
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Figure 2-2 Cloud Anatomy
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2.3.3 laaS Components

ORACLE"

The laaS Cloud model consists of the following components:

e Cloud: A Cloud is a set of storage pools, server pools and zones under the
programmatic control of a Cloud Controller and the administrative control of the
Cloud Administrator. The Cloud Administrator works with the Cost Center
Administrator who has paid for the cloud to determine a resource allocation and
charge back policy that meets their needs.

e Zone: A Cloud can consist of one of more zones. A zone is a logical grouping of
resources - for example, servers and storage entities - that facilitate self-service
provisioning and administration. A typical zone may consist of hundreds to
thousands of servers.

A zone can be an empty zone or consist of a set of server pools. The second case
may be simple to set up and will not require shared storage; however no HA and
live migration is permitted within this zone.
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Zones are non-overlapping, which means that a resource can only belong to one
zone. However, resources within a zone may be accessible from another zone.
For example, it is possible for a virtual machine in Zone 1 to interact with a virtual
machine in another zone.

Server Pool: A server pool is a set of tightly coupled group of servers (typically up
to 32 servers) that hosts a set of Guest VMs. The servers are assumed to be
largely homogeneous in capabilities and in connectivity. High Availability and Live
Migration is permitted within a server pool boundary. Each server pool needs to
have access to a shared storage subsystem (which could just be an NFS mount
point) to facilitate live migration. In addition, access to a clustered file system may
be required to maintain the HA heartbeat file.

Storage Entity: A storage entity is an individual file system or block store. Each
storage entity is served by a storage pool. Some entities are free standing and will
exist until they are deleted. Other storage entities that are associated with one or
more Guest VMs are deleted when those VMs are retired.

Storage Pool: A storage pool is an abstract storage system that hosts a set of
storage entities. A storage pool is generally implemented using a set of storage
devices such as disks, SSDs, and storage servers.

2.3.4 DBaaS and MWaaS Components

The DBaaS and MWaas$ Cloud structures consist of the following:

ORACLE

PaaS Infrastructure Zone: A Paas infrastructure zone is a group of hosts. Each
resource in a zone represents a location at which a service instance is to be
deployed.

Before you enable or setup DBaaS or MWaas, you must create a PaaS
Infrastructure Zone which allows you to define the placement policy constraints for
a specified set of targets and the users to whom this zone will be available.

Software Pool: A software pool is a set of homogeneous resources. You can
create software pools for DBaaS and MWaasS. A Database Pool, which is created
in DBaas, is a collection of database homes, databases, or container databases
depending on the type of cloud service model selected. You can create a
Middleware Pool, used for MWaas, which is a collection of hosts.

A software pool has the following constraints:
— Atarget can belong to only one software pool.

— The name of the software pool and the version cannot be modified after it has
been created.

— All targets in a software pool must be homogeneous.

— A service template can use multiple zones but only one software pool within
each zone.

Database Provisioning Profile: A database provisioning profile is an entity that
captures source database information for provisioning. A profile can represent a
complete database or a set of related schemas that form an application.

Middleware Provisioning Profile: A middleware provisioning profile is used to
standardize deployments and help reduce errors when deployment procedures are
configured.
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* Service Template: A service template is a standardized service definition that is
offered to self service users to create databases, schemas, or middleware
services.

2.3.5 TaaS Components

The Taa$S solution is based on the laaS platform. Before you set up TaaS, ensure that
you have set up Enterprise Manager, and the laaS components. To use TaaS with the
Oracle Load Testing TestDriver, you must download this though the Enterprise
Manager self-update.

2.4 Accessing Oracle Cloud Features

Access to the Oracle Cloud features is either through the standard Enterprise Manager
console, or the Self Service Portal, which is also part of Enterprise Manager.

Access to the rest of the Enterprise Manager functionality is restricted. This allows
enterprises to safely implement Clouds without worrying about exposing the entire
infrastructure to the end users.

2.4.1 Enterprise Manager Cloud Control Console

Administrators will use the Enterprise Manager Cloud Control console to set up,
monitor, and manage Cloud services. Each service is managed using a page specific
to that service. For example, laaS, DBaaS, MWaas$, and TaaS all have their own
pages that can be accessed directly from the Cloud Summary page or from the
Enterprise Manager menu.

The Enterprise Manager Cloud Summary page is a single pane that contains the
summary of all Cloud services. Enterprise Manager enables a layer of abstraction that
hides the underlying complexities of the application from the end-user. This abstraction
is delivered via a self-service interface, both in Graphical User Interface (GUI) and
Application Programming User Interface (API).

2.4.2 Self Service Portal

To directly manage the Cloud infrastructure, Enterprise Manager provides an out-of-
the-box Self Service Portal that allows self-service users to access Cloud services
(provisioning applications) without IT intervention. It provides several pre-packaged
virtual assemblies and templates for on-demand provisioning, tracks usage of services
and resources, and allows data to be used for Chargeback reports and capacity
planning.

The Self Service Portal is the Home Page for the self service user. Users who have
the necessary privileges can navigate between Services pages by clicking the
appropriate radio button. How you use the Portal will vary depending on the type of
service you are managing.
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Setting Up and Enabling Cloud

This section provides an introduction to virtualization concepts and describes how to
start managing virtualization targets in Enterprise Manager.

It contains the following sections:

*  Setting Up the Cloud Management Infrastructure
* How to Enable Cloud
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Setting Up the Cloud Management
Infrastructure

This chapter describes the initial setup needed before you can begin using the
Enterprise Manager Cloud Management solution.
The chapter includes the following sections:

e Setting Up Self Update

»  Deploying the Required Plug-ins

» Defining Roles and Assigning Users

e Configuring LDAP Authentication

e Configuring Privilege Delegation Settings

e Customizing the Self Service Login Page

# Note:

From the Enterprise Manager 12.1.0.4 release, the Software Library is
configured during the installation of Enterprise Manager. It need not to be
separately configured.

3.1 Setting Up Self Update

The Self Update feature allows you to expand Enterprise Manager's capabilities by
updating Enterprise Manager components whenever new and updated features
become available between official releases. Oracle makes functional updates available
between releases by publishing them to the Enterprise Manager Store, an external site
that is periodically checked by Enterprise Manager to obtain information about
available updates.

The updatable entities for the Oracle Cloud platform include:

e Cloud Plug-ins. See Deploying the Required Plug-ins

e Oracle VM Templates and Assemblies. See Using Self Update to Download
Oracle VM Templates and Virtual Assemblies.

- Database Provisioning Profiles. See Creating a Container Database Provisioning
Profile Using Database Template.

* Middleware Provisioning Profiles. See Creating Provisioning Profiles.

Before you can use the Self Update feature, you must satisfy these prerequisites:

e If you are applying an update in online mode, ensure that the My Oracle Support
credentials have been set up using the SYSMAN user. This is required to enable
entities to be downloaded from the My Oracle Support site.
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The Software Library (also known as the local store) has been configured.
Updates are downloaded to this local store before being deployed into Enterprise
Manager.

Review the following sections for instructions on setting up Self Update:

Setting Up Enterprise Manager Self Update Mode
Assigning Self Update Privileges to Users
Setting Up the EM CLI Utility (Optional)

3.1.1 Setting Up Enterprise Manager Self Update Mode

In order to set up or modify the Enterprise Manager Self Update feature, you must
have Enterprise Manager Super Administrator privileges.

1.

Log in to Enterprise Manager as an administrator with Super Administrator
privileges.

From the Setup menu, select Extensibility, then select Self Update. The Self
Update console appears with the default setup displayed.

From the General status area, click the Connection Mode status to set either
offline or online mode. Enterprise Manager takes you to the Patching Setup page
to specify online and offline settings.

Once the desired connection mode has been selected, return to the Self Update
console.

From here you can select entity types and schedule updates from the Enterprise
Manager Update Store.

3.1.2 Assigning Self Update Privileges to Users

Enterprise Manager administrators must have the requisite privileges to use the Self
Update feature. The Enterprise Manager Super Administrator must assign the
following Self Update roles to these administrators:

ORACLE

VIEW_SELF_UPDATE: The user can view the Self Update console and can
monitor the status of download and apply jobs.

MANAGE_SELF_UPDATE: The user can schedule download and apply jobs.
User can also suppress/unsuppress updates. This privilege implicitly contains
VIEW_SELF_UPDATE.

EM_INFRASTRUCTURE_ADMIN: The user can perform all self update
operations. This privilege implicitly contains MANAGE_SELF_UPDATE.

By default, the Super Administrator will be granted EM_INFRASTRUCTURE_ADMIN
privilege.

To assign Self Update privileges to regular Enterprise Manager administrators:

1.
2.
3.

From the Setup menu, select Security, then select Administrators.
Select an administrator and click Edit.

From the Roles page, assign the appropriate Self Update roles.

3-2



Chapter 3
Deploying the Required Plug-ins

3.1.3 Setting Up the EM CLI Utility (Optional)

If you plan to apply software updates in offline mode, you will need to use the
Enterprise Manager Command Line Utility, or EM CLI, to import entity archives for
deployment to Enterprise Manager.

A page is provided in the Enterprise Manager Cloud Control console with instructions
on setting up EMCLI. Access the page by appending / consol e/ entl i / downl oad to the
URL used to access the Cloud Control console:

https://enmcc_host: encc_port/em
For example:

https://enmcc_host: encc_port/en consol e/ entli/downl oad

3.2 Deploying the Required Plug-ins

ORACLE

Much of the functionality available in Enterprise Manager Cloud Control is made
available through plug-ins. As its name implies, a plug-in is a component or module
that can be plugged into an existing Enterprise Manager installation to extend its
management and monitoring capabilities.

The features that collectively comprise the Oracle Cloud Management solution are
provided via several plug-ins which must be deployed to your Oracle Management
Service (OMS). The plug-ins that must be deployed to enable each Cloud model are
listed below.

You can deploy the plug-ins needed to enable Cloud in two ways:

* If you have not yet installed Enterprise Manager Cloud Control, or have not yet
upgraded to the latest Enterprise Manager release, you can deploy the plug-ins as
part of the installation or upgrade process. You will select the Advanced Install
mode and in the Select Plug-ins screen, select the plug-ins that you wish to install.

* If you already have Enterprise Manager Cloud Control 12c¢ installed, you must
download the needed plug-ins to the Software Library. You can then deploy the
plug-ins to your Oracle Management Service (OMS).

See the Enterprise Manager Cloud Control Administrator's Guide for instructions
on downloading and deploying the plugins.
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# Note:

e The default plugins are:
- Enterprise Manager for Oracle Database
- Enterprise Manager for Oracle Fusion Middleware
- Enterprise Manager for Oracle Cloud Framework

e The Enterprise Manager for Oracle Consolidation Planning and
Chargeback plugin is an optional plugin for all service families and is
required only you are using the chargeback features.

e For a complete list of all cloud plug-ins along with the version numbers,
see Supported Plug-ins. You must check for any plug-ins updates that
are available and ensure that the latest version has been downloaded.

Plug-ins Required to Enable Infrastructure as a Service (laaS)

Enterprise Manager for Oracle Cloud (listed as Oracle Cloud Application in Self
Update)

Enterprise Manager for Oracle Virtualization (listed as Oracle Virtualization in Self
Update)

Enterprise Manager for Oracle Virtualization Infrastructure (listed as Oracle Virtual
Infrastructure in Self Update)

Enterprise Manager for Oracle Cloud Framework (listed as Oracle Cloud
Framework in Self Update)

Enterprise Manager for Oracle Consolidation Planning and Chargeback (listed as
Oracle Consolidation Planning and Chargeback in Self Update)

Plug-ins Required to Enable Database as a Service (DBaaS)
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Enterprise Manager for Oracle Cloud (listed as Oracle Cloud Application in Self
Update)

Enterprise Manager for Oracle Virtualization (listed as Oracle Virtualization in Self
Update)

Enterprise Manager for Oracle Consolidation Planning and Chargeback (listed as
Oracle Consolidation Planning and Chargeback in Self Update)

Enterprise Manager for Oracle Database (listed as Oracle Database in Self
Update)

Enterprise Manager for Storage Management (listed as Oracle Storage
Management Framework in Self Update)

Enterprise Manager for Oracle Cloud Framework (listed as Oracle Cloud
Framework in Self Update)
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# Note:

When you are upgrading to the latest plugin versions, you must upgrade
them in the following sequence:

Enterprise Manager for Oracle Cloud Framework
Enterprise Manager for Oracle Database

Enterprise Manager for Oracle Fusion Middleware (Mandatory even if
not performing any Fusion Middleware or Middleware as a Service
operations).

Enterprise Manager for Oracle Virtualization

Enterprise Manager for Oracle Cloud (This plugin cannot be upgraded
unless the Enterprise Manager for Oracle Fusion Middleware plugin has
been upgraded).

Enterprise Manager for Storage Management

Plug-ins Required to Enable Middleware as a Service (MWaaS)

» Enterprise Manager for Oracle Consolidation Planning and Chargeback (listed as
Oracle Consolidation Planning and Chargeback in Self Update)

» Enterprise Manager for Oracle Fusion Middleware (listed as Oracle Fusion
Middleware in Self Update)

»  Enterprise Manager for Oracle Cloud Framework (listed as Oracle Cloud
Framework in Self Update)

» Enterprise Manager for Oracle Virtualization (listed as Oracle Virtualization in Self
Update)

" Note:

The Enterprise Manager for Cloud and the Enterprise Manager for
Oracle Virtualization plugins are not required if you are using Middleware
as a Service for the first time. The features that are part of these plugins
have now been bundled with the Enterprise Manager for Oracle Fusion
Middleware 12.1.0.7 plugin onwards.

If you have already deployed the Enterprise Manager for Cloud plugin
(12.1.0.8 or earlier), you must upgrade the following plugins to use the
new features in this release:

- Enterprise Manager for Oracle Cloud to 12.1.0.10
- Enterprise Manager for Oracle Cloud Framework to 12.1.0.3
- Enterprise Manager for Oracle Virtualization to 12.1.0.8

- Enterprise Manager for Oracle Fusion Middleware to 12.1.0.8

Plug-ins Required to Enable Testing as a Service (TaaS)

ORACLE
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Enterprise Manager for Oracle Cloud (listed as Oracle Cloud Application in Self
Update)

Enterprise Manager for Oracle Virtualization (listed as Oracle Virtualization in Self
Update)

Enterprise Manager for Oracle Consolidation Planning and Chargeback (listed as
Oracle Consolidation Planning and Chargeback in Self Update)

Enterprise Manager for Oracle Cloud Framework (listed as Oracle Cloud
Framework in Self Update)

Plug-ins Required for Direct Monitoring of Xen Based Systems

Enterprise Manager for Oracle Virtualization Infrastructure (listed as Oracle Virtual
Infrastructure in Self Update)

3.3 Defining Roles and Assigning Users

Roles are named groups of related system and object privileges. You can create roles
and then assign them to users and to other roles. You can assign any of the existing
roles to a new role and the associated privileges. Enterprise Manager contains four
out-of-the-box roles for the Cloud Self Service Portal, namely:

ORACLE

EM CLOUD ADM NI STRATCR: Users with this role can set up and manage the cloud
infrastructure. This role is responsible for deploying the cloud infrastructure
(servers, zones, storage, and networks) and infrastructure cloud operations for
performance and configuration management. This user has the following
privileges:

— Access to all services and service families.
— Privileges to manage any service or service family.
— Privileges to view any target.

EM SSA_ADM NI STRATCR: Users with this role can define quotas and constraints for
the self service users and grant them access privileges. Users with this role also
have provisioning and patching designer privileges that allow them to create and
save deployment procedures, create and view patch plans, and support the plug-in
lifecycle on the Management Agent. These privileges are required for initial setup
and on going maintenance of the infrastructure. This user has the following
privileges:

— Access to all services and service families.
— Privileges to manage any service or service family.
— Privileges to view any target.

Apart from this default role, you can create custom self service administrator roles
with access to specific service families and specific services.

EM SSA ADM NI STRATCR BASE: Users with this role do not have access to any services
or service family. This user has View Any Target privilege only.

EM SSA_USER: Users with this role, by default, can only access the Self Service
Portal and all the service families. An administrator with the EM SSA_ADM NI STRATOR
role can provide additional privileges that allow users with the EM SSA_USER role to
access other features in Enterprise Manager.
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*  EM SSA USER BASE: Users with this role can access the Self Service Portal but will
not have access to any service family. Access to a specific service family (DBaas,
MWaas, and so on) needs to be explicitly granted to the users with this role. This
user has the following privileges:

— Can submit service requests.

— Can view Paas Infrastructure Zone targets.

The table below lists the roles associated with each user.

User Profile EM_CLOUD_ADM | EM_SSA_ADMINI |EM_SSA_USER |EM_SSA_USE
INISTRATOR STRATOR R_BASE
Minimum roles [+ EM CLOUD ADM |+ EM SSA ADM NI | EM SSA USER EM SSA USER BA
required to NI STRATOR STRATOR EM SSA USER BA SE
create auser |. PpPUBLIC e PUBLIC SE B
. EMUSER . EMUSER
Roles to be NONE NONE . PUBLI C NONE
removed when o EMUSER
creating a user
NONE Additional roles may be added as NONE NONE
required

The Oracle Cloud Self Service Portal is intended for end-users to be able to provision
and manage their own cloud services. Since the functions performed by users with the
EM CLOUD_ADM NI STRATCR and EM SSA_ADM NI STRATCR roles are consistent across
Enterprise Manager, these out-of-box roles can be used as they are. All you need to
create users with the EM CLOUD _ADM NI STRATOR and EM SSA ADM NI STRATCR roles.

If you want to restrict access to certain service families and specific service types, you
can create custom self service administrator roles based on the out-of-the-box
EM SSA ADM NI STRATCR role.

But the EM SSA USER and EM SSA USER BASE roles are used for quota assignment, and to
limit access to PaasS Infrastructure zones, and service templates. In this case, the pre-
defined role cannot be used as it is defined. You must create custom self service user
roles based on the standard EM SSA_ROLE and EM SSA USER BASE roles as described in
Creating Custom Roles for Self Service Application Administrators and Users. After
creating a custom role, you must assign users to this role.

For example, in a DBaa$S Cloud setup, you may want to create the following users:

e CLOUD_ADM N: This user will have the EM CLOUD ADM NI STRATOR role and is responsible
for network, system, storage, and administration activities.

e SSA ADM N _DBAAS: This user will have the EM SSA ADM NI STRATCR role but will have
access only to the Database Service Family. Users with this role will be
responsible for all database administration activities. You can further restrict
access by granting access to only to a certain service type within the Database
Service Family.

e SSA USER DBAAS: In this case, the default EM SSA USER role must be customized and
a custom role must be created. A user in this role is typically a junior database
administrator, developer, or tester.

*  SSA USER BASE DBAAS: In this case, you need to create a copy of the
EM SSA_USER BASE role and grant access to the Database Service Family to this
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role. You can then create the SSA USER BASE user who will have access the
Database Cloud Self Service Portal.

For more details on Users and Roles, see the Enterprise Manager Cloud Control
Security Guide.

3.3.1 Creating Custom Roles for Self Service Application
Administrators and Users

This section describes the following:

* Creating a Custom Role Based on the EM_SSA_ADMINISTRATOR Role
* Creating a Custom Role Based on the EM_SSA_USER Role
» Creating a Custom Role Based on the EM_SSA_USER_BASE Role

3.3.1.1 Creating a Custom Role Based on the EM_SSA_ADMINISTRATOR
Role

You can create a custom self service administrator role and grant access to the
Database Service Family. You can grant privileges to users with this role to access all
service types or specific service types and view or manage the services. To create a
custom role, follow these steps:

Log in to Enterprise Manager as a Super Administrator user.
From the Setup menu, select Security, then select Roles.
Click Create in the Roles page to launch the Create Role wizard.

Provide a name and description (SSA_ADM N_DBAAS) for the role and click Next.

g w b P

From the list of Available Roles, select the EM SSA ADM NI STRATCR role and move it
to the Selected Roles table. Click Next.

o

Accept the default target privileges and click Next.

7. Inthe Resource Privileges page, click the Edit icon for the Cloud Service Families.
In the Resource Privileges page, click Add and select DBAAS and click Continue to
return to the Manage Privileges page.

# Note:

If you want users with this role to view and manage all the DBaaS
service types, click the Manage Resource Privilege Grants icon and
select the following privileges:

*  View Service Family

* Manage Service Family

8. Click Continue to return to the Resource Privileges page. Click the Edit icon for
the Cloud Service Types. Click Add and select the database service type for
which the privileges should be granted. You can select one of the following:

- DB
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- PDB
e Schema

Click the Manage Resource Privilege Grants for the Cloud Service Types
resource type. Select the following privileges:

* Manage Service Type
* View Service Type
Click Continue to return to the Resource Privileges page.

Review the changes and click Finish to create the custom SSA user
(SSA_ADM N_DBAAS) role.

3.3.1.2 Creating a Custom Role Based on the EM_SSA_USER Role

Typically, you need to create new SSA User roles either for different functional groups
like developers, testers, production DBAs, or for different customer teams like the
Siebel DBA team, BRM DBA team, and operations team for hosting custom Java
applications, and so on. To create a custom SSA user role who has access only to the
Database Service Family and can submit requests, follow these steps:

g @© NP

o

10.
11.

Log in to Enterprise Manager as a Super Administrator user.

From the Setup menu, select Security, then select Roles.

Click Create in the Roles page to launch the Create Role wizard.

Provide a name and description (SSA_USER_DBAAS) for the role and click Next.

From the list of Available Roles, select the EM SSA USER role and move it to the
Selected Roles table. Click Next.

Accept the default target privileges and click Next.

In the Resource Privileges page, remove access to the following resource types
* Cloud Self Service Portal for JVM Diagnostics

*  Cloud Self Service Portal for Test

* Infrastructure Self Service Portal

Click the Manage Privilege Grants for the Cloud Service Families resource type.
In the Resource Type Privileges region, select the View Any Service Family
checkbox.

Click Add in the Resource Privileges region and select the DBAAS service family
and click Continue.

Skip the Create Role: Administrators step and click Next.

Review the changes and click Finish to create the custom SSA user
(SSA_USER_DBAAS) role.

3.3.1.3 Creating a Custom Role Based on the EM_SSA_USER_BASE Role

You may want to restrict some self service users from using all service families and
allow them to access only certain service types depending on their requirements. In
this case, you can create a custom role based on the EM SSA_USER_BASE role and grant
them access to only certain service types.

ORACLE

To create a custom SSA user role, follow these steps:
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Log in to Enterprise Manager as a Super Administrator user.

From the Setup menu, select Security, then select Roles.

Click Create in the Roles page to launch the Create Role wizard.

Provide a name and description (SSA_USER_BASE DBAAS) for the role and click Next.

From the list of Available Roles, select the EM SSA USER BASE role and move it to the
Selected Roles table. Click Next.

Select the default target privileges and click Next.

In the Resource Privileges page, click the Manage Privilege Grants icon for the
Cloud Requests resource type.

In the Resource Privileges page, deselect the Create Any Cloud Request
checkbox and click Continue.

Click the Manage Privilege Grants icon next to the Cloud Service Families and
Cloud Service Types resource types and select the service families and service
types for which you need access.

Skip the Create Role: Administrators step and click Next.

Review the changes and click Finish to create the custom SSA user
(SSA_USER_BASE_DBAAS) role. This user can only access the Database Cloud Self
Service Portal.

3.3.2 Creating a User and Assigning Roles

To create a user called SSA USER1L and grant the custom role created earlier
(SSA_USER_DBAAS), follow these steps:

1.

2
3
4,
5

ORACLE

Log in to Enterprise Manager as a Super Administrator user.

From the Setup menu, select Security, then select Administrators.

Click Create in the Administrators page to launch the Create Administrator wizard.
Enter the name and password for the user (SSA_USERL) and create Next.

From the list of Available Roles, select the SSA USER DBAAS role and move it to the
Selected Roles table. Remove the EM USER and PUBLI C roles from the Selected
Roles table. Click Next.

Accept the default target privileges and click Next.
Accept the default resource privileges and click Next.

Review all the changes and click Finish to create the SSA_USERL user.

Tip:

To create multiple users with the same role, select the newly created
user and click Create Like. This will create a new user that will have the
same properties as the source. You can then update the name,
description, and email address for the new user.
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# Note:

Repeat these steps to create other users. For users with the

EM CLOUD_ADM NI STRATOR and EM SSA ADM NI STRATCR roles, the EM USER and
PUBLI C roles must be retained as these users need access to additional
features.

3.3.3 Granting Roles and Privileges for Managing Storage Servers for
Snap Clone

To perform various storage server activities, you need to grant the following roles and
privileges:

*  Granting General Privileges
e Granting Target Privileges
e Granting Roles

*  Granting Privileges for Provisioning

3.3.3.1 Granting General Privileges

Table 3-1displays the general privileges you need to set before you register a storage
server.

Table 3-1 General Privileges for Storage Server Registration and Management
. _________________________________ |

Privilege Description Scope | Notion Included
Privilege
VI EW ANY_STORAGE | Ability to view any storage. | class VI EW nil
REG STER _STORAGE | Ability to register storage. class CREATE nil
VI EW STORAGE Ability to view storage object |VIEW nil
details.
MANAGE_STORAGE Ability to synchronize object |EDIT VI EW STORAGE
sto rage. CREATE_J o
MANAGE_ANY_STORA | Ability to manage any of the |object |EDIT VI EW ANY_STORAG
CE registered storage servers. E
CREATE_JOB
FULL_STORAGE Ability to modify or remove |object |FULL MANAGE_STORAGE
storage.

3.3.3.2 Granting Target Privileges

Table 3-2 displays the target privilege you need to set, for enabling or disabling Snap
Clone for a target.
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Table 3-2 Target Privilege for Enabling or Disabling Snap Clone

Target Scope |Notion |[Include In Included Applicable
Privilege Privilege Privilege Target Type
SNAP_CLONE_T |object | Manage | FULL_TARGET VI EW TARGET oracl e_dat abase
ARGET rac_dat abase

3.3.3.3 Granting Roles

Table 3-3 displays the roles you need to grant to be able to register a storage server
and perform various activities on the registered storage server.

Table 3-3 Roles for Registering and Managing the Storage Server
. ____________________________________________________ |

Role Description Security Privilege Granted To
Class Role
EM STORAGE_ADM NI STRATO| Role has privileges to STORAGE MANAGE_ANY_STORACGE EM ALL_ADM NI S
R register storage STORAGE REG STER STORAGE TRATCR
hardware for Snap -
Clone. TARGET VI EW ANY_TARGET
TARGET PERFORM OPERATI ON_ANY
NAMVED CREDE | WHERE
NTI ALS CREATE_CREDENTI AL
JOB CREATE_JOB
SW.IB_ENTI T | SW.I B_CREATE_ANY_ENTI
Y_NMoMT TY
SW.I B_VI EW ANY_ENTI TY
EM STORAGE OPERATCR Role has privileges to STORAGE MANAGE ANY STORAGE EM ALL_OPERATO
manage storage TARGET VI EW ANY_TARGET R
hardware for Snap -
Clone. TARGET PERFORM_OPERATI ON_ANY
JoB VHERE
SwI B Vi Ew | CREATE JGB
ANY ENTITY |SW.IB VI EWANY ENTI TY

3.3.3.4 Granting Privileges for Provisioning

You need the following privileges to be able to use the storage server for provisioning:

ORACLE

VI EW STORAGE on the storage server
GET_CREDENTI AL on the storage server
GET_CREDENTI AL on all the Management Agent credentials of the storage server

PERFORM CPERATI ON on the storage server Management Agent
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< Note:

Snap Clone supports Sun ZFS storage on HP-UX hosts only if the OS
version is B.11.31 or higher. If the OS version is lower than that, the Sun
Storage may not function properly thereby Snap Clone gives unexpected
results.

3.4 Configuring LDAP Authentication

Oracle Enterprise Manager provides tools and procedures to help you ensure that you
are managing your Oracle environment in a secure manner. Enterprise Manager's
authentication framework consists of pluggable authentication schemes that let you
use the type of authentication protocol best suited to your environment. The following
authentication schemes are available:

e Oracle Access Manager (OAM) SSO

* Repository-Based Authentication

* SSO-Based Authentication

*  Enterprise User Security Based Authentication

e Oracle Internet Directory (OID) Based Authentication
»  Microsoft Active Directory Based Authentication

Enterprise User Security (EUS) provides automatic authentication to users and roles
from the LDAP compliant directory server.

For more details on Enterprise User Security, see the Enterprise Manager Cloud
Control Security Guide.

3.5 Configuring Privilege Delegation Settings

Privilege delegation allows a logged-in user to perform an activity with the privileges of
another user. Sudo and PowerBroker are privilege delegation tools that allow a
logged-in user to be assigned these privileges. These privilege delegation settings will
be used for all provisioning and patching activities on these hosts.

For details on how to configure the privilege delegation settings, see the Enterprise
Manager Cloud Control Security Guide.

3.6 Customizing the Self Service Login Page

ORACLE

You can configure Enterprise Manager and provide specific access to SSA users. To
configure Enterprise Manager for SSA users, you must set some properties on the
OMS and copy the required images to a specified directory. This section describes the
following:

»  Configuring the Self Service Login Page
»  Switching Back to the Enterprise Manager Login Page

* Routing SSA Requests to a Specific OMS Pool
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3.6.1 Configuring the Self Service Login Page

To launch a separate SSA login page for all SSA users, you must do the following:

ORACLE

Set the following mandatory property on all OMSes:

$ORACLE_HOMVE/ bi n/ entt| set property -name oracle.sysman. ssa. | ogon. ssa_ons -
val ue true

If this property is not set to true, the standard Enterprise Manager login page is
displayed.

Set the following optional OMS properties.

$ORACLE_HOME/ bi n/ entt| set property -nanme
oracl e. sysman. ssa. | ogon. show_cl oud_provi der _brand -val ue true

If this property is not set to true, the default Oracle Enterprise Manager 12¢
logo is displayed.

$ORACLE_HOMVE/ bi n/ entt| set property -nane

oracl e. sysman. ssa. | ogon. show_cl oud_t enant _brand -val ue true

If this property is not set to true, the tenant logo is not displayed.

$ORACLE_HOMVE/ bi n/ entt| set property -nane
oracl e. sysman. ssa. | ogon. cl oud_provi der_alt_text -value "Cl oud Provider"

$ORACLE_HOME/ bi n/ enct| set property -name
oracl e. sysman. ssa. | ogon. cloud_tenant _alt_text -value "C oud Tenant"

These properties are optional and if not set, the default values for "Cloud
Provider”, and "Cloud Tenant" are displayed.

$ORACLE_HOVE/ bi n/ entt| set property -nane
oracl e. sysman. ssa. | ogon. show_di scl ai mer _text -value true

If this property is not set to true, the default Oracle copyright message is
displayed.

$ORACLE_HOVE/ bi n/ entt| set property -nane
oracl e. sysman. ssa. | ogon. di scl ai mer _text -value "Custoner specified
Di sclai mer text"

If this property is set to true, the specified disclaimer text is displayed instead
of the default Oracle copyright message.

$ORACLE_HOME/ bi n/ entt| set property -nane
oracl e. sysman. ssa. | ogon. show_em brandi ng_text -val ue true

If this property is not set to false, the "Powered by Oracle Enterprise Manager"
text will appear on the Self Service Login page.

Copy the following images to the $ORACLE_HOME/ sysnan/ confi g/ directory.

cl oud_provider_smal | _brand. png
cl oud_tenant _smal | _brand. png

If a single image is used, the maximum recommended size is 500 * 20 px. If 2
images are used, the maximum recommended size is 200 * 20 px per image.
After login, these images are displayed instead of the Oracle logo, if the OMS
properties or acl e. sysman. ssa. | ogon. show_cl oud_pr ovi der _brand and

oracl e. sysman. ssa. | ogon. show_cl oud_t enant _br and are set. If the OMS property
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oracl e. sysman. ssa. | ogon. show_cl oud_pr ovi der _br and is not set to true, along
with the tenant logo, the default Oracle logo appears.

— cloud_provider_|arge_brand. png
— cloud_tenant_| arge_brand. png

If a single image is used, then the maximum recommended size is 525 * 60
px. If 2 images are used, the maximum recommended size is 250 * 50 px per
image. These images are displayed on the login page, if the OMS properties
oracl e. sysman. ssa. | ogon. show_cl oud_provi der_brand and

oracl e. sysman. ssa. | ogon. show_cl oud_t enant _brand are set.

3.6.2 Switching Back to the Enterprise Manager Login Page

To revert to the default Enterprise Manager login page, set the following property:

$ORACLE_HOME/ bi n/ entt| set property -nane oracl e. sysman. ssa. | ogon. ssa_ons -val ue
fal se

3.6.3 Routing SSA Requests to a Specific OMS Pool

Oracle Management Service (OMS) is one of the core components of Enterprise
Manager Cloud Control that works with the Oracle Management Agents (Management
Agents) and plug-ins to discover targets, monitor and manage them, and store the
collected information in a repository for future reference and analysis.

When you install Enterprise Manager for the very first time, by default, one OMS is
installed along with one Management Agent. This default configuration is suitable for
small environments. In larger production environments with several SSA users, you
may need to install additional OMS instances to reduce the load on a single OMS and
improve the efficiency of the data flow. You can then configure the Server Load
Balancer (SLB) to redirect all SSA requests to a specific OMS pool. The other OMS
pools will then be available for administration usage. To learn more about setting up
multiple OMS instances and the SLB, see Adding Additional Oracle Management
Service section in the Enterprise Manager Cloud Control Basic Installation Guide.

To redirect SSA requests, you must specify the following SLB configuration:
https://<slb_host _name>:<slb_emport>/emredirecting to ons for em
https://<slb_host _name>:<slb_ssa_port>/emredirecting to ons for ssa

The SSA and non-SSA OMS pools are differentiated based on the port number. All
requests with a particular port number will be redirected to a specific OMS pool (SSA
OMS pool) and all the other requests will be redirected to the other pool.
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This chapter lists the tasks to be performed to enable your laaS or PaaS Cloud. It
contains the following sections:

*  Enterprise Manager Cloud Deployment Models
» Enabling Infrastructure as a Service (laaS)

* Enabling Platform as a Service (PaaS)

* Enabling Middleware as a Service (MWaaS)

* Enabling Testing as a Service (TaaS)

4.1 Enterprise Manager Cloud Deployment Models

Figure 4-1 shows the cloud deployment models supported by Enterprise Manager.

Figure 4-1 Cloud Deployment Models

Cloud Deployment Models

Infrastructura Platform Tasting
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| |
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Sparc Database Middlewars
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Hardware Solution E‘Egﬂr'a{eggg}!:m
MetApp, ZFSSA, Qs 8
t PP ) system and CloneDE)
I |
Restore From HﬁgﬁAﬁom
Full Backup
Image Copy

The sections below list the tasks that need to be performed to set up and use the
various cloud deployment models. Apart from these tasks, you must also ensure that
the correct plugins have been deployed. For more details on the plugins required, see
Supported Plug-ins.
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4.2 Enabling Infrastructure as a Service (laaS)

This section describes the tasks that need to be performed by users with the Super
Administrator, EM CLOUD_ADM NI STRATCR, EM SSA ADM NI STRATCR, and EM SSA_USER roles to

setup and use laaS.

4.2.1 Infrastructure as a Service (laaS): Super Administrator Tasks

This section lists the tasks that can be performed by the Super Administrator.

Table 4-1 Super Administrator User Tasks (laaS)

Cloud Service Model

Usecase

Infrastructure as a Service (laaS)

»  Defining Roles and Assigning Users

4.2.2 Infrastructure as a Service (laaS): Cloud Administrator Tasks

This section lists the tasks that can be performed for laaS by users with the

EM CLOUD_ADM NI STRATCR role.

Table 4-2 Cloud Administrator Tasks (laaS)

Cloud Service Model

Usecase

Infrastructure as a Service (laaS)

Registering the Oracle VM Manager
Synchronizing the Oracle VM Manager Targets
Discovering a Virtual Server

Rediscovering a Virtual Server

Setting Up Networks

Creating a Network Profile

Creating a Storage Repository

Presenting the Storage Repository

Importing Assemblies, Templates, and Virtual Disks into
the Storage Repository

Creating a Virtual Server Pool
Creating a Zone

Setting Up the Storage Quality of Service (QoS)
Patching the Oracle VM Server
Acknowledging OVM Events

About Cloud Policies

Viewing Cloud Policies

Viewing Policies for a Target
Defining a Performance Policy
Defining a Schedule-Based Policy
Activating and Deactivating Policies
Viewing Policy Groups

Creating DRS and DPM Policies

Chargeback

Overview of Chargeback
Setting Up Chargeback
Accessing Chargeback Information
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Table 4-2 (Cont.) Cloud Administrator Tasks (laaS)

|
Cloud Service Model Usecase

Consolidation »  Overview of Consolidation

4.2.3 Infrastructure as a Service (laaS): Self Service Administrator
Tasks

This section lists the tasks that need to be performed for laaS by users with the
EM SSA ADM NI STRATCR role.

Table 4-3 SSA Administrator Tasks (laaS)

]
Cloud Service Model Usecase

Infrastructure as a Service (laaS) e Setting Up the Self Service Portal
*  Viewing the Infrastructure Cloud Home Page
*  Viewing the OVM Manager Home Page
e Viewing and Managing Members
e Virtual Server Pool Home Page
e Managing Guest Virtual Machines
e Deploying Guest Virtual Machines
*  Viewing the Infrastructure Request Dashboard
*  Request Details Page

4.2.4 Infrastructure as a Service (laaS): Self Service User Tasks

This section lists the tasks that can be performed for laaS by users with the following
roles:

e EMSSA USER: Users with this role, by default, can only access the Self Service
Portal and all the service families.

e EM SSA USER BASE: Users with this role can access the Self Service Portal but will
not have access to any service family. Access to a specific laaS service family
must to be explicitly granted to the users with this role. See Creating a Custom
Role Based on the EM_SSA_ USER_BASE Role for details.

Table 4-4 SSA User Tasks (laaS)

Cloud Service Model Usecase
Infrastructure as a Service (laaS) e Using the Self Service Portal to Request Server
Resources

e Requesting Servers

4.3 Enabling Platform as a Service (PaaS)

This section describes the tasks that need to be performed by users with the Super
Administrator, EM CLOUD_ADM NI STRATCR, EM SSA_ADM NI STRATOR, and EM SSA_USER roles to
setup and use PaaS.
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4.3.1 Platform as a Service (PaaS): Super Administrator Tasks

This section lists the tasks that need to be performed for PaaS by users with the Super
Administrator role.

Table 4-5 Super Administrator User Tasks (PaaS)

]
Cloud Service Model Usecase

Platform as a Service (PaaS) »  Defining Roles and Assigning Users
. Database as a Service (DBaaS) »  Configuring Privilege Delegation Settings

. Middleware as a Service
(MWaasS)

4.3.2 Platform as a Service (PaaS): Cloud Administrator Tasks

This section lists the tasks that need to be performed for PaaS by users with the
EM CLOUD_ADM NI STRATCR role.

Table 4-6 Cloud Administrator Tasks (PaaS)

]
Cloud Service Model Usecase

Platform as a Service (PaaS) *  Adding Hosts
e Creating a PaaS Infrastructure Zone

4.3.3 Platform as a Service (PaaS): Storage Administrator Tasks

This section lists the tasks that need to be performed for PaaS by users with the
EM STORAGE_ADM NI STRATCR role.

Table 4-7 Storage Administrator Tasks (PaaS)

|
Cloud Service Model Usecase

Platform as a Service (PaaS) * Registering and Managing Storage Servers

4.3.4 Platform as a Service (PaaS): Self Service Administrator Tasks

This section lists the tasks that need to be performed for PaaS by users with the
EM SSA_ADM NI STRATOR role.
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Table 4-8 SSA Administrator Tasks (PaaS)

|
Cloud Service Model Usecase

Platform as a Service (PaaS) e Configuring Request Settings
e Creating the Resource Providers
e Setting Up Quotas
e Viewing the Cloud Home Page
e Viewing the List of Resource Providers
*  Viewing the List of Service Templates
*  Viewing the List of Service Instances
e Viewing the Cloud Request Dashboard
e Viewing All Cloud Requests
e Viewing the PaaS Infrastructure Zone Home Page

4.4 Enabling Middleware as a Service (MWaaS)

¢ Note:

Before you enable Middleware as a Service, you must have performed the
tasks listed in Enabling Platform as a Service (PaaS).

This section describes the tasks that need to be performed by users with the
EM CLOUD_ADM NI STRATOR, EM SSA ADM NI STRATCR, and EM SSA USER roles to setup and use
MWaas.

4.4.1 Middleware as a Service (MWaaS): Cloud Administrator Tasks

This section lists the tasks that need to be performed for MWaaS by users with the
EM CLOUD_ADM NI STRATCR role.

Table 4-9 Cloud Administrator Tasks (MWaaS)

Cloud Service Model Usecase
Middleware as a Service (MWaaS) e Getting Started with Middleware as a Service
* Uploading a Java EE Component to the Software
Library

4.4.2 Middleware as a Service (MWaaS): Self Service Administrator
Tasks

This section lists the tasks that need to be performed for MWaaS by users with the
EM SSA ADM NI STRATCR role.
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Table 4-10 SSA Administrator Tasks (MWaaS)

Cloud Service Model Usecase

Middleware as a Service (MWaaS) e Creating a Middleware Pool
e Configuring Request Settings
e Setting Up Quotas
e Creating a WebLogic Service Template
e Configuring Chargeback

4.4.3 Middleware as a Service (MWaaS): Self Service User Tasks

This section lists the tasks that need to be performed for MWaas$S by users with either
of the following roles:

« EM_SSA USER: Users with this role, by default, can only access the Self Service
Portal and all the service families.

« EM_SSA USER_BASE: Users with this role can access the Self Service Portal
but will not have access to any service family. Access the MWaasS service family
must to be explicitly granted to the users with this role. See Creating a Custom
Role Based on the EM_SSA_ USER_BASE Role for details.

Table 4-11 SSA User Tasks (MWaaS)

]
Cloud Service Model Usecase

Middleware as a Service (MWaaS) *  Using the MWaaS Self Service Portal
* Requesting a Middleware Service
e Middleware Service Home Page
e Application Home Page

* Uploading a Java EE Component to the Software
Library

4.5 Enabling Testing as a Service (TaaS)

This section describes the tasks that need to be performed by users with the
EM CLOUD_ADM NI STRATCR, EM SSA_ADM NI STRATOR, and EM SSA USER roles to setup and use
TaasS.

4.5.1 Testing as a Service (TaaS): Cloud Administrator Tasks

This section lists the tasks that need to be performed for TaaS by users with the
EM CLOUD_ADM NI STRATCR role.
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Table 4-12 Cloud Administrator Tasks (TaaS)

]
Cloud Service Model Usecase

Testing as a Service (TaaS) e Getting Started
*  Creating Test Administrators
*  Creating an Assembly Component
e Creating a Deployment Plan

4.5.2 Testing as a Service (TaaS): Self Service Administrator Tasks

This section lists the tasks that need to be performed for TaaS by users with the
EM SSA_ADM NI STRATOR.

Table 4-13 SSA Administrator Tasks (TaaS)

]
Cloud Service Model Usecase

Testing as a Service (TaaS) e Getting Started
e Creating Test Administrators
*  Creating an Assembly Component
e Creating a Deployment Plan

4.5.3 Testing as a Service (TaaS): Self Service User Tasks

This section lists the tasks that need to be performed for TaaS by users with either of
the following roles:

« EM_SSA USER: Users with this role, by default, can only access the Self Service
Portal and all the service families.

« EM_SSA USER_BASE: Users with this role can access the Self Service Portal
but will not have access to any service family. Access to a the TaaS service family
must to be explicitly granted to the users with this role. See Creating a Custom
Role Based on the EM_SSA USER_BASE Role for details.

Table 4-14 SSA User Tasks (TaaS)

|
Cloud Service Model Usecase

Testing as a Service (TaaS) Using the Testing as a Service Portal
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Setting Up and Using Infrastructure as a
Service

This section describes how to set up infrastructure as a service, manage virtualization
targets, deploy guest virtual machines, set up, and use the self service application.

It contains the following chapters:

e Setting Up Cloud for laaS

* Defining and Managing Cloud Policies
e Setting Up the laaS Self Service Portal
e Using the laaS Self Service Portal

e Administering and Monitoring an laaS Cloud
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Setting Up Cloud for laaS

This chapter describes the server, storage and networking infrastructure that needs to
be defined for providing Infrastructure as a Service (IaaS) cloud using the Oracle VM
technology.

It contains the following sections:

Getting Started

Cloud Infrastructure Privileges

Registering the Oracle VM Manager

Synchronizing the Oracle VM Manager Targets

Discovering a Virtual Server

Rediscovering a Virtual Server

Setting Up Networks

Creating a Network Profile

Registering Storage Servers

Creating a Storage Repository

Presenting the Storage Repository

Using Self Update to Download Oracle VM Templates and Virtual Assemblies
Importing Assemblies, Templates, and Virtual Disks into the Storage Repository
Creating a Virtual Server Pool

Creating a Zone

Setting Up the Storage Quality of Service (QoS)

Patching the Oracle VM Server

Acknowledging OVM Events

Managing the NTP Configuration

Importing Virtual Machines

Acknowledging the Repository Events

5.1 Getting Started

This section helps you get started with this chapter by providing an overview of the
steps involved in setting up the virtualization infrastructure. Consider this section to be
a documentation map to understand the sequence of actions you must perform to

ORACLE

successfully set up virtualized systems.
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< Note:

Click here to view a visual demonstration on how to discover OVM servers
into the Cloud, configure storage for the Cloud, configure networking, and
create server pools and Cloud zones using Oracle Enterprise Manager Cloud
Control 12c.

Before you start monitoring and managing virtualization targets, you must register
the Oracle VM Manager with Oracle Enterprise Manager. See Registering the
Oracle VM Manager for details.

You can then discover one or more Oracle VM Server targets. See Discovering a
Virtual Server for details.

Set up the storage infrastructure for the cloud. See Registering Storage Servers
for details.

Configure networks and VLAN Groups. See Setting Up Networks for details.

If you are using Oracle VM Manager 3.3, you must configure the VLAN Interface.
See Creating a VLAN Interface for Oracle VM Manager 3.3

Create a virtual server pool. See Creating a Virtual Server Pool for detalils.

Create a zone by grouping one or more server pools. See Creating a Zone for
details.

Figure 5-1 shows the sequence of steps involved in setting up the virtualization
infrastructure.

Figure 5-1 Setting Up the Cloud Infrastructure
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5.2 Cloud Infrastructure Privileges

This section lists the actions that can be performed on various targets in the
Infrastructure Cloud Home page when you:

ORACLE

Right click on a target in the left panel.

Select a target on the Members region on the parent target home page and then
select the Action menu.

Select the Target menu of the corresponding Target Home page.
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Table 5-1 Infrastructure Cloud

Action Label | Multi-select / Single Required Privileges Required
Select Target State
Register OVM | Single Add any Target
Manager
Setup Single View on Infrastructure Cloud
Members Single Operator on Infrastructure Cloud

Table 5-2 OVM Manager

Action Label Multi-select / Required Privileges Required
Single Select Target State

Members Single View On OVM Manager

Edit Single Operator on OVM Manager

Synchronize Single Full on OVM Manager

Deregister Single Full on OVM Manager and all its
sub targets

Create Zone Single Operator on OVM Manager and
Add any Target

Create Virtual Single Operator on OVM Manager and

Server Pool Add any Target

Discover Virtual Single Operator on OVM Manager and

Server Add any Target

Manage Unowned Single Operator on OVM Manager

Virtual Servers

Manage Network Single Operator on OVM Manager

Manage Storage Single Operator on OVM Manager

Manage Storage Single Operator on OVM Manager

Repository

Manage Yum Single Full on OVM Manager

Repository

Manage NTP Single Full on OVM Manager

Configuration

Table 5-3 Zone
]

Action Label Multi-select / Required Privileges Required
Single Select Target State

Members Single View On Zone

Edit Single Operator on Zone

Delete Single Full on Zone

Delete only from Single Full on Zone

Enterprise Manager
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Table 5-3 (Cont.) Zone
- |

Action Label Multi-select / Required Privileges Required
Single Select Target State

Deploy Assembly Single Operator on Zone and Add any
Target

Deploy Template Single Operator on Zone and Add any
Target

Deploy ISO Single Operator on Zone and Add any
Target

Deploy PXE Single Operator on Zone and Add any
Target

Import Virtual Single Operator on Zone and Add any

Machine Target

Table 5-4 Virtual Server Pool
]

Action Label Multi-select / Required Privileges Required
Single Select Target State

Members Single View On Virtual Server Pool

Edit Single Operator on Virtual Server Pool

Delete Single Full on Virtual Server Pool

Delete only from Single Full on Virtual Server Pool

Enterprise Manager

Manage DRS / DPM | Single Operator on Virtual Server Pool

Policies

Deploy Assembly Single Operator on Virtual Server Pool
and Add any Target

Deploy Template Single Operator on Virtual Server Pool
and Add any Target

Deploy ISO Single Operator on Virtual Server Pool
and Add any Target

Deploy PXE Single Operator on Virtual Server Pool
and Add any Target

Import Virtual Single Operator on Zone and Add any

Machine Target

Table 5-5 Virtual Server
- |

Action Label Multi-select / Required Privileges Required
Single Select Target State

Edit Single Up Operator on Virtual Server

Deregister Single Full on Virtual Server

Delete only from Single Full on Virtual Server

Enterprise Manager

Start Maintenance Multiple Up Operator on Virtual Server
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Table 5-5 (Cont.) Virtual Server
- |
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Select:Single

Action Label Multi-select / Required Privileges Required
Single Select Target State

Stop Maintenance Multiple Blackout Operator on Virtual Server

Upgrade Multiple Full on Virtual Server

Start Multiple Down Operator on Virtual Server

Stop Multiple Up Operator on Virtual Server

Restart Multiple Up Operator on Virtual Server

Rediscover Virtual Single Full on Virtual Server

Server

Deploy Assembly Single Operator on Virtual Server and
Add any Target

Deploy Template Single Operator on Virtual Server and
Add any Target

Deploy ISO Single Operator on Virtual Server and
Add any Target

Deploy PXE Single Operator on Virtual Server and
Add any Target

Import Virtual Single Operator on Zone and Add any

Machine Target

Members Multi-select / Single View on Virtual Server

Table 5-6 Guest VM
- |

Action Label Multi-select / Required Privileges Required
Single Select Target State
Edit Single Operator on Guest VM
Delete Multiple Down, Metric | Full on Guest VM
Error
Delete only from Multiple Full on Guest VM
Enterprise Manager
Migrate Multiple Up, Down Operator on Guest VM
Move Single Down Operator on Guest VM
Clone Single Up, Down Operator on Guest VM
Save as Template Single Down Operator on Guest VM
Start Multiple Down Operator on Guest VM
Stop Multiple Up Operator on Guest VM
Restart Multiple Up Operator on Guest VM
Kill Multiple Up Operator on Guest VM
Stop and Start Multiple Up Operator on Guest VM
Suspend Multiple Up Operator on Guest VM
Resume Multiple Operator on Guest VM
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Table 5-6 (Cont.) Guest VM
- |

Action Label Multi-select / Required Privileges Required
Single Select Target State

Launch VNC Single Operator on Guest VM

Console

Table 5-7 Assembly
- |

Action Multi- Requir | Privileges Required
Label select / ed

Single Target

Select State
Start Single Operator on Assembly
Stop Single Operator on Assembly
Delete Single Operator on Assembly
Scale Up Single Operator on Assembly
Scale Single Operator on Assembly
Down
Add Nodes | Single Operator on Assembly

Table 5-8 Tier

Action Label Multi-select / Required Privileges Required
Single Select Target State

Start Single Operator on Tier

Stop Single Operator on Tier

Scale Up Single Operator on Tier

Scale Down Single Operator on Tier

5.3 Registering the Oracle VM Manager

The Oracle VM Manager provides the user interface that allows you to create and
manage zones, virtual server pools, virtual servers, and guest virtual machines. Before
you use the Oracle VM Manager to manage virtualization targets in Enterprise
Manager, you must register an existing installation of the Oracle VM Manager.
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# Note:

e The Oracle VM Manager that you register with Enterprise Manager must
be at least version 3.0.2 or higher.

e The Oracle VM Manager must be associated with only one Enterprise
Manager installation.

* As a best practice, it is recommended that the Management Agent and
the Oracle VM Manager are present on the same physical machine.

e If you are registering Oracle VM Manager 3.3 or later, you must ensure
that the Enterprise Manager for Oracle Virtualization (Oracle
Virtualization) plugin 13.1.1.0 or a later version has been deployed on
the Oracle Management Service and the Management Agent.

Prerequisites

If you are registering Oracle VM Manager 3.1.1 through 3.3, before you update the
Oracle VM Manager URL, you must have configured tcps as described in
Configure Secure TCP (TCPS) for Oracle VM Manager (Doc ID 1456338.1).

You must have imported the Oracle VM Manager certificate to the Agent keystore
by following these steps:

— Login as a root user and export the OVM Manager certificate <JAVA_ HOVE>/ bi n/
keytool -keystore <OVM MANAGER HOME>/ ovmrCor eTcps. ks -exportcert -alias
ovim -file <file_loc_for_certificate>

— Login as an EM Agent install user and import the OVM Manager certificate
<AGENT _| NSTANCE_HOVE>/ bi n/ entt| secure add_trust cert _to_jks -
trust_certs_loc <file_loc_for_certificate> -alias <alias_nane>

If the certificate is being imported for multiple Oracle VM Managers, you can
specify multiple alias names.

If you are registering Oracle VM Manager 3.3, in addition to importing the Oracle
VM Manager certificate, you must export the Oracle VM Manager WebLogic
certificate and import the certificate to the Agent Keystore. See Importing the
Oracle VM Manager WebLogic Certificate for details.

To register the Oracle VM Manager, follow these steps:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

From the Infrastructure Cloud menu, select Register OVM Manager. The Add
Oracle VM Manager page appears.

Enter the target name for the Oracle VM Manager instance to be registered.

Select the Management Agent to monitor and manage the Oracle VM Manager
instance to be registered. It is recommended that the Management Agent (with
Enterprise Manager for Oracle Virtualization plug-in (listed as Oracle Virtualization
in Self Update) is present on the same machine where the Oracle VM Manager
instance is running.
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Enter the Oracle VM Manager URL. Refer to Note 1456338.1 (Configure Secure
TCP (TCPS) for Oracle VM Manager) for details on configuring Oracle VM
Manager for tcps access. The URL must be in one of the following formats:

- tcp://1ocal host:<port>. Exanple: tcp://local host: 54321 (If the Oracle VM
Manager version is 3.1.1 or greater, you can specify only the tcps URL.)

-tcps://<host name: <port>. Exanple: tcps://server.domain: 54322

Enter the Oracle VM Manager's Console URL. This is the URL to enable the VNC
Console for the Guest VMs. For example, ht t ps: // ovnmgr . exanpl e. com 7002/ ovi
consol e

The URL must be in the following format:

https://<host name>: <port >

¢ Note:

If you are registering Oracle VM Manager 3.3, this URL is used to
connect to the Oracle VM Manager.

By default, data from Oracle VM Manager is automatically synchronized with
Enterprise Manager at fixed intervals of time. If you do not wish to enable this
option, you must disable the Automatic Synchronization checkbox and manually
synchronize the data. For more details on the automatic and manual
synchronization options, see Synchronizing the Oracle VM Manager Targets for
details.

Enter the administrator user name and password to connect to the Oracle VM
Manager URL provided in Step C. If you want to use separate credentials for
managing Oracle VM Manager, check the Use Administration Credentials check
box. If these credentials are not specified, the monitoring credentials are used by
default.

Click Submit to register the Oracle VM Manager. You can now use the Oracle VM
Manager to monitor and manage the virtualization targets in Enterprise Manager.

Registering Oracle VM Manager 3.4.X

Prerequisites

You must export the Oracle VM Manager WebLogic certificate and import the
certificate to the Agent Keystore. See Importing the Oracle VM Manager WebLogic
Certificate for details.

To register Oracle VM Manager 3.4.x, follow these steps:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

From the Infrastructure Cloud menu, select Register OVM Manager. The Add
Oracle VM Manager page appears.

Enter the target name for the Oracle VM Manager instance to be registered.

Select the Management Agent to monitor and manage the Oracle VM Manager
instance to be registered. It is recommended that the Management Agent (with
Enterprise Manager for Oracle Virtualization plug-in (listed as Oracle Virtualization
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in Self Update) is present on the same machine where the Oracle VM Manager
instance is running.

5. Enter the Oracle VM Manager URL.
The URL must be in one of the following formats:
- tcp://1ocal host:<port>. Exanple: tcp://local host: 54321

- tcps: // <host nane: <port > (As tcps specification is not required for Oracle VM
Manager 3.4.x, enter a dummy URL such as tcps:// here.)

Enter the Oracle VM Manager's Console URL. This is the URL to enable the VNC
Console for the Guest VMs. For example, htt ps://ovimgr . exanpl e. com 7002/ ovii
consol e

The URL must be in the following format:
https://<host nane>: <port >

6. By default, data from Oracle VM Manager is automatically synchronized with
Enterprise Manager at fixed intervals of time. If you do not wish to enable this
option, you must disable the Automatic Synchronization checkbox and manually
synchronize the data. For more details on the automatic and manual
synchronization options, see Synchronizing the Oracle VM Manager Targets for
details.

7. Enter the administrator user name and password to connect to the Oracle VM
Manager URL provided in Step C. If you want to use separate credentials for
managing Oracle VM Manager, check the Use Administration Credentials check
box. If these credentials are not specified, the monitoring credentials are used by
default.

8. Click Submit to register the Oracle VM Manager. You can now use the Oracle VM
Manager to monitor and manage the virtualization targets in Enterprise Manager.

5.3.1 Port Requirements for Oracle VM Manager Setup

The ports required for the Web browser connection to Oracle VM Manager are 7002
and 15901. TCP 7002 is used by the Oracle VM Servers to connect to Oracle VM
Manager. Oracle VM Manager, in turn, connects to the Oracle VM Servers through
port 8899 for Oracle VM Agent communication, and port 6900 and up for secure VNC
tunneling to virtual machines (one port per VM). Ports 7900 and up are used to allow
Oracle VM Manager to open secure serial console tunnels to virtual machines (one
port per VM) on the Oracle VM Servers. The Oracle VM Command Line Interface
connects to Oracle VM Manager on port 10000. TCP ports 54321 and 54322 must be
enabled for remote API access to the Oracle VM Manager core. Follow the guidelines
of in the diagram below:
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Figure 5-2 Oracle VM Manager Firewall Configuration
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5.3.2 Updating the Oracle VM Manager URL

If you had Oracle VM Manager 3.0.x registered with Enterprise Manager previously
and had upgraded it to higher versions 3.1.x or 3.2.1, you must update the Oracle VM
Manager URL.

If you are upgrading to version 3.3, you must also import the WebLogic certificate. See
Importing the Oracle VM Manager WebLogic Certificate for details.

Prerequisites

- Before you update the Oracle VM Manager URL, you must have configured tcps
as described in Note 1490283.1.

* You must have imported the Oracle VM Manager certificate to the Agent keystore
by following these steps:

— Login as a root user and export the OVM Manager certificate <JAVA_ HOVE>/ bi n/
keyt ool -keystore <OVM MANAGER HOME>/ ovnmCor eTcps. ks -exportcert -alias
ovmm -file <file_loc_for_certificate>

— Login as an EM Agent user and import the OVM Manager certificate
<AGENT_I NSTANCE_HOVE>/ bi n/ entt| secure add_trust_cert_to_jks -
trust_certs_loc <file_loc_for_certificate> -alias <alias_nane>

To update the Oracle VM Manager URL, follow these steps:

1. Right click on the OVM Manager target that is to be upgraded and select Edit.
2. Enter atcps based (t cps://host nane: port) URL in the Oracle VM Manager field.

It is recommended that you use the tcps based URL. But if the Management Agent
is running on the same host on which Oracle VM Manager has been installed, you
can use the tcp based URL (tcp://1 ocal host : 54321.)
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# Note:

For Oracle VM Manager versions 3.4 and above, tcps is not used. But a
dummy value such as tcps:// must be entered for the registration to be
successful.

5.3.2.1 Importing the Oracle VM Manager WebLogic Certificate

# Note:

This step is required for Oracle VM Manager versions 3.3 and 3.4

Oracle VM Manager version 3.3 or later contains an internal Certificate Authority (CA)
that is used to perform certificate-based authentication and to sign the SSL certificate
that is used for the web-based user interface. Certificates are generated automatically
when Oracle VM Manager is installed.

To export the Oracle VM Manager WebLogic certificate, login as the root user and
enter the following command:

#/ u01/ app/ or acl e/ ovm manager - 3/ ovm upgr ade/ bi n/ ovnkeyt ool . sh exportca >
<file_loc_for_certificate>

To import the Oracle VM Manager Weblogic certificate to the Agent Keystore, login as
EM Agent user enter the following command:

<AGENT_| NSTANCE_HOMVE>/ bi n/ enct| secure add_trust_cert_to_jks -trust_certs_|loc
<file loc for certificate> -alias <alias_name>

# Note:

If you are using a pre-3.4 Oracle VM Manager version, you must delete the
firstline inthe <file loc_for_certificate>:"libdir is /u0l/app/oracle/ ovm
nanager - 3/ ovm upgr ade/ bin/./../1i b" before you can import the OVM
Manager certificate.

5.3.3 Discovering and Promoting the Oracle VM Manager (Optional)

ORACLE

Automatic discovery is a process that detects hosts, Oracle VM Managers, and other
targets so that they can be monitored and managed by Enterprise Manager. If you
know the Oracle VM Manager instances in your environment, see Registering the
Oracle VM Manager for details on registering them with Enterprise Manager.
Discovery and promotion of Oracle VM Manager should be attempted if you want to
scan your networks to discover unknown Oracle VM Manager instances.

To discover an Oracle VM Manager, follow these steps:

1. Log in to Enterprise Manager as a user with the Super Administrator role.
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From the Setup menu, select Add Target, then select Configure Auto
Discovery.

In the Network Scan-based Auto Discovery table, click Configure Network Scan
Discovery in the Host and Oracle VM Manager row. The Network Discovery page
appears. Use this page to search, browse, and create OVM Manager discovery
specifications.

Click Create. The Network Scan Discovery: Create page appears.

Enter the Name and Description for the Discovery Specification. Click Add in the
Network Scans region to select the Agent that is to be used perform the IP scan.
For each Agent, specify the IP ranges for the scan. The following formats are

supported: host name, IP address, and IP range. Use space to separate values.

Use the Job Details tab on the Host Discovery Specification Create page to
schedule the discovery IP scan, allowing you to start it immediately or at a later
specified time. Use the Credentials section to enter preferred credentials for the
host. You can choose from Preferred Credentials, Named Credentials, or New
Credentials. The discovery IP Scan is run as root. It is required that you set
privileged host credentials or named credentials that use Sudo.

You can use the Host Discovery page to check the status of discovery and view
newly discovered OVM Managers.

After the target has been discovered, from the Setup menu, select Add Target,
then select Auto Discovery Results. Enterprise Manager displays the Auto
Discovery Results page where you can review discovered unmanaged targets and
promote targets to be managed by Enterprise Manager for monitoring.

On the Network-scanned Targets tab, the target discovery results are displayed in
the table at the bottom. Select the OVM Manager target and click Promote. The
OVM Manager Registration page is displayed. See Registering the Oracle VM
Manager for details.

5.3.4 Upgrading Oracle VM Manager

The instructions to upgrade earlier versions of Enterprise Manager and Oracle VM
Manager are covered in the following sections:

Topics

Upgrading to the 3.3 Release
Upgrading the 3.4 Release

5.3.4.1 Upgrading to the 3.3 Release

To upgrade from earlier versions of Enterprise Manager and Oracle VM Manager to
Oracle VM Manager 3.3, follow these steps:

ORACLE

1.

Upgrade Oracle Management Service to 12.1.0.4 and deploy the Oracle
Virtualization plugin version 12.1.0.7 or higher.

Upgrade Management Agent to 12.1.0.4 and the deploy the Oracle Virtualization
plugin 12.1.0.7 or higher.

Blackout the old Oracle VM Manager target.

Upgrade the Oracle VM Manager to 3.3.1. For more information, see the Oracle
VM Installation and Upgrade Guide for Release 3.3.
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Upgrade the Oracle VM Server to 3.3.1. For more information, see the Oracle VM
Installation and Upgrade Guide for Release 3.3.

Import the WebLogic certificate. See Importing the Oracle VM Manager WebLogic
Certificate for details.

Change the blackout status of the Oracle VM Manager target.

Add or modify the target property if required. For example, Webservice URL using
Edit Oracle VM Manager page.

5.3.4.2 Upgrading to the 3.4 Release

To upgrade from earlier versions of Enterprise Manager and Oracle VM Manager to
Oracle VM Manager 3.4, follow these steps:

1.

Upgrade the Oracle Management Service to 13.2.1.0 and deploy the Oracle
Virtualization 13.2.1.0 plugin

Upgrade Management Agent to 13.2.1.0 and the deploy the Oracle Virtualization
13.2.1.0 plugin..

Blackout the old Oracle VM Manager target.

Upgrade the Oracle VM Manager to version 3.4. For more information, see the
Oracle VM Installation and Upgrade Guide for Release 3.4.

Upgrade the Oracle VM Server from 3.3.x to 3.4. For more information, see the
Oracle VM Installation and Upgrade Guide for Release 3.4.

Note: If you are upgrading the Oracle VM Server from the 3.2.10 version, follow
the steps listed in the Oracle VM Installation and Upgrade Guide for Release 3.4.

Import the WebLogic certificate. Seelmporting the Oracle VM Manager WebLogic
Certificate for details.

Change the blackout status of the Oracle VM Manager target.

Add or modify the target property if required. For example, Webservice URL using
Edit Oracle VM Manager page.

5.3.5 Viewing the Monitoring Configuration (OVM Manager)

To customize or view the monitoring configuration details for the OVM Manager target,
follow these steps:

1.
2.
3.

ORACLE

From the Enterprise menu, select Cloud, then select Infrastructure Home.
Click on an OVM Manager target in the left panel.

From the VM Manager menu, select Target Setup, then select Monitoring
Configuration. The Monitoring Configuration page for the OVM Manager target
appears.
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Figure 5-3 Monitoring Configuration (OVM Manager)
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The following details are displayed:

* LiveSyncEnabled: Indicates if auto synchronization is enabled between
Enterprise Manager and Oracle VM Manager. By default, this is true. If
enabled, the data is synchronized every 1 minute.

* Timeout Settings For Network Configuration of Deployment: The total wait
time allowed for network configuration during assembly deployment. The
default is 60 minutes.

OVM Job Retry Count: The number of attempts that can be made after which
the OVM Job should be retired. The default number of attempts is 5.

* OVM Job Retry Sleep Interval: The interval between two subsequent OVM
job retry attempts. The default interval is 5 seconds.

* Timeout value for short running OVM Job (minutes): The time interval
allowed for an OVM job to be completed.

«  OVM Manager Console URL: The URL used to launch VNC consoles for VM.

" Note:

For Oracle VM Manager 3.3, this URL is used to connect to the
Oracle VM Manager.

*  OVM Manager URL: The OVM Manager registration URL used for
communication between Enterprise Manager and Oracle VM Manager.

* Oracle VM Manager Password: The password required to access Oracle VM
Manager.

e Oracle VM UUID: The internal Oracle VM identifier.

* Oracle VM Manager Username: The username required to access Oracle
VM Manager

» Timeout Settings for Product Configuration of Deployment: The total wait
time allowed for product configuration during assembly deployment. The
default is 60 minutes.

* Timeout Value for Checking if SSH Service is Running on a Deployed
Virtual Machine: The total wait time allowed to check if the SSH service is
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running on a Guest VM. This parameter is used as prerequisite for deploying
the Management Agent on the Guest VM.

* SyncDataFetchTime: The time at which the Oracle VM Manager was last
synchronized.

*  SyncStatus: The status of the Oracle VM Manager synchronization.

» Deployed on Exalogic: Indicates whether the Oracle VM Manager is inside
an Exalogic rack.

5. After editing the entries, click OK to return to the previous page.

5.4 Synchronizing the Oracle VM Manager Targets

Enterprise Manager can monitor the OVM Manager and the various virtualization
targets registered with the OVM Manager. The targets registered with the OVM
Manager must also be monitored targets in Enterprise Manager. If some targets have
been created directly in OVM Manager, you can synchronize them in two ways:

e Automatically Synchronizing the Oracle VM Manager Targets

*  Manually Synchronizing the Oracle VM Manager Targets

5.4.1 Automatically Synchronizing the Oracle VM Manager Targets

ORACLE

You can enable this option when Oracle VM Manager is registered or when you Edit
Oracle VM Manager. If the Automatic Synchronization option is enabled, all
changes made in Oracle VM Manager are automatically reflected in Enterprise
Manager at fixed intervals. The default interval is 1 minute. To change the default
interval, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Select an Oracle VM Manager target from the right panel to navigate to the Oracle
VM Manager Home page.

3. From the Target menu, select Monitoring, then select Metrics and Collection
Settings.

4. Click Other Collected Items and then click the Collection Schedule link for the
OVM Manager Events Data metric.

5. Modify the frequency as required, click Continue, then click OK.

< Note:

If you do not enable automatic synchronization at this time, you can
enable it later by following these steps:

* Navigate to the OVM Manager homepage.

e From the Target menu, select Target Setup, then select Edit OVM
Manager.

e Select the Automatic Synchronization check box and click
Submit.
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5.4.2 Manually Synchronizing the Oracle VM Manager Targets

When the Oracle VM Manager is registered, if the Automatic Synchronization option
is enabled, for the targets created in Oracle VM Manager, corresponding targets are
created in Enterprise Manager. If, this option is not enabled, you can manually
synchronize the targets by following these steps:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Right click on an OVM Manager target from the left panel and select Synchronize.

A confirmation message appears. Click Submit to submit a job to perform
synchronization. The targets in Enterprise Manager and OVM Manager are
synchronized.

e Targets that are not present in OVM Manager will be removed.

»  For targets present only in OVM Manager, corresponding targets are created
in Enterprise Manager.

»  Configuration collections are refreshed for all other targets.

5.5 Discovering a Virtual Server

A virtual server is a generic term used to describe a physical box which has
virtualization software (hypervisor) running on it. A new virtual server can be
provisioned by installing the OVM Hypervisor on a bare metal box. Before you add a
virtual server to a server pool, it must be discovered.

ORACLE

To discover an Oracle VM Server, follow these steps:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Click on an OVM Manager target from the left panel to navigate to the OVM
Manager Home page. From the VM Manager menu, select Discover Virtual
Server.

Figure 5-4 Discover Virtual Servers

@ Vit Manager v Fage Refreshed Aug 15, 2015 5:21:32 P POT ()
Discover Virtual Servers Submit | Cancel
Virtual Servers

Speciy long host name(FODIY) of P address. To enter mutiple entries, enter each new host name/P sddress/P range in a new ine

Oracle VM Agent Credentials
Specify the Oracle Vi1 Agent

Specify the host name or the IP address of the virtual server. You can enter
multiple host names or IP addresses on separate lines.

Enter the user name and password of the Oracle VM Agent running on the virtual
server to be discovered.
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Click Submit to discover the virtual server.

The newly discovered Oracle VM Server contains some basic information about itself,
and about any immediate connectivity to a network storage, but it is considered to be
in an unconfigured state. After the storage and networking has been configured, the
Oracle VM virtual servers are ready to be used as the infrastructure for cloud.

5.6 Rediscovering a Virtual Server

To rediscover a virtual server, follow these steps:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Right click on a Virtual Server target in the left panel and select Rediscover
Virtual Server.

A confirmation message appears. Click OK to rediscover the virtual server and
discover any new NICs and LUNs that have been added.

5.7 Setting Up Networks

This section discusses creation and use of Oracle VM Networks. You can define a
name or an alias for each logical network. When you have created your networks, you
connect the physical network ports on Oracle VM Servers to the logical networks.
Before you define the logical networks in Enterprise Manager, you have to review your
physical network configuration that you intend to use, such as VLAN and subnet
usage. Setting up an Oracle VM network involves:

ORACLE

Generating MAC Addresses

Creating and configuring VLAN Groups / Interfaces

— Configuring a VLAN Group for Oracle VM Manager 3.2 or Earlier Versions
— Creating a VLAN Interface for Oracle VM Manager 3.3

Creating Networks

Figure 5-5 Setting Up Networks

e =1 { g o

1. Specify Mame, Drescription and 2. Select Parts of Server or 3. Select Metwark Type &
Selact the Metvwa: rales Selact the WLAR Sroup Matwork Profile

l

¥LAN Group Configuration -
£ g ? — 35
g =t & oy N
4 "
1, Specify Marne, Cescription, 2. Selact Parts of Server to be part
WLAH Segment ID's of ‘YLAN group
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# Note:

In Oracle VM Manager 3.3, VLAN Groups have been replaced with
VLAN Interfaces. When you are configuring the VLAN Interface, you are
prompted for the VLAN Segment IDs and the ports on which the
interfaces are to be created.

5.7.1 Generating MAC Addresses

Virtual network interfaces (VNICs) are used to carry network traffic to virtual machines.
You can generate MAC addresses that can be assigned to VNICs in a virtual machine.
Specify a range of MAC addresses that need to be generated.

VLAN Group has been replaced with VLAN Interface and during Vlan interface
configuration, it asjs VLAN Segment ID's and then Select Ports of Servers where the
Interfaces to be created”

# Note:

MAC addresses must be unique across all Oracle VM Managers in the data
center.

To create MAC Addresses, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Right click on an OVM Manager target from the left panel and select Manage
Network.

3. Click the Virtual Network Interface Card Manager tab.

4. Click Generate. In the Generate MAC Addresses pop-up window, you are
prompted to specify an initial MAC address in 3 sets of 3 characters. This is a two-
digit number for the Initial MAC Address. Click OK to return to the previous page.
You can now use these VNICs while creating virtual machines.

¢ Note:

If you are using 3.4 or later versions of Oracle VM Manager, enter the From
and To range in the Dynamic MAC Address field and click Apply Range. This
range will then be used to create MAC addresses as needed in future
deployments.

ORACLE 5-18



Chapter 5
Setting Up Networks

5.7.2 Configuring a VLAN Group for Oracle VM Manager 3.2 or Earlier
Versions

< Note:

Configuring a VLAN Group is an optional feature. If VLANS exist in your
physical network, you must follow the steps in this section to use them in the
cloud.

VLAN (Virtual Area Network) is a mechanism to virtualize network interfaces across
subnets and physical location so that they appear to be on a single confined LAN. This
concept is used to isolate (and group) the network traffic across these distributed
interface, which enables secure network traffic within such nodes.

You can create multiple virtual LAN (VLANSs) on the same NIC port. Each VLAN is an
independent logical network operating with other VLANs over the same physical
connection. Configuring VLANSs involves creating one or more VLAN Groups, each of
which contain multiple VLANs segments.

Each VLAN is assigned a distinct VLAN identification. The VLAN ID is used by an
attached VLAN switch to segregate traffic among the different VLANS operating on the
same link. Once a VLAN is configured, it functions exactly like a separate physical
connection. VLANs need to be configured in the physical switches before you use
them. To create a VLAN group, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Right click on an OVM Manager target from the left panel and select Manage
Network.

3. Click the VLAN Groups tab and click Create.
4. Enter a name and description for the VLAN Group.

5. Enter one or more VLAN Segments. This is the VLAN ID that is enabled on the
switch ports connecting the virtual server to the switch. The valid range is from 1 to
4094.

6. Click Add to select the ports to be added to the network. Select one or more
virtual servers to be added to the network. If you add more than two ports of a
virtual server, the first four ports will be bonded. Network bonding refers to the
combination of network interfaces on one host for redundancy or increased
throughput.

If your network supports jumbo frames, you must set the Maximum Transfer Unit
size in the MTU field. Setting the MTU field, sets the maximum transmission rate,
so that larger packets can be sent and received. You can set the MTU to a
maximum of 1500 for Ethernet, 9000 for 1GbE, and 64,000 for 10GbE.

ORACLE 5-19



Chapter 5
Setting Up Networks

# Note:

The ports that you have selected must have the VLAN Segment IDs
enabled.

7. Click OK to create the VLAN Group.

5.7.3 Creating a VLAN Interface for Oracle VM Manager 3.3

ORACLE

# Note:

Configuring a VLAN Interface is an optional feature. If VLANs exist in your
physical network, you must follow the steps in this section to use them in the
cloud.

VLAN (Virtual Area Network) is a mechanism to virtualize network interfaces across
subnets and physical location so that they appear to be on a single confined LAN. This
concept is used to isolate (and group) the network traffic across these distributed
interface, which enables secure network traffic within such nodes. VLANSs are divided
into segments that are usually tagged with an ID.

To manage network traffic tagged for different VLAN IDs, a separate VLAN or virtual
interface can be created for each VLAN ID. When creating different logical networks in
Oracle VM Manager, these VLAN interfaces can be attached to different networks to
specify the type of traffic that belongs to a particular VLAN ID.

If your network is configured to support VLANS, you should define interfaces for your
different VLAN IDs on each of your servers, so that you are able to define Oracle VM
networks that take advantage of VLAN separation.

You can create multiple virtual LAN (VLANS) on the same NIC port. Each VLAN is an
independent logical network operating with other VLANSs over the same physical
connection. Configuring VLANS involves creating one or more VLAN Interfaces, each
of which contain multiple VLANSs IDs.

Each VLAN is assigned a distinct VLAN identification. The VLAN ID is used by an
attached VLAN switch to segregate traffic among the different VLANS operating on the
same link. Once a VLAN is configured, it functions exactly like a separate physical
connection. VLANSs need to be configured in the physical switches before you use
them. To create a VLAN Interface, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Right click on an OVM Manager target from the left panel and select Manage
Network.

3. Click the VLAN Interfaces tab and click Create.
4. Enter one or more VLAN Segments separated by commas.

VLANSs are divided into segments that are usually tagged with an ID. The ID is
enabled on the switch ports connecting the virtual server to the switch. The valid
range is from 2 to 4094.
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5. Click Add to select the ports to be added to the network. In the Create VLAN
Interfaces: Add Ports page, click the Search icon next to the Select Virtual
Server(s) field. Select one or more virtual servers to be added to the network and
click Select. The list of ports with the MTU size, MAC Address, and status is
displayed. Select the ports to be added and click Continue. If you select more
than one port of a virtual server, they will be bonded. Network bonding refers to
the combination of network interfaces on one host for redundancy or increased
throughput.

6. The selected ports are displayed. You can modify the following for each port:

e MTU: If your network supports jumbo frames, you must set the Maximum
Transfer Unit size in the MTU field. Setting the MTU field, sets the maximum
transmission rate, so that larger packets can be sent and received. You can
set the MTU to a maximum of 1500 for Ethernet, 9000 for 1GbE, and 64,000
for 10GbE.

» Address Type: The network address assignment type can be Static, Dynamic,
or None.

* |P Address: The IP address for the port.
* Netmask: The netmask for the port.

* Bonding Mode: Network bonding refers to the combination of network
interfaces on one host for redundancy and/or increased throughput. This can
be:

— Active-Backup: There is one NIC active while another NIC is asleep. If the
active NIC goes down, another NIC becomes active.

— Load Balancing: The network traffic is equally balanced over the NICs of
the machine and failover is also supported to provide redundancy.

— Link Aggregation: Aggregated NICs act as one NIC which results in a
higher throughput, but also provides failover in the case that a NIC fails.

# Note:

The ports that you have selected must have the VLAN Segment IDs
enabled.

7. The VLAN Segments with the ports, MTU, Address Type, IP Address, and
NetMask are listed in the VLAN Interfaces region. These parameters can be
modified if necessary.

Click the Manage icon to add or delete VLAN Segments and click OK and return
to the Create VLAN Interfaces page. Click OK to create the VLAN Interfaces and
return to the Network page.

5.7.3.1 Viewing the VLAN Interfaces

To view the VLAN Interfaces that have been added, click the VLAN Interfaces tab on
the Network page. The VLAN Interfaces are listed with the following details:

« Name: The name of the VLAN Interface that is created.

* Port: The network port on which the VLAN Interface has been assigned.
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Segment: The VLAN ID assigned to the VLAN Interface.
Server: The server where the VLAN Interface is located.
Network: The network to which the VLAN Interface is attached.
MTU: The MTU value for the VLAN Interface.

Address Type: The network address assignment type. This can be Static,
Dynamic, or None.

IP Address: The IP address allocated to the VLAN Interface.
Netmask: The netmask applied to the VLAN Interface.

5.7.3.2 Editing a VLAN Interface

To edit a VLAN Interface, follow these steps:

1.

3.

Select the VLAN Interface you wish to edit from the list of VLAN Interfaces and
click Edit.

In the Edit VLAN Interface page, you can edit the MTU setting and the Address
Type. If you select Static type, you can specify the IP Address and the Netmask.

Click OK to save the changes and return to the previous page.

5.7.3.3 Deleting a VLAN Interface

To delete a VLAN Interface, follow these steps:

1.

Select the VLAN Interface you wish to delete from the list of VLAN Interfaces and
click Delete.

The Delete Confirmation dialog box is displayed. Click OK to delete the VLAN
Interface.

5.7.4 Creating Networks

A network is a grouping of Oracle VM virtual server physical NIC ports. This section
describes the procedure to create a logical network.

ORACLE

Prerequisites

If you choose to associate a network profile with the network, then the network
profile must be created before the network is created. A network profile stores the
network interface configuration (IP address, subnet mask, host name, DNS
servers) that is allocated to network interfaces of newly provisioned virtual
machines.

Follow these steps to create a logical network:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Right click on an OVM Manager target from the left panel and select Manage
Network.

Click the Create option in the Networks tab. You are prompted to configure the
ports of the VLAN groups. Click Create VLAN Groups to configure VLAN Groups.
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For Oracle VM Manager 3.3, click Create VLAN Interfaces to configure the VLAN
interfaces. See Creating a VLAN Interface for Oracle VM Manager 3.3 for detalils.

If you want to create the networks without configuring the VLAN groups or
interfaces, click Continue Network Creation. In the Create Network: General
page, enter the name and description of the network.

Figure 5-6 Create Network: General

OVM: Create Network
[ ]

General Configure Ports and
VLAN Interfaces

Create Network: General Step1of4  Next Cancel

“Name test_network Concepts
Description « Inter-server. Can be accessed outside the server and routed through standard switches.
* Intra-senver. Accessible within a single server and cannot be routed fo an extemal physical network

Network Type @ Inter-server

Intra-server

Virtual Server

Network Roles
Name Description Select
ServerManage... Usedto communicate between the Manager and Server Pool )
ClusterHeartB... This network role i< usedfor cluster heartoeat rafic. )
Storage This network role is used o carry storage trafi v
Live Migrate This network role is used for virtual machine live migration data

Virtual Machine Ussd to carry network raffic to Virtual Machines )

Specify if you are creating an inter-server or intra-server network. An inter-server
network is routable through standard switches. An intra-server network is available
within a single server without a route to an external physical network.

Specify the network role by checking one or more check boxes in the Network
Roles section.

# Note:

To deploy a Guest VM, you must have at least one logical network with
the Virtual Machine role.

» Server Management: Manages the physical virtual servers in a server pool,
for example, to update the Oracle VM Agent on the different virtual servers.

* Live Migrate: Carries live migrate traffic. You can migrate virtual machines
from one virtual server to another in a server pool, without changing the status
of the virtual machine.

* Cluster Heartbeat: Carries cluster heartbeat traffic.

*  Virtual Machine: Used for the network traffic between the different virtual
machines in a server pool. The virtual machine role can either be an Inter-
Server (routable through standard switches), or an Intra-Server (without a
route to an external physical network). The Virtual Machine role must be
unique on the network, which means that this network cannot have other
network roles. It is however possible, and very likely, to have multiple networks
with the Virtual Machine role in one Oracle VM Manager.

» Storage: Used for all storage transport in a server pool. It is used by the virtual
servers to connect to ethernet-based storage repositories.
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Click Next. In the Configure Ports and VLAN Interfaces page, click Add and select
a VLAN Interface from the list.

Figure 5-7 Create Network: Configure Ports and VLAN Interfaces (OVM
Manager 3.2)

OVM: Create Network

Gerersl  Configure Ports and VLAN Interfaces Network Profils snd Gos

Create Network : Configure Ports and VLAN Interfaces Back [Stepzof4 Next | Finish | Cancel

VLAN Interfaces
Wiow v | fpadd.. 3¢ Remove

Port MAC Address MU address Type IP Address hetmask Bonding Made
¥ vlan_120102, 100
 network.EthernetPort (5 in [ o0 16 5223006580 1500 Hone

Ports
view ~ | o add.. 3¢ Remove

Port MAC Address MTU address Type 1P Address hetmask Bonding Mode

Do (z) in I 0: 1 ¢ 5c:5aes 9000 | flane v

After adding the VLAN Segment, click Add the VLAN Interfaces and the ports.
Select the ports to be added to network. If you select more than two ports, they will
be bonded or aggregated into a single interface. By default, the Bonding Mode is
Active Passive but you can change it by selecting one of the following:

* Active Passive: There is one active NIC. If this one goes down, another NIC
becomes active.

» Link Aggregation: All NICs act as one NIC which results in a higher
throughput.

» Load Balanced: The network traffic is equally balanced over the NICs of the
machine.

If your network supports jumbo frames, you must set the Maximum Transfer Unit
size in the MTU field. Setting the MTU field, sets the maximum transmission rate,
so that larger packets can be sent and received. You can set the MTU to a
maximum of 1500 for Ethernet, 9000 for 1GbE, and 64,000 for 10GbE.

Note: If you are using Oracle VM Manager 3.3, you will see the following page:
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Figure 5-8 Create Network: Configure Ports and VLAN Interfaces (OVM
Manager 3.3)

OVM: Create Network
O
General Configure Ports and Network Profile and
VLAN Interfaces QoS
Create Network: Configure Ports and VLAN Interfaces Back Step20f4 MNext Cancel

@ Al the selected VLAN Interfaces should have same segment D.

(& Al selected VLAN Interfaces should be on different Servers,

VLAN Interfaces

Vieww = Add..

Name Port Segment Server Name  Network (0] Address Type  IP Address Netmask

No VLAN Interfaces Added.

Ports

View v = Add.
Port MAC Address  MTU Address Type  IP Address Netmask Bonding Mode

\t22-71.in.oracle.com: eth1 on vi22-71.in.oracle.... 00:21:28:72:77 1500  DHCP B

Click Next. The Network Profile and QoS page appears.

# Note:

Defining the Network Profile and QoS is optional. A network profile
stores the network interface configuration (IP address, subnet mask,
host name, DNS servers) to be allocated to network interfaces of newly
provisioned virtual machines.

Specify the following:

* Network Type: You can select Internet Routable, Non Internet Routable, or a
predefined set of network types. For more details, see Setting Up the Network

Type.

* Network Profile: A network profile defines a set of IP Addresses, their
associated host names (optionally), and common networking attributes for
them. See Creating a Network Profile for details.

Review the details entered so far and click Finish to create the network.

5.8 Creating a Network Profile

A network profile is used to automate assignment of IP addresses to guest virtual
machines. A network profile is a list of IP address along with host names. It defines a
set of IP addresses, their associated host-names, and common networking attributes
for them.

ORACLE

To create a network profile, follow these steps:

1.

From the Setup menu, select Provisioning and Patching, then select Network
Profile.

Click Create on the Network Profile page.

Enter the following details in the Create Network Profile pop-up window:
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Create Network Profile x
* Hame
* Domain Hame
* Netmask
* Gateway
* DNS Servers
IP Address @ List () Range
o= add € Delete...
IP Address Hostname
Mo IP Address Added.
OK  Cancel

* Name: Unigue name that identifies the network profile name.

« Domain Name: Domain for which the profile is being defined. The domain
name must not begin with a dot ('."). For example, you must specify the
domain name as us. exanpl e. comand not with a dot ('.) in the front
like . us. exanpl e. com

* Netmask: Network mask for the subnet IP. For example: 255.255.240.0

* Gateway: Gateway for the IP address list.

* DNS Servers: Name resolution servers.

You can add a list of IP addresses or specify a range. If you select:

e List: Specify IP addresses with host name and MAC address (optional).
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* Range: Specify a Hostname Pattern. The Start Value is appended to the host
names generated. The First IP Address and the Last IP Address defines the
range. For example: If the pattern is say host prod and Start Value is 1, First IP
Address is 10. 1. 1. 1 and Last IP Address is 10. 1. 1. 3, the host names will be
host prod1, host prod2 and host prod3.

5. Click OK to save the network profile.

5.9 Registering Storage Servers

You can create external storage elements like storage servers, file systems, and
LUNSs. An external storage element is created on dedicated storage hardware such as
a server configured for NAS offering NFS shares. The server on which the storage
element is present must be accessible by the Oracle VM Servers through a fibre
channel or ethernet network. You can configure a virtual server pool with multiple such
external storage devices.

Figure 5-10 Creating Storage Servers and File Systems

| -8

1, Reqgister Stdrage Server 2. Refresh the Storage Server 3, For MFS storage,
(can be MFSASCSLISAR) to discover storage elements refresh the file systems

- i ’ ]- v
U -
. Import AssernblyfTernplate to 5. Mount the Storage Repository 4, Create Storage Repository on
Storage Repository, on servers [Present server] top of Alesystern or physical disk

To set up a storage server, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Right click on an OVM Manager target in the left panel and select Manage
Storage. Figure 5-11 appears.

Figure 5-11 Storage Server

Storage @

View vl File Server {l Storage Array ete B Dis: & Vi search Q

Name Description
File Servers INFS Storage Servers available in the OVM Manager

4 Storage Artays iSC8I and Fibre Channel (SAN) Storage Arays available in the OV Manager.
Unmanaged FibreChannel Starage Array DefaultFibre Channel(SAN) Storage Array managed by ie Oracle Generic CS Storage Plugn
Unmanaged iSCS! Storage Array DefaultISCSI Storage Array managed by the Oracle Generic SCSI Storage Plug-n.
W22-51_india Sun Storage 7110

4 Local File Servers OCSF2File Systems on servers
Local FSw22-127 in oracle.com

Local F8vi22-71.in.oracle.com
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A list of file servers, storage arrays, and local file servers that have been defined
appears.

* Type: Select the type of storage array that can be defined. A storage array is
additional network provided storage that can be specifically used to store
virtual disks for virtual machines. A server pool can be configured
with .multiple external storage devices. You can define 3 types of storage
servers:

— iISCSI: An iSCSI target configured or discovered on the Oracle VM Server.

— SAN: A Fiber Channel SAN target configured/discovered on the Oracle
VM Server.

— NFS: An NFS or NAS file system mounted locally.
Select File Server (NFS) or Storage Array (iISCSI or SAN).
You can register a File Server or a Storage Array by clicking the appropriate link.

Select a storage element and click Discover to start the discovery operation of the
file systems available on the server. A confirmation message prompting you to
refresh the file system appears. Click OK to refresh the file system and return to
the Storage page.

Click on a File Server, Storage Array, or Local File Server link to drill down to
the Details page.

Select a storage element and click Validate. A confirmation message prompting
you to validate the storage server appears. Click OK to refresh the file system and
return to the Storage page.

5.9.1 Registering the File Server

ORACLE

To register a file server, follow these steps:

1.

Click the File Server link on the Storage page. The Register File Server: General
page appears.

Figure 5-12 Register File Server: General

OVM: Register File Server
°

General Admin and Refresh

Register File Server: General Step1of2 MNext Cancel

Enter the following details:
* Name: Name by which the storage server is to be identified.

*  Plugin Name: The Oracle VM Manager communicates with the external
storage through a set of plug-ins. Generic plug-ins offer a limited set of
standard storage operations on virtually all storage hardware, such as
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discovering and operating on existing storage resources. Vendor-specific plug-
ins include a much larger set of operations (snapshot, clone, and so on).

Admin Host: Host name of the Administration Server.

Admin Username and Password: User name and password for the
Administration Server.

Access Host: Host name or IP address of the server offering external storage.

Uniform Exports: Select this check box to indicate that the NFS exports are
uniform. This ensures that all the VM Servers in the server pool will have
access to the same exports on the NFS server. If this check box is not
selected, the NFS exports can be accessed only by specific servers that are
used to refresh the NFS file systems.

Click Next. The Register File Server: Admin and Refresh Servers page appears.
Enter the following:

Admin Servers: VM Servers that have the required Storage Plugin installed
and are responsible for information exchange with the Admin Host of the
Storage Server are referred to as Admin Servers. Click Add to add one or
more Admin Servers.

Refresh Servers: If you have not selected the Uniform Exports checkbox in
the Register File Server: General page, click Add to specify the list of Refresh
servers that will be used to refresh the NFS file systems.

Click Finish to add the file server. The new server appears in the table. At this
point, the Storage Connect plugin has established a link to the storage location.
No storage has been mounted yet.

Click Discover to start the discovery operation of the file systems available on the
server. When the operation is complete, the available file systems appear in the
File Systems tab in the Storage Details page.

5.9.2 Registering the Storage Array

ORACLE

To register a storage array, follow these steps:

Click the Storage Array link on the Storage page. The Register Storage Array:
General page appears.

Figure 5-13 Register Storage Array: General

OVM: Register Storage Array

eeeee 1 Access Information

Register Storage Array: General Step1of3 MNext  Cancel

Enter the following details:
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Name: Name by which the storage server is to be identified.

Storage Type: Select the type of storage array that can be defined. A storage
array is additional network provided storage that can be specifically used to
store virtual disks for virtual machines. You can define 2 types of storage
arrays:

— Fibre Channel Storage Array: A Fiber Channel SAN target configured or
discovered on the Oracle VM Server.

— iSCSI Storage Array: An iSCSI target configured or discovered on the
Oracle VM Server.

Plugin Name: The Oracle VM Manager communicates with the external
storage through a set of plug-ins. Generic plug-ins offer a limited set of
standard storage operations on virtually all storage hardware, such as
discovering and operating on existing storage resources. Vendor-specific plug-
ins include a much larger set of operations (snapshot, clone, and so on).

Plugin Private Data: Any vendor-specific storage plug-in data that may be
required. This is not available to generic storage.

# Note:

When registering a vendor-specific storage array, be sure to double-
check the information you entered in the plug-in private data field.
Once the storage array is registered, this field can no longer be
modified. If you need to update the plug-in private data, you must
unregister and re-register the storage array.

Admin Host: Host name of the Administration Server.

Admin Username and Password: User name and password for the
Administration Server.

Click Next. The Register Storage Array: Access Information page appears.

Figure 5-14 Register Storage Array: Access Information

OVM: Register Storage Array

eneral Access Information Admin Servers

Register Storage Array: Access Information Back Step20f3 MNext Cancel

Access Host

“ Access Host

Enter the following details:

Access Host: Host name or IP address of the server offering external storage.
Access Port: Port number used to access the storage.

Access Username and Password: User name and password for the Access
Host.

Use Chap (Applies to all Access Hosts): Select this check box to enable
Chap authentication.
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# Note:

If you have selected the Storage Type as iSCSI Storage Array and
Plugin Name as Oracle Generic SCSI Plugin (1.2.1 or above) in the
Register Storage Array: General page, you can add multiple Access
Hosts.

5. Click Next. The Register Storage Array: Admin Servers page appears. Click Add
to add one or more Administration Servers on which the storage plug-in has been
installed. The Administration Server is responsible for information exchange with
the Administration Host of the storage server.

6. Click Finish to add the storage array. The new server appears in the table. At this
point, the Storage Connect plugin has established a link to the storage location.
No storage has been mounted yet.

7. Click Discover to start the discovery operation of the file systems available on the
server. When the operation is complete, the available file systems appear in the
General tab of the Storage Details page.

5.9.3 File Server Details

Click a File Server link to view the Details page. This page contains the following tabs:

e General: A list of Administration Servers is displayed. An Administration Server is
a virtual server on which the storage plug-in has been installed. You can add an
Administration Server or delete an existing one.

In the Configuration region, the storage server details are displayed. Click Edit to
modify details such as Name, Description, and the name of the Access Host which
provides the external storage.

In the Storage QOS Mapping region, map the storage type defined by the Cloud
Administrator to the QOS defined by the Storage Server.

» Refresh Servers: For non-uniform NFS file system exports, you can specify the
servers that need to be refreshed. Click Add. The Refresh Servers dialog box is
displayed. Click Select Servers, choose one or more servers from the list and click
Select. Click OK to refresh the servers.

» File Systems: A list of file systems is displayed. You can do the following:

— Select a file system from the list and click Edit. You can modify the name and
description of the file system.

— Select a file system and click Delete. A confirmation message is displayed.
Click OK to delete the file system.

— Select one or more file systems and click Refresh. A confirmation message is
displayed. Click OK to refresh the file system.

e Access Groups: Shows the mapping between Refresh Servers and File Systems
(Exports). You can Create, Edit, or Delete an Access Group.

5.9.4 Storage Array Detalils

Click a Storage Array link to view the Details page. This page has four tabs:
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General: Provides general information on the storage array. A list of administration
servers is displayed in the Administration region. An Administration Server is a
virtual server on which the storage plug-in has been installed. You can add an
Administration Server or delete an existing one.

In the Configuration region, the storage server details are displayed. Click Edit to
modify the Name and Description.

Physical Disks: Displays a list of all the physical disks on the storage array.
Depending on the type of storage connector (You can Create, Clone, Edit, Resize
(resize or extend the physical disk), Rescan (refreshes the physical disk), Delete,
and Create File System (create OCFS2 file system on the physical disk).

# Note:

The operation allowed depends on the type of storage connect plug-in
that has been installed. For example, if the generic storage connect plug-
in has been installed, you cannot perform a Create operation on the
physical disks.

Access Group: Shows the mapping between Storage Initiators and Physical
Disks. You can Create, Edit, Present / Unpresent Access Group (Add or Delete
physical disk), and Delete access group.

Volume Group: Displays the volume group available for this storage server.

5.9.5 Local File Server Detalils

Click on a Local File Server link to view the Details page. This page contains the
following tabs:

General: The configuration details of the selected Local File Server including the
Administration Host, Plug-in Name, and so on are displayed.

File Systems: You can edit or refresh a file system in the list. Select a file system
from the list and click Edit. You can modify the name and description of the file
system.

To refresh, select a file system from the list and click Refresh. Select the name of
the virtual server and click OK to refresh the file system.

5.10 Creating a Storage Repository

ORACLE

A storage repository is virtual disk space on top of physical storage hardware, made

available to the Oracle VM Servers in a server pool or various server pools. It defines

where Oracle VM resources may reside. Resources include virtual machines,

templates for virtual machine creation, virtual machine assemblies, ISO images,
shared virtual disks, and so on.

After you have created the storage server, you can assign these storage resources to

the server pools in a zone by creating a storage repository.

1.

To create a storage repository, follow these steps:

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.
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Right click on an OVM Manager target in the left panel and select Manage
Storage Repository.

Figure 5-15 Storage Repository

1 vt22-149.in.oracle.com @ B vizz-148inoracke com
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Name Owned _ System ® UV;Z"(‘%)
Size (GB)

149_repo_vi22 . Yes 100 14 repo_149 Local F$ w227 1.in oracle

Disk Share Path Storage Server Description

The list of storage repositories that have been defined appears. Click Create to
create a storage repository.

In the pop-up window, enter the name of the storage repository.

Click the Search icon in the Disk field to select the Storage Server and File
System on which the storage repository is to be created and click OK.

If you select the NFS File System, you must select the location of the storage
server and a virtual server. You can optionally specify the Share Path and a
description. The storage repository has now been created and will be displayed in
the Storage Repositories page.

5.10.1 Performing Administrative Operations on a Storage Repository

ORACLE

After the storage repository has been created, you can perform a number of
management operations on it. The listing of storage repositories depends on the
server pool selection. If you select server pools, you see all the storage repositories. If
you select an individual server pool, only the storage repositories related to that server
pool appear. You can perform the following operations:

Edit: Select a repository and click Edit. You can modify the name and description
or release the ownership of the repository. Click OK to save the changes.

# Note:

If you are editing a storage repository that has been created on a
physical disk, you can change the server pool with which the storage
repository is associated. To change the server pool, in the Edit dialog
box, click the Search icon next to the Server Pool field, select a different
server pool and click OK.

Delete: Select a repository and click Delete. All the contents of the selected
repository along with its associations will be deleted.

Auto-Refresh: Select this option to enable Auto-Refresh and periodically refresh
and update the file system size of all storage repositories. In the dialog box that
appears, select the Enable check box and specify the Interval at which the file
system size is to be refreshed.
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¢ Note:

As the Auto-Refresh option locks the repositories, you must use this
option when no deployment operations are scheduled.

5.11 Presenting the Storage Repository

After you have created the storage repository, you can propagate it to one or more
server pools. When the storage repository is prepared and created, it still must be

made available for use by your virtual servers before it can be used. Typically you

present the storage repository to all the virtual servers in the server pool.

To present a storage repository to server pool, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Right click on an OVM Manager target from the left panel and select Manage
Storage Repository.

3. Inthe Storage Repository page, click on a storage repository from the list. The list
of server pools on which the storage repositories have been propagated appears.

Figure 5-16 Presented Servers

Storage Repository >

Storage Repository Details : 149_repo_vt22_51

Presented Servers  Assemblies ISOs VM Templates  VinualDisks VM Files  Repository Exports  Repository Events

Host Server Pool Description

4. Select one or more server pools from the list and click Present. In the Present
Servers dialog box, click the Select Servers icon. The list of members appears in
the Select Targets dialog box. Expand the Members in this dialog box and check
the boxes for zones, pools, or individual virtual servers and click Select to return to
the previous dialog box. Click Present to mount the member on the server.

5.12 Importing Assemblies, Templates, and Virtual Disks
Into the Storage Repository

ORACLE

A storage repository associated with an Oracle VM server stores binary components
associated with an Oracle VM servers. The following software components can be
stored in the storage repository:

e Oracle VM Templates

e Oracle Virtual Assemblies

* |SOs
e Virtual Disks
e VM Files
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The Oracle Virtual Assemblies, Oracle VM Templates and 1ISO images need to be
imported into the storage repository before guest virtual machines can be created
using them. Follow these steps to import software components into the storage
repository:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Right click on an OVM Manager target in the left panel and select Manage
Storage Repository.

3. Click on a Repository Name link. The Storage Repository Details page shows the
list of server pools on which the selected storage repository has been propagated.

4. Click the Assemblies tab. An assembly can be imported as a single . ova file.

Figure 5-17 Storage Repository - Assemblies

Storage Repository >

Storage Repository Details : 149_repo_vt22_51

Presented Servers | Assemblies | 1SOs VM Templates Virtual Disks VM Files  Repository Exports  Repository Events

View v L, Import..
Na Size (MB) Creation Time VM Templates Description
62570 Sep 30,2015 3:11:48 PM IST 1 Import URL: hitp:i/10.184.22 121/0VM_OL7U1_x86_84_PVHVM.ova

60030 Oct1,20157:14:12PM IST 1 Import URL: hitp:i110.184 22 121/0VM_OLEU2_¥86_64_PVM.ova

e Click Import. You can import the assembly from the Software Library or from
an external source. If you select:

— Software Library: The list of assemblies present in the Software Library
are displayed. Select the assemblies to be imported and click OK. After
the assembly has been imported, a series of templates is created. This
option unpacks the contents of the assembly, for example, configuration
files, disk images, and so on.

— External: Specify a external URL from which the assembly is to be
imported and click OK. The URL you specify must be accessible from the
OVS Host on which the repository is presented.
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# Note:

If the Enterprise Manager upload port is not present in the
tinyproxy configuration file, the assembly or template cannot be
imported. To resolve this issue, do the following:

*  On the Enterprise Manager node, as Oracle user, enter the
following command

$OMS_HOVE/ bi n/entt| status ons -details

*  From the output, capture the HTTPS upload port from the
example below:

HTTPS Upl oad Port : 4473

* On both active and passive PCA management nodes, run
the following command:

Edit /etc/tinyproxy/tinyproxy.conf
*  Add a line as follows in the ConnectPort section:
Connect Port 4473

*  Restart the tinyproxy service on both active and passive
management nodes as follows:

service tinyproxy restart

Click on the ISOs tab to import the ISO images. Virtual machines have no access
to the physical DVD or CD-ROM drive. You can assign virtual drives to virtual
machines by offering .iso files containing the image of a DVD or CD-ROM. These
image files can be found in the 1ISOs tab of the storage repository.

e Click Import. You can import the ISO image from the Software Library or from
an external source. If you select:

— Software Library: The list of ISO images present in the Software Library
are displayed. Select the ISO images to be imported and click OK. Select
the 1SO image that has been imported and click Assign to assign this
template to a server pool.

— External: Specify a valid external URL from which the ISO image is to be
imported and click OK. The URL you specify must be accessible from the
OVS Host on which the repository is presented.

# Note:

Creation Time is not displayed if you are using 3.4 or later versions of
Oracle VM Manager.

Click the VM Templates tab. Templates contain the configuration of a single
virtual machine. When you create a new virtual machine, you choose to either
create it from scratch or from a template. In a storage repository, templates are
typically imported as an archive (.t gz, . tar or other). The archive contains a . cfg
file with the virtual machine configuration, and at least one .img file which is a
virtual disk image.
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5-18 Storage Repository - VM Templates

Storage Repository Details : 149_repo_vt22_51

Presented Senvers

Assemblies  ISOs | VM Templates | VirtualDisks VW Files Repository Exports  Repository Events

view w &, import..

Name

OVM_OL7U1_x86_64_PVHVM1

Parent
Assembly

OVH_OL7U1 x.

Size (MB) Creation Time Description

2,503.00 Sep 30,2015 3:13.02 P IST Oracle Linux OL7 update 1for x86_64

250450 Sep 30,2015 3:30:14 P IST 64

ol7u1_template  Oracle Linux OL7 update 1for xB6_
12,288 .

Sep 30,2015 4:11:39 P IST Oracle Linux OL7 update 1 for x86_64

1228800 Oct1,20157:42:13 PMIST asmb_olgu2 Oracle Linux OL6 update 2 for x86_64

e Click Import. You can import the VM Template from the Software Library or
from an external source. If you select:

4

Software Library: The list of VM Templates present in the Software
Library are displayed. Select the VM Template to be imported and click
OK. After the template has been imported, select the template and click
Assign to assign this template to a server pool.

External: Specify a valid external URL from which the VM template is to
be imported and click OK. The URL you specify must be accessible from
the OVS Host on which the repository is presented.

Note:

Creation Time is not displayed if you are using 3.4 or later versions of
Oracle VM Manager.

7. Click on the Virtual Disks tab.

Figure

Storage Repository >

5-19 Storage Repository - Virtual Disks

Storage Repository Details : 149_repo_vt22_51

Presents ervers  Assemblies  1SOs VM Templates = Virtual Disks = VM Files Repository Exports  Repository Events
View v fl Create.. .+, Import.
Name Used (MB) Max (MB) F’““"‘E“‘“‘“’; Creation Time Shared  Associations Description
system 250200 12288.00 0 Sep30,2015 31202 PUIST 1
system (2) 2503.00 12,288.00 0 Sep30,2015 3:13:45PMIST 1
system (3) 250200 1228800 0 Sep30,2015 3:27:00 PUIST 1
system (4) 250450 12,288.00 0 Sep 30,2015 3:30:14 PMIST 1
0004b00001200007a14¢78d57c05a28.img 1228800 12,288.00 0 Sep 30,2015 4:11:39 PMIST 1
0004f00001200007214¢78d57¢05228.im. 12,288.00 12,288.00 0 Sep 30,2015 4:12:17 PMIST 1
system 12,288.00 12,288.00 0 Oct1,20157:18:13PMIST d
system (5) 12288.00 12,288.00 0 Oct1,20157:19:07 PM IST 1

» Click Create and size of virtual disk to be created.

e Ind

icate if this is a shared disk by checking the Shared check box.

e Click Import. You can import the virtual disk from the Software Library or an
external source. If you select:

Software Library: The list of virtual disks present in the Software Library
are displayed. Select the virtual disks to be imported and click OK. Select
the virtual disk has been imported, click Assign to assign this template to
a server pool.
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— External: Specify a valid external URL from which the virtual disk is to be
imported and click OK. The URL you specify must be accessible from the
OVS Host on which the repository is presented. If you reference the virtual
disk using http:// orftp:// protocols, you must include user/pwin the
reference.

For example, you must specify the URL as http:// user: pw@host /

virtual disk_file_imge_fileorftp://user: pwaost/

virtual _disk_image_file. If the virtual disk is accessible by way of NFS,
you can also specify file:///net/host/virtual _disk_i mge_file if the OVS
is enabled for NFS automount.

8. Click Return to return to the Storage Repository page.

¢ Note:

Creation Time is not displayed if you are using 3.4 or later versions of Oracle
VM Manager.

5.12.1 Creating a Repository Export (Optional)

You can configure the virtual server to enable third party applications to back up the
contents of the storage repository.

Prerequisites

* The Repository Exports feature is available only for storage repositories based on
physical disks and at least one server must have been presented to the repository.

e The virtual server must be configured to provide an NFS share to access the
contents of the repository.

e The virtual server must be in a clustered server pool and have the OCFS2-based
storage repository presented to it.

To create a repository export, follow these steps:

1. Click the Repository Exports tab in the Storage Repository Details page.
2. Click Create. The Create Repository Export window appears.

3. Enter a name of the host which is used to mount the contents of the storage
repository to the Export Server.

4. Specify the options to restrict access to the respository. For Linux systems, the
default is rw, async, no_r oot _squash.

5. Click Add in the Export Server(s) region. Select one or more virtual servers on
which the storage repository is to be presented and click Select.

6. Click OK to submit the job and return to the Storage Repository Details page.

5.13 Using Self Update to Download Oracle VM Templates
and Virtual Assemblies

You can download the preconfigured assemblies and templates from the Self Update
Console by following these steps:
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1. Log in to Enterprise Manager as a user with the EM CLOUD_ADM NI STRATCR role.

2. From the Setup menu, select Extensibility and then select Self Update. The Self
Update Console with the list of entity types that can be downloaded appears.

3. Select the Oracle VM Templates and Oracle Virtual Assemblies folder and click
Open. The Oracle VM Templates and Oracle Virtual Assemblies Updates page
appears.

4. Select an update and click Download. The Schedule Download dialog appears.
5. Specify if the update is to be downloaded immediately or at a later date.

6. Click Select. An Enterprise Manager job is created to download the update to the
Software Library. Enterprise Manager starts downloading the archive from the
Oracle Enterprise Manager store. Wait for the download to complete. (When in
offline mode the system starts reading from the specified location.) When the
download is complete, the status indicates that the update has been downloaded.

7. Click Apply. A job is submitted to apply the update. The downloaded plug-in is
applied and appears on the Oracle VM Templates and Oracle Virtual Assemblies
Updates page.

5.14 Creating a Virtual Server Pool

ORACLE

This section guides you through the ways of designing a server pool to meet your
requirements.

Before creating a server pool, you need to consider how many physical servers will be
contained in the server pool, and what functions each physical server will perform. The
more virtual machines you will run in the server pool, the more resources these virtual
machines will consume, therefore the more physical servers are needed to provide
sufficient resources for the server pool.A server pool is scalable. If you find a server
pool does not have sufficient resources, such as CPU and memory, to run the virtual
machines and the applications inside, you can expand the server pool by adding more
Oracle virtual servers.

A virtual server pool contains one or more virtual servers and guest virtual machines.
A virtual server can belong to one and only one virtual server pool at a time. Guest
virtual machines and resources are also associated with the server pools.

Prerequisites

* A non-clustered virtual server pool can contain a maximum of 64 Oracle VM
servers and a clustered virtual server pool can contain a maximum of 32 Oracle
VM servers.

» Virtual servers that can be deployed as the Master Server, the Utility Server,
and/or the Guest Virtual Machine. At least one virtual server is required in a server
pool.

* All virtual servers in a server pool should have CPUs in the same CPU family. If
they are not in the same CPU family, some operations such as live migration may
fail. Though the CPUs should be in the same CPU family, they may have differing
configurations, such as different number of cores. Other hardware components on
the host computer may also differ, such as the amount of RAM, the number and
size of disk drives, and so on.
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# Note:

Although the host computers may have differing configurations, Oracle
recommends that all virtual servers in a server pool are identical.

A dedicated file system (either a NAS export, or a LUN) to use as the server pool
file system is available.

IP addresses for the virtual servers must be available. The IP address to be used
as the Master Server's virtual IP address must be an unused and available IP
address.

To create a virtual server pool, you must be logged in as an Administrator with
Add Any Target privilege.

To delete a virtual server pool, you must have Full privilege on the server pool and
appropriate privileges on the virtual servers and guest virtual machines belonging
to the virtual server pool.

To create a virtual server pool:

1.

3.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Right click on an OVM Manager target in the left panel and select Create Virtual
Server Pool.

Figure 5-20 Create Virtual Server Pool
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Enter the server pool information:

* Virtual Server Pool Name: The name of the server pool. A server pool name
must consist of alphanumeric characters, and must not contain spaces or
special characters, except the underscore (_) or hyphen (-) characters. The
maximum length of a server pool name is 200 characters.

» Description: A description of the server pool.

» Keymap: Specify the keyboard type for the guest virtual machines created in
this server pool.
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VM Start Policy: Select the policy to be used to start the virtual machines.
You can choose:

— Start on Best Server: The best server in the server pool is used to start
the virtual machine.

— Start on Current Server: The virtual machine will be started on the same
server on which it was created.

Secure VM Migrate: Specify whether encrypted migration of virtual machines
is to be enabled. If this checkbox is selected, virtual machines are migrated
using SSL to protect data during the migration process.

Activate Cluster: Select this check box to enable high availability on the
server pool.

Cluster Timeout: If the Activate Cluster is enabled, you can set the cluster
timeout period in seconds. The disk heartbeat and network heartbeat are
derived from the cluster timeout value.

Type of Pool File System: Select the pool file system to use for the server
pool. The pool file system is used to hold the server pool, cluster data, and is
also used for the cluster heartbeat.

The type can either be Network File System or Physical Disk. If you are using
a file server for the server pool, select Network File System. If you are using a
physical disk on a storage array for the server pool, select the type as Physical
Disk.

Location: Click the Search icon to search for and select the pool file system.
This must be accessible by all virtual servers in the server pool.

Virtual IP: An IP address used to locate the Master Server in the server pool.
If the Master Server changes to another Oracle VM Server, this IP address is
then assigned to the new host.

Click Add in the Virtual Servers section. Select one or more virtual servers from
the Search window and click OK.

# Note:

Before you add a virtual server to the server pool, it must have been
discovered. See Discovering a Virtual Server for detalils.

Click OK to create a virtual server pool.

5.14.1 Editing a Virtual Server Pool

You can edit the configuration information of a virtual server pool, including the
description, key map, start policy, and so on. You can also change the master server,

ORACLE

which controls the cluster, as well as whether the virtual machines are migrated

securely. You cannot change the Virtual IP or the Pool File System used for the server
pool. To edit a virtual server pool, follow these steps:

1.

2.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

From the left panel, select the virtual server pool target that you want to edit.
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From the VM Server Pool menu, select Target Setup, then select Edit VM
Server Pool. The Edit Virtual Server Pool page appears.

You can also edit the following fields:

* Keymap: The keyboard type for the guest virtual machines created in this
server pool.

* VM Start Policy: The policy to be used to start the virtual machines. You can
choose to start on the current server or on the best server.

* Secure VM Migrate: Indicates whether encrypted migration of virtual
machines is to be enabled. If this checkbox is selected, virtual machines are
migrated using SSL to protect data during the migration process.

* Master Server: Indicates the server that is the master of the server pool. You
can choose any server in the server pool to become a master. This feature is
not available for Oracle VM Manager versions 3.4 and later.

# Note:
The Master Server feature is not supported in Oracle VM Managers
versions 3.4 and higher.
In the Virtual Servers region, you can add or remove virtual servers.

Click Change Agent Password to change the password for the Management
Agent running on the Master Server. The modified password will applied to the
Management Agents running on all virtual servers in the server pool.

# Note:

Before you add a virtual server to the server pool, it must have been
discovered. See Discovering a Virtual Server for detalils.

You can Add, Edit, or Delete Anti-Affinity Groups. Anti-affinity groups specify that
a group of virtual machines cannot run on the same server. In the Add Anti-Affinity
Group window, enter a name for the group and select one or more virtual
machines that should be part of this group. The virtual machines that are part of
this group cannot run on the same server.

Click OK to apply the changes to the virtual server pool.

5.15 Creating a Zone

A zone is used to group related cloud resources together. Cloud zones can be created
based on location, software lifecycle status, for grouping resources according to a cost
center or for metering and chargeback purposes. Typically, a zone can cover a
department or possibly a small data center. The cloud environment can comprise of
one or more zones. Each zone has a set of metrics that show the aggregate utilization
of the zone.

ORACLE

Prerequisites
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To create a zone, you must be logged in as an Administrator with Add Any Target
privilege.

To remove a zone, you must have Operator / Full privilege on the zone.

Follow these steps to create a zone:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Right click the OVM Manager target for which the zone is to be created in the left
panel and select Create Zone.

Figure 5-21 Create Zone

& Vil anager v

Create Zone K| |icamcet
*Hame

Description

Virtual Server Pools

& Add.
Virtual Server Pool Name. Virtual Servers

o data to display.

In the Create Zone page, specify the zone name and description.

Indicate if this zone will be used by the self service users by checking the
Infrastructure Cloud Self Service Zone check box.

Click Add in the Virtual Server Pool section to add one or more virtual server
pools. See Creating a Virtual Server Pool for details. You can add the virtual
server pools for which you have the privileges and that are not part of any other
zone.

Click OK. The virtual server pools and the storage arrays appears in the newly
created zone on the Home page.

5.16 Setting Up the Storage Quality of Service (QoS)

Storage QoS refers to quality of service that is defined at the storage server level.
Setting up the storage QoS involves defining various storage properties. Before
deploying a guest virtual machine, you can define the storage QoS, map this QoS to a
storage server, and specify this QoS while deploying a guest virtual machine.

ORACLE

This involves defining the machine size, network type, and the storage QoS. After you
have set up the storage QoS, you can set up the storage servers, network
repositories, and storage arrays. This storage QoS can then be used during
deployment of guest virtual machines.

To define the storage QoS, follow these steps:

1.

2.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Right click on the Infrastructure Cloud menu in the left panel and select Setup.
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Figure 5-22 Storage Quality of Service

Infrastructure Cloud @

™ Infrastructure Cloud v Page Refreshed Oct 2, 2015 1:54:33 PM GMT-07:00 )
Storage Quality of Service
W create.. #Ean. ¥ petete

Name Description
coc

Click Create in the Storage Quality of Service page.

In the pop-up window, specify the name and description of the storage QoS and
click OK. The newly added storage QOS appears on the Storage Quality of
Service page.

Navigate to the OVM Manager Home page and select Storage from the OVM
Manager menu.

Click the Storage link under File Servers. In the General tab, scroll down to the
Storage QOS Mapping region.

Click Edit. The Storage QOS Mapping window appears. Click Add and select that
you had created earlier. The Storage QOS you have added appears in the Storage
QOS Mapping table.

To see how this mapping is used when you deploy an assembly, navigate to the
Home page of a Zone under the OVM Manager. From the Zone menu, select
Deploy, then select Assembly.

In the Deployment Configuration page, click Override in the Disk section and
select the Storage QOS you have created. This storage QOS will be used for
deploying the assembly.

5.16.1 Setting Up the Network Type

You can define the QoS for network by defining some network types like routable,
internet-facing, and so on. After the network QoS has been defined, you can map this
to any network that is being created. You can then use this network type while
deploying a guest virtual machine.

ORACLE

To define the network QoS, follow these steps:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Select Setup from the Infrastructure Cloud menu.

Click the Network Types link on the Infrastructure Cloud page.

Figure 5-23 Network Types
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Click Create in the Network Types page.

Enter a name and description of the network type and click OK.
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5.16.2 Setting Up the Machine Sizes

You can define the machine size that will be available to the SSA users and during
deployment. To define the machine size, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Right click on the Infrastructure Cloud menu in the left panel and select Setup.
Click the Machine Sizes link on the Infrastructure Cloud page.
Click Add Machine Size.

o > w0 D

Enter the name (internal name of the machine size), description, number of
VCPUs, amount of memory and local storage assigned to machines of this size.
Click Save to add this machine size.

5.16.3 Configuring the Software Library User

While setting up the storage repository, you can import VM Templates, Assemblies,
and other software components into the storage repository. To configure the software
library user who has the privileges to perform these tasks, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Right click on the Infrastructure Cloud menu and select Setup.

3. Click the Software Library User Configuration link on the Infrastructure Cloud
page.
4. Enter the password for the Cloud Software Library user who is allowed to import

components from the Software Library. This password must be specified when the
user accesses the Software Library and download the required components.

5.16.4 Configuring the Software Library User with External
Management Agent

ORACLE

If the Management Agent is running on a remote machine, when importing the
virtualization components, you must ensure that:

* The Software Library user must have Execute command privileges on the remote
host.

» If Named Credentials are required to access the Management Agent on the
remote host, the Software Library user must have View privileges while creating
the Reference File locations for the Agent Storage Type.

To set up View privileges, follow these steps:
1. From the Setup menu, select Security, then select Named Credentials.

2. Select the Named Credentials to be used while creating the Software Library
Reference Location of Storage Type: Agent.

3. Click Add Grant. Select the CLOUD SW.I B_USER and click Save.

To set up Execute privileges on the remote host, follow these steps:
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1. From the Setup menu, select Security, then select Administrators.
2. Select the CLOUD_SWL.I B_USER and click Edit.

3. Navigate to the Target Privileges step. In the Target Privileges section, click Add
and select the host target on which the Management Agent is running. The host
target is added to the table.

4. Select the host target added in the Step 3 and click the Edit icon in the Manage
Privilege Grants column. Select Execute Command in addition to the already
existing View option and click Continue.

5. Click Save to save this configuration.

5.16.5 Defining the Request Purging Policy

All deployment requests can be retained for a certain period and then purged. To
specify the number of days for which the requests should be available, follow these
steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Right click on the Infrastructure Cloud menu and select Setup.
3. Click the Request Archiving Policy link on the Infrastructure Cloud page.

4. Select the Enable Archiving check box, specify the Archiving Duration, and click
Apply. The requests will be archived for the specified period and will then be
purged.

5.17 Patching the Oracle VM Server

Oracle provides a publicly available YUM repository which includes repositories for
Oracle VM. These repositories include the full releases of Oracle VM and mirror those
releases on the Oracle VM DVDs/ISOs. The Oracle VM Server must be patched to
ensure that the latest software updates and enhancements are applied. Patching the
Oracle VM Server involves the following:

e Configuring the YUM Repository
* Upgrading the Virtual Server

5.17.1 Configuring the YUM Repository

ORACLE

You can configure the YUM repository that is to be used to upgrade the virtual server.
The configured YUM repository can be used for to upgrade all discovered virtual
servers.

Prerequisites

* The YUM repository being configured must be present at a http location. You can
configure an internal or public YUM repository.

To configure the YUM repository, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.
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Right click on an OVM Manager target in the left panel, then select Manage YUM
Repository.

Enter the following details in the YUM Repository page:
* Name: Name of the YUM repository.
*  YUM Base URL: HURL for the YUM repository.

* Enable GPG Key: Select this check box if you want to enable the GPG key.
The GPG key checks the validity of the YUM repository and packages
downloaded from the repository.

*  YUM GPG Key: If the Enable GPG Key field has been checked, specify the
YUM GPG Key here.

Click OK. The YUM repository will be configured for the Oracle VM Manager.

5.17.2 Upgrading the Virtual Server

After you have configured the YUM repository, you must upgrade the virtual server to
ensure that it has the latest updates. The virtual server being upgraded must be in
maintenance mode. To upgrade the virtual server, follow these steps:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Right click on a VM Server in the left panel and select Upgrade.

# Note:

The Upgrade button is disabled if the Oracle VM Manager version is
3.3.x and the Oracle Virtual Server version is less than 3.3.1.

A confirmation message appears. Click OK to proceed with the upgrade. After the
virtual server has been upgraded, the virtual server will be restarted.

5.18 Acknowledging OVM Events

OVM events are generated for all operations performed on a server, server pool,
storage, or network. The event can be Informational, Minor, or Critical. When a target
is in an error state, a Critical event is generated. Targets with a Critical status cannot
be used to perform any operations. The EM CLOUD_ADM NI STRATCR can acknowledge
such events as the associated targets cannot be used. To acknowledge an OVM
event, follow these steps:

ORACLE

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Click on a VM Server in the left panel to navigate to the VM Server Home page.

From the VM Server menu, select OVM Events. The list of unacknowledged
events appears. Select an event from the list and click Acknowledge to
acknowledge the event.
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5.19 Managing the NTP Configuration

ORACLE

< Note:

e This feature is available only with Oracle VM Manager 3.2.1 or later.

e« The NTP Server to be added must already be configured to provide the
NTP service.

Network Time Protocol (NTP) is a networking protocol that enables clock
synchronization across all Oracle VM Servers managed by an Oracle VM Manager. By
default, when an Oracle VM Server is discovered, it is configured to use the Oracle VM
Manager host computer as the NTP time source. You can configure a custom list of
NTP servers that will be used to synchronize the clock when an Oracle VM Server is
discovered. To create a custom list of NTP servers, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home. The Infrastructure Cloud Home page appears.

Figure 5-24 NTP Configuration
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2. Right click on an Oracle VM Manager target from the left panel and select Manage
NTP Configuration.

3. Toadd an NTP server, click Add. In the Add NTP Server dialog box, enter the IP
address or hostname of the NTP server in the IP Address/DNS Hostname field
and click OK.

4. To edit an NTP server, select the server in the table and click Edit. In the Edit NTP
Server dialog box, you are prompted for the name of the New NTP Server. Enter
the IP address or hostname of the new NTP Server and click OK.

5. To delete an NTP server, select the server in the table and click Delete. A
confirmation message is displayed. Click OK to delete the server or Cancel to
cancel the operation.

6. To update the NTP server configuration on all Oracle VM Servers managed by the
VM Manager, click Update All Servers. Any previous NTP configuration is
overwritten.

Alternatively, you can save the NTP server configuration that you have added by
clicking Save. This option saves the configuration but does not update the Oracle
VM Servers. You can push the configuration to the VM Servers at a later date.
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After any changes have been made the NTP server configuration, you must restart
the VM Server for the changes to be effective.

# Note:

If multiple NTP configurations have been defined, the order in which have
they have been defined will be used for clock synchronization.

5.20 Importing Virtual Machines

# Note:

This feature is available only with Oracle VM Manager 3.2.1 or later.

You can import a virtual machine into Oracle VM Manager from an external location.
The imported virtual machine is placed under the VM Zone, VM Server Pool, or the
VM Server you have selected. The virtual machine must be located on an FTP or web
server, either as separate files, or compressed into a single archive file (for example,
a .tgz or .zip file).

To import a virtual machine, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home. The Infrastructure Cloud Home page appears.

2. Right click on a VM Zone, VM Server Pool, or a VM Server target from the left
panel and select Import Virtual Machine. The Import Virtual Machine: Select
Target and Source page appears.

3. The destination target on which the virtual machine is to be imported and the
name of the target is displayed.

4. Enter the following details:

e Source: Enter the URL of the archive (tgz or gzip) that is to be imported as a
virtual machine. The URL can be in format HTTP, HTTPS, or FTP.

* Request Name: Enter a name for the virtual machine import request.

5. Click Next. The Import Virtual Machine: Instance Details page appears.

Figure 5-25 Import Virtual Machine: instance Details
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6. Enter the following details:

* Enable High Availability: If you want to enable high availability for this guest
virtual machine, select this checkbox. This option allows the guest virtual
machine to be automatically restarted on other virtual servers in the pool in
case the virtual server hosting the guest virtual machine fails.

# Note:

High availability must be enabled both on the virtual server pool and
on the guest virtual machine. If it is not enabled on both, high
availability is disabled.

- Start VM After Creation: Specify whether the guest virtual machine should be
started automatically after it is created.

e CPU Scheduling Priority: Specify the priority of a guest virtual machine to
access the physical CPUs, while competing with other guest virtual machines
on the same virtual server. Higher the priority, higher is the stake of the guest
virtual machine in claiming CPU cycles

e CPU Scheduling Cap (%): Restricts the amount of physical CPU that a guest
virtual machine can use. Use this to constrain guest virtual machine resource
allocation.

» Keymap: The keyboard mapping that will be used by the guest virtual
machine being cloned.

e Tags: Specify one or more tags for the virtual machine. These tags are used
to logical group the virtual machines and can be used to search for one or
more virtual machines that meet a certain criteria.

VM Size: The amount of memory to be allocated to the guest virtual machine.
The virtual server should have sufficient memory to run the guest virtual
machine. Otherwise, the guest virtual machine will be created, but will not be
started. The size of the guest virtual machine (memory and CPU values).
Select the VM Size which can be Small, Medium, Large, or Custom.

# Note:

The Root Password, Network, and Storage configuration cannot be
modified for an imported virtual machine.

7. Click Next. In the Import Virtual machine: Schedule page, specify the Start and
End Date. The Start Date is the date on which the request is being submitted and
the End Date is the date on which the virtual machine is retired. Click Next.

8. Review the details of the virtual machine being imported and click Submit. From
the Enterprise menu, select Job, then select Activity to view the Job Activity page.
This page shows the details of the submitted job. You can click on the Name link
to view more details.
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5.21 Acknowledging the Repository Events

When the file system on the storage repository gets corrupted, a critical event is raised
on the storage repository. This page displays all the critical events for the storage
repository. To acknowledge repository events, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home. The Infrastructure Cloud Home page appears. Select an OVM Manager
target from the left panel.

2. From the VM Manager menu, select Administration, then select Storage
Repository.

3. Alist of storage repositories that have been defined is displayed. Click on a
storage repository name and click the Repository Events tab.

4. Alist of unacknowledged critical events is displayed. Select an event from list and
click Acknowledge Events. The file system associated with the acknowledged
event cannot be used
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This chapter describes the process to define policies for different target types and
perform specific actions on virtualization targets.
It contains the following sections:

*  About Cloud Policies

e Viewing Cloud Policies

e Viewing Policies for a Target

e Defining a Performance Policy

e Defining a Schedule-Based Policy

» Activating and Deactivating Policies
e Viewing Policy Groups

e Creating a Policy Group

e Creating DRS and DPM Policies

6.1 About Cloud Policies

ORACLE

Cloud management policies are rules that a EM CLOUD_ADM NI STRATOR can define to take
certain actions based on either performance metric thresholds or based on a schedule.
You can create your own policies or use the ready-to-use policies. The ready-to-use
policies provided by Oracle cannot be edited but you can do a create like cloning of
the policy and then edit it as required.

" Note:

A self service user (EM SSA_USER) can also create cloud policies for the
services for which he has been granted access..

There are two kinds of cloud management polices: Performance-based policies and
Schedule-based policies. Performance policies are based on the performance metrics
of a specific type of target. Schedule based policies are executed based on the
schedule you have defined. You can group one or more policies together to form
policy groups. You can:

*  View and Monitor Cloud Policies

» Define a new policy which can be of the following types:
— Performance Policy
— Schedule Policy

* Activate or Deactivate a Policy
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Define Policy Groups

6.2 Viewing Cloud Policies

You can view all the cloud policies and policy groups from the Cloud Policy Home
page. You can view details like the status of the policy, type of policy, action type,
policy associations and the schedule for the policy.

ORACLE

1.

2.

Log in to Enterprise Manager as a user with the EM CLOUD_ADM NI STRATCR role and
from the Enterprise menu, select Cloud, then select Infrastructure Policies.

# Note:

if you have logged into as a user with the EM SSA_USER role, click the
Policies tab in the Infrastructure Cloud Self Service Portal.

On the Policy Home page, you will see a list of a policies that you own and for
which you have administration privileges.

Figure 6-1 Cloud Policies
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Status  Active
Owner GK_CLOUD_ADMIN

Date Created 10132015

Last Modified  GK_CLOUD_ADMIN

Target Type  Oracle Tier Instance -

Select a policy from the table. The policy details including the type of policy,
performance (rule, action, action description), or schedule (schedule, action and
action description), the status, date on which it was created, and the target type
are displayed.

You can perform the following actions on this page:

* Create: To create a new policy, from the Create menu, select either of the
following:

— Schedule Policy: See Defining a Schedule-Based Policy.
— Performance Policy: See Defining a Performance Policy.

* Create Like: Select a policy and click Create Like to make a copy of an
existing policy.

» Edit: Select a policy and click Edit to launch the Edit Policy wizard. You can
modify the description of the policy and add metrics to the policy. You cannot
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change the name of the policy, the type of policy, the target with which the
policy is associated, and the actions that can be performed.

* Activate or Deactivate a Policy: See Activating and Deactivating Policies.

* Create Policy Associations: In the Associations region, you can view a list of
targets that have been associated with a selected policy. A policy can be
associated with one or more targets. Click Add. In the Search and Select:
Targets window, choose a target and click Select to associate the target with
the policy. After you have associated one or more targets with the policy, you

can:

— Click on a target to drill down to the Policies page for the target. See

Viewing Policies for a Target.

— Select a target and click View History to view the Policy Action History.

— Select a policy and click Remove to delete the associations for the policy.

. < Note:

6.3 Viewing Policies for a Target

After you have associated a target with a policy, you can view all policies that can be
associated with a target on the Policies page.

ORACLE

— Associations cannot be added for inactive policies.

— The View History option is not available for users with the
EM SSA_USER role.

To view policies that can be associated with a selected target, follow these steps:

1. Navigate to the Cloud Policies page.

2. Select a policy from the list of active policies in the list. In the Associations region,
click on a target link to drill down to the Policies page for the target.

Figure 6-2 Policies - Target
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All policies that can be associated with the selected target are listed on this page.
For each policy, the type of policy association that has been defined is displayed.
This can be:

* Standalone

*  Template Collection

* Policy Group

For each policy, the following details are displayed:

* Name and description of the policy.

*  The type of policy which can be Schedule or Performance.

* The policy association method. A policy can be associated with a standalone
association, template collection, a policy group or a combination of the three.

* The General section displays details like status of the policy, the number of
associations, the date on which the policy was created, and the type of policy.

* The Policy Action History region shows the history of associations for this
target.

# Note:
— The history of policy associations is displayed only for users with
the EM CLOUD_ADM NI STRATCR role.

— The Policy Action History region is blank if the action has a
Failed status.

For policies that are active, you can do the following:
» Select a policy and click Associate to associate it with the target.

» Select a policy that has already been associated and click Disassociate to
delete the policy association.

6.4 Defining a Performance Policy

Performance policies are formed based on the performance metrics of a specific target
type and its associated targets. You can create conditions and rules for the policy
based on the metrics.

ORACLE

To define a performance policy, follow these steps:

1.

Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

On the Policy Home page, you will see a list of policies that you own and for which
you have administration privileges.

From the Create menu, select Performance Policy.

In the General Information page, enter the name and description of the policy.
Select the Target Type with which the policy is to be associated.
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Figure 6-3 Create Performance Policy - General
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Description  Performance policy to scale up 1 node Oracle Tier
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Type Performance
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Step1ofa Next €

Click Next. In the Rule page, select a metric from the right panel and click Add to
Definition, or drag and drop metric from the Metrics column to the Definition
column. Specify the condition, value, and number of occurrences. In the Match

radio button, you can select

» All: All conditions must be met before the policy is executed on the target.

* Any: Any of the conditions must be met for the policy to be executed.

Figure 6-4 Create Performance Policy - Rule
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Click Next. Specify the action to be performed when the policy condition is met.
The list of available actions can vary depending on the selected target type.

If notifications are disabled, you will see the following message:

Notification action is currently disabled. Contact your system adm nistrator

to set up the email server information.

Figure 6-5 Create Performance Policy - Action
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Rule

* AppliestoTarget  Oracle TierInstance

Action  ScaleUp B

Notification action is currently disabled. Contact your system administrator o setup the email server information.

Description

Parameter Value
Action Parameters
Mumber ofnodes 1

Atleast one of Oracle Tier Instance/Oracle VM GuestiOVM Guest Load. Relative CPU Utilization (%) is greater than 90 for 5 consecutive occurrence(s)

Back Step3of4 Next  Cancel

Review the policy and click Save to define this policy and return to the Policy
Home page.
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¢ Note:

After you have defined the policy, you can associate one or more targets
with the policy.

6.5 Defining a Schedule-Based Policy

Schedules based on policies are based on a predefined schedule. To define a
schedule-based policy, follow these steps:

1.

Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

On the Policy Home page, you will see a list of a policies that you own and for
which you have administration privileges. From the Create menu, select Schedule
Policy.

Figure 6-6 Create Schedule Policy

Cloud Policies

Create Schedule Policy OK  Cancel

" Name  Copy ofvm_policy

Description

Type Schedule
“Target Type  Oracle Vi Guest B

M

Start a Guest Virual Machine

Start  10/2/2015 2.43:07 P (@ (UTC-08:00)Los Angeles - Pacific Time (PT)

e i i
Frequency Every 1[=s day(s)

Grace Period [] Do notrun i it cannot start within of the scheduled start time

In the Create Schedule Policy page, enter the name, description of the policy, and
the Target Type with which the policy is to be associated.

Specify the Grace Period, frequency, and schedule for the policy.

When the policy conditions are met, the policy is executed as per the schedule on
the selected target. The list of available actions can vary depending on the target
type with which the policy is associated.

Click Save to define this policy.

# Note:

After you have defined the policy, you can associate one or more targets
with the policy.

6.6 Activating and Deactivating Policies

Once a policy is defined, it becomes active and can be applied to one or more targets.
You can deactivate an active policy by following these steps:

ORACLE
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1. Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

2. On the Policy Home page, you will see a list of a policies that you own and have
administration privileges.

3. Select a policy from the table and click Deactivate. The policy is deactivated and
the status of the policy is marked as Inactive. You cannot associate this policy to
any target until it is activated and its current associations will be suspended for
further evaluations.

Once a policy is deactivated, it is marked as Inactive. To activate an Inactive Policy,
select the policy from the table and click Activate. In the confirmation window, click
Activate again. The policy is now marked as Active.

6.7 Viewing Policy Groups

A policy group is a collection of policies that can be applied together and evaluated to
generate a compliance score. To view the policy groups, follow these steps:

1. Log into Enterprise Manager as a user with the EM CLOUD_ADM NI STRATCR role and
from the Enterprise menu, select Cloud, then select Infrastructure Policies.

# Note:

if you have logged into as a user with the EM SSA_USER role, click the
Policies tab in the Infrastructure Cloud Self Service Portal.

2. The Cloud Policies page appears. Click on the Policy Groups tab.

Figure 6-7 Policy Groups

Cloud Policies Fage Refveshed Oct 3, 2015 10:09:44 PM POT 4 )

Polcies

Last Modified

rou tame Descrition Polcios  Assaciatons Ovtor  DateCroted Lasc ot

New Polcy Group 5 3 GK_CLOUD_ADMIN 2015-10-03 22:07:44 PM... GK_CLOUD_AD... 2015-10-0322:10:39 P11

Name Target Type Policies Associated Policy Type Poiicy Description
Oracle VI Guest

Oracle VI Guest 2

Oracle Tier Instance 0

3. The list of policy groups that have already been defined are displayed. You can do
the following:

* Create a Policy Group: See Creating a Policy Group.

» Create Like: Select a policy group and click Create Like to make a copy of an
existing policy group.

» Edit: Select a policy group and click Edit to launch the Edit Policy Group
wizard. You can add or remove policies from the policy group. You cannot
modify the name of the policy group.
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Delete: Select a policy group and click Delete. When a policy group is deleted,
all associations defined for the policy group will also be deleted.

# Note:

You can edit or delete policy groups that you have created or for
which you have the privileges.

Create Policy Group Associations: Click the Associations tab in the Policy
Group region, to view a list of targets that have been associated with the
selected policy group.

A policy group can be associated with one or more targets. Click Add. In the
Search and Select: Targets window, choose a target and click Select to
associate the target with the policy group. After you have associated one or
more targets with the policy group, you can:

— Click on a target to drill down to the Policies page for the target. See
Viewing Policies for a Target.

— Select a target and click View History to view the Policy Group Action
History.

— Select a target and click Remove to delete the policy group association.

View Policies: Click the Policies Included tab in the Policy Group region to
view the list of policies included in the policy group.

Figure 6-8 Policy Group: Policies Included

Cloud Policies Page Raesnad Oct3, 2015 10:05:44 P POT )
Poicies | % Policy Groups
Vieww il Creste.. [ Crestelike.. # Edit. J(Delete Search GroupName E

Last Modified

Group Name Description Policies  Associations Owner Date Created e

New Poicy Group. 2 3 GK_CLOUD_ADMN 2015-10-0322:07:44 PHi... GK_CLOUD_AD. . 2015-10-0322:1039 Pl

6.8 Creating a Policy Group

To define a policy group, follow these steps:

ORACLE

1.

Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

Click on the Policy Groups tab. On the Policy Groups page, you will see a list of a
policy groups that have been defined.

Click Create. The Create Policy Group page appears.
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Figure 6-9 Policy Group: Create

Create Policy Group OK  Cancel
* Group Name  Polcy Group

Description

Last Modified Associations

s Type Target Type Status Owiner Date Created ‘L;;E‘ Modified

b perf_scale_up_policy Performance Oracle Tier nstance Active GK_CLOUD_ADMIN 2015-10-0321:0455PM .. GK_CLOUD_AD... 201510-0321:0456 P .. 2

Schedue  Oracke VI Guest Active GK_CLOUD_ADMIN 2015-10-03 21:14:22 Pl

Click Add. A list of policies that can be added to the policy group are displayed.
Select one or more policies from the list and click Select.

The selected policies will be added to the policy group. Click OK to save this policy
group.
Click OK to save this policy group.

6.8.1 Example 1

If you want to shut down a guest virtual machine every Friday at 6:00 pm and restart it
every Monday at 9:00 pm, you can create policies as follows:

First, create a schedule based policy where the guest virtual machine shuts down
every Friday at 6:00 pm. See Creating a Policy for Shutting Down Guest Virtual
Machine.

Secondly, create another schedule based policy where the guest virtual machine
is restarted every Monday at 6:00. See Creating a Policy for Starting Up Guest
Virtual Machine.

Combine these two policies into a Policy Group and associate these policies with
one or more guest virtual machine targets. See Creating a Policy Group (Start Up
and Shut Down).

6.8.1.1 Creating a Policy for Shutting Down Guest Virtual Machine

ORACLE

To shut down a guest virtual machine every Friday, you can set up the policy as
follows:

1.

Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

In the Cloud Policies page, select Schedule Policy from the Create menu. In the
Create Schedule Policy page, enter the following details:

* Enter a name and description for the policy.
e Select the Target Type as Oracle VM Guest.
»  Select Stop in the Policy Action field.

* Inthe Start field, specify the date and time from which this policy should be
effective.

* Inthe Repeat field, select Specific Days of the Week and select Friday in the
Days of Week checkbox.
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Click OK to save this policy and return to the Cloud Policies page.

6.8.1.2 Creating a Policy for Starting Up Guest Virtual Machine

To start a guest virtual machine every Monday, navigate to the Cloud Policy page and
select the policy you just created. Perform the following steps:

1.
2.

3.

Click Create Like to make a copy of the policy.

In the Cloud Policies page, select Schedule Policy from the Create menu. In the
Create Schedule Policy page, enter the following details:

* Enter a name and description for the policy.
e Select the Target Type as Oracle VM Guest.
»  Select Start in the Policy Action field.

* Inthe Start field, specify the date and time from which this policy should be
effective.

* Inthe Repeat field, select Specific Days of the Week and select Monday in
the Days of Week checkbox.

Click OK to save this policy and return to the Cloud Policies page.

6.8.1.3 Creating a Policy Group (Start Up and Shut Down)

After defining the two policies for the guest virtual machine target type, you can
combine these policies into a policy group and associate these policies to one or more
targets. To create a policy group, follow these steps:

ORACLE

1.

o o W N

10.

Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

On the Cloud Policies page, click the Policy Groups tab.

Click Create. The Cloud Policy Group page appears.

Enter a name and description for the group.

Click Add and select the two schedule policies that you have created.

Click OK to return to the Cloud Policies page and click on the Policy Group that
you have created.

The details of the policy group that you have created such as the name of the
policy group, number of policies associated with this group, number of targets
associated, and so on are displayed.

Click the Policies Included tab in the bottom region to view the policies
associated with this policy group.

Click the Associations tab to view the list of guest virtual machines associated
with this policy. Click Add to associate more guest virtual machines with this policy

group.

When this policy group is active, the guest virtual machines associated with the
policies are shut down and started up as per the schedule.
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6.8.2 Example 2

Suppose you want to define a policy group for an Oracle Tier Instance target where
the tier instance is scaled down to 1 every Friday and scaled up to 2 every Monday.
You can create the following policies:

»  First, create a Schedule Policy to scale down the tier instance to 1. See Creating a
Policy to Scale Down a Tier Instance.

* Next, create another policy to scale up the tier instance to 2 every Monday. See
Creating a Policy to Scale Up a Tier Instance.

e Combine these policies and create a Policy Group. See Creating a Policy Group
(Scale Up and Scale Down).

6.8.2.1 Creating a Policy to Scale Down a Tier Instance

To scale down a tier instance every Friday, you can set up a performance policy as
follows:

1. Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

2. Inthe Cloud Policies page, select Schedule Policy from the Create menu. The
Create Schedule Policy page appears.

3. Enter a name and description for the policy and specify the following details:
» Target Type: Select the Tier Instance target type.
e Policy Action: Select the Scale Down policy action.
* Repeat: In the Repeat field, select Specify Days of the Week.
e Days of the Week: Select Friday here.
4. Click OK to save the policy.

6.8.2.2 Creating a Policy to Scale Up a Tier Instance

ORACLE

To scale down a tier instance every Friday, you can set up a performance policy as
follows:

1. Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

2. In the Cloud Policies page, select Schedule Policy from the Create menu. The
Create Schedule Policy page appears.

3. Enter a name and description for the policy and specify the following details:
* Target Type: Select the Tier Instance target type.
* Policy Action: Select the Scale Up policy action.
* Action Parameters: Enter 2 for the Number of Nodes parameter.
* Repeat: In the Repeat field, select Specify Days of the Week.
* Days of the Week: Select Monday here.
4. Click OK to save the policy.
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6.8.2.3 Creating a Policy Group (Scale Up and Scale Down)

After defining the two policies for the Oracle Tier Instance target type, you can
combine these policies into a policy group and associate these policies to one or more
targets. To create a policy group, follow these steps:

1. Depending on your user role, use the menu options to navigate to the
Infrastructure Policies page.

On the Cloud Policies page, click the Policy Groups tab.
Click Create. The Cloud Policy Group page appears.
Enter a name and description for the group.

Click Add and select the two schedule policies that you have created.

o o p W N

Click OK to return to the Cloud Policies page and click on the Policy Group that
you have created.

6.9 Creating DRS and DPM Policies

ORACLE

The Dynamic Resource Scheduling (DRS) and Distributed Power Management (DPM)
policies are automated policies that improve quality of service and reduce power
consumption by dynamically relocating running virtual machines within a server pool
based on the load.

Dynamic Resource Scheduling (DRS) policies provide real-time monitoring of Oracle
VM Server utilization to rebalance a server pool and provide consistent resources to
the running virtual machines. DRS migrates VMs away from heavily loaded Oracle VM
Servers to those servers with more resources available.

Distributed Power Management (DPM) policies optimize the server pool for minimum
power consumption. DPM complements DRS by reducing the number of powered-on
servers in the pool when there are periods of low resource utilization. It can
automatically power-on capacity as needed when resource utilization ramps up.

To set up a DRS / DPM policy, follow these steps:

1. Log in as a user with the EM CLOUD_ADM NI STRATCR role, and from the Enterprise
menu, select Cloud, then select Infrastructure Home.

2. Right click on a VM Server Pool target in the left panel and select Manage
DRSI/DPM Policies. Click Configure. The Configure DRS/DPM General page
appears.

3. Select the Policy Type. This can be:

- Distributed Resource Scheduler: Select this policy type to optimize virtual
machine resource utilization in a server pool.

- Distributed Power Management: Select this policy type to increase the
consolidation ratio to use fewer Oracle VM Servers during periods of relative
low resource utilization.

4. Specify the Time Period (Minutes). This is the time period for the policy job to
run. This sets the policy job to run every n minutes, for example, 10 sets the policy
job to run every 10 minutes. You can enter a number between 1 and 60.
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Click Add in the Virtual Servers region to add one or more virtual server targets for
which the policy is to be enabled.

Specify the Constraints for the Virtual Server CPU as follows:

* Enable: Set this field to enable or disable logging of CPU performance and
utilization.

* Threshold: The maximum amount of CPU percentage usage allowed before
the policy must be enacted. You can enter between 0 and 99.

Click Next. The Configure DRS/DPM Network page appears.

Select the Enable checkbox to indicate whether the policy is to be enabled on the
network, and select the threshold at which the policy is to be enacted for the
network.

Click Apply.

# Note:

Once the policy is created, it is enabled and applicable to all the virtual
server pool targets that have been included in the policy. To disable the
DRS/DPM policy, create a schedule based policy for the Oracle VM Server
Pool target type and in the Policy Action field, select Disable DRS/DPM
policies. See Defining a Schedule-Based Policy for more details on creating
a schedule based policy. You can enable the policy by editing the Schedule
Policy and select Enable DRS or Enable DPM as necessary.

6.9.1 Creating Automated DRS and DPM Policies

You can create automated DRS or DPM policies by following these steps:

1.

N o g & 0 D
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Log in as a user with the EM CLOUD_ADM NI STRATCR role and from the Enterprise
menu, select Cloud, then select Infrastructure Policies.

From the Create menu, select Schedule Policy.

In the Create Schedule Policy page, enter a name and description for the policy.
Select Oracle VM Server Pool as the Target Type.

Select Enable DRS or Enable DPM Policy from the Policy Action field.

Specify the schedule and frequency for the policy and click OK to save the policy.

In the Cloud Policies page, select the policy you have created and click Add in the
Associations region.

Select the Oracle VM Server Pool target with which the policy is to be associated
and click Select.

The DRM or DPM policy is now automatically enabled for the selected target.
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This chapter describes the process of setting up the Self Service Portal. It contains the
following sections:

Setting Up the Self Service Portal

Uploading Large Files on the Self Service Portal

7.1 Setting Up the Self Service Portal

The Self Service Portal allows administrators to configure the cloud and perform
various operations such as deciding the total amount of resources each user can
reserve, quota for each user role, and so on. Users can log in to the Self Service
Portal and identify the images they need, reserve resources (for example, compute
power, storage, memory, and so on) and define policies specific to their system.

ORACLE

" Note:

Click here to view a visual demonstration on how to enable the Self Service
capability for the Cloud using Enterprise Manager Cloud Control 12c. You
will see how to setup Self Service roles and users, allocating quota and
privileges, publishing assembilies to the Self Service portal, and configuring
metering and chargeback for the Cloud.

Before the Self Service Portal can be used, the user quota, roles for zone access, and
software components must be defined.

Prerequisites

Enterprise Manager Cloud Control is set up to manage the cloud environment.

The Enterprise Manager administrator has the privileges to set up the self service
application. This user must have the EM SSA_ ADM NI STRATCR role. See Defining
Roles and Assigning Users for details.

Follow this process to set up and configure the Self Service Portal.

1.

From the Setup menu, select Cloud, then select Infrastructure. Click Machine
Sizes in the left panel. Small, Medium, and Large machine sizes are available out-
of-the-box.

Figure 7-1 Self Service Portal Setup - Machine Sizes

Infrastructure Cloud Self Service Setup
T —— ]

View v il Create,

<

VCPUs  Memory By Lo%@! s“"(zgﬂe)

0% 250

- IR

........

7-1


https://apex.oracle.com/pls/apex/f?p=44785:24:0:::24:P24_CONTENT_ID,P24_PREV_PAGE:5433,1

Chapter 7
Setting Up the Self Service Portal

To view a demo on setting up the self service portal, click the video link next to
the Page Refreshed section of the page. Click Create to add a machine size.
You are prompted for the Name (internal name of the machine size),
description, number of VCPUs, amount of memory and local storage to be
assigned to machines of this size. Click Create to add this machine size.

Select a machine size from the list and click Edit. You can configure the
machine sizes by specifying the amount of memory, number of CPUs, and the
local storage for each machine. While requesting a server, the SSA user can
specify any of the machine sizes defined here.

2. Click Request Settings in the left panel to define request related policies. On this
page, you can enter the following details:

ORACLE

Future Reservation: Indicate how far in advance you can make a request.

Request Duration: The maximum duration for which requests should be
made.

Network Restriction: Allows you to restrict the physical networks for each
EM SSA_USER role. If this feature is enabled, you can navigate to the Roles page
and assign networks for each EM SSA USERrole.

Configure EM Agent: Select the Enable EM Agent Configuration check box
to configure the Management Agent on the servers while the self service
user's request is being processed.

" Note:

If you have chosen to configure the Management Agent, you must
ensure the following:

—  Write permissions to the directory specified in the Installation
Base Directory field must be available.

—  Write permissions to the / home/ or acl e/ agent directory specified
during assembly or template deployment must be available.

— Necessary software components must be configured.

Allow Partial Deployment: Select this option to enable partial deployment. By
default, when a deployment fails, the assembly instance, tier instance, and the
Guest VMs that have been created are automatically deleted. But if partial
deployment is enabled, this clean up activity is disabled.

Software Library Top Folder: Select the top level folder in the Software
Library in which user specific folders need to be created. This folder is used by
the SSA users to store their assemblies, templates, and deployment plans.
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Figure 7-2 Self Service Portal Setup - Request Settings

Infrastructure Cloud Self Service Setup Page Refreshed Oct 4, 2015 1:53:38 PN POT 4)
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Folder Name

Click Roles in the left panel to define the mappings between roles and other
entities like zones, quota, and network profiles. The SSA administrator can control
the quota that the SSA user can request which ensures that there is no over
provisioning of cloud resources.

Figure 7-3 Self Service Portal Setup - Roles

Page Refreshed Oct 4, 2015 1:55:55 P POT 4)
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In the Roles page, click Assign Quota to Role to define quota at the role level.
The quota assigned to a role is available to all users with that role. For example, if
the Number of Servers for the SSA_USER ROLE1 is set to 5, all users with this role can
have a maximum of 5 servers. The quota is the aggregate amount of resources
that can be granted to each self service user belonging to a certain role. If the user
has more than one role, his quota is calculated as the absolute maximum across
the roles for each attribute value.

» Select Roles: Click the torch icon to select a role for which the mapping is to
be defined. The list of all the SSA roles appears.

* Select Zones: Click the torch icon. All zones marked as Cloud Self Service
Zones during zone creation are displayed here. Select a zone from the list and
click OK.

*  Number of Servers: Maximum number of servers that can be reserved at any
time. This number is across the zones. For example if the quota for a user is 5.
Then, the total number of instances from all zones is 5. So the user can have
3instances in zone 1 and 2 instances in zone 2, or all 5 instances in the same
zone.

*  Number of VCPUs: Maximum number of VCPUs that can be allocated.
*  Memory: Maximum amount of memory that can be allocated.
* Local Disk: Maximum amount of local storage that can be allocated.

» Additional Storage: Maximum amount of additional storage that can be
allocated.
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* Allow Archiving to Software Library: Indicate whether the machine images
can be archived in the Software Library after expiry. You can also select this
option to save the machine image as a template when the guest virtual
machine is stopped.

» Select Networks: This field is displayed only if Network Restriction has been
enabled. Click the torch icon to select the physical networks that are to be
assigned to all users in the role.

» Select Network Profiles: Select the network profile to assigned to the
selected role. All deployments are done in a specific network defined by the
network profile.

# Note:

Network profiles that have been associated with networks in the
selected zone are displayed. For more details on network profiles,
see Creating a Network Profile

* Override Global Request Settings: Select this checkbox to override the
request settings for the selected role. You can modify the Future Reservation,
Request Duration, and configure the Management Agent.

Select a role and click Edit. You can modify the role mappings in the Assign
Quotas, Zones & Network Profiles to Role page.

Click Software Components in the left panel to select the set of templates or
assemblies that are accessible to the SSA users. You can publish the assemblies
and templates to the SSA Portal and provide SSA users with access to these
software components.

Figure 7-4 Self Service Portal Setup - Software Components

Infrastructure Cloud Self Service Setup Page Refreshed Oct 4, 2015 1:59:30 PM POT 4
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You can do the following on this page:

 Add Components: Click Add Components. The Publish Assemblies /
Templates to Roles page appears.

On this page, do the following:
a. Click Add. Select the assembly or template from the list and click Select.

b. Click Add in the Select Roles section. Select the role from the list and click
Select.
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Click Publish to publish these software components to the SSA Portal. These
software components are now available to the SSA users and can be
deployed.

# Note:

You will see a list of assemblies or templates if they have been uploaded
to the Software Library. See the Enterprise Manager Cloud Control
Administrator’s Guide for details on uploading components to the
Software Library.

Import: You can import the published assembly to a selected set of zones.
Select the assembly and click Import. In the Select Zones page, select one or
more zones and click Save to import the assembly to the selected zones.

Configure: Select a software component and click Configure to configure the
Management Agent.

¢ Note:

The Management Agent can be deployed only if the Enable Agent
Configuration check box has been selected in the Request Settings

page.

The Management Agent configuration details are displayed:

— Installation Base Directory (Mandatory): Specify the full path to the
directory in which the Management Agent is to be installed. Ensure that
the Installation Base Directory you specify in the response file is empty
and has write permissions. This is a mandatory field.

— Platform (Mandatory): The platform for which you want to download the
Management Agent software. This is a mandatory field.

— Password (Mandatory): Specify a password for registering the new
Management Agents. By default, the communication between the Oracle
Management Service and the Management Agent is secure and locked.
Any new Management Agents that are registered must be authenticated.
The password you specify here will be used to authenticate the new
Management Agents.

— Port (Mandatory): Enter the port used for the Management Agent process.
If no value is specified, then either 3872 or any free port between 1830
and 1849 will be used.

— Additional Parameters: You can add some options supported by agent
installation. See the Enterprise Manager Basic Installation Guide for
details.

— SSH Timeout: The timeout minutes for SSH.
— Privilege Delegation Settings: Run as root.

— Tier Configuration: Specify the product and network configuration time
out values and the log file location.
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Specify the details and click OK to configure the Management Agent.

* Import Rules: You can define rules to import published assemblies and
templates to zones on a periodic basis based on a predefined schedule. Click
Create in the Import Rules section. Enter a Rule Name, select a set of zones,
a schedule for the import and click Save. The published assembly or template
is imported to the selected server pools and zones on a regular basis.

7. Click Chargeback tab in the left panel. The Chargeback application allows the
SSA Administrator to define a charge plan and assign the plan to a specific zone
or target.

8. Setting up the Chargeback Plan involves:

» Defining Extended Charge Plans: Click Configure Charge Plan. You can
edit the Base Charge Plan or create an Extended Charge Plan to customize
the charge plan for a specified target type.

* Assigning Charge Plans: Click Configure Targets. You can assign charge
plans to a set of targets.

» Setting Up the Cost Center: Click Configure Cost Center. You can setup
cost centers to aggregate costs among groups of users.

For more details on setting up the chargeback plan, see Chargeback
Administration.

7.2 Uploading Large Files on the Self Service Portal

The EM SSA USER can upload software components to a library location. See Viewing
Library for details. If the file to be uploaded is large, the EM SSA USER will see the
following error message.

Error; The file is too large. Please add a snaller file,

To resolve this issue, you can use one of the following methods:

7.2.1 Setting the OMS Property Using emctl

To set the Oracle Management Service property, follow these steps:

1. Setthe oracle. sysman. enSDK. ui . trini dad. upl oadedf i | emaxdi skspace OMS property
to a value (in bytes) greater than the size of the file that is to be uploaded. For
example, to set the value of the property to 3 GB,

$ORACLE_HOVE/ bi n/ entt| set property -nane
"oracl e. sysman. enSDK. ui . tri ni dad. upl oadedfi | emaxdi skspace" -sysman_pwd sysman
-val ue 3221225472

2. If the file to be uploaded is huge, the page may expire while the upload is still in
progress (usually after 10 minutes). To avoid this, the
oracl e. sysman. em . max| nacti veTi me OMS property must be set to a value (in
seconds) greater than the expected time for the upload to complete. If this
property is set, you must restart the OMS to reflect the new property value.

7.2.2 Modifying the web.xml Configuration File

To modify the web. xm configuration file, follow these steps:
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Locate the web. xnl configuration file by navigating to the following location in the
Oracle Management Service Home

.l oms/ sysnan/ ar chi ves/ emgc/ depl oyment s/ EMGC_DOMAI N engc. ear / em war / \EB- | NF/
web. xm

If this directory structure is not present, navigate to the following location in the
Oracle Management Service Home

.l oms/ sysman/ ar chi ves/ emgc/ depl oyment s/ GCDomai n/ engc. ear/ em war / EB- | NF/
web. xm

Open the web. xni file and locate the following four lines. If these lines are not
present in the web. xnl , you must add them. Increase the size of the <param val ue>
parameter to a value larger than the size of the file to be uploaded.

<cont ext - par an»

<par am nanme>or g. apache. nyfaces. tri ni dad. UPLOAD_MAX_ DI SK_SPACE</ par am nane>
<par am val ue>40960000</ par am val ue>

</ cont ext - par an»

<cont ext - par an®>

<par am nanme>or g. apache. nyfaces. tri ni dad. UPLOAD_MAX_FI LE_SI ZE</ par am name>
<par am val ue>40960000</ par am val ue>

</ cont ext - par an»

A smaller chunk size increases performance during large file upload. By default,
the chunk size would be 2 GB. Setting this to a smaller chunk size such as 500MB
will optimize browser memory usage. The parameter for setting the chunk size is
org. apache. nyfaces. tri ni dad. UPLOAD_MAX_CHUNK_SI ZE.

<cont ext - par an»

<par am nane> or g. apache. nyfaces. trini dad. UPLOAD_MAX_CHUNK_SI ZE</ par am nane>
<par am val ue>40960000</ par am val ue>

</ cont ext - par an»

If the file to be uploaded is huge, the page may expire while the upload is still in
progress (usually after 10 minutes). To avoid this, the OMS property

oracl e. sysman. em . max| nact i veTi me must be set to a value (in seconds) greater
than the expected time for the upload to complete.

For example, set $ORACLE_HOVE/ bi n/enct| set property -nane
oracl e. sysman. ent . maxl nactiveTi me -val ue 3600

Restart the Oracle Management Service to reflect the updated settings.

While the file upload is in progress, the uploaded chunks are written in a default
location on the OMS. This default location is usually a subdirectory of where the
application is deployed on the WebLogic Server. This location can be configured
by setting the parameter or g. apache. nyf aces. tri ni dad. UPLOAD TEMP_DI R in the

web. xm file to a custom location. If there are multiple users uploading files
concurrently on the OMS, you must ensure that this location has enough disk
space to accommodate all of this data. It is recommended that this location is on a
different volume than the location on which the OMS is installed. This ensures that
if the volume runs out of space, there is no impact on the OMS performance.
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Using the laaS Self Service Portal

This chapter provides instructions on using the Self Service Portal for laaS. It contains
the following sections:

» Using the Self Service Portal to Request Server Resources
* Requesting Servers

* Viewing Requests

* Viewing Servers

* Viewing Storage

*  Viewing Chargeback Details

e Viewing Library

*  Viewing Policies

* Viewing Preferences

" Note:

Click here to view a visual demonstration on how to allow users to create
new deployment requests through the Cloud Self Service Portal, manage
requested deployments, track metering and chargeback information, and
author and enforce Cloud policies using Enterprise Manager Cloud Control
12c.

8.1 Using the Self Service Portal to Request Server
Resources

ORACLE

The Self Service Portal for laaS provides a dashboard for business users and cloud
consumers to request resources. It allows SSA users to request and manage
resources, view the metering and usage of these resources, and define policies to
manage the workload and deployment automatically. The SSA Portal allows users to:

»  Create new deployment requests

* Manage requested deployments

»  Track metering and chargeback information
* Author and enforce cloud policies.

To use the Self Service Portal, follow these steps:

1. Login as a user with the EM SSA_USER role. The All Cloud Services page appears.
Click on the Infrastructure - Oracle VM Cloud Services link.

8-1


https://apex.oracle.com/pls/apex/f?p=44785:24:0:::24:P24_CONTENT_ID,P24_PREV_PAGE:5434,1

Chapter 8
Requesting Servers

2. The Infrastructure - Oracle VM Cloud Services Home page appears. Click on the
video link next to the Page Refreshed section to view a demo on using the self
service portal. The following details are displayed:

Notifications: Lists notifications related to machine expiry and new
assemblies.

Your Usage: Lists the total quota allowances available for server and storage
requests and quota that has been used.

10 Last Requested Servers: Lists the top 10 machines that you own in
descending order of creation date. Click a Server Name to view the server
details. See Server Details Page for more information.

10 Latest Requests: This section lists the top 10 requests which are sorted as
follows:

— Descending order of the End Date.
— Descending order of the Creation Date.

Click a Request Name to view the request details.

Figure 8-1 Self Service Portal
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3. Click Request Servers. The New Server Request wizard appears. See
Requesting Servers for detalils.

8.2 Requesting Servers

Follow this process if you need to request or reserve servers for a specific duration:

1. From the Enterprise menu, select Cloud, then select Self Service Portal.

2. On the Cloud Self Service Portal page, click Request Servers to create a new
request for a virtual machine.

3. Inthe General page, enter a name for the request and select a zone in which the
server is to be created.

ORACLE
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Figure 8-2 New Server Request: General

New Server Request: General Step1of4 Hext

Request Name

“Name  asmb_oBuz_0

Deployment Plan(Optional)

Deployment plans alow you to record nputs and use them lter whi: creating new requests using standard values.

Name

Description

4. Click the Search icon in the Source field. Select an assembly or template to be
used for this request and enter the server name. For details on how to create an
assembly component, see Creating an Assembly Component. For details on how
to create a template component, see Creating a Template Component.

" Note:

The source file that you select must be in the . ova format (for
assemblies), and . t gz format (for templates).

You can see only the assemblies and templates for which you have
access (granted by the user with the EM SSA_ADM NI STRATCR role),

5. You can optionally select a Deployment Plan to pre-fill values in the deployment
flow from an existing saved or imported deployment plan.

6. Click Next. Depending on your selection, the configuration properties defined for
the assembly or template are displayed. Click on a tier that you wish to configure.

7. Click on the Server Configuration tab. The following regions can be configured:

 General

Enable High Availability: If you want to enable high availability for this
server, select this check box.

Root Password: The root password to access the server.
Keymap: Select a key board type for the server.

Tags: You can specify tags that can be used to identify the servers. You
can use these tags to search for servers in the My Servers page.

* Network: The network interfaces for the server. Click Add to add a network
interface card. In the Add a Network Interface Card, specify the name of the
NIC card and click OK.

ORACLE
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11.
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# Note:

You can use the Edit option to modify the IP Assignment of the NIC.
This option can be performed only if:

— The NIC is a part of the assembly definition.

— The NIC does not have any assembly networks associated with
it. For NICs associated with assembly networks, the IP
Assignment can be changed only if the NICs have been
assigned with a backend network.

To modify the QoS and Backend Network, click the Configure Networks in
the top right hand corner of the page.

Note: If Network Restriction has been enabled by the self service
administrator, the backend network cannot be edited.

On this page, you can configure the Network QoS and Backend Network to be
associated with Assembly Network. All the NICs will be configured based on
the Network QoS and Backend Network that have been assigned. Click OK to
return to the previous page.

* Server Size: If the server size is large, medium, or small, you can modify the
maximum memory and maximum number of CPUs that can be allocated to the
server. If the server size is custom, you can specify the memory that can be
allocated and the number of CPU cores to be assigned to the server.

e Storage: The storage disks assigned to the server. This can be system
defined or custom.

Click on the Product Configuration tab. This tab shows the properties of the
products in the tier. You can choose to view All Properties or Required Properties.
For each property, the default value and the current value is displayed. Select a
property to modify the value if applicable.

If a tier has more than one server, you can configure each server separately. Click
the Configure Individual Servers link on the top right corner of the lower region.
The Deployment Configuration: Configure Individual Servers page appears. You
can modify the configuration of the individual server and click Continue to return
to the New Server Request: Deployment Configuration page.

Specify the schedule for the request and click Next.

# Note:

The schedule for the new server request is dependent on the schedule
defined by the EM SSA_ADM N in the Self Service Portal Setup pages. See
Setting Up the Self Service Portal

In the Review page, you can click Finish to submit the request or Save as
Deployment Plan. If you select the Save as Deployment Plan option, the
request will be saved as a Deployment Plan that can be used to record inputs that
can be used to create new request.
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8.3 Viewing Requests

The Requests tab lists all the requests made by the SSA user.

Figure 8-3 Requests

Infrastructure - Oracle VM Cloud Services
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The name of the request, status, start and end date, type of request, number of

servers, total CPU, and memory appears. Click a Name to drill down to the Request
Details page which shows complete details about the request.

You can:

* Edit a Request: You can edit the following types of requests:

— Scheduled: Select a request that is Scheduled and click Edit to modify the
request configuration details. The Request Server wizard appears and you can

modify the request server configuration as required. See Requesting Servers
for details.

Executed: Select a request that has been executed successfully and click

Edit. In the window that appears, specify a new End Date for the request and
click Edit to edit the request.

Delete a Request: Select a request that has been scheduled or executed to click
Delete to delete the request.

8.4 Viewing Servers

ORACLE

Click the Servers tab to view a list of servers grouped according to the zone. On this
page, the self service user can view the specific assembly and template deployments,
the tiers, and the servers in each tier. You will see a list of servers that you have
requested and can perform a search based on either the name of the server or the tag.

Figure 8-4 My Servers

Infrastructure - Oracle VM Cloud Services
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You can drill down to the Assembly or Tier Instance Home page or click a server name
to drill down to the Server Details page. From this page, you can perform the following
actions:

* Request Servers: You can request or reserve servers for a specific duration. See
Requesting Servers for detalils.

» Assemblies: You can start, stop, delete an assembly instance, and add tiers.
Select an assembly instance from the list and from the Actions menu, select an
appropriate option. See Performing Assembly Operations.

» Tiers: You can start, stop, scale up, and scale down a tier instance. Select a tier
instance from the list and from the Actions menu, select an appropriate option.
See Tier Operations.

» Servers: You can modify the configuration of the server, stop, start or restart a
server, clone a server, save as template, suspend, resume, and launch a VNC
Console. See Server Operations.

8.4.1 Zone Details Page

The Zone Details page displays the details of all assemblies, tiers, and servers in the
SSA Zone.

Figure 8-5 Zone Details Page
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From this page, depending on the entity you select, the following options are available:
* Requesting Servers

»  Performing Assembly Operations

» Tier Operations

* Performing Server Operations

You can click a tier instance, assembly instance, or a server link to drill down to the
Details page.

8.4.2 Performing Assembly Operations

You can perform the following operations on an assembly instance:
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e Start: Select an assembly instance and select Start from the Actions menu. A
confirmation message is displayed. Click Start to submit the Start Assembly
Instance job. You can start an assembly instance only if it has been stopped.

* Stop: Select an assembly instance and select Stop from the Actions menu. A
confirmation message is displayed. Click Stop to submit the Stop Assembly
Instance job. You can stop an assembly instance only if it has been started.

» Delete: Select an assembly instance and select Delete from the Actions menu. A
confirmation message is displayed. Click Delete to submit the Delete Assembly
Instance job.

* Add Tier: Select an assembly instance and select Add Tier from the Actions
menu.

8.4.2.1 Assembly Details Page

This page displays the details of the SSA Assembly Instance.

Figure 8-6 Assembly Details Page
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It contains the following sections:

* General: This section displays the name of the assembly, the zone to which it
belongs, the total number of servers or guest VMs deployed by the assembly, and
the date on which the assembly was created.

* Members: A hierarchical view of the members in the assembly is displayed here.
Click on a link to drill down to the member Home page.

* Request: This section lists all the requests corresponding to the assembly and its
members. Click on a request link to drill down to the Request Details page.

You can perform operations such as Start, Stop, Delete, and Add Tiers on the
assembly instance. Select the required option from the Assembly menu and click OK
in the confirmation page to perform the selected operation.

8.4.3 Tier Operations

You can perform the following operations on an assembly tier instance:
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Start: Select a tier instance and select Start from the Actions menu. A
confirmation message is displayed. Click Start to submit the Start Tier Instance
job. You can start a tier instance only if it has been stopped.

Stop: Select a tier instance and select Stop from the Actions menu. A
confirmation message is displayed. Click Stop to submit the Stop Tier Instance
job. You can stop an tier instance only if it has been started.

Scale Up: You can scale up or add more servers to a tier instance. See Scaling
Up a Tier Instance.

Scale Down: You can scale down or stop servers that are part of a tier. See
Scaling Down a Tier Instance.

8.4.3.1 Scaling Up a Tier Instance

A scalable tier allows creation of multiple servers and has a minimum and maximum
limit. The scalability of the tier depends on how it is defined in the Assembly. See
Provisioning Guest Virtual Machines Using Oracle Virtual Assemblies (OVA) for
details. To scale up a tier instance, follow these steps:

1
2
3.
4

7.
8.

ORACLE

Log in to Enterprise Manager as an user with the EM SSA_USER role.
Click the My Servers tab, expand an assembly and click on a tier of the assembly.
In the Tier Instance Home page, click the Scale Up option from the Tier menu.

The Scale Up: General page appears. The name of the request, the assembly,
zone, and number of instances appears. Click Next to continue.

In the Server Selection page, select the servers for the scale up operation. As a
part of the Scale Up operation, either the existing shutdown servers of the tier are
brought up and/or new servers are created to the Max Instance Number Limit if
required.

If the Max Instance Number Limit of the tier is 4 and only 1 server has been
created during the assembly deployment, the tier can be scaled up by 3 new
servers. Click Next to continue.

If new servers are to be provisioned, you can modify their configuration in the
Server Configuration page. The values are pre-filled with the values that specified
during the deployment of the assembly. Modify the details if required and click
Next to continue.

# Note:

e If the tier is auto scalable, the Server Configuration page cannot be
modified.

« If Network Restriction has been enabled (see Setting Up Networks),
the backend network cannot be modified.

Specify the schedule for this operation and click Next.

Review the details and click Finish to scale up the tier.
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8.4.3.2 Scaling Down a Tier Instance

You can scale down the servers belonging to a tier. To scale down a tier, follow these

steps:

1. Log into Enterprise Manager as an user with the EM SSA_USER role.

2. Click the My Servers tab, expand an assembly and click on a tier of the assembly.
3. Inthe Tier Instance Home page, click the Scale Down option from the Tier menu.
4. Inthe Scale Down page, select the servers to be included in the Scale Down

operation and click OK. The selected servers will be stopped and scaled down.

8.4.3.3 Tier Details Page

This page displays the details of the SSA Tier Instance. It contains the following
sections:

General: This section displays the name of the tier, the zone to which it belongs,
the total number of servers or guest VMs deployed, and the date on which the tier
was created.

Members: A hierarchical view of the members in the tier is displayed here. Click on
a link to drill down to the member Home page.

Request: This section lists all the requests corresponding to the tier and its
members. Click on a request link to drill down to the Request Details page.

You can perform operations such as Start, Stop, Scale Up, and Scale Down on the
tier instance. Select the required option from the Tier menu and click OK in the
confirmation page to perform the selected operation.

8.4.4 Performing Server Operations

You can perform the following operations for a server:

ORACLE

Modify Configuration: Select the server to be modified and select Modify
Configuration from the Actions menu. Note that the server must be in a Stopped
status if the configuration is to be modified.

Clone: Select the server to be cloned and select Clone from the Actions menu.
See

Delete: You can delete a server that is Down or Suspended. Select the server to
be deleted and select Delete from the Actions menu. A confirmation message is
displayed. Click Delete to submit the Delete Server Job.

Save as Template: You can save a server that is Down or Suspended as a
template for future use. Select the server and select Save as Template from the
Actions menu. The Save as Template page appears. You can specify the
following details:

— Template Name: Enter a unique name for the template
— Request Name: Enter a name for the Save as Template request.
— Keymap: Select a keyboard type for the server.

— Configuration: In this region, you can specify the default and maximum
memory and number of CPUs.
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Click OK to save as template.

e Start: Select a server that is Stopped and select Start from the Actions menu. A
confirmation message is displayed. Click Start to submit the Start Server job to
start the server.

* Stop: Select a server that is up and running and select Stop from the Actions
menu. A confirmation message is displayed. Click Stop to submit the Stop Server
job to stop the server.

* Restart: A server that is up and running can be restarted.

* Suspend: Select a server that is up and running and select Suspend from the
Actions menu. A confirmation message is displayed. Click Suspend to submit the
Suspend Server job.

* Resume: Select a server that is Suspended and select Resume from the
Actions menu. A confirmation message is displayed. Click Resume to submit the
Resume Server job to start the server.

* Launch VNC Console: Select this option from the Actions menu to launch a VNC
Console. This option is available only if the server is up and running.

8.4.4.1 Modifying the Server Configuration

Select the server that is to be modified and select Modify Configuration from the
Actions menu. The Modify Configuration page appears.You can modify the details
such as Server Size, Keymap, Tags, Network, and Storage. Click OK to save the
configuration.

" Note:

If the server is up and running, you cannot modify the Maximum Memory,
Maximum Number of CPUs, Network, and Storage. To modify these
parameters, you must stop the server and then select the Modify
Configuration option.

8.4.4.2 Cloning the Server

You can clone a server to create one or more servers. Select a server and select
Clone from the Actions menu. The Clone Server Request: General page appears.
Enter the name for the clone request. The name of the source server cloned and the
zone in which the cloned server will appear is displayed. Click Next to continue to the
Clone Server Request: Deployment Configuration page. In this page, you can specify
the number of servers to be cloned and the resource configuration parameters. These
parameters will be applicable to all the servers being cloned. Specify the schedule,
review the details, and click Finish to submit the Clone Server operation.

8.4.4.3 Server Details Page

ORACLE

The Server Details page displays detailed information about the server. From this
page, you can modify configuration, clone, stop, restart, suspend, resume, and launch
VNC console.

This page contains the following sections:
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Figure 8-7 Server Details Page
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» General: Displays information like status of server, the associated zone, date from
which it is available, and the expiry date.

» Configuration: Displays configuration details of the server such as number of
CPUs, memory, storage, operating system, and other software installed on the
server.

* Availability: Shows the availability status of the server over the last 24 hours.

* Charts: You can see the Availability chart that displays the status of the server for
past 24 hours, and the CPU, Memory, and Storage Utilization charts.

» Chargeback Details: This section displays all the charge back break-up data for
the server. The charge incurred will be calculated from the server requested date
to the current date.

8.5 Viewing Storage

Click the Storage tab to view all the storage elements grouped by the Guest VMs with
which they are associated. The Storage tab lists all the Servers owned by the
EM_SSA_USER along with all the storage resources in tree format. The top level
nodes represent the servers owned by the user and the sub nodes represent the
storage disks that belong to the server. You can do the following:

* Request Storage: This action allows the user to add a shared or non-shared
storage disk to a server. Select one or more servers and click Request Storage.
Enter the Disk Name, Size, and Mode. Select the Shared Disk check box to add a
shared disk. If you create a non-shared storage disk, it is available only for the
server on which it is created. A shared storage disk can be assigned to other
servers. If you select multiple servers, you can create only non-shared storage
disks.

e Assign Storage: This action allows the user to assign shared storage disk to any
other server owned by the EM SSA_USER. Select a server and click Assignh Storage.
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The list of available shared storage disks are displayed. Select a disk from the list
and click OK to assign the shared storage disk to the server.

* Release Storage: Select a server and click Release Storage. This action allows
the user to release an existing shared or non-shared storage disks.

8.6 Viewing Chargeback Details

Click the Chargeback tab to view the chargeback details. The tab contains the
following sections:

* Charge Trend: The Charge Trend shows the charges across a date range for
various metrics. You can set a date range and click Go to recalculate charges.

- Details: This section shows charge details for the specified date range. You can
reorder the data by selecting an option from the Detail Level drop-down menu.
Click Export to export the details of the charge plan to a . csv file.

* Charge Plans: This section allows you to select a zone to see the charge plan in
effect for the target type.

* Oracle VM Guest (Default): If you are using the Extended Charge Plan, the base
plan for the Oracle Guest VM target type appears here.

8.7 Viewing Library

Click the Library tab to view the list of assemblies, templates, and deployment plans
that you can access. You can choose to view:

* Public: The list published by the SSA Administrator for your role. The assemblies,
templates and deployment plans on which you have view privileges. You will see
the assemblies, templates, or deployment plans if the EM SSA_ADM NI STRATCR has
published them or if another EM SSA_USER has made them shareable.

» Private: These include the assemblies, templates, and deployment plans that you
own. Generally, an SSA user may not own assemblies but may own templates and
deployment plans.

You can request servers from this page. See Requesting Servers for detalils.

You can upload software, share, delete, or stop sharing a software component that
you own. Select a component from the list and click Share. Select one or more users
with whom the entity is to be shared and click Share.

To unshare an entity, select a shared entity from the list and click Stop Sharing. The
list of users with whom this component has been shared appears. Select one or users
from the list and click Stop Sharing.

To upload software, click Upload. In the dialog box that appears, select the source file
to be upload, enter a name and description, and specify the type (Assembly or
Template) of component being uploaded. Click Upload to upload to software to My
Library.

8.8 Viewing Policies

Click the Policies tab to view the list of policies that you have defined. You can create
a new Performance or Schedule Based Policy or a Policy Group. For example, you
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can define a policy to start an automatic scale up for a tier if the CPU Utilization is
greater than 90 for 5 consecutive occurrences.

For more details on creating and using policies, see About Cloud Policies.

8.9 Viewing Preferences

You can customize the self service portal settings by modifying the preferences. From
the user menu on the top right corner of the page, select Preferences, then select
SSA Portal Settings. Before you request resources using SSA, you can set up your
user profile by specifying the following details:

ORACLE

* General Preferences

Email Address: The default email address to be used to receive notifications.
Locale: The default locale for receiving cloud notifications.

Request Notifications: Select this checkbox to receive notifications of
different statuses of the request.

Request Status: If you select the Request Notifications checkbox, select the
status for each you wish to receive natifications from the drop down list.

Days Before the First | Second Notification: If you select the Instance
Expiry Notifications checkbox, specify the number of days before the first and
second notifications are sent.

Quota Notification: If you select this checkbox, notifications are sent when
the quota reaches a specified threshold.

Quota Threshold (%): If you have selected the Quota Notification checkbox,
specify the quota threshold in this field.

Self Service Portal: Select the default Self Service Portal page that should
appear when you log in to the Self Service Portal.
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Administering and Monitoring an laaS

Cloud

This chapter describes the monitoring and administrative tasks that you can perform
on the zones, virtual server pools, virtual servers and guest virtual machines within an
laaS Cloud.

It includes the following sections:

Viewing the Infrastructure Cloud Home Page
Viewing the OVM Manager Home Page
Viewing and Managing Members

Managing Zones

Virtual Server Pool Home Page

Managing Virtual Servers

Managing Guest Virtual Machines

Deploying Guest Virtual Machines

Viewing the Infrastructure Request Dashboard

9.1 Viewing the Infrastructure Cloud Home Page

The Cloud target is available out of the box and represents the entire virtualization
infrastructure monitored by Enterprise Manager Cloud Control. You can view and
monitor the various targets in the data center from the Infrastructure Cloud Home
page. To view the Infrastructure Cloud Home page, follow these steps:

ORACLE

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home. The Infrastructure Cloud Home page shows the various targets such as
zones, pools, and virtual servers, request status, policies, and so on. Click the
video link to view a demo on setting up the cloud infrastructure.
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The Infrastructure Cloud Home page shows the following details:

General: Shows the number of OVM Managers, zones, and servers, and guest
virtual machines in the cloud and the status of each target. Select a link to drill
down to the Members page.

Target Flux: Shows the number of targets (Guest VMs, Oracle VM Managers,
Zones, server pools, virtual servers) created and deleted over the last 30 days.

Request Status: Shows the status of various requests and reservations. Click the
graph to drill down to the Requests page.

CPU & Memory: Shows the CPU and memory utilization by the virtual servers in
the data center.

Software Library: Shows the number of assemblies and templates available in
the software library and how many have been deployed.

Policy: Shows the status of the various policies that have been defined for the
cloud. It shows the number of corrective actions that were executed and whether
they were successful. Click the graph to drill down to the Policy Home page.

Overview of Incidents and Problems: Shows the various incidents and policy
violations that have occurred in the last 24 hours.

Charge Trend: Shows the charge back break-up data across the cloud. It lists the
top 5 requests that have incurred the highest cost.

Inventory and Usage: Shows the inventory summaries for virtual servers, guest
virtual machines, and assembly instances. Select an option from the Show drop
down list to view the details. You can view the summary information in the context
of different dimensions. For example, for Oracle VM Servers, you can view the
number of virtual servers under each Oracle VM Manager, zone, virtual server
pool, and so on.

9-2



Chapter 9
Viewing the OVM Manager Home Page

Click on the bar charts to drill down multiple levels of inventory details. Click See
Details to drill down to the Inventory and Usage Details page which provides
detailed information on the selected target and associated inventory charts.

Before you can start monitoring a virtualization target, you must register the OVM
Manager target. See Registering the Oracle VM Manager for details.

9.2 Viewing the OVM Manager Home Page

ORACLE

The OVM Manager provides the interface to monitor zones, virtual servers, virtual
server pools, and guest virtual machines. A zone is a set of virtual server pools. Each
virtual server pool contains one or more virtual servers and guest virtual machines. A
virtual server pool cannot belong to more than one zone. To view the OVM Manager
Home page, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Click on an OVM Manager target from the left panel. The OVM Manager Home
page shows the following details:

Figure 9-2 OVM Manager Home
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* General: Shows the number of zones, and servers, and guest virtual
machines under the OVM Manager and the status of each target. Click on a
link to drill down to the Members page.

* Request Status: Shows the status of all requests for this OVM Manager. Click
on the graph to drill down to the All Requests page.

* Job Activity: Shows the list of jobs started within the last 7 days.

* Policy: Shows the status of all the policies that have been defined for the
OVM Manager. It shows the number of corrective actions that were executed
and whether they were successful.
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Overview of Incidents and Problems: Shows all the incidents and problems
reported on the OVM Manager and member targets.

Inventory and Usage: Shows the inventory summaries for virtual servers,
guest virtual machines, and assembly instances. Select an option from the
Show drop down list to view the details. You can view the summary
information in the context of different dimensions. For example, for Oracle VM
Servers, you can view the number of virtual servers under each Oracle VM
Manager, zone, virtual server pool, and so on.

Click on the bar charts to drill down multiple levels of inventory details. Click
See Details to drill down to the Inventory and Usage Details page which
provides detailed information on the selected target and associated inventory
charts.

CPU & Memory: Shows the CPU and memory utilization by the virtual servers
under the OVM Manager.

Software Library: Shows the templates and assemblies that have been
deployed.

Charge Trend: Top 5 Tenants: Shows the charge back break-up data across
the OVM Manager. It lists the top 5 requests that have incurred the highest
cost.

From the OVM Manager Home page, you can do the following:

Edit OVM Manager
Synchronize OVM Manager
Deregister OVM Manager
Create a Zone

Create a Virtual Server Pool
Discover a Virtual Server
Manage Unowned Virtual Server
Manage Networks

Manage Storage

Manage Storage Repository
Manage YUM Repository
Manage NTP Configurations

9.3 Viewing and Managing Members

You can view and manage members for one or more virtualization targets on this

ORACLE

page.
1.

From the Enterprise menu select Cloud, then select Oracle VM Infrastructure
Home.

Right click on the Infrastructure Cloud menu, select Members, then select Show

All.

The list of OVM Managers, Zones, Virtual Server Pools, Virtual Servers, and
Guest Virtual Machines that can be managed from the Infrastructure Cloud
appear.
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Chapter 9
Managing Zones

4. You can:
a. Click on a target to drill down to its Home page.

b. Select a target and click on an option from the Actions menu. The actions you
can perform vary based on the target you have selected.

# Note:

You can view and manage the members under a OVM Manager target,
zone, virtual server pool, or virtual server. From the Infrastructure Cloud
Home page, select the appropriate target (such as an OVM Manager, zone,
virtual server pool, or virtual server) from the left panel. From the
Infrastructure Cloud menu, select Members, then select Show All. The
Members page for the selected target appears and you can perform various
administrative activities on these targets.

9.4 Managing Zones

This section describes the following:

e Viewing the Zone Home Page
e Creating or Editing a Zone

e Deleting a Zone

9.4.1 Viewing the Zone Home Page

A zone is a logical grouping of resources like servers and storage entities. It is a
logical entity used to organize the guest virtual machines exposed to the self service
application user. Zones have metrics that show the aggregate utilization of the zone.
To view the Zone Home page, follow these steps:

1. From the Enterprise menu select Cloud, then select Oracle VM Infrastructure
Home. In the left panel, click on the zone to be viewed. the The following details
are displayed:
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Figure 9-3 Zone Home
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» General: Shows the number of virtual servers, virtual server pools, and guest
virtual machines under this zone and the status of each target. Click on a link
to drill down to the Members page.

» Job Activity: Shows the list of jobs started within the last 7 days.

» Overview of Incidents and Problems: Shows all the incidents and problems
reported on the OVM Manager and member targets.

* CPU and Memory Usage Trending: Shows the average CPU and memory
utilization over the last 30 days.

¢ CPU and Memory: Shows the CPU and memory utilization by the virtual
servers and guest virtual machines in this zone.

9.4.2 Creating or Editing a Zone

ORACLE

A zone is a collection of virtual server pools which share storage. Follow these steps to
create a zone:

1. From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

2. Select the OVM Manager target for which the zone is to be created, and click
Create Zone from the OVM Manager menu.

3. Inthe Create Zone page, specify the zone name and description.

4. Indicate if this zone will be used by the self service users by checking the
Infrastructure Cloud Self Service Zone check box.

5. Click Add in the Virtual Server Pool section to add one or more virtual server
pools. See Creating a Virtual Server Pool for details.

6. Click Create Zone and click OK. After the successful completion of this job, the
virtual server pools appear in the newly created zone on the Virtualization Central
Home page.
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# Note:
To edit an existing zone, follow these steps:

1. From the Enterprise menu, select Cloud, then select Oracle VM
Infrastructure Home.

2. Select a zone target from the left panel.

3. From the Zone menu, select Target Setup, then select Edit VM Zone.

9.4.3 Deleting a Zone

To delete a zone, follow these steps:

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Click on a zone target from the left panel to navigate to the Zone Home page.
From the Zone menu, select Target Setup, then select Delete. A confirmation
message appears.

Click OK to delete the zone. Any virtual server pools that are members of this
zone will now be moved under the OVM Manager target.

" Note:

If Chargeback has been enabled for the zone (or virtual server pools /
guest virtual machines within the zone) being deleted, the metric data is
automatically disabled when the target is deleted.

9.4.4 Deleting a Zone from Enterprise Manager

To delete a zone from Enterprise Manager, follow these steps:

ORACLE

1.

From the Enterprise menu, select Cloud, then select Oracle VM Infrastructure
Home.

Click on a zone target from the left panel to navigate to the Zone Home page.
From the Zone menu, select Target Setup, then select Delete from Enterprise
Manager. A confirmation message appears.

Click OK to delete the zone. The zone and the associated targets under this zone
will be removed from Enterprise Manager. After synchronization, these targets will
be added back to Enterprise Manager.

" Note:

If Chargeback has been enabled for the zone (or virtual server pools /
guest virtual machines within the zone) being deleted, the metric data is
automatically disabled when the target is deleted.
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Virtual Server Pool Home Page

A virtual server pool is logically an autonomous region that contains one, or m