O'REILLY"

BRI

(‘C‘H
ot
7'\“"”‘ i

yf’d,‘((”

eCommerce
1N the Cloud

BRINGING ELASTICITY TO ECOMMERCE

Kelly Goetsch



O'REILLY"

eCommerce in the Cloud

Is your ecommerce solution ready for the cloud? This practical guide
shows experienced and aspiring web architects alike how to adopt cloud
computing incrementally, using public Infrastructure-as-a-Service and
Platform-as-a-Service. You will learn how to marshal as much capacity as
you need to handle peak holiday or special-event traffic.

Written by ecommerce expert Kelly Goetsch, this book helps architects
leverage recent technological advances that have made it possible to run
an entire enterprise-level ecommerce platform from a cloud.

m Explore cloud service models: Infrastructure-as-a-Service,
Platform-as-a-Service, and Software-as-a-Service

m Learn about public, hybrid, and private cloud deployment
models

®m Understand the impact of omnichannel retailing on platform
and deployment architectures

m Build an auto-scaling solution that can quickly add or subtract
hardware in response to real-time traffic

m Re-apply what you already know about security to the cloud

®m Run a single ecommerce platform from multiple data centers,
including several forms of multi-master

m Build a hybrid solution or deploy your entire platform to
the cloud

m Learn application and deployment architecture for “cloud
native" through legacy ecommerce platforms

m Use Software-as-a-Service for ecommerce, including Content
Delivery Networks and Global Site Load Balancing services

Kelly Goetsch works in product
management and focuses upon
the technology that underpins
large-scale ecommerce. Previously,
Kelly served in senior level
implementation roles at some of
the largest ecommerce properties
in the world. He has published
extensively on topics including
distributed computing, ecommerce
application architecture, and
performance tuning.

ECOMMERCE/CLOUD COMPUTING

US $49.99 CAN $52.99
ISBN: 978-1-491-94663-3

JONARWNLLR i

7814911946633

Twitter: @oreillymedia
facebook.com/oreilly






eCommerce in the Cloud

Kelly Goetsch

Beijing + Cambridge - Farnham - Kdln - Sebastopol + Tokyo [KOAR{=|MN4



eCommerce in the Cloud
by Kelly Goetsch

Copyright © 2014 Kelly Goetsch. All rights reserved.
Printed in the United States of America.
Published by O’'Reilly Media, Inc., 1005 Gravenstein Highway North, Sebastopol, CA 95472.

O’Reilly books may be purchased for educational, business, or sales promotional use. Online editions are
also available for most titles (http://my.safaribooksonline.com). For more information, contact our corporate/
institutional sales department: 800-998-9938 or corporate@oreilly.com.

Editor: Ann Spencer Indexer: Ellen Troutman-Zaig
Production Editor: Melanie Yarbrough Cover Designer: Karen Montgomery
Copyeditor: Kiel Van Horn Interior Designer: David Futato
Proofreader: Sharon Wilkey lllustrator: Rebecca Demarest
April 2014: First Edition

Revision History for the First Edition:
2014-04-18: First release

See http://oreilly.com/catalog/errata.csp?isbn=9781491946633 for release details.

Nutshell Handbook, the Nutshell Handbook logo, and the O’Reilly logo are registered trademarks of O'Reilly
Media, Inc. eCommerce in the Cloud, the cover image of a, and related trade dress are trademarks of O’Reilly
Media, Inc.

Many of the designations used by manufacturers and sellers to distinguish their products are claimed as
trademarks. Where those designations appear in this book, and O’Reilly Media, Inc. was aware of a trademark
claim, the designations have been printed in caps or initial caps.

While every precaution has been taken in the preparation of this book, the publisher and author assume no
responsibility for errors or omissions, or for damages resulting from the use of the information contained
herein.

ISBN: 978-1-491-94663-3
[LSI]



Table of Contents

Preface......ooonueiiii iX
Introduction. .........ooeeiiii Xv
Partl. The Changing eCommerce Landscape
1. The Global Rise of eCommerce.............oovviiiiiiiiiiiiiii i, 3
Increasing Use of Technology 4
Internet Connectivity 4
Internet-Enabled Devices 5
Inherent Advantages of eCommerce 5
Price Advantage 5
Convenience 6
Large Product Assortment 7
Technological Advances 8
Closer Tie-in with the Physical World 8
Increasing Maturity of eCommerce Offerings 10
Changing Face of Retail 19
Omnichannel Retailing 22
Business Impact of Omnichannel 25
Technical Impact of Omnichannel 26
Summary 29
2. How Is Enterprise eCommerce Deployed Today?..........cccovvvveniieinnnnnnnen. 31
Current Deployment Architecture 32
DNS 33
Intra Data Center Load Balancing 34
Web Servers 35
eCommerce Applications 39
Application Servers 41




Databases 42
Hosting 44
Limitations of Current Deployment Architecture 46
Static Provisioning 46
Scaling for Peaks 47
Outages Due to Rapid Scaling 50
Summary 51
Partll. The Rise of Cloud Computing
3. WhatlsCloud Computing?. ......covvieiiiieriiieeieeniereneeenneennennns 55
Generally Accepted Definition 55
Elastic 57
On Demand 58
Metered 59
Service Models 61
Software-as-a-Service 62
Platform-as-a-Service 64
Infrastructure-as-a-Service 65
Deployment Models 66
Public Cloud 67
Hybrid Cloud 67
Private Cloud 68
Hardware Used in Clouds 69
Hardware Sizing 70
Complementary Cloud Vendor Offerings 71
Challenges with Public Clouds 73
Availability 73
Performance 74
Oversubscription 77
Cost 78
Summary 79
4, Auto-ScalingintheCloud............cooviniiiiiiiiiiiiiiiiiiiiiiiierinnens 81
What Is Auto-Scaling? 81
What Needs to Be Provisioned 82
What Can’t Be Provisioned 84
When to Provision 84
Proactive Provisioning 85
Reactive Provisioning 86
Auto-Scaling Solutions 87

iv | Tableof Contents



Requirements for a Solution 88
Building an Auto-scaling Solution 91
Building versus Buying an Auto-Scaling Solution 93
Summary 94
. Installing Software on Newly Provisioned Hardware. ..........................0 95
What Is a Deployment Unit? 95
Approaches to Building Deployment Units 97
Building from Snapshots 97
Building from Archives 99
Building from Source 101
Monitoring the Health of a Deployment Unit 103
Lifecycle Management 107
Summary 108
. VirtualizationintheCloud. ... 109
What Is Virtualization? 110
Full Virtualization 110
Paravirtualization (Operating System—-Assisted Virtualization) 112
Operating System Virtualization 113
Summary of Virtualization Approaches 115
Improving the Performance of Software Executed on a Hypervisor 116
Summary 119
. Content Delivery Networks. ........covvverieiiiiriierenneennnnns 121
What Is a CDN? 123
Are CDNs Clouds? 124
Serving Static Content 125
Serving Dynamic Content 128
Caching Entire Pages 129
Pre-fetching Static Content 132
Security 133
Additional CDN Offerings 135
Frontend Optimization 135
DNS/GSLB 136
Throttling 138
Summary 139
Partlll.  To the Cloud!
8. Architecture Principles forthe Cloud. ..................cooeeuettn. 143

Table of Contents

| v



10.

Why Is eCommerce Unique?
Revenue Generation
Visibility
Traffic Spikiness
Security
Statefulness

What Is Scalability?
Throughput
Scaling Up
Scaling Out

Rules for Scaling
Technical Rules
Nontechnical Rules

. SecurityfortheCloud. ..........ccooviiniiiiiiii i

General Security Principles
Adopting an Information Security Management System
PCIDSS
ISO 27001
FedRAMP
Security Best Practices
Defense in Depth
Information Classification
Isolation
Identification, Authentication, and Authorization
Audit Logging
Security Principles for eCommerce
Security Principles for the Cloud
Reducing Attack Vectors
Protecting Data in Motion
Protecting Data at Rest
Summary

Deploying Across Multiple Data Centers (Multimaster)....................

The Central Problem of Operating from Multiple Data Centers
Architecture Principles

Principles Governing Distributed Computing

Selecting a Data Center

Initializing Each Data Center

Removing Singletons

Never Replicate Configuration
Assigning Customers to Data Centers

143
143
144
144
144
144
146
146
147
148
149
150
160

163
165
166
167
169
170
171
172
173
174
175
176
177
179
180
183
185
186

187
189
190
191
195
196
196
197
198

vi

| Table of Contents



1.

12.

DNS
Global Server Load Balancing
Approaches to Operating from Multiple Data Centers
Active/Passive
Active/Active Application Tiers, Active/Passive Database Tiers
Active/Active Application Tiers, Mostly Active/Active Database Tiers
Full Active/Active
Stateless Frontends, Stateful Backends
Review of Approaches
Summary

Hybrid Cloud. ......errir i i it e i aie e
Hybrid Cloud as a By-product of Architecture for Omnichannel
Connecting to the Cloud
Public Internet
VPN
Direct Connections
Approaches to Hybrid Cloud
Caching Entire Pages
Overlaying HTML on Cached Pages
Using Content Delivery Networks to Insert HTML
Overlaying HTML on the Server Side
Fully Decoupled Frontends and Backends
Everything but the Database in the Cloud
Summary

Exclusively Usinga PublicCloud. ...........c.coooviiniiiiiiiiiiiiiiii it
Why Full Cloud?
Business Reasons
Technical Reasons
Why Not Full Cloud?
Path to the Cloud
Architecture for Full Cloud
Review of Key Principles
Architecture for Omnichannel
Larger Trends Influencing eCommerce Architecture
How to Select a Cloud Vendor
Summary

198
201
205
205
207
208
210
211
212
213

215
217
222
223
223
223
224
224
227
229
230
231
233
234

237
237
237
238
239
241
243
243
245
246
247
248

Table of Contents

vii






Preface

Among all enterprise workloads, ecommerce is unique because of the extreme varia-
bility in traffic. The chart in Figure P-1 shows the number of page views per second over
the course of the month of November for a leading US retailer.!

lBIack Friday
Max - 100%1 Email C )
@ Mmail ampaign lEmailCampaign
|
= ‘ ‘ |
g [
K | l
2 it
Z |
£ M
=y A \““ W }\\
£ | b N ik
| WU T
‘k“ M JIV\‘ S r\ P N Mol \N [ M [ “ H
Mean - 18% /4 ™ /™ 4 A M M\ '\“\ M ‘{“w‘: “Mq A ‘\[ il \ \ ‘\ [‘ ‘\ “ V| | ‘l ! ' |
Medimr;_]gg/zj YAVRVRIRYEVE BVRTRTRTRE SRR A y
November 1 November 30

Figure P-1. November page views for a leading US retailer

The amount of hardware required varies substantially over the course of a month, day,
or even hour, yet provisioning a production environment to 500% of annual peak for
the entire year is common. A large US retailer recently sold $250 million online over a
seven-day period, yet their CPU utilization, which is their bottleneck, never topped 15%.

Having spent my career deploying large ($1 billion+/year in annual revenue) ecom-
merce platforms and later building the technology under these platforms, I am always

1. Data courtesy of Akamai Technologies, 2013.




struck by the fear-driven inefficiencies and fashion-driven dogmatism that permeates
every aspect of our trade. Aside from being wasteful, the real problem is distraction
from your core business. We are at a juncture in history where a fundamental change
is required. We can do better than the status quo.

Cloud computing, having matured over the past decade, is now to the point where it
can finally be used for large-scale ecommerce. Cloud offers the promise to scale up and
down dynamically to match your real-time needs. You pay for only what you need and
you can use as much as you want. The cloud vendor deals with all of the work that goes
into building infrastructure, platforms, or services, allowing you to focus on your core
business. “It just makes so much sense,” is what most people say about the combination
of ecommerce and cloud, yet “Are you crazy?” is what most people say when you actually
propose its use.

In this book, I'll show you how cloud computing, particularly public Infrastructure-as-
a-Service, is evolutionary from a technology standpoint and revolutionary from a busi-
ness standpoint. Using what you already know, I'll show you how you can quickly and
incrementally adopt cloud computing for any ecommerce platforms, whether packaged
or custom and new or legacy. Cloud computing is firmly on the “right” side of history,
and I hope you’'ll join me in exploring how it can be applied to the most challenging of
use cases: ecommerce.

Software-as-a-Service ecommerce offerings are not in the scope of
this book.

Intended Audience

This book is for architects and aspiring architects who wish to learn more about cloud
computing and how the top ecommerce vendors can leverage the cloud. While the first
chapter focuses on the current state of ecommerce, the remainder of the book focuses
on the architecture required to use the cloud for ecommerce. The principles contained
within are also easily applied to other transactional web applications. If you can deploy
a large-scale ecommerce platform in a cloud, you can deploy anything.

Contents of This Book

This book is organized into three parts.

In Part I, we'll look at the current trends in ecommerce in Chapter 1 and the prevailing
deployment architecture in Chapter 2.
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In Part IT, we'll focus on cloud computing and its various incarnations. We'll start out
in Chapter 3 by discussing what cloud actually is, followed by how to auto-scale in
Chapter 4, and how to automatically install and configure your software on the newly
provisioned hardware in Chapter 5. Virtualization will be discussed in Chapter 6 and
Content Delivery Networks in Chapter 7.

In Part III, we'll discuss how to use cloud computing for ecommerce. We'll start by
discussing key architecture principles in Chapter 8, followed by security in Chapter 9,
and then how to deploy to multiple geographically distant data centers in Chapter 10.
In Chapter 11, we’ll discuss how to use a hybrid cloud. Chapter 12 discusses how to
serve an entire platform from the cloud.

Conventions Used in This Book

The following typographical conventions are used in this book:

Italic
Indicates new terms, URLs, email addresses, filenames, and file extensions.

Constant width
Used for program listings, as well as within paragraphs to refer to program elements
such as variable or function names, databases, data types, environment variables,
statements, and keywords.

Constant width bold
Shows commands or other text that should be typed literally by the user.

Constant width italic
Shows text that should be replaced with user-supplied values or by values deter-
mined by context.

This element signifies a tip or suggestion.

This element signifies a general note.
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Introduction

We are in the midst of an ecommerce-driven revolution in retail. Prior to the mid-1990s,
ecommerce didn't exist. Today, business-to-consumer (B2C) ecommerce is a $1 trillion
per year business worldwide,' directly accounting for 6.5% of total global retail sales.”
Over 50%” of retail sales in the US are now influenced by ecommerce. Emerging markets
like Brazil, Russia, India, and China offer nearly limitless growth potential.

For the purposes of this book, ecommerce is defined as any com-
mercial transaction facilitated between two parties using the
Internet. This book will be most useful to those running $100
million/year businesses selling physical goods and services over
the Internet to end consumers, though the principles will be ap-
plicable to all forms of ecommerce.

eCommerce Deployment Architecture: Frozen in Time

In addition to becoming increasingly important to business, ecommerce is a fairly
unique use case within information technology (IT). It’s perhaps the most visible plat-
form a retailer has, either influencing or directly contributing around half of revenue.*
Failures lead to front-page news, disclosures in earnings calls, reduction in stock price,
and firings. Most applications are just not that important—if payroll is processed five
hours late, nobody cares. All customer touchpoints are increasingly likely to be facili-
tated by ecommerece, as point-of-sale systems are being replaced with tablets that con-

1. Amy Dusto, “Global e-commerce Tops $1 Trillion in 2012, http://bit.ly/MrUzqB (5 February 2013).
2. eCommerce Disruption: A Global Theme. Transforming Traditional Retail. Morgan Stanley, January 6 2013.

3. Rigby, Darrell, et al. “Omnichannel Retailing: Digital Disruption and Retailer Opportunities,” Bain Retail
Holiday Newsletter (9 November 2012), http://bit.ly/1k7yp]5.

4. http://bit.ly/1fwVX2r
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nect to a single ecommerce platform. An outage now is the equivalent of barring cus-
tomers from entering all physical stores.

Because of increasing competition and the maturity of offerings, customers are in-
creasingly fickle about performance. They expect response times to be instant. The New
York Times recently said: “The old two-second guideline has long been surpassed on
the racetrack of Web expectations.” Going on further to say: “Two hundred fifty mil-
liseconds, either slower or faster, is close to the magic number now for competitive
advantage on the Web.” Amazon.com saw a 1% increase in revenue for every 100 mil-
liseconds of response-time improvement.® In today’s world, milliseconds matter.

Availability and performance are becoming increasingly difficult to offer as traffic has
become more prone to rapid spikes due to an increasing reliance on promotions and
marketing-driven events. We'll discuss this more later, but it's not uncommon to see
spikes in traffic thatare one or two orders of magnitude above steady state. Social media—
based marketing can lead to campaigns going viral. From an IT administrator’s stand-
point, the traffic can come so quickly that it looks like a distributed denial-of-service
attack, when in reality it’s likely to be a few million kids hitting refresh on their pages
in anticipation of the release of the latest hot basketball shoe.

While ecommerce has been maturing over the past two decades, the prevailing deploy-
ment architecture looks largely as it did in the beginning—mostly static environments
fronted by web servers deployed out of a single data center. Many simply guess at what
their peaks will be and then multiply that number by five for safety. Hardware is statically
deployed and idle for most of the year. It's been done this way for four reasons:

o IT administrators fear losing their jobs because of outages. It’s simply less risky to
throw hardware at problems.

o For a while, ecommerce deployments were small enough that the hardware cost
was negligible.

o There hasn’'t been a good alternative to the static approach—cloud in its present
form didn't exist until very recently, and it's matured only recently.

o The old models of hosting had more accountability. If there was an outage, you
could always escalate to your vendor.

The current approach to ecommerce deployment architecture is not scalable. The rise
in traffic has ballooned environments from dozens to hundreds or even thousands of
servers. Given today’s extremely competitive business climate, it’s not feasible to have

5. Steve Lohr, “For Impatient Web Users, an Eye Blink Is Just Too Long to Wait,” New York Times (2012), http://
nyti.ms/lesukXm

6. Greg Linden, “Make Data Useful,” Amazon.com and Findory, http://bit.ly/1k7ypZw (PowerPoint file down-
load).
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hundreds or thousands of servers sit idle for all but a few hours out of the year. It’s also
increasingly difficult to predict traffic. Most important, and central to this book, is that
cloud computing has matured to the point where it can be used for ecommerce.

What Is Cloud?

Cloud is one of those ineffable terms that has been redefined to encompass everything,
yet means nothing. For the purposes of this book, the cloud is best characterized by
three adjectives: elastic, on demand, and metered. Let’s look at each in greater detail:

Elastic

To be considered cloud, you must be able to increase or decrease a given resource
either automatically or on demand by using self-service user interfaces or APIs. A
resource can include anything you have in your data center today—from commo-
ditized hardware running Linux (Infrastructure-as-a-Service), to application
servers (Platform-as-a-Service), up to applications (Software-as-a-Service). The
“what” doesn’t matter all that much; it’s the fact that you can provision new
resources.

On Demand
Seeing as elastic is the first word used to describe the cloud, you must be able to
provision a resource precisely when you need it and release it when you don’t.

Metered
You should pay only for what you use. This has enormous implications, as the costs
directly reflect usage and can therefore be substantially lower.

When the term cloud is used in this book, it generally refers to public Infrastructure-
as-a-Service. We'll spend Chapter 3 describing cloud in more detail.

Why Is the Cloud a Fit for eCommerce?

Cloud is a natural fit for ecommerce because you can provision and pay for resources
when you need them instead of building enormous static environments scaled for peaks.
The goal is to provision automatically, which we’ll discuss in Chapter 4. Without the
cloud, environments are statically built and scaled for peak load. It doesn’t make sense
when you can use a cloud. The problem of underutilization is even worse for prepro-
duction environments, many of which are built to some scale of production yet sit even
more idle than production. Most deployments have approximately the following envi-
ronments:

o Two production environments (each capable of handling 500% of the peak pro-
duction traffic)

« Three staging environments (each being 50% of production)
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o Three QA environments (each being 25% of production)

o Three or more development environments (each being 10% of production)

The staging environments are likely to be used for some form of automated testing about
once a week or so. QA environments are likely to be used by a handful of QA testers.
But that’s it. If you look at the average CPU usage of all these preproduction environ-
ments, it’s likely to be less than 1% for any given week, yet these environments consume
the equivalent of multiple production environments’ worth of hardware. The situation
is slightly better with production but not much.

In addition to being wasteful, building out and maintaining these environments is likely
not your core competency as an organization and is likely distracting you from what
you do best—whether that’s selling the latest iPhone or selling diapers. Let the few major
cloud vendors hire the right talent to build infrastructure. Cloud computing makes so
much sense for ecommerce that its proper use can provide you with serious competitive
differentiation while lowering costs. Let’s explore how ecommerce and retail are chang-
ing.
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