
Securing Information
in The New Digital Economy 

A lucrative information black 
market has created a data 
breach epidemic. The 
perimeter security that most 
IT organizations depend on 
has become largely 
ineffective.  

Situation
IT organizations devote 
almost 70% of security 
resources to perimeter 
security controls,  but while 
the threats are external, the 
vulnerabilities exploited are 
mostly internal.  

Why it Matters
Securing the new digital 
economy means thinking 
security inside out and 
focusing more on data and 
internal controls. 

Call to Action
Synopsis

“If attacker sophistication outpaces defender capabilities – resulting in more 
destructive attacks – a wave of new regulations and corporate policies could slow 
innovation, with an aggregate economic impact of around $3 trillion US.”  

(McKinsey & World Economic Forum, 2014)  
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Over	
   the	
   last	
   five	
   years,	
   while	
   IT	
   organiza,ons	
  
were	
   focusing	
   on	
   the	
   cloud,	
   mobile	
   and	
   social	
  
revolu,on,	
   a	
   black	
  market	
   has	
   emerged	
   around	
  
the	
  acquisi,on	
  and	
  sale	
  of	
  personal	
   informa,on,	
  
intellectual	
   property,	
   financial	
   data	
   and	
   almost	
  
any	
   informa,on	
   with	
   economic	
   value.	
   Each	
  
security	
   breach	
   teaches	
   a	
   lesson	
   about	
   the	
  
techniques	
  and	
  actors	
  perpetra,ng	
  these	
  aJacks	
  
and	
  collec,vely	
  these	
  incidents	
  serve	
  as	
  evidence	
  
of	
   more	
   dynamic	
   market	
   forces	
   at	
   work.	
   As	
  
aJackers	
   became	
   more	
   pers is tent ,	
   IT	
  
organiza,ons	
   reacted	
   to	
  each	
   type	
  of	
  breach	
  by	
  
acquiring	
  new	
  security	
  technology	
  in	
  an	
  on-­‐going	
  
escala,on.	
  In	
  the	
  process,	
  the	
  cost	
  of	
  informa,on	
  
security	
   rose	
   and	
   the	
   aJackers	
   became	
   more	
  
organized.	
   “The	
   aJacks	
   from	
   ten	
   years	
   ago,	
  
achieved	
   by	
   a	
   few	
   freelancers,	
   have	
   been	
  
replaced	
   by	
   a	
   layered	
   economy	
   of	
   specialized	
  
hackers.	
   The	
   coordinated	
   execu,on	
   of	
   these	
  
groups	
  has	
  fueled	
  an	
  emerging	
  black	
  market	
  that	
  
is	
   now	
   es,mated	
   to	
   be	
  more	
   lucra,ve	
   than	
   the	
  
illegal	
  drug	
  trade.”	
  (Lillian	
  Ablon	
  2014)	
  	
  
	
  
Like	
   most	
   free	
   markets,	
   the	
   informa,on	
   black	
  
market	
   has	
   provided	
   an	
   underground	
   network	
  
that	
   connects	
   buyers	
   and	
   sellers	
   and	
   sets	
   the	
  
value	
   of	
   informa,on.	
   Just	
   as	
   the	
   world	
   is	
  
producing	
  more	
  data	
   than	
   at	
   any	
  other	
   point	
   in	
  
history,	
   these	
   organized	
   groups	
   are	
   finding	
   new	
  
ways	
   of	
   stealing	
   and	
   mone,zing	
   informa,on.	
  
Using	
   informa,on	
   from	
   the	
   Verizon	
   2014	
   Data	
  
Breach	
   Inves6ga6ons	
   Report	
   and	
   other	
   sources,	
  
this	
   paper	
   provides	
   a	
   perspec,ve	
   on	
   how	
  
companies	
  could	
  end	
   the	
  on-­‐going	
  escala,on	
  by	
  
re-­‐focusing	
  IT	
  security	
  investment	
  directly	
  on	
  the	
  	
  
informa,on	
  at	
  risk.	
  
	
  
The	
  black	
  market	
  has	
  expanded	
  such	
   that	
   “each	
  
underground	
  market	
  can	
  poten,ally	
   reach	
  up	
  to	
  
80,000	
  people	
  and	
  many	
  [markets]	
  have	
  a	
  global	
  
footprint.”	
   (Lillian	
   Ablon	
   2014)	
   The	
   general	
  
availability	
   of	
   a	
   wider	
   array	
   of	
   tools,	
   including	
  
hacking	
  “as	
  a	
  service,”	
  point-­‐and-­‐click	
   tools,	
  and	
  
online	
   tutorials,	
   has	
   allowed	
   aJackers	
   to	
   gain	
  
large	
   rewards	
  with	
   a	
   rela,vely	
   small	
   investment	
  
and	
  allowed	
  even	
  novice	
  users	
  to	
  par,cipate.	
  	
  

Oracle has teamed with 
Verizon to debunk the 
frequent sensationalism 
that can detract from the 
important facts needed to 
create an information 
security strategy.	
  

For	
   as	
   liJle	
   as	
   $2	
   per	
   hour,	
   an	
   aJacker	
   can	
  
procure	
  a	
  Distributed	
  Denial	
  of	
  Service	
  DDoS-­‐for-­‐
hire-­‐service.	
   (Paganini	
   2014)	
   If	
   a	
   criminal	
   group	
  
wants	
   to	
   launch	
   a	
   denial-­‐of-­‐service	
   aJack,	
  
instead	
   of	
   crea,ng	
   a	
   botnet	
   army	
   themselves,	
  
they	
  could	
   simply	
   rent	
  a	
  botnet	
   for	
  as	
   liJle	
  as	
  a	
  
few	
   hundred	
   dollars.	
   This	
   has	
   fueled	
   the	
  
epidemic	
   with	
   tools	
   once	
   reserved	
   for	
   the	
  
technically	
  skilled.	
  The	
  black	
  market	
  is	
  also	
  a	
  side	
  
effect	
  of	
  the	
  new	
  digital	
  economy.	
  As	
  businesses	
  
expand	
   customer	
   experiences	
   online	
   and	
   adopt	
  
new	
   digital	
   business	
  models,	
   criminals	
   find	
   new	
  
ways	
  of	
  aJacking	
  these	
  services	
  and	
  exposing	
  the	
  
systemic	
  risks.	
  	
  
	
  
To	
   help	
   companies	
   adapt,	
   Oracle	
   has	
   teamed	
  
with	
   Ver izon	
   to	
   debunk	
   the	
   frequent	
  
sensa,onalism	
   that	
   can	
   detract	
   from	
   the	
  
important	
  facts	
  needed	
  to	
  create	
  an	
  informa,on	
  
security	
   strategy.	
   The	
   lesson	
   for	
  organiza,ons	
   is	
  
that	
   much	
   of	
   our	
   IT	
   security	
   was	
   created	
   in	
   a	
  	
  
,me	
  when	
  the	
  black	
  	
  market	
  for	
  informa,on	
  was	
  
less	
   accessible	
   and	
   stolen	
   informa,on	
   was	
   not	
  
easily	
  mone,zed.	
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Figure	
  2.	
  Variety	
  of	
  at	
  risk	
  data	
  within	
  insider	
  misuse	
  	
  
(Verizon	
  2014	
  Data	
  Breach	
  InvesAgaAons	
  Report)	
  

Information Price/Record
Fresh credit card data $20-25

Stale credit card data $2-7

Medical record $50

Hijacked email account $10-100

Bank account credentials $10-1000

Figure	
  1.	
  Pricelist	
  for	
  stolen	
  informaAon	
  	
  

The	
  pricing	
  dynamics	
  of	
  the	
  black	
  market	
  provide	
  
global	
  exchange	
  rates	
   for	
   informa,on.	
  Using	
   the	
  
pricelist	
   (Figure	
   1.)	
   as	
   a	
   gauge,	
   a	
   database	
  
administrator	
   managing	
   a	
   table	
   with	
   a	
   million	
  
customer	
  credit	
  card	
  records	
  would	
  effec,vely	
  be	
  
managing	
  over	
  $20	
  million	
  dollars	
  in	
  black	
  market	
  
value.	
   Insiders	
  who	
  previously	
   had	
  no	
  economic	
  
incen,ve	
   for	
   espionage	
   can	
   now	
   reap	
   great	
  
rewards.	
   As	
   an	
   example,	
   in	
   2014	
   it	
   was	
  
discovered	
   that	
   an	
   administrator	
   at	
   the	
   Korean	
  
Credit	
   Bureau	
   sold	
   the	
   personal	
   records	
   of	
   20	
  
million	
   Korean	
   ci,zens	
   for	
   approximately	
  
$390,000	
  US	
  dollars.	
   	
  Factors	
  like	
  geography	
  and	
  
ver,cal	
   industry	
   can	
   dras,cally	
   influence	
   the	
  
price	
   -­‐	
   as	
   informa,on	
   gets	
   stale,	
   it	
   loses	
   value,	
  
which	
  drives	
  the	
  demand	
  for	
  more	
  informa,on.	
  	
  

Like	
   a	
   “just	
   in	
   ,me”	
   supply	
   chain	
   replenishing	
  
perishable	
   goods	
   in	
   a	
   grocery	
   store,	
   the	
   black	
  
market	
   economy	
   supplies	
   ,mely	
   stolen	
  
informa,on	
  to	
  meet	
  the	
  demand.	
  In	
  some	
  cases,	
  
criminals	
  obtaining	
  medical	
  records	
  were	
  able	
  to	
  
file	
   false	
   healthcare	
   claims,	
   receive	
   financial	
  
payouts	
   and	
   use	
   these	
   records	
   to	
   get	
   free	
  
healthcare.	
   The	
   volume	
   and	
   rela,vely	
   low	
   price	
  
of	
   stolen	
   access	
   creden,als	
   should	
   give	
   many	
  
companies	
   cause	
   for	
   alarm	
   because	
   access	
   to	
  
most	
   corpora,ons	
   is	
   now	
   for	
   sale	
   on	
   the	
   black	
  
market.	
   How	
   can	
   organiza,ons	
   priori,ze	
   what	
  
informa,on	
   to	
   secure?	
   The	
   Verizon	
   2014	
   Data	
  
Breach	
   Inves,ga,ons	
   Report	
   (Figure	
   2.)	
   shows	
  
the	
   types	
   of	
   informa,on	
   most	
   ohen	
   stolen	
   by	
  
insiders.	
  The	
   lesson	
   is	
   that	
  all	
   informa,on	
   is	
  not	
  
equal	
   –	
   to	
   think	
   security	
   inside	
   out,	
   IT	
  
organiza,ons	
   first	
   need	
   to	
   classify	
   and	
   secure	
  
informa,on	
  propor,onal	
  to	
  its	
  economic	
  value.	
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Threats are External, Risks are Internal
The	
   internal	
   security	
   weaknesses	
   are	
   ohen	
  
exploited	
   by	
   hackers	
   trying	
   to	
   steal	
   data.	
   As	
   an	
  
example,	
   stolen	
   card	
   data	
   from	
   point-­‐of-­‐sale	
  
(POS)	
  systems	
  has	
  dominated	
  the	
  news.	
  Most	
  of	
  
these	
   breaches	
   were	
   caused	
   by	
   RAM	
   scraping	
  
malware	
  infec,ng	
  the	
  POS	
  systems.	
  In	
  most	
  cases	
  
the	
   malware	
   was	
   installed	
   using	
   valid	
   user	
  
creden,als	
   that	
  were	
   stolen	
   or	
  weak	
   enough	
   to	
  
be	
  cracked.	
  	
  

“While	
   most	
   organiza,ons	
   are	
   focused	
   on	
  
detec,ng	
   and	
   preven,ng	
   malware,	
   they	
   should	
  
also	
   focus	
   on	
   how	
   criminals	
   gained	
   access	
   to	
  
install	
  malware	
   in	
   the	
  first	
  place.”	
   (Bryan	
  Sar,n,	
  
Managing	
  Director	
  Verizon	
  RISK	
   Team,	
   2014)	
   To	
  
understand	
   how	
   criminals	
   are	
   breaking	
   into	
  
organiza,ons,	
   we	
   can	
   organize	
   breaches	
   by	
  
category	
   (Figure	
   3.)	
   and	
   look	
   at	
   the	
   techniques	
  
used	
  in	
  each	
  category.	
  	
  

2004	
   2005	
   2006	
   2007	
   2008	
   2009	
   2010	
   2011	
   2012	
   2013	
  

Hacking	
   Malware	
   Social	
   Physical	
   Misuse	
   Error	
  

1600% 
  INCREASE 
  in Hacking 

13%	
  

19%	
  

50%	
  

SQL 
injection
attacks

Backdoor 
attacks

Lost, stolen 
or weak 
credentials

Figure	
  3.	
  Breaches	
  by	
  threat	
  category	
  over	
  Ame	
  	
  
(Verizon	
  2014	
  Data	
  Breach	
  InvesAgaAons	
  Report)	
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Hacking	
   has	
   con,nued	
   to	
   outpace	
   the	
   other	
  
means	
  of	
  aJack	
  by	
  a	
  large	
  margin	
  and	
  has	
  grown	
  
propor,onally	
  with	
   the	
   rise	
   of	
   the	
   black	
  market	
  
largely	
  because	
  the	
  tools	
  and	
  knowledge	
  are	
  now	
  
easily	
   accessible.	
   From	
   RAM	
   scrapers	
   to	
   crypto	
  
malware,	
   hacking	
   has	
   seen	
   a	
   wave	
   of	
   copycat	
  
innova,on.	
   These	
   trends	
   have	
   also	
   made	
  
rela,onal	
   databases	
   more	
   vulnerable	
   than	
   ever	
  
before.	
   Databases	
   are	
   the	
   second	
   most	
  
frequently	
  targeted	
  asset	
  by	
  insiders.	
  (Figure	
  4.)	
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  Card	
  

Cashier	
  

File	
  

Other	
  

Web	
  App	
  

Unknown	
  

Laptop	
  

Figure	
  4.	
  Top	
  10	
  assets	
  targeted	
  by	
  insiders	
  
(Verizon	
  2014	
  Data	
  Breach	
  InvesAgaAons	
  Report)	
  
	
  

Developers	
   tes,ng	
   applica,ons	
   in	
   non-­‐
produc,on	
  environments	
  typically	
  have	
  access	
  to	
  
the	
   same	
   sensi,ve	
   data	
   used	
   in	
   produc,on:	
  
salary	
   data,	
   revenue	
   informa,on,	
   social	
   security	
  
numbers,	
   and	
   credit	
   cards.	
   Database	
   and	
  
applica,on	
   security	
   should	
   go	
   hand	
   in	
   hand.	
   If	
  
organiza,ons	
   secure	
   applica,ons,	
   but	
   leave	
   the	
  
databases	
   unguarded,	
   they	
   risk	
   applica,on	
  
bypass	
  aJacks.	
  According	
  to	
  a	
  study	
  by	
  the	
  IOUG,	
  
71%	
  of	
  organiza,ons	
  have	
  no	
  controls	
  to	
  prevent	
  
applica,on	
  bypass	
  aJacks.	
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Database Threats
According	
   to	
   the	
   Verizon	
   2013	
   Data	
   Breach	
  
Inves6ga6ons	
   Report,	
   13%	
   of	
   the	
   hacking	
  
aJempts	
   were	
   SQL	
   injec,on	
   aJacks.	
   SQL	
  
injec,on	
   aJacks	
   embed	
   SQL	
   commands	
   into	
  
queries	
   in	
   order	
   to	
   retrieve	
   and	
   modify	
  
informa,on	
  within	
   the	
   database.	
  Most	
   of	
   these	
  
,ps	
   are	
   available	
   easily.	
   As	
   databases	
   have	
  
become	
   increasingly	
   accessible	
   on	
   the	
   network	
  
and	
   directly	
   from	
   web	
   applica,ons,	
   they	
   are	
  
more	
   vulnerable	
   to	
   SQL	
   injec,on	
   aJacks.	
   SQL	
  
injec,on	
  aJacks	
  are	
  challenging	
  because	
  they	
  are	
  
simple	
   to	
   execute	
   and	
   difficult	
   to	
   prevent.	
   An	
  
organiza,on	
   would	
   have	
   to	
   go	
   through	
   their	
  
en,re	
  applica,on	
  code	
  base	
  and	
  replace	
  exis,ng	
  
SQL	
   code	
   that	
   is	
   vulnerable	
   to	
   injec,on	
   aJacks.	
  
SQL	
   injec,on	
   aJacks	
  were	
   used	
   to	
   dump	
   en,re	
  
tables	
   of	
   employee	
   and	
   customer	
   records	
   and	
  
even	
   insert	
  corporate	
  spies	
  posing	
  as	
  employees	
  
into	
   HR	
   databases.	
   Not	
   surprisingly,	
   a	
   recent	
  
study	
   by	
   the	
   Ponemon	
   Ins,tute	
   reported	
   that	
  
42%	
   of	
   the	
   most	
   serious	
   aJacks	
   against	
   data	
  
were	
   SQL	
   injec,on	
   aJacks.	
   (Ponemon	
   Ins,tute	
  
2014).	
  
	
  
Despite	
   the	
   threats	
   against	
   databases,	
   a	
   recent	
  
study	
   of	
   the	
   Independent	
   Oracle	
   Users	
   Group	
  
(IOUG)	
  found	
  that	
  only	
  38%	
  of	
  organiza,ons	
  have	
  
taken	
   steps	
   to	
   prevent	
   SQL	
   injec,on	
   aJacks.	
  	
  
Database	
   firewalls	
   that	
   allow	
   database	
  
administrators	
   to	
   monitor	
   and	
   block	
   malicious	
  
SQL	
  can	
  dras,cally	
  diminish	
  these	
  aJacks.	
  While	
  
an	
   SQL	
   injec,on	
   aJack	
   can	
   be	
   damaging,	
  
much	
   of	
   the	
   informa,on	
   today	
   is	
   lying	
  
around	
   rela,vely	
   unprotected	
   in	
   test	
   and	
  
development	
  environments.	
  	
  

Detection alone is not 
enough. The solution 
starts with good 
information governance 
and audit controls.  	
  



Building	
   a	
   database	
   security	
   strategy	
   is	
   the	
   first	
  
step	
   to	
   security	
   inside	
   out.	
   Even	
   if	
   the	
   the	
  
perimeter	
   was	
   breached,	
   by	
   placing	
   security	
  
controls	
   around	
   sensi,ve	
   data,	
   detec,ng	
   and	
  
preven,ng	
   SQL	
   injec,on	
   aJacks,	
   monitoring	
  
database	
   ac,vity,	
   encryp,ng	
  data	
   at	
   rest	
   and	
   in	
  
transit,	
   redac,ng	
   sensi,ve	
   applica,on	
   data,	
   and	
  
m a s k i n g	
   n o n -­‐ p r o d u c , o n	
   d a t a b a s e s ,	
  
organiza,ons	
   could	
   reduce	
   the	
   risk	
   of	
   data	
  
exfiltra,on.	
  While	
  the	
  goal	
  would	
  be	
  to	
  eliminate	
  
breaches	
  en,rely,	
   the	
  first	
  priority	
   is	
   to	
  stop	
  the	
  
exfiltra,on	
  of	
  sensi,ve	
  informa,on.	
  

According	
   to	
   the	
   Verizon	
   2014	
   Data	
   Breach	
  
Inves6ga6ons	
  Report,	
  76%	
  of	
  network	
   intrusions	
  
exploited	
   lost,	
   stolen	
   or	
   weak	
   creden,als.	
   An	
  
inside-­‐out	
   security	
   strategy	
   would	
   have	
   to	
  
assume	
  that	
  the	
  network	
  would	
  be	
  breached	
  and	
  
instead	
   focus	
   on	
   how	
   to	
   safeguard	
   informa,on	
  
while	
   intruders	
   were	
   on	
   the	
   network.	
   To	
   make	
  
maJers	
   worse,	
   the	
   prac,ce	
   of	
   sharing	
   user	
  
creden,als,	
   while	
   archaic,	
   is	
   s,ll	
   alive	
   and	
   well	
  
today.	
  Many	
  organiza,ons	
  permit	
  	
  administra,ve	
  
and	
   privileged	
   user	
   password	
   sharing	
   with	
  
mul,ple	
  people.	
  	
  
	
  
For	
  the	
  finance	
  and	
  accoun,ng	
  departments,	
  the	
  
Sarbanes-­‐Oxley	
   legisla,on	
   forced	
   many	
  
companies	
   to	
   provide	
   unique	
   applica,on	
   user	
  
names	
   for	
   people	
   accessing	
   general	
   ledgers	
   and	
  
financial	
  informa,on.	
  	
  

Thinking Security 

Inside Out

What	
   makes	
   network	
   intrusions	
   so	
   difficult	
   to	
  
prevent	
   completely	
   is	
   that	
   aJacks	
   are	
   occurring	
  
with	
   legi,mate	
   user	
   creden,als,	
   which	
   makes	
  
criminal	
   aJacks	
   seem	
   like	
   normal	
   user	
   access.	
  
According	
   to	
   the	
   Verizon	
   2013	
   Data	
   Breach	
  
Inves6ga6ons	
   Report,	
   almost	
   50%	
   of	
   all	
   hacking	
  
u,lized	
   lost,	
   stolen	
   or	
   weak	
   creden,als.	
   In	
   his	
  
book	
   Glass	
   Houses,	
   Joel	
   Brenner,	
   former	
   NSA	
  
Inspector	
  General,	
  highlighted	
  that	
  criminals	
  can	
  
purchase	
   creden,als	
   on	
   the	
   black	
   market	
   to	
  
access	
  nearly	
  any	
  ins,tu,on.	
  	
  

Identity Risks
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Unfortunately,	
   these	
   controls	
   did	
   not	
   reach	
   far	
  
enough	
  –	
  access	
  governance	
  should	
  also	
   include	
  
contractor	
   accounts,	
   administrator	
   accounts,	
  
applica,on	
   server	
   accounts	
   and	
   even	
   the	
  
accounts	
  used	
  on	
  shop	
  floors	
   in	
   factory	
  sesngs.	
  
Shared	
   accounts	
   prevent	
   monitoring	
   of	
   user	
  
a c,v i t y ,	
   wh i ch	
   makes	
   de tec,on	
   and	
  
accountability	
   challenging.	
   For	
   this	
   reason,	
   the	
  
Payment	
   Card	
   Industry	
   Data	
   Security	
   Standard	
  
(PCI	
  DSS),	
  designed	
  to	
  secure	
  payment	
  card	
  data,	
  
outlines	
  the	
  tes,ng	
  procedures	
  and	
  guidance	
  for	
  
iden,fying	
   and	
   authen,ca,ng	
   access	
   to	
   system	
  
components.	
   Unfortunately,	
   according	
   to	
   the	
  
Verizon	
   2014	
   PCI	
   Compliance	
   Report,	
   “In	
   2013,	
  
64.4%	
   of	
   organiza,ons	
   failed	
   to	
   restrict	
   each	
  
account	
   with	
   access	
   to	
   cardholder	
   data	
   to	
   just	
  
one	
  user.”	
  	
  	
  
	
  
To	
  complicate	
  maJers,	
  many	
  organiza,ons	
  fail	
  to	
  
disable	
  user	
  access	
  when	
  users	
  separate	
  from	
  the	
  
company.	
   According	
   to	
   a	
   CERT	
   study	
   of	
  
intellectual	
   property	
   thehs,	
   70%	
   of	
   these	
  
occurred	
   within	
   30	
   days	
   of	
   employees	
  
announcing	
   their	
   resigna,on.	
   Yet	
   many	
  
companies	
  can	
  take	
  weeks	
  or	
  months	
  to	
  remove	
  
user	
   accounts	
   once	
   employees	
   have	
   separated	
  
from	
   the	
   organiza,on.	
   When	
   these	
   creden,als	
  
end	
   up	
   on	
   the	
   black	
   market,	
   the	
   damage	
   is	
  
irreparable.	
   Stolen	
   personal	
   informa,on	
   is	
   used	
  
to	
   propagate	
   phishing	
   and	
   social	
   engineering	
  
aJacks.	
   By	
   simply	
   going	
   to	
   Facebook	
   and	
  
LinkedIn,	
   criminals	
   can	
   derive	
   the	
   companies	
  
people	
  work	
   for,	
   ,tles,	
  who	
   they	
   are	
   connected	
  
to,	
   and	
   even	
   guess	
   their	
   work	
   email	
   address.	
  
With	
  this	
  type	
  of	
  informa,on,	
  criminals	
  can	
  build	
  
a	
   strategy	
   to	
   infiltrate	
   an	
   organiza,on	
   using	
   a	
  
combina,on	
  of	
  aJack	
  vectors.	
  	
  
	
  
Security	
   inside-­‐out	
   means	
   building	
   security	
   into	
  
the	
   customer	
   experience	
   and	
   employee	
  
experience.	
   As	
   an	
   example,	
   many	
   retail	
   and	
  
banking	
   organiza,ons	
   are	
   re-­‐designing	
   mul,-­‐
channel	
   customer	
   experience	
  with	
   built-­‐in	
   fraud	
  
detec,on.	
  	
  

By	
   simply	
   learning	
   the	
   regular	
   ,me	
   a	
   user	
   logs	
  
on,	
  the	
  regular	
  loca,on	
  of	
  the	
  user	
  and	
  detec,ng	
  
the	
  device	
   the	
  user	
  normally	
  uses,	
  organiza,ons	
  
can	
  reduce	
  fraud	
  from	
  impersona,on	
  aJacks.	
  
Deploying	
   stronger	
   controls	
   for	
   authen,ca,on	
  
and	
   authoriza,on	
   are	
   first	
   steps	
   to	
   reducing	
  
cybercrime.	
  	
  
	
  
	
  Passwords alone are not 
enough - adding a second 
factor for authentication 
like a mobile device can 
drastically increase 
confidence of user access.	
  

Without	
   solu,ons	
   that	
   automate	
   IT	
   security	
  
governance,	
   users	
   will	
   choose	
   weak	
   passwords,	
  
share	
   accounts	
   and	
   in	
   general	
   share	
   passwords	
  
across	
   accounts.	
   Companies	
   can	
   restore	
   control	
  
with	
   good	
   governance	
   by	
   managing	
   privileged	
  
user	
   access	
   across	
   databases,	
   systems	
   and	
  
applica,ons;	
   regularly	
   reviewing	
   user	
   access	
   to	
  
business	
   data;	
   remedia,ng	
   excessive	
   privileges;	
  
removing	
   dormant	
   user	
   accounts	
   and	
  managing	
  
administra,ve	
   system	
   accounts	
   and	
   privileged	
  
business	
   user	
   accounts.	
   While	
   the	
   aJacks	
  
increase	
  in	
  sophis,ca,on,	
  the	
  vulnerabili,es	
  that	
  
are	
  exploited	
  are	
  largely	
  internal.	
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Rebalancing Information Security
“You	
  can’t	
  protect	
  everything,	
  and	
  you	
  certainly	
  can’t	
  protect	
  everything	
  
equally	
  well.	
  This	
  is	
  a	
  maLer	
  of	
  understanding	
  the	
  difference	
  between	
  diamonds	
  
and	
  toothbrushes,	
  as	
  McGeorge	
  Bundy	
  put	
  it.	
  Iden6fy	
  the	
  business	
  plans	
  and	
  
intellectual	
  property	
  whose	
  loss	
  would	
  cause	
  serious	
  harm	
  to	
  your	
  company.	
  
Personally	
  iden6fiable	
  and	
  sensi6ve	
  health	
  care	
  informa6on	
  …	
  must	
  also	
  be	
  
protected	
  carefully…	
  Design	
  your	
  server	
  architecture	
  and	
  access	
  controls	
  
accordingly.	
  And	
  make	
  sure	
  the	
  informa6on	
  is	
  encrypted	
  to	
  a	
  high	
  
standard.”	
  	
  (Joel	
  Brenner,	
  Former	
  NSA	
  Inspector	
  General,	
  “Glass	
  Houses”	
  2013)	
  

Organiza,ons	
  have	
  an	
  impera,ve	
  to	
  act	
  because	
  
with	
  each	
  new	
  incident	
  security	
  professionals	
  
reac,vely	
  increase	
  budgetary	
  spend.	
  The	
  net	
  
result	
  is	
  that	
  organiza,ons	
  are	
  spending	
  more	
  
and	
  losing	
  the	
  arms	
  race	
  against	
  the	
  black	
  
market.	
  “If	
  aJacker	
  sophis,ca,on	
  outpaces	
  
defender	
  capabili,es	
  –	
  resul,ng	
  in	
  more	
  
destruc,ve	
  aJacks	
  –	
  a	
  wave	
  of	
  new	
  regula,ons	
  
and	
  corporate	
  policies	
  could	
  slow	
  innova,on,	
  
with	
  an	
  aggregate	
  economic	
  impact	
  of	
  around	
  $3	
  
trillion	
  US.”	
  (McKinsey	
  &	
  World	
  Economic	
  Forum,	
  
2014)	
  Taking	
  a	
  security	
  inside-­‐out	
  approach	
  may	
  
not	
  only	
  end	
  the	
  arms	
  race	
  but	
  also	
  give	
  
economic	
  growth	
  a	
  chance.	
  
	
  
When	
  criminals	
  break	
  in,	
  it	
  can	
  take	
  only	
  minutes	
  
for	
  them	
  to	
  find	
  the	
  informa,on	
  they	
  need	
  and	
  
begin	
  exfiltra,on.	
  We	
  can	
  deter	
  these	
  aJacks	
  
and	
  increase	
  the	
  likelihood	
  of	
  detec,on	
  by	
  
making	
  it	
  more	
  costly	
  and	
  difficult	
  for	
  aJackers.	
  
By	
  focusing	
  on	
  the	
  most	
  valuable	
  informa,on	
  
assets,	
  organiza,ons	
  can	
  not	
  only	
  increase	
  the	
  
level	
  of	
  difficulty,	
  but	
  also	
  diminish	
  the	
  
informa,on	
  supply	
  chain.	
  IT	
  organiza,ons	
  are	
  
realizing	
  that	
  they	
  can’t	
  protect	
  everything	
  
equally	
  well.	
  So	
  what	
  assets	
  should	
  an	
  
organiza,on	
  focus	
  on?	
  According	
  to	
  the	
  Verizon	
  
2014	
  Data	
  Breach	
  Inves6ga6ons	
  Report,	
  
breaches	
  of	
  servers	
  occurred	
  more	
  frequently	
  
than	
  network	
  breaches.	
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Less	
  than	
  10%	
  of	
  breaches	
  actually	
  breach	
  
network	
  assets	
  like	
  switches,	
  firewalls	
  and	
  
routers.	
  (Figure	
  5.)	
  This	
  does	
  not	
  mean	
  we	
  should	
  
neglect	
  network	
  security,	
  but	
  rather	
  realize	
  that	
  
it	
  represents	
  only	
  one	
  control	
  in	
  a	
  new	
  digital	
  
economy	
  where	
  the	
  perimeter	
  is	
  increasingly	
  
porous.	
  Improved	
  security	
  controls	
  for	
  internal	
  
servers,	
  applica,ons,	
  and	
  databases	
  combined	
  
with	
  beJer	
  monitoring	
  and	
  analysis	
  of	
  network	
  
traffic	
  and	
  server	
  transac,ons	
  would	
  be	
  a	
  beJer	
  
approach.	
  These	
  internal	
  systems	
  have	
  become	
  
the	
  new	
  perimeter	
  and	
  the	
  new	
  front	
  line	
  in	
  the	
  
baJle	
  to	
  secure	
  corporate	
  informa,on.	
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Figure	
  5.	
  Percent	
  of	
  breaches	
  per	
  asset	
  over	
  Ame	
  
(Verizon	
  2014	
  Data	
  Breach	
  InvesAgaAons	
  Report)	
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