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Configuration files on the device are defined by their type, and contain the 

settings and parameter values for the device.

When a configuration is referenced on the device, it is referenced by its 

configuration file type (such as Startup Configuration or Running Configuration), 

as opposed to a file name that can be modified by the user. 

Content can be copied from one configuration file type to another, but the names 
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Auto Configuration Download Protocol (TFTP or SCP)

The Auto Configuration download protocol can be configured, as follows:

• Auto By File Extension—(Default) If this option is selected, a user-defined 
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Auto Configuration Process

When the Auto Configuration process is triggered, the following sequence of 

events occurs:
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Discovery - CDP

See 
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• SNMP Notification—Select Enable
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There are two types of Smartport macros:

• Built-In—These are macros provided by the system. One macro applies the 

configuration profile and the other removes it. The macro names of the built-
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• Enabled

















Smartport
Configuring Smartport Using The Web-based Interface

172 Cisco Small Business 200, 300 and 500 Series Managed Switch Administration Guide (Internal Version) 

11









Smartport
Built-in Smartport Macros









Smartport
Built-in Smartport Macros

180 Cisco Small Business 200, 300 and 500 Series Manage











Smartport

Built-in Smartport Macros

Cisco Small Business 200, 300 and 500 Series Managed Switch Administration Guide (Internal Version) 185

11
 

#macro keywords $native_vlan $voice_vlan
#
#macro key description:  $native_vlan: The untag VLAN which will be 
configured on the port
#                        $voice_vlan: The voice VLAN ID
#
#Default Values are
#$native_vlan = Default VLAN
#$voice_vlan = 1
#
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VLAN Management

This section covers the following topics:

• VLANs

• Configuring Default VLAN Settings

• Creating VLANs

•
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Configuring VLAN Membership
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- Tagged—Select whether the port is tagged. This is not relevant for 

Access ports.

- Untagged—Select whether port is untagged. This is not relevant for 

Access ports.

- PVID
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STEP 1 Click VLAN Management > Voice VLAN > Auto Voice VLAN
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STEP  4
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The device supports the following Spanning Tree Protocol versions:

• Classic STP – Provides a single path between any two end stations, avoiding 

and eliminating loops.

• Rapid STP (RSTP) – Detects network topologies to provide faster 
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- Designated—The interface through which the bridge is connected to the 

LAN, which provides the lowest cost path from the LAN to the Root 

Bridge.

- Alternate—Provides an alternate path to the Root Bridge from the root 
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Multiple Spanning Tree

Multiple Spanning Tree Protocol (MSTP) is used to separate the STP port state 

between various domains (on different VLANs). For example, while port A is 

blocked in one STP instance due to a loop on VLAN A, the same port can be 

placed in the Forwarding State in another STP instance. The MSTP Properties 

page enables you to define the global MSTP settings.

To configure MSTP:
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- Backup—The interface provides a backup path to the designated port 

path toward the Spanning Tree leaves. Backup ports occur when two 

ports are connected in a loop by a point-to-point link. Backup ports also 
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Entries that were created both in this page and in the IP Multicast Group Address 

page are displayed. For those created in the IP Multicast Group Address page, the 

IP addresses are converted to MAC addresses.

STEP  4 Click Add to add a static MAC Group Address.

STEP  5 Enter the parameters.

• VLAN ID—Defines the VLAN ID of the new Multicast group.

• MAC Group Address—Defines the MAC address of the new Multicast 

group.

STEP  6 Click Apply, the MAC Multicast group is saved to the Running Configuration file.

To configure and display the registration for the interfaces within the group, select 

an address, and click Details.

The page contains:

• VLAN ID—The VLAN ID of the Multicast group.

• MAC Group Address
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• Operational Last Member Query Interval—Displays the Last Member 

Query Interval sent by the elected querier.

• Immediate Leave—Enable Immediate Leave to decrease the time it takes to 
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DHCP Snooping Along With DHCP Relay
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- Mixed
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• Authorization—Performed at login. After the authentication session is 

completed, an authorization session starts using the authenticated 

username. The TACACS+ server then checks user privileges.

• Accounting
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• Dead Time









Security
Management Access Method



Security

Management Access Method

Cisco Small Business 200, 300 and 500 Series Managed Switch Administration Guide (Internal Version) 345

18
 







Security
Secure Sensitive Data Management

348 Cisco Small Business 200, 300 and 500 Series Managed Switch Administration Guide (Internal Version) 

18











Security

Defining Storm Control

Cisco Small Business 200, 300 and 500 Series Managed Switch Administration Guide (Internal Version) 353

18























Security
Denial of Service Prevention







Security

IP Source Guard

Cisco Small Business 200, 300 and 500 Series Managed Switch Administration Guide (Internal Version) 367

18
 







Security
ARP Inspection

370 Cisco Small Business 200, 300 and 500 Series Managed Switch Administration Guide (Internal Version) 

18

The entries in the Binding database are displayed:
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To define 802.1X advanced settings for ports:

STEP 1 Click Security > 
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SSD grants read permission to sensitive data only to authenticated and authorized users, and 
according to SSD rules. A device authenticates and authorizes management access to users 
through the user authentication process. 
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Common Tasks
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• Time Range—Select to enable limiting the use of the ACL to a specific time 

range.

• Time Range Name—If Time Range is selected, select the time range to be 
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The following tables describe the default DSCP to queue mapping for a 4-queue 

system:

To map DSCP to queues:
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Configuring Bandwidth
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QoS Advanced Mode
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All remote engine IDs and their IP addres
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