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Chapter 1      Basic Router Configuration
  Configuring Dynamic Routes
Configuration Example
In the following configuration example, the static route sends out all IP packets with a destination IP 
address of 192.168.1.0 and a subnet mask of 255.255.255.0 on the Fast Ethernet interface to another 
device with an IP address of 10.1
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Chapter 3      Configuring PPP over Ethernet with NAT
  Configure the Dialer Interface
Configure the Dialer Interface
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Chapter 3      Configuring PPP over Ethernet with NAT
  Configuration Example
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Chapter 4      Configuring PPP over ATM with NAT
  
In this scenario, the small business or remote user on the Fast Ethernet LAN can connect to an Internet 
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Chapter 4      Configuring PPP over ATM with NAT
  Configure DSL Signaling Protocol
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Chapter 5      Configuring a LAN with DHCP and VLANs
  Configure DHCP
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Chapter 6      Configuring a VPN Using Easy VPN and an IPSec Tunnel
  Apply the Crypto Map to the Physical Interface
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  Create an Easy VPN Remote Configuration
6-10
Cisco 850 Series and Cisco 870 Series Access Routers Software Configuration Guide

OL-5332-01 

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/secur_r/index.htm




 



 

Cisco 850 Series and Cisco 870 Series Acces
OL-5332-01 
C H A P T E R 7

Configuring VPNs Using an IPSec Tunnel and 
Generic Routing Encapsulation

The Cisco 850 and Cisco 
7-1
s Routers Software Configuration Guide



 

7-2





 

7-4

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/dial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/dial_r/index.htm


 

7-5

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/secur_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/secur_r/index.htm


http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/secur_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/secur_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/secur_r/index.htm


http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/secur_r/index.htm


 

7-8

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/secur_r/index.htm


http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm






 



 

Cisco 850 Series and Cisco 870 Series Acces
OL-5332-01 
C H A P T E R 8
8-1
s Routers Software Configuration Guide

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm


1 Multiple networked devices—Desktops, laptop PCs, switches

2 Fast Ethernet LAN interface (the inside interface for NAT)

3 PPPoE or PPPoA client and firewall implementation—Cisco 851/871 or Cisco 857/876/877/878 
series access router, respectively

4
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Chapter 9      Configuring a Wireless LAN Connection
  Configure the Root Radio Station
Configuration Tasks

Perform the following tasks to configure this network scenario:

 • Configure the Root Radio Station

 • Configure Bridging on VLANs

 • Configure Radio Station Subinterfaces

A configuration example showing the results of these configuration tasks is provided in the 
“Configuration Example” section on page 9-7.

Note The procedures in this chapter assume that you have already configured basic router features as well as 
PPPoE or PPPoA with NAT. If you have not performed these configurations tasks, see Chapter 1, “Basic 
Router Configuration,” Chaur
9-2
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Chapter 9      Configuring a Wireless LAN Connection
  Configure Radio Station Subinterfaces
Configure Radio Station Subinterfaces
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Chapter 13      Configuring Dial Backup and Remote Management
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Chapter 13      Configuring Dial Backup and Remote Management
  Configuring Dial Backup and Remote Management Through the Console or Auxiliary Port
Figure 13-1
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Chapter 13      Configuring Dial Backup and Remote Management
  Configuring Dial Backup and Remote Management Through the ISDN S/T Port
Figure 13-3 Dial Backup Directly from Router to ISDN Switch
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Chapter 14      Troubleshooting
  ADSL Troubleshooting
ADSL Troubleshooting
If you experience trouble with the ADSL connection, verify the following:

 •
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Chapter 14      Troubleshooting
  ATM Troubleshooting Commands
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Chapter 14      Troubleshooting
  Recovering a Lost Password
Step 5 Using the power switch, turn off the router and then turn it back on. 
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Appendix A      Cisco IOS Software Basic Skills
  Getting Help
Getting Help
You can use the question mark (?) and arrow keys to help you enter commands.

For a list of available commands at that command mode, enter a question mark:

Router> ?
access-enable Create a temporary access-list entry
access-profile Apply user-profile to interface
clear Reset functions
...

To complete a command, enter a few known characters followed by a question mark (with no space):

Router> s?
* s=show set show slip systat

For a list of command variables, enter the comma
A-4
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Appendix B      Concepts
  PPP Authentication Protocols
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Appendix B      Concepts
  NAT
line is up, the backup interface is placed in standby mode. In standby mode, the backup interface is 
effectively shut down until it is enabled. Any route associated with the backup interface does not appear 
in the routing table.

Because the backup interface command is dependent on the router’s identifying that an interface is 
physically down, it is commonly used to back up ISDN BRI connections, asynchronous lines, and leased 
B-7
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Appendix C      ROM Monitor
  Command Descriptions
Commands are case sensitive. You can halt any command by pressing the Break key on a terminal. If 
you are using a PC, most terminal emulation programs halt a command when you press the Ctrl and the 
Break keys at the same time. If you are using another 
C-3
Cisco 850 Series and Cisco 870 Series Access Routers Software Configuration Guide

OL-5332-01 

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/fun_r/cfr_1g01.htm#wp1030153
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/fun_r/cfr_1g01.htm#wp1030153


 









 



 



 

C-10





 

D-2
Cisco 850 Series and Cisco 870 Series Acce



 

IN-1g
536.76 26.0.7638.2 D523.8 0 rgIm232.00050.7629.6g f.38 8.58 2.000Tf
1280 0 127.98D0 Tc7.98D2 6546 41.4601 rg
0 0 46( )Tj 0 65
ET
[(Cisco 850 )7.5(Series and Cisco)- 39( )7.5(870 Se)- 39(rie)- 39(s)-2.5( )7.5(Acce)]TJ
17.857.040TDTj 0 51( )T-0 0 15
ET
[(ss )-7.5(Ro)- 32(uters Software)- 32( Configura)- 32(t)
BT(1 g)- 32( Guide)]TJ
-40.9775 -1.44
43TDTj 0 65
E



 

Index
IN-2
Cisco 850 Series and Cisco 870 Series Acce



 

Index
IN-3





 





 

Index
See RIP

routing protocol overview     2 to 3

RST bits     11

RSVP     10

S

saving configuration changes     12, 7

scenarios, network

See configuration examples
Cisco 850 Series and Cis
OL-5332-01 
IN-7

co 870 Series Access Routers Software Configuration Guide



 

Index


	Contents
	Audience
	Organization
	Conventions
	Notes, Cautions, and Timesavers
	Command Conventions

	Related Documents
	Obtaining Documentation and Submitting a Service Request

	Part 1
	Getting Started
	Basic Router Configuration
	Interface Port Labels
	Viewing the Default Configuration
	Information Needed for Configuration
	Configuring Basic Parameters
	Configure Global Parameters
	Configure Fast Ethernet LAN Interfaces
	Configure WAN Interfaces
	Configure the Fast Ethernet WAN Interface
	Configure the ATM WAN Interface

	Configure the Wireless Interface
	Configuring a Loopback Interface
	Configuration Example
	Verifying Your Configuration

	Configuring Command-Line Access to the Router
	Configuration Example


	Configuring Static Routes
	Configuration Example
	Verifying Your Configuration

	Configuring Dynamic Routes
	Configuring RIP
	Configuration Example
	Verifying Your Configuration


	Configuring Enhanced IGRP
	Configuration Example
	Verifying Your Configuration



	Part 2
	Configuring Your Router for Ethernet and DSL Access
	Sample Network Deployments
	Configuring PPP over Ethernet with NAT
	Configure the Virtual Private Dialup Network Group Number
	Configure the Fast Ethernet WAN Interfaces
	Configure the Dialer Interface
	Configure Network Address Translation
	Configuration Example
	Verifying Your Configuration


	Configuring PPP over ATM with NAT
	Configure the Dialer Interface
	Configure the ATM WAN Interface
	Configure DSL Signaling Protocol
	Configuring ADSL
	Verify the Configuration

	Configuring SHDSL
	Verify the Configuration


	Configure Network Address Translation
	Configuration Example
	Verifying Your Configuration


	Configuring a LAN with DHCP and VLANs
	Configure DHCP
	Configuration Example
	Verify Your DHCP Configuration

	Configure VLANs
	Assign a Switch Port to a VLAN
	Verify Your VLAN Configuration


	Configuring a VPN Using Easy VPN and an IPSec Tunnel
	Configure the IKE Policy
	Configure Group Policy Information
	Apply Mode Configuration to the Crypto Map
	Enable Policy Lookup
	Configure IPSec Transforms and Protocols
	Configure the IPSec Crypto Method and Parameters
	Apply the Crypto Map to the Physical Interface
	Create an Easy VPN Remote Configuration
	Verifying Your Easy VPN Configuration
	Configuration Example

	Configuring VPNs Using an IPSec Tunnel and Generic Routing Encapsulation
	Configure a VPN
	Configure the IKE Policy
	Configure Group Policy Information
	Enable Policy Lookup
	Configure IPSec Transforms and Protocols
	Configure the IPSec Crypto Method and Parameters
	Apply the Crypto Map to the Physical Interface

	Configure a GRE Tunnel
	Configuration Example

	Configuring a Simple Firewall
	Configure Access Lists
	Configure Inspection Rules
	Apply Access Lists and Inspection Rules to Interfaces
	Configuration Example

	Configuring a Wireless LAN Connection
	Configure the Root Radio Station
	Configure Bridging on VLANs
	Configure Radio Station Subinterfaces
	Configuration Example

	Sample Configuration

	Part 3
	Configuring Additional Features and Troubleshooting
	Additional Configuration Options
	Configuring Security Features
	Authentication, Authorization, and Accounting
	Configuring AutoSecure
	Configuring Access Lists
	Access Groups
	Guidelines for Creating Access Groups


	Configuring a CBAC Firewall
	Configuring Cisco IOS Firewall IDS
	Configuring VPNs

	Configuring Dial Backup and Remote Management
	Dial Backup Feature Activation Methods
	Backup Interfaces
	Configuring Backup Interfaces

	Floating Static Routes
	Configuring Floating Static Routes

	Dialer Watch
	Configuring Dialer Watch


	Dial Backup Feature Limitations
	Configuration Example

	Configuring Dial Backup and Remote Management Through the Console or Auxiliary Port
	Configuration Tasks
	Configuration Example

	Configuring Dial Backup and Remote Management Through the ISDN S/T Port
	Configuration Tasks
	Configure ISDN Settings
	Configure the Aggregator and ISDN Peer Router



	Troubleshooting
	Getting Started
	Before Contacting Cisco or Your Reseller
	ADSL Troubleshooting
	SHDSL Troubleshooting
	ATM Troubleshooting Commands
	ping atm interface Command
	show interface Command
	show atm interface Command
	debug atm Commands
	Guidelines for Using Debug Commands
	debug atm errors Command
	debug atm events Command
	debug atm packet Command


	Software Upgrade Methods
	Recovering a Lost Password
	Change the Configuration Register
	Reset the Router

	Reset the Password and Save Your Changes
	Reset the Configuration Register Value

	Managing Your Router with SDM


	Part 4
	Reference Information
	Cisco IOS Software Basic Skills
	Configuring the Router from a PC
	Understanding Command Modes
	Getting Help
	Enable Secret Passwords and Enable Passwords
	Entering Global Configuration Mode
	Using Commands
	Abbreviating Commands
	Undoing Commands
	Command-Line Error Messages

	Saving Configuration Changes
	Summary
	Where to Go Next

	Concepts
	ADSL
	SHDSL
	Network Protocols
	IP

	Routing Protocol Options
	RIP
	Enhanced IGRP

	PPP Authentication Protocols
	PAP
	CHAP

	TACACS+
	Network Interfaces
	Ethernet
	ATM for DSL
	PVC

	Dialer Interface

	Dial Backup
	Backup Interface
	Floating Static Routes
	Dialer Watch

	NAT
	Easy IP (Phase 1)
	Easy IP (Phase 2)
	QoS
	IP Precedence
	PPP Fragmentation and Interleaving
	CBWFQ
	RSVP
	Low Latency Queuing

	Access Lists

	ROM Monitor
	Entering the ROM Monitor
	ROM Monitor Commands
	Command Descriptions
	Disaster Recovery with TFTP Download
	TFTP Download Command Variables
	Required Variables
	Optional Variables

	Using the TFTP Download Command

	Configuration Register
	Changing the Configuration Register Manually
	Changing the Configuration Register Using Prompts

	Console Download
	Command Description
	Error Reporting

	Debug Commands
	Exiting the ROM Monitor

	Common Port Assignments



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiRwTranspa

