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Campus Design Introduction

Campus Design Introduction
There is a tendency to discount the network as just simple plumbing, to think that all you have to consider is the 
size and the length of the pipes or the speeds and feeds of the links, and to dismiss the rest as unimportant. Just 
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Campus LAN and Wireless LAN Design Guidance
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Campus LAN and Wireless LAN Design Guidance

Self-defending
To protect the organization and its users from disruptions to their productivity, avoiding the disruptions before they 
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Campus LAN and Wireless LAN Design Guidance

Table 1  High-density large campus suggested deployment platforms
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Campus Wired LAN Design Fundamentals
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Campus Wired LAN Design Fundamentals

Two-Tier Design
The distribution layer provides connectivity to network-based services, to the WAN, and to the Internet edge. 
Network-based services can include and are not limited to Wide Area Application Services (WAAS) and WLAN 
controllers. Depending on the size of the LAN, these services and the interconnection to the WAN and Internet 
edge may reside on a distribution layer switch that also aggregates the LAN access-layer connectivity. This is 
also referred to as a collapsed core design because the distribution serves as the Layer 3 aggregation layer for all 
devices.

Figure 4  Two-tier design: Distribution layer functioning as a collapsed core
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The core layer of the LAN is a critical part of the scalable network, and yet it is one of the simplest by design. The 
distribution layer provides the fault and control domains, and the core represents the 24x7x365 nonstop con-
nectivity between them, which organizations must have in the modern business environment where connectiv-
ity to resources to conduct business is critical. Connectivity to and from the core is Layer 3–only, which drives 
increased resiliency and stability.
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All of these redundancy protocols require that you �ne-tune the default timer settings in order to allow for sub-
second network convergence, which can impact switch CPU resources.

Some organizations require the same Layer 2 VLAN be extended to multiple access layer closets to accom-
modate an application or service. The looped design causes spanning tree to block links, which reduces the 
bandwidth from the rest of the network and can cause slower network convergence. The ine�ciencies and the 
increased potential for miscon�guration drive network engineers to look for more appealing alternatives.

Figure 8  Traditional loop-free design with a VLAN per access switch
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Campus Wired LAN Design Fundamentals

There are several other advantages to the simpli�ed distribution layer design. You no longer need IP gateway 
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Campus Wireless LAN Design Fundamentals
The campus WLAN provides ubiquitous data and voice connectivity for employees, wireless Internet access for 
guests, and connectivity for Internet of Things devices. Regardless of their location within the organization—on 
large campuses or at remote sites—wireless users have the same experience when connecting to voice, video, 
and data services. 

The bene�ts of the campus WLAN include:

••



page 21

Campus Wireless LAN Design Fundamentals

CISCO WLAN CONTROLLERS
The campus WLAN is a controller-based wireless design, which simpli�es network management by using Cisco 
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Campus Wireless LAN Design Fundamentals

The following table summarizes the services o�ered by the di�erent releases of MSE/CMX.

Table 6  Services o�ered by MSE 8.0 and CMX 10.2.2

Service MSE 8.0 CMX 10.2.2

Location-based services Yes Yes

Cisco Wireless Intrusion Preven-
tion System (wIPS)

Yes No (planned)
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Figure 12  Local-mode design model
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Campus Wireless LAN Design Fundamentals

Figure 16  Wireless architecture overview



page 33

Campus Wireless LAN Design Fundamentals

Most organizations’ IT departments choose to have guest wireless users authenticate �rst, before allowing ac-
cess to the Internet.  This step is sometimes accompanied with the guest user reading and agreeing to an ac-



page 34



page 35

Campus Wireless LAN Design Fundamentals

Figure 17  Cisco O�ceExtend dedicated design model
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It is signi�cant to highlight that mDNS addresses used by Bonjour are link-local multicast addresses and are only 
forwarded within the local Layer 2 domain, because link-local multicast is meant to stay local by design. Further-
more, routers cannot even use multicast routing to redirect the mDNS queries, because the time-to-live (TTL) of 
these packets is set to 1.

Bonjour was originally developed for typical home networks, with a single Layer 2 domain, where this link-local 
limitation of mDNS rarely posed any practical deployment constraints. However, in an enterprise campus deploy-
ment—where large numbers of wired and wireless Layer 2 domains may exist—this limitation severely limits Bon-
jour functionality, because Bonjour clients only see locally-hosted services and do not see or connect to services 
hosted on other subnets. This link-local multicast limitation of Bonjour mDNS is illustrated in the following �gure.

Figure 18   Bonjour deployment limitation in enterprise networks
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Rogue Detection
You can regard as a rogue any device that shares your spectrum and that you are not managing. A rogue be-
comes dangerous in the following scenarios:

•







  Cisco rogue management
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https://search.cisco.com/search?query=Radio%20Resource%20Management%20White%20Paper&locale=enUS&tab=Cisco
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https://search.cisco.com/search?query=Dynamic%20Channel%20Assignment%20White%20Paper&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Radio%20Resource%20Management%20White%20Paper&locale=enUS&tab=Cisco
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BAND SELECT
Most consumer devices being released today operate in one or both of two frequency ranges, or bands  Dual-
band devices are quite common; however, the bands supported by the devices are not created equally.  The 
properties and number of frequencies available for 2.4 GHz and 5 GHz devices di�er signi�cantly, with 5 GHz 

https://search.cisco.com/search?query=Wireless%20Controller%20Configuration%20802.11%20Bands&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Flexible%20Radio%20Assignment%20and%20Redundant%20Radios&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Flexible%20Radio%20Assignment%20and%20Redundant%20Radios&locale=enUS&tab=Cisco
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At the controller level, you can use two mitigation strategies to help maintain your network and prevent outages 
associated with common non-Wi-Fi interference sources:

https://search.cisco.com/search?query=Cisco%20CleanAir%20Technology:%20Intelligence%20in%20Action%20White%20Papers&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Cisco%20CleanAir%20Technology:%20Intelligence%20in%20Action%20White%20Papers&locale=enUS&tab=Cisco
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•• VLAN

•• ACL

•• Session timeout

•• QoS

•• Sleeping client

•• FlexConnect ACL

•• AVC pro�le (added in 8.0 release)

•• mDNS pro�le (added in 8.0 release)
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Common Components in Campus Designs

Device Work Center
Cisco Prime Infrastructure includes the Device Work Center. Some of the features found in the Device Work Cen-
ter are:

•• Discovery
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http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1130-ag-series/product_bulletin_c25-698734.html
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Appendix—Glossary

WIDS  wireless intrusion detection system 

wIPS  Cisco Wireless Intrusion Prevention System

WLAN  wireless local area network

WLC  wireless local area network controller

WSM  Wireless Security Module
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