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1
Introduction to the Product and the Release

• Introduction to the Web Security Appliance, page 1-1

• What’s New, page 1-1

•

http://www.cisco.com/en/US/partner/products/ps10164/prod_release_notes_list.html
http://www.cisco.com/en/US/partner/products/ps10164/prod_release_notes_list.html
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Chapter 1      Introduction to the Product and the Release
  Using the Appliance Web Interface

Web Interface Browser Requirements
To access the web interface, your browser must support and be enabled to accept JavaScript and cookies. 
It must be able to render HTML pages containing Cascading Style Sheets (CSS). 

The Cisco Web Security Appliance follows the Target Environments set by YUI: 
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Chapter 1      Introduction 
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2
Connect, Install, and Configure

• Overview of Connect, Install, and Configure, page 2-1 

•



http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
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Chapter 2      Connect, Install, and Configure
  Connecting the Appliance

Step 1
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Chapter 2      Connect, Install, and Configure

http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
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Chapter 2      Connect, Install, and Configure
  System Setup Wizard

• Passphrase: ironport

Step 3 You must immediately change the passphrase.

Step 4 If the appliance is already configured, choose System Administration > System Setup Wizard.

If the appliance is already configured, you will be warned that you are about to reset the configuration. 
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Chapter 2      Connect, Install, and Configure

http://www.cisco.com/c/en/us/td/docs/security/web_security/scancenter/administrator/guide/b_ScanCenter_Administrator_Guide.html
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Chapter 2      Connect, Install, and Configure
  Using the P2 Data Interface for Web Proxy Data

Service The service group type for the router. Choose from:

Standard service. This service type is assigned a fixed ID of zero, a fixed 
redirection method of 
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Chapter 2      Connect, Install, and Configure
  DNS Settings

Configuring an SMTP Relay Host
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Chapter 3      Connect the Appliance to a Cisco Cloud Web Security Proxy
  Comparison of Cloud Connector Mode and Standard Mode
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http://www.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.html
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Chapter 3      Connect the Appliance to a Cisco Cloud Web Security Proxy
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Chapter 3      Connect the Appliance to a Cisco Cloud Web Security Proxy
  Identification Profiles and Authentication with Cloud Web Security Connector

Identification Profiles and Authentication with Cloud Web 
Security Connector 
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Chapter 4      Intercepting Web Requests
  Web Proxy Options for Intercepting Web Requests

Web Proxy Options for Intercepting Web Requests
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Chapter 4      Intercepting Web Requests
  Web Proxy Options for Intercepting Web Requests
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Chapter 4      Intercepting Web Requests
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Chapter 4      Intercepting Web Requests
  Troubleshooting Intercepting Requests
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5
Acquire End-User Credentials

•
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http://www.cisco.com/en/US/docs/security/ibf/cda_10/Install_Config_guide/cda10.html




 

http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html
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Chapter 5      Acquire End-User Credentials
  Authentication Realms

Authentication Realms
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Chapter 5      Acquire End-User Credentials
  Authentication Realms

Step 8
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Chapter 5      Acquire End-User Credentials
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Chapter 5      Acquire End-User Credentials
  Authentication Realms

Step 4 If the Web Proxy is deployed in transparent mode, edit the settings as follows: 

Setting Description

Credential Encryption This setting specifies whether or not the client sends the login credentials to 
the Web Proxy through an encrypted HTTPS connection. 
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Chapter 5      Acquire End-User Credentials
  Failed Authentication

Step 4 Submit and commit your changes.
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Chapter 5      Acquire End-User Credentials
  Failed Authentication

Supported Authentication Surrogates for Explicit Requests 

Supported Authentication Surrogates for Transparent Requests



http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html


 

5-36
AsyncOS 9.1 for Cisco Web Security Appliances User Guide

 

Chapter 5      Acquire End-User Credentials
  Credentials

Authentication and Authorization Failures
If authentication fails for accepted reasons, such as incompatible client applications, you can grant 
guest access. 

If authentication succeeds but authorization fails, it is possible to
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Chapter 6      Classify End-Users and Client Software
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Chapter 6      Classify End-Users and Client Software
  Classifying Users and Client Software

Step 9 Submit and Commit Changes. 

Define Members by 
Machine ID

• Do Not Use Machine ID in This Policy – The user is not identified 
by machine ID.

•
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Chapter 7      SaaS Access Control
  Configuring End-user Access to the Single Sign-on URL

Step 3 If you choose Identity provider initiated flow, the appliance redirects users to the SaaS application.

Step 4 If you choose Service Provider initiated flows, you must configure this URL in the SaaS application. 

• Always prompt SaaS users for proxy authentication. After entering valid credentials, users are 
logged into the SaaS application.

• Transparently sign in SaaS users. Users are logged into the SaaS application automatically.
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http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/installation_guide/b_ise_InstallationGuide13/b_ise_InstallationGuide12_chapter_00.html#ID-1413-000000b1
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Chapter 8      Integrate the Cisco Identity Services Engine
  Tasks for Certifying and Integrating the ISE Service

Related Topics

• Using Self-signed Certificates, page 8-3

• Using CA-signed Certificates, page 8-3

• Overview of the Identity Services Engine Service, page 8-1

• Tasks for Certifying and Integrating the ISE Service, page 8-3

• Connect to the ISE Services, page 8-6

Using Self-signed Certificates
When self-signed certificates are used on the ISE server, all three certificates—the ISE pxGrid and 
Admin certificates, developed on the ISE server, as we



https://www.cisco.com/c/en/us/support/security/identity-services-engine/tsd-products-support-series-home.html
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Chapter 8      Integrate the Cisco Identity Services Engine
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Chapter 8      Integrate the Cisco Identity Services Engine
  Troubleshooting Identity Services Engine Problems

Click 

http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-104-Integrate-Cisco-WSA-using-ISE-and-TrustSec-through-pxGrid.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-104-Integrate-Cisco-WSA-using-ISE-and-TrustSec-through-pxGrid.pdf
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Chapter 8      Integrate the Cisco Identity Services Engine
  Troubleshooting Identity Services Engine Problems
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Chapter 9      Classify URLs for Policy Application
  Configuring the URL Filtering Engine

http://www.cisco.com/en/US/products/ps10164/prod_release_notes_list.html
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Chapter 9      Classify URLs for Policy Application
  Redirecting Traffic in the Access Policies
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Chapter 9      Classify URLs for Policy Application
  Creating Time Based URL Filters
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Chapter 9      Classify
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Chapter 9      Classify URLs for Policy Application
  URL Category Descriptions

News
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Chapter 10      Create Policies to Control Internet Requests
  Policies

• All Identification Profiles – This policy will apply to all existing profiles. You must also define 
at least one Advanced option.

• Select One or More Identification Profiles – A table for specifying in





 

10-8
AsyncOS 9.1 for Cisco Web Security Appliances User Guide

 





 

10-10
AsyncOS 9.1 for Cisco Web Security Appliances User Guide

 



 

10-11





 



 

10-14
AsyncOS 9.1 for Cisco Web Security Appliances User Guide

 

Chapter 10      Create Policies to Control Internet Requests
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Chapter 10      Create Policies to Control Internet Requests
  Remote Users
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Chapter 11      Create Decryption Policies to Control HTTPS Traffic
  Decryption Policies

Step 8 Submit and commit your changes.
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Chapter 11      Create Decryption Policies to Control HTTPS Traffic
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Chapter 12      Scan Outbound Traffic for Existing Infections
  Controlling Upload Requests

Step 3 In the Edit Destination Settings section, select “Define Destinations Scanning Custom Settings” from 
the drop-down menu.

Step 4 In the Destinations to Scan section, select one of the following:

Step 5 Submit your changes.

Step 6 In the Anti-Malware Filtering column, click the link for the policy group.

Step 7 In the Anti-Malware Settings section, select “Define Anti-Malware Custom Settings”.

Step 8 In the Cisco IronPort DVS Anti-Malware Settings section, select which anti-malware scanning engines 
to enable for this policy group.

Step 9 In the Malware Categories section, select whether to monitor or block the various malware categories. 

The categories listed in this section depend on which scanning engines you enable. 
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Chapter 13      Configuring Security Services
  Maintaining the Database Tables











http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html
https://tools.cisco.com/RPF/register/register.do
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Chapter 14      File Reputation Filtering a

http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/tsd-products-support-series-home.html
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Chapter 14      File Reputation Filtering and File Analysis
  Configuring File Reputation and Analysis Features
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Chapter 14      File Reputati
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Chapter 14      File Reputation Filtering and File Analysis
  Troubleshooting File Reputation and Analysis

Step 3
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Chapter 15      Managing Access to Web Applications
  Controlling Bandwidth
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Chapter 16      Prevent Loss of Sensitive Data
  Managing Upload Requests on an External DLP System

Step 1 Create and configure Data Security Policy groups. Cisco IronPort Data Security Policies use URL 
filtering, web reputation, and upload content information when evaluating the upload request. You 
configure each of these security components to determine whether or not to block the upload request. 

When the Web Proxy compares an upload request to the control settings, it evaluates the settings in order. 
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Chapter 17      Notify End-UsNoti
f
94(s )8(of ProxyNoti )8(A)-5(c)5(tions)]TJ
0.0059 Tc 0.0052 Tw 40.391 -1.286 Td
[i  Configuring the End-User URL Filtering Warning Page

Step 4 In the Notification Page URL field, enter the URL 
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Chapter 17      Notify End-Users of Proxy Actions
  Custom Messages on Notification Pages
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Chapter 17      Notify End-Users of Proxy Actions
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Chapter 17      Notify End-Users of Proxy Actions
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Chapter 17      Notify End-Users of Proxy Actions
  Notification Page Types

ERR_ADULT_CONTENT

Policy Acknowledgment

The warning page that is displayed when the 
end-user accesses a page that is classified as 
adult content. Users can click an 
acknowledgment link to continue to the 
originally requested site.

You are trying to visit a web page whose 
content are rated as explicit or adult. By 





 

17-18





 

17-20
AsyncOS 9.1 for Cisco Web Security Appliances User Guide

 

Chapter 17      Notify End-Users of Proxy Actions
  Notification Page Types

ERR_PROXY_PREVENT
_MULTIPLE_LOGIN
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Chapter 18      Generate Reports to Monitor End-user Activity
  Archived Reports

Step 4 Select a time range for the data included in the report.

Step 5 Choose the format for the generated report. 

The default format is PDF. Most reports also allow you to save raw data as a CSV file.

Step 6 Depending on the type of report you configure, you can specify different report options, such as the 
number of rows to include and by which column to sort the data. Configure these options as necessary.

Step 7 Select whether to archive the report (if so, the report will appear on the Archived Reports page).

Step 8 Specify whether to email the report, and list the email addresses of the recipients.
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Chapter 18      Generate Reports to Monitor End-user Activity
  Archived Reports
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Chapter 19      Web Security Appliance Reports
  System Capacity Page

System Capacity Page
The Reporting > System Capacity page displays current and historical information about resource 
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Chapter 21      Monitor System Activity Through Logs
  Adding and Editing Log Subscriptions

Rollover by File Size The maximum file size to which the current log file can grow before it is 
archived and a new log file started. Enter a number between 100 kilobytes 
and 10 gigabytes.

Rollover by Time The maximum time interval before the current log file is archived and a new 
log file started. The following interval types are available:

• None. AsyncOS only performs a rollover when the log file reaches the 
maximum file size.

• Custom Time Interval. AsyncOS performs a rollover after a specified 
amount of time has passed since the previous rollover. Specify the 
number of days, hours, minutes, and seconds between rollovers using d, 
h, m, and s as suffixes.

• Daily Rollover. AsyncOS performs a rollover every day at a specified 
time. Separate multiple times a day using a comma. Use an asterisk (*) 
for the hour to have rollover occur every hour during the day. You can 
also use an asterisk to rollover every minute of an hour.

• Weekly Rollover. AsyncOS performs a rollover on one or more days of 
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Chapter 21      Monitor System Activity Through Logs
  Adding and Editing Log Subscriptions

Log Fields

(W3C Access Logs)
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Chapter 21      Monitor System Activity Through Logs
  Log File Fields and Tags

%L x-local_time Request local time in human-readable format: 
DD/MMM/YYYY : hh:mm:ss +nnnn. This field is 
written with double-quotes in the access logs.

Enabling this field allows you to correlate logs to 
issues without having to calculate local time from 
epoch time for each log entry. 

%m cs-auth-mechanism Used to troubleshoot authentication issues. 

The authentication mechanism used on the 
transaction. Possible values are:

•
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Chapter 22      Perform System Administration Tasks
  Virtual Appliance License
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http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
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Chapter 22      Perform System Administration Tasks
  Administering User Accounts

remotepower 

setup 

Step 4 Follow the prompts to specify the following: 

• The dedicated IP address for this feature, plus netmask and gateway. 

•
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Chapter 22      Perform System Administration Tasks
  Certificate Management

https://www.openssl.org/docs/manmaster/apps/ciphers.html
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Chapter 22      Perform System Administration Tasks
  AsyncOS for Web Upgrades and Updates

certificate may be issued by example.com who, in turn, is granted the rights to issue certificates by a 
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Appendix A      Troubleshooting
  Authentication Problems

Authentication Problems
• Troubleshooting Tools for Authentication Issues

• Failed Authentication Impacts Normal Operations

• LDAP Problems

• Basic Authentication Problems

• Single Sign-On Problems

• Also see:

– General Troubleshooting Best Practices

– HTTPS and FTP over HTTP Requests Match only Access Policies that Do Not Require 
Authentication

–

https://technet.microsoft.com/en-us/sysinternals/bb963907.aspx
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Appendix A      Troubleshooting
  FTP Problems

        Priority: 100, Interval: 3 seconds
        Status: MASTER
Choose the operation you want to perform:
- NEW - Create new failover group.
- EDIT - Modify a failover group.
- DELETE - Remove a failover group.
- PREEMPTIVE - Configure whether failover is preemptive.
- TESTFAILOVERGROUP - Test configured failover profile(s)
[]> testfailovergroup
Failover group ID to test (-1 for all groups):
[]> 61

Failover Issues on Virtual Appliances 
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Appendix A      Troubleshooting
  Hardware Issues

Zero Byte File Appears On FTP Servers After File Upload

http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
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https://www.mail-archive.com/kvm@vger.kernel.org/msg103854.html
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http://docs.openstack.org/admin-guide-cloud/content/section_network-troubleshoot.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/pdf/Virtualization_Deployment_and_Administration_Guide/Red_Hat_Enterprise_Linux-7-Virtualization_Deployment_and_Administration_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/pdf/Virtualization_Deployment_and_Administration_Guide/Red_Hat_Enterprise_Linux-7-Virtualization_Deployment_and_Administration_Guide-en-US.pdf
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http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html#telephone
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Appendix A      Troubleshooting
  Working With Support
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Appendix B      Command Line Interface
  Accessing the Command Line Interface

Subsequent Access
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Appendix B      Command Line Interface
  Web Security Appliance CLI Commands

resetconfig
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A P P E N D I X

 

C

http://www.cisco.com/cisco/support/notifications.html


 

http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.html
http://www.cisco.com/web/learning/le31/email_sec/index.html
http://www.cisco.com/web/learning/training-index.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
https://supportforums.cisco.com/community/netpro/security/web


http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
http://www.cisco.com/web/services/acquisitions/ironport.html
https://tools.cisco.com/RPF/register/register.do 
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Appendix D      End User License Agreement
  Cisco Systems End User License Agreement

(i) transfer, assign or sublicense its license rights to any other person or entity (other than in compliance 
with any Cisco relicensing/transfer policy then in force), or use the Software on Cisco equipment not 
purchased by the Customer from an Approved Source or on secondhand Cisco equipment, and Customer 
acknowledges that any attempted transfer, assignment, sublicense or use shall be void; 

(ii) make error corrections to or otherwise modify or adapt the Software or create derivative works based 
upon the Software, or permit third parties to do the same; 
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http://www.cisco.com/web/about/doing_business/legal/global_export_trade/general_export/contract_compliance.html
http://www.cisco.com/web/about/doing_business/legal/global_export_trade/general_export/contract_compliance.html
www.cisco.com
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http://www.cisco.com/go/warranty


 



http://www.cisco.com/web/about/doing_business/legal/service_descriptions/index.html


http://www.cisco.com/web/siteassets/legal/privacy.html
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access log file

see also W3C access logs

ACL decision tags 21-16

no category (nc) 21-20

no score (ns) 21-20

overview 21-13

result codes 21-16

URL category abbreviations 9-23

access logs

header format specifier 21-36

Access Policies
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