
http://www.cisco.com






















http://www.cisco.com/univercd/home/home.htm
http://www.cisco.com
http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
http://www.cisco.com/en/US/partner/ordering/index.shtml


http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do


http://www.cisco.com/techsupport/servicerequest
http://www.cisco.com/techsupport/contacts
http://www.cisco.com/go/marketplace/
http://cisco.com/univercd/cc/td/doc/pcat/


http://cisco.com/univercd/cc/td/doc/pcat/
http://www.ciscopress.com
http://www.cisco.com/packet
http://www.cisco.com/go/iqmagazine
http://www.cisco.com/ipj
http://www.cisco.com/en/US/learning/index.html







































































































































































































































































































































































































































	About This Guide
	Audience
	Organization
	Related Documentation
	Conventions
	Obtaining Documentation
	Cisco.com
	Ordering Documentation

	Documentation Feedback
	Obtaining Technical Assistance
	Cisco Technical Support Website
	Submitting a Service Request
	Definitions of Service Request Severity

	Obtaining Additional Publications and Information

	Enrolling for Digital Certificates
	Overview of Configuration Procedure
	Understanding Key Pairs
	Generating an RSA Key Pair
	Creating the Trustpoint
	Obtaining Certificates with SCEP
	Enrolling with the Certificate Authority
	Managing Certificates

	Configuring Group Policies
	Overview of Group Policies, Tunnel Groups, and Users
	Group Policies
	Default Group Policy
	Configuring Group Policies
	Configuring an External Group Policy
	Adding an External Group Policy
	Editing an External Group Policy

	Configuring an Internal Group Policy
	Configuring Internal Group Policy General Attributes
	Configuring Tunneling Protocols
	Configuring the ACL Filter
	Managing ACLs and ACEs
	Configuring the Source and Destination Areas
	Managing Protocol and Service Groups
	Inserting ACL Rules
	Configuring Options

	Configuring General VPN Connection Settings Attributes
	Configuring Access Hours
	Configuring Simultaneous Logins
	Configuring Maximum Connect Time
	Configuring User Idle Timeout

	Configuring WINS and DNS Servers and DHCP Scope

	Configuring IPSec Attributes
	Configuring Reauthentication on IKE Rekey
	Configuring IP Compression
	Configuring Perfect Forward Secrecy
	Configuring Tunnel Group Locking
	Configuring Client Access Rules

	Configuring Client Configuration Parameters
	Configuring General Client Parameters
	Configuring the Banner Message
	Configuring Domain Attributes for Tunneling
	Defining a Default Domain Name for Tunneled Packets
	Defining a List of Domains for Split Tunneling

	Configuring Split-Tunneling Attributes
	Setting the Split-Tunneling Policy
	Creating a Network List for Split-Tunneling

	Configuring Cisco Client Parameters
	Configuring Password Storage
	Configuring IPSec-UDP Attributes
	Configuring IPSec Backup Servers

	Configuring Microsoft Client Parameters
	Configuring Firewall Attributes
	Configuring Firewall Setting
	Configuring Firewall Type
	Configuring a Custom Firewall

	Configuring Attributes for VPN Hardware Clients
	Requiring Interactive Client Authentication (Secure Unit Authentication)
	Requiring Individual User Authentication
	Configuring an Idle Timeout
	Configuring IP Phone Bypass
	Configuring LEAP Bypass
	Enabling Network Extension Mode

	Configuring Network Admission Control

	Configuring Group-Policy WebVPN Attributes
	Configuring Group-Policy WebVPN Function Tab Attributes
	Configuring Content Filtering Tab Attributes
	Configuring the User Homepage
	Enabling Port Forwarding (WebVPN Application Access) for a Group Policy
	Configuring Server and List Arguments Using the WebVPN Other Tab
	Configuring the SSL VPN Client Tab Attributes
	Configuring the Auto Signon Tab Attributes



	Configuring the SSL VPN Client
	Installing SVC
	Configuring SVC
	Viewing SVC Sessions
	Logging Off SVC Sessions

	Configuring Client Update for Windows and VPN 3002 Clients
	Configuring DDNS Updates
	Overview of DDNS Resource Records
	Overview of DDNS Example: Server Updates Both Records
	Defining an Update Method
	Assigning the Update Method to an Interface
	Configuring the DHCP Server

	Configuring an LDAP AAA Server
	Overview of LDAP Transactions
	Creating an LDAP Attribute Map
	Configuring AAA Server Groups and Servers
	Creating the LDAP AAA Server Groups
	Configuring the LDAP AAA Servers

	Configuring the Group Policy for LDAP Authorization
	Configuring a Tunnel Group for LDAP Authentication

	Configuring Citrix MetaFrame Services
	Introduction
	Before You Begin
	Adding a Trustpoint
	Authenticating the Certificate Authority
	Enrolling the Certificate
	Applying the Trustpoint to an Interface
	Enabling WebVPN
	Enabling Citrix
	Enabling Citrix on a Group Policy
	Enabling Citrix on a User Account

	Configuring a Citrix Access Method
	Redirecting the WebVPN User Home Page to the Citrix Server
	Redirecting the Home Page on a Group Policy
	Redirecting the Home Page on a User Account

	Adding a Link on the WebVPN Home Page to the Citrix Server
	Examining the URL List Mappings
	Configuring the Link to the Citrix Server
	Adding a Servers and URLs List
	Adding a URL to a Servers and URLs List


	Enabling URL Entry on the WebVPN Home Page


	Configuring Single Sign-on for WebVPN
	Using Single Sign-on with WebVPN
	Configuring SSO Authentication Using SiteMinder
	Configuring the Security Appliance for SiteMinder
	Assigning the SSO Server to Group Policies and Users
	Assigning the SSO Server to a Group Policy
	Assigning the SSO Server to a User

	Adding the Cisco Authentication Scheme to SiteMinder

	Configuring SSO with the HTTP Form Protocol
	Gathering HTTP Form Data
	Configuring SSO with HTTP Form Protocol
	Assigning the SSO Server to a Tunnel Group



	Configuring Network Admission Control
	Uses, Requirements, and Limitations
	Configuring a Connection to an Access Control Server
	Configuring the Access Control Server Group
	Adding an ACS to the ACS Group
	Assigning the ACS Server Group as the NAC Authentication Server

	Enabling NAC and Assigning NAC Properties to a Group Policy
	Changing Global NAC Settings

	Configuring L2TP over IPSec
	L2TP Overview
	IPSec Transport and Tunnel Modes

	Configuring L2TP over IPSec

	Configuring Load Balancing
	Introduction
	Implementing Load Balancing
	Prerequisites
	Eligible Platforms
	Eligible Clients

	VPN Load-Balancing Cluster Configurations
	Mixed Cluster Scenarios
	Scenario 1: Mixed Cluster with No WebVPN Connections
	Scenario 2: Mixed Cluster Handling WebVPN Connections


	Configuring Load Balancing
	Configuring the Public and Private Interfaces for Load Balancing

	Configuring VPN Session Limits

	Configuring Easy VPN Services on the ASA 5505
	Comparing Tunneling Options
	Getting Started (Easy VPN Hardware Client Only)
	Configuring Basic Settings
	Specifying the Client/Server Role of the Cisco ASA 5505
	Specifying the Mode
	Specifying a Tunnel Group or Trustpoint
	Specifying the Pre-shared Key
	Specifying the Trustpoint

	Configuring Automatic Xauth Authentication
	Specifying the Addresses of the Easy VPN Servers

	Configuring Advanced Settings
	Configuring Device Pass-Through
	Configuring Tunneled Management
	Configuring IPSec over TCP
	Configuring Certificate Filtering

	Guidelines for Configuring the Easy VPN Server
	Authentication Options
	Group Policy and User Attributes Pushed to the Client


	Index


