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Step 2. The trigger
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is to set a path with a higher value for local-preference and a lower value of origin (IGP is lower than Exterior Gateway Protocol [EGP], which is
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Source-based RTBH filtering should be employed only if the source IP of the attacker can be identified and predicted within a's
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SAMPLE CONFIGURATIONS
This section provides sample configurations for different RTBH filtering implementations. It includes the following topics:

e Global Black Hole
< Regionalized Black Holes
» Alternate Configuration for Regionalized Black Holes

Global Black Holes
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Trigger Router
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1
router bgp 740
no synchroni zation
bgp | 0og- nei ghbor - changes
nei ghbor 192. 168. 255. 253 renote-as 740
nei ghbor 192. 168. 255. 253 updat e- source LoopbackO
no aut o- sunmary

ip classless
ip route 192.0.2.1 255.255.255.255 NullO
!

Verifying Configuration
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Codes: C—eonnected, S-static, RR P, Mwobile, B-BGP
D—El GRP, EX—ElI GRP external, O-0SPF, | A—OSPF inter area
N1-OSPF NSSA external type 1, N2—OSPF NSSA external type 2
E1-OSPF external type 1, E2—OSPF external type 2
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Step 3.
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