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Step 2.   The trigger 
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is to set a path with a higher value for local-preference and a lower value of origin (IGP is lower than Exterior Gateway Protocol [EGP], which is 
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Source-based RTBH filtering should be employed only if the source IP of the attacker can be identified and predicted within a s
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SAMPLE CONFIGURATIONS 
This section provides sample configurations for different RTBH filtering implementations. It includes the following topics: 

• Global Black Hole 

• Regionalized Black Holes 

• Alternate Configuration for Regionalized Black Holes 

Global Black Holes 
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Trigger Router 
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! 

router bgp 740 

 no synchronization 

 bgp log-neighbor-changes 

 neighbor 192.168.255.253 remote-as 740 

 neighbor 192.168.255.253 update-source Loopback0 

 no auto-summary 

 

ip classless 

ip route 192.0.2.1 255.255.255.255 Null0 

! 

 

Verifying Configuration 
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Codes: C—connected, S—static, R—RIP, M—mobile, B—BGP 

       D—EIGRP, EX—EIGRP external, O—OSPF, IA—OSPF inter area 

       N1—OSPF NSSA external type 1, N2—OSPF NSSA external type 2 

       E1—OSPF external type 1, E2—OSPF external type 2 
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Step 3.   



 

 
© 2005 Cisco Systems, Inc. All rights reserved. 

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com. 
Page 26 of 37 

 
 





 

 
© 2005 Cisco Systems, Inc. All rights reserved. 

Important notices, privacy statements, and trademarks  





 

 
© 2005 Cisco Systems, Inc. All rights reserved. 







 

 
© 2005 Cisco Systems, Inc. All rights reserved. 

Important noticrAll Hrivac staemsentll and trademarks



 

 



 

 
© 2005 Cisco Systems, Inc. All rights reserved. 

Important notices, privacy statements, and trademarks 





 

 
© 2005 Cisco Systems, Inc. All rights reserved. 

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com. 
Page 37 of 37 

 
 

 

Corporate Headquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 

http://www.cert.org/tech_tips/denial_of_service.html
http://www.networkmagazine.com/article/NMG20000829S0003
http://grc.com/dos/drdos.htm
http://www.cisco.com/go/offices



