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bridge-domain
T









The following example shows how to enable BPDU translation when a Catalyst 6500 series switch is connected
to a device that understands only IEEE BPDUs in an RFC 1483-compliant topology:

Router(config-if-atm-vc)# EULGJH�GRPDLQ
��� SYVW�WOY ���
The ignore-bpdu-pid keyword is not used because



bridge-domain (subinterface)
To enable bridging across Gigabit Ethernet subinterfaces,



Command History ModificationRelease

This command was introduced.12.2(33)SRA

Usage Guidelines This





bridge-vlan



ModificationRelease

This commandwas replaced by thebridge-domain(subinterface) command.
See the “Usage Guidelines” section for



Examples This example shows how to configure a double-tag-to-single-tag translation of packets that are tagged with
both an inner customer-edge VLAN of 41 and an outer







clear gvrp statistics
To clear Generic VLANRegistration Protocol









The protocol {assigned | ip | ipx| other} keywords are supported on Cisco 7600 series routers that are
configured with a Supervisor Engine 2 only.

Enter the clearmac-address-tabledynamic command㈠〠㄰‱″〶⸷㌠㘶㤮㐹㈀儀䜀
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clear mvr counters
To clear the join counters of









clear spanning-tree detected-protocol
To restart the protocol migration process, use the clearspanning-treedetected-protocol command in privileged
EXEC mode.

clear spanning-tree



of its ports when it is connected





This command _〰倀䑡⼠〰ぇ



clear vlan counters
To clear the software-cached counter values to start from zero again for a specified VLAN or all existing
VLANs, use the clearvlancounters command in privileged EXEC mode.

clear vlan [ YODQ�LG ] counters

Syntax Description



clear vlan mapping
To delete existing
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clear vlan statistics
To remove virtual LAN (VLAN) statistics from any statically or system-configured entries, use the
clearvlanstatistics command in privileged EXEC mode.

clear vlan statistics

Syntax Description This command has no arguments or keywords.

Command Default VLAN statistics are not removed.

Command Modes Privileged EXEC (#)

Command History



clear vtp counters
To clear VLAN Trunk



collect top counters interface
To list the TopN







debug udld
To enable the debugging of UniDirectional Link Detection (UDLD) protocol, use the debug udld command
in the privileged EXEC mode. To disable the debugging



The following is sample output from the debug udld registries command:

Router# GHEXJ XGOG UHJLVWULHV

UDLD registries debugging is on

Related Commands



dot1q tunneling ethertype
To



Examples The following example













encapsulation isl
To enable the Inter-Switch Link (ISL), use the encapsulationisl command



Related Commands



encapsulation sde
To enable IEEE 802.10 encapsulation of traffic on a specified subinterface in virtual LANs (VLANs), use the
encapsulationsde command in subinterface configuration mode. To disable IEEE 802.10 encapsulation, use



• Token Ring

Examples The following example



flowcontrolflowcontrol



ModificationRelease

This



flowcontrol (line)







gvrp global
To enable Generic VLAN Registration Protocol (GVRP) globally on a device and on an interface, use the
gvrpglobal
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gvrp mac-learning auto





gvrp registration
T



Related Commands



gvrp timer
To set period timers that are used in General Attribute Registration









hw-module slot (ASR 1000 Series)



Usage Guidelines The hw-moduleslot command



The



instance (VLAN)
Tomap a
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bridge-domain through instance VLAN
l2protocol forward







• rep block port, page 203

• rep lsl-ageout timer, page 207

• rep lsl-retries, page 209

• rep preempt delay, page 211

• rep preempt segment, page 213

• rep segment, page 215

• rep



mac access-group
To use



Examples The



mac access-list extended
To create an extended MAC access control list (ACL) and define its access control entries (ACEs), use the



When you enter the ACL name, follow these naming conventions:

• Maximum of 31 characters and may include a-z, A-Z, 0-9, the dash character (-), the underscore character
(_), and the





• vines-ip --EtherType: VINES IP

• vtp --VTP packets

• xns-idp --EtherType: XNS IDP

When you enter the VUF�PDFPDVN or GHVW�PDFPDVNvalue, o㌠呭੒㌠㄰うkemਨc-jਰ㤰圀䬀䠩呪ਯ䘵‱〠呦਱′‱〠呦਱〰う-ฮ㘶㤰圀䬀䠀



mac-address-table aging-time
To configure the



ModificationRelease�7�K�L�V
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Examples The following



mac-address-table dynamic
To



Cisco 2600 Series, Cisco 3600 Series, andༀ



Command History



mac-address-table evc-xconnect l2pt-forward-all
To forward the Layer 2 Control Protocol (L2CP) frames at the hardware level except the CFM frames, use
themac-address-table evc-xconnect l2pt-forward-all command in global configuration mode. In addition



mac-address-table learning
To





mac-address-table limit
To enable the MAC limiting functionality and set the limit to be imposed, use themac-address-tablelimit
command in global configuration mode. T



Command Default The defaults are as follows:

• maximum QXP is 500





mac-address-table notification change





mac-address-table notification mac-move
To enable MAC-move notification, use themac-address-tablenotificationmac-move command in global
configuration mode. To disable MAC-moveglobalco㤰儀



Examples This example shows how to enable MAC-move notification:

Router(config)# PDF�DGGUHVV�WDEOH QRWLILFDWLRQ PDF�PRYH
This �倀刀夀䠀



mac-address-table secure
To add secure addresses to the MAC address table, uえ
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mac-address-table unicast-flood
To enable unicast-flood protection, use themac-address-tableunicast-floodcommand in global



• Set the



match (VLAN access-map)















mls rp ip multicast
To enable IP multicast multilayer switching (MLS) (hardware switching) on an





mls rp ip multicast management-interface
To assign a different interface (other than the default) to act as the management interface for Multilayer
Switching (MLS), use the





mls rp ipx (global)
To enable the router as a multilayer switching (MLS) IPX Route Processor (RP), or to allow the external
systems to enable MLS IPX to P㜴⁔洊⠀䐩ㄠ〠〠ㄠ㈵㐮㔠㘴㐮ㄮ㐳　⼀㘀



Related Commands



mls rp ipx (interface)
To enable multilayer switching (MLS) Internetwork Packet Exchange (IPX) on a





mls rp locate ipx
To display information about all switches currently shortcutting for the specified Internetwork Packet Exchange
(IPX) flows, use themlsrplocateipx command in privileged EXEC mode.

mls





mls rp management-interface
To specify an interface as the management interface, use themlsrpmanagement-interface command in
interface configuration mode. To remove an interface as the management interface, use theno form of this





mls rp nde-address
To specify a NetFlowData



• LS�DGGU�PDVNELWV --Simplified long subnet address format. The mask bits specify the number of bits of
the network masks. For example, 172.22.252.00/22 indicates a 22-bit subnet address. The LS�DGGU is a



mls rp vlan-id
To assign a VLAN identification number to an interface, use theo







mls switching
To



mls switching unicast
To enable



mode dot1q-in-dot1q access-gateway
To enable a Gigabit Ethernet W䠀圀



In Cisco IOS Release 12.2(18)SXE and later releases, you can also combine



Router(config-if)# PRGH GRW�T�LQ�GRW�T DFFHVV�JDWHZD\

% interface GE-WAN3/0 has IM〰ጀ





monitor session
To start a new Switched Port Analyzer (SPAN) session or add interfaces for an existing SPAN session, use
themonitorsessioncommand in global configuration mode. To remover'〱)







Table 3: Supervisor Engine 720 Local SPAN, RSPAN, and ERSPAN Source and Destination Limits



Table 4: Supervisor Engine 2 Local SPAN and Ral SP





monitor session (VLAN)





Command History



You can configure up to 64



You cannot share the destination interfaces among SPAN sessions. For example, a single destination interface
can







This example shows how to configure an RSP







mvr group
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mvr immediate
To enable the immediate leave feature of Multicast VLAN Registration (MVR) on the port, use themvr
immediate command in interface configuration mode. To restore the defaq洊⠀䰸䐀圀䰀刵㈮〸㈲㤳⁔洊⠀䘀刀儀䤀䰀䨀堀唀䐀圀䰀刀儩呪਱〱㜩呪਱‰‰‱‵ㄱ⸴㐲〮㤱㈲㤳⁔洊⠀䘀嘀䠩呪਱‰‰‱‵㈷⸲㘲㘮㜳⸲㤳⁔洊⠀圀䬀䠩呪਱‰‰〠呦਱‰‰‱‵㐱⸹㘲‶㐳⸲㤳⁔洊⠀圀儩呪਱‰‰〠呦਱‰‰‱‱㤱⸴㔵㐮㐹⸲㤳⁔洊⠀圀䤀唀䠩呪੐‰‰‱‱㐴‶㐴⸲㤳㈶㔶⸳〰げf





mvr max-groups





mvr querytime
To configure theMulticast





mvr type
To configure a switch port as a Multicast VLAN Registration (MVR) receiver or source port, use themvr



Related Commands



mvr vlan
T





mvrp global
To enable Multiple VLAN Registration Protocol (MVRP) globally on a device and on a specified interface,
use themvrp



DescriptionCommand

Displays MVRP debugging information.debug mvrp

Enables MVRP to





mvrp registration
To set the registrars in aMultiple Registration Protocol (MRP) Attribute Declaration (MAD) instance associated
with an interface, use themvrpregistrationcommand in global configuration mode. Tothe registrace,usethe



Router(config-if)# PYUS UHJLVWUDWLRQ IL[HG
Router(config-if)# LQWHUIDFH IDVWHWKHUQHW���
Router(config-if)# PYUS UHJLVWUDWLRQ IRUELGGHQ
Router(config-if)# LQWHUIDFH IDVWHWKHUQHW���
Router(config-if)# QR PYUS UHJLVWUDWLRQ

Related Commands



mvrp timer
To set period timers that are used in Multiple VLAN Registration Protocol (MVRP) on a given interface, use
themvrp timer command in interface configuration mode. To



Usage Guidelines The nomvrptimer



mvrp vlan creation
To



name (MST)
To set the name of a Multiple Spanning Tree (MST) region, use the name command in MST configuration
submode. T







platform vfi provision vlan
To provision virtual circuits (VCs) for a VLAN, use the platform vfi provision vlan command in global
configuration mode. To disable



Table 10: show mpls l2transport vc Field Description



pagp port-priority
To



pagp rate
To select the rate at which packets



pagp timer







SRUW�FKDQQHO ORDG�GHIHU ��
Router(config)#
This example shows how to verify the configuration oi㜰〰ጀthe

tort=〠〠ㄠ㈹㤮ㄳ‶㠮㈸㔠呭ਨeefer⥔樊㄀䐀圀ㄠ〠〠ㄠ㈰㘮㐴㌳⸱㔲㠵⁔洊⠀䠀䰀䤀䠀唀୙tN‰‰‱′〶⸴㐶㘮ㄵ㈸㔠呭ਨen⥔樊ㄠ〠〠ㄠ㌵㔮㐴㜸⸶㔲㠵⁔洊⠀䠀䐠〠〠ㄠ㌵㔮㐴㠵⸵㠲㠵⁔洊⠀圀刀唀圀‰‰‱′㤹⸱㔰㐮ㄸ㈸㔠呭ਨcoannel⥔樊㄰㌱R‰‰‱਱㐴‶䕔㜰㘮㤵㌶⸳㌷㐠㜰㘮㤶㜲氊栊昊〸㤮㘷㜲氊栊昊〸㤮㘵㌶⸳㌷㐊〠呷ਰ 䉔ਯ䘷‸⁔昊ㄠ〠〠ㄠㄴ㐠㘹㈮㈱‶㠱㤲Router('⽆㈠㄰⁦਱‰‰‱‱㐴‷〸㈮⸲ㄠ㘸ㄹ㈀㔀嘀刀娩呪਱‰‰‱′㐷⸸ㄷ〰⸸ㄠ㘸ㄹ㈀㔀䠀䬀䠩呪਱(䬀䐀儀儀䠀伩呪਱‰‰‱′〶⸴‶㠮㠸ㄠ㘸ㄹ㈀㔀〰〰〲㌀



port-channel port load-defer
To enable the temporary deferral of port load sharing during the connection or



Examples This example shows how to enable the load share deferral feature on port channel



private-vlan
To configure private VLANs (PVLANs), use the private-vlan command in VLAN configuration mode. To
remove the PVLAN configuration, use the no form of this command.

private-vlan {isolated|i

R



If you enter the shutdown command and then thenoshutdown command in the VLAN configuration
mode on a PVLAN (primary or secondary), the PVLAN type and association info㘮㠲㘠呭ਨ‰‰‱‴㔱⸸㤶‶㘶⸸㈶⁔洊⠀䰀䐀圀䱑⥔樊ㄠ〠〠ㄠ吰〰到いn�䰀䐀圱㜷‶䱑⥔樊ㄠ〠〠ㄠ吰〰䔰え

�地げ�唰えcondigura呪਱‰‰‱‱㘲㌵㐴㘶㘶㔴㈶⁔洊⠀t〰利〰え�〯AN



The following example shows how to configure VLAN 233 as a primary LAN:

Router# FRQILJXUH WHUPLQDO
Router(config)# YODQ ���
Router(config-vlan)# SULYDWH�YODQ SULPDU\
Router(config-vlan)# HQG
The following example shows how to







Related Commands



private-vlan mapping
To







private-vlan synchronize
To map the secondary



Related Commands



rep admin vlan
To configure a Resilient Ethernet Protocol (REP) administrative VLAN for REP to transmit hardware



The administrative VLAN cannot be the RSP㌲㜮〸㌰〰⼀␀㄀



rep block port
To configure Resilient





VLANs 1 to 100. The alternate port is identified by its port ID, shown in bold in the output of the show
interfaces rep detail command for the Router A port.





rep lsl-ageout timer
To configure the Resilient Ethernet Protocol (REP) link status layer (LSL)





rep lsl-retries







new



rep preempt segment
To manually start



Examples This example shows how to manually trigger



rep segment
To enable Resilient Ethernet Protocol (REP) on the interface and to assign a segment ID to the interface, use
the rep segment



Command Modes Interface configuration (config-if)

Command History





This example shows how to enable REP on



rep stcn
To configure a Resilient Ethernet Protocol (REP) edge port



You use



revision
To set the revision number for the Multiple Spanning Tree





set port flowcontrol through show udld





service instance trunk
To configure the Resilient Ethernet Protocol









set vlan
To group ports into a virtual LAN (VLAN), use the setvlanYODQ�QXPEHUPRGXOH�SRUW command in privileged
EXEC mode.

set vlan YODQ�QXPEHUPRGXOH�SRUW

set vlan YODQ�QXPEHU [name QDPH] [type {ethernet| fddi| fddinet|





• MTU for TRBRFs and TRCRFs : 4472.

• State: Active.

• aremaxhop: 7

• stemaxhop: 7.



set vlan mapping



Y



show
To verify the Multiple Spanning Tree (MST)



1121-4000
------------------------------------------------------------------------------
Router(config-mst)#
This example shows how to display the current configuration:

Router(config-mst)# VKRZ FXUUHQW
Current MST configuration
Name []
Revision 0
Instance Vlans mapped
-------- ---------------------------------------------------------------------
0 1-4094
-------------------------------------------------------------------------------

Related Commands



show controllers fastethernet
To display information about initialization block,



Command Modes User EXEC (>) Privileged EXEC (#)

Command History



tx_no_carrier=1, tx_late_collision=10, tx_excess_collP,



Entry= 0: Addr=0100.0CCC.CCCC
Entry= 1: Addr=0300.0000.0001
Entry= 2: Addr=0100.0C00.0000
Entry= 3: Addr=FFFF.FFFF.FFFF
Entry= 4: Addr=FFFF.FFFF.FFFF
Entry= 5: Addr=FFFF.FFFF.FFFF
Entry= 6: Addr=FFFF.FFFF.FFFF
Entry= 7: Addr=FFFF.FFFF.FFFF
Entry= 8: Addr=FFFF.FFFF.FFFF
Entry= 9: Addr=FFFF.FFFF.FFFF
Entry=10: Addr=FFFF.FFFF.FFFF
Entry=11: Addr=FFFF.FFFF.FFFF
Entry=12: Addr=FFFF.FFFF.FFFF
Entry=13: Addr=FFFF.FFFF.FFFF
Entry=14: Addr=FFFF.FFFF.FFFF







Table 12: show controllers Command Field Descriptions--MAC Counters Section

DescriptionField

Total number of packets and bytes received by the
MAC device for the interface since it was activated
or



DescriptionField

Total number of packets dropped by the FPGA



Description



Table 15: show controllers Command Field Descriptions--SPA Error Counters Section





The table below describes the



D e s c r i p t i o n F i e l d

� 6 � W � D � W � X � V � R � I � W � K � H � 9 � / � $ � 1 � , � '� I � R � U � 7 � & � $ � 0 � I � L � O � W � H � U � L � Q � J � � � Z � L � W � K � W � K � H

� I � R � O � O � R � Z � L � Q � J� S � R � V � V � L � E � O � H � Y � D � O � X � H � V � �

� µ

� 1 � R � � � � � 7 � K � H � H � Q � W � U � \ � L � V



Related Commands



show cwan
To display theWAN statistics and information



The following sample output displays the hidden VLAN-to-WAN interface mappings:

Router# VKRZ FZDQ YODQV

Hidden VLAN swidb->if_number Interface
-----------------------------------------------
1017 75 ATM2/0/0
1018 90 ATM2/0/0.54
1019 92 ATM2/0/0.56
1020 93 ATM2/0/0.57
1021 94 ATM2/0/0.100
1022 95 ATM2/0/0.101
1023 96 ATM2/0/0.102
1024 97 ATM2/0/0.103
1025 98 ATM2/0/0.110
1026 99 ATM2/0/0.111
1027 100 ATM2/0/0.112
1028 101 ATM2/0/0.113
1029 102 ATM2/0/0.120
1030 103 ATM2/0/0.200
1031 104 ATM2/0/0.201
1032 105 ATM2/0/0.202
1033 106 ATM2/0/0.203
1067 76 POS4/1
1068 77 POS4/2
1071 79 GE-WAN5/2
1072 80 GE-WAN5/3
1073 81 GE-WAN5/4
Recycled VLAN Interface
-----------------------------
Pending recycle holdtime(ms) Interface
-------------------------------------------
Router#

The following table describes the significant fields shown in the displays.





The showcwanqinqcommand shows a summary of the QinQ translations





D e s c r i p t i o n

Command

� ' � L � V � S � O � D � \ � V � L � Q � I � R � U � P � D � W � L � R � Q

�D�E�R�X�W�W�K�H

�S�R�O�L�F�\

�P�D�S��

� V � K � R � Z

� S � R � O � L � F � \ � � � P � D � S

� ' � L � V � S � O � D � \ � V

�W�K�H

�V�W�D�W�L�V�W�L�F�V �D�Q�G �W�K�H �F�R�Q�I�L�J�X�U�D�W�L�R�Q�V

�R�I

�W�K�H

�L�Q�S�X�W

�D�Q�G

�R�X�W�S�X�W �S�R�O�L�F�L�H�V

�W�K�D�W �D�U�H

�D�W�W�D�F�K�H�G �W�R�D�Q

�L�Q�W�H�U�I�D�F�H��

� V � K � R � Z

� S � R � O � L � F � \ � � � P � D � S

� L � Q � W � H � U � I � D � F � H

C i s c o  I O S  L A N  S w i t c h i n g  C o m m a n d  R e f e r e n c e     

255

set port flowcontrol through show udld

s h o w  c w a n  q i n q



show cwan qinq bridge-domain
To display the provider-edge



Port-channel1, group 1, total_rate 21
Router᐀‰‱‱㐴‶㐠㜰ㄮ〲㐀‰‱‱㐴‶㐠㜷〱㜀







Examples This example shows the output from the showcwanqinq



.

.

.
Router#





show cwan qinq load-balance
To display load-balancing statistics for IEEE 802.1Q-in-802.1Q (QinQ)





Related Commands







show cwtlc qinq
To display the information that is related to IEEE 802.1Q-in-802.1Q (QinQ) translation and is



OSMs







Related Commands



show dot1q-tunnel
To



Interface
---------
Po10

Related Commands



show errdisable flap-values







show gvrp summary
To



show mac-address-table
To display the











Examples



1004 ffff.ffff.ffff system
1005 ffff.ffff.ffff system
Fa6/1 ffff.ffff.ffff system Switch,Fa6/1
Fa6/2 ffff.ffff.ffff system Switch,Fa6/2

Examples The following is sample output from theshow sƒ dtdb o witch,FṄ



---- ----------
*100 300
200 1000

The following example shows how to display the entry count for a specific slot:

Switch# VKRZ PDF�DGGUHVV�WDEOH FRXQW PRGXOH �

MAC Entries on slot 1 :
Dynamic Address Count: 4
Static Address (User-defined) Count: 25
Total MAC Addresses In Use: 29
Total MAC Addresses Available: 131072

The following example shows how to display the information about the MAC address table for a specific
interface with a Supervisor Engine 720:

Switch# VKRZ PDF�DGGUHVV�WDEOH LQWHUIDFH IDVWHWKHUQHW ����

Legend: * - primary entry
age - seconds since last seen
n/a - not available

vlan mac address type learn age ports
------+----------------+--------+-----+----------+--------------------------
* 45 00e0.f74c.842d dynamic Yes 5 Fa6/45

A leading asterisk (*) indicates entries from a MAC address that was learned from a packet coming from
an outside device to a specific module.

Note

The following example shows how to display the limit information for a specific slot:

Switch# VKRZ PDF�DGGUHVV�WDEOH OLPLW YODQ � PRGXOH �

vlan switch module action maximum Total entries flooding
-------+--------+---------+-----------+--------+--------------+------------
1 1 7 warning 500 0 enabled
1 1 11 warning 500 0 enabled
1 1 12 warning 500 0 enabled

Router#VKRZ PDF�DGGUHVV�WDEOH OLPLW YODQHQ�嘀䬀㘮㈵Y�,㈀VKGか
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The following example shows



100 0050.3e8d.6400 static assigned -- Router
100 0050.7312.0cff dynamic ip -- Fa5/9
100 0080.1c93.8040 dynamic ip -- Fa5/9
100 0050.3e8d.6400 static ipx䰀匀





show mac-address-table aging-time
To display the MAC address aging time, use the showmac-address-tableaging-time command in privileged
EXEC mode.

Cisco 2600 Series, Cisco 3600 Series, and Cisco 3700 Series Routers

show mac-address-table aging-time

Catalyst Switches



Modification





show mac-address-table dynamic
To display dynamic MAC d〰䐀尲㘦娖♈がss〦





• ip --Specifies IP protocol

• ipx --Specifies Internetwork



DYNAMIC NO NO YES NO





show mac-address-table learning
To display theMAC-address learning state, use the showmac-address-tablelearning command in user EXEC
mode.

show mac-address-table learning[vlan]

Syntax Description





This example shows how to display the status of MAC-address learning on all the existing VLANs on a single
supervisor engine or a DFC:
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------+----------------+--------+-----+---+--------------------------
* --- 0001.6441.60ca static No -- Router

Related Commands



show mls df-table
To display information about the multilayer switching (MLS) Don’t Fragment (DF) table, use the
showmlsdf-table command in privileged EXEC mode.

show mls df-table VWDUW�YODQ HQG�YODQ

Syntax Description



vlan



show mls masks
To display the details of the access control parameters



You can configure



show mls rp
To display multilayer





show mls rp interface
To display Internetwork Packet Exchange (IPX) multilayer switching (MLS) details for the route processor
(RP), including specific information about







The following is sample output of





show mls rp ipx
To display details for all





show mls rp vtp-domain



14 15 88 99
mac 0090.6dfc.5800

vlan id(s)
20 21

18 mac-vlan(s)





show mmls msc
To display information about Multicast Multilayer Switching (MMLS), use the show mmls msccommand in
privileged





ICROIF CACHE:



UPDATE TLV Received 0
INPUT







show mvr
To display the

TT㈹〰䜀䰀嘀匀佈ㄠㄷ地〰佄〰くaㄠ〠ざ㔠ㄲ㤮㘠㘵㘮㌷〮㠵〰䜀䰀嘀卆〰い到〰䑑〰い䤰〰伀䑊伵





show mvr groups
To display theMulticast VLANRegistration (MVR) group configuration, use the showmvr groups command
in Privileged EXEC mode.

show mvr groups

Command Default None

Command Modes Privileged EXEC (#)

Command History





show mvr interface





show mvr members
To display details of all the Multicast VLAN Registration (MVR) members and number of MVR members
in all active MVR groups on a particular VLAN or port, use the show mvr members command in Privileged
EXEC㤦

m= ͞





show mvr receiver-ports
To





show mvr source-ports
To display all source ports that are members of any IP multicast group or those on the specified interface port,
use the show mvr source-ports command in Privileged EXEC mode.

show mvr source-ports

Syntax Description





show mvrp interface
To display Multiple VLAN Registration Protocol (MVRP) interface states, use the showmvrpinterface
command in privileged EXEC mode.

show mvrp interface



show mvrp module



show mvrp summary
To display the Multiple VLAN Registration Protocol (MVRP) configuration at the device level, usePrԠ獵浭慲礀







Table 30: show platform software status control-processor Field Descriptions





show port flowcontrol
To display per-port status information and statistics related to flow





show rep topology
To display Resilient Ethernet Protocol (REP) topology information for a segment or for all segments, including
the primary and secondary edge ports in the segment, use the show rep topology command in privileged
EXEC mode.

show rep





Neighbor Number: 4 / [-7]
repc_4_12cs, Gi0/2 (Intermediate)

Alternate Port, some vlans blocked
Bridge MAC: 001a.a19d.7c80
Port Number: 002
Port Priority: 040
Neighbor Number: 5 / [-6]

<output truncated>
This example shows output from the show rep topology segment archive command:



show spanning-tree
To display spanning-tree information for the specified spanning-tree instances, use the showspanning-tree
command in privileged EXEC mode.

Cisco 2600, 3660, and 3845 Series Switches

show spanning-tree [ EULGJH�JURXS ] [active| backbonefast| blockedports| bridge| brief| inconsistentports|
interface LQWHUIDFH�W\SH LQWHUIDFH�QXPEHU| root| summary [totals]| uplinkfast| vlan YODQ�LG]

Cisco 6500/6000 Catalyst Series Switches and Cisco 7600 Series Routers

show spanning-tree [EULGJH�JURXS| active| backbonefast| bridge [ LG ]| detail| inconsistentports| interface









Examples



The following is sample output from the showspanning-treebriefcommand:





The following is sample output from the showspanning-treeinterfacefastethernet0/3command:

5RXWHU� VKRZ VSDQQLQJ�WUHH LQWHUIDFH IDVWHWKHUQHW���
Interface Fa0/3 (port



Timers: hello 0, topology change 0, notification 0
Router#
This example shows how to display the status of spanning-tree BackboneFast:

Router# VKRZ VSDQQLQJ�WUHH EDFNERQHIDVW
BackboneFast is enabled

BackboneFast



Configured hello time 2, max age 20, forward delay 15
Current root



This example







show spanning-tree mst
To display the information about theMultiple Spanning Tree (MST) protocol, use the showspanning-treemst
command in privileged EXEC mode.

show spanning-tree mst [LQVWDQFH�LG�QXPEHU [detail] [ LQWHUIDFH ]| configuration



ModificationRelease

This command was modified. The changes were as follows:

• The range of valid values for ವ



primary VLAN. The display



FastEthernet4/1 of MST03 is designated forwarding
Port info port id 128.193 priority 128 cost
200000
Designated root address



Table 38: show spanning-tree mst Field Descriptions







The maximum length of the channel port list is 47. The space in the Port(s) column might not be



Table 39: show spantree Field Descriptions







Related Commands DescriptionCommand

Adds the VLANs allowed over the trunk to the SSL
Services Module.

ssl-proxy module allowed-vlan
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set port flowcontrol through show udld
show ssl-proxy module state



show udld
To display the administrative and operational





show vlan through spanning-tree vlan



• snmp trap mac-notification change,



• storm-control, page 502









VLAN Ifindex
---- -------
10 37

Router#
The table below describes the fields that are shown in the example.

Table 40: show vlan Command Output Fields





show vlan access-log config
T





show vlan access-log flow
To display VLAN access control list (VACL) flow table contents, use the showvlanaccess-logflowcommand
in privileged EXEC mode.

show vlan access-log flow



Examples The following example shows how to display the VACL flow table contents.

Router# VKRZ YODQ DFFHVV�ORJ IORZ �� ������������� ����������� �������������
�����������

id prot src_ip dst_ip sport dport vlan port count total lastlog
-----------------------------------------------------------------------------------



DescriptionCommand

Configures VACL logging properties, ropee䘰〰䨀䨀噇〰お





DescriptionCommand

Configures VACL



show vlan access-map
To display the contents of a VLAN-access





show vlan all-ports
To display VLAN information for trunk and access ports, use theshowvlanall-ports command in privileged
EXEC mode.

show vlan all-ports

Syntax Description This command has no arguments or keywords.

Command Modes Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.12.2(33)SXH

Examples The following example shows how to display VLAN information for trunk tommand







show vlan counters



L3-Out-Unicast-Octets 6
L2-NonUnicast-Octets + L3-In-NonUnicast-Octets 6
L3-Out-NonUnicast-Octets 6
Router#

Related Commands



show vlan dot1q tag native
To display native VLAN-tagging information, use the



show vlan filter
To display information about



In the output for VLAN access control



show vlan free
To



show vlan free summary
To display the usage summary of all the free VLANs in the system, use the show free



show vlan internal free summary
To display the summary information of all the internal free VLANs, use the show vlan internal free summary
command in
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show vlan internal usage
To display information about the internal VLAN allocation, use the onT



1026 -
1027 -
1028 -
102:㘶㜵⸹䈵〰ᐸᐸ㐸ᐸ㐸ᐸᑗ⸰㘴⁔洊⸰㘴䘮〶㑋⸰㘴䐮〶㑑⸰㘴儮〶㑈⸰㘴伳26





show vlan port provisioning
To display the VLAN port provisioning status, use the showvlanportprovisioningcommand in privileged
EXEC mode.





Vlan Type
---- -----------------
202 primary
303 community
304 community
305 community
306 community
307 community
308 normal
309 community
440 isolated
Router#
The table below describes the fields that are shown in the example.

Table 43: show vlan private-vlan Command Output Fields



show vlan remote-span
To display a list of remote



show vlan virtual-port



This example shows how to display the number of logical virtual ports that are required for



show vlan-range
To display the VLAN range, use the showvlan-range command in privileged EXEC mode.

show vlan-range

Syntax Description This command has no arguments or keywords.

Command Modes Privileged EXEC (#)

Command History ModificationRelease

This command was





Command History



1012 packets,





"any"Fa0/0.201999VLANId:401(.1Q-in-.1Qtree,3elements)InnerVLANId:(0



Related Commands



show vlans tokenring
To display Token Ring VLANs, use the showvlanstokenring command in user EXEC or privileged EXEC
mode.

show vlans tokenring

Syntax Description This command has no arguments or keywords.

Command Modes User EXEC (>) Privileged EXEC (#)

Command History ModificationRelease

This command was剥汥慳攀剥汥慳H氊㔶Hㄠ〠〠ㄠㄹ㐮ㄹ㔠㐸㠮㈱㜠氊㔶This潲礀

Tx〷�





Fa4/16, Fa4/17, Fa4/18, Fa4/19
Fa4/20, Fa4/21, Fa4/22, Fa4/23
Fa4/24, Fa4/25, Fa4/26, Fa4/27
Fa4/28, Fa4/29, Fa4/30, Fa4/31
Fa4/32, Fa4/33, Fa4/34, Fa4/35
Gi4/0, Gi4/1, Po1

2 VLAN0002 active
3 VLAN0003 active
尰〰␀㄀ༀ





show vtp
To display general information about the VLAN Trunking Protocol (VTP) management domain, status, and
counters,











DescriptionField

VTP Operating Mode
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show vlan through spanning-tree vlan
show vtp







Maximum number of existing VLANs : 5
Configuration Revision : 1
MD5 digest : 0x92 0xF1 0xE8 0x52 0x2E ox5C 0x36 0x10







shutdown vlan



snmp trap mac-notification change
To enable the Simple Network







Specifies the Serial interface.

Specifies She







spanning-tree backbonefast





spanning-tree bpdufilter
To enable bridge protocol data unit (BPDU) filtering on the interface,



Entering the spanning-treebpdufilterenable command to enable BPDU filtering overrides the PortFast
configuration.

When configuring Layer 2-protocol tunneling on





• spanning-tree bpduguard disable -- Unconditionally disables BPDU guard on the



spanning-tree bridge assurance
To enable Bridge Assurance on all





spanning-tree cost
To set the path cost of



ModificationRelease

This command was integrated into Ciscoㄠ〠〠ㄠ㐱㌮㌹㈮㤵㠠㙗o



spanning-tree etherchannel guard misconfig
To display an error message when a loop due to a channel misconfiguration is detected, use the
spanning-treeetherchannel



Router(config)# spanning-treeetherchannelguardmisconfig

Router(config)#

Related Commands



spanning-tree extend system-id
To enable the extended-system ID feature on chassis that support 1024



spanning-tree guard
To enable or disable the guard mode, use the spanning-treeguardcommand in interface configuration and
template configuration mode. To return to the default settings‰〰䤄ㄠ〠〠ㄠㄮ਱‰‰‱′㜷⸳〲‶㐴⸲㤲‶㐴⸲㤳⁔洱‱㐊ㄠ㈰〠ㄠ㌱㌮㤳㈠㘴㐮㈹㌠呭ਨthe⥔樊⽆㐠㄰⁔㐲ㄠ〠〠ㄠ㌱㌮㤳㈠㘴㐮㈹儠呭ਨrd⥔樊⽆㈠㄰⁔昊ㄠ㤠〠ㄠ㌵㠮㠶㈠㘴㐮㈹䤶⸳㜴⁔洊⠴⸲㤳nd⥔樊ㄠ〹〠ㄠ㈶㤮㠰㈠㘴㐮㈹㌴⸲㥉ndEdnd⥔樸㜮㘵㈰‱‱㠰⸸㜠㘴㐮㈹㌠呭ਨcommadehe⥔樊⽆㐠㄰⁔樊ㄠ〱ㄠ〱㈶㈠㘵㘮㌷㐠呭ਨspanning-tr⥔ㄹ㌮㠱‰ㄱ‰ㄲ㘲‶㔶⸳㝈theguard



Device(config)# WHPSODWH



spanning-tree link-type
To configure a link type for a port,



Examples This example shows how to configure the port as a shared link:

Device(config-if)# VSDQQLQJ�WUHH OLQN�W\SH VKDUHG
Device(config-if)#

The following example shows how to configure the port as a shared link using an interface template:

Device# FRQILJXUH WHUPLQDO
Device(config)# WHPSODWH XVHU�WHPSODWH�
Device(config-template)# VSDQQLQJ�WUHH OLQN�W\SH VKDUHG
Device(config-template)# HQG



spanning-tree loopguard default
To enable loop



spanning-tree mode
To switch between Per-VLAN Spanning Tree+ (PVST+), Rapid-PVST+,







Examples This example shows how to set the interface path cost:

Router(config-if)#
VSDQQLQJ�WUHH PVW � FRVW ��������
Router(config-if)#
This example shows how to set the interface priority:

Router(config-if)#
VSDQQLQJ�WUHH PVW � SRUW�SULRULW\ ��



spanning-tree mst configuration
To enter MST-configuration submode, use the spanning-treemstconfiguration command in global
configuration mode. To return to the default settings, use the no form of this command.

spanning-tree mst configuration

no spanning-tree mst configuration

Syntax Description This command has no arguments or keywords.





spanning-tree mst forward-time
To set the forward-delay timer for all the iq㈠㘵㘮㌷㐶㔶⸳㜴⁔洊⠀⥔樊ㄠ〠〷㐠呭䘠〠〠ㄠ㈵嘮㜹㈠㘵㘮㌷㐳㌳⸹oQ㐰〰䠀圀K㜹㈠㘵㘮㌷㐠〳⸸㈰〴㐰〰䠀圀



spanning-tree mst hello-time
To set the hello-time delay timer for all the



spanning-tree mst max-age
T



spanning-tree mst max-hops





Examples This example shows how to configure a port to transmit only prestandard BPDUs:

Router(config-if)#



spanning-tree mst priority
To set the bridge



Related Commands





If





DescriptionCommand

Sets an interface priority when two bridges vie for
position as the root bridge.

spanning-tree port-priority
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show vlan through spanning-tree vlan
spanning-tree mst simulate pvst (interface)



spanning-tree mst simulate pvst global
To enable Per-VLAN Spanning Tree
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show vlan through spanning-tree vlan
spanning-tree mst simulate pvst global



spanning-tree pathcost method
To







Be careful when using the nospanning-tr



spanning-tree portfast bpduguard default
To enable bridge protocol data unit (BPDU) guard by default on all PortFast ports, use the
spanning-tree





spanning-tree portfast default
To enable PortFast by default on all access ports, use



Usage Guidelines

Be





Usage Guidelines The priority you set breaks the tie between two bridges to be designated





Related Commands



spanning-tree uplinkfast
To enable UplinkFast, use the spanning-treeuplinkfast command in global configuration mode. To disable
UplinkFast, use the no form of this command.

spanning-tree



Use the spanning-treeuplinkfastmax-update-rate command to enable UplinkFast (if it is not already enabled)
and change the rate at which update packets are sent. Use the no form of this command to return to the default
rate.

Examples This example shows how to enable UplinkFast and set the maximum rate to 200 packets per second:

Router(config)#
VSDQQLQJ�WUHH XSOLQNIDVW PD[�XSGDWH�UDWH ���

Router(config)#

Related Commands



spanning-tree vlan
To configure Spanning Tree Protocol (STP) on a per-virtual LAN (VLAN) basis, use the spanning-treevlan
command in global configuration mode. To return to the default settings, use the no form of this command.

spanning-tree vlan YODQ�LG [forward-time VHFRQGV



• max-age --20 seconds

• priority --The default with IEEE STP enabled is 32768; the default with STP enabled is 128.

• protocol --IEEE

• root --No STP root

When you issue





Related Commands



storm-control
To enable broadcast, multicast,



Command Default



On Cisco Catalyst 3750 Series Switches, when the



udld through vtp v2-mode



udld
To enable the aggressive mode or the normal mode in the UniDirectional Link Detection (UDLD) protocol
and to set the configurable



Examples The following example shows how to enable the UDLD in the normal mode on all fiber interfaces:



udld port
To enable the UniDirectional Link Detection (UDLD) protocol on the Ethernet





udld recovery
To configure the UniDirectional





udld reset
To reset all the ports that are error disabled by the UniDirectional Link Detection (UDLD) protocol and allow
traffic to pass through them again (although other features, such as spanning tree, Port Aggregation Protocol
[PAgP], and Dynamicspanning





vlan (global)
To add a VLAN and enter config-VLAN submode, use the vlan command in global configuration mode. To
delete the VLAN, use the no



If you define a range of configured VLANS, you are not allowed to set the YODQ�QDPHargument in config-VLAN





vlan (VLAN)
To configure a specific VLAN, use the vlan command in VLAN configuration mode. To delete a VLAN, use
the no form of this command.

vlan YODQ�LG [are KRSV] [backupcrfPRGH] [bridge W\SH| EULGJH�QXPEHU] [media W\SH] [mtuPWX�VL]H] [name
YODQ�QDPH] [parent SDUHQW�YODQ�LG] [ring ULQJ�QXPEHU] [said VD�LG�YDOXH] [state {suspend| active}] [stp
type W\SH] [tb-vlan1 WE�YODQ��LG] [tb-vlan2 WE�YODQ��LG]

no vlan YODQ�LG

Syntax Description





Command History ModificationRelease

This



If the VLAN already exists, no action occurs.Note

The following example





Usage Guidelines Due to the rate-limiting function for





• no -- Negates a command or sets its defaults.

Examples



vlan accounting
To configure accounting information about VLAN, use



vlan database

The vlandatabase command is not available in Cisco IOS Release 12.2(33)SXI5 and later Cisco IOS
12.2SX releases.

Note

T



Once you are in VLAN



vlan dot1q tag native



Examples This example shows how to enable dot1q tagging for all VLANs in a trunk:

Router(config)#
YODQ GRW�T WDJ QDWLYH
Router(config)#

Related Commands



vlan filter
To apply a VLAN access map, use the vlanfilter command in global configuration mode. To clear the VLAN
access maps from VLANs or interfaces, use the no form of this command.

vlan filter PDS�QDPH



• If you delete a WAN interface that has a VLAN access control list (VACL) applied, the VACL
configuration on the interface is also removed.

• You can apply only one ACL)



vlan ifdescr detail
T



vlan internal allocation policy
To configure the allocation direction of the internal VLAN, use the vlaninternalallocationpolicy command
in global configuration mode. To the

the

thnㄠ〠〠ㄠ㈊ㄠ〠〠ㄠ㔳㔮㤱㈠㘳㤸⸳ㄠ呭ਨthf䜀䠀圀倠ㄠ㐶㘮㈵㈠㘵㈰⸲㐠呭ਨo⥔樊ㄠ〠〱‰‰‱″〳⸰㤲‶㐳ㄳ㜴⁔洊⠀圀䬀䠩呪਱‰‰儩呪嘠ㄠ㌰㌮〹㈠㘴㐲㤳〱‰‰‱‵㌵⸹㔠㔳㔰倀倀䐀儀䜀



Examples This example



vlan mapping dot1q
To map an 802.1Q VLAN to an Inter-Switch Link (ISL) VLAN, use the vlanmapping





vlan port provisioning
To enable VLANport provisioning verification,v堰〰嘀䰀vi䬰〰䰀







Usage Guidelines

The vtppruning, vtppassword, and vtpversion



If you toggle the version 2 mode, certain default VLAN parameters are modified.

If you enter the vtpmode



In VTP version 3, there is no longer a restriction to



vtp (interface)
To enable VLANT







vtp domain
To create the administrative



Examples The following example shows how to set the device’s administrative domain to DomainChandon:



vtp password
To create a Virtual Trunking Protocol





vtp server
To place the device in Virtual Trunking Protocol (VTP) server mode, use the vtpserver command in VLAN
configuration mode.

vtp server

Syntax Description



Examples The following example shows how to place the device in VTP server mode:



vtp transparent
To place the device in Virtual Trunking Protocol (VTP) transparent mode=呭㔵㘮㍩‰‰‱㔳㔱⸸㈱‶㔶⸳㜴⁔洊堀儀䘀䠀





vtp v2-mode
To enable Virtual Trunking Protocol (VTP) version 2 mode, use thevtpv2-mode command in VLAN
configuration mode. T



Examples The following example shows how to enable version 2 mode in the VLAN database:

Router(vlan)# YWS Y��PRGH
The following example shows how to disable version 2 mode in the VLAN database:

Router(vlan)# QR YWS Y��PRGH

Related Commands
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