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  Whats New in Cisco IOS XE Denali 16.3.2
Whats New in Cisco IOS XE Denali 16.3.2

Software Features in Cisco IOS XE Denali 16.3.2

Feature Name Description and License Level Information

New in Wired Switching

Audio Video Bridging (AVB): IEEE 
802.1BA

Refers to standard IEEE 802.1 BA - AVB. This feature defines 
a mechanism whereby endpoints and the network function as a 
whole to enable high-quality streaming of professional audio 
and video (AV) over an Ethernet infrastructure. Instead of 
one-to-one, the network transport enables many-to-many 
seamless plug-n-play connections for multiple AV endpoints 
including talkers and listeners.

AVB is composed of the following:                   

Generalized Precision Time Protocol (gPTP)—IEEE 802.1AS. 
Provides a mechanism to synchronize clocks of the bridges and 
end point devices in an AVB network.
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http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/catalyst3850/software/release/16-3/yang_models/IOS-XE1631_NativeYangDataModel.xlsx
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01110000.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01110101.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01010011.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_010011101.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/command_reference/b_163_consolidated_3650_cr/b_163_consolidated_3650_cr_chapter_010000.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/command_reference/b_163_consolidated_3650_cr/b_163_consolidated_3650_cr_chapter_0101.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/command_reference/b_163_consolidated_3650_cr/b_163_consolidated_3650_cr_chapter_010000.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/trustsec/configuration/guide/trustsec/vrf-aware_SGT.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01001010.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_0100101.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_010011.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01011111.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01011001.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_010011111.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01100101.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_011000.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01111011.html


http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/catalyst3850/software/release/16-3/yang_models/IOS-XE1631_NativeYangDataModel.xlsx
http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/catalyst3850/software/release/16-3/yang_models/IOS-XE1631_NativeYangDataModel.xlsx
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_010011100.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_010000000.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_010000000.html
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  Important Notes
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_01010010.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-3/configuration_guide/b_163_consolidated_3650_cg/b_163_consolidated_3650_cg_chapter_010010011.html
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http://www.cisco.com/en/US/products/hw/modules/ps5455/products_device_support_tables_list.html
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  Supported Hardware
Compatibility Matrix
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https://software.cisco.com/download/type.html?mdfid=286304360&flowid=79748
https://software.cisco.com/download/type.html?mdfid=286304360&flowid=79748


https://software.cisco.com/download/release.html?mdfid=286304360&flowid=79748&softwareid=284272933&release=3.1.4&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
https://software.cisco.com/download/release.html?mdfid=286304360&flowid=79748&softwareid=286208063&release=3.1_DP5&relind=AVAILABLE&rellifecycle=&reltype=latest
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  Upgrading the Switch Software
Switch# reload

Step 9 If your switches are configured with auto boot, the stack will automatically boot up with the new image 
that your boot variable is configured to. If not, you can manually boot flash: 
cat3k_caa-universalk9.16.02.01.SPA.bin

switch:boot flash:cat3k_caa-universalk9.16.03.01.SPA.bin
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  Upgrading the Switch Software
/flash/cat3k_caa-platform.SPA.03.07.02E.pkg
/flash/cat3k_caa-universalk9.16.01.01.SPA.bin
/flash/cat3k_caa-wcm.SPA.10.3.120.0.pkg
/flash/packages.conf 
[2]:
/flash/cat3k_caa-base.SPA.03.07.02E.pkg
/flash/cat3k_caa-drivers.SPA.03.07.02E.pkg
/flash/cat3k_caa-infra.SPA.03.07.02E.pkg
/flash/cat3k_caa-iosd-universalk9.SPA.152-3.E2.pkg
/flash/cat3k_caa-platform.SPA.03.07.02E.pkg
/flash/cat3k_caa-universalk9.16.01.01.SPA.bin
/flash/cat3k_caa-wcm.SPA.10.3.120.0.pkg
/flash/packages.conf
[3]:
/flash/cat3k_caa-base.SPA.03.07.02E.pkg
/flash/cat3k_caa-drivers.SPA.03.07.02E.pkg
/flash/cat3k_caa-infra.SPA.03.07.02E.pkg
/flash/cat3k_caa-iosd-universalk9.SPA.152-3.E2.pkg
/flash/cat3k_caa-platform.SPA.03.07.02E.pkg
/flash/cat3k_caa-universalk9.16.01.01.SPA.bin
/flash/cat3k_caa-wcm.SPA.10.3.120.0.pkg
/flash/packages.conf
[4]:
/flash/cat3k_caa-base.SPA.03.07.02E.pkg
/flash/cat3k_caa-drivers.SPA.03.07.02E.pkg
/flash/cat3k_caa-infra.SPA.03.07.02E.pkg
/flash/cat3k_caa-iosd-universalk9.SPA.152-3.E2.pkg
/flash/cat3k_caa-platform.SPA.03.07.02E.pkg
/flash/cat3k_caa-universalk9.16.01.01.SPA.bin
/flash/cat3k_caa-wcm.SPA.10.3.120.0.pkg
/flash/packages.conf

Do you want to proceed? [y/n]y
[1]:
Deleting file flash:cat3k_caa-base.SPA.03.07.02E.pkg ... done.
Deleting file flash:cat3k_caa-drivers.SPA.03.07.02E.pkg ... done.
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  Upgrading the Switch Software
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  Upgrading the Switch Software
Step 9 When the new image boots up, you can verify the version of the new image, using the show version 
command:

Switch# show version
Cisco IOS Software, Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 
Denali 16.4.1, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2016 by Cisco Systems, Inc.
Compiled Thu 1-Aug-16 22:49 by mcpre

Downgrade from Cisco IOS XE 16.x to Cisco IOS XE 3.xE in Install Mode
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  Upgrading the Switch Software
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https://tools.cisco.com/bugsearch/bug/CSCux27336
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  Upgrading the Switch Software
Adding Adder AP Count Licenses

 

Decrementing Adder AP Count licenses

Activating Evaluation AP Count License on the Stack
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http://www.cisco.com/en/US/products/ps13133/products_data_sheets_list.html
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https://tools.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc02056
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb98211
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc05657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc00396
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb95657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb86530
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz76184
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv76000
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb84760
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva34131
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb88066
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva97702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva17837
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva22373
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy21301
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb53858
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz54670
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb65304
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux02676
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux65260
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy39207
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva19060
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva11018
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy21545
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz67181
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz78396
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva17647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva22592
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva35658
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva45109
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva46857
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva46936
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva60288
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb06108
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb22258
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb28676
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb39125
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb50951
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb54210
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb65984
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb70028
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb70427
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb71551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb75533
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb56482
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz33679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva17300
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva17341
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva54058
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva61031
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva79145
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb81117
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux14425
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva08676
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva46457
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva65105
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva10757
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva51684
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz28295
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz98374
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz88403
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz83883
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz11169
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva69776
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv75864
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus49022
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu38981
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy19562
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb75803
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb89106
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb90280
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb95781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb96470
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  Caveats
CSCva71996 CLNS ping failing to 3850
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva71996
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb17094
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb49347
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw38877
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva25392
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz65463
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz05771
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw69829
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva33039
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz60623
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz71966
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw41152
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup05919
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz50876
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva15754
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva00967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva13231
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva43372
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva25015
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz08086
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy97043
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva69778
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy70475
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz05208
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz94565
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva13738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux98943
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz17963
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz33638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz30182
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva90588
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz88340
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva36556
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva08096
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz65251


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux60876
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva32903
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz39061
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux99594
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz81292
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv24653
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz69005
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz12475
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu77403
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur47235
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva15526
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva17339
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz95908
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva44687
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva64489
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux09478
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva56329
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz41275
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy34177
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz58624
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy16530
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu13476
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu11760
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv92031 
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw12882
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw90273
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy37943
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz01059
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz10706
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz39384
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz39783
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz42283
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz96994
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