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Prime Infrastructure provides user preference settings that allows you to modify how information is
displayed.
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Viewing Dashboards Il

Related Topic
Managing and Editing Dashboards

Network Summary Dashboards

Choose one of the following dashboards under Dashboard > Network Summary to view a summary of
important data points in your network. Table 7-4 describes the default information shown in each of the
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M Monitoring Access Point Alarms

» Failure Source
« Owner

e Time

» Message

- Category

- Condition

» Acknowledged

Step2  Select the check box next to the alarm and modify the required fields in the Alarm Browser toolbar.

Monitoring Air Quality Alarms

To monitor air quality alarms on your network:

Stepl  Perform an advanced search for Performance alarms.
The Search Results page contains the following information for air quality alarms.
» Severity
- Failure Source
« Owner
« Time
e Message
- Category
- Condition
» Acknowledged
Step2  Select the check box next to the alarm and modify the required fields in the Alarm Browser toolbar.

Monitoring CleanAir Security Alarms
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Monitoring Access Point Alarms Il

» Acknowledged
Step 2
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Monitoring Access Point Alarms Il

» SSID—Service Set Identifier being broadcast by the rogue access point radio. (Blank if SSID is not
broadcast.)

- Containment Level—An access point which is being contained is either unable to provide service at
all, or provides exceedingly slow service. There is a level associated with the containment activity
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M Monitoring Third-Party Devices By Polling MIBs

Polled Data in Dashlets and Reports

When viewing polled data from devices, consider the following scenario:
» Device 1 data is polled from the last 6 hours.
« Device 2 data is polled from the last 2 days.

When you filter dashlets or reports to show data from the past 2 days, only the data from Device 2 is
displayed.
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What Is an Alarm?
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Display Options

Display Options

The following sections explain the various ways you can modify how alarms, events, and syslogs are
displayed:

- Viewing Options for Alarms, Events, and Syslogs

- Displaying Alarm Icons

- Changing Alarm Display Behavior

Viewing Options for Alarms, Events, and Syslogs

When you choose
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| g s









Chapter 11 Monitoring Alarms |

Cisco Prime Infrastructure 3.0 User Guide
[ 11-8 | |








http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/administrator/guide/PIAdminBook.html
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/administrator/guide/PIAdminBook.html

| Chapter1l Monitoring Alarms

Where to Find Syslogs

Where to Find Syslogs

Prime Infrastructure logs all syslogs from severity
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M Launching the Client Troubleshooting Tool

Launching the Client Troubleshooting Tool

You can launch the Client Troubleshooting tool fo
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M Launching the Client Troubleshooting Tool

Figure 12-2 Client Troubleshooting page for Unsuccessful Wireless Client

Related Topics
- Launching the Client Troubleshooting Tool

» How the Client Troubleshooting Tool Gives Advice

» Searching for Clients

How the Client Troubleshooting Tool Gives Advice

Prime Infrastructure determines the number of connection areas and the type of troubleshooting advice
to present on the Client Troubleshooting page based on the stages the client passes through when
establishing connection and connectivit
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When to Assign a Username Il

» Purged Expired Entries—You can set the duration to keep tracked clients in Prime Infrastructure
database. Clients can be purged as follows:

— after 1 week

— after 2 weeks

— after 1 month

— after 2 months
— after 6 months
— kept indefinitely

« Notification Frequency—You can specify when Prime Infrastructure sends a notification of a
tracked client:

— on first detection
— on every detection

« Notification Method—You can specify that the tracked client event generates an alarm or sends an
email message.

Step5  Enter the email address.
Step6  Click Save.

Related Topics
- Tracking Clients

« Identifying Unknown Users

When to Assign a Username

Not all users or devices are authenticated via 802.1x (for example, printers). In such a case, a network
administer can assign a username to a device.

If a client device is authenticated to the network through web auth, Prime Infrastructure might not have
username information for the client (applicable only for wired clients).
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M 1dentifying Unknown Users

|dentifying Unknown Users
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Viewing Client V5 Statistics Il

Viewing Client V5 Statistics

To access the Statistics request page, follow these steps:

Stepl1  Choose Monitor > Monitoring Tools > Clients and Users.
Step2  Select a client.
Step3  From the Test drop-down list, choose V5 Statistics.
This menu is shown only for CCX v5 and later clients.
Step4  Click Go.
Step5  Select the desired type of stats (Dotll Measurement or Security Measurement).
Step6  Click Initiate to initiate the measurements.
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Chapter 13 Performance Routing Version 3 Based Network Monitoring |

M PfR Site To Site Details Page

« Maximum Packet loss% over time

A particular service provider may not have TCA, but may have RC events occurring when a route
changes from the other service provider to the selected service provider. The Metrics panel may not show

any graphs for the particular service provider whereas the PfR events table shows the RC events of the
service provider.

Related Topics
« PfR Monitoring Landing Page

« Site to Site PfR Events Table
« Site to Site PfR Events Table
« Time Slider

Time Slider

A time slider present at the bottom of the page, represents the time range selected using the filter. You
can drag the slider and set a particular time range. The Metrics Panels and the Site to Site PfR events
table change corresponding to the set time range.

Related Topics
» PfR Monitoring Landing Page
- PfR Site To Site Details Page

« Metrics Crossing Thresholds Vs Service Provider(s)
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Comparing WAN Interfaces Il

Step 4
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M Monitoring WiFi TDOA Receivers

Step 5
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M Performance Graphs Options
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M Troubleshooting Unjoined Access Points

successfully joins a wireless controller, it cannot be managed by Prime Infrastructure, and it does not
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Chapter 18 Monitoring Multiple Prime Infrastructure Instances |

M Viewing the Operations Center Dashboards

Viewing the Operations Center Dashboards

The Operations Center provides additional, Operations Center-specific dashboards that you can use to
quickly determine the status of your network and identify any issues that require further attention. The
Operations Center dashlets display aggregated data. The following types of dashboards are available:
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Creating Feature-Level Configuration Templates Il

In this example, there are four custom dynamic groups, one for each region based on the cities in every
region: North Region, South Region, East Region, and West Region. You must update the enable
password for all of the devices in the north and south region. After this is complete, you plan to set
another job to occur for the West and East region devices to occur three months later.
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M Grouping Configuration Templates with Devices

Step3  From the Security Zone page, click Add Object.

Step4  Specify a name and description for the security zone that is being created.

Step5  Specify a set of rules that defines the interfaces that must be attached to the zone.
Step6  To specify Device Level Override, choose Device Level Override > Add Device.
Step7  Select the device you wish to add, and click OK.

Step8  Click OK
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Controller Configuration Groups Il

















http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref.html

Cisco Prime Infrastructure 3.0 User Guide ]


http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref.html
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref.html
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref.html















http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref/config_field_ref.html#pgfId-1193026
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref/config_field_ref.html#pgfId-1195949

Cisco Prime Infrastructure 3.0 User Guide ]


http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref/config_field_ref.html#pgfId-1200739
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref/config_field_ref.html#pgfId-1202182



http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref/config_field_ref.html#pgfId-1203305
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/2-2/reference/guide/pi_ref/config_field_ref.html#14629



http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref/config_field_ref.html#88827



http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/reference/guide/pi_ref/config_field_ref.html#30843

| Chapter20 Using Templates to Configure Devices

Creating Wireless Templates Il

The template appears in the Template List page. In the Template List page, you can apply this template
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| Chapter20 Using Templates to Configure Devices

Creating Security Templates

» TACACS+ Server Templates

» Local EAP General Templates

« Local EAP Profile Templates

« EAP-FAST Templates

« Creating Network User Priority Templates

» Local Network Users Templates

» Guest User Templates

» User Login Policies Templates

- Creating a MAC Filter Template

« Access Point or MSE Authorization Templates
« Creating a Manually Disabled Client Template
» Access Point Authentication and MFP Templates
» Web Authentication Templates
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M Creating Security Templates

Related Topics
- Web Authentication Templates

« Customized Web Auth
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M Creating Security - Rogue Templates

Viewing Deployed Rogue AP Rules

You can view and edit the Rogue AP Rules that you previously deployed.

Stepl  Choose
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Creating 802.11 Templates
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Creating 802.11 Templates

» SIPs are available only on the Cisco 5500 Series
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M Creating 802.11 Templates

Step4  Inthe MCS (Data Rate) Settings column, choose which level of data rate you want supported.
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Creating 802.11 Templates

— Default Values—The roaming parameters ar
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Creating 802.11 Templates

— Select the Report Interferers check box to enable CleanAir system to report and detect sources
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Creating 802.11 Templates

Step3  Click Save as New Template.
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Creating 802.11 Templates

Step9  Click Save as New Template
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Creating 802.11 Templates

Step2  Hover the mouse on
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M Creating 802.11 Templates

If the template is applied successfully and the Update Telnet Credentials option is enabled, the applied
management user credentials are used in Prime Infrastructure for Telnet/SSH credentials to that applied

Cisco Prime Infrastructure 3.0 User Guide
[ 20-114 | |








http://www.cisco.com/en/US/products/ps9806/products_qanda_item09186a0080af9513.shtml

| Chapter20 Using Templates to Configure Devices

Creating 802.11 Templates

Step11  Configure the Hyperlocation Config parameters:
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M Creating 802.11 Templates

Step5  When you are finished, click Save as Template.

Related Topics
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M Deploying Templates

Step2  Select View Current Status from the Select a command drop-down list in the Autonomous AP Migration
Templates page to view the status of Cisco 10S access point migration.

The following information is displayed:

» IP Address—IP address of the access point.
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Configuring Controllers

Related Topics
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M Configuring Controllers

— Download Customized Web Auth

— Download Vendor Device Certificate
— Download Vendor CA Certificate

— Bulk Update Controllers

- Configure
— Save Config to Flash
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Configuring Controllers
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M Configuring Controllers

Step 3
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Step4  From the Upload/Download Commands drop-down list, choose Upload File from Controller, then
click Go.

By default, configuration file encryption is disabled
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Related Topics
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Related Topics
» Configuring Controller

Viewing Interface
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Related Topics
« Configuring Controller Multicast Mode
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Configuring a Global Access Point Password

The AP Username Password page enables you to set a global password that all access points inherit as
they join a controller. When you are adding an access point, you can also choose to accept this global
username and password or override it on a per-access point basis.
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» Holdtime (seconds)—Enter the time in seconds before the CDP neighbor entry expires. The default
is 180.
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IGMP Snooping and timeout can be set only if Ethern
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FlexConnect Authentication Process
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Related Topics
« FlexConnect Groups and Backup RADIUS Servers

« FlexConnect Groups and CCKM
» FlexConnect Groups and Local Authentication
« Auditing FlexConnect Groups

FlexConnect Groups and Backup RADIUS Servers

You can configure the controller to allow a FlexConnect AP in standalone mode to perform full 802.1x
authentication to a backup RADIUS server. You can either configure a primary RADIUS server or both
a primary and secondary RADIUS server.

Related Topics
« FlexConnect Groups and CCKM

« FlexConnect Groups and Local Authentication
« Auditing FlexConnect Groups

FlexConnect Groups and CCKM

FlexConnect groups are required for CCKM fast roaming. When you configure your WLAN for CCKM
fast secure roaming, EAP-enabled clients securely
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Step1  Choose Configuration > Network > Network Devices
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Step 5
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Step3  From the left sidebar menu, choose
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- Action—What the controller is directed to do when the signature detects an attack. For example:
— None—No action is taken.
— Report—Report the detection.
- State—Enabled or Disabled.
» Description—A more detailed description of the type of attack the signature is trying to detect.
Step4  Click a signature Name to view individual parameters and to enable or disable the signature.

Related Topics
- Configuring IDS Signatures

- Downloading Signature Files

» Uploading Signature Files

» Global Settings for Standard and Custom Signatures
« Configuring IDS Signatures

« Viewing Controller Standa
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Media Stream Name

Multicast Destination Start IP—Start IP address of the media stream to be multicast

Multicast Destination End IP—End IP address of the media stream to be multicast
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» Configuring 802.11a/n RRM Intervals
» Configuring 802.11a/n RRM Transmit Power Control
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Configuring 802.11a/n RRM Radio Grouping
» Configuring 802.11a/n Media Parameters
Configuring 802.11a/n EDCA Parameters

Cisco Prime Infrastructure 3.0 User Guide
| g 2110







































Chapter 21 Configuring Wireless Devices |

B Configuring Controller Security Parameters

- CleanAir—Select the check box to enable CleanAir functionality on the 802.11b/g/n network, or
unselect to prevent the controller from detecting spectrum interference. The default value is

selected.
» Reporting Configuration—Use the parameters in this section to configure the interferer devices you
want to include for your reports.

— Report—Select the report interferers check box to enable CleanAir system to report and detect
sources of interference, or unselect it to prevent the controller from reporting interferers. The

default value is selected.
— Make sure that any sources of interference that need to be detected and reported by the CleanAir
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