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Icon Descriptions

While reading through the User Guide you may see
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& NOTE: This check mark indicates that there is
a note of interest and is something that you
should pay special attention to while using the
product.

& WARNING: This exclamation point indicates

that there is a caution or warning and it is
something that could damage your property or
product.

@ WEB: This globe icon indicates a noteworthy
website address or e-mail address.

Online Resources

Website addresses in this document are listed without
http:// in front of the address because most current web
browsers do not require it. If you use an older web browser,
you may have to add http:// in front of the web address.

Resource Website

Linksys www.linksys.com
Linksys International | www.linksys.com/international

Glossary www.linksys.com/glossary

Network Security www.linksys.com/security
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Introduction

Chapter 1:
Introduction

Thank you for choosing Linksys WebView Switches. This
User Guide covers five product models:

0 SRW2048 48-port 10/100/1000 Gigabit Switch with
WebView. Includes 48 10/100/1000 RJ-45 ports and 4
shared SFP (MiniGBIC) slots.

0 SRW2024 24-Port 10/100/1000 Gigabit Switch with
WebView. Includes 24 10/100/1000 RJ-45 ports and 2
shared SFP (MiniGBIC) slots.

0 SRW2016 16-Port 10/100/1000 Gigabit Switch with
WebView. Includes 16 10/100/1000 RJ-45 ports and 2
shared SFP (MiniGBIC) slots.

0 SRW248G4 48-port 10/100 + 4-Port Gigabit Switch
with WebView. Includes 48 10/100 RJ-45 ports and 4
10/100/1000 RJ-45 ports and 2 shared SFP (MiniGBIC)
slots.

0 SRW224G4 24-port 10/100 + 4-Port Gigabit Switch
with WebView Includes 24 10/100 RJ-45 ports and 4
10/100/1000 RJ-45 ports and 2 shared SFP (MiniGBIC)
slots.

For the purpose of this manual, whenever a feature
applies to all models, the name WebView Switch will be
referenced. If a specific model number is mentioned, then
the feature is specific to that model.

The Linksys WebView Managed Switch allows you to
expand your network securely. Configuration of the switch
is secured using SSL for Web access. User control is secured
using 802.1x security using a RADIUS authentication
mechanism and can also be controlled using MAC-based
filtering.

Extensive QoS features makes the solution ideal for real-
time applications like Voice and Video. The 4 priority
queues together with the Weighted Round Robin and
Strict Priority scheduling techniques facilitate efficient
coexistence of real-time traffic with data traffic allowing
them each to meet their QoS needs.

Individual users or applications can be prioritized above
others using various Class of Service options - by port,
layer 2 priority (802.1p), and Layer 3 priority (TOS or
DSCP). Intelligent Broadcast, and Multicast storm control
minimizes and contain the effect of these types of trafficon
regular traffic. IGMP Snooping limits bandwidth-intensive
video traffic to only the requestors without flooding to all
users.

Incoming traffic can be policed and outgoing traffic can
be shaped allowing you to control network access and
traffic flow.
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There are features that allow you to expand and grow your
network of switches. Link aggregation allows multiple
high-bandwidth trunks between switches to be setup.

This also provides a level of reliability in that the system
continues to operate if one of the links break. Spanning
Tree (STP), Fast Linkover, Rapid Spanning Tree (RSTP) and
Multiple Spanning Tree (MSTP) allows you to build a mesh
of switches increasing the availability of the system.

The rich management functionality of the WebView
switches includes SNMP, RMON, Telnet, and HTTP
Management options, allowing you to flexibly integrate
and manage these devices in your network.
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Product Overview

SRW2048

Front Panel

The Switch's LEDs and ports are located on the front
panel.

Front Panel of the SRW2048

LEDs

POWER (Green) Lights up green to indicate
that power is being supplied to the Switch.

LINK/ACT (1-48) (Green/Amber) Lights up
green to indicate a functional 10/100-Mbps
network link through the corresponding port (1
through 48) with an attached device. It flashes
to indicate that the Switch is actively sending
or receiving data over that port. Lights up
amber to indicate a 1000-Mbps connection on
the corresponding port (1 through 48) with an
attached device. It flashes to indicate that the
Switch is actively sending or receiving data over
that port.

ETHERNET 1-48 The Switch is equipped with
- 48 auto-sensing, Ethernet network ports, which

use RJ-45 connectors. The Fast Ethernet ports
support network speeds of 10 Mbps, 100 Mbps,
or 1000 Mbps. They can operate in half and
full-duplex modes. Auto-sensing technology
enables each port to automatically detect the
speed of the device connected to it (10 Mbps,
100 Mbps, or 1000 Mbps), and adjust its speed
and duplex accordingly.
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MiniGBIC(1-4) The miniGBIC (gigabitinterface

= converter) port is a connection point for a
miniGBIC expansion module, so the Switch can
be uplinked via fiber to another switch. The
MiniGBIC port provides a link to a high-speed
network segment or individual workstation at
speeds of up to 1000 Mbps.

Use the Linksys MGBT1, MGBSX1, or MGBLH1
miniGBIC modules with the Switch. The
MGBSX1 and the MGBLH1 require fiber cabling
with LC connectors, while the MGBT1 requires
a Category 5e Ethernet cable with an RJ-45
connector.

& NOTE: On the SRW2048, MiniGBIC ports are
shared with standard ports. If a miniGBIC port
is used, then the shared standard port on the
Switch cannot be used. The following table
provides port mapping details of the SRW2048
Switch.

SRW2048 Shared Port Mapping

miniGBIC Port Standard Port

miniGBIC 1 Port 23

miniGBIC 2 Port 24

miniGBIC 3 Port 47

miniGBIC 4 Port 48
Back Panel

The power port is located on the back panel of the
Switch.

Back Panel of the SRW2048

POWER The Power port is where you will
connect the AC power.
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o@de CONSOLE The Switch is equipped with a
serial port labeled Console (located on the
back of the switch) that allows you to connect
to a computer’s serial port (for configuration
purposes) using the provided serial cable. You
can use HyperTerminal to manage the Switch
using the console port.

Refer to Chapter 4. Configuration Using the
Console Interface for more information.

& NOTE: If you need to reset the Switch, unplug
the power cord from the back of the Switch.

Wait a few seconds and then reconnect it.

SRW2024

Front Panel

The Switch's LEDs and ports are located on the front
panel.

Front Panel of the SRW2024

LEDs

POWER (Green) Lights up green to indicate
that power is being supplied to the Switch.

LINK/ACT (1-24) (Green/Amber) Lights up
green to indicate a functional 10/100-Mbps
network link through the corresponding port (1
through 24) with an attached device. It flashes
to indicate that the Switch is actively sending
or receiving data over that port. Lights up
amber to indicate a 1000-Mbps connection on
the corresponding port (1 through 24) with an
attached device. It flashes to indicate that the
Switch is actively sending or receiving data over
that port.

ETHERNET 1-24 The Switch is equipped with
- 24 auto-sensing Ethernet network ports, which

use RJ-45 connectors. The Fast Ethernet ports
support network speeds. The Fast Ethernet ports
support network speeds of 10 Mbps, 100 Mbps,
or 1000 Mbps. They can operate in half and
full-duplex modes. Auto-sensing technology
enables each port to automatically detect the
speed of the device connected to it (10 Mbps,
100 Mbps, or 1000 Mbps), and adjust its speed
and duplex accordingly.
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MiniGBIC(1-2) The miniGBIC (gigabitinterface

= converter) port is a connection point for a
miniGBIC expansion module, so the Switch can
be uplinked via fiber to another switch. The
MiniGBIC port provides a link to a high-speed
network segment or individual workstation at
speeds of up to 1000 Mbps.

Use the Linksys MGBT1, MGBSX1, or MGBLH1
miniGBIC modules with the Switch. The
MGBSX1 and the MGBLH1 require fiber cabling
with LC connectors, while the MGBT1 requires
a Category 5e Ethernet cable with an RJ-45
connector.

& NOTE: On the SRW2024, MiniGBIC ports are
shared with standard ports. If a miniGBIC port
is used, then the shared standard port on the
Switch cannot be used. The following table
provides port mapping details of the SRW2024
Switch.

SRW2024 Shared Port Mapping

miniGBIC Port Standard Port
miniGBIC 1 Port 12
miniGBIC 2 Port 24

Back Panel

The power port is located on the back panel of the
Switch.

Back Panel of the SRW2024

POWER The Power port is where you will
connect the AC power.
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o@de CONSOLE The Switch is equipped with a
serial port labeled Console (located on the
back of the switch) that allows you to connect
to a computer’s serial port (for configuration
purposes) using the provided serial cable. You
can use HyperTerminal to manage the Switch
using the console port.

Refer to Chapter 4. Configuration Using the
Console Interface for more information.

& NOTE: If you need to reset the Switch, unplug
the power cord from the back of the Switch.

Wait a few seconds and then reconnect it.

SRW2016

Front Panel

The Switch's LEDs and ports are located on the front
panel.

Front Panel of the SRW2016

LEDs

POWER (Green) Lights up green to indicate
that power is being supplied to the Switch.

LINK/ACT (1-16) (Green) Lights up green to
indicate a functional 10/100-Mbps network link
through the corresponding port (1 through 16)
with an attached device. It flashes to indicate
that the Switch is actively sending or receiving
data over that port.

Gigabit (1-16) (Amber) Lights up amber
to indicate a 1000-Mbps connection on the
corresponding port (1 through 16) with an
attached device.

ETHERNET 1-16 The Switch is equipped with
- 16 auto-sensing, Ethernet network ports, which

use RJ-45 connectors. The Fast Ethernet ports
support network speeds of 10 Mbps, 100 Mbps,
or 1000 Mbps. They can operate in half and
full-duplex modes. Auto-sensing technology
enables each port to automatically detect the
speed of the device connected to it (10 Mbps,
100 Mbps, or 1000 Mbps), and adjust its speed
and duplex accordingly.
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MiniGBIC(1-2) The miniGBIC (gigabitinterface

= converter) port is a connection point for a
miniGBIC expansion module, so the Switch can
be uplinked via fiber to another switch. The
MiniGBIC port provides a link to a high-speed
network segment or individual workstation at
speeds of up to 1000 Mbps.

Use the Linksys MGBT1, MGBSX1, or MGBLH1
miniGBIC modules with the Switch. The
MGBSX1 and the MGBLH1 require fiber cabling
with LC connectors, while the MGBT1 requires
a Category 5e Ethernet cable with an RJ-45
connector.

& NOTE: On the SRW2016, MiniGBIC ports are
shared with standard ports. If a miniGBIC port
is used, then the shared standard port on the
Switch cannot be used. The following table
provides port mapping details of the SRW2016
Switch.

SRW2016 Shared Port Mapping

miniGBIC Port Standard Port
miniGBIC 1 Port 8
miniGBIC 2 Port 16

The Back Panel

The power port is located on the back panel of the
Switch.

Back Panel of the SRW2016

POWER The Power port is where you will
connect the AC power.

e@9de CONSOLE The Switch is equipped with a
serial port labeled Console (located on the
back of the switch) that allows you to connect
to a computer’s serial port (for configuration
purposes) using the provided serial cable. You
can use HyperTerminal to manage the Switch
using the console port.

Refer to Chapter 4: Configuration Using the
Console Interface for more information.
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& NOTE: If you need to reset the Switch, unplug
the power cord from the back of the Switch.

Wait a few seconds and then reconnect it.

SRW248G4

Front Panel

The Switch's LEDs and ports are located on the front
panel.

Front Panel of the SRW248G4

LEDs

POWER (Green) Lights up green to indicate
that power is being supplied to the Switch.

LINK/ACT (1-48) (Green) Lights up green to
indicate a functional 10/100-Mbps network link
through the corresponding port (1 through 48)
with an attached device. It flashes to indicate
that the Switch is actively sending or receiving
data over that port.

LINK/ACT (G1-G4) (Green/Amber) Lights up
green to indicate a functional 10/100Mbps
network link through the corresponding port
(G1 through G4) with an attached device. It
flashes to indicate that the Switch is actively
sending or receiving data over that port.

Lights up orange to indicate a 1000-Mbps
connection on the corresponding port (G1
through G4) with an attached device. It flashes
to indicate that the Switch is actively sending or
receiving data over that port.

ETHERNET 1-48 The Switch is equipped
- with 48 auto-sensing Ethernet network ports,

which use RJ-45 connectors. The Fast Ethernet
ports support network speeds of 10 Mbps
or 100 Mbps. They can operate in half and
full-duplex modes. Auto-sensing technology
enables each port to automatically detect the
speed of the device connected to it (10 Mbps
or 100 Mbps), and adjust its speed and duplex
accordingly.
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ETHERNET G1-G4 The Switch is equipped with
4 auto-sensing Gigabit Ethernet network ports,
whichuseRJ-45connectors.The GigabitEthernet
ports support network speeds of 10 Mbps,
100 Mbps, or 1000 Mbps. They can operate
in half and full-duplex modes. Auto-sensing
technology enables each port to automatically
detect the speed of the device connected to it
(10 Mbps, 100 Mbps, or 1000 Mbps), and adjust
its speed and duplex accordingly.

m MiniGBIC(1-2) The miniGBIC (gigabitinterface
= converter) port is a connection point for a
miniGBIC expansion module, so the Switch can
be uplinked via fiber to another switch. The
MiniGBIC port provides a link to a high-speed
network segment or individual workstation at

speeds of up to 1000 Mbps.

Use the Linksys MGBT1, MGBSX1, or MGBLH1
mMiniGBIC modules with the Switch. The
MGBSX1 and the MGBLH1 require fiber cabling
with LC connectors, while the MGBT1 requires
a Category 5e Ethernet cable with an RJ-45
connector.

& NOTE: On the SRW248G4, MiniGBIC ports
are shared with Gigabit Ethernet ports. If a
miniGBIC port is used, then the shared Gigabit
Ethernet port on the Switch cannot be used.
The following table provides port mapping
details of the SRW248G4 Switch.

SRW248G4 Shared Port Mapping

miniGBIC Port Standard Port
miniGBIC 1 Port G3
miniGBIC 2 Port G4

Back Panel

The power port is located on the back panel of the
Switch.

Back Panel of the SRW248G4

POWER The Power port is where you will
connect the AC power.
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CONSOLE The Switch is equipped with a
serial port labeled Console (located on the
back of the switch) that allows you to connect
to a computer’s serial port (for configuration
purposes) using the provided serial cable. You
can use HyperTerminal to manage the Switch
using the console port.

Refer to Chapter 4. Configuration Using the
Console Interface for more information.

NOTE: If you need to reset the Switch, unplug
the power cord from the back of the Switch.
Wait a few seconds and then reconnect it.

SRW224G4

Front Panel

The Switch's LEDs and ports are located on the front

panel.

LEDs

Front Panel of the SRW224G4

POWER (Green) Lights up green to indicate
that power is being supplied to the Switch.

LINK/ACT (1-24) (Green) Lights up green to
indicate a functional 10/100-Mbps network link
through the corresponding port (1 through 24)
with an attached device. It flashes to indicate
that the Switch is actively sending or receiving
data over that port.

LINK/ACT (G1-G4) (Green) Lights up green to
indicate a functional 10/100-Mbps network link
through the corresponding port (G1 through
G4)withan attached device. It flashes to indicate
that the Switch is actively sending or receiving
data over that port..

1000Mbps (G1-G4) (Amber) Lights up amber
to indicate a 1000-Mbps connection on the
corresponding port (G1 through G4) with an
attached device.

WebView Switches

Product Overview

ETHERNET 1-24 The Switch is equipped with
24 auto-sensing, Ethernet network ports, which
use RJ-45 connectors. The Fast Ethernet ports
support network speeds of 10 Mbps, 100 Mbps,
or 1000 Mbps. They can operate in half and
full-duplex modes. Auto-sensing technology
enables each port to automatically detect the
speed of the device connected to it (10 Mbps,
100 Mbps, or 1000 Mbps), and adjust its speed
and duplex accordingly.

ETHERNET G1-G4 The Switch is equipped
with 4 auto-sensing Gigabit Ethernet network
ports, which use RJ-45 connectors. The Gigabit
Ethernet ports support network speeds of
10 Mbps, 100 Mbps, or 1000 Mbps. They can
operate in half and full-duplex modes. Auto-
sensing technology enables each port to
automatically detect the speed of the device
connected to it (10Mbps, 100 Mbps, or
1000 Mbps), and adjust its speed and duplex
accordingly.

MiniGBIC(1-2) The miniGBIC (gigabitinterface
converter) port is a connection point for a
miniGBIC expansion module, so the Switch can
be uplinked via fiber to another switch. The
MiniGBIC port provides a link to a high-speed
network segment or individual workstation at
speeds of up to 1000 Mbps.

Use the Linksys MGBT1, MGBSX1, or MGBLH1
MiniGBIC modules with the Switch. The
MGBSX1 and the MGBLH1 require fiber cabling
with LC connectors, while the MGBT1 requires
a Category 5e Ethernet cable with an RJ-45
connector.

SRW224G4 Shared Port Mapping

miniGBIC Port Standard Port
miniGBIC 1 Port G3
miniGBIC 2 Port G4

Back Panel

The power port is located on the back panel of the

Switch.

Back Panel of the SRW224G4
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POWER The Power port is where you will
connect the AC power.

e@De CONSOLE The Switch is equipped with a
serial port labeled Console (located on the
back of the switch) that allows you to connect
to a computer’s serial port (for configuration
purposes) using the provided serial cable. You
can use HyperTerminal to manage the Switch
using the console port.

Refer to Chapter 4. Configuration Using the
Console Interface for more information.

A NOTE: If you need to reset the Switch, unplug
the power cord from the back of the Switch.

Wait a few seconds and then reconnect it.

WebView Switches 7
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Chapter 3:
Connecting the Switch

Overview

This chapter will explain how to connect network devices
to the Switch. For an example of a typical network
configuration, see the application diagram shown below.

Cable/DSL Uplink via Fiber
Internet ~ Modem  Router Wireless Access Point ~ Server to Switch

10/100/1000 10/100
Desktop  Notebook

Typical Network Configuration for the SRW2048

When you connect your network devices, make sure you
don't exceed the maximum cabling distances, which are
listed in the following table:

Maximum Cabling Distances

Maximum Distance

Switch Switch or Hub 100 meters (328 feet)
Hub Hub 5 meters (16.4 feet)

Switch or Hub Computer 100 meters (328 feet)

tA hub refers to any type of 100-Mbps hub, including regular hubs and
stackable hubs. A 10-Mbps hub connected to another 10-Mbps hub
can span up to 100 meters (328 feet).

Before You Install the Switch...

When you choose a location for the Switch, observe the
following guidelines:

0 Make sure the Switch is accessible and that the cables
can be easily connected.

0 Keep cabling away from sources of electrical noise,
power lines, and fluorescent lighting fixtures.

0 Position the Switch away from water and moisture
Sources.

0 Toensure adequate air flow around the Switch, provide
a minimum clearance of two inches (50 mm).

0 Do not stack free-standing Switches more than four
units high.
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Placement Options

There are two ways to physically install the Switch, either
setthe Switch onitsfourrubber feet for desktop placement
or mount the switch in a standard-sized, 482.6-mm wide,
1U-high rack for rack-mount placement.

Desktop Placement

0 Attach the rubber feet to the recessed areas on the
bottom of the Switch.

0 Place the Switch on a desktop near an AC power
source.

0 Keep enough ventilation space for the switch and
check the environmental restrictions mentioned in the
Specifications Appendix as you are placing the Switch.

0 Connect the Switch to network devices according to
the Hardware Installation instructions below.

Rack-Mount Placement

When rack-mounting the Switch, please observe the
following guidelines

0 Elevated Operating Ambient If installed in a closed
or multi-unit rack assembly, the operating ambient
temperature of the rack environment may be greater
than the room ambient temperature. Therefore,
consideration should be given to installing the
equipment in an environment compatible with the
maximum ambient temperature (Tma) specified by
the manufacturer.

0 Reduced Air Flow Installation of the equipment
in a rack should be such that the amount of air flow
required for safe operation of the equipment is not
compromised.

0 Mechanical Loading Mounting of the equipment in
the rack should be such that a hazardous condition is
not achieved due to uneven mechanical loading.

0 Circuit Overloading Consideration should be given
to the connection of the equipment to the supply
circuit and the effect that overloading of the circuits
might have on overcurrent protection and supply
wiring. Appropriate consideration of equipment
nameplate ratings should be used when addressing
this concern.

0 Reliable Earthing Reliable earthing of rack-mounted
equipment should be maintained. Particular attention
should be given to supply connections other than
direct connections to the branch circuit (for example,
use of power strips).
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Connecting the Switch

To rack-mount the Switch in any standard 482.6-mm wide,
1U high rack, follow the instructions described below.

1. Place the Switch on a hard flat surface with the front
panel facing you.

2. Attach a rack—-mount bracket to one side of the Switch
with the supplied screws and secure the bracket
tightly.

- - -
#

Attach the Brackets to the Switch

3. Follow the same steps to attach the other bracket to
the opposite side.

4. After the brackets are attached to the Switch, use
suitable screws to securely attach the brackets to any
standard 482.6-mm rack.

Mount the Switch in the Rack

5. Connect the Switch to network devices according to
the Hardware Installation instructions below.

WebView Switches

Hardware Installation

To connect network devices to the Switch, follow these
instructions:

1. Make sure all the devices you will connect to the Switch
are powered off.

2. For 10/100-Mbps devices, connect a Category 5
Ethernet network cable to one of the numbered ports
on the Switch. For a 1000-Mbps device, connect a
Category 5e Ethernet network cable to one of the
numbered ports on the Switch.

3. Connect the other end to a PC or other network
device.

4. Repeat steps 2 and 3 to connect additional devices.

5. If you are using the miniGBIC port, then connect the
miniGBIC module to the miniGBIC port. For detailed
instructions, refer to the module’s documentation.

6. If you will use the Switch’s console interface to
configure the Switch, then connect the supplied serial
cable to the Switch’s Console port, and tighten the
captive retaining screws. Connect the other end to your
PC’s serial port. (This PC must be running the VT100
terminal emulation software, such as HyperTerminal.)

7. Connectthe supplied power cord to the Switch’'s power
port, and plug the other end into an electrical outlet.

WARNING: Make sure you use the power
cord that is supplied with the Switch. Use of a
different power cord could damage the Switch.

8. Power on the network devices connected to the
Switch. Each active port's corresponding Link/Act
LED will light up on the Switch. If a port has an active
Gigabit connection, then its corresponding Gigabit
LED will also light up.

& NOTE: If you need to reset the Switch, unplug
the power cord from the back of the Switch.

Wait a few seconds and then reconnect it.

Configuring the Switch

To use the Switch’s console interface to configure the
Switch, proceed to Chapter 4. Configuration Using the
Console Interface for directions.

To use the Switch’s Web-based Utility to configure the
Switch, proceed to Chapter 5: Advanced Configuration.
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Configuration Using the Console Interface

Chapter 4:
Configuration Using the
Console Interface

Overview

The Switch features a menu-driven console interface for
basic configuration of the Switch and management of your
network. The Switch can be configured using CLI through
the console interface or through a Telnet connection.
This chapter describes console interface configuration.
Configuration can also be performed through the web
utility, which is covered in the next chapter.

Configuring the HyperTerminal Application

Before using the console interface, configure the
HyperTerminal application on your PC as follows:

1. Click the Start button.

2. Select Programs > Accessories > Communications >
HyperTerminal.

Qoo i

3. Enter a name for this connection. In this example, the
name of connection is SRW2048. Select an icon for the
application, then click OK.

Connection Description

% Mew Connection

Enter a name and choose an icon for the connection:

Mame:

|SRW2048

(TLILE

WebView Switches

4. Select a port to communicate with the Switch: COM1,
COM2, or TCP/IP.

Connect To

%smms

Enriter details for the phone number that you want o diat

5. Set the serial port settings as follows:
Bits per second: 38,400

Data bits: 8
Parity: None
Stop bits: 1
Flow control: None
6. Click OK.
COM1 Properties 23!
Port Settings =
Bits per second: | 19200 v/
Databis 8 v/
Pasiy: | None [
Stopbits: |1 v
Flow conliot | None v
|
ok J[ Comcel J[ oo ]

Connecting to the Switch through a Telnet
Session

Open a command-line editor and enter telnet
192.168.1.254. Then, press the Enter key.

The Login screen appears. The first time you open the
command-line interface (CLI), select Edit and press Enter.
Enter admin in the User Name field. Leave the Password
field blank.

10



Chapter 4

Configuration Using the Console Interface

Login Screen
User Hame:
Password:
fction—3 HEY Execute
Arrowley/TAB/BACK=Hove SPACE~Toggle ENTER=Select ESC-Back

elnetLogin screen

Press the Esc button to return to the login screen. Use the
right arrow button to navigate to the Execute option and
press the Enter button to open CLI interface.

Configuring the Switch through the
Console Interface

The console screens consist of a series of menus. Each
menu has several options, which are listed vertically. You
select a menu option when you highlight it; pressing the
Enter key activates the highlighted option.

To navigate through the menus and actions of the console
interface, use the up or down arrow keys to move up
or down, and use the left or right arrow keys to move
left or right. Use the Enter key to select a menu option,
and use the Esc key to return to the previous selection.
Menu options and any values entered or present will be
highlighted. The bottom of the screen lists the actions
available.

Switch Main Menu

The System Main Menu screen displays these choices:
1. System Configuration Information Menu

2. Port Status

3. Port Configuration
4. Help

5. Logout

[L_Susten Configuration Henull
. Port Status

. Port Configuration

. Help

. logout

2
3
4
L]

ArrowKey/TAB/BACK=Move SPACE=Toggle ENTER=Select ESC=Back
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System Configuration Menu

On the System Configuration Menu screen, you can choose
from the following:

1. System Information
Management Settings

User & Password Settings
Security Settings

IP Configuration

File Management

Restore System Default Settings

Reboot System

© 0o N o o k~ w0 DN

Back to main menu

Systen Configuration Menu

- System Information
tings

1 s

- Conf

. File Management

- Restore System Default Settings
- Reboot System

- Back to main menu

-

System Information

Using SystemInformationscreen,you cancheckthe Switch’s
firmware versions and general system information.

System Information

2. General Information
0. Back

11
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\ersions

The Versions screen displays the Switch’s boot, software,
and hardware firmware versions.

1.0.0.084 (Date: 83-Rpr-2005, Time: 17:54:44)
1.0.0.15 (Date: 21-Apr-2005, Time: 04:36:24)

Boot Version:
Software Version:

Hardware Version:

ﬂctiﬂ-> m
ArrowKey/TAB/BACK=Move SPACE=Toggle ENTER=Select ESC=Back

Versions

General System Information

The General System Information screen displays general
information about the Switch.

General System Information

Sustem Description: 48-Port 10/100/1000 Gigabit Switch with HebView

System Up Time: 0.01:56:47 (days,hour:min:sec)
System WAC Address: 12:34:56:78:90:12

System Contact:

Systen Name:

System Location:

Action-> dit  Save
Arrowkey/TAB/BACK=Hove SPACE=Togale ENTER=Select ESC=Back

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

WebView Switches

Management Settings

From the Management Settings screen, you can set the
following options:

0 Serial Port Session Configuration
0 Telnet Session Configuration

0 Secure Telnet (SSH) Configuration.

2. Telnet Configuration
3. SSH Configuration
0. Back

RrronKevalleBlll:!-llwe %CE“IMIB ENTEI?*Select ESC=Back

anagement settings vienu

Serial Port Configuration

The Serial Port Configuration screen displays the Switch’s
baud rate.

Serial Port Configuration
Baud rate: 38400 bps
Action-> di Save
rowkey/ TAB/BACK=Hove =Togale ENTER=Select

Select Edit and press the Enter key to make changes.
Toggle to the desired speed and when your changes are
complete, press the Esc key to return to the Action menu.
Select Save and press the Enter key to save your changes.
To exit, select Quit and press the Enter key.

12
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Telnet Configuration

The Telnet Configuration screen displays the timeout value.
The value is entered in seconds. If you do not want the
Telnet session to timeout, you may enter a value of 0 sec.

Telnet Configuration

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

SSH Configuration

The SSH Configuration screen displays the following
options:;

SSH Server Configuration
SSH Server Status
SSH Crypto Key Generation

Y s |

SSH Keys Fingerprints

85H Configuration

. SSH Server Status

. S8H Crypto Key Generation
. S8H Keys Fingerprints
Back

2
3
&
0.

Arrowkey/TAB/BACK=Hove SPACE=Toggle ENTER=Select ESC=Back
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SSH Server Configuration

On the SSH Server Configuration screen, you can enable
or disable the SSH Server by navigating to the SSH Server
option and using the SPACE bar to toggle the option. The
SSH Server Port can be modified by entering in the value.

$SH Server Configuration
SSH Server: DISABLE
SSH Server Port: 22

Action-> Edit  Save
ArrowKey/TAB/BACK=Move SPACE=Toggle ENTER=Select ESC=Back

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

SSH Status

The SSH Status screen displays whether the SSH Server is
enabled, the RSA and DSA key status, and any open SSH
sessions.

SSH Server is disabled
RSA key was not generated, DSA key was not generated

No open SSH sessions

tion-3 Refresh
Arrowkey/TAB/BACK=Hove SPACE=Togole ENTER=Select ESC=Back

atus

Select Refresh to update the screen if necessary. To exit,
select Quit and press the Enter key.

13



Chapter 4

Configuration Using the Console Interface

SSH Crypto Key Generation

On the SSH Crypto Key Generation screen, you can toggle
between RSA and DSA using the SPACE bar. The SSH
Public Key Length cannot be modified.

$5H Crypto Key Generation

55H Public Key RAlgorithm  RSA
§SH Public Key Length 512

Action-> Edit  Execute
ArrowKey/TAB/BACK=Hove SPACE=Toggle ENTER=Select ESC=Back

y Yy I

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

SSH Keys Fingerprints

On the SSH Keys Fingerprints screen, the RSA and DSA keys
are displayed if they have been generated.

$5H Keys Fingerprints

RSA Fingerprints No RSA key was generated
DSA Fingerprints No DSA key was generated

tion-> Refresh
Arrowkey/TAB/BACK=Hove SPACE=Togole ENTER=Select ESC=Back

eys FIngerprints

Select Refresh to update the screen if necessary. To exit,
select Quit and press the Enter key.

WebView Switches

Username & Password Settings

From the Username & Password Settings screen, you
can administer the user names and passwords of those
accessing the Switch.

Usernane & Pazsword Settings

Usernane Password Password Again

1. admin - -

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

& NOTE: The Username & Password Settings
screen can also be used to set passwords for
other users.

Security Settings

The Security Settings screen enables you to configure
security settings on the Switch, as well as generate and
display the certificate.

Security Settings

2. SSL Show Certificate
3. Disable Active Management Access Profile
0, Back

Arrowkey/TAB/BACK=Hove SPACE=Toggle ENTER=Select ESC=Back

14



Chapter 4 Configuration Using the Console Interface

SSL Certificate Generation Disable Active Management Profile
Use the Certificate Generation screen to specify a device- To disable the active management profile, selecting
generated certificate. Disable Active Management Profile from the Security

Settings screen. You are prompted for confirmation.

SSL Certificate Generation
Security Settings

Public Key Rlgorithm RSA ifi
Public Key Length 512 1. SSL Generate Certificate
2. SSL Show Certificate

Organization Name
Locality or City Name 0. Back
State or Province Name

Country Name
Validity Term 365

Public Key Length Specifies the SSL RSA key length.
(Range: 512-2048) ] ]
& NOTE: This setting has no effect when

Organization Name Specifies the organization name.

Management Access Rules are not defined.
(Range: 1-64)

Locality or City Name Specifies the location or city name.
(Range: 1-64) IP Configuration

State or Province Name Specifies the state or province

TheIP Configurationscreen letsyou configure the following
name. (Range: 1-64)

options:
Country Name Specifies the country name. (Range: 2-2) 1 IP Address Settings
Validity Term Specifies number of days certification is : .
valid. (Range: 30-3650) 0 HTTP Configuration
. 0 HTTPS Configuration
Show Certificate , .
0 Network Configuration.

Use the Show Certificate screen to display the internal

certificate.
IP Configuration
[L__IP Hddress Setting<M

S5L Certificate 2. HTTP Configuration

---------------- 3. HTTPS Configuration
Issued by : C= ‘ST I_ . CN=0.8.0.8, 0= , OU= £ 3
T e 4:30' 2000 G &. Network Configuration
Valid to: Dec 31 81 1& 30 2000 GMT 0. Back
Subject: C= , ST= N=0.0.0.8, 0= , OU= 5
Fingerprint: 044BD9AG seseu:ac EBFD5632 FB6E98TB D71B61CE

I\'rul(ev”m-ﬂwe %-TOWL 5TER-Salect ESC=Back

H:tinn-) m Eefr‘eih
Arrowkey/TAB/BACK=Move SPACE=Togale ENTER=Select ESC=

WebView Switches 15



Chapter 4

Configuration Using the Console Interface

IP Address Configuration

The IP Address Configuration screen lets you configure

the Switch’s IP address information.

IP Address Configuration

IP Address: 508.1.1.2
Subnet Mask: 259.255.255.0
Default Gatemay: 0.0.0.0
Management VLAN: 1 VLAN ID
DHCP client: DISABLE

HTTP

The HTTP screen lets you configure the status and port
number of the HTTP Server.

HTTP
HTTP Server: ENRBLE
HTTP Server Port: 80
Action-> Edi Save
Arrowkey/ TAB/BACK=Hove =Togale TER=Select ESC=Back

IP Address The IP Address of the Switch is displayed.
(The default IP address is 192.168.1.254.) Verify that the
address you enter is correct and does not conflict with
another device on the network.

Subnet Mask The subnet mask of the Switch is
displayed.

Default Gateway The [P address of your network’s
default gateway is displayed.
Management VLAN The VLAN ID number is displayed.

DHCP client The status of the DHCP client is displayed.
If you want the Switch to be a DHCP client, then select
ENABLE. If you want to assign an static IP address to the
Switch, then enter the IP settings and select DISABLE.

Select Edit to make changes. When your changes are
complete, press the Esc key to return to the Action menu,
and select Save to save your changes.

WebView Switches

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

HTTPS Configuration

The HTTPS Configuration screen lets you configure the
HTTPS settings. You can enable or disable the HTTPS server
and configure the port on which the session is enabled.

HTTPS
HTTPS Server: DISABLE
HTTPS Server Port: 63
HTTPS Certificate: IS ACTIVE
Action-> Edit _ Save
ArrowKey/TAB/BACK=Move SPACE=Togale ENTER=Select ESC=Back

onriguration

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

16
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Network Configuration TraceRoute
The Network Configuration screen offers a choice of two The TraceRoute screen displays the IP address of the
tests: Ping and TraceRoute. address whose route you want to trace.
Netiork Coifiouration Iracahoute
— IP address: 0.0.0.0
2. TraceRoute
Status:
0. Back
Results:
Action-> Edit _E {
T =) =Toggle =Select =Bacl Arrowkey. =Hove SPACE=Togale R=Select ESC=Back
W lgurati u
Ping Select Edit to change the IP address, and select Execute

to begin the traceroute test.

The Ping screen displays the IP address of the location you

want to contact. After the traceroute test is complete, the TraceRoute

screen displays the IP address, status, and statistics of the

traceroute test.
Ping Select Edit and press the Enter key to make changes.
o When your changes are complete, press the Esc key to
IP address: 0.0.0.0 return to the Action menu. Select Save and press the
Statis; Enter key to save your changes. To exit, select Quit and

press the Enter key.

Statistics:

Select Edit to change the IP address, and select Execute
to begin the ping test.

After the ping test is complete, the Ping screen displays
the IP address, status, and statistics of the ping test.

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

WebView Switches 17



Chapter 4

Configuration Using the Console Interface

File Management

The File Management screen allows you to upload or
download files, such as the startup configuration, boot, or
image file, using aTFTP server.

File Management
Source File: startup-config
Destination File: tftp
File Name:
IP Address: 0.0.08.8
Action-> Edit Execute
Arrowkey/T e SPACE=Toggle ENTER=Select ESC=Back

1le Mianagemen

Select Edit to change the settings. When your changes are
complete, press the Esc key to return to the Action menu,
and select Execute to upload or download the designated
file.

If you are downloading a new boot & image, please follow
these steps:

1. Download the new boot code. DO NOT RESET THE
DEVICE!

2. Download the new software image.

3. Reset the device now.

& NOTE: When downloading a configuration file,
be sure that it is a valid configuration file. If
you have edited the file, ensure that only valid
entries have been configured.

Restore System Default Settings

Syzten Configuration Menu

-8 tll InEnmtinn

S. [P Ganf{sumtinn
6. File Manageme

Tu Rntorn Syltan Default Settings
8. Reboot Syste

@. Back to uin nenu

To restore the Switch back to the factory default settings,
select Restore System Default Settings and press the
Enter key. You will be asked if you want to continue. Press
the y key to restore the Switch’s default settings, or press
the n key to cancel.
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Reboot System

Syzten Configuration Menu

Information
nt Bntti.n i3

b

IP Co
. File nnnq
- Restore Syltan Default Settings
- Reboot System
- Back to main menu

-

Select Reboot System and press the Enter key if you
want to restart the Switch. You will be asked if you want to
continue. Press the y key to reboot the Switch, or press the
n key to cancel. After the Switch has rebooted, the Switch
Main Menu screen will appear.

Back to main menu

Select Back to main menu and press the Enter key if you
want to return to the Switch Main Menu screen.

Port Status

On the Switch Main Menu screen, select Port Status
and press the Enter key if you want to view the status
information for the Switch’s ports.

Port Status

Port Enable Link Spd/Dpx Ctrl
GIGAL ENABLE DOMN ----- i
GIGA2 ENABLE DOWN -—--- —
GIGA3 ENABLE DOMN ----- —-—
GIGA4 ENABLE DOMN —-— —
GIGAS ENABLE DOWN —— —
1GAG ENABLE DOWN ----—-

GIGAT ENABLE DOWN -—-

1GAS ENABLE DOWN -—-

GIGAY ENABLE DOWN —-

GIGA1G ENABLE s

GIGA11 ENABLE DOWN ----—- —
GIGA12 ENABLE DOWN -—--- —

>

Arrowkey. =Hove =Toggle ENTER=Select ESC=Back

The Port Status screen displays the port numbers, their
status, Link status, speed and duplex mode, and status of
flow control, which is the flow of packet transmissions.

If you want to change any settings for a port, you must use
the Port Configuration screen.

18
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Port Configuration

Onthe SwitchMainMenuscreen, select Port Configuration
and press the Enter key if you want to configure the
Switch’s ports.

The Port Configuration screen displays the port numbers,
their status, auto-negotiation status, speed and duplex
mode, and status of flow control, which is the flow of
packet transmissions.

Port Configuration

Auto Flow

Port Enable Heg. Spd/Dpx Cirl

GIGAL ENRELE On  Auto Off

GIGA2 ENRBLE On Auto Off

GIGA3 ENABLE On  Auto  Off

GIGA& ENABLE On  Aute Off

ENRELE On  futo f

GIGAG ENRELE On  Auto Off

GIGA7 ENABLE On  Auto Off

NABLE On  Auto  Off

G ENABLE  On  Aute f

ENRBLE On  fute Off

GIGALL ENABLE On  Auto Off

ENRELE On  Auto OfF

Action-> dit  Save

Arrowkey/TAB/BACK=Move SPACE=Toggle ENTER=Select ESC=Back

Select Edit and press the Enter key to make changes.
When your changes are complete, press the Esc key to
return to the Action menu. Select Save and press the
Enter key to save your changes. To exit, select Quit and
press the Enter key.

Help

Select Help and press the Enter key if you want to view
the help information. This screen explains how to navigate
the various screens of the console interface.

WebView Switches 19
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Chapter 5:
Advanced Configuration

Overview

This chapter describes the features included in the Web-
based Utility. All of the features shown in this chapter,
unless specifically identified, are included in all of the
WebView Switches. The screen images were taken from
the SRW2048 Switch. Additional features for specific
Switches are noted. The SRW224G4, SRW248G4, SRW2016,
and SRW2024 Switches may not support all functions.

Accessing the Web-based Utility

& NOTE: The Web-based Utility is optimized
for viewing with a screen resolution of 1024 x
768. Internet Explorer version 5.5 or above is
recommended.

Open your web browser and enter 192.168.1.254 into
the Address field. Press the Enter key and the login screen
appears.

& NOTE: The default IP address of the device
is 192.168.1.254. If you have modified this
address, enter the correct IP address. The
device should be on the same subnet as the
management station used to configure the
device.

The first time you open the Web-based Utility, enter
admin in the User Name field, and leave the Password
field blank. Click the OK button. For security purposes,
it is recommended that you set a new password on the
System Password screen. the System Password screen.

WebView Switches

& NOTE: After configuring values using the Web-
based Utility, you may be required to refresh
the page to see the updated configuration.

The first screen that appears is the Setup Summary screen.
Twelve main tabs are accessible from the Web-based
Utility: Setup, Port Management, VLAN Management,
Statistics, ACL, Security, QoS (Quality of Service),
Spanning Tree, Multicast, SNMP, Admin, and Logout.
Click one of the main tabs to view additional tabs.

Setup > Summary

The Summary screen provides device and system
information about the Switch.

At the top of the Summary screen, an image of the Switch's
front panel provides the following color-coded status
information for the Switch’s Ethernet ports:

Green Indicates a connection.
Grey Indicates no connection.

Orange Indicates the port has been closed down by the
administrator.

When you click a port’s LED, the statistics for that port are
displayed.

& NOTE: The port colors in the Summary screen
are not related to the colors of the LEDs on the
Switch’s ports. The port LEDs display different
status information, as described in Chapter

2: Product Overview.

Device Information

System Name Displays the name for the Switch, if one
has been entered on the Setup tab’s Network Settings
screen.
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IP Address The IP address assigned to the Switch. This
setting can be configured from the Setup tab’s Network
Settings screen.

Subnet Mask The Subnet Mask assigned to the Switch.
This setting can be configured from the Setup tab’s
Network Settings screen.

DNS Servers The IP address of your ISP’s server that
translates the names of websites into IP addresses. This
setting can be configured from the Setup tab’s Network
Settings screen.

Default Gateway The IP address of the gateway router
between the Switch and management stations on other
network segments. This setting can be configured from
the Setup tab’s Network Settings screen.

Address Mode Specifies whether IP functionality is
enabled via manual configuration (Static) or Dynamic
Host Configuration Protocol (DHCP). This setting can be
configured from the Setup tab’s Network Settings screen.

Base MAC Address Displays the MAC address of the
Switch.

System Information

Serial Number Displays the Switch’s Serial Number.
Model Name Displays the model name of the Switch.

HardwareVersion Displaysthe Switch’scurrenthardware
version.

Boot Version Displays the current boot version of the
Switch.

Firmware Version Displays the Switch’s software
version.

System Location Displays the location of the system if it
has been defined. This setting can be configured from the
Setup tab'’s Network Settings screen.

System Contact The name of the administrator appears
here,ifone hasbeendefined. Thissetting can be configured
from the Setup tab’s Network Settings screen.

System Up Time Displays the length of time that has
elapsed since the Switch was last reset.

Current Time Displays the current time. This setting can
be configured from the Setup tab’s Time screen.

Setup > Network Settings

The Network Settings screen allows you to assign DHCP
or static IP settings to interfaces and assign default
gateways.

WebView Switches

[dentification

System Name Specifies the name of the Switch. Enter
the name into the text field provided. By default, a system
name is not defined.

System Location This field is used to enter a description
of where the Switch is physically located, such as 3rd
Floor.

System Contact Enter the name of the administrator
responsible for the system.

System Object ID Displays the system object identifier.

Base MAC Address Displays the physical address of the
Switch.

IP Configuration

Management VLAN This drop-down menu allows you to
select the Management VLAN.

IP Address Mode Specifies whether IP functionality is
enabled via manual configuration (Static) or Dynamic
Host Configuration Protocol (DHCP). Select Static or
DHCP from the drop-down menu. Selecting Static will
allow you to enter a static IP address, subnet mask and
default gateway using the text field provided. The default
setting is DHCP.

Host Name Enter the DHCP Host Name here.

IP Address If you are using a static IP address, enter the
IP address here.

Subnet Mask If you are using a static IP address, enter
the subnet mask for the currently configured IP address.

Default Gateway If you are using a static IP address,
enter the IP address of the default gateway.

DNS Server If you are using a static IP address, enter the
IP address of the DNS server. A second DNS address can be
specified in the additional text field provided.
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Click Save Settings to save your changes. Click Cancel
Changes to cancel your changes.

Setup > Time

The Time screen allows you to configure the time settings
for the Switch.

Set Time

Use System Time Select this option to use the local
hardware clock.

Use SNTP Time Select this option to synchronize the
time to an SNTP (Simple Network Time Protocol) server.

Local Time

Hours Enter the two-digit hour here.
Minutes Enter the two-digit minutes here.
Seconds Enter the two-digit seconds here.
Month Enter the two-digit month here.
Day Enter the two-digit day here.

Year Enterthelasttwo digits of the year here (forexample,
08 instead of 2008).

Time Zone Select your time zone from the drop-down
menu. Time zones are identified by the difference between
Greenwich Mean Time (GMT) and local time.

Daylight Saving

Daylight Saving Select Daylight Saving to enable it on
the Switch. If the Switch should use US daylight savings,
then select USA. If the Switch should use EU daylight
savings, then select European. If it should use another
kind of daylight savings, then select Custom and complete
the From and To fields.

WebView Switches

Time Set Offset For non-US and European countries,
specify the amount of time for daylight savings. The
default is 60 minutes. The range is (1-1440).

From Ifyouselected Other for the Daylight Saving setting,
enter the date and time when daylight savings begins.

To If you selected Other for the Daylight Saving setting,
enter the date and time when daylight savings ends.

Recurring If you selected Other for the Daylight Saving
setting and daylight savings has the same start and end
dates and times every year, select Recurring.

From If you selected Recurring, enter the date and time
when daylight savings begins.

To If you selected Recurring, enter the date and time
when daylight savings ends.

SNTP Servers

Server1 Enter the primary SNTP server here.
Server2 Enter asecondary SNTP server here.

SNTP Polling Interval (60-86400 sec) Specify the
amount of time (in seconds) before the Switch polls the
SNTP server. The default value is every 1024 seconds
(approx. 17 minutes).

Click the Save Settings button to save your changes or
click Cancel Changes to discard the information.
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Setup > Green Ethernet

The Green Ethernet Configuration screen allows you to
enable energy-efficient Ethernet (EEE). EEE optimizes
power consumption by monitoring both port and
system power requirements, while minimizing energy
consumption. Green Ethernet ensures that the network
operation is not comprimised, while at the same time
maintaining a Green network.

This feature has been added to version 1.1 of SRW2048
and to version 1.3 of SRW2024 and SRW2016.

Save Settings Cancel Changes

Energy Saving Mode Indicates if Green Ethernet is
enabled on the device. The possible field values are:

0 Enable Enables Green Ethernet on the device. This is
the default value.

0 Disable Disables Green Ethernet on the device.

EnergySaving Indicatestheamountofenergyconserved
by enabling Green Ethernet.

WebView Switches

Port Management > Port Settings

The Port Settings screen shows you the settings for each of
the Switch’s ports.
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Port The port number. To use an SFP module, click the
Detail button of the appropriate port (G1, G2).

Description A brief description of the port. To enter or
modify the description, click the Detail button.

Administrative Status The port’s administrative status.
To take the port offline, select the Down option. To allow
normal access to the port, select Up.

Link Status The port’s operational status. Up indicates a
port has an active connection. Down indicates there is no
active connection or the port has been taken offline by an
Administrator.

Speed The port’s configured rate in Mbps. The speed can
be configured only when auto-negotiation is disabled on
that port.

Duplex The port's current duplex mode: Full
(transmission occurs in both directions simultaneously) or
Half (transmission occurs in only one direction at a time).
This mode can be configured only when auto-negotiation
is disabled and port speed is set to 10Mbps or 100Mbps.
It cannot be configured on Link Aggregation Groups
(LAGS).

MDI/MIDX The MDI/MDIX status of the port. The MDI
setting is used if the port is connected to an end station.
The MDIX setting is used if the port is connected to a hub
or another switch.

Flow Control The type of flow control currently in use. It
is active when the port uses the Full Duplex Mode.

Type The port type.

LAG The Link Aggregated Group (LAG) to which the port
belongs, if the port is a LAG member.
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PVE When a port is a Private VLAN Edge (PVE) port,
it bypasses the Forwarding Database and forwards all
unicast, multicast, and broadcast traffic to an uplink.
Uplinks can be ports or LAGs.

Detail The Detail button opens the Port Configuration
Detail screen.

Port Settings > Port Configuration
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Port The port number.

Description User-defined port description. To modify
the description, click Detail.

Port Type (Read-only) The port’s connection type and
speed.

Admin Status The port’s administrative status. Select
either Up or Down to enable or disable traffic forwarding
through the port.

Current Port Status (Read-only) The port’s connection
status, either Up or Down.

Reactivate Suspended Port |If the port has been
suspended, select this checkbox to reactivate the port.

Operational Status (Read-only) Displays whether the
port is operational or non-operational.

Admin Speed Use this to manually set the port’s
configured transmission rate in Mbps. You can select T0M,
100M, or 1000M (Gigabit ports only). Before you change
this setting, make sure that Auto Negotiation is disabled.

Current Port Speed (Read-only) The port’s current rate
in Mbps.

Admin Duplex The port’s duplex mode (Full or Half).

Current Duplex Mode (Read-only) The port’s current
duplex mode.

Auto Negotiation Select Enable (default) or Disable
to enable or disable Auto-Negotiation on the port. Auto-
Negotiation allows a port to advertise its transmission rate,
duplex mode, and flow control settings to other ports. If
using a small-form-factor pluggable (SFP) module, select
Disable.

WebView Switches

Current Auto Negotiation (Read-only) The port’s current
Auto-Negotiation status.

Admin Advertisement Specifies the capabilities to be
advertised by the port. Multiple options may be selected
or Max Capability can be selected to cover all of the
options. The available options are;

0 Max Capability The port advertises all speeds and
duplex mode settings.

0 10 Half The port advertises 10 Mbps half-duplex
operation.

0 10 Full The port advertises 10 Mbps full-duplex
operation.

0 100 Half The port advertises 100 Mbps half-duplex
operation.

0 100 Full The port advertises 100 Mbps full-duplex
operation.

0 1000 Full (Gigabit ports only) The port advertises
1000 Mbps full-duplex operation.

& NOTE: The SRW248G4 and SRW224G4 offer
only the 1000 option on ports G1-G4.

Current  Advertisement (Read-only) The speed
and duplex mode settings that the port is currently
advertising.

Neighbor Advertisement (Read-only) The speed and
duplex mode settings that the neighbor port (the port to
which the selected port is connected) is advertising. If the
port has no neighbor port, this field displays “Unknown.”

Back Pressure Select Enable or Disable (default) to
enable or disable Back Pressure mode on the port.

Current Back Pressure (Read-only) The current Back
Pressure mode on the port.

Flow Control Select Enable or Disable to manually
enable or disable flow control, or select Auto-Negotiation
for automatic selection of flow control on the port.

Current Flow Control (Read-only) The current flow
control setting.

MDI/MDIX Select the port’'s MDI/MDIX type, either MDI,
MDIX, or Auto (automatically detect type). The MDI
setting is used if the port is connected to an end station.
The MDIX setting is used if the port is connected to a hub
or another switch.

Current MDI/MDIX (Read-only) The port’s current MDI/
MDIX type.
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PVE When a port is a Private VLAN Edge (PVE) port,
it bypasses the Forwarding Database and forwards all
unicast, multicast, and broadcast traffic to an uplink.

& NOTE: All ports in the same PVE group should
join the same VLAN group.

LAG (Read-only) The LAG to which this port belongs, if
the portis a LAG member.

Click Save to save the settings and leave the screen open.
Click Save & Close to save the settings and close the
screen. Click Close to close the screen without saving the
settings.

Port Management > Link Aggregation
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LAG The LAG number (1-8).
Description The user-defined description for the LAG.

Admin Status The administrative status of the LAG. Up
indicates that the LAG is available. Down indicates that
administrator has taken the port offline. When modifying
the option, click Save Settings.

Type Indicates if a LAG has been manually configured
(static) or dynamically set through LACP.

Link Status Displays the status of the link.
Speed Displays the port speed.
Duplex Displays the duplex mode.

Flow Control Displays the flow control status of the LAG.
It is active when the port uses Full Duplex Mode.

LAG Mode Displays the LAG status: On, Off, or Not
Present.

Detail To create a new LAG, click Detail in the Detail
column to display the Link Aggregation detail screen.

WebView Switches

Link Aggregation > Detail

LAG Configuration

LAG The LAG number (1-8). To display or edit another
LAG, select the number from the drop-down menu.

Description The user-defined LAG description of up to
64 characters. This field is blank by default.

LACP Select the checkbox to enable Link Aggregation
Control Protocol (LACP).

LAG Type (Read-only) The LAG type.

Administrative Status The LAG’s administrative status.
Select either Up or Down to enable or disable the LAG.

Current Status (Read-only) The LAG’s status, either Up or
Down.

Reactivate Suspended LAG If the LAG has been
suspended, select this checkbox to reactivate the LAG.

Operational Status (Read-only) Displays whether the
LAG is operational or non-operational.

Admin Auto Negotiation Enables or disables Auto
Negotiation on the LAG. Auto-negotiation is a protocol
between two link partners that enables a LAG to advertise
its transmission rate, duplex mode and flow control (the
flow control default is disabled) abilities to its partner.

Current Auto Negotiation The current Auto Negotiation
setting.

Admin Speed The configured speed at which the LAG is
operating.

Current LAG Speed (Read-only) The current speed at
which the LAG is operating.

Admin Flow Control Enables or disables flow control or
enables the auto negotiation of flow control on the LAG.

Current Flow Control (Read-only) The current flow
control setting.

PVE Displays the PVE group to which the LAG is
configured.
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Select Ports

Ports Displays the ports that are members of the selected
LAG.

Port Management > LACP

You can use the Link Aggregation Control Protocol (LACP)
to link aggregate ports into link aggregation port groups.
Each group is comprised of ports with the same speed, set
to full-duplex operation.
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You can manually set up aggregated links or automatically
establish them by enabling LACP on the relevant links. The
LACP screen contains fields for configuring LACP LAGs.

LACP System Priority The global LACP priority value.
The possible range is 1-65,535. The default value is 1.

Port The port number to which timeout and priority
values are assigned.

LACP Port Priority The LACP priority value for the port.
The field range is 1-65,535.

LACP Timeout Administrative LACP timeout. A short or
long timeout value can be selected. Long is the default.

Admin Key A channel will only be formed between ports
having the same admin key. This only applies to ports
located on the same switch.

WebView Switches

VLAN Management > Create VLAN

The Create VLAN screen provides information and global
parameters for configuring and working with VLANS.

Single VLAN

VLAN ID (2-4094) The ID number of the VLAN being
configured. Up to 256 VLANSs can be created. This field is
used to add VLANs one at a time. To add the defined VLAN
ID number, click Add.

VLAN Name The user-defined VLAN name.

VLAN Range

VLAN Range The range of VLANs being configured. To
add the defined range of VLAN ID numbers, click Add
Range.

VLAN Table

The VLAN Table displays a list of all configured VLANSs. The
VLAN ID, VLAN Name, and status of the VLAN are displayed
here. To remove a VLAN, click Remove.

& NOTE: VLANs that are created dynamically
using GARP VLAN Registration Protocol (GVRP)
are assigned a VLAN name “Undefined”
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VLAN Management > Port Setting

The VLAN Port Setting screen provides parameters for
managing ports that are part of a VLAN. The port default
VLAN ID (PVID) is configured on the VLAN Port Setting
screen. All untagged packets arriving to the device are
tagged by the ports PVID.
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Port The port number included in the VLAN.
Mode Indicates the port mode. Possible values are:

0 General The port belongs to VLANs, and each VLAN
is user-defined as tagged or untagged (full 802.1Q
mode).

0 Access The port belongs to a single untagged VLAN.
When a port s in Access mode, the packet types which
are accepted on the port (packet type) cannot be
designated. It is also not possible to enable or disable
ingress filtering on an access port.

0 Trunk The portbelongstoVLANsinwhichall portsare
tagged (except for an optional single native VLAN).

Acceptable Frame Type Packet type accepted on the
port. Possible values are:

0 Admit All Indicates that both tagged and untagged
packets are accepted on the port.

0 Admit Tag Only Indicates that only tagged packets
are accepted on the port.

PVID Assigns a VLAN ID to untagged packets. The
possible values are 2-4094. VLAN 4095 is defined as
per standard and industry practice as the discard VLAN.
Packets classified to the Discard VLAN are dropped.

Ingress Filtering Enables or disables Ingress filtering on
the port. Ingress filtering discards packets which do not
include an ingress port.

LAG Indicates the LAG to which the VLAN is defined.

WebView Switches

VLAN Management > Ports to VLAN

The Ports to VLAN screen contains fields for configuring
ports to a VLAN. The port default VLAN ID (PVID) is
configured on the Create VLAN screen. All untagged
packets arriving to the device are tagged by the ports
PVID.

The Ports to VLAN screen contains a Port Table for VLAN
parameters for each port. Ports are assigned VLAN
membership by selecting and configuring the presented
configuration options.

VLAN The VLAN number.

Access Indicates the port belongs to a single untagged
VLAN. When a port is in Access mode, the packet types
which are accepted on the port cannot be designated.
Ingress filtering cannot be enabled or disabled on an
access port.

Trunk Indicates the port belongs to VLANs in which
all ports are tagged, except for one port that can be
untagged.

General Indicates the port belongs to VLANSs, and each
VLAN is user-defined as tagged or untagged (full 802.1Q
mode).

Tagged Defines the interface as a tagged member of a
VLAN. All packets forwarded by the interface are tagged.
The packets contain VLAN information.

Untagged Packets forwarded by the interface are
untagged.

Forbidden Forbidden ports are not included in the
VLAN.

Exclude Excludes the interface from the VLAN. However,
the interface cannot be added to the VLAN through
GVRP.
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VLAN Management > VLAN to Ports

The VLAN to Ports screen contains fields for configuring
VLANS to a ports.
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Port Displays the interface number.

Mode Indicates the port-to-VLAN mode. The possible
field values are:

0 General Indicates the port belongs to VLANs, and
each VLAN is user-defined as tagged or untagged (full
802.1Q mode).

0 Access Indicatesthe portbelongstoasingleuntagged
VLAN. When a port is in Access mode, the packet types
which are accepted on the port cannot be designated.
Ingress filtering cannot be enabled or disabled on an
access port.

0 Trunk Indicates the port belongs to VLANs in which
all ports are tagged, except for one port that can be
untagged.

Join VLAN Defines the VLANs to which the interface is
joined.
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VLAN to Ports > Join VLAN

VLANs Displays the PVID tag.

LAG Indicates if the port is a member of a LAG. If itis a
member o