











Step3  Create Authorization profile With Access Type Access_Accept with cisco-av-pair(s) with psk-mode and psk password
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Introduction to Profiling and Policy Engine on the WLC

Cisco currently of



Profiling and Policy Configuration

Procedure



Step4  When in the Local Policy List, click 1HZ to create a Policy Name. In this example, IHDFKHU /3 is used as a policy name,
but you can use
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For additional details on configuring Local Policy please see the link http://www.cisco.com/c/en/us/td/docs/
wireless/controller/8-3/config-guide/b_cg83/


http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-3/config-guide/b_cg83/b_cg83_chapter_01110.html
http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-3/config-guide/b_cg83/b_cg83_chapter_01110.html

Step 8 User can create more than one Local policy and apply it for student as “student-LP".
Note  Ensure that the Match Role String is the same as the defined role name on the AAA/Radius Server.

Step 9 Create a default local policy for any other device.
If no other ACL is applied in the Local policy,then any other device,other than Apple-iPad, will beable to access the
applications because the final filter function of all policies is $0RZ D0



In order to block all applications on all devices except Apple-iPad, create a GHQ\ DI0 ACL and apply it on the Local Policy
and then apply that policy on the WLAN as the last resort.See the configuration examples in the screenshots below.
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Mapping Policy on WLAN












Conclusion
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