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Related Documentation

Before installing or upgrading the device, refer to the device release notes.Note

ವ Cisco Catalyst 3650 Switch documentation, located at:
http://www.cisco.com/go/cat3650_

the

http://www.cisco.com/go/cat3650_docs
http://www.cisco.com/en/US/products/hw/modules/ps5455/tsd_products_support_series_home.html
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html
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Table 1: Command Mode Summary







Table 2: Common CLI Error Messages

How to Get HelpMeaningError Message

Reenter the command followed by
a question mark (?) without any
space between the command and
the question mark.

The possible 　圀刀䜀



Changing the Command History Buffer Size
By default, the device records ten command lines in its history buf





PurposeCommand or Action

Disables the enhanced editing mode for the current terminal
session in privileged EXEC mode.

terminal no editing

Example:
Device# WHUPLQDO QR HGLWLQJ

Step 2

Editing Commands Through Keystrokes
The keystrokes help you to edit the command lines. These keystrokes are optional.





DETAILED STEPS



PurposeCommand or Action

Expressions





C H A P T E R  2
Using the Web Graphical User Interface

ವ Prerequisites for Using the Web GUI, page 13

ವ Information About Using The



wireless configuration. Start the wizard through Configuration -> Wizard and





Step 3



The SNMP System Summary page appears.

Step 6 On the SNMP System Summary page, enter the following SNMP system parameters for the device, and click



If
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LAN environment, NTP can be configured to use IP broadcast messages insteeeeᔷ㌠〲〠〠ㄠㄶ㜮〴‴㘹⸷㜳⁔洊⠀䔀啔樊ㄠ䬰けs=〠ㄠ㐳㘮㐹‶㤰⸵㜳⁔洊⠀䠀儀䡏〰䠀䠀䡕〰嘀坄〰䠀䡌〰䰀唀‰‱″㐴⸰㤠㔳㐮㘷㌠呭ਨusd⥔樊ㄠ〰ざe⥆〰嘩呪਱‰‰‱ⴰ⸵㔷ਰ⁧㐴‶㤸⸵㜳‸㘊⠀䘀刀儀䤀䰀䨀堀唀䠀䜩䐰えe䰰が剪਱‰‰‱′㘰⸲㠠ㄹ㤮〵㜳‸㘊⠀䘀刀儀䤀噓〰䡏〰䡔樊ㄠ嬰え䰰が༩呪ਠ〠ㄠ㈴㌮㤲‶㤵⸳㌷㌠㠶ਨco䔰え呪਱‰〰嘀圩〰え‱



If the network is isolated from the





The address table lists the destination MAC address, the associated VLAN ID, and port



ARP Table Management
To communicate with a device (over Ethernet, for example), the software first must learn the 48-bit MAC
address or the local data link



DETAILED STEPS







PurposeCommand or Action

Configures a system





DETAILED STEPS



PurposeCommand or Action

Specifies the login message.banner login c

mess









P u r p o s e C o m m a n d  o r  A c t i o n

d e f i n et h i s s t r i n gb y

u s i n g

t h es n m p - s e r v e rc o m m u n i t y
c o m m a n d b e f o r eu s i n gt h es n m p - s e r v e r h o s t

c o m m a n d .

ವ

notification-typeಧV⸳sesV⹗heV ac-notification

V⹎eyword.

Enables the device

to

send

MAC

addressmove notification traps tothe NMS.snmp-server enable trapsmac-notificationmoveExample:Device
(config)#VQPS�VHUYHU

HQDEOHWUDSVStep 3PDF�QRWLILFDWLRQ
PRYH Enables the MAC

address

move

notification feature.mac

address-table

notification

mac-move

Example:Device
(config)#PDF

DGGUHVV�WDEOHStep 4QRWLILFDWLRQ PDF�PRYHReturnstoprivilegedEXECmode.endExample:Device
(config)#HQGStep 5

Configuring MAC Threshold Notification Traps
When



DETAILED STEPS







Monitoring and Maintaining Administration of the Device



Configuration Examples for Device Administration

Example: Setting the System Clock

This example shows how to manually set the system clock:

Device# FORFN VHW �������� �� -XO\ ����

Examples: Configuring Summer Time
This example (for daylight savings time) shows how to



Example: Configuring a Login Banner
This





MIBs

http://www.cisco.com/go/mibs
http://www.cisco.com/support
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Performing Device Setup Configuration

ವ Finding Feature Information, page 47

ವ

http://www.cisco.com/go/cfn


Device Boot Process
To start your device, you need to follow the procedures in the hardware installation guide for







Devices







ವ The auto-install process stops if a configuration file cannot be downloaded or if the configuration file
is corrupted.

ವ The configuration file that is downloaded from TFTP is merged with the existing configuration in the
running configuration but is not saved in the NVRAM unless you enter the write memory or
copy running-configuration startup-configuration privileged EXEC command. If the downloaded
configuration is saved to the startup configuration, the feature is not triggered during subsequent system
restarts.

DHCP Autoconfiguration
DHCP autoconfiguration downloads a configuration file to one or



თHostname (optional)

ವ Depending on the settings of the DHCP server



You can configure the IP addresses of the





Table 7: Common Environment Variables





DescriptionVariable

Specifies the IP address and the



Configuring DHCP Autoconfiguration (Only Configuration File)
This task describes how to configure DHCP autoconfiguration of the TFTP and DHCP settings on an existing
device in the network so that it can support the autoconfiguration of a new device.

SUMMARY STEPS

1. configure terminal
2. ip dhcp pool poolname
3. boot filename







DETAILED STEPS





PurposeCommand or Action

�6�S�H�F�L�I�L�H�V �W�K�H �,�3 �D�G�G�U�H�V�V �D�Q�G �P�D�V�N �I�R�U

�W�K�H

�L�Q�W�H�U�I�D�F�H��

�L�S �D�G�G�U �H�V�V �D�G�G�U�H�V�V �P�D�V�NExample:



DETAILED STEPS



Manually Assigning IP Information to Multiple SVIs
This task describes how to manually assign IP information to multiple switched virtual interfaces (SVIs):

SUMMARY STEPS

1. configur





DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.configure terminal

Example:



SUMMAR











SUMMARY STEPS

1. configure terminal
2. copy running-config startup-config
3. reload in [hh:]mm [text]
4. reload at hh: mm [month day | day month] [text]
5. reload cancel
6. show reload

DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.configure terminal

Example:



Monitoring Device Setup Configuration

Example: Verifying the Device Running Configuration





All packages are Digitally Signed
Starting System Services
Nov 7 09:45:49 %IOSXE-1-PLATFORM: process stack-mgr: %STACKMGR-1-DISC_START: Switch 2 is
starting stack discovery
#######################################################################################################################
Nov 7 09:47:50 %IOSXE-1-PLATFORM: process stack-mgr: %STACKMGR-1-DISC_DONE: Switch 2 has
finished stack discovery
Nov 7 09:47:50 %IOSXE-1-PLATFORM:



File "sda9:c3850-recovery.bin" uncompressed and



Example: Configuring DHCP Auto-Image Update

Related Topics

Configuring DHCP Auto-Image Update (Configuration File and Image), on page 63

Example: Configuring a Device to Download Configurations from a DHCP
Server

This example uses a Layer 3 SVI interface on VLAN 99 to enable DHCP-based autoconfiguration with a
saved configuration:

Device# FRQILJXUH WHUPLQDO
Device(config)# ERRW KRVW GKFS
Device(config)# ERRW KRVW UHWU\ WLPHRXW ���
Device(config)# EDQQHU FRQILJ�VDYH A& &DXWLRQ � 6DYLQJ &RQILJXUDWLRQ )LOH WR 195$0 0D\ &DXVH

<RX WR 1R ORQJHU $XWRPDWLFDOO\



Additional References For Performing Device Setup
Related Documents



MIBs

http://www.cisco.com/go/mibs
http://www.cisco.com/support
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ವ To activate a permanent license, you must



ವ IP ServicesಧLayer 2, Layer 3, and IPv6 features. (Applicable only to switches and not controllers.)

The



Mobility Controller Mode
AP-count licenses are used only when the switch is in Mobility Controller



Right-to-Use AP-Count Evaluation Licenses
If you are considering upgrading to a license with a higher access point



DETAILED STEPS



Activating an AP-Count License

SUMMARY STEPS

1. la et a t



SUMMAR



Related Topics

Right-To-Use AP-Count Licensing, on page 88

Right-to-Use AP-Count



PurposeCommand or Action

Changes a switch in Mobility
Controller mode to Mobility
Agent mode.

MobilityConty



PurposeCommand

Displays detailed



License Name Type Count Period left
-------------------------------------------------------

ipservices permanent





To resolve the



Additional References for RTU Licensing
Related Documents

http://www.cisco.com/go/mibs
http://www.cisco.com/support
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DETAILED STEPS





http://www.cisco.com/go/mibs
http://www.cisco.com/support
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C H A P T E R  7
Configuring 802.11 parameters and Band
Selection

ವ Finding Feature Information, page 107

ವ Restrictions on Band Selection, 802.11 Bands, and Parameters, page 107

ವ Information About Configuring Band Selection, 802.1

http://www.cisco.com/go/cfn


ವ Band selection operates



Some Cisco 802.1

















Monitoring Configuration Settings for Band Selection, 802.11
Bands, and Parameters

Monitoring Configuration Settings Using Band Selection and 802.11 Bands
Commands

This section describes



MCS 4 : Supported
MCS 5 : Supported
MCS 6 : Supported
MCS 7 : Supported
MCS 8 : Supported
MCS 9 : Supported
MCS 10 : Supported
MCS 11 : Supported
MCS 12 : Supported
MCS 13 : Supported
MCS 14 : Supported
MCS 15 : Supported
MCS 16 : Supported
MCS 17 : Supported
MCS 18 : Supported
MCS 19 : Supported
MCS 20 : Supported
MCS 21 : Supported
MCS 22 : Supported
MCS 23 : Supported

802.11n Status:
A-MPDU Tx:

Priority 0 : Enabled
Priority 1 : Disabled
Priority 2 : Disabled
Priority 3 : Disabled
Priority 4 : Enabled
Priority 5 : Enabled
Priority 6 : Disabled
Priority 7 : Disabled

A-MSDU Tx:
Priority 0 : Enabled
Priority 1 : Enabled
Priority 2 : Enabled
Priority 3 : Enabled
Priority 4 : Enabled
Priority 5 : Enabled
Priority 6 : Disabled
Priority 7 : Disabled

Guard Interval : Any
Rifs Rx : Enabled

Beacon Interval :

Diういr唰しvげrity�U�Y�j
1 Oj
100X�FW00XUH0U�G�'�L�V�D�E�O�H�G�,6�WTj
1 )00X� 0 11242.4 548.384 T&0U�Y�Q





Beacon Interval : 100
CF Pollable Mandatory : Disabled
CF Poll Request



Configuration Examples for Band Selection, 802.11 Bands, and
Parameters

Examples: Band Selection Configuration

This example shows how to set the probe cycle count and time threshold for a new scanning cycle





Additional References for 802.11 Parameters and Band Selection
Related Documents

http://www.cisco.com/go/mibs
http://www.cisco.com/support
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ವ The load balancing uses an existing association denial mechanism based onThe







http://www.cisco.com/go/mibs


http://www.cisco.com/support
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Information About Client Roaming
The controllers deliver high-end wireless services to the clients roaming across wireless network. Now, the
wireless services are integrated with the switches, thus delivering a



When a client joins an MA initially and its point of attachment has not changed, that MA is referred as local
or associated MA. The MC to



ವ Enhanced neighbor list request (E2E)ಧThe End-2-End specification is a Cisco and



DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.configure terminal

Example:
Device# FRQILJXUH WHUPLQDO

Step 1

Enters WLAN configuration mode.wlan wlan_profile_name wlan_ID SSID_network_nameStep 2

Example:
Device(config)#ZODQ ZODQ�

(Optional) Disables Layer 2 anchoring.no mobility anchor stickyStep 3

Example:
Device(config-wlan)#QR PRELOLW\ DQFKRU VWLFN\

R吊⽆㘠㠠呦਱‰‸⁔昊ㄠ〠〠㄰〰刀䔀䰰〰嘀圀䰀䘀一‱〰げbQ洹਱‰‰‱〰げb地ぐobM䐶਱‰‰‱〰げb匠呦਱‰‰‱‱㉙え





Configuring Mobility Oracle

SUMMARY STEPS

1. configure terminal
2. wireless mobility oracle
3. end

DETAILED STEPS



Configuring Mobility Controller

SUMMARY STEPS

1. configure terminal
2. wireless mobility controller
3. wireless mobility controller peer-group switch-peer-group-name
4. wireless mobility controller peer-group switch-peer-group-namemember ip ip-address {public-ip
public-ip-address}

5. wireless





PurposeCommand or Action

Configures the mobility oracle IP address.wireless mobility oracle ipmo-ip-addressStep 12





The following command can be used to monitor mobility configurations on the Mobility Oracle, Mobility
Controller, and Mobility Agent.

Table 14: Monitoring Mobility Configuration Commands on the Mobility Controller and Mobility Agent



Table 17: Monitoring Mobility Configuration Commands on the Mobility Agent

PurposeCommand

Displays the

http://www.cisco.com/go/mibs


Technical Assistance

http://www.cisco.com/support


C H A P T E R  10
Configuring Application Visibility and Control

ವ Finding Feature
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Monitoring Application Visibility and Control

Monitoring Application Visibility and Control (CLI)
This section





a) On the Aggregate, Upstream, and Downstream tabs, you can view the application cumulative and last 90 seconds
statistics and usage percent with the following fields:

ವ Application name

ವ Packet count

ವ Byte count

ವ Average packet size

ವ usage (%)

Step 3 ChooseMonitor > Clients > Client Details > Clients.
The Clients page appears.

Step 4 Click



Device(config)#HQG

Device# FRQILJXUH WHUPLQDO
Device# IORZ PRQLWRU IPBY�
Device(config-flow-monitor)# UHFRUG IUBY�
Device(config-flow-monitor)# FDFKH WLPHRXW DFWLYH ����
Device(config)#HQG

Device(config)#ZODQ ZODQ�
Device(config-wlan)#LS IORZ PRQLWRU IPBY� LQSXW
Device(config-wlan)#LS IORZ PRQ IP�Y� RXWSXW
Device(config)#HQG

Additional References for Application Visibility and Control

http://www.cisco.com/go/mibs


http://www.cisco.com/support
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Configuring Voice and Video Parameters

ವ Finding딀

http://www.cisco.com/go/cfn


ವ SIP CAC can be used for the 9971 Cisco phones that support TSPEC-based admission control. You can
also







U-APSD
Unscheduled automatic











PurposeCommand or Action

Example:
Device(config)# DS GRW�� �JK]



DETAILED STEPS

PurposeCommand or Action

Specifies all of the WLANs configured on the device.show wlan summaryStep 1

Example:
Device# VKRZ ZODQ VXPPDU\

Specifies the WLAN that you planwlan







PurposeCommand or Action

Returns



SUMMARY STEPS

1. configure terminal
2. wlan wlan-name qos platinum
3. ap dot11 {5ghz | 24ghz} cac {voice | video} acm
4.



Configuring EDCA Parameters (CLI)

SUMMARY STEPS

1. configure terminal
2. ap dot11 {5ghz | 24ghz } shutdown
3. ap dot11 {5ghz | 24ghz} edca-parameters {custom-voice |



P u r p o s e

C o m m a n d  o r  A c t i o n







Standards and RFCs

http://www.cisco.com/go/mibs
http://www.cisco.com/support
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How to Configure RFID Tag Tracking

Configuring RFID Tag Tracking (CLI)

SUMMARY STEPS

1. location rfid status
2. (Optional) no location rfid



Monitoring RFID Tag Tracking Information
This section describes the new commands for the



MIBs

http://www.cisco.com/go/mibs
http://www.cisco.com/support
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Configuring Location Settings

ವ Finding Feature Information, page 177

http://www.cisco.com/go/cfn


How to Configure Location Settings

Configuring Location Settings (CLI)

SUMMARY STEPS

1. configure terminal
2. location plm {calibrating [multiband |〰しing









DETAILED STEPS



Table 25: Monitoring NMSP Settings Commands



http://www.cisco.com/go/mibs


Technical Assistance

LinkDescription

http://www.cisco.com/supportThe Cisco

http://www.cisco.com/support
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T



Additional References for Monitoring Flow Control
Related Documents

Document TitleRelated Topic

System Management Command Reference Guide,
Cisco IOS XE Release 3SE (Cisco WLC 5700 Series)

System management commands

Standards and RFCs

http://www.cisco.com/go/mibs
http://www.cisco.com/support
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ವ





DETAILED STEPS





Tunnels: 0
Control Plane Entries: 512
Input Netflow flows: 16384
Output Netflow flows: 8192

These numbers are typical for L2 and IPv4 features.
Some features such



http://www.cisco.com/go/cfn








DETAILED STEPS

PurposeCommand or Action

Enters global configuration mode.











DETAILED STEPS







SUMMARY STEPS

1. Add a line to the file /etc/syslog.conf.
2. Enter these commands at the UNIX





http://www.cisco.com/go/mibs
http://www.cisco.com/support
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Configuring Online Diagnostics

ವ Finding Feature Information, page 213
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PurposeCommand or Action

ವ completeಧStarts the complete test suite.

ವ minimalಧStarts the minimal bootup test suite.

ವ non-disruptiveಧStarts f਱‰‰‱″㌰⸹㐵‶㐴⸰㤹㌮ㄶ㙚ㄶ㈠呣ਯ䘴‱〠呦਱U㜹‶㤱‰‰‱″㔸⸱㘵‶㈵⸱㤳⁔洊⠀䔀刀刽⸲〰え⥔樊⽆㐠㄰⁔昊ㄱ‴㌶⸹㐵‶㐴⸰㤳⁔洊⠀圀䠀嘀圩呪਱‰‰‱‴㔳⸳〵‶㐴⸰㤳⁪਱㈳㤰ざuite.



PurposeCommand or Action



DETAILED STEPS

PurposeCommand or Action

Enters globalE䰠氊㈶〠吰‰ぅal㜊昊㈠〠〠ㄠ㐠氊㈶㑄⸰㕐⁬ਲ㘰⁔ぇ〨n尰㈱慮搠潲㍁捴楯渀nt倮ㄹ睌‶㌹儰くob栊昹〠朊䉔ਯ䘰‱〮㤴呪਱‰ㄲ⸸〷氊㈶㑅硡浰汥㨰ぅdg䥌䕄㤴呪਱‵㌶′ㄸ㤱⸸㑔樊ㄠ〰㤰‰㈶㔮㈵㈴㜷‰〹〠〲㘵⸲㔲㐷㜠㔳㘠㈱㠹㐮㤷‶㔱挊〮〰ㄠ呣ਸ਼⸱朊䉔ਯ䘰‱〮㤴呪਱‵㤴吹㈵氊㈶㑄⸰㔧〨n央ㄹ睌‶㌹䙄⸰㕈〰䔀䐀㄀

nt倮ㄹ睌‶㌹儰くob栊晣瑩潮䬰し䠰ぅaP㈹⁬ਲ㘵㜸⸴〶氊㈶㑄⸰㕋〰坈〰坄㔹㤠呭ਨE䬰し尰㈰䐮〵倠氊㈶〠吰儮ㄹ睌‶㌹圠氊㈶〠吰售ㄹ睌‶㌹儰く䨰ぅaQ〴呷ਲ㘵㜸⸴〶氊㈶㑄⸰㕌㤹⁔洊⠀⠀儀坙〰伀刀䔀䐀㐳㜠眊㈶㔷㠮㐰㙬ਲ㘴䐮〵㘰⁔ぉ〰䔀䐀㐴〠ㄳ‰㔷㠮㐰㙬ਲ㘴䐮〵〰⡋〰坈〰䔀䐀㐊㉔樊‰㔷㠮㐰㙬ਲ㘴䐮〵噄⸰㕓〨n䙄⸰㕌㤹⁔⴮ㄹ睌‶㌹〰け䜰ぅaR〱⁬㠠〵㜸⸴〶氊㈶㑄⸰㔰〨䡄⸰㕖䐮〵坄⸰㕖䐮〵ᅡ湤⁯爳䅣瑩潮⥔樊⽆ㄠㄹ㑔樊ㄠ㔷㠮㐰㙬ਲ㘴䐮〵䜮ㄹ睌‶㌹䐠㘳㤮㔹㤠兄⸰㔶〠吰嘊⠀⡌⁬ਲ䘰ぅaN㐰⸳㐱‵㜸⸴〶氊㈶㑄⸰㕐⁬ਲ㘰⁔け⸱㥷䰠㘳㥗⁬ਲ㘰⁔さ〰䔀䐀ㄷ㜮㈶㘶㔷㠮㐰㙬ਲ㘴䐮〵䰹㤠呭ਨEnt夰くobaOㄳ⁬ਸ਼〵㜸⸴〶氊㈶㑄⸰㕖䐮〵娮ㄹ睌‶㌹圠氊㉆䐮〵䭡湤⁯爵䅣瑩潮⥔樊⽆ㄠㄹ㑔樊ㄠ㔶㘠氱㙬ਲ㘴䐮〵儵㤹⁘〰児〰䨀佈〠吰唰ぅ潲㍁捴楯温呪ਯ䘱‱ㄲ㜮㜶‵㠶㘠氱㙬ਲ㘴䐮〵〰⡈䐮〵噄⸰㕗慮搠潲⁁捴楯温呪ਯ䘱‱ㄴ㔠氊㘰㔶㘠氱㙬ਲ㘴䐮〵幡湤⁯爵䅣瑩潮



PurposeCommand or Action

ವ test-id-rangeಧID numbers of the tests that appear in the show diagnostic



Purpose

Command

�'�L�V�S�O�D�\�V �W�K�H�F�X�U�U�H�Q�W�O�\ �U�X�Q�Q�L�Q�J�G�L�D�J�Q�R�V�W�L�F

�W�H�V�W�V��

�V�K�R�Z

�G�L�D�J�Q�R�V�W�L�F

�V�W�D�W�X�V

�'�L�V�S�O�D�\�V �W�K�H�R�Q�O�L�Q�H �G�L�D�J�Q�R�V�W�L�F�V �W�H�V�W �U�H�V�X�O�W�V��

�7�K�H

�V�Z�L�W�F�K�>�Q�X�P�E�H�U �_ �D�O�O�@�S�D�U�D�P�H�W�H�U �L�V �V�X�S�S�R�U�W�H�G�R�Q�O�\

�R�Q

�V�W�D�F�N�L�Q�J

�V�Z�L�W�F�K�H�V��

�V�K�R�Z�G�L�D�J�Q�R�V�W�L�F

�U�H�V�X�O�W
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Examples: Schedule Diagnostic Test



DiagPoETest :



MIBs

http://www.cisco.com/go/mibs
http://www.cisco.com/support
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However, you can



The protocol that you use



4



Understanding the FTP Username and Password

The FTP protocol



The service compress-config global configuration command



How to Manage Configuration File Information





P u r p o s e

C o m m a n d  o r  A c t i o n E n t e r t h e n e c e s s a r y c o n f i g u r a t i o n c o m m a n d s . T h e h e c 䘰 が g 倰 え c E n r a t i o n



Some specific commands might not get saved to NVRAM. You need to enter these commands again if
you reboot the machine. These commands are noted in the



What to Do Next
After you have issued the copy



PurposeCommand or Action

(Optional) Exits global configuration mode.end



What to Do Next
After you have issued the copy EXEC command, you may be prompted forco䰰ぇ�さ

be
forㄷ㌠㘵⸲㤲〰䘀剒〰䝉‰‱‱㤲⸰㐠㘶㌮㤳㜳‶㔮㈹㈰うoe







PurposeCommand or Action

Copies a configuration file from a TFTP server
to the startup configuration.

copy tftp:
[[[//location





Configure using host1-confg from 172.16.101.101? [confirm]
Connected to 172.16.101.101
Loading 1112 byte file host1-confg:![OK]
Device#
%SYS-5-CONFIG: Configured from host1-config by rcp from 172.16.101.101

Copy RCP Startup-Config

The following example specifies a remote username of netadmin1. Then it copies the configuration



DETAILED STEPS



Examples

Copy FTP Running-Config

The following example







DETAILED STEPS



PurposeCommand or Action

When you have finished changing the
running-configuration, save the new







devices. To



2 850





DETAILED STEPS

PurposeCommand or Action

Enables privileged EXEC mode.enableStep 1

Example:



DETAILED STEPS





Deleting a Specified Configuration File (CLI)
To delete a specified configuration on a specific flash device, complete the task in this section:

SUMMARY STEPS

1. enable
2. delete flash-filesystem:filename

DETAILED STEPS







If you specify a file in a flash device as the CONFIG_FILE environment variable, every time you save
your configuration file with the copy system:running-config nvram:startup-config command, the old
configuration file is marked as ಯdeleted,ರ and the new configuration file is saved to that device. Eventually,
Flash memory fills up as thefe⁔洊⠀䐀嘩呪਱‶〠ㄠ㈳㈮㜱㜠㘳㠮㡖rafias
t
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Configuring the Device to Download the Host Configuration File (CLI)
To configure the Cisco IOS software to download a host configuration file from a server at startup, complete
the tasks in this section:

SUMMARY STEPS

1. enable
2. configure terminal
3. boot



http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html


Error Message Decoder

https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
http://www.cisco.com/go/mibs
http://www.cisco.com/cisco/web/support/index.html
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Restrictions for Configuration Replace and Configuration
Rollback

If the device does not have free











You must create a configuration archive before performing this procedure. See Creating a Configuration
Archive (CLI) for detailed steps. The following procedure details how to return to that archived
configuration in the event of a problem with the current running configuration.





SUMMARY STEPS









You first save the current



Error Message Decoder

https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
http://www.cisco.com/go/mibs


http://www.cisco.com/cisco/web/support/index.html






Displaying Available File Systems
To



- - network rw ftp:
- - network rw scp:
- - network rw https:
- - opaque ro cns:
- - opaque rw revrcsf:

�R

�N

0

U

�Z











Some invalid combinations of



system: Copy to system: file system
tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system
usbflash0-1: Copy to usbflash0-1: file system
usbflash0-2: Copy to usbflash0-2: file system
usbflash0-3: Copy to usbflash0-3: file system
usbflash0-4: Copy to usbflash0-4: file system
usbflash0-5: Copy to usbflash0-5: file system
usbflash0: Copy to usbflash0: file system

Device#



DETAILED STEPS

PurposeCommand or Action

Creates a file and adds files to it.archive tar /create destination-url
flash: /file-url

Step 1

For destination-url, specify the destination URL alias for the local or network file
system and the name of the file to create:

Example:

device# archive tar /create
ವ Local flash file system syntax:

flash:tftp:172.20.10.30/saved.
flash:/new-configs

ವ FTP



https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi


http://www.cisco.com/go/mibs
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When the device is running in installed mode, this command displays information about the set



[1]: Package files copied
[1]: Finished expanding bundle
cat3k_caa-universalk9.SSA.03.12.02.EZP.150-12.02.EZP.150-12.02.EZP.bin
[1]: Verify䜀伀䠀
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7395 -rw- 18313952 Jan 23 2013 14:16:57 +00:00

+0㈀











https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
http://www.cisco.com/go/mibs
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Troubleshooting the Software Configuration

This

http://www.cisco.com/go/cfn
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Layer 2 T



ವ When multiple devices are attached to one port through hubs (for example, multiple CDP neighbors are
detected on







System Reports



Fan Failures
By default, the feature is disabled. When more than one of the fans



This procedure uses boot loader commands and TFTP to recover from a corrupted or incorrect image file.

Step 1 From your PC,





On these switches, a system administrator can disable some of the functionality of this feature by allowing
an end user to





Press Return in response to the confirmation prompts. The configuration file is now reloaded, and you can change the
password.

Step 7 Enter global configuration mode and



to the boot loader prompt can still be allowed.

Would



Step 5 Enter global configuration mode:
Device# FRQILJXUH WHUPLQDO

Step 6 Change the password:
Device(config)# HQDEOH VHFUHW password

The secret



If you replace a stack member with an identical model, the new







Running TDR and Displaying the Results
When you run TDR on an interface, you can run it on



ವ T





Table 35: Troubleshooting CPU Utilization Problems



Scenarios for Troubleshooting the Software Configuration

Scenarios to T







Configuration Examples for Troubleshooting Software

Example: Pinging an IP Host
This example shows how to ping an IP
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